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1.0 Introduction

The AAA Working Group has completed a document that itemizes their
requirements for Network Access Applications (NASREQ, Mobile IP, and
ROAMOPS) . This specification compares the DIAMETER protocol against
the requirements, and is provided to the AAA Working Group as an
official submission for an AAA protocol.

1.1 Requirements language

In this document, the key words "MAY", "MUST, "MUST NOT",
"optional", "recommended", '"SHOULD", and "SHOULD NOT", are to be
interpreted as described 1in [1].

Please note that the requirements specified in this document are to
be used in evaluating AAA protocol submissions. As such, the
requirements language refers to capabilities of these protocols; the
protocol documents will specify whether these features are required,
recommended, or optional. For example, requiring that a protocol
support confidentiality is NOT the same thing as requiring that all
protocol traffic be encrypted.

A protocol submission is not compliant if it fails to satisfy one or
more of the MUST or MUST NOT requirements for the capabilities that
it implements. A protocol submission that satisfies all the MUST,
MUST NOT, SHOULD and SHOULD NOT requirements for its capabilities is
said to be "unconditionally compliant"; one that satisfies all the
MUST and MUST NOT requirements but not all the SHOULD or SHOULD NOT
requirements for its protocols is said to be "conditionally
compliant."

2.0 Requirements Summary

This section contains the same four sections as found in the AAA
Network Access requirements. Each section contains a new column,
named DIAMETER. For each requirement, it is noted whether the
DIAMETER protocol meets (T), Partially meets (P), or does not meet
(F) the stated requirement. Furthermore, each requirement has a
footnote, which contains additional justification.
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2.1 General requirements

These requirements apply to all aspects
considered general requirements.
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Clarifications

[a] The DIAMETER Base Protocol [3] has learned from RADIUS' defi-
ciencies and provides the following features that help scaling:

[1] Supports 2732 pending requests

[2] reduces the number of servers necessary in a proxy environ-
ment, while increasing the robustness of the proxy chain

[3] does not require end-to-end application level acknowledge-
ment

[4] support for message forwarding and redirect servers

[b] A1l DIAMETER messages are routed based on the realm portion of
the Network Access Identifier (NAI) [10]. The DIAMETER Base Pro-
tocol [3] states that when a node receives a disconnect indica-
tion from a peer, all unacknowledged messages (at the transport
layer) MUST be forwarded to an alternative server that is capa-
ble of handling the realm 1in question. Unlike the RADIUS proto-
col, the Destination-NAI AVP allows a DIAMETER response to fol-



[c]

[d]
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low a path that differs from the requests, which allows for a
more resilient service.

The DIAMETER Base Protocol [3] defines three different authenti-
cation mechanisms:

[1] None - Used when an underlying security service is used,
such as IP Security.

[2] Hop-by-Hop - The DIAMETER Base Protocol [3] defines message
authentication, using symmetric transforms, which is used
to provide mutual authentication between two DIAMETER
nodes.

[3] End-to-End - Although not necessarily intended to provide
message authentication, the Strong Security extension [6]
provides object level authentication, which could cover all
AVPs in a DIAMETER message. Given the fairly intensive com-
putations necessary to generate an end-to-end objects, use
of this authentication mechanisms to should be restricted
to cases where strong authentication (e.g. Digital Signa-
tures) are necessary (e.g. Internet-Domain).

The DIAMETER Base Protocol [3] provides message authentication,
integrity and confidentiality using hop-by-hop security.

expires October 2000 [Page 5]
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[f]

[g]

The DIAMETER Strong Security extension [6] defines the CMS-Data
AVP, which is used to carry Cryptographic Message Syntax (CMS)
[11] objects. The objects, as defined in [11], MAY be encrypted
using asymmetric encryption, where only the target host would be
able to retrieve the plaintext.

The DIAMETER Strong Security extension defines the CMS-Data AVP,
which is used to carry Cryptographic Message Syntax (CMS) [11]

objects. The objects, as defined in [11], MAY be authenticated
using different levels of authentication transforms, including
asymmetric.

The DIAMETER Strong Security extension defines the CMS-Data AVP,
which is used to carry Cryptographic Message Syntax (CMS) [11]
objects. The objects, as defined in [11], MAY be used to carry
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[n]
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X.509 certificates.

The DIAMETER Base Protocol [3] 1is run over the Simple Control
Transport Protocol (SCTP) [12], which provides reliability,
quick failure detection, and addresses the AAA requirements.

The DIAMETER Base Protocol [3] has no reliance on the underlying
IP version, and 1is capable of including IP version 4 addresses.

The DIAMETER Base Protocol [3] has no reliance on the underlying
IP version, and 1is capable of including IP version 6 addresses.

The DIAMETER Base Protocol [3] supports proxies and brokers 1in
both transparent forwarding, as well as in the redirect mode.
The former allows a server to simply forward a DIAMETER message
to a downstream server. The latter allows a server to provide
NAI-to-Address services, by returning information necessary for
a server to directly communicate with another DIAMETER server
handling a particular domain.

The CMS-Data AVP [6] allows each DIAMETER entity in a proxy
chain to add its identity, and signature in a serial fashion,
which MAY be used to trace a DIAMETER message's path.

The DIAMETER Base Protocol [3] does provide for no message
authentication, which is normally used when an underlying secu-
rity service 1is used, such as IP Security.

The DIAMETER Base Protocol [3] 1is extensible, and allows third
parties to create service-specific extensions, such as the
Mobile IP [5] and NASREQ [8] extensions. Future extensions could
be added, by allocating an Extension Identifier [3], and the AVP
Values necessary for the objects needed, by IANA.
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2.2 Authentication Requirements
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F = Does Not Meet Requirement
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[d]
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The DIAMETER Base Protocol [3] defines an AVP that is used to
carry a User-Name, which SHOULD be in an NAI format. Further-
more, [3] defines how DIAMETER message forwarding is performed
using the realm portion of the NAI.

The DIAMETER NASREQ extension [8] defines the AVPs necessary to
request authentication of a PPP user using the CHAP authentica-
tion mechanism.

The DIAMETER NASREQ extension [8] defines the AVPs necessary to
carry Extensible Authentication Protocol (EAP) payloads, and
defines a set of primitives to be used with the AVPs.

The DIAMETER NASREQ extension [8] defines the AVPs necessary to
request authentication of a PPP user using the PAP authentica-
tion mechanism.

The DIAMETER Base Protocol [3] specifies that an authenticated
user's session SHOULD expire in the number of seconds specified
in the Session-Timeout AVP. In order to renew a session, a re-
authentication MUST be submitted. Re-authentication MAY occur at
any time before the timeout expires.

The DIAMETER NASREQ extension [8] states "Unlike the RADIUS pro-
tocol the DIAMETER protocol does not require authentication
information to be contained in a request from the client. There-
fore, it is possible to send a request for authorization only.
The type of service depends upon the Request-Type AVP. This
difference MAY cause operational dissues in environments that
need RADIUS -interoperability, and it MAY be necessary that pro-
tocol conversion gateways add some authentication information
when transmitting to a RADIUS server."

expires October 2000 [Page 8]
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2.2

Authorization Requirements
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Key

M = MUST

S = SHOULD

0 = MAY

N = MUST NOT

B = SHOULD NOT

T = Meets Requirement

o
1

Partly Meets Requirement
F = Does Not Meet Requirement

Clarifications

[a] The DIAMETER NASREQ [8] and Mobile IP [5] extensions allows for
both static and dynamic address assignment. The DIAMETER Base
Protocol [3] allows AVPs of format "Address" to carry either IP
version 4 or 6 addresses.

[b] The DIAMETER protocol provides many features that makes the task
simpler for an AAA protocol bridge function. First, the protocol
reserves the first 256 Commands and AVPs to "Legacy" RADIUS. The
RADIUS attributes are defined in the NASREQ extension [8].
Further, the Implementation Guideline [9] specification provides
guidelines that MAY be followed when implementing a protocol
bridge, which would ensure complete protocol compatibility.

[c] A forwarding agent, be it a Proxy or Broker, MAY reject a
request by responding with a response, and the appropriate
Result Code. The identity of the rejecting host is known through
the Host-Name AVP [3].

[d] The DIAMETER NASREQ Extension [8] defines a set of AVPs that are
used to create compulsory tunnels, including Layer 2 tunnels.

[e] The DIAMETER Base Protocol [3] specifies that an authorized
user's session SHOULD expire in the number of seconds specified
in the Session-Timeout AVP. In order to renew a session, a re-
authorization MUST be submitted. Note that re-authorization MAY
occur at any time before the timeout occurs.



[f]
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The NASREQ Extension [8] specifies two methods of supporting
Filters and Access Rules. The first, is defined for Legacy
RADIUS compatibility, and allows a Filter Identifier to be car-
ried within an AVP. It 1is necessary for the NAS in question to
recognize the Identifier provided, and map the appropriate
filter rules to the user's access port. The second method is a
much more scalable solution, and allows filters to be encoded 1in
a standard AVP. Note that the RADIUS protocol has no equivalent

expires October 2000 [Page 10]
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[g]

attribute, so use of this AVP SHOULD be reserved for networks
that do not 1include RADIUS-only devices.

The AAA network access requirements describe State Reconcilia-
tion as requiring:

[1] Re-authorization capabilities - The DIAMETER Base Protocol
[3] provides the Session-Timeout AVP, which is used to
inform the NAS of the lifetime of a successful authoriza-
tion. The protocol states that the NAS MUST send a re-
authorization in order to extend the life of the sessqion.
Re-authorization is service-specific, and is defined 1in
Mobile IP [5] and NASREQ [8].

[2] Session disconnect message - The DIAMETER Base Protocol [3]
defines the Session-Termination-Request message, which is
used by the NAS to inform the AAA server that an active
session has been terminated.

[3] Transport and application-layer reliability - The DIAMETER
Base Protocol [3] requires the use of SCTP [13] as the
reliable transport. Furthermore, the DIAMETER base proto-
col [3] defines what a node does in the event of a peer
failure, in order to provide application level reliability.

[4] An interim message - The DIAMETER Accounting extension [4]
defines the Accounting-Interim-Interval AVP, which is used
by DIAMETER nodes to inform their peer of the expected
interval between interim Accounting messages.

[5] A mechanism for the AAA server to retrieve state informa-
tion from the NAS. This mechanism will provide timely



information though a complete state dump may not be immedi-
ately available. - The DIAMETER Resource Management exten-
sion [15] provides a message set that allows a DIAMETER
node to request active session state information from its
peer.

[6] A NAS reboot message - The DIAMETER Base Protocol [3]
defines the Device-Reboot-Ind, which is used to communicate
to a peer of a reboot.

[7] Accounting On/Off messages - The DIAMETER Accounting exten-
sion [4] defines the Accounting-Status-Ind message, which
is used to communicate to a peer whether accounting has
been enabled or disabled.

[h] The DIAMETER Base Protocol [3] supports a set of Session

Calhoun expires October 2000 [Page 11]
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Termination messages. A client (NAS) uses the messages to inform
its server that an active session 1is being terminated. A server
uses the messages to request that the client terminate the ses-
sion. A session 1is identified through the Session-Id, which is
guaranteed to be globally unique.
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2.3 Accounting Requirements
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N = MUST NOT
B = SHOULD NOT

T = Meets Requirement
Partly Meets Requirement
F = Does Not Meet Requirement

o
1

Clarifications

[a] The DIAMETER Accounting extension [4] allows for both Real-Time
and batched accounting record transfer. The default mode 1s



[b]

[c]

[d]

Le]

[f]

[g]

Calhoun

real-time.

The DIAMETER Accounting extension [4] defines the ADIF-Record
AVP, which is used to carry ADIF [13] records. The AAA Account-
ing Record and Attributes [14] specification states "[ROAM-ADIF]
proposes a standard accounting record format, the Accounting
Data Interchange Format (ADIF), which is designed to compactly
represent accounting data in a protocol-independent manner."

The ADIF [13] Accounting Data Format MAY be extended by assign-
ing new keywords for new accounting data objects by IANA.

The DIAMETER Accounting extension [4] allows for both Real-Time
and batched accounting record transfer. When batched mode is
desired, information on the frequency that records should be
provided (both in terms of time and bandwidth) 1is provided in a
set of defined AVPs.

The DIAMETER server that is responsible for a specific realm
MUST acknowledge, at the application level, all Accounting
Requests. This allows the sender to have an acknowledgement,
which MAY be signed, of receipt and acceptance of one or more
Accounting Records.

The DIAMETER Base Protocol [3] defines the Timestamp AVP, which
MUST be present in all Accounting [4] messages.

The DIAMETER Accounting extension [4] allows for "interim"

accounting records, which MAY be sent periodically, and after a
re-authentication and/or re-authorization.
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2.4 Unique Mobile IP requirements

In addition Mobile IP also has the following requirements:



bttt -ttt —t—F—t—t—t—+—

| Unique Mobile IP
| requirements

t—t—t—t—t—t—t—t—t—t—F—t—+—+—

| Encoding of Mobile IP
| registration messages

I
| Firewall friendly

t—t—t—t—t—t—t—t—Ft—t—Ft—t—+t—+—

| Allocation of local Home

| agent

t—t—t—t—t—t—t—t—Ft—t—F—t—+—+—

Key

M = MUST

S = SHOULD

0 = MAY

N = MUST NOT

B = SHOULD NOT

T = Meets Requirement

+ +
| |
| |
| |
| |
+ +
| |
| |
| |
| |

+—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+—+—+
| |
| |
| |
| |
+ +
| |
| |
| |
| |
+ +

P = Partly Meets Requirement
F = Does Not Meet Requirement

Clarifications

IP

[a] The DIAMETER Mobile IP extension [5] defines the MIP-
Registration-Req and the MIP-Registration-Reply AVPs, which are
used to carry the Mobile IP Registration Requests as opaque

data.

[b] The DIAMETER Base Protocol [3] relies on SCTP, which 1s
currently not supported on firewalls, and therefore could not be

used with some firewalls.

Furthermore, most NAT implementations

DO NOT support SCTP either. However, a firewall could easily

Calhoun
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[c]

implement a DIAMETER proxy server, which would provide for
firewall penetration, as an application proxy and would probably
be more secure than punching holes through firewalls. It -ds
assumed that future firewall implementations will recognize the
SCTP protocol, and will allow such traffic to penetrate the
firewall.

The DIAMETER Mobile IP extension [5] specifies how a Home Agent
within a foreign network could be allocated, and defines the
message flow as well as how the Key Distribution Center (KDC)
session keys are used in such a network.

3.0 Conclusion

The DIAMETER Base Protocol [3], and associated extensions [4, 5, 6,
8, 15] 1is unconditionally compliant with the AAA Network Access
requirements [2].
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5.0 Security Considerations

This document, being a protocol evaluation document, does not have
any security concerns. The security requirements on protocols to be
evaluated using this document are described in the referenced docu-
ments.

6.0 TIANA Considerations
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This draft does not create any new number spaces for IANA administra-
tion.
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