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Status of This Memo

This document is an Internet-Draft. Internet-Drafts are working
documents of the Internet Engineering Task Force (IETF), its areas,
and its working groups. Note that other groups may also distribute
working documents as Internet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet- Drafts as reference
material or to cite them other than as "~ “work in progress.''

To learn the current status of any Internet-Draft, please check the
“Tlid-abstracts.txt'' listing contained in the Internet- Drafts
Shadow Directories on ds.internic.net (US East Coast), nic.nordu.net
(Europe), ftp.isi.edu (US West Coast), or munnari.oz.au (Pacific
Rim).

Distribution of this memo is unlimited.

Abstract
This document defines a set of mechanisms for the support of 0SI
CLNP, and Transport Protocols over an IPv6 network. These mechanisms
are the ones that MUST be used if such support is required.
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Conventions

The following language conventions are used in the items of
specification in this document:

o] MUST, SHALL or MANDATORY -- the item is an absolute requirement
of the specification.

o} SHOULD or RECOMMENDED -- the item should generally be followed
for all but exceptional circumstances.

o} MAY or OPTIONAL -- the item is truly optional and may be
followed or ignored according to the needs of the implementor.
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Summary of defined mechanisms

This document defines two mechanisms for carrying OSI traffic over an
IPv6 network:

1. CLNP encapsulated in IPv6
2. Transport Protocol carried over IPv6

These are ELECTIVE mechanisms, i.e. they are not mandatory parts of
an IPv6 implementation, but if such mechanisms are needed they MUST
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be implemented as defined in this document.

Note in addition that an Internet Standard STD-35 "ISO Transport
Service on top of the TCP" exists already [REC1006]. There is a also
a Proposed Standard for "OSI Connectionless Transport Service over
UDP" [REC1240]. Both of these documents may need revision for IPv6.
All of these mechanism may co-exist.
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2.

CLNP encapsulated in IPv6

If it is required to tunnel CLNP [IS8473] through an IPv6 network,
then the upper layer header SHALL be a CLNP PDU, and the final IPv6
Next Header field SHALL have the value 80 decimal (as defined for

ISO-IP in [assigned]).

Mechanisms for the creation of CLNP tunnels and their management are
outside the scope of this document.

Note that the tunnelling of CLNP over the Internet is discussed in
detail in [RFEC1070], but that document has no standards status and
makes different assumptions about address mapping. In contrast to
[REC1070], CLNP tunnels through an IPv6 network are simply a virtual
point-to-point encapsulation technology, using statically configured
tunnel endpoints. There is no support for simulating a multipoint
subnetwork, nor for dynamic mapping between NSAP addresses and IP
addresses. Instead, IP addresses are simply viewed as Subnetwork
Point of Attachment (SNPA) addresses that must be statically
configured to create the tunnel.

Once a tunnel is established, data is transmitted using CLNP
[1S8473]. The ES-IS [IS9542], IS-IS [IS10589], and IDRP [IS10747]
protocols may be used to dynamically establish neighbor adjacencies
and routing. Any NSAP addresses may be assigned to the systems at
either end of the tunnel. There is no need to constrain the NSAP
address format as documented in [REC1070], since there is no need to
perform dynamic address mapping. The "EON" header of [RFC1070] is not
present.

No attempt is required to implement feedback of error indications
from ICMP in the IP subnetwork into CLNP error PDUs. The tunnel is
ignorant of problems in the IP subnetwork, and depends upon
mechanisms in the 0SI routing protocols to detect connectivity
failures.

If a CLNP tunnel has an anycast destination, i.e. the packets are
decapsulated by any one of a set of decapsulators, and if an IPv6
packet needs to be fragmented to get through the tunnel, the
fragments may not be sent via same path. If this happens the original
CLNP packet can never be decapsulated, since its fragments have
arrived at different decapsulators. To avoid this problem, CLNP PDUs
must be segmented as defined in [IS8473] if their size would create
IPv6 packets exceeding the IPv6 path MTU. Reassembly will take place
at the final destination according to [IS8473].
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3.

w

ISO Transport Protocols over IPv6

If it is required to carry ISO Transport Protocols [IS08072, IS08073]
over an IPv6 network, then the IPv6 transport header SHALL be a TP
PDU, and the final IPv6 Next Header field SHALL have the value 29
decimal (as defined for ISO-TP in [assigned]).

e o e e e e e oo
| IPv6 header | TP PDU

I I

| Next Header = |

| ISO-TP |

S o e oo

S —— I ——— o e e e eee oo

Next Header =

Routing ISO-TP

Protocol Classes

The ISO connection-oriented transport protocol [IS08073] supports
five different classes of service. Only one such class, class 4
(TP4), is suitable for use on a connectionless network service such
as provided by IPv6. Transport classes 0 through 3 should not carried
over an IPv6 network in this manner.

Note that the connectionless transport protocol [IS08072] has no such
restriction. Its PDUs should be carried exactly as described above.
There is no conflict inherent in using the same IPv6 Next Header
value for both connection-oriented and connectionless protocols. ISO
transport implementations can distinguish the two protocols by their
different PDU types.

Maximum TPDU Size

When negotiating a maximum TPDU size, TP4 implementations may
consider the services available from the network layer. Unlike IPv4
or CLNP, IPv6 only permits fragmentation by the originating system.
TP4 may use its knowledge of the capabilities of the local system to
maximize the efficiency of data transfer.
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3.

.1. Path MTU Discovery and Fragmentation

3.

If the TP4 implementation can accept Path MTU Discovery [RFC1191]
information, and if the TP4 implementation can efficiently invoke the
IPv6 fragmentation function, then the TP4 may propose the largest
TPDU size and/or preferred maximum TPDU size that the implementation
can support.

If, during the life of the connection, IPv6 reports PMTU information
to the TP4 implementation, TP4 should adjust its local TPDU size
accordingly. Note that the original TPDU (the one which solicited the
PMTU) cannot be repacketized; TP4 must instead rely on IPv6
fragmentation for that PDU's retransmission.

.2. No Path MTU Discovery or Fragmentation

[

If the TP4 implementation cannot accept Path MTU Discovery
information from IPv6, or if it cannot efficiently invoke the IPv6
fragmentation function, then TP4 may propose a TPDU size of 512
octets and a preferred maximum TPDU size of 512 octets. These sizes
will ensure that TPDUs are no larger than the IPv6 minimum MTU of 576
bytes [IPv6].

PDU Lifetime

Unlike IPv4 and CLNP, IPv6 nodes are not required to enforce PDU
lifetimes. Any transport protocol that relies on the network
protocol to limit packet lifetime ought to be upgraded to provide its
own mechanisms for detecting and discarding obsolete packets.

Related work

The carriage of 0SI Connectionless Transport Services over UDP is
described in [REC1240], which is currently a Proposed Standard. The
present proposal is independent of that one.

Security condiderations

Security issues are not specifically addressed in this document, but
it is compatible with the IPv6 security mechanisms [security]. Note,
however, that when CLNP is tunnelled through IPv6 the IPv6 security
mechanisms can at best protect the tunnel, but not the end-to-end
CLNP service.
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