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Abstract

A "marking" based IP Flow Performance Measurement (IPFPM) framework
is specified in draft-chen-ippm-coloring-based-ipfpm-framework. 1IP
Flow Information eXport (IPFIX) is used for exporting the performance
of IPFPM. Several new Information Elements of IPFIX are defined for
IPFPM in this document.

Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in REC 2119 [RFC2119].

Status of This Memo

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
working documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress."
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Introduction

A "marking" based IP Flow Performance Measurement (IPFPM) framework
is specified in [I-D.chen-ippm-coloring-based-ipfpm-framework]. This
document is the companion document of
[I-D.chen-ippm-coloring-based-ipfpm-framework]. The IPFPM framework
describes a mechanism where data packets are marked so that they form
blocks of data. No additional delimiting OAM is needed and the
performance metrics can be measured in-service without the insertion
of additional traffic. Furthermore, because marking based IP



https://datatracker.ietf.org/doc/html/bcp78
http://trustee.ietf.org/license-info

Chen, et al. Expires January 4, 2015 [Page 2]



Internet-Draft IPFPM Report July 2014

N

performance measurement does not require extra OAM packets for
traffic delimitation, it can be used in situations where there 1is
packets re-ordering. IP Flow Information eXport (IPFIX) [REC7011] is
used for exporting the performance of IPFPM. Several new Information
Elements of IPFIX are defined for IPFPM in this document.

Measurement Data Report

In the IPFPM reference model, the Measurement Agent (MA) executes the
measurement actions (e.g., marks the packets, counts the packets,
records the timestamps, etc.), and reports the data to the
Measurement Control Point (MCP). The MCP is a centralized
calculation element, responsible for collecting measurement data from
MA and calculating the performance metrics according to the received
measurement data from the MAs. During the performance measurement
period, each MA reports performance measurementmeasurement data to
the MCP, and the MCP will compute the performance measurement results
according to the received measurement data. For a specific IP flow,
for either packet delay or loss measurement, there will be at least
one upstream and one downstream MA. For accurate measurements, time
synchronization is required and the Period Number
[I-D.chen-ippm-coloring-based-ipfpm-framework] is used by MCP to
uniquely identify and correlate the packet counts/ timestamps between
the upstream and downstream MAs for a specific block of markers or
marked packet.

For packet loss measurement, the following information is required to
report to the MCP:

MA Identifier

Flow Identifier (identify the flow to be measured)
Period Number

Packet Number Count

Packet Octets Count

For packet delay measurement, the following information is required
to report to the MCP:

MA Identifier
Flow Identifier

Period Number
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Timestamp

In addition, a MA may report some status (e.g., whether a MA is time
synchronized) to the MCP, hence to help the MCP to determine whether
measurement data from a MA is valid and can be used for computation.
The following information may be included:

MA Identifier
MA Status
IPFIX Information Element for IPFPM

The IPFIX protocol [RFC7011] defines how IP Flow information can be
exported from routers, measurement probes, or other devices. It
defines many Information Elements [RFEC7012] that can be used to carry
and export the above information from MAs to MCP. Section 2 lists
the statistic Information and status information need to be reported
for IPFPM. Most of them can be identified with the existing
Information Elements. New Information Element is defined for MA
Identifer, Period Number and MA Status respectively in the following
sections.

Flow Identifier: flowId (148)

Packet Number Count: packetTotalCount (86)
Packet Octets Count: octetTotalCount (85)
Timestamp: flowStartMicroseconds (154)
maIdentifier

Description: The maIldentifier is used to identify a MA. An
maldentifiler is unique within a specific administrative domain (e.g.
within one MCP). The MA identifier can be generated and maintained
by MCP. How to generate and maintain the maIdentifier is out the
scope of this document.

Abstract Data Type: unsigned32

ElementId: TBD1

Status: current
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3.2. periodNumber

Description: The periodNumber (PN) is used to identify a packet count
or timestamp that belongs to a specific block of markers or marked
packet. The MCP uses it to determine whether any two or more packet
counts (from distributed MAs) are related to the same block of
markers or any two timestamps are related to the same marked packet.
The PN is generated each time a MA reads the packet counts and
timestamp, and is equal to the modulo of the local time (when the
counts and timestamps are read) and the interval of the marking time
period [I-D.chen-ippm-coloring-based-ipfpm-framework].

Abstract Data Type: unsigned32
ElementId: TBD2
Status: current

3.3. maStatus

Description: The maStatus is used to carry status information of a MA
(For example, whether a MA has already time synchronized, whether 1is
a upstream or downstream MA for a specific measured flow).

Abstract Data Type: unsignedil6
ElementId: TBD3

Status: current

The maStaus is defined as follows:

+-+-F-F+-+-+-F-F-+-F-F-+-+-+-+-+-+
Reserved [U|T|
+-t-t-t-F-F-F-t-t-F-F-+-+-F-+-+-+

Two bits are defined in this document. The T bit (Time synchronized
bit) it is used to indicate whether a MA is time synchronized. When
the T bit set, the MA is time synchronized; when the T bit is
cleared, the MA is not time synchronized. The MCP MUST calculate the
results when all related MAs of a flow are time synchronized,
otherwise, the results will not correct. The U bit ( Upstream MA
bit) is used to indicate whether a MA is the upstream or downstream
TLP for an IP flow. When the U bit set, the MA is the upstream MA of
the flow; otherwise, the MA is the downstream MA of the flow.
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4. Templates for IPFPM
4.1. MA Status Options Template

The MA Status Options Template is used to report the status of a MA;
it SHOULD contain the following Information Elements:

meteringProcessId (scope) [IPFIX-IANA]
MA Identifier

The maIdentifier is as defined in Section 3.1 of this document.
MA Status

The maStatus is as defined in Section 3.3 of this document.

The Data Records specified by the MA Status Options Template SHOULD
be exported once the IPFIX session established or when status
changed.

An example of the MA Status Options Template Set is as follows:

(0] 1 2 3
012345678901234567890123456789601
e ke e e e t e oS S Sy S S S S S S S S
| Set ID = 3 | Length = 24 |
+ototototototototototot-totototototot ottt otototot -ttt -+-+
| Template ID XXX | Field Count = 3 |
I n o T T e R e e b b T S e e
| Scope Field Count = 1 [O] meteringProcessId = 143 |
+ot-t-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
| Scope 1 Field Length = 4 0] maIdentifier = TBD1 |
e e ek T e e e e e o ok ok S S S S S S S e
| Scope 1 Field Length = 4 [O] ma Status = TBD3 |
+-t-F-F-F-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
| Field Length = 1 | Padding |
e o e R e e e T T e e e S sk T T T S S S S

H
N

Flow Options Template

The Flow Options Template is used to report all the configured flows
(to be measured) on a MA. It SHOULD include the following the
Information Elements:

meteringProcessId (scope) [IPFIX-IANA]
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MA Identifier
The maIdentifier is as defined in Section 3.1 of this document.
maStatus [Section 3.3]
flowId [IPFIX-IANA]
protocolIdentifier [IPFIX-IANA]
Source IP address

The source IP address or prefix of an IP flow, for this address,
any of the following Information Elements can be used:

sourceIPv4Address [IPFIX-IANA]

sourceIPv6Address [IPFIX-IANA]

sourceIPv4Prefix [IPEIX-IANA]

sourceIPv6Prefix [IPFIX-TIANA]
Source IP prefix length

The source IP prefix length of a prefix, any of the following
Information Elements can be used:

sourceIPv4PrefixLength [IPFIX-IANA]
sourceIPv6PrefixLength [IPFIX-IANA]
Source port

The source port of an IP flow, any of the following Information
Elements can be used:

udpSourcePort [IPFIX-IANA]
tcpSourcePort [IPFIX-IANA]
Destination IP address

The destination IP address or prefix of an IP flow, for this
address, any of the following Information Elements can be used:

destinationIPv4Address [IPFIX-TIANA]
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destinationIPv6Address [IPFIX-TIANA]

destinationIPv4Prefix [IPFIX-IANA]

destinationIPv6Prefix [IPFIX-IANA]
Destination IP prefix length

The destination IP prefix length of a prefix, any of the following
Information Elements can be used:

destinationIPv4PrefixLength [IPFIX-IANA]
destinationIPv6PrefixLength [IPFIX-IANA]
Destination port

The destination port of an IP flow, any of the following
Information Elements can be used:

udpDestinationPort [IPFIX-IANA]

tcpDestinationPort [IPFIX-IANA]
The Data Records specified by the Flow Options Template SHOULD be
exported once the IPFIX session established or when the configured
flows changed (e.g., a new flow is added for measurement or a flow

deleted to stop the measurement).

An example of the Flow Options Template Set is as follows:
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0 1 2 3
012345678901234567890123456789601
tot-tot-t-t-tot-t-t-tot-t-totot-t-totot-t-tot-t-t-toF-F-t-t-F-+-+
| Set ID = 3 | Length = 52 |
+ot-t-F-F-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
| Template ID XXX | Field Count = 10 |
tot-tot-t-totot-tototot-tototototototot-totot-t-totot-t-t-F-F-+-+
| Scope Field Count = 1 |0] meteringProcessId=143 |
b ks e e e S e S S S e R R i s
| Scope 1 Field Length = 4 O] maIdentifier = TBD1 |
s e o s e T e S L e e e s s S
| Field Length = 4 [O] maStatus = TBD3 |
e ke e e e t e oS S Sy S S S S S S S S
| Field Length = 1 O] flowID = 148 |
totototototototototototototototototot ot ottt otototot -ttt -+-+
| Field Length = 4 |@| protocolIdentifier = 4 |
I n o T T e R e e b b T S e e
| Field Length = 1 |@| sourceIPv4Address = 8 |
+ot-F-F-F-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
| Field Length = 4 |@] wudpSourcePort = 4 |
e e ek T e e e e e o ok ok S S S S S S S e
| Field Length = 2 |@| destinationIPv4Address = 4 |
+ot-t-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
| Field Length = 4 |@] wudpDestinationPort = 4 |
e n e o T e e e e et T b ek e o T S S S S e e e e
| Field Length = 4 |®| wudpDestinationPort = 4 |
+ot-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
| Field Length = 2 | Padding |
tot-t-t-t-t-t-t-t-t-t-F-t-t-t-t-t-t-F-t-t-t-F-F-t-t-F-F-t-F-F+-+-+

IS
w

Packet Loss Template
The Packet Loss Template is used by a MA to report the packet loss
measurement statistic of a flow to the MCP; it SHOULD contain the
following Information Elements:
MA Identifier

The maIdentifier is as defined in Section 3.1 of this document.
flowId[IPFIX-IANA]
periodNumber [Section 3.2]

packetTotalCount [IPFIX-IANA]

octetTotalCount [IPFIX-IANA]
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An example of the Packet Loss Data Set is as follows:

(C] 1 2 3
012345678901 234567890123456789601
+-t-F-F-F-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
| Set ID = 2 | Length = 28 octets |
tot-tot-t-t-tot-t-t-tot-t-totot-t-totot-t-tot-t-t-toF-F-t-t-F-+-+
| Template ID XXX | Field Count = 5 |
b ek e e e S e e S S e s s S e
O] maIdentifier = TBD1 | Field Length = 4 |
tot-tot-t-totot-tototot-tototototototot-totot-t-totot-t-t-F-F-+-+
[O] flowId = 148 | Field Length = 4 |
b ks e e e S e S S S e R R i s
O] periodNumber = TBD2 | Field Length = 4 |
s a e o s e S S i e b s s S
[O] packetTotalCount = 86 | Field Length = 8 |
e ke e e e t e oS S Sy S S S S S S S S
[O] octetTotalCount = 85 | Field Length = 8 |
+ototototototototototot-totototototot ottt otototot -ttt -+-+

The maIdenfier is used to identify and MA.

The flowId is a identifier that is unique within a specific
administrative domain (e.g., within one MCP). The MA and MCP have to
agree a flow identifier related to a specific flow. For example, the
flow identifier can be generated and maintained by a centralized
element. How to generate and maintain the flowId is out the scope of
this document.

The periodNumber is as defined in Section 3.2 of this document.

The packetTotalCount is used to carry the total transmitted/received
packets of a flow since the measurement start.

The octetTotalCount is used to carry the total transmitted/received
octets of a flow since the measurement start.

4.4. Packet Delay Template

The Packet Delay Template is used by a MA to report the packet delay
measurement statistic of a flow to the MCP; it SHOULD contain the
following Information Elements:

MA Identifier

The maldentifier is as defined in Section 3.1 of this document.
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flowId [IPFIX-IANA]
periodNumber [Section 3.2]
timestamp

The time when marked a packet, flowStartMicroseconds is used to
carry the timestamp:

flowStartMicroseconds[IPFIX-IANA]
An example of the Packet Delay Data Set is as follows:

0 1 2 3
012345678901 23456789012345678901
totototototototototototototototototot ot ottt otototot -ttt -+-+
| Set ID = 2 | Length = 24 octets |
e ke e e e t e oS S Sy S S S S S S S S
| Template ID 258 | Field Count = 4 |
+ototototototototototot-totototototot ottt otototot -ttt -+-+
0] maIdentifier = TBD1 | Field Length = 4 |
B E e h e ek T e e e ks ek S S S S S S e e
[O] flowId = 148 | Field Length = 4 |
+ot-t-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
0] periodNumber = TBD2 | Field Length = 4 |
e n e o T e e e e et T b ek e o T S S S S e e e e
|0 flowStartMicroseconds = 154 | Field Length = 8 |
+-t-F-F-F-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

The maIdenfier is used to identify and MA.

The flowId is used to carry the flow identifier of a flow; the
structure is defined in Section 4.3 of this document.

The periodNumber is as defined in Section 3.2 of this document.

The flowStartMicroseconds is used to carry the timestamp of a marked
packet of a specific flow.

IANA Considerations

(S}

The IANA is requested to allocate 3new Information Elements codes for
the Information Elements defined in Section 3 from the IPFIX
Information Elements registry.
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6. Security Considerations
This document does not bring new security issue to IPFIX.
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