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Abstract

Segment Routing (SR) policy is a set of candidate SR paths consisting
of one or more segment lists and necessary path attributes. It
enables instantiation of an ordered list of segments with a specific
intent for traffic steering. In-situ Flow Information Telemetry
(IFIT) provides a reference framework that supports network OAM
applications to apply dataplane on-path telemetry techniques
acquiring data about a packet on its forwarding path. This document
defines extensions to PCEP to distribute SR policies carrying IFIT
information. So that IFIT behavior can be enabled automatically when
the SR policy is applied.

Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [RFC2119].

Status of This Memo

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
working documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress."
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Introduction

Segment Routing (SR) policy [I-D.ietf-spring-segment-routing-policy]
is a set of candidate SR paths consisting of one or more segment

lists and necessary path attributes. It enables instantiation of an
ordered list of segments with a specific intent for traffic steering.

In-situ Flow Information Telemetry (IFIT)
[I-D.song-opsawg-ifit-framework] provides a reference framework that
supports network OAM applications to apply dataplane on-path
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telemetry techniques, including In-situ OAM (IOAM)
[I-D.ietf-ippm-ioam-data], Postcard Based Telemetry (PBT)
[I-D.song-ippm-postcard-based-telemetry], In-band Flow Analyzer (IFA)
[I-D.kumar-ippm-ifa], Enhanced Alternate Marking (EAM)
[I-D.zhou-ippm-enhanced-alternate-marking], and Hybrid Two Steps
(HTS) [I-D.mirsky-ippm-hybrid-two-step]. It can provide flow
information on the entire forwarding path on a per- packet basis in
real time.

An automatic network requires the Service Level Agreement (SLA)
monitoring on the deployed service. So that the system can quickly
detect the SLA violation or the performance degradation, hence to
change the service deployment. The SR policy native IFIT can
facilitate the closed loop control, and enable the automation of SR
service.

This document defines extensions to PCEP to distribute SR policies
carrying IFIT information. So that IFIT behavior can be enabled
automatically when the SR policy is applied.

2. IFIT Attributes in SR Policy
SR Policy Association Group (SRPAG) is defined in
[I-D.barth-pce-segment-routing-policy-cp] to extend PCEP to support
association among candidate paths of a given SR policy. SR Policy
Identifiers TLV, SR Policy Name TLV, SR Policy Candidate Path
Identifiers TLV, and SR Policy Candidate Path Preference TLV are
introduced to construct the SR policy structure.
This document is to add IFIT attribute TLVs to the SRPAG. The
following sections will describe the requirement and usage of
different IFIT modes, and define the corresponding TLV encoding in
PCEP.

3. SR Policy for IOAM

In-situ Operations, Administration, and Maintenance (IOAM)
[I-D.ietf-ippm-ioam-data] records operational and telemetry
information in the packet while the packet traverses a path between
two points in the network. 1In terms of the classification given in
REC 7799 [REC7799] IOAM could be categorized as Hybrid Type 1. IOAM
mechanisms can be leveraged where active 0OAM do not apply or do not
offer the desired results.

When SR policy enables the IOAM, the IOAM header will be inserted
into every packet of the traffic that is steered into the SR paths.
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3.1. IOAM Pre-allocated Trace Option TLV

The IOAM tracing data is expected to be collected at every node that
a packet traverses to ensure visibility into the entire path a packet
takes within an IOAM domain. The preallocated tracing option will
create pre-allocated space for each node to populate its information.

The format of IOAM pre-allocated trace option TLV is defined as
follows:

(C] 1 2 3
012345678901234567890123456789601
e oo o m e e e oo o e e e +

| Type | Length

g +
| Namespace ID | Rsvdil |
e e oo o e oo e oo e e oo oo +
| I0OAM Trace Type | Flags | Rsvd2 |
Fom e e e e e e e e e e e e e e e Fommm o - Fommme o - +

Fig. 1 IOAM Pre-allocated Trace Option TLV
Where:
Type: to be assigned by IANA.

Length: the total length of the value field not including Type and
Length fields.

Namespace ID: A 16-bit identifier of an IOAM-Namespace. The
definition is the same as described in section 4.4 of
[I-D.ietf-ippm-ioam-data].

IOAM Trace Type: A 24-bit identifier which specifies which data types
are used in the node data list. The definition is the same as
described in section 4.4 of [I-D.ietf-ippm-iocam-data].

Flags: A 4-bit field. The definition is the same as described in
[I-D.ietf-ippm-ioam-flags] and section 4.4 of
[I-D.ietf-ippm-ioam-data].

Rsvdl: A 16-bit field reserved for further usage. It MUST be zero.

Rsvd2: A 4-bit field reserved for further usage. It MUST be zero.
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3.2. IOAM Incremental Trace Option TLV

The incremental tracing option contains a variable node data fields
where each node allocates and pushes its node data immediately
following the option header.

The format of IOAM incremental trace option TLV is defined as
follows:

0 1 2 3
012345678901 23456789012345678901
oo e e e e e oo - oo e e e e e e e oo - +

| Type | Length

B T N N N N e +
| Namespace ID | Rsvdil |
. S Fomm - - +
| IOAM Trace Type | Flags | Rsvd2 |
R e S Feommmma- Fommmea- +

Fig. 2 IOAM Incremental Trace Option TLV
Where:
Type: to be assigned by IANA.

Length: the total length of the value field not including Type and
Length fields.

All the other fields definition is the same as the pre-allocated
trace option TLV in section 4.1.

3.3. IOAM Directly Export Option TLV

IOAM directly export option is used as a trigger for IOAM data to be
directly exported to a collector without being pushed into in-flight
data packets.

The format of IOAM directly export option TLV is defined as follows:
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0 1 2 3
©012345678901234567890123456789601
o m e e e e e e e e m oo o m e e e e e e e e e mo o +
| Type | Length |
o m oo o o o e o o o o o o e e e e e e e oo +
| Namespace ID | Flags |
o m e e e e e e e e e mo o o m e e e e oo - o m e e e e oo - +
| IOAM Trace Type | Rsvd |
o m oo o m o e o o e e e —ooo - B +
| Flow ID |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e m e m e — o= +

Fig. 3 IOAM Directly Export Option TLV
Where:
Type: to be assigned by IANA.

Length: the total length of the value field not including Type and
Length fields.

Namespace ID: A 16-bit identifier of an IOAM-Namespace. The
definition is the same as described in section 4.4 of
[I-D.ietf-ippm-ioam-data].

IOAM Trace Type: A 24-bit identifier which specifies which data types
are used in the node data list. The definition is the same as
described in section 4.4 of [I-D.ietf-ippm-iocam-data].

Flags: A 16-bit field. The definition is the same as described in
section 3.2 of [I-D.iocamteam-ippm-ioam-direct-export].

Flow ID: A 32-bit flow identifier. The definition is the same as
described in section 3.2 of [I-D.ioamteam-ippm-ioam-direct-export].

Rsvd: A 4-bit field reserved for further usage. It MUST be zero.
3.4. TIOAM Edge-to-Edge Option TLV

The IOAM edge to edge option is to carry data that is added by the
I0OAM encapsulating node and interpreted by IOAM decapsulating node.

The format of IOAM edge-to-edge option TLV is defined as follows:
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[

0 1 2 3
©012345678901234567890123456789601
B B +
| Type | Length |
o o e o e e e o e e e e e e e e e m e oo oo - +
| Namespace ID | IOAM E2E Type |
B B +

Fig. 4 IOAM Edge-to-Edge Option TLV
Where:
Type: to be assigned by IANA.

Length: the total length of the value field not including Type and
Length fields.

Namespace ID: A 16-bit identifier of an IOAM-Namespace. The
definition is the same as described in section 4.6 of
[I-D.ietf-ippm-ioam-data].

I0OAM E2E Type: A 16-bit identifier which specifies which data types
are used in the E2E option data. The definition is the same as
described in section 4.6 of [I-D.ietf-ippm-iocam-data].

SR Policy for Enhanced Alternate Marking

The Alternate Marking [REC8321]technique is an hybrid performance
measurement method, per RFEC 7799 [RFC7799] classification of
measurement methods. Because this method is based on marking
consecutive batches of packets. It can be used to measure packet
loss, latency, and jitter on live traffic.

The Enhanced Alternate Marking (EAM)
[I-D.zhou-ippm-enhanced-alternate-marking] defines data fields for
the alternate marking with enough space, in particular for Postcard-
based Telemetry. More information can be considered within the
alternate marking field to facilitate the efficiency and ease the
deployment.

The format of EAM TLV is defined as follows:
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5.

5.

0] 1 2 3
012345678901 234567890123456789601
o m e e e e e e e e m oo o m e e e e e e e e e mo o +
| Type | Length |
e oo oo e e oo oo S oo oo +
| FlowMonID Period | Rsvd |
Fom e e e e e e e e e e — o o m e e e e oo - Fommm o - +

Where:

Type: to be assigned by IANA.

Length: the total length of the value field not including Type and
Length fields.

FlowMonID: A 20-bit identifier to uniquely identify a monitored flow
within the measurement domain. The definition is the same as
described in section 2 of [I-D.zhou-ippm-enhanced-alternate-marking].

Period: Time interval between two alternate marking period. The unit
is second.

Rsvd: A 4-bit field reserved for further usage. It MUST be zero.
Examples
PCE Initiated SR Policy
The interactions between the PCE and PCC is the same as described in

[I-D.barth-pce-segment-routing-policy-cp]. The only change is to
take the additional optional IFIT TLVs within the SRPAG object.

PCE sends PCInitiate message, containing the SRPAG Association
object. The Association Source is set to the IP address of the PCC
and the Association ID is set to OXFFFF.

PCC uses the color, endpoint, preference and IFIT option from the

SRPAG object to create a new candidate path. If no SR policy exists
to hold the candidate path, then a new SR policy is created to hold
the new candidate-path. The Originator of the candidate path is set
to be the address of the PCE that is sending the PCInitiate message.

PCC sends a PCRpt message back to the PCE to report the newly created
Candidate Path. The PCRpt message contains the SRPAG Association
object. The Association Source is set to the IP address of the PCC
and the Association ID is set to a number that PCC locally chose to
represent the SR Policy.
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IANA Considerations

This document defines new IFIT TLVs for carrying additional
information about SR policy and SR candidate paths. TIANA is
requested to make the assignment of a new value for the existing
"PCEP TLV Type Indicators" registry as follows:

Codepoint

TBD3

TBD4

TBDS

Description Reference
I0OAM Pre-allocated Trace This document
Option TLV

IOAM Incremental Trace This document
Option TLV

IOAM Directly Export This document
Option TLV

I0OAM Edge-to-Edge This document
Option TLV

Enhanced Alternate Marking This document
TLV

Security Considerations

TBD.
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