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Abstract

This document updates the Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile, which is
published in RFC 5280. This document changes the set of acceptable
encoding methods for the explicitText field of the user notice policy
qualifier and clarifies the rules for converting internationalized
domain name labels to ASCII.
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Introduction

This document updates the Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile [RFC5280].

The ASN.1 [X.680] syntax for the user notice certificate policy
qualifier allows for the explicitText field to be encoded using one
of four possible encoding methods: IA5String, VisibleString,
BMPString, and UTF8String. RFC 5280 permits certification
authorities (CA) to encode strings in the explicitText field as
either UTF8String or IA5String while forbiding the use of
VisibleString and BMPString. However, after RFC 5280 was published,
an examination of existing certificates found that the VisibleString
encoding was commonly used. This document brings the requirements
into closer alignment with existing practice by stating that the
explicitText field may be encoded in either UTF8String or
VisibleString while forbidding the use of IA5String and BMPString.

Section 7.3 of RFC 5280 specifies rules for converting
internationalized domain name labels that are to appear in a
domainComponent attribute to ASCII. The conversion process specified
in REC 5280 did not specify that the "UseSTD3ASCIIRules" flag needed
to be set. This document modifies the conversion process specified
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in Section 7.3 of RFC 5280 to clarify that "UseSTD3ASCIIRules" flag
should be set. The result of this is to indicate that the check for
conformance to [REC1123] should be performed.

1.1. Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [RFC2119].

2. Update to RFC 5280, Section 4.2.1.4: Certificate Policies

RFC 5280, Section 4.2.1.4, the tenth paragraph says:

An explicitText field includes the textual statement directly in
the certificate. The explicitText field is a string with a
maximum size of 200 characters. Conforming CAs SHOULD use the
UTF8String encoding for explicitText, but MAY use IA5String.
Conforming CAs MUST NOT encode explicitText as VisibleString or
BMPString. The explicitText string SHOULD NOT include any control
characters (e.g., U+0000 to U+0O1F and U+007F to U+009F). When
the UTF8String encoding is used, all character sequences SHOULD be
normalized according to Unicode normalization form C (NFC) [NEC].

This paragraph is replaced with:

An explicitText field includes the textual statement directly in
the certificate. The explicitText field is a string with a
maximum size of 200 characters. Conforming CAs SHOULD use the
UTF8String encoding for explicitText, but MAY use VisibleString.
Conforming CAs MUST NOT encode explicitText as IA5String or
BMPString. The explicitText string SHOULD NOT include any control
characters (e.g., U+0000 to U+001F and U+007F to U+009F). When
the UTF8String encoding is used, all character sequences SHOULD be
normalized according to Unicode normalization form C (NFC) [NEC].
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3.

Update to RFC 5280, Section 7.3: Internationalized Domain Names in
Distinguished Names

RFC 5280, Section 7.3, the first paragraph says:

Domain Names may also be represented as distinguished names using
domain components in the subject field, the issuer field, the
subjectAltName extension, or the issuerAltName extension. As with
the dNSName in the GeneralName type, the value of this attribute is
defined as an IA5String. Each domainComponent attribute represents a
single label. To represent a label from an IDN in the distinguished
name, the implementation MUST perform the "ToASCII" label conversion
specified in Section 4.1 of RFC 3490. The label SHALL be considered
a "stored string". That is, the AllowUnassigned flag SHALL NOT be
set.

This paragraph is replaced with:

Domain Names may also be represented as distinguished names using
domain components in the subject field, the issuer field, the
subjectAltName extension, or the issuerAltName extension. As with
the dNSName in the GeneralName type, the value of this attribute is
defined as an IA5String. Each domainComponent attribute represents a
single label. To represent a label from an IDN in the distinguished
name, the implementation MUST perform the "TOASCII" label conversion
specified in Section 4.1 of RFC 3490 with the UseSTD3ASCIIRules flag
set. The label SHALL be considered a "stored string". That is, the
AllowUnassigned flag SHALL NOT be set. The conversion process is the
same as is performed in step 4 in Section 7.2.
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4. Security Considerations

This document introduces no new security considerations.
5. 1IANA Considerations

This document has no actions for IANA.
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