Inter-Domain Routing
Internet-Draft

Intended status: Standards Track G. Dawra, Ed.
Expires: May 1, 2018 C. Filsfils
K. Talaulikar
A. Sreekantiah
L. Ginsberg
Cisco Systems
October 28, 2017

BGP Link State extensions for IPv6 Segment Routing(SRv6)
draft-dawra-idr-bgpls-srv6-ext-00.txt

Abstract

Segment Routing IPV6(SRv6) allows for a flexible definition of end-
to-end paths within various topologies by encoding paths as sequences
of topological sub-paths, called "segments". These segments are
advertised by the various protocols such as (BGP, IGP, BGP-LS etc).

BGP Link-state(BGP-LS) address-family solution for SRv6 is consistent
with BGP-LS for SR-MPLS [I-D.ietf-idr-bgp-1ls-segment-routing-ext].
This draft defines extensions to the BGP-LS to carry SR/SRv6
Segments, Services and function information via BGP.
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Introduction

(=

SRv6 refers to Segment Routing instantiated on the IPv6 dataplane
[I-D.ietf-spring-segment-routing].

The network programming paradigm
[I-D.filsfils-spring-srv6-network-programming] is central to SRv6.
It describes how any function can be bound to a SID and how any
network program can be expressed as a combination of SID's.

"SID" (abbreviation for Segment Identifier) is often used as a
shorter reference for "SRv6 Segment". An SRv6-capable node N
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maintains a "My Local SID Table". This table contains all the local
segments explicitly instantiated at node N.

The IGP link-state routing protocols have been extended to advertise
some of these SIDs and other SR-related information. IGP extensions
are described in [I-D.bashandy-isis-srv6-extensions].

Applications that require topological visibility, syncing the "My
Local SID Table" within a domain area, or even across Autonomous
Systems (AS), is required.

The identifying key of each Link-State object, namely a node, link,
or prefix, is encoded in the NLRI and the properties of the object
are encoded in the BGP-LS attribute [RFC7752].

This document describes extensions to BGP-LS attribute to advertise
the SR/SRv6 "My Local SID Table" and some other related SR-
information. Some of the information advertised in BGP-LS may not be
advertised by IGP/BGP Protocol.

N

BGP-LS extensions for SRv6

BGP-LS[RFC7752] defines the BGP Node and Link attributes. All non-
VPN 1link, node, and prefix information SHALL be encoded using AFI
16388 / SAFI 71. VPN link, node, and prefix information SHALL be
encoded using AFI 16388 / SAFI 72.

This document defines BGP/IGP SR extensions to BGP-LS Node attribute
TLVs in Section 2.1 and Link attribute TLVs in Section 2.2.

2.1. SRv6 Node Attributes

Node Attribute TLVs are used for the node level SRv6 capabilities and
for SR-MPLS/SRv6 SIDs with their node level functions (e.g. END,
END.T, Service function) that are signaled by the originating router
for SR operations.

The following Node Attribute TLVs are defined:

B o e e e e e e ao - RS S
| TLV Code | Description | Length | Section

| Point | | |

R e o m e e e oo oo o m e e e e oo -
| TBD | SRv6 Capabilities TLV | variable | Section 2.1.1

I I I I

| TBD | SID TLV | variable | Section 2.1.2

I I I I
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These TLVs can ONLY be added to the Node Attribute associated with
the local node that is originating the corresponding IGP/BGP TLV.

2.1.1. SRv6 Capability Attribute TLV

This TLV is used to announce the SRv6 capability of the router and to
indicate the nature of its support for the SRH operations.

0 1 2 3
01234567890123456789012345678901
T T S gy gy Ty

| Type | Length |
tot-t-F-t-t-t-t-F-t-t-t-t-F-t-F-t-t-F-t-F-F-t-F-t-F-F-F-F-F-+-+-+
| Flags | Sub-TLVs. .. |

tot-t-t-t-t-t-t-t-t-t-t-t-t-F-F-F-F-F-F-F-+t-+-+-+
Where:
o Type: 16 bit field. TBD

o Length: 16 bit field. Length of Capability TLV + length of Sub-
TLVs

o Flags: 16 bit field. The following flags are defined:

0] 1
0123456789012345
e S T T S s Sk JE s
|E] |
e ST S S S

where: E-flag: If set, then router is able to apply "T.Encap"
operation

The following sections define the supported sub-TLVs.

2.1.1.1. Maximum SL sub-TLV

The Maximum Segments Left sub-TLV specifies the maximum value of the

"SL" field [SRH] in the SRH of a received packet before applying the
function associated with a SID.

0 1 2
012345678901234567890123
+-+-+-F+-+-+-F-F-+-F-F-F-+-+-F-F-+-F-F-+-+-+-+-+-+
| Type | Length | Max SL |
+-t-t-t-F-F-F-t-t-F-F-t-t-F-F-F-F-F-F-F-+-F-+-+-+
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o Type: 1

o Length: 1

o SL Value: 1 octet

o An 8 bit unsigned integer.

If the sub-TLV is NOT advertised the value is assumed to be 0.

2.1.1.2. Maximum End Pop SRH sub-TLV

The Maximum End Pop SRH sub-TLV specifies the maximum number of SIDs

in the top SRH in an SRH stack to which the router can apply "PSP" or

USP" [NP] flavors.

0 1 2
©12345678901234567890123
Fot-t-totototototototototot-t-t-F -ttt -F-t-+-+
| Type | Length |Max-End-Pop-SRH|
+ot-t-t-t-F-F-F-t-t-t-t-t-t-F-F-F-F-F-F-F-F-+-+-+

o Type: 2

o Length: 1

0 Max-End-Pop-SRH Value: 1 octet

0 An 8 bit unsigned integer.

If the value is zero or the sub-sub-TLV is NOT advertised, then it is
assumed that the router cannot apply PSP or USP flavors.

2.1.1.3. Maximum T.Insert SRH sub-TLV

The Maximum T.Insert SRH sub-sub-TLV specifies the maximum number of
SIDs that can be inserted as part of the "T.insert" behavior [NP].

0 1 2
©012345678901234567890123
+-+-F-F-+-+-F-F-+-F-F-F-+-F-F-F-+-F-F-+-+-F+-+-+-+
| Type | Length | Max-T.Insert |
+ot-t-t-t-F-F-t-t-F-F-t-t-F-F-F-F-F-F-F-F-F-+-+-+

o Type: 3

o Length: 1
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0 Max-T.Insert Value: 1 octet
0o An 8 bit unsigned integer.

If the value is zero or the sub-sub-TLV is omitted, then the router
is assumed not to support any variation of the "T.insert" behavior.

2.1.1.4. Maximum T.Encap SRH sub-TLV

The Maximum T.Encap SRH sub-sub-TLV specifies the maximum number of
SIDs that can be included as part of the "T.Encap" behavior [NP].

0 1 2
012345678901234567890123
tot-t-t-F-t-t-t-t-t-t-t-F-F-t-F-F-F-F-t-t-+-+-+-+
| Type | Length | Max-T.Encap |
tot-t-F-F-F-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-+-+-+-+

o Type: 4

o Length: 1

0 Max-T.Encap Value: 1 octet
0 An 8 bit unsigned integer.

If this value is zero or the sub-TLV is omitted and the "E" flag is
set in the associated SRv6 Capabilities sub-TLV, then it is assumed
that the router can apply T.Encap by encapsulating the incoming
packet in another IPv6 header without SRH the same way IPinIP
encapsulation is performed. If the "E" flag is clear, then this sub-
sub-TLV SHOULD NOT be transmitted and MUST be ignored on receipt.

2.1.1.5. Maximum End D SRH sub-TLV

The Maximum End D SRH sub-sub-TLV specifies the maximum number of
SIDs in an SRH when applying "End.DX6" and "End.DT6" functions.

(C] 1 2
012345678901234567890123
B e e S S e s s S P S
| Type | Length | Max End D |
tot-t-t-t-t-t-t-t-t-t-F-F-F-t-F-F-F-F-t-t-+-+-+-+

o Type: 5

o Length: 1
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0 Max End D Value: 1 octet
0o An 8 bit unsigned integer.

If this value is zero or the sub-TLV is omitted, then it is assumed
that the router cannot apply "End.DX6" or "End.DT6" functions if the
extension header right underneath the outer IPv6 header is an SRH.

Function Sub-TLV described in Section 2.3 is used to encode Function
Identifier and Function Flags.

2.1.2. SID TLV

This TLV is used for the Segment Routing SID(SR-MPLS or SRv6) and
associate with their node level functions (e.g. END, END.T, Service
functions etc) that are signaled by the originating router. Function
Sub-TLV described in Section 2.3 is used to encode Function
Identifier and Function Flags.

o m e e e e e e e mm - - +
| Type (2 octet) |
. +
| Length (2 octet) |
o e e e e e e e e e e e e e o oo +
| Flags (1 octet) |
e s +
| SID value (4 or 16 octet) |
o e e e e e e e e e e eooooo oo +

Figure 1: Segment Identifier(SID) TLV

Where:
Type: 16 bit field. TBD

Length: 16 bit field. The total length of the value portion of
the TLV.

Flags: 8 bit field. The following flag is defined:

0] 1
0123456789012345
T o ST S Sy S S e h T
IM] |
e ST P S Sy S S e s

where: M-flag: If set, then SR-MPLS 20-bit local label is encoded.
If not set, SRv6 SID is encoded.
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Rest Flags SHOULD be set to zero on transmission and MUST be
ignored on receipt.

SID Value: 4 octet or 16 octet. 4 octet of MPLS Local Label or 16
octet IPv6 address.

SRv6 Link Attributes
These TLVs are used for the SRv6 SIDs with their link or adjacency
level functions (e.g. END.X function) that are signaled by the

originating router for SRv6 operations. One or more of these link
attribute TLVs may be attached to the BGP-LS update.

The following Link Attribute TLVs are defined:

Fom e e i g o m e +
| TLV Code | Description | Length | Section |
| Point | | | |
Fomm e i Fomm e e oo o o m e +
| TBD | SRv6 P2P X-SID TLV | variable | Section 2.2.1 |
I I I I I
| TBD | SRvV6 LAN X-SID TLV | variable | Section 2.2.2 |
I I I I I
B Y o e e e e a oo Fommmm oo B RS —— +

These TLVs can ONLY be added to the Link Attribute associated with
the link whose local node originates the corresponding TLV.

For a LAN, normally a node only announces its adjacency to the IS-IS
pseudo-node (or the equivalent OSPF Designated and Backup Designated
Routers). The SRv6 SID LAN Adjacency Attribute TLV allows a node to
announce adjacencies to all other nodes attached to the LAN in a
single instance of the BGP-LS Link NLRI. Without this TLV, the
corresponding BGP-LS link NLRI would need to be originated for each
additional adjacency in order to advertise the SRv6 SID TLVs for
these neighbor adjacencies.

1. SRv6 P2P X-SID TLV

The SRv6 SID Adjacency TLV has the following format:
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o e e e e e e e e e e e eooooo o +
| Type (2 octet) |
e e e e e e m e e e o — = +
| Length (2 octet) |
o e oo o e oo +
| SID-Flags(1 octet) |
o e e e e e e e e e e e e o - - +
| SID-Size(1 octet) |
o e oo o o e e oooo--- +
| SID value (1-16 octet) |
o e e e e e e e e e e e e o — - +

Where:

Type is TBD

Length: 16 bit field. The total length of the value portion of
the TLV.

SID-Flags: For IGP as defined in
[I-D.bashandy-isis-srv6-extensions]

SID-size: Number of bits in the SID field.

SID: 1-16 octets. This field encodes the advertised SRv6 SID.

The "SID-size" field can have the values 1-128 and indicates the
number of bits in the SID. The SRv6 SID is encoded in the minimal
number of octets for the given number of bits.

Function Sub-TLV described in Section 2.3 is used to encode Function
Identifier and Function Flags.

2.2.2. SRv6 LAN X-SID TLV

The SRv6 SID LAN Adjacency TLV has the following format:
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o e e e e e e e e e e e eooooo o +
| Type (2 octet) |
e e e e e e m e e e o — = +
| Length (2 octet) |
o e oo o e oo +
| OSPF Nbr ID/ISIS System ID(6 Octet) |
o e e e e e e e e e e e e o - - +
| SID-Flags(1 octet) |
o e oo o o e e oooo--- +
| SID-Size(1 octet) |
o e e e e e e e e e e e e o — - +
| SID value (1-16 octet) |
o e o o o o e e oooo--- +

o Type: TBD
o Length: 16 bit value. Variable

o SID-Flags: For IGP as defined in
[I-D.bashandy-isis-srv6-extensions]

0 SID-size: Number of bits in the SID field.

0 SID: 1-16 octets. This field encodes the advertised SRv6 SID.
The "SID-size" field can have the values 1-128 and indicates the
number of bits in the SID. The SRv6 SID is encoded in the minimal
number of octets for the given number of bits.

0o Neighbor : 4 octets for 0SPFv2/v3 neighbor ID or 6 octets for IS-
IS system-id of the neighbor

Function Sub-TLV described in Section 2.3 is used to encode Function
Identifier and Function Flags.

2.3. Function Sub-TLV
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3.

oo e e e e e e e oo - - +
| Type (2 octet) |
oo e o e e e mememo—o-- +
| Length (2 octet) |
oo e e e e —m oo - - +
| Function Flags(1l octet) |
o m e e e e e e e e ememao—o-- +
| RESERVED(1 octet) |
U U U U +
| Function ID (2 octet) |
o e e e e e e e e e e e e e e mmmmmo- - +

Figure 2: Function Sub-TLV
Where:
Type: 16 bit field: TBD
Length: 16 bit field. Length of the TLV

Function Flags: 8 bit field. For IGP as defined in
[I-D.bashandy-isis-srv6-extensions]

RESERVED: 8 bit field. SHOULD be unset on transmission and MUST
be ignored on receipt.

Function ID: 16 bit field. Function Identifier of the SID Encoded
in the TLV. New function Top Level registry is defined in
Section Section 4.2.

Function Mapping Summary

Below table illustrate the summary of functions and Node or Link
Level TLV encodings. Table will encode Functions for both SR-MPLS/
SRv6 for both Layer-2 and Layer-3 functions with unique values.
Table will also include encoding Attribute TLV for functions.
Segment Routing functions are defined
in[I-D.filsfils-spring-srv6-network-programming]
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F R i e
| Function [ Function Identifier | Encoding Attribute TLV

I I I

B RSy o e e e e eaoaoa- e
| END [ 1 | Node SID

R U - e R T
| END.X | 2 | Link LAN X-SID

| [ | Link P2P X-SID

S RO Uy U
| END.T | 3 | Node SID

B R U S
| END.DX6 | 4 | Link LAN X-SID

| | | Link P2P X-SID

B o e e e e e eoooooo- g
| END.DX4 | 5 | Link P2P X-SID

F R i e
| END.DT6 | 6 | Node SID

B o e e e e eeooooo- e
| END.DT4 | 7 | Node SID

F o e oo - oo e e e e oo - - -
4. TIANA Considerations

This document requests assigning code-points from the registry "BGP-
LS Node Descriptor, Link Descriptor, Prefix Descriptor, and Attribute
TLVS".

4.1. TLV/Sub-TLV Code Points Summary

This section contains the global table of all TLVs defined in this

document.
B s o m e e e oo +
| TLV Code | Description | Section |
| Point [ | |
S e Fom e e e oo +
| TBD | SRv6 Capabilities TLV | Section 2.1.1 |
I I I I
| TBD |  SID TLV | Section 2.1.2 |
I I I I
| TBD |  SRv6é P2P X-SID TLV | Section 2.2.1 |
I I I I
| TBD |  SRv6 LAN X-SID TLV | Section 2.2.2 |
I I I I
| TBD | Function TLV | Section 2.3 |
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4

(3}

I~

.2. Segment routing function Identifier (SFI)

IANA is request to create a new top-level registry called "Segment
Routing Function Identifier(SFI)". Valid values are in the range 0
to 65535. Values 0 and 65535 are to be marked "Reserved, not to be
allocated".

--------------- g
| Function | Function Identifier |
I I I
--------------- g
| END | 1 |
--------------- S
| END.X | 2 |
--------------- g
| END.T | 3 |
--------------- e e+
| END.DX6 | 4 |
--------------- g
| END.DX4 | 5 |
--------------- e
| END.DT6 | 6 |
--------------- g
| END.DT4 | 7 |
--------------- e e e eeeee e et

Manageability Considerations
This section is structured as recommended in[RFC5706]

Operational Considerations

.1. Operations

Existing BGP and BGP-LS operational procedures apply. No additional
operation procedures are defined in this document.

Security Considerations

Procedures and protocol extensions defined in this document do not
affect the BGP security model. See the 'Security Considerations'

section of [REC4271]for a discussion of BGP security. Also refer

to[RFC4272]and[RFC6952]for analysis of security issues for BGP.
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8. Conclusions

This document proposes extensions to the BGP to allow advertising
certain attributes and functionalities related to SRv6.
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