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Abstract

The S/MIME development community benefits from sharing samples of
signed or encrypted data. This document facilitates such
collaboration by defining a small set of X.509v3 certificates and
keys for use when generating such samples.
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1.

2.

w

Introduction

The S/MIME ([REC8551]) development community, in particular the
e-mail development community, benefits from sharing samples of signed
and/or encrypted data. Often the exact key material used does not
matter because the properties being tested pertain to implementation
correctness, completeness or interoperability of the overall system.
However, without access to the relevant secret key material, a sample
is useless.

This document defines a small set of X.509v3 certificates ([RFC5280])
and secret keys for use when generating or operating on such samples.

An example certificate authority 1is supplied, and samples are
provided for two "personas", Alice and Bob.

Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", '"SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" 1in this document are to be interpreted as described in BCP
14 [RFC2119] [RFC8174] when, and only when, they appear 1in all
capitals, as shown here.

Terminology

*x  "Certificate Authority" (or "CA") 1is a party capable of dissuing
X.509 certificates

*  "End-Entity" dis a party that 1is capable of using X.509
certificates (and their corresponding secret key material)

*x  "Mail User Agent" (or "MUA") 1ds a program that generates or
handles [RFC5322] e-mail messages.

Prior Work


https://datatracker.ietf.org/doc/pdf/rfc8551
https://datatracker.ietf.org/doc/pdf/rfc5280
https://datatracker.ietf.org/doc/pdf/bcp14
https://datatracker.ietf.org/doc/pdf/bcp14
https://datatracker.ietf.org/doc/pdf/rfc2119
https://datatracker.ietf.org/doc/pdf/rfc8174
https://datatracker.ietf.org/doc/pdf/rfc5322

[RFC4134] contains some sample certificates, as well as messages of
various S/MIME formats. That older work has unacceptably old
algorithm choices that may introduce failures when testing modern
systems: in 2019, some tools explicitly mark 1024-bit RSA and
1024-bit DSS as weak.

This earlier document also does not use the now widely-accepted PEM
encoding for the objects, and instead embeds runnable perl code to
extract them from the document.
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2.3.

It also includes examples of messages and other structures which are
greater in ambition than this document intends to be. This document
intends to focus specifically on +identity and key material, as a
starting point for other documents that can develop examples or test
cases from them.

Background

.1. Certificate Usage

These X.509 certificates ([RFC5280]) are designed for use with S/MIME
protections ([RFC8551]) for e-mail ([RFC5322]).

In particular, they should be usable with signed and encrypted
messages.

.2. Certificate Expiration

The certificates included in this draft expire in 2052. This should
be sufficiently far in the future that they will be useful for a few
decades. However, when testing tools in the far future (or when
playing with clock skew scenarios), care should be taken to consider
the certificate validity window.

Due to this lengthy expiration window, these certificates will not be
particularly useful to test or evaluate the 1interaction between

certificate expiration and protected messages.

Certificate Revocation


https://datatracker.ietf.org/doc/pdf/rfc5280
https://datatracker.ietf.org/doc/pdf/rfc8551
https://datatracker.ietf.org/doc/pdf/rfc5322

Because these are expected to be used in test suites or examples, and
we do not expect there to be online network services in these use
cases, we do not expect these certificates to produce any revocation
artifacts.

As a result, there are no OCSP or CRL indicators 1in any of the
certificates.

2.4. Using the CA in Test Suites

To use these end-entity certificates in a piece of software (for
example, in a test suite or an dinteroperability matrix), most tools
will need to accept the example CA (Section 3) as a legitimate root
authority.

Note that some tooling behaves differently for certificates validated
by "locally-installed root CAs" than for pre-installed "system-level"

root CAs). For example, many common implementations of HPKP
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([REC7469]) only applied the designed protections when dealing with a
certificate issued by a pre-installed "system-level" root CA, and
were disabled when dealing with a certificate issued by a "locally-
installed root CA".

To test some tooling specifically, it may be necessary to install the
root CA as a "system-level" root CA.

2.5. Certificate Chains

In most real-world examples, X.509 certificates are deployed with a
chain of more than one X.509 certificate. In particular, there is
typically a long-lived root CA that users' software knows about upon
installation, and the end-entity certificate is dissued by an
intermediate CA, which is 1in turn dissued by the root CA.

The examples presented in this document use a simple two-link
certificate chain, and therefore may be unsuitable for simulating
some real-world deployments.

In particular, testing the use of a "transvalid" certificate (an end-
entity certificate that is supplied without its intermediate


https://datatracker.ietf.org/doc/pdf/rfc7469

certificate) is not possible with the configuration here.
2.6. Passwords

Each secret key presented 1in this draft is unprotected (it has no
password).

As such, the secret key objects are not suitable for verifying
interoperable password protection schemes.

However, the PKCS#12 [RFC7292] objects do have simple textual
passwords, because tooling for dealing with passwordless PKCS#12
objects is underdeveloped at the time of this draft.

2.7. Secret key origins

The secret keys in this document are all deterministically derived
using provable prime generation as found in [FIPS186-4], based on
known seeds derived via [SHA256] from simple strings. The seeds and
their derivation are included in the document for informational
purposes, and to allow re-creation of the objects from appropriate
tooling.

All seeds used are 224 bits long (the first 224 bits of the SHA-256
digest of the origin string), and are represented in hexadecimal.
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3. Example Certificate Authority
The example Certificate Authority has the following information:
*  Name: "Sample LAMPS Certificate Authority"
3.1. Certificate Authority Certificate
This cerificate is used to verify certificates issued by the example

Certificate Authority.

MIIDLDCCAhSgAWIBAgITD5FARpOOT2LXr/FPQiI+8ZsGAjANBgkghkiGOwWOBAQOF
ADAtMSswKQYDVQQDEyYJTYW1wbGUgTEFNUFMgQ2VydGlmaWNhdGUgQXVeaG9yaXR5
MCAXDTESMTEYMDA2NTQxOFoYDzIWNTIwWOTI3MDY1NDE4WjAtMSswKQYDVQQDEyYJT


https://datatracker.ietf.org/doc/pdf/rfc7292

YW1lwbGUgTEFNUFMgQ2VydGlmaWNhdGUgQXV0eaG9yaXR5MIIBIjANBgkghkiGOwOB
AQEFAAOCAQ8AMIIBCgKCAQEANFB71AsptFyqxG4qPtbt2VLIVctHyNXt1lIUWve4q
PSo/+019s3sf+t7krrosx1lv626L+WmO5t99ZVKWKN7y2uYy07/IToRpTwHN1sXga
Uz/u2gjPfS69R20ZNSKLIETB78hgCrilUvY5e1QoW2Y4zqQGR729pQYI50bT15V8n
wdyHCTvecvvvMGBiaAk66VIMQCZLG+nVU8WYVCL6TE37Z21gAs12X1UIr3DGgVKGT
ZpMz55x1V8qllAobhmx4aPPyE4GWshDDt4DbtYJIMGLEeik1AmNHBsmyaQCLBXxVE3
3ZW1UrhK5Pb9qSL4gizDZ7ZaGZNudwjJu20HHVIGQT7nDwIDAQABOOMWQTAPBgNV
HRMBAf8EBTADAQH/MA8GA1UdDwEB /wQFAwWMHBgAWHQYDVROOBBYEFHhfD1p42Gvk
VHA9s93s9/Hy+sBHMAOGCSqGSIb3DQEBDQUAA4IBAQAMqotfBm1fUs18JqiTgZhW
LUo/0o+1/rVEIMUPN8+uZgx fOWAQUICEOIAgMdVELfyHUEt51d+xyS300z1/Z3X0
wlNpEaLmgBNB70kmjNZkvT/aWD1KE3JIVUITYkkLOm1OU5J1dF3DjGH+kK+/nbeF2
mHTquWfm7420fJINvCWgvy IBHCFheFHt450G/2t5b8+0a4Qj6/QPsqGwiD6NjLrA
gDOoKIyQP6HNQ8fGpYekilLcq8NQ3sFBYsNUmfAy/Zfjo9/505qc+2UwRPTv+QUZx
0bBs2gH3LVOuvgkHXm5EFy fjCINWTOgOPBlsjvHj rROQHSsulL /Bd3uuqGe2bIbbj
————— END CERTIFICATE-----

3.2. Certificate Authority Secret Key

This secret key material 1is used by the example Certificate Authority
to issue new certificates.
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MIIE/AIBADANBgkqhkiGOwWOBAQEFAASCBKkwggSTAgEAAOIBAQCCcUHVUCYmMOXKrE
bio+1u3ZUs1Vy0fIle2UhRa97i09Kj/46L2zex/63uSuuizGW/rbov5abTm3311U
pYqfvLa5jI7v8hOhGLPAc3WxeBpTP+7aCM99Lr1HbRk1IovOSIHVYGAKVVS9jl6V
ChbZjjOpAZHVb21BgjmhtPX1XyfB3IcJ095y++8wYGJoCTrpWUxAJksb6dVTzBhU
KXp8TftnWoCzXZeVQmvcMaBUoZ9mkzPnnGJIXyrXUChuGbHho8/ITgZayEMO3gNul
gkwYsR6KTUCYOcGybIpAIsHFUTfd1lbVSUErk9v2pIviCLMNntloZzk253CMm7bQcd
UgZBPucPAgMBAAECEZgEAI565tDOCFfYC50TRUIM5SsYK100Sp7jKi5CKkTiZIrLFOg



IVPEeVBO255RMiRIIwWK/Q509g+f5YCyBNN48k54+Z1tFM3YVGZ1VrwrUwuWhLoae
4K6pAJ6vIQI3CCu4c3NIU+B1z3YLm3wRZWIOGMV /cojKeraR8djkuqFj4lmmwW5yC7
mj8XLn11snOAEZEHh1i/10zibru5GoCjwFrmJT8gbmYX89gbua24wcVlmqImzV48z
1QJOnJIDI8VPNjwvyX27DjefBw2FgUiT8J/1EmS7BZ+1laF /UyEsxqsZ4odJIVFPT
/IbGL+VKAOM1R2Qrv6ZFisDVfGZkIpWtSaBlknh+CQKBgQC82Y7gYnG3wiotvTKC
L5BWMWoknCM4LTM5AqYSZj fpnMsOEfOgzpyABUyK+3zKrzoqgxokVfuvH1j2Hzw8Y
EUQ2gqJdU5i0b13dHOC7K53/9Kual2VEcV5NFiBs5paMXTub6SdGOCyeUUfDW133
UfdWOrgCuPvPpya71Qad4k2T8XQKBgQDT5VHZRIMXRKTaI6nHW5RI2F88b89nvkib
BRVNDM2N7bxVfLiKSf2hQUhdLppIm0J8it/ksjJ/zQ197UA6Dfi1AjQB+mKi/fB8
h7pmELFElhy71/93T/uv2CA1RaIGSWhTMu+7Z29+/5cblzRsorgrB2s0@tTpDkDnuX
AlwRbBraWwKBgQCyNUsSi1NsaImM2AEVwWPSfobncGktR87VmkwlMR5FzrjYfb0O10
Uip@lItKi89TIM/rFba+xiqRCUG/KrG/sGuCVPwWKvZwOrAl/ZMKc3Z09ihF16NTz
JuCetagbmWlvv3tEwVwDAUdX7r0ds1laVOI9rKyXhy9Y00jPex96zxsOBMQKBgQCt
Wj7hNoj fOFjN3b9YnrkBn4LKfu6/gPOFVfit3y/hnUem4xIWkIHFCvmYwjeWjubl
1Te2cdK+m5MeIqsYO7VHybWiqgKVpkzbbgm7kcr fplKVNSDjH87eE9NvkuUMEwamH
53QZbbGv3NwY2+QMM9a5IbgaCNygtviFY0o/NGIBYQKBgQCyki2Y/sKDoINBbjwf
NFMsdYb+nRmbJIMSvLHbISVhypB6aX3qjHhB1PrTWEWT5KIjumCtSadsDceUtrotT
20fPOZOXP9IDIF2v1X3165LPsieGZv4VzhLivIrfMYfI4p4GkiK44RSUWcxrBAmg
9SGCNQ8NXx1AsXLZNn57U5207 18KATMDKGCisGAQQBkggSCAEXKzApBglghkgBZQME
AgIEHPBUYbjdNRelyUPep86pkRfIdEPMON+yPctTfBO=

————— END PRIVATE KEY-----

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
"f05461b8dd3517a5c943dea7cea99117c87443ccf4dfb23dcb537c1d". This
seed 1is the first 224 bits of the [SHA256] digest of the string
"draft-lamps-sample-certs—-keygen.ca.seed".

[

Alice's Sample Certificates
Alice has the following information:
* Name: "Alice Lovelace"
* E-mail Address: "alice@smime.example"
4.1. Alice's Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by
Alice.
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https://datatracker.ietf.org/doc/pdf/draft-lamps-sample-certs-keygen

MIIDbTCCATWgAWIBAgIToTV4Z0OiuKO8vZP200oTh//hC8BDANBgkghkiGOwWOBAQOF
ADAtMSswKQYDVQQDEY JTYW1wbGUgTEFNUFMgQ2VydGlmaWNhdGUgQXV0aG9yaXR5
MCAXDTESMTEYMDA2NTQXOFoYDzIWNTIWOTI3MDY1NDE4WjAZMRcwFQYDVQQDEW5B
bG1jZSBMb3Z1bGFjZTCCASIWDQYIKoZIhvcNAQEBBQADggEPADCCAQOCEEEBALTO
1ehYOBY+TZp/T5K2KNIO5HwWr+E3wP6XTvyi6WWyTgBKOLCOWI2juwdRrjFBSXkk7
pWpjXwsA3A5GO0tzOFpfgyC70xsVcF7q4WHWZWleYXFK1QHID73nQwXP968+A/3rB
X7PhOODBbZnfitOLPgPEW] Ttdg®VQQ6Wz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQV
tkWQHi6syTjGsgkLcLNau5LZDQUdsGV+SAo3nBdWCRYV+I65x8Kf4hCxqqmjVv3d/
2NKRuOBXnDe /N+iDz3X0zE0j0OfgqXgq4SWcCOnsG1llyyXt1TL270I6ATKRGIWiQVC————— END CERTIFICATE-----

4.2. Alice's Signing Private Key Material

This private key material is used by Alice to create signatures.
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 r3ZXpBUCTWpEZ2s3FMBUUI
qCEsAJqgsdEch+kt43X5kvAom7LC1DHiE6RKfhMEub/LGNHSWY4dmzhaG6p95FJ1h
s8HoURI2ReVpsTadaKd3KoYNcllcffmwdZs/hFs7xmmwXKMmlonhlmzHqD1/Bged
Hc8MP4ueDdyVgIe/uVt1lQI9NcRQbuokkDyDYMYV6hzQKBgQD75ahYGFGZznRKtSE3
w/2rUgTYIWxx2PQz5G58PcsTZM89Hj4aZ0oLmudHbr TQHLURNCHOXEI62rsOcVPs
D7I1Z0Lfs+SSTeNEXxD57mjyyufpV650cNc1mSIAMMX2jWQ8ndnOuWPcc536fNVT
au@a7ZB0aeKHNA8XXL3GY11MIQKBgQC35xKi7f2ImGtsYY21tfRuDUMGEjhMW6b7
GWNI9IXF8TG]j15s70DEYvqSPTJIdB6PAb/tZwdbj9mB4qj176x1kB/N7G097408UP
/PdHkU7duyf5nRqlmrI+yGFHVsGD313rc+akYdKcC207e6IRMST1ZFoznCoqNgp1i
NNTuDz4ZbwKBgA5Dd9/dKKm77gvY690bjn6oBFuUsO5VaaaSlcsFOL2VZMLCNGQJ
+NLFZ7k8xJJIQVCEIOT2uE7X/csBKdoUUcnL5nnsqVZQPQwI5G937KQgugyMZLte
WmFX1X/w5qzKXtWr3ox9JPFzveSfslbqZBi1QQmfpOskhBo/jyNvpYUNAOGAMNKkw
GhcdQW87GY7QFXQ/ePwOmV491grCT/BwKPDK1815ZgvfL/ddEzWQgH/XraoyHT2T
UEUM18+QM73hfLt26RBCHGXK1CUMMzL+fAQc7sjH1YX1lkleFASg4rrpcrKqoR+KB
YSiayNhAK4yr f+WN66C8VPknbA7usOL1TEDAOAECgYEAtwR11Qwk3BLlgENFypyc8
0Q1lpxp3U7ciHi8mniOkNcTge57Y/208nY9ISnt1GffMs79YQTfRXTRAEM2St60ChI
9Cv5j74LHZXkgEVFfO2Nq/uwSzTZkePk+HoPJo4WtAdokZgRAyyH10gEae8R189¢e
yBX7dutONALjRZFTrgl8Cueg0zA5BgorBgEEAZITEggBMSswKQYJYIZIAWUDBAIC
BBySyJ1DMNPY4x1P3pudD+bp/BQhQd11lpF5bQ28F

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
""92c89d4330d3d8e31d4fde9b9dOfe6e9fc142141dd65a45e5b436F05". This
seed 1is the first 224 bits of the [SHA256] digest of the string
"draft-lamps-sample-certs-keygen.alice.sign.seed".

4.3. Alice's Encryption End-Entity Certificate

This certificate 1is used to encrypt messages to Alice.


https://datatracker.ietf.org/doc/pdf/draft-lamps-sample-certs-keygen
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]j80e0r83zdw8wHwYD
VROjBBgwFoAUeF80WnjYa+RUcD2z3ez38fL6wWEcwDQYJIKoZIhvcNAQENBQADggEB
AEi3/4eQPCAAbdgVMVbA7CplI+5LIV+7qUrORNAN8E53zuloBkxktmDPWpQGiGYJ
fsQD2Gulsz00fpqzaw®@QHo90ghEcz3GOb9 /JFEBRWVS8ErnlrHXKRis56PPdBAlTg
3D7QKgwkGolETHH1TFv4mY /XC1CWzWq/wKPActIDtlcujjUKk2ILsalkqYfbEQol
ZGi1lOpxx9jdMS5gqaTdjb66GVvPpkQI1uH4E9XiYbJu5bD+SX0Sgzih79GEhaP8vjc
w6+P//nJI3ExIKVT70vIImwGvVOULtmsghoigcd2BBc/fOKdbyIBmIBel52dd02EW
6FWMfHKDtHO8k+/XBeZcxF0O=

4.4. Alice's Decryption Private Key Materdial

This private key material is used by Alice to decrypt messages.
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MITE+gIBADANBgkqhkiGOwOBAQEFAASCBKcwggSjAgEAAOIBAQCalSn6i18Gi44/0
AVAN5GNCk4PHHN] rSTWUnnelN41KImVaTC3D9zFCrS3i4Pa9ZgHyA5Qf8IW3ZmnV lusXJIBK4
SRC/WwUthJZzfOk2Gmwr@DCTRYhWQSDjBfiQNboazHObVPz45qP10f0t2iPEHeX+————— END PRIVATE KEY-—---

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed



"1cf74849f7445f466c4272251f5f96b77fa0698b3e98b3f1ee8207bf". This
seed 1is the first 224 bits of the [SHA256] digest of the string
"draft-lamps-sample-certs—-keygen.alice.encrypt.seed".

4.5. PKCS12 Object for Alice

This PKCS12 ([RFC7292]) object contains the same information as
presented in Section 4.1, Section 4.2, Section 4.3, Section 4.4, and
Section 3.1.

It is locked with the simple five-letter password "alice".
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]j lEwZQscDeh5+037DTzDcOAFQDe8d365hQMcqMYCOw
aey7X1SUCL9B9coEyR2k4NM1gFNNdON3K1jObYINO02kzI/02nCcO9Yq2gMHKA1m
XShpyrmkqYMDt1M7DXQDP1YGumIwYu8tSPuFJzXSq64BNmRxgvOhFnrqytwBeAVS
XTe8HelM6EOW6z /KU fWOYwuq/QHCgNRODIN3hB90I7Ij5g6wn920WNTzoFjivoi
QNEivXhyEakrBwZFO8fJFUJHoJg4N7M1nV3F6I8/pgdPyRMFHO6INTDD+/Uoitwg
51BxMyAvejGVzkOKxo1lG5NQoUOXhje7qFURxIbgXrSI1Xui6jSUPXTTyGLj5rclLo
mpVMLbs5tUQFRDBtN5gBmbW1SWf3ZvkHScMrPAgpZ/cDSKh5w2ykUGWhIPAaXC1lA
+WCWIMOuzrk+JDRjmO+Mzptno9b4NCiFCyGIqQSyEo4dD4ftZVciNK6fCjnArkz3
mgQroeIDf/VpoExLcf+Kp/PK+X90TbyW5pShH2B1sKD5711qT5A1BfmpKAO1rw9D
KRvO8kfLxaNBbijoOUlfoYTQIwoykq6k8YgH78RcjoeOoEcFriknBYqc3ay6tNbgd
ThaBuRXnxxv@drXkMLReZ6EqPBz8NmYu+vhYKtaMxg3T5+H7BEfmLy6qIJpsEqtV
a4vWrVbhMsNtfjVQnDhbezZ6Tea+US5kxXAhXfKE1A9LM3UkYcvn3aBg8smKIrL /wu
/LPISKIwggQXBgkghkiGOwOBBwagggQIMIIEBAIBADCCA/OGCSqGSIb3DQEHATAC


https://datatracker.ietf.org/doc/pdf/draft-lamps-sample-certs-keygen
https://datatracker.ietf.org/doc/pdf/rfc7292

BgoqhkiGOwOBDAEDMA4ECPOEFEHQGB9dAgIU50CCA9BEUCtcDZVvVvbXNHI+j /3C3U
zI165UbgkDQL3S02ZMP600ec5Mrx4t5GekUR6hyZIqkHpcDP7Ujdn1lU17TYHO1bf1
lcIaaNaJd/5pkNAqfPKKT9ZXNTh/21iVauqBPcQVS8tNWMPsOS13V+M1laCz5GIPSHO
H36rXRZV3cEq5KppiG1l2CHMNTpumpcRoeYAn6UMs8iaFPyoxNUircsNBtr4BpwWql
qUOcuVL6aUSOmWwCO2UXNRbfo7MLhmn92myE1FuiQeeda®4dX4HTVT71+jEi1Bq4Q
pXIGBOuU2p0J1lmc87ruUl3UENjXNS8NSTgIlmuzu/ohx0jDIRf13ABRoItYC2kw/iz
PjOYu4ux18uZ/FfN7qgKAAMB2Dx1UJLCC713LbUjlzaCMc4uEgt+9tnmMe5bKMgO
V3eMa5QvHpOyxGZpgpewisaBI79z9Z0oIkY3gqfnZhzRgluJyHOLNY3hvMTK602XL
XgvwImNbx6YCOj+SSAVKQIgqt6vswSa7G0ZfcOy26evV0OdOMIcfYI6D1Q+NVI/nlj
st4pFf80rZL2zrMoC2ISvjEIKku9dyh7DIUXxVIGQmM7Kc46MYBVONT7ZLPHr1sq8/j
ap2q4glZfYRefqFKzD7ZnIcRKuldLIRC]ji86m9Ic+n8Jox2aUAICmICXx9TdET74gP
9+uHpGfI51sMTUOQ8FN2W8xHTBiwzbcyEAW+YZj571KuGCcjPAx+dJISMLKFU9/Uun
wgO3VOPoYyLOlu01le8Uc3nw56eT2x5yV69gnK19s/KOzyOELmM43Ex1J1JKWOO8Xa
UbmbY1lzZEgxhfp3fP65KN3FOW8ehHEUTTpXTIYJIQLKFzODzm+fkYpZCdXZDjCx 11
0+LPHjrhQIR1umBlGaCL6myNTSeFbyJAF5gUy1VgD4cEm2bxDSdBefBPLVR5Z+b/
4aGPagpNTb5n/vXeWY6AHOYDA4aLtuKUo7TWTvp4dSKLzZPGhTUdUuOOWGTXxSj4rs7
9tyeHdT1lbhhugLvpfyrBzDWA4BvyVHpCOfnj26UvCKLQgAV]jzKEXsiqiYuQdsgQz
rgcOmwLi6GuILm30jMhonGtaRCgF3vFvKUuki3WY/7EcClFn/kjjCLQhP3ECP7wi
uH6dpnlu915R63a7Tc9pvhCnYyt5Rt9kTCh+NcPEH18eAHj+2nnEDsN+nUfLzAgV
NHrNBq9ZgEWibC6/8ihy3qaYRAUHFK+zQseWTOVEgJICBqvoOQwDnGitONhtLczAt
ganlx0L4/N1VE/bZ7Ydxm/dDpBcdvspiXg9LH1GI6tS8UDfA1Gi12BhPmiE30AR4e
MIIDrwYJKoZIhvcNAQcGoIIDoDCCASwWCAQAwggOVBgkghkiGOwOBBWEWHAYKKoZI
hvcNAQwWBAzAOBAidIgBxZFwvagICFCKAggNotP/z1THhMYAjuY /@ fDNvUs1KV/d2
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LU4mkt/mLD72DZCkQJIx5MY18dw4IbQveTrS3wWPsvISAEG2X1Y1PkF6MHgPfuWRp
B7g5Q972q4TXKqiffDXQa/GyGaUjqu6eq9te8uPlu+duQ2qbfZWGsWSTBSUSNYLDY
tYNy9xWscdGzCG8fVvFiY1lrc6cdyUl4G6aw3dZ1kcDk9kilTwsL2mAagktorzTt5H
ewulDVkpQ40dIXuD9ughz5P6Mbb8zyVPkFDBUPj28zIA045T/gEyAuuJRTUSNdTO
TGzXzXgC4b67zbSQqzIZsL3Bld+uWlQhS8xkpaOKUzdexN4pulSnLAJcGE9XxOkcW
1c9Ro+yjTmkxTU/UzoYzyKWQzduJt1033iE80cZV4kcknJZTPKcNvgdPCMKvcjSH
YD6HDIVUBU+FrmlyvXQz8Jvxi2WMy/+ThTUwJF1HJ/CXVITECAgOrbCCMbxwqg+Ys
7XzzqhBYdQWEJJHEUFDb7y0o1qK9hDkxu®ZWHASPIf4YhxUcUFCKyYOn2VzfTgbpY
bODf2MgOossUGeIfWn866rsRQLFaZINpISIMgWbc7ASeqOhL9s6cRTEN19ATYp4G
pQUpdMbYKcRabkuKZDCPdmSnaNCeQ8K1RAF51700Bv3uYH2xaWIFGXP3nh+54czF
yxC5eEALTW1fDRH+xf/AzkaRBOuSB6i4ykZfhdGyAI8DpccCT7/SI99KIMQ+s9S5
WFRmBaepqV40a+VKDV0O4wIsdiGiz27GNocRumfKdNjaREDIufWlX1s2PI2b3SJCz
ncyZvLY2fOpumqZYXemWUIWiPE44IsZV6mCIOUsqEFVZNrPNyfzo9wls5SNyloIl
d2NxpNKLRAM8FIA3MbyIuvFYGhyo124sHXLG]jXJOhgpnn4q5dhLCnB/Y2HtRSlih
raJyNO1GE1PwF6Y5pdbYHkIr9VP1PueoHFbPiz4rIgHMuUa6IRKkIfZrm3QEEagzo
ZgFudPJAokWD7hy9rg+fXjOSW102yFPesBCxWY50Qd3j2/2WYHUwwx9y6GI1+C1lk
I/71/kxATWchmg8uRoq/DigGlbxmvBzPUZmpbvpvLwBk96J9M+Bxg34gC8xjOG6K
YxdZDBMJoqQmTn4xeK6qBqj lFaRdg4eKN8JHIqA5Xa6u/t4wggWUBgkghkiGOwOB


 /1VzMSRbO
g9yR53hv1H/nXCmUjWz/BvobmoaVBcCmmOnNnYZTHMNarIVYdLQFif5ZLH7WV /XVE
VIORNtNRiKsK96VAHM5XboWQGCqLOhehIX3N1ilylgenGmlaFLSQNMVLDkolILDTK
rINvVPmjG/WFoLntpJFPtYZsooT1jjXLw3VTSodtgKQNdPYOEidSJIqwIS87fzrCB2
Wmwys0iGfdsuNhSagNgqa@dMOG6FiW2fkux7H+w7SX1/n9YeZUNLOcewLcC7E8S8IALI
arjglZE1L6Yb21dXxV9q3PPOWKUGNahO@TKND6mMLN5BIGOGTzF1VspXRrJhFrclLe+
xSJR1r6niI3bcMWXXy7gbmlX/CRE9O2IynxE1oDR+xZ6rjPWDIP7kVT4GvA8trCG
rot4pbJbmwlBeMIylScdQoHEnyqrenOnRMmXZaKz13njtq7Wk78goJq@a6Vh/sde
OKCcOPFkyTZdMB1TztmOK2VIU3jUVZP1MOWY2fyGDoA8901+/MiNsgiaEghGybXBY
ipOex+p7j1GIRN/CKmpWsqjZnB78kyXmZ6AE1vC6neD/7zANINnDkzXiun6ic72Lo
BX3JGiCSUM6hIPJOAcDwWlzTDuOH2rCQNw+tivI2v4KbgeKocb6beQb5fZHs7VsWH1
kIcpwgB5ngwt34wHgFGONTS41ZmvzSI7FMRVGmsDYkDTpZzgNOaxiUBQMcEvxNIe
3nAmA+dvB7w6XRQVSUsL+VBFhHiWGZ7hk5sCeHE1lewXKOSyJADgfF1lYq3EfEgZ13
h4wtoSfbBVtzbbyg2LNegUCLTIJkc7fmT7X73SxbjOgndMHEeMdVb+NFxbgsXYrY
D8rC2A815cQzZrsxblbvgybEJz+NU/52UgGrPmdjIKuGBK/V2zor6qPvKyId1Gb4
QQuIoyClwhZ+qk9nE4Eft84y7ISgMywH+1w87Hr SHKfpqzQhCx1rLu53IYK/4PhE
7BYC9Q4tvIsZXSGZ+nju4tyzERSlaNe5njUeIENr4B/+kXULwVDcvMFHqUFJIMkFa
i8FUga7gyipZ+654clGgIjnNBOlva8JcdtdPRRW4gwdrVn8u8J78KBzt6ChkrpKR
V8VeWKBkI1hcTOZNpInNghDrkfzHBqPOU0133I7P7C+h9sNDI153W6I0IodyQEOA
v1WxHo4y/1d1VeGDaB7hOSDq9ZMpm9OnlEn7F6/1/s4IUZHja/qRrK9hD4MOXqOLh
FXuUzuipo490MUAWGQYIKoZIhvcNAQkUMQweCgBhAGWAaQBjAGUwWIwYJKoZIhvcN
AQkVMRYEFKJTQdVEPIApFXwBI/Dnjq/N83cPMIIF1AYJKoZIhvcNAQcBoIIFhQSC
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BYEwggVOMIIFeQYLKoZIhvcNAQWKAQKgggUMMIIFIjAcBgoghkiGOwOBDAEDMA4E
CKg4DtyiayOyAgIUpQSCBQAKQtkPOS4sLE60s7nP4RaJWBuyX127V/06TusBRBgQ
oPzP+aC+099wgisEKedyB47bAzc04sba4q8UKERASYHCEhdD2hGRCL70u9jTtrr4
RgZpa5V9CIcBOOt4bqy21lUefOpm6no+RX840uyM4q5Q+cfH1rTQla/a+glLglbpto
EkH/4dfR3ELYiXcM5UrBYTIOHcYME8c+TXbpf7kiplTtlsrlZyU5zrWexngrBxwF
A+085W/uVR3QZSW+EGx/VCYwWGruZINytBvBYjsYsnC+yKYXbqL81DgOePy+eh6VX
64SWBLXcWcY+NK2EZrhzrUFj L+PXFKY3IVVPIhTE907gJAOhzvAanOluWXozD3 /W
PQaXhyIJDwM2MjznjL2MBydpy9K8Cio7XaV6PX8DszIZkfI4DAz5f7G7TWbwUQq3TI]
PPPWiUv+JsR+dnqzWDJ22SXc+AdQP2sKgMvP8gOpHOsVIXXE76c5rUcZCZD+gGvl
av07YttWgbDgqLj60QEIJI8LXOQvwdOYEhetEObI5uv2njhQDhLKkH/JIbmFSgJZeM8
dtKHb8f5wZc2B+nXGB+TFboGzSuP7gaWulvKsINgT/J/FYEqcamI2F+td7z1sGfb



R9ckAcxXeb2uPVbCJ1a50gR1z9qVm5Hb5f53X7a0QQp3F3LDGQMI+GFQ/oXXwabq
N4TvNO9KDhxpGcMMU9RNuUgUfNU9GBecOV frzmVKZdmI36HOMMnLvgRakRhCV3kGA
BXY83hwUv17E1gASLKcAWIachkCCGpBGYyGtP2I0ZTn7PsLIR1BzKnePa7MgFcgoC
ToIpdQnCTtAsalmBmls480LN3GB50]jeGbQVNTITAViIAOtg5VuUT4/048V6uUYSIsIZ
sawm3tGA/LjxyfV1alLddQT5Zf5ZX9BX+K/PB4oYAFxtUpMK/aL5G1MvppUJ9CjqgA
tnoKE+EkdQmyZ1VoD09ih44zuRx6XV4AEYafNB8ygjRHGSVPWO /MOESOw16wzIHT /1SiUQSkbUC/s209YgaOgWTYt3KXPzrThJIGZnNnnXZRTGfIi6vp8Rs
NPX35+Dxe/Lp3gXDdIJeWG6XVA8t3fspcoTqgPkm/XGNMmMOZ81KX/ReVdP+dC93so
v2DuDZbYGPmMH1D47b001A68GD64DEUNtQ8MhWk8VRR1FqcuwBOTObc+SIKEINKvVY
mDFAMBKGCSqGSIb3DQEJFDEMHgoAYQBSAGKAYwWBIMCMGCSqGSIb3DQEJFTEWBBS7
9syyLROGEhyXrilqkBDTIGZmczBfMESwWCwYJYIZIAWUDBAIDBEB46MAsz3IW/otz
UKMFDfWTViMUL7zfR11leaXJwLbIeYNOLvgCPONEp+hUMwXfnwDNTB89jl1Ly5arzK
LTfOLWHXiBAj10QCGvalQwQICKAA=

————— END PKCS12-----

|

Bob's Sample
Bob has the following information:
* Name: "Bob Babbage"
* E-mail Address: "bob@smime.example"
5.1. Bob's Signature Verification End-Entity Certificate

This certificate 1is used for verification of signatures made by Bob.
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MIIDaDCCALCgAwWIBAgITWeEgizhkG2crS8Kgl56AnNft6zANBgkqhkiGOwWOBAQOF
ADAtMSswKQYDVQQDEyYJTYW1wbGUgTEFNUFMgQ2VydGlmaWNhdGUgQXVeaG9yaXR5
MCAXDTESMTEYMDA2NTQxOFoYDzIWNTIwOTI3MDY1NDE4WjAWMRQwWEgYDVQQDEwWtC



b2IgQmFiYmFnZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAOZWBAIJ
UaH/TYwSpHUOPUuOS6z0EX8EI3B/ts5tAH+uxSUTaxME7jrrZVmplLAN6ffsG+160s
1RzKIVXrI8IKfDyaaPAHZVGq/OHdrbXstT1XcWgibjXu®iY368EoQe]jbwIudvAgx
t/hGqZDvX859qVsGKREOrcFrR4tUE+dT3bkbYkNaKrLiZPCwQ4FDGZS1LG13xfB1
SsyZRrmi0Zef9yn6/fm+1ZAg7sU2WC2cbevmt/0JGgtyPZtsoD7m7RxSQeT+frPG6
ETkiptTgdYLC6MPHhfUuzrXBhngKGSYiVEAkdeDW1OWyMnyhGVdmErV8Hc7aBCSd
NOVESCvvGJI8JQdOCAWEAAaOB1TCBkjAMBgNVHRMBATS8EAjAAMBWGA1UdEQQVMBOB
EWIvYkBzbW1tZS51eGFtcGx LMBMGA1UdJQQMMA0oGCCsGAQUFBWMEMASGA1UdDwWEB
/WQFAWMHWAAWHQYDVROOBBYEFBfFhHvQp+92kDi4s28IvIK1niuUMB8GA1UdIwQY
MBaAFHhfD1p42GvkVHA9s93s9/Hy+sBHMAOGCSqGSIb3DQEBDQUAA4IBAQAT2GOyY
JTWq6FS7hBYLjeBijVILmvwRiy+AucPJS/DtPM10mwObdrTnvOoLKeEIQWDV7gg5
RNWiH1hSUsjUdXcsOvuQ3FxsKp5scFd9xc9C7EAzaoorvpQO0SiJsFEFnkvQwjdZo
rfHH2Y+k2Sa5YZZdhZIWwgyNWQmUavWSmazgkUb5DA1Ox7Dcfb4AzEX3s055LAYF
XKpqLxzoVPsiylJsEmSd1IRe5ux/b66xdwpSTx935A0NTQ8UcBvndM60+4UIFZ0b
PPLBKORIXiHNtoWqjsxIcQaGDE8kY2LEc94wDUXcaJS0i2zCHUF+DOUUTXTPmCJC
pVUZ90OWDKfM54rYh

————— END CERTIFICATE-———-

5.2. Bob's Signing Private Key Material

This private key material is used by Bob to create signatures.
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MITE+wIBADANBgkqhkiGOwOBAQEFAASCBKgwggSkAgEAAOIBAQDMCAXSCVGh/02M
EqR7gD7tEus6BF /BCNwf7b0bQB/rsUlE2sTB04662VZqZQDen37BvteqLNUc5CFV
6yPCCnw8mmjwB2bxqvzh3a217LU5V3FoIm417tImN+VvBKEH028CbhtLwIMbf4RqmQ
71/0falbBpERDg3Ba@elLVBPNU925G2JIDWiqy4mTwsEOBQxmUpSxpd8XwYrMmUa50
tGXn/cp+v35vpWQIO7FN1gtnG3r5rf9CRoLcj2bbKA+5u@cUkHk/n6zxuhE5IqbU
4HWCwujDx4X1Ls61wYZ6ihkmITRAJHXglpT1lsjI8oR1XZhK1fB302gQknZ9FREgr
7xi fCUHdAgMBAAECggEABCcQg1fTtieZ+0/aNdU149NKOqx97GLTBj IguQEDDBVFK
21u4PhBg9AdgAUqLH1PE+eq65JaGZwvFH8X1Ms2AKiRzYsPOQIoJ4nlhc69uiEN9
Ykcv4QHOVVqtCtWYjJyb5By9WPeLH6QynJ6F 1BoSqxhURSWYY fTuwqt10HEhsUUH
d3N5BmbFiRBNj4aIA9zz+i5xLOmM33kMKa1i/Ajj3sIOAIsZ5ZVAhYbC8sCt1lXevb6
741p9S6GSWGC19by+1y9WC1QGtb5GDotvChMvmZS /03NeDc6xC/LZoQcHNVgizZd7
f1g6iEkITCYK+D7xsd7Y630w75Haj0OvnlhiJObSA+wKBgQDxv8jp2D6IVRGEY faC
nUU3Mg70wagX1fgPHO9Sk6e9c8CgORh2uwWjpTawu88xBGFyZ+xnWqr7GCNsltas
3m94ri4A4R94+5uL8+00LC26gMDfzATd1Q3k/h919YLk89tonQEUbCFZIdphThEb
vg2W+nNNsSEVcQGuC1lzhX0AyGMswKBgQDOBYk3sdGQbBA/hYD1EYsZfYebUiYv21Tt
VGRgTohKFc LRAWOtGPO9YRbKYEVKBLh]jgkXzS9xGqKywP71z9Iny+zDGbzk8E1B/g————— END PRIVATE KEY-----

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
"f4afaacbb5473f360e06ac32e00188fe4173ael5c99bcf043a8b8f6e". This
seed is the first 224 bits of the [SHA256] digest of the string
"draft-lamps-sample-certs-keygen.bob.sign.seed".

5.3. Bob's Encryption End-Entity Certificate

This certificate is used to encrypt messages to Bob.


https://datatracker.ietf.org/doc/pdf/draft-lamps-sample-certs-keygen
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 IMBMGA1UdJQQMMA0GCCsGAQUFBWMEMASGA1UdDwWEB
/WQFAWMHIAAWHQYDVROOBBYEFEqzrDFTAkmcTeNueeAlYZU+iGI1TMB8GA1UdIwQY
MBaAFHhfD1p42GvkVHA9s93s9/Hy+sBHMAOGCSqGSIb3DQEBDQUAA4IBAQCCgLLW
tCBYZK+DatWaOVNiJdTxgQBRXtspGV79be]jIgFV2YG9BwvacdKx3ZnCNiUprr69Y
WOjP/19GP4bCKHNfrp6j79rGxe8MtxEWswWFOOCBj6QYZaWWjMXQS5GE6NIqSAWLCL
cQfNSVMIgtD6vCf3ibyB22LDRYBOkLFSK63BOYy0OOXbdGZYaQNVFqCXBPT5zhB3p7
1ZAUO9PUKACII+71fupWeXc3BrhgnwIpkouNET1BVMSx5rAcAxsNK4 /Jkw+sQSEih
VinpFedAz36YufvpHUNOmYspiHFz48i1GPAaNbDREEoODUSRB2PxXVMim22EH61BXe
tloEQxqwa®AMz5Fn

————— END CERTIFICATE-----

5.4. Bob's Decryption Private Key Material

This private key material is used by Bob to decrypt messages.
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MIIE/AIBADANBgkqhkiGOwWOBAQEFAASCBKkwggSTAgEAAOIBAQCqOCCUEOYIEiTY
ImrAeT/I0gVbCPw/1nW5h2rVqoi6h++0gDKNODXNuwFEZ2a90g5JA56mw2NbWSju
UTweUOzOkefUT63MfeYp+f4bZ6tj5qWQwINc+8wBROIDz57U4nuT3WBhcOnMhas/
cpzTFOWwNny@YnqaHJO1ffA/T8e7Iel8pBB806wW8fXxLNKIO9yJad4HtaPRfjFjwlQD
PatJICWca+ETMoVtbjcE+Nhc9SdFYy1lcXJrV20roRvOz+SVuF1mF4MsuyMtRIdhT
vSv1VcYz+pyN382FZimEJ4FyqzBozmZcth2bSYWagh5wXraZQTQOI12HAp02d593
RyWX4PcVAgMBAAECggEAEVPt6aAQjEJzHTiKnqt1lU7p4UKb5SEf4yFrE7PATLkeK2
RjncIhb6MeevVs8g06co7Zn8tulUT95U3cOXLhVOWTvaHYeurTXaknICz3Ie0oS18
skiVZko70uJ8pR6asWUlr/z0j LEWZ7RNEUWet970MOYeAO7LDFDkF7eUq//6bfzT
ewr /QfDDsv+erwIBh+9CRHOJyTuDH1WeGxYV8VK3M6VhdTjFxXxFhrQ4pBe5J/UA
17Bd2GM8Urg6VYzVo6x4ajnclH/ezYLdc459poTffveFg2trqFVAj2IrQlAeqgjda
lemsa6Np801mUGkng3fjKS13RYGBV/48rCHOT8eRgQKBgQDM5TuS4ANQjOYo0gtF
xoVjbV1lndOo+SmdFkZihzQHxcbLY9HXe5H1bLf1IMXz/nERx1+SmYuuJkOEdiM9Or
HOCcHRLfBmMC7t0GdVVLDHSAX8Ec47LbtKZqyM1U9dn7Z+5q41iywqpaP8pP3+0Y57
cgtQax1ljle3xhRAj65c11RBmMQQKBgQDVbLgK6WKDfSAdZUuMZGUtOYOrtamBDCgEU6
rEqBAyCPy5NpFlpomUFcYKWT /wbReFqtuyq20yiATBOyHHMko46BUtN7gX/m/skt
DHWXVWs1+G4IgEMVokM9jjrkgdY5grrJ68sagKC+bgv35BizHPIqgQuO6qnPSrM9
bevwbQEj1QKBgQCiPE/zeBSnzyjeaTdLxGkR1R+ZX2WqdNdYgnQkiWMkflaSmt53J
4raEj+GhLC5BZsZ6+z480M6XXFWOWSKkbMV5WH1824KHvgKcfoh®0OiR1EVYjN1gDx
wKOQvjycMhs3FpXnOarjCczS2wGSgPGEpUR4JJhcpfaF6kphZsWDWzV1AQKBgQC2
ivbK1tNhj4w2q1lm7EGC3F5bz15j0I1QTKQXYbspM8zwz6KUFR3+1+Wv1t30ncJ9u
dOXFU7gCdBeMotTBA7uBVUxZ0tKQy1l9bTorNU1wNn1zNnJbETDLi1WH9zCdkrTIC
PtFK67WQ6YyMFdWzC1lgEy5YjzRjbTe/rukbP5weH1uQKBgQC+WfachEmQ3NcxSjbR
kUxCcida8REewWh4A1dU8UOgFcFXxF6YwQI8I7ujtnCK2RKTECGOHCyaDXgMwfArV
zf17a9xDJIL2LQKrJI9ATeS03409zIkpbJLONCHHocOqYdHU+V02ZE4Gu8DKk3siVH
XAaJ/RISEqQAIMOgwfGuHOhhto6A7TMDkGCisGAQQBkggSCAEXKzApBglghkgBZQME
AgIEHJjImYZS1lYkp6InjQZ87/Q7f4KyhXaMGDe34oeg=

————— END PRIVATE KEY-----

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
""98c8998652958929e889e3419f3bfd0edfe®acal5da3060dedf8ale8". This



seed 1is the first 224 bits of the [SHA256] digest of the string
"draft-lamps-sample-certs-keygen.bob.encrypt.seed".

5.5. PKCS12 Object for Bob

This PKCS12 ([RFC7292]) object contains the same information as
presented in Section 5.1, Section 5.2, Section 5.3, Section 5.4, and
Section 3.1.

It is locked with the simple three-letter password "bob".
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MIIXoAIBAzCCFzgGCSqGSIb3DQEHAaCCFykEghcIMIIXITCCBCcGCSqGSIb3DQEH
BqCCBBgwggQUAgEAMIIEDQYJKoZIhvcNAQcBMBWGCiqGSIb3DQEMAQMWDEQIe/d6
gDQ/28QCAhQGgIID40AN1sZankpTStcSIpXiMtvB601+f6XhgDI5h0JLHYYerFHQ
6BaMiIgPQ3ycT/UwYjtIE9yo6NxHZz94jCsMM740gzUMYc1b62VChOCADCRpZ2HYy
EGTGQPUdXxKuOzbeS709LQNrCAO/B2y+Wtu4D+dtho084KK9916Jq87+eDrA8gXQm
sy1jVGNBAG6Y1n2DWANR4H9+GhmOtYCcRDPhd6toglL533EZ8FsbGw/eZbkojyAYG]) /qBwjZsf5T
fIQgJ9+3wEx7w/AXkOWRO1T+ITKLauH10IQFd4BEVvtTOaZZIbROWf3RvILaKGMIIE
DwYJKoZIhvcNAQcGoITEADCCA/wCAQAwggP1BgkghkiGOwOBBWEWHAYKKoZIhvcN
AQWBAZAOBAJ 1GuDSKkfG4UWICFLWAggPIqZnFK5vMsK5cy32va9aHXHjKzzCZf/Zj


https://datatracker.ietf.org/doc/pdf/draft-lamps-sample-certs-keygen
https://datatracker.ietf.org/doc/pdf/rfc7292
 fofTfEaw7Tax5COmird
GANd/5B14u5goMGRk3B1X0Vq8G8K970rjGu2Zh8KCz4qGgWROVK+ee33K0O2gN1i13
gQisOyn05bly lpEMrOf+GegUbYm9pccduNO3zEpCwNPNIYO5pVI5IXGCWfIcOIbt
c23RnXfgQLATINXn4nrf9g9sxtJ6iecVjCHoIXrNhyMLy2uF2/eJaM4WWLBRO5pSP
DO2u2gIaEfCYXAN1CkhvhKpm/Z18QHG7tXc8//UlbhWgpmx44+bXf5T4hG29HpD
Z19r /+CkbWJofF/86FqleyFEhiZ9cMfznKuYtvegMhDsQ4z/YUU/2UO/hEhsQVpF
YtCCxcrXzXmwXfZZ3IrgYxbfRzc6UG9jhvSTROFVKPFVWO3qRC4HXY7TAFMOXbADL
GCh/NiYC+h07b3GCsHUJdRh87JyelL+x5Y1DNgcJdIzwEIetB6cKPYOX4Na2kyInk
LgAfwZGAQTHN1IXB4gbYUnfuYgzSIcO7AE13sxORgrfRWL/xRW8egWyDIVKHKITJ
rM9Zzid+sjkGte3RQKTPw+wYvPAbhpr1B921xeB+gKlODVe58ZnpUALzY9+BS5TT
EbIOJiHcjlr3vGTUBLp/xhuHpkzdaPysQDgE5vYR5uIwggOvBgkghkiGOwOBBwag
gg0gMIIDNAIBADCCA5UGCSqGSIb3DQEHATACBgoghkiGOWOBDAEDMA4ECEYHXPVs
NcxTAgIUQ4CCA2ivLIdvKuViOkHRZXgcOxBIKkBxK2mOtDs lwbMSITM11KvQ7NVP1
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 /bdT5kR6OW+WMYPrq5tky9XYLILUThlbwTSps
AO4NH42ThpH2Tg+mmaS6M2MQzDCCBZgGCSqGSIb3DQEHAaCCBYKEggWFMIIFgTCC
BX0GCyqGSIb3DQEMCgECOIIFLjCCBSowHAYKKoZIhvcNAQwBAZAOBA10/0ICbTbZ



LQICFOWEggUIFwT/JI8UjIQPfYTFonJEo8zEbpYWXKboqw6/zZsMGmANUPgQNQDx
yuLVprs5jUc437kVB2M3FOx8DjmEppebtHfIoyjoXF7jdnA4EF38tssoOK1nMPmS
gl02iYZt0qsOvBpfeO5Hj40vhi26J9PzTwPcgl3QQPqfWv7CwgGVn4 /hntBAriPS
E4gA1fAcqkxtIBmO1QwDoAdsOKOMsYntgWajprl1JI3Hm+34NPLO4Usf10pcesPUJ4
CBxNyLXxjjs0zD78WVVvKY+N+j89xTsytz5YOfEKFqrcl8pgBQxH72jBwSCm5YwHZz
3BhWQgr2bpWJ1f2LWcVsnrN9tx6RhQtAAkcyNgX/ksp5EW4JTo+o60XLRhXIYauR
rUrisMY++b8ZJTp6C1tORW2QdqgMZghSZgaW6FSC6Dy2Dd/ezdkYUCgiEtq8eSxF
/8WDw6Va2iGVSNt4/p/0J97yN5y0JOK1gOhATebU+I3E74PQI9RK84FfJvyHDBC6T
vYZW/ouMcgp3YmAF+dTm74Hq88X4daV+/UPYf/cVpyiwcBTg6H3jrkrsOQyKoWLIf
rIvMNBeeKZ+f12EnwlMFzkLI4VGD/UeRwrbhNOSHKkh51IGtuOyRT fgemsYQpkw+j
r7QwJIdQyrAoaaVaRotVyvgTOLTHW8r607v36yoNov3kDPW7DfbSVTWX51IyQn8N
gMwa4N1clWT8ukfzZzXSaYykFSqF3w5zala4iIhu®3GjDcfiWLMUlYVAUcvSmcIULE
1oW7FKi1Jc80adeIu0IBySRSEVvf7B3w8leYUs+u/hlptrZZKhelJdAt1lszvHJIODDO
kMgA6Ig4yomscGSol/sRUqpecIQwVZTCRRq9dIOFIkKhKD5EO9EQZ2snp@1fpUF5
glMeBjpYgkX7jhyFyvq+gDgBAY8izvkcruE69WooBVyorgKHURjWtY+rhzcB4+HL
72wZKzLnY37UjJ1UANXM8mMCOfpDINIt/7epqzPyZ2Kd4GIVYi8sQpFKf4tRHDrot
I5iUB78qj1EBplw4qvRn/jC4ii7+Bas8mz/AJ25QeviC44Vj+eT2YYXafDivrmoe
BuVMIBbD066YnuBC2CeKydNWdiARzc3IfhcuhVwg7riotYfyDqd4e0Jy7Y57pbwyv
4Qwz1lyCxRjSwiFQ7/fRa2Cx8xtxKcC/A4LGNXAKISy+uNbDWA7AYaP6RmGgMCaN-i
Xy3F1zvxnE3bv68tXRFIVjUuEChUq56N6992ghoBuHPOJ/mRItw+JoI4m/OFNEUGT
3bNyxpEFyA7aXBE91aQdSX14a97nCO/RSFH/fRWPFYgxr3XdCIf3Cw5PDs25YNsX
WCsDCVejWMFrwOzmbwa8sBkY270+rGv76qXvb/uGD3M2C+DySVy55Zd42wjghSez
gY6taTOtgKfLOS6V1I4ELU78Q6va208M1lcUdi343t0160MZgCDUWPP8TjKZINh8ul
KNhzgpwNLz1gEOdd20013bbzdZ6uio3R52WQWRCk17Z91UesCJavytcAiOmMefMx
BPMOdnUi608TPDRAOMcohbE5rybwDXAoB/VUbwgMO /qCpZ7VcSKN11Uuoe9+KhoO
NK/gyMEvntMxGNNI8arV8UkeFollPhrtumvdwgbVCeN8TBj5vXo6Hu+eKB7AVwjB
k/rRHpZxnnVGXbm8HzM+kjib2cY1diusVRI/1+Q9GXuo1l35tQbobgcMzAmgAqZp9
kDESMBUGCSqGSIb3DQEJFDEIHgYAYgBVAGIwIwYJKoZIhvcNAQKVMRYEFEqzrDFT
AkmcTeNueeAlYZU+iGITMIIFKAYJKoZIhvcNAQcBoIIFgQSCBXOwggV5MIIFdQYL
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KoZIhvcNAQWKAQKgggUmMIIFIjAcBgoghkiGOwOBDAEDMA4ECCN12K1bMEiBAgIU
dgSCBQDLIX04ExcyE8+4aiZIj/Wnh/SVVVRON7s4PGCbXt+VrOHd9YZzTuUicAqIc
HH62dv7NSy+fgqZG7SmVR1IodadFe+5usAzXoyyhhEe2c+ToeVbr5rs+vBvQUyh6
X5XTV5QVOAkwSYKGjyfdy86x1Q8cL2D2BM+RpkmlcFt]jgWcB46U6S6w50sG7X0KS
CMI4a6rnHPVgPPdXMrj3VSPJY8bhBQEDPVTNfSHf /wKZrIi5403F33B5jt6Cm9+9
m9Fed8n+81w59rRom72CY9Xi1/ULER9THWjx0Z0Q+dIml23KauwexuOGjiiOURSM
eM/AOn7UNys+bZTulgdpWW/mDhJ+eLATnhJw5ro/AWa6YVXG+t5k9LjdJI1ZmqS4b
JxvBwilpEGOhOMM6YpOdr1XM4mT /EOIMWD458NgsO5CuCpwAUXGdQmgrVsFrrVOH
TyHeVLDhe43J3GI6HCWIVOeDQzzmaO3AM+IooRDkTHNIMaxUXphKTag5+f/smNYE
hzVjZeIc8GFZ36eSI4BNGHSXFACwWLU2ThkzpXMmg50JAUhBYXqE/fVevLUH4JPLg
z869wk8gR1UB0671hQGrnsx7Z05IsYahEYjzONO5PVPIYMLSyMovG9i+LpzQ49gIB
zPu2fdLR41u5n505mG1Y4aJ70CIXxMORYhWHuctHdGdpJIsgiq8+1iilUwmfyCfbOZL



3ePMU+WOzkAsyn22aK8jDBLLVZ1vOZIVqR3Gx4QFPSk6qCMQOE58VKMUMXYvC1lzT
wSeEMu66eND/AKTE+XXV/d9bmSmWGk7Y8XrDKLKfmRdr1IeondVIv5mk12YKxBPQ
GeUgK5XJUa2dzH9zvfEX81Yzdt4281QCiXJI3qwmbT+8Ro0OLBt4Ky0s2e2ZSZnjrL
90040UsHIOYEfjwnWoLhKbkmun8GJIxoB2yCzTawVQf9/qIUXaSzcp23AV6Lf1k90
f79HYPW3cQJAtj f6XBVELXVZPkfTuC3yVLufljs2ed/ctpHg9nuld/xHFH7t4Hbm
U3/ZufE1GHNnsRQ3kbngA5WXerd9UzeoDaVDjFXGrITp8envO8GXYvwWGXLL15010
DuJSv1E+1yww86SNjBYUTXx0r0CJIjjTk27vIUhAYUEA+J71IeifqqPDKYXnrCdUEa
jbfEdek30WiLR+ChEVEp48M1a6UVTLm/mjziwbsxm5Q1lGccmz13e32RiyrfseB+R
yllmzeJtydP2IHKWK7pwwOyOlPKOQtZs66IGZKqeXrWBkOQFYDX42gAy /xTfglco
4K07akhp3UzTIQyTXnt+0s0Scc+ArVm/dwClm+ZxybtOcVyadjpKWydyfAr3aTkG
XX6RMHrEWr1R9BNMGPYesDs+yeVNs1QdDhff/bQLwCLXdGLWwLe6kitUiyi8F3bd
fPjR7R61TEUVIrBm7YLmgdxRCIO2LFLGNO9iSMNe5vmiNaKiuzfb4Dp9dqEMhmIf
dsTURagfJIyqULoe0®8EIIozahivbzoWVA60PAkk2D8DNTiMegX41Z/Zb3LPxJIKAe
X03Ys1YQrNSNzZ3B2ZISBapzGzhFZfRVzPOmXhN53pDhlxkwObtkKb1lYA9CVP+kzg
wekzCy/M1lq/HbO38CV1NKzay3ygdntehJ+v9/k7gagKmo3ZWMGKkOWGBY /GFxYhme
Nd14Y65D9TlypM/zrXSyGo0qZgSAG6H1AgogzwwSaGwx9n/06czESMBUGCSqGSIb3
DQEJFDEIHgYAYgBVAGIwWIwYJKoZIhvcNAQkVMRYEFBfFhHvQp+92kDi4s28IvIK1
niuUMF8wTzALBglghkgBZQMEAgMEQESULK1nPh/xbTET83QqxpxbEpCxkvYlzrpc
aWzzbehThK1e6bJRDM3z1lprodHs8Qxs30cSpAQ1IXOXjuX1lqFfKsECI1vgXe6roOF

AgIoAA==
————— END PKCS12-----
6. Security Considerations
The keys presented in this document should be considered compromised
and 1insecure, because the secret key material is published and
therefore not secret.
Applications which maintain blacklists of invalid key material SHOULD
include these keys 1in their lists.
7. IANA Considerations
IANA has nothing to do for this document.
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8. Document Considerations
[ RFC Editor: please remove this section before publication ]

This document is currently edited as markdown. Minor editorial



changes can be suggested via merge requests at
https://gitlab.com/dkg/lamps-samples or by e-mail to the author.
Please direct all significant commentary to the public IETF LAMPS
mailing list: "spasm@ietf.org"

Co

.1. Document History
8.1.1. Substantive Changes from -04 to -05
* PEM blobs are now "sourcecode", not "artwork"

8.1.2. Substantive Changes from -03 to -04

* Describe deterministic key generation
* label PEM blobs with filenames in XML

8.1.3. Substantive Changes from -02 to -03

* Alice and Bob now each have two distinct certificates: one for
signing, one for encryption, and public keys to match.

8.1.4. Substantive Changes from -01 to -02

* PKCS#12 objects are deliberately locked with simple passphrases

8.1.5. Substantive Changes from -00 to -01

* changed all three keys to use RSA instead of RSA-PSS

* set keyEncipherment keyUsage flag instead of dataEncipherment 1in
EE certs
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