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Abstract
One aspect of network mobility support is the assignment of a prefix
or prefixes to a mobile router (MR) for use on the links in the

mobile network. DHCPv6 prefix delegation can be used for this
configuration task.
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Introduction

One aspect of network mobility support is the assignment of a prefix
or prefixes to a mobile router for use on the links in the mobile
network. DHCPv6 prefix delegation [1] (DHCPv6PD) can be used for
this configuration task, whether from the Home Network or locally
from an Access Network.

Terminology

The key words MUST, MUST NOT, REQUIRED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMMENDED, MAY, and OPTIONAL in this document are to be
interpreted as described in RFC2119 [2].

The following terms used in this document are defined in the IPv6
Addressing Architecture document [3]:

link-local unicast address

link-local scope multicast address

The following terms used in this document are defined in the mobile
IPv6 specification [4]:

home agent (HA)

home 1link

The following terms used in this document are defined in the mobile
network terminology document [5]:

mobile router (MR)

mobile network

mobile host (MH)

The following terms used in this document are defined in the DHCPv6
[6] and DHCPv6 prefix delegation [1] specifications:

delegating router (DR)

requesting router (RR)

DHCPv6 relay agent

Application of DHCPv6 prefix delegation to mobile networks

The network mobility requirements document [7] defines a solution for
mobile IPv6 networks based on the mobile IPv6 protocol [4]. In this
solution, a MR uses the mobile IPv6 protocol to establish a maintain
a session with its HA, and uses bidirectional tunneling between the
MR and HA to provide a path through which hosts attached to links in
the mobile network can maintain connectivity with nodes not in the
mobile network.

The requirements in basic network mobility support [7] include the
ability of the MR to receive delegated prefixes that can then be
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assigned to links in the mobile network. DHCPv6PD can be used to
meet this requirement for prefix delegation.

3.1 Delegating Home prefixes

To use DHCPv6PD for mobile networks, the HA assumes the role of the
DR and the MR assumes the role of the RR. Throughout the remainder
of this document, the HA will be assumed to be acting as a DHCPv6PD
DR and the MR will be assumed to be acting as a RR.

The HA and MR exchange DHCPv6PD protocol messages through the tunnel
connecting them. The tunnel acts as the link labeled "DSL to
subscriber premises" in figure 1 of the DHCPv6PD specification.

The HA (acting as the DR) is provisioned with prefixes to be assigned
using any of the prefix assignment mechanisms described in the
DHCPV6PD specifications. Other updates to the HA data structures
required as a side effect of prefix delegation are specified by the
particular network mobility protocol. For example, in the case of
Basic Network Mobility Support [8], the HA would add an entry in its
binding cache registering the delegated prefix to the MR to which the
prefix was delegated.

3.1.1 Use of HA-MR tunnel for DHCPv6 messages

The DHCPv6 specification requires the use of link-local unicast and
link-local scope multicast addresses in DHCPv6 messages (except in
certain cases as defined in section 22.12 of the DHCPv6
specification). Section 10.4.2 of the mobile IPv6 specification
describes forwarding of intercepted packets, and the third paragraph
of that section begins:

However, packets addressed to the mobile node's link-local address
MUST NOT be tunneled to the mobile node.

The DHCPv6 messages exchanged between the HA and the MR originate
only with the HA and the MR, and therefore are not "intercepted
packets" and may be sent between the HA and the MR through the
tunnel.

3.1.2 Exchanging DHCPv6 messages when HA and MR are on the same link

When the MR is on its home link, the HA uses the home link to
exchange DHCPv6PD messages with the MR, even if there is a tunnel
across the home link between the MR and the HA. It is the
responsibility of the implementation to determine when the MR is on
its home link and to avoid use of any existing tunnel.



Droms & Thubert Expires September 29, 2005 [Page 3]



Internet-Draft DHCPv6 Prefix Delegation for NEMO March 2005

3.1.3 Location of DHCPv6PD Delegating Router function

Support of DHCPv6PD in a mobile network is optional. If DHCPv6PD is
used then the DHCPv6PD DR function MUST be implemented in the HA for
the MR The use of a DHCPv6 relay agent is not defined for DHCPV6PD.

3.1.4 Other DHCPv6 functions

The DHCPv6 messages exchanged between the MR and the HA may also be
used for other DHCPv6 functions in addition to DHCPv6PD. For
example, the HA may assign global addresses to the MR and may pass
other configuration information such as a list of available DNS
recursive resolvers to the MR using the same DHCPv6 messages as used
for DHCPVG6PD.

The HA may act as a DHCPv6 relay agent for MHs while it acts as a DR
for MRs.

3.2 Delegating Access Prefixes

A Mobile Router may also obtain a temporary delegated prefix from its
Access Router (acting as a DHCPv6PD DR) while the MR is roaming
within the AR space.

This is used for instance if the MR opens a network for anonymous
visitors to roam in. In that model, the delegated network is
advertised in the clear, as opposed to the MR's own Mobile Network
Prefixes, which can stay private, over secured media.

As a result, the CareOf Addresses of the visitors in a nested
structure are all aggregated by a larger prefix owned, subdelegated,
and advertised to the infrastructure by the Access Router itself.

It is possible to protect the privacy of both parties between a VMN
that implements RFC 3041 [9] and a visited MR that advertises only
the delegated prefixes in the clear.

In the case of a nested structure, it is expected that the AR and the
MR maintain a tunnel and that the connectivity between the two is
maintained somehow; this can be achieved by:

o Performing a routing protocol such as a MANET within the nested
topology.

o performing some L3 bridging technique between AR and MRs.

o placing a Nemo Home Agent at the AR so that the MR registers the
mobility of the delegated prefix while it is roaming inside or
outside the nested structure below the AR.
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It may be beneficial for the Mobile Router to use its address within
its delegated prefix as CareOf to register to its Home Agent. As a
result, the MR gets some advantages similar to those obtained with
HMIP.

Security Considerations

This document describes the use of DHCPv6 for prefix delegation in
mobile networks. It does not introduce any additional security
considerations beyond those described in the "Security
Considerations" section of the DHCPv6 base specification [6] and the
"Security Considerations" of the DHCPv6 Prefix Delegation
specification [1].

Following the DHCPv6 Prefix Delegation specification, HAs and MRs
SHOULD use DHCPv6 authentication as described in section
"Authentication of DHCP messages" of the DHCPv6 specification [6], to
guard against attacks mounted through prefix delegation.

IANA Considerations
This document describes the use of DHCPv6 for prefix delegation in
mobile networks. It does not introduce any additional IANA
considerations.
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Appendix A. Changes Log

Rev -01: The section on access prefix delegation was added. That
section provides a mechanism that is very close to HMIP but purely
based on standard DHCP-PD. It is limited to Nemo applications, but
it provides additional features, including the privacy of the mobile
access router.

Rev -02: The section on optimization of access prefix delegation was
removed.
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