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1. Introduction

The JSON-based claims in a signed JSON Web Token (JWT) [REC7519]
document are secured against modification using JSON Web Signature
(JWS) [REC7515] digital signatures. A consumer of a signed JWT



document that has checked the document's signature can safely assume
that the contents of the document have not been modified. However,
anyone receiving an unencrypted JWT can read all of the claims and
likewise, anyone with the decryption key receiving an encrypted JWT
can also read all of the claims.

This document describes a format for JWTs that support selective
disclosure (SD-JWT), enabling sharing only a subset of the claims
included in the original JWT instead of releasing all the claims to
every verifier. This document also defines a format for so-called
SD-JWT Releases (SD-JWT-R).

One of the common use cases of a signed JWT is representing a user's
identity created by an issuer. In such a use case, there has been no
privacy-related concerns with existing JOSE signature schemes,
because when a signed JWT is one-time use, it contains only JWT
claims that the user has consented in real time to release to the
verifier. However, when a signed JWT is intended to be multi-use,
the ability to selectively disclose a subset of the claims depending
on the verifier becomes crucial to ensure minimum disclosure and
prevent verifier from obtaining claims irrelevant for the use case
at hand.

One example of such a multi-use JWT is a verifiable credential, or a
tamper-evident credential with a cryptographically verifiable
authorship that contains claims about a subject. SD-JWTs defined in
this document enable such selective disclosure of claims.

While JWTs for claims describing natural persons are a common use
case, the mechanisms defined in this document can be used for many
other use cases as well.

Note: so far agreed to define holder binding (user's public key
contained inside an SD-JWT) as an option. It is not mandatory since
holder binding is use case specific and orthogonal to the general
mechanism of selective disclosure we are trying to define here.

1.1. Conventions and Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [REC2119] [REC8174] when, and only when, they appear in all
capitals, as shown here.

base64url denotes the URL-safe base64 encoding without padding
defined in Section 2 of [REC7515].



2. Terms and Definitions

2.1. Selective Disclosure JWT (SD-JWT)
A JIWT [RFEC7515] created by the issuer, which can be signed as a JWS
[REC7515], that supports selective disclosure as defined in this
document.

2.2. SD-JWT Salt/Value Container (SVC)

A JSON object created by the issuer that contains mapping between
raw claim values that contained in the SD-JWT and the salts for each
claim value.

2.3. SD-JWT Release (SD-JWT-R)

A IWT created by the holder that contains a subset of the claim
values of an SD-JWT in a verifiable way.

2.4. Holder binding
Ability of the holder to prove legitimate possession of SD-JWT by
proving control over the same private key during the issuance and
presentation. SD-JWT signed by the issuer contains a public key or a
reference to a public key that matches to the private key controlled
by the holder.

2.5. issuer
An entity that creates SD-JWTs (2.1).

2.6. holder

An entity that received SD-JWTs (2.1) from the issuer and has
control over them.

2.7. verifier

An entity that entity that requests, checks and extracts the claims
from SSD-JWT-R (2.2)

Note: discuss if we want to include Client, Authorization Server for
the purpose of ensuring continuity and separating the entity from
the actor.

3. Concepts

In the following section, the concepts of SD-JWTs and SD-JWT
Releases are described at a conceptual level.



3.

1. Creating an SD-JWT

An SD-JWT, at its core, is a digitally signed document containing
hashes over the claim values with unique salts, optionally the
holder's public key or a reference thereto and other metadata. It is
digitally signed using the issuer's private key.

SD-JWT-DOC = (METADATA, HOLDER-PUBLIC-KEY?, HS-CLAIMS)
SD-JWT = SD-JWT-DOC | SIG(SD-JWT-DOC, ISSUER-PRIV-KEY)

HS-CLAIMS is usually a simple object with claim names mapped to
hashes over the claim values with unique salts:

HS-CLAIMS = (

)*

3.

CLAIM-NAME: HASH(SALT | CLAIM-VALUE)

HS-CLAIMS can also be nested deeper to capture more complex objects,
as will be shown later.

The SD-JWT is sent from the issuer to the holder, together with the
mapping of the plain-text claim values, the salt values, and
potentially some other information.

2. Creating an SD-JWT Release

To disclose to a verifier a subset of the SD-JWT claim values, a
holder creates a JWS such as the following:

RELEASE-DOC = (METADATA, SALTS)
RELEASE = RELEASE-DOC | SIG(RELEASE-DOC, HOLDER-PRIV-KEY)?

Note that the signature over RELEASE-DOC is optional and required
if, and only if, holder binding is desired.

SALTS is usually a simple object with claim names mapped to values
and salts:

SALTS = (

CLAIM-NAME: (DISCLOSED-SALT, DISCLOSED-VALUE)

Just as HS-CLAIMS, SALTS can be more complex as well.

The SD-JWT-R is sent together with the SD-JWT from the holder to the
verifier.



3.3. Verifying an SD-JWWT Release
A verifier checks that

*if holder binding is desired, the RELEASE was signed by the
private key belonging to the public key contained in SD-JWT-DOC.

*for each claim in RELEASE, the hash HASH(DISCLOSED-SALT |
DISCLOSED-VALUE) matches the hash under the given claim name in
the SD-JWT.

The detailed algorithm is described below.
4. Data Formats

This section defines a data format for SD-JWTs (containing hashes of
the salted claim values) and for SD-JWT Salt/Value Containers
(containing the mapping of the plain-text claim values and the salt
values).

4.1. SD-JWT Format

An SD-JWT is a JWT that is optionally signed using the issuer's
private key.

4.1.1. Payload
The payload of an SD-JWT can consist of the following claims.
4.1.1.1. Selectively Disclosable Claims

An SD-JWT MUST include hashes of the salted claim values that are
included by the issuer under the property _sd.

The issuer MUST choose a unique salt value for each claim value.
Each salt value MUST contain at least 128 bits of pseudorandom data,
making it hard for an attacker to guess. The salt value MUST then be
encoded as a string. It is RECOMMENDED to base64url encode at least
16 pseudorandom bytes.

The issuer MUST build the hashes by hashing over a string that is
formed by JSON-encoding an ordered array containing the salt and the
claim value, e.g.: ["6gMQvRL5haj","Peter"]. The hash value is then
base64url-encoded. Note that the precise JSON encoding can vary, and
therefore, the JSON encodings MUST be sent to the holder along with
the SD-JWT, as described below.

The _sd object can be a 'flat' object, directly containing all claim
names and hashed claim values without any deeper structure. The _sd
object can also be a 'structured' object, where some claims and



their respective hashes are contained in places deeper in the
structure. It is up to the issuer to decide how to structure the
representation such that it is suitable for the use case. Examples 1
and 2 below show this using the [0IDC] address claim, a structured
claim. Appendix 1 shows a more complex example using claims from
eKYC (todo: reference).

Note that it is at the issuer's discretion whether to turn the
payload of SD-JWT into a 'flat' or 'structured' _sd SD-JWT object.

4.1.1.2. Holder Public Key

If the issuer wants to enable holder binding, it includes a public
key associated with the holder, or a reference thereto.

It is out of the scope of this document to describe how the holder
key pair is established. For example, the holder MAY provide a key
pair to the issuer, the issuer MAY create the key pair for the

holder, or holder and issuer MAY use pre-established key material.

Note: need to define how holder public key is included, right now
examples are using sub_jwk I think.

4.1.1.3. Other Claims

The SD-JWT payload MAY contain other claims and will typically
contain other JWT claims, such as iss, iat, etc.

4.1.2. Example 1 - Flat SD-JWT

This example shows a simple SD-JWT containing user claims. The
issuer here decided to use a completely flat structure, i.e., the
address claim can only be disclosed in full.

In this example, these claims are the payload of the SD-JWT:

{
"sub": "6c5c0a49-b589-431d-bae7-219122a9ec2c",
"given_name": "John",
"family_name": "Doe",
"email": "johndoe@example.com",

"phone_number": "+1-202-555-0101",
"address": {
"street_address": "123 Main St",
"locality": "Anytown",
"region": "Anystate",
"country": "us"

iy
"pirthdate": "1940-01-01"



The following shows the resulting SD-JWT payload:

"iss": "https://example.com/issuer",
"sub_jwk": {
llktyll : "RSA",

"n": "6GWTTwCjVyOtKtuGf7ft5PAUOGiIDtNDADGCeMtVrFQHVhtXx05-DJigfmR-3Tetw-0d5su4TNZYZjh3tQ6B]:
"e": "AQAB"

3

"iat": 1516239022,

"exp": 1516247022,

"_sd": {
"sub": "LbnhkOr50S7KjeUrxezAu8TGOCpWz0jSixy6tffuoo4",
"given_name": "fUMdn88aaoyKTHrvzZd6AuLmPraGhPJOzF5r_JhxCvzs",
"family_name": "9h5vgve6TpFV6GmnPtugiML15tHetHeb5X_2cKHjN7cw",
"email": "fPZ92dtYMCN2Nb-2ac_zSH19p4yakUXrzZl_-wSgaazA",
"phone_number": "QdSffzNzzdon6OMsSmuiKj6Y6Enk2b-BS-KtEePde5M",
"address": "JFu99NUXPg55f6DFBZ22rMkxMNHayCrfPGOFDsqbyDs",
"birthdate": "IalTc6_Xnt5CJc2LtKcubWvqr42glBGGcjGOye8Zf3U"

The SD-JWT is then signed by the issuer to create a document like
the following:



eyJhbGci0iAiUIMyNTYifQ.eyJpc3Mi0iAiaHROCHM6LY91eGFtcGx1LmMNvbS9pc3N1ZXI.IS40c1f3XuxhNSnecIXbpT-3ZVwghjpMSFpyghFUEE2T_ij3uw
Bqb1_znOnLvIvXDs8rn6110ilHWCgpMaPmYAE8_nfZtNwvfAFnwBFjzdrJ0Jwhz5dp6UJe
VULOZVvjsCwlEpyRbBgIyZ9QilLzRJ_5JS1C1AelDDyXXI3FZYYc3-1MgQMnaXR7AWOct698
t-Ls00KAA_LXxXx-RYKG1wygEp9e9BzgCxQugsdGejMPTZyfaQewGrJalQm8bYvSXKcJ1DG
-T297KFEV_VTaelLCOoan1bS1DtaH48Q13yuUUmdwil8jqjpVgf_lUGA7d04AYmojgvdng-c
MLWSp5YtL_Gw.ewogICAgI19zZCI6IHSKICAQICAQICAic3ViljogIltcImVsdVY1T2¢czZ(Line breaks for presentation only.)
4.1.3. Example 2 - Structured SD-JWT

In this example, the issuer decided to create a structured object
for the hashes. This allows for the release of individual members of
the address claim separately.

The user claims are as in Example 1 above. The resulting SD-JWT
payload is as follows:



4.

4.

4.

}

n
n

2.

2.

2.

iss": "https://example.com/issuer",
sub_jwk": {
Ilktyll : "RSA",

"n'": "1g9Nie6g-pgoUrDK5Kyni4xZd5ILVnGtBcWx-caAq2FLmtGNIHD9gEZz1cLjICNhrGAUNYOBlkpSQOySJIPBLI
"e": "AQAB"
iat": 1516239022,
exp": 1516247022,
_sd": {
"sub": "LbnhkOr50S7KjeUrxezAu8TGOCpWz0jSixy6tffuoo4d",
"given_name": "fUMdn88aaoyKTHrvzZd6AuLmPraGhPJOzF5r_JhxCvzs",
"family_name": "9h5vgve6TpFV6GmnPtugiML15tHetHeb5X_2cKHjN7cw",
"email": "fPZ92dtYMCN2Nb-2ac_zSH19p4yakUXrzZl_-wSgaazA",
"phone_number": "QdSffzNzzdOn60MsSmuiKj6Y6ENnk2b-BS-KtEePde5M",
"address": {
"street_address": "4FpVpd5630wh9G3HKGNTNOFiSHTOe6y9-Abk_TIuG86M",
"locality": "Kr@BpdZz6yU8HMhjyYHh1EEgJxeUyLIpJEi47iXhp8Y",
"region": "QXxWKvcV4Bc9t3M7MF43W5vdCnWtA9hsYX8ycwWLulLQ",
"country": "3itkoMzrDrinn7TOMUbAmrMmlyallzbBgif_560WoF0s"

iy
"pbirthdate": "fvLCnDm3r4VSYcBF3pI1XP4ulEOHUHOfG_YmFZEuxpQ"

SD-JWT Salt/value Container (SVC)

Besides the SD-JWT itself, the holder needs to learn the raw claim
values that are contained in the SD-JWT, along with the precise
input to the hash calculation, and the salts. There MAY be other
information the issuer needs to communicate to the holder, such as a
private key key if the issuer selected the holder key pair.

1. Payload

A SD-JWT Salt/Value Container (SVC) is a JSON object containing at
least the top-level property _sd. Its structure mirrors the one of
_sd in the SD-JWT, but the values are the inputs to the hash
calculations the issuer used, as strings.

The SVC MAY contain further properties, for example, to transport
the holder private key.

2. Example 1 - SVC for a Flat SD-JWT

The SVC for Example 1 is as follows:



{
" sd": {
"sub": "[\"eluV50g3gSNII8BEYnsxA_A\", \"6c5c0a49-b589-431d-bae7-219122a9%9ec2c\"]",
"given_name": "[\"6Ij7tM-a5iVPGboS5tmvVA\", \"John\"]",
"family_name": "[\"eI8ZWm9QnKPpNPeNenHdhQ\", \"Doe\"]",
"email": "[\"Qg_064zgAxe412a108iroA\", \"johndoe@example.com\"]",
"phone_number": "[\"AJx-095VPrpTtN4QMOgROA\", \"+1-202-555-0101\"]",
"address": "[\"Pc33JM2LchcU_lHggv_ufQ\", {\"street_address\": \"123 Main St\", \"localit
"birthdate": "[\"GO2NSrQfjFXQ7Io09syajA\", \"1940-01-01\"]"

4.2.3. Example 2 - SVC for a Structured SD-JWT

The SVC for Example 2 is as follows:

{
" sd": {
"sub": "[\"eluV50g3gSNII8BEYnsxA_A\", \"6c5c0a49-b589-431d-bae7-219122a9ec2c\"]",
"given_name": "[\"6Ij7tM-a5iVPGboS5tmvVA\", \"John\"]",
"family_name": "[\"eI8ZWm9QnKPpNPeNenHdhQ\", \"Doe\"]",
"email": "[\"Qg_064zqAxe412a108iroA\", \"johndoe@example.com\"]",
"phone_number": "[\"AJx-095VPrpTtN4QMOgROA\", \"+1-202-555-0101\"]",
"address": {
"street_address": "[\"Pc33JM2LchcU_lHggv_ufQ\", \"123 Main St\"]",
"locality": "[\"GO2NSrQfjFXQ7Io09syajA\", \"Anytown\"]",
"region": "[\"1k1xF5jMY1GTPUoVMNIVCA\", \"Anystate\"]",
"country": "[\"nPuoQnkRFq3BIeAm7AnXFA\", \"US\"]"
}/
"birthdate": "[\"5bPs1IquzZNa®hkaFzzzZNw\", \"1940-01-01\"]"
}
}

4.3. SD-JWT and SVC Combined Format

For transporting the SVC together with the SD-JWT from the issuer to
the holder, the SVC is base64ur-encoded and appended to the SD-JWT
using . as the separator. For Example 1, the combined format looks
as follows:



eyJhbGci0iAiUIMyNTYifQ.eyJpc3Mi0iAiaHROCHM6LY91eGFtcGx1LmMNvbS9pc3N1ZXI
iLCAic3ViX2p3ayI6IHsia3R5IjogI1JTQSISICIuljogIjZzHd1RUA2NgVNn1PdEtOdUdmN
2ZONVBBVTBHaURObkQOREdjbXRWCKkZRSFZOodHgWNS1ESM1nZm1SLTNUZXR3LU9KNXNINFR
Owll6amgzdFE2QmoxSFJkT2ZHbVg5RT1ZY1B3NGdvS2dfZDBr TTRvWk1VZDYOdG1sQVVGd
FogwT1llhww5Sa2pRdG9rMkNKQ1VxMjJI3dWNLOTNKVjEXVDMAUF1EQVRXYks5VUZxTUGzdnU
wWN1hYbGFRR1hQMXZ0oNG1YMDR3NGRVNGQyeFRBQ1hob193S0tjVjgl1eXZJR3IPMWVHd3duU
21sVG1xUWJIhazMxX1ZuSEdOV1ZaRWsOZG5WTzd1T2M2TVZaYS1xUGtWajc3R2FIJTE81IM1R
NCTY5VNAXZmFKbOdGSGpoYVIOVZTVEOHpmMcG1BRXgyQXNBZWI9OSXd0az JRVDBVWMt IWm9LM. r ImWAVghpour5wvdqw8XxwdpSEEDMWGJIKX1UZ - 4mLxYUFv2qCJJ
gQrwtXNccxHpR86F3_51zT9v2TffwZcuU3g4xi-YdyUrVtB6PHHO8F11ganGtnhxgAcFMM
XXQRb710_P2Vr7j0Ad8yMcxLituyVLXwjJOT1s3X-PTomH_zb2wsNsSgrltpjNdoVDHE9k
K8uOWmvx8VMXlaxks74gWjFQoBpnySrl1o6PDy2V8zGnj7qc93Qo2Ei01rLYua2jMZIQIRE
ZEp1mI25WYGUz41JIMMjqg_SsysLr_r1gGCk1lYU12yVz9-xtgL7zVz7KEUY-8TJjQEsr_UThg
vcSUDyd3Smgg.ewogICAgI19zZCI6IHSKICAgQICAgICAIc3ViIjogIltcImVsdVvY1T2czZ(Line breaks for presentation only.)
4.4. SD-JWT-R Format

The following shows the contents of an SD-JWT-R for Example 1:



"nonce": "2GLC42sKQveCfGfryNRNOw",
"aud": "https://example.com/verifier",
" sd": {
"given_name": "[\"6Ij7tM-a5iVPGboS5tmvVA\", \"John\"]",
"family name": "[\"eI8ZWm9QnKPpNPeNenHdhQ\", \"Doe\"]",
"address": "[\"Pc33JM2LchcU_lHggv_ufQ\", {\"street_address\": \"123 Main St\", \"localit

For each claim, an array of the salt and the claim value is
contained in the _sd object.

Again, the SD-JWT-R follows the same structure as the _sd in the SD-
JWT. For Example 2, a SD-JWT-R limiting address to region and
country only could look as follows:

"nonce": "2GLC42sKQveCfGfryNRNOw",
"aud": "https://example.com/verifier",
"_sd": {
"given_name": "[\"6Ij7tM-a5iVPGboS5tmvVA\", \"John\"]",
"family_name": "[\"eI8ZWm9QnKPpNPeNenHdhQ\", \"Doe\"]",
"birthdate": "[\"5bPsl1IquzZNa®hkaFzzzZNw\", \"1940-01-01\"]",
"address": {
"region": "[\"1k1xF5jMY1GTPUovMNIVCA\", \"Anystate\"]",
"country": "[\"nPuoQnkRFg3BIeAm7AnXFA\", \"US\"]"

The SD-JWT-R MAY contain further claims, for example, to ensure a
binding to a concrete transaction (in the example the nonce and aud
claims).

If holder binding is desired, the SD-JWT-R is signed by the holder.
If no holder binding is to be used, the none algorithm is used,
i.e., the document is not signed.

In any case, the result is encoded as described in [REC7519] (here
for Example 1):



eyJhbGci0iAiUIMyNTYifQ.eyJub25jZSI6ICIYROXDNDJZzS1F2ZUNmMR2ZyeU5STj13Iiw
gImF1ZCI6ICJodHRwCczOVL2V4YWiwbGUUY29tL3Z1lcmlmawVyIiwgI1l9zZCI6IHs1Z212Z
W5fbmFtZSI6ICIbXCI2SWO3dEOLYTVPVIBHYMOTNXRtd1ZBXCISIFwWiSm90oblwiXSISICJ
mYW1pbH1fbmFtZSI6ICJIbXCJI1SThaV205UW5LUHBOUGVOZW5IZGhRXCISIFWiRG91XCJIdI
iwgImFkZHJ1c3Mi0iAiWlwiUGMzMOPNMkxjaGNVX2xIZ2d2X3VmUVwilLCB7XCJzdHJI1ZXR
FYWRkcmVzc1wiO0iBcIjEYMYBNYWIuIFNOXCISsIFwibG9jYWxpdHlcIjogXCJIBbnlOb3duX
CIsIFwicmVnaW9uXCI6IFwiQW55c3RhdGVcIiwgXCJjb3VudHISXCI6IFwiVVNcInldInl
9.bOhG3v71rzHvtoDTdroz9m-1t9tf8nobFKb2YGiyGOjIklfcKc2KWj720i_tBKcOCqzh
dX6IVABRXIw-aspQfLh-xBrNLUGqiC-Y3rzZBBlWwOWWnbbtsyltj8yZ0iXBr8v06mCgZGA
d4MgPYPd-Qz0Or9uk0ObYDRB4I24xHrqlAEYPJIZzSWOMI_dEmMIKNNAUIfLQKiuyTqVVVp6Ly
pBIz6TfBLMGNOLC4-uVX10zI91iT4z1krhPO-vj8TmfB-XL9aD3-xqytVvLBHTESct490SRZ
Frwk LUKTM56_6KW3pG7Ucuv8VnpHXHIka®SGRaOh8x6v5-rCQJ1_IbM8wh7CSHvVQ

(Line breaks for presentation only.)
4.5. Presentation Format

The SD-JWT and the SD-JWT-R can be combined into one document using
as a separator (here for Example 1):



eyJhbGci0iAiUIMyNTYifQ.eyJpc3Mi0iAiaHROCHM6LY91eGFtcGx1LmMNvbS9pc3N1ZXI
iLCAic3ViX2p3ayI6IHsia3R5IjogI1JTQSISICIuljogIjZzHd1RUA2NgVNn1PdEtOdUdmN
2ZONVBBVTBHaURObkQOREdjbXRWCKkZRSFZOodHgWNS1ESM1nZm1SLTNUZXR3LU9KNXNINFR
Owll6amgzdFE2QmoxSFJkT2ZHbVg5RT1ZY1B3NGdvS2dfZDBr TTRvWk1VZDYOdG1sQVVGd
FogwT1llhww5Sa2pRdG9rMkNKQ1VxMjJI3dWNLOTNKVjEXVDMAUF1EQVRXYks5VUZxTUGzdnU
wWN1hYbGFRR1hQMXZ0oNG1YMDR3NGRVNGQyeFRBQ1hob193S0tjVjgl1eXZJR3IPMWVHd3duU
21sVG1xUWJIhazMxX1ZuSEdOV1ZaRWsOZG5WTzd1T2M2TVZaYS1xUGtWajc3R2FIJTE81IM1R
NCTY5VNAXZmFKbOdGSGpoYVIOVZTVEOHpmMcG1BRXgyQXNBZWI9OSXd0az JRVDBVWMt IWm9LM. r ImWAVghpour5wvdqw8XxwdpSEEDMWGJIKX1UZ - 4mLxYUFv2qCJJ
gQrwtXNccxHpR86F3_51zT9v2TffwZcuU3g4xi-YdyUrVtB6PHHO8F11ganGtnhxgAcFMM
XXQRb710_P2Vr7j0Ad8yMcxLituyVLXwjJOT1s3X-PTomH_zb2wsNsSgrltpjNdoVDHE9k
K8uOWmvx8VMXlaxks74gWjFQoBpnySrl1o6PDy2V8zGnj7qc93Qo2Ei01rLYua2jMZIQIRE
ZEp1mI25WYGUz41JIMMjqg_SsysLr_r1gGCk1lYU12yVz9-xtgL7zVz7KEUY-8TJjQEsr_UThg
vcSUDyd3Smgg.eyJhbGci0iAiUIMyNTYifQ.eyJub25jZSI6ICIYROXDNDIZS1F2ZUNmMR2
ZyeU5STj13IiwgImF1ZCI6ICJodHRwCczovL2V4YWilwbGUUY29tL3Z1lcmlmawVvVyIiwgI19z
ZCI6IHs1Z212ZW5TbmFtZSI6ICIbXCI2SWO3dEOtYTVPVIBHYMOTNXRtd1ZBXCISIFwWiSm
90b1wiXSISICImYW1pbH1fbmFtZSI6ICJIbXCJI1SThaV205UWS5LUHBOUGVOZWS5IZGhRXCIS
IFWiRG91XCJdIiwgImFkZHJ1c3Mi0iAiWI1wiUGMzMOpNMkxjaGNVX2xIZ2d2X3VmUVwilC
B7XCJzdHJ1ZXRTYWRKkcmVzclwiOiBcIjEYMyBNYWIUIFNOXCISIFwibG9jYWxpdHlcIjog
XCJIBbn1lOb3duXCISIFwicmVnaWOuXCI6IFwiQwW55c3RhdGVcIiwgXCJjb3VudHISXCIGIF
wiVVNcIN1dInl9.bOhG3v71rzHvtoDTdrozZom-1t9tf8nobFKb2YGiyGOjIk1fcKc2KW]7
20i_tBKc0CqzZhdX6IV4BRXIw-aspQfLh-xBrNLUGqiC-Y3rZBBlWwOWwWnbbtsyltj8yz0i
XBr8v06mCgZGAd4MgPYPd-Qz0r9ukObYDRB4I24XHrqlAEYPJIZSWOMI_dEmIKNNAUITLQ
KiuyTqVVVp6LYypBIz6fBLMENOLC4-uVX10zI91iT4z1krhPO-vj8TmfB-XL9aD3-xqytvL
BHTESCt490SRZFrwkLUKTM56_6KW3pG7Ucuv8VnpHXHIka®@SGRaOh8x6v5-rCQJ1l_IbM8w
b7CSHvVQ

(Line breaks for presentation only.)
5. Verification

Verifiers MUST follow [REC8725] for checking the SD-JWT and, if
signed, the SD-JWT Release.

Verifiers MUST go through (at least) the following steps before
trusting/using any of the contents of an SD-JWT:

1. Determine if holder binding is to be checked for the SD-JWT.
Refer to Section 6.1 for details.



2. Check that the presentation consists of six .-separated
elements; if holder binding is not required, the last element
can be empty.

3. Separate the SD-JWT from the SD-JWT Release.
4. Validate the SD-JWT:

1. Ensure that a signing algorithm was used that was deemed
secure for the application. Refer to [RFC8725], Sections
3.1 and 3.2 for details.

2. Validate the signature over the SD-JWT.

3. Validate the issuer of the SD-JWT and that the signing key
belongs to this issuer.

4. Check that the SD-JWT is valid using nbf, iat, and exp
claims, if provided in the SD-JWT.

5. Check that the claim _sd is present in the SD-JWT.
5. Validate the SD-JWT Release:

1. If holder binding is required, validate the signature over
the SD-JWT using the same steps as for the SD-JWT plus the
following steps:

1. Determine that the public key for the private key
that used to sign the SD-JWT-R is bound to the SD-
JWT, i.e., the SD-JWT either contains a reference to
the public key or contains the public key itself.

2. Determine that the SD-JWT-R is bound to the current
transaction and was created for this verifier (replay
protection). This is usually achieved by a nonce and
aud field within the SD-JWT Release.

2. For each claim in the SD-JWT Release:

1. Ensure that the claim is present as well in _sd in
the SD-JWT. If _sd is structured, the claim MUST be
present at the same place within the structure.

2. Check that the base64url-encoded hash of the claim
value in the SD-JWT-R (which includes the salt and
the actual claim value) matches the hash provided in
the SD-JWT.



3. Ensure that the claim value in the SD-JWT-R is a
JSON-encoded array of exactly two values.

4, Store the second of the two values.

3. Once all necessary claims have been verified, their values
can be validated and used according to the requirements of
the application. It MUST be ensured that all claims
required for the application have been released.

If any step fails, the input is not valid and processing MUST be
aborted.

6. Security Considerations

For the security of this scheme, the following properties are
required of the hash function:

*Given a claim value, a salt, and the resulting hash, it is hard
to find a second salt value so that HASH(salt | claim_value)

equals the hash.

Add: The Salts must be random/long enough so that the attacker
cannot brute force them.

Note: No need for the wallet-generated hashes? to prevent issuer-
verifier collusion

6.1. Holder Binding
7. Privacy Considerations
7.1. Claim Names

Claim names are not hashed in the SD-JWT and are used as keys in a
key-value pair, where the value is the hash. This is because SD-JWT
already reveals information about the issuer and the schema, and
revealing the claim names does not provide any additional
information.

7.2. Unlinkability

It is also important to note that this format enables selective
disclosure of claims, but in itself it does not achieve
unlinkability of the subject of a JWS document.
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Appendix A. Additional Examples
A.1. Example 3 - Complex Structured SD-JWT

In this example, a complex object such as those used for ekyc (todo
reference) is used.

These claims are the payload of the SD-JWT:
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"verified_claims": {
"verification": {
"trust_framework":
"time":
"verification_process":
"evidence": [
{
"type": "document",
"method": "pipp",
"time":
"document": {
"type": "idcard",
"issuer": {
"name":
"country":

iy

"number" :

"date_of_issuance":
"2020-03-22"

"date_of_expiry":

]
iy

"claims": {

"de_aml",
"2012-04-23T18:252",

"f24c6f-6d3f-4ec5-973e-b0d8506f3bc7",

"'2012-04-22T11:30Z2",

"Stadt Augsburg",
|IDEI|

"53554554",

"2010-03-23",

"given_name": "Max",
"family_name": "Meier",
"birthdate": "1956-01-28",
"place_of_birth": {
"country": "DE",
"locality": "Musterstadt"
I
"nationalities": [
"DE"
1
"address": {
"locality": "Maxstadt",
"postal_code": "12344",
"country": "DE",
"street_address": "An der Weide 22"
}
}
}I
"birth_middle_name": "Timotheus",
"salutation": "Dr.",
"msisdn": "49123456789"



The following shows the resulting SD-JWT payload:



"iss": "https://example.com/issuer",
"sub_jwk": {
"kty": "RSA",
"n": "wlcpuJdjcdshL2NgqMsT2HMJiqyPFEPQZ2FMXKD_r3an-09_k-cdoJifVodkKuz8QBiu6w_JUYh31ScrJ-TSEl
"e": "AQAB"
+
"iat": 1516239022,
"exp": 1516247022,
" sd": {
"verified_claims": {
"verification": {
"trust_framework": "UI-SRN1QFy-YEFE46yyHKqc64jmM65g8ma9cq2Vv_erY",
"time": "jI-FYlteydXzsjRIrXBZs9foBSNF10d1Q-4XnugpgjI",
"verification_process": "F979I7b5ZhADtyYM1lYxctdc9-IalD_TdOHpfcFBzVXs",
"evidence": [
{
"type": "i2w3mrKAQV2nhTa5c2koZ-aQTBDoSaVfvYk7aLQianc",
"method": "fEQOtVPD67Gf030h_SRs8ZPbnZ_vwEt5S81UOR77va0",
"time": "9jueDP5r0gTB64DgdCZbek3yaS5AJInWSFEKWtPTa0Ok",
"document": {
"type": "K-rzZQk89w89YBhjUNUh0oO7suLxhG8S12JTPACOAJB34",
"issuer": {
"name": "BKCULCU-txVGvzNgnwWe5DxefFvJE8LMib8GV3I3wW090",
"country": "DSyF5TtmYgLk92u4GkDQzSdFbvIbw5rkFjzSsJJisyw4"
}I
"number": "epH30uU51TBelOE4PX6ueHwrl1ZtoUjzG-7pZjIAsXg8",
"date_of_issuance": "cVvqTueVq60Wz-dJj2cdo19A0A]jj859eGDzDfwPYyN4",
"date_of_expiry": "nxJIBNdtwvb2TKKJINGVF6_1lywEdKrotj66C88wWPomLfo"

]
3
"claims": {
"given_name": "y9uFPHAVQNAZ7PJyk1-1yQJZZWZzKGP5FLt9txKM84M",
"family_name": "XyUikY8V8MWeBfXUOp8gI7F7-yC28Jr5IyDgvBxXzd4",
"birthdate": "7GlieMLJhM78C_uQQp9wUXSZLeqBN1YGQT87BIubyKU",
"place_of_birth": {
"country": "RN3xcnLYX_GDhVwfPvtisuLPfi®d74zqihFbQrd_UGe",
"locality": "iNkpWqJ9kIZQQ95dzSyEZjbPJs6Fqu7GFBKOUEC30XE"

+
"nationalities": "-tinYGKOGXnkfARXiNIWQOVNzNR1-Kv3KY3m5g5Femg",
"address": "63EzPVOyvTpeOgV34yCwweCvO-2wxts2wgbja_SuwPQ"
}
+

"birth_middle_name": "vM68I6XNnrV1yti1LxK9xxgFycsjtw2vLdGpNgk3E8QQ4",
"salutation": "iThfCu2ulLoe5i6gCEQ--Y6R-gxHHtIukXb9gnfjH5k",
"msisdn": "xUpU-azBYdXeJidc8YwSMXtfPz4_4kArJhflXcxzkzs"



The SD-JWT is then signed by the issuer to create a document like
the following:



eyJhbGci0iAiUIMyNTYifQ.eyJpc3Mi0iAiaHROCHM6LY91eGFtcGx1LmMNvbS9pc3N1ZXI]jdHZKk8zMGhfU1JzOFpQYm5aXx3Z3RXQ1UzhsVU9ISN INOY3LX1DMjhKcjVJIeURndkJ4WHp
KNCIsICJiaXJ0aGRhdGUi0iAiNOdsaWVNTEpOTTc4Q191UVFWOXdVWFNaTGVxQk4XxWUdRV
Dg3Qk11YnlLVSISICJIJwbGFjZVv9vZ191aXJ@aCI6IHsiY291bnRyeSI6ICJISTjN4Y25MWVh
fROROVNAmUHZOaXN1TFBmaTBkNzR6cWI1oRmMIRCmMRfVUCwIiwgImxvY2FsaXR5IjogImlOoa
3BXcUo5a01aUXE5SNWREU31FWmpiUEpzNkZxdTdHRKJILb3VFQzNPeEUifSwgIm5hdGlvbmF
SaXRpZXMi0iAiLXRpb11HSzBHWG5rZkFSeGl0SVAxXxMFZuek5SbC1LdjNLWTNtNWcI1RmVtZ
yISICJIhZGRYZXNzIjogIjYzRXpQVjB5d1RwZU9NnVjMOeUN3d2VDdk8tMnd4dHMyV3FiamF
fU3V3UFEifX0sICJiaXJ0aF9taWRkbGVfbmFtZSI6ICJI2TTY4STZYbnIJWbH1OMUX4Sz14e
GdGeWNzanR3MNZMZEdwTmdrMOU4UVEOIiwgInNhbHVOYXRpb24i0iAiaVROZKkN1MNVsSTG9
INWK2ZONFcSOtWTZSLWA4SEhOSXVrWGIScW5makglayIsICJtc21zZG4i0iAieFVwVSlhe
kJZZFh1SmlkYzhZdzVNWHRMUHOOXZRrQXJKaGZsWGN4emt6cyJOfQ.PSEqQS4WRCKLUFTGT
gNjw63kewpAxNwWulkgo_tat17ElyetqMO49w3PL1D4Z67AeVbOMT3DhG7WiJBOUOKVS3XJ
yJuZODBRKCQ8igaIw3vyA-P_lkTw7EWS0-K1oOUHBUfHvVvJIhK0eZ6jhSvZht1DOyYx0S9e
FXOHM2tUnpm7gawWQ60qXiTTLGrnuA-1k99IL_ag50JJym2JvIWt2R1S8tLVKrKZumrPi5R
LYskzZ1EiZ_14h_n7FHva9S66R_tvZNcXRQqyXGKdp66rzmfHzxoHHYBIUTfgxBZOre3zkHm
JcgAgoPLaIpXm3cR-4dmMpDHgNtMOWP8sOhnBsYStArM4Q.ewogICAgI19zZCI6IHSKICA
gICAgICAidmVyaWZpZWRfY2xhaWlzIjogewogICAgICAgICAgICAidmVyaWZpY2FOawoul
jogewogICAgQICAgICAgQICAgICAgINRYdXNOX2ZyYW11d29yayI6ICJIbXCJI1bHVWNU9NM2d
TTk1JOEVZbnN4QV9BXCISIFwiZGVfYW1sXCJdIiwKICAgICAgICAgICAQICAgICIOawlll
jogIltcIjzJajdOTS1hNWIWUEdibiM1dG12VkFcIiwgXCIyMDEYLTAOLTIZVDE40]I1Wlw
iXSISCiAgICAgICAgICAgICAgICAidmVyawzZpY2FOaw9uX3Byb2N1c3Mi0iAiWlwizZUk4w
1dtOVFuS1BwT1B1TmVUSGROUVWiLCBCcIMYYNGM2Zi02ZDNmLTR1YZUtOTCczZS1iMGQ4ANTA
2ZjNiYzdcI1lOiLAogICAgICAgICAgICAgICAgImV2awWR1bmN1IjogwWwwogICAgICAgICAQI


@iLAogICAgICAQICAgICAQICAgICAQICAQI
CAgICAgICAQICJIjb3VudHJI5IjogIltcIm5QdWORbmtSRNEZQk11QWO3QW5YRKFCIiwgXCJ
ERVWiXSIKICAgICAQICAgICAgICAQICAgICAQICAgICAQIHOSCiAgICAgICAgICAQICAQI
CAgICAgICAQICAgICAibnVtYmVyIjogIltcIjViUHMXSXF1Wk5hMGhrYUZ6enpaTndcIiw
gXCI1MzUINDUINFwiXSIsCiAgICAgQICAgICAQICAgICAQICAgICAgICAQICALIZGFOZVIVZ
19pc3N1YW5)ZSI6ICIbXCI1YTIXMFOOCcmXFWnpmcWlrXzdQcS13XCISIFWiMjAXMCOWMYO]jYWxpdHkiOiAiWiwiTOJILbFRWD
HZMZy1BZHdxWUdiUDhaQVwilCBcIk11c3R1cnNOYWROXCJIAIgogICAgICAgICAgICAgICA
gfSWKICAgICAgICAgICAgICAgICJIUuYXRpb25hbGlOawvzIjogIltcIkOwSmI1IN3QOMXVic
mtTdX1yRFQzeEFcIiwgWlwiREVcI11dIiwKICAgQICAgICAQICAgICAgICIhZGRYZXNzIjo
gI1ltcIKRzbXRLTmdwVjRkQUhwanJjYwW9zQXdcIiwgelwibG9jYWxpdH1lcIjogXCINYXhzd
GFkdFwilLCBcInBvCc3RhbF9jb2R1IXCI6IFWiMTIZNDRCcIiwgXCJjb3VudHISXCIBIFwWiREV
cIiwgXCJzdHJ1ZXRTYWRKkcmVzclwiOiBcIKFUIGR1ciBXZW1kZSAyM1lwifV@iCiAgICAgQI
CAgICAgIHOKICAgICAgICBILAOGICAgICAgICIiaXJ0aF9tawRkbGVfbmFtZSI6ICJIbXCJ
1SzVVNXBIZmd1cFBwbHRMXFoQUP3XCISIFwiVG1th3R0ZXVzXCJdIiwkKICAgICAQICAicC
2FsdXRhdGlvbiI6ICJIbXCIgNOFEZGIwWVVZiMEXpPMGNPUGNQMGY3XCISIFwWiRHIuXCJdIiw
KICAgICAQICAibXNpc2RuIjogIltcIldweEpyRnVYOHVTaTJIJWNGhOMD1lgdndcIiwgXCIEO
TEyMzQ1Njc40VwiXSIKICAgIHOKTQ



(Line breaks for presentation only.)

A SD-JWT-R for some of the claims:

{
"nonce": "2GLC42sKQveCfGfryNRNOw",
"aud": "https://example.com/verifier",
" sd": {
"verified_claims": {
"verification": {
"trust_framework": "[\"eluV50g3gSNII8EYnsxA_A\", \"de_aml\"]",
"time": "[\"6Ij7tM-a5iVPGboS5tmvVA\", \"2012-04-23T18:25Z\"]",
"evidence": [
{
"type": "[\"QQ_064zgAxe412a108iroA\", \"document\"]"
}
]
}I
"claims": {
"given_name": "[\"HbQ4X8srvw3QDxnIJdqyOA\", \"Max\"]",
"family_name": "[\"C9GSoujviJquEgYfojCb1A\", \"Meier\"]",
"birthdate": "[\"kx5kF17V-x0JmwUx9vgvtw\", \"1956-01-28\"]",
"place_of_birth": {
"country": "[\"H301uswP760Fi2yeGdVCEQ\", \"DE\"]"
}
}
}
}



A.2. Example 4 - W3C VC

"sub": "did:example:ebfebl1f712ebc6flc276el12ec21",
"jti": "http://example.edu/credentials/3732",
"iss": "https://example.com/keys/foo.jwk",
"nbf": 1541493724,
"iat": 1541493724,
"exp": 1573029723,
"nonce": "660!6345FSer",
"ve": {
"@context": [
"https://www.w3.0rg/2018/credentials/v1",

"https://www.w3.0rg/2018/credentials/examples/v1"

1

Iltypell : [
"VerifiableCredential",
"UniversityDegreeCredential"

1

3

" sd": {
"given_name": "LbnhkOr50S7KjeUrxezAu8TGOCpWz0OjSixy6tffuoo4",
"family _name": "9h5vgve6TpFV6GmnPtugiML15tHetHeb5X_2cKHjN7cw",
"birthdate": "fPZ92dtYMCN2Nb-2ac_zSH19p4yakUXrzl_-wSgaazA"

Appendix B. Document History
[[ To be removed from the final specification ]]
-00

*Renamed to SD-JWT (focus on JWT instead of JWS since signature is
optional)

*Make holder binding optional

*Rename proof to release, since when there is no signature, the
term "proof" can be misleading

*Improved the structure of the description
*Described verification steps
*All examples generated from python demo implementation

*Examples for structured objects
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