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Abstract

RFCxxxx (draft-ietf-hokey-erx after publication) [6] specifies the
EAP Re-authentication Protocol (ERP). This document specifies RADIUS
support for ERP. The procedures in RFC3579 [1] are used for
encapsulating the EAP Initiate and Finish messages specified in
RFCxxxx (draft-ietf-hokey-erx after publication) [6]. This document
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specifies attributes for the request and delivery of Domain Specific
Root Keys from the AAA/EAP server to the ER Server. Additionally,
this document also specifies RADIUS message processing rules relevant
to ERP.
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Introduction

RFC3579 [1] specifies EAP message encapsulation in RADIUS messages.
[6] defines the EAP Re-authentication Protocol to allow faster re-
authentication of a previously authenticated peer. In ERP, a peer
authenticates to the network by proving possession of key material
derived during a previous EAP exchange. For this purpose, ERP
defines two new EAP codes - EAP Initiate and EAP Finish. This
document specifies the encapsulation of these messages in RADIUS. 1In
addition, a Domain Specific Root Key (DSRK) may be transported from
the RADIUS or EAP Server to an EAP Re-authentication (ER) server in
the local domain for the purpose of re-authenticating the peer within
that domain (see Figure 2 of [6]. This document defines how the DSRK
is transported to the ER server using RADIUS.

Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [2].

This document uses terminology defined in [7], [8], [6], and [1].

RADIUS Support for ERP

The EAP Re-authentication Protocol, defined in [6], provides a
mechanism for efficient re-authentication of EAP peers that have
unexpired keying material from a previous EAP exchange. For this
purpose, an Extended Master Session Key (EMSK) based re-
authentication key hierarchy has been defined [8]. ERP may be
executed between the ER peer and an ER server in the peer's home
domain or the local domain visited by the peer. 1In the latter case,
a Domain Specific Root Key (DSRK), derived from the EMSK, is provided
to the local domain ER server. The peer and the local server
subsequently use the re-authentication key hierarchy from the DSRK to
authenticate and derive authenticator specific keys within that
domain.

The DSRK can be obtained as part of the regular EAP exchange or as
part of an ERP bootstrapping exchange. The local ER server
requesting the DSRK needs to be in the path of the EAP or ERP
bootstrapping exchange in order to request and obtain the DSRK.
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.1. Protocol Overview

RADIUS may be used to transport ERP messages between the NAS
(authenticator) and an authentication server (ER server).

In ERP, the peer sends an EAP Initiate Reauth message to the ER
server via the authenticator. Alternatively, the NAS may send an EAP
Initiate Reauth-Start message to the peer to trigger the start of
ERP; the peer then responds with an EAP Initiate Reauth message to
the NAS.

The general guidelines for encapsulating EAP messages in RADIUS from
RFC3579 [1] apply to the new EAP messages defined for ERP as well.
The EAP Initiate Reauth message is encapsulated in an EAP-Message
attribute of a RADIUS Access-Request message by the NAS and sent to
the RADIUS server. 1In order to permit non-EAP aware RADIUS proxies
to forward the Access-Request packet, the NAS MUST copy the contents
of the value field of the 'rIKName as NAI' TLV or the peer-id TLV
(when the former is not present) of the EAP Initiate Reauth message
into the User-Name attribute of the Access-Request.

The ER server processes the EAP Initiate Reauth message in accordance
with [6], and if that is successful, it responds with an EAP Finish
Reauth message indicating a success ('R' flag set to 0). The RADIUS
server MUST encapsulate the EAP Finish Reauth message with the R flag
set to zero in an EAP-Message attribute of a RADIUS Access-Accept
message. The Re-authentication Master Session Key (rMSK) is
transported along with this message to the NAS. The rMSK transport
follows the same procedures of MSK transport along with EAP Success
messages in a regular EAP exchange. The MS-MPPE-Recv-Key and MS-
MPPE-Send-Key attributes defined in RFC2548 [3] are used to transport
the rMSK from the server to the NAS as follows:

MS-MPPE-Recv-Key

rMSK (0, n/2-1)
MS-MPPE-Send-Key = rMSK (n/2, n-1)

where, 'n' is the total length of the rMSK in octets and the (x, Yy)
notation indicates the starting and ending octets of the key
material.

If the processing of the EAP Initiate Reauth message resulted in a
failure, the RADIUS server MUST encapsulate an EAP Finish Reauth
message indicating failure ('R' flag set to 1) in an EAP-Message
attribute of a RADIUS Access-Reject message. Whether the RADIUS
server sends an EAP Finish Reauth message is specified in [6].
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2. DSRK Request and Delivery

A local ER server, collocated with a RADIUS server in the peer's
visited domain, may request a DSRK from the EAP server, either in the
initial EAP exchange or in an ERP bootstrapping exchange. The key
request and delivery mechanism specified in [9] is used. A RADIUS
server acting as an ER server may include the Keying-Material
attribute defined in [9] in the RADIUS Access-Request message
containing an EAP Response packet or an EAP Initiate Reauth packet in
the EAP-Message attribute. The App ID field of the Keying-Material
attribute MUST be set to "EAP DSRK" and the Optional Data field
SHOULD be set to the domain or server identity required to derive the
DSRK. The RADIUS server requesting the DSRK needs to be in the path
of the corresponding EAP or ERP exchange between the peer and the EAP
or ER server.

The RADIUS server, acting as the EAP server, if it wishes to include
a DSRK in response to a request for it, SHOULD include the Keying-
Material attribute defined in [9] in the RADIUS Access-Accept message
(containing either an EAP Success or EAP Finish Reauth with the 'R’
flag set to ©0). The App ID of the Keying-Material attribute MUST be
set to "EAP DSRK" and the Optional Data field SHOULD be set to the
domain or server identity used by the EAP server to derive the DSRK.
The encrypted DSRK itself must be included in the Data field of the
Keying-Material attribute in accordance with [9].

.3. Conflicting Messages

In addition to the rules specified in Section 2.6.3. of RFC3579 [1],
the following combinations SHOULD NOT be sent by a RADIUS Server:

Access-Accept/EAP-Message/EAP Finish Reauth with 'R' flag set to 1
Access-Reject/EAP-Message/EAP Finish Reauth with 'R' flag set to @
Access-Reject/Keying-Material

Access-Challenge/EAP-Message/EAP Initiate Reauth

Access-Challenge/EAP-Message/EAP Finish Reauth

Security Considerations

The security considerations specified in RFC 3579 [1], RFC 2548 [3],
and [9] are applicable to this document.


https://datatracker.ietf.org/doc/html/rfc3579#section-2.6.3
https://datatracker.ietf.org/doc/html/rfc3579
https://datatracker.ietf.org/doc/html/rfc2548
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5. 1IANA Considerations

This document requires IANA registration of the following value of

the App ID field for the RADIUS Keying-Material attribute:

2 EAP DSRK
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