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Abstract

   This document describes a problem found in some popular
   implementations regarding the processing of TCP segments in which the
   local endpoint is equal to the remote endpoint.  Additionally, it
   formally updates RFC 793 clarifying how this scenario should be
   handled.

Status of this Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at http://datatracker.ietf.org/drafts/current/.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   This Internet-Draft will expire on September 30, 2012.

Copyright Notice

   Copyright (c) 2012 IETF Trust and the persons identified as the
   document authors.  All rights reserved.

   This document is subject to BCP 78 and the IETF Trust's Legal
   Provisions Relating to IETF Documents
   (http://trustee.ietf.org/license-info) in effect on the date of
   publication of this document.  Please review these documents
   carefully, as they describe your rights and restrictions with respect
   to this document.  Code Components extracted from this document must
   include Simplified BSD License text as described in Section 4.e of
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   the Trust Legal Provisions and are provided without warranty as
   described in the Simplified BSD License.
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1.  Introduction

   Some systems have been found to be unable to process TCP segments in
   which the source endpoint {Source Address, Source Port} is the same
   than the destination end-point {Destination Address, Destination
   Port}.  Such TCP segments have been reported to cause malfunction of
   a number of implementations [CERT1996], and have been exploited in
   the past to perform Denial of Service (DoS) attacks [Meltman1997].
   While these packets are very very unlikely to exist in legitimate
   scenarios, TCP should nevertheless be able to process them without
   the need of any "extra" code.

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
   document are to be interpreted as described in RFC 2119 [RFC2119].

2.  Updating RFC 793

   TCP MUST be able to gracefully handle the case where the source end-
   point (IP Source Address, TCP Source Port) is the same as the
   destination end-point (IP Destination Address, TCP Destination Port).

      A SYN segment in which the source end-point {Source Address,
      Source Port} is the same as the destination end-point {Destination
      Address, Destination Port} will result in a "simultaneous open"
      scenario, such as the one described in page 32 of RFC 793
      [RFC0793].  Therefore, those TCP implementations that correctly
      handle simultaneous opens should already be prepared to handle
      these unusual TCP segments.

3.  IANA Considerations

   This document has no IANA actions.  The RFC Editor is requested to
   remove this section before publishing this document as an RFC.

4.  Security Considerations

   This document describes a problem found in some popular
   implementations regarding the processing of TCP instances in which
   the local and the remote TCP endpoints are the equal.  It formally
   updates RFC 793, clarifying how such packets should be handled, thus
   helping prevent unexpected behaviors in host implementations.
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