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Abstract

This document describes an Extensible Provisioning Protocol (EPP)
extension for including a verification code for marking the data for
a transform command as being verified by a 3rd party, which is
referred to as the Verification Service Provider (VSP). The
verification code is digitally signed by the VSP using XML Signature
and is "base64" encoded. The XML Signature includes the VSP signer
certificate, so the server can verify that the verification code
originated from the VSP.
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Introduction

This document describes an extension mapping for version 1.0 of the
Extensible Provisioning Protocol (EPP) [REC5730]. This mapping, an
extension to EPP object mappings like the EPP domain name mapping
[REC5731], EPP host mapping [REC5732], and EPP contact mapping
[REC5733], can be used to pass a verification code to one of the EPP
transform commands. The domain name object is used for examples in
the document. The verification code is signed using XML Signature


https://datatracker.ietf.org/doc/html/rfc5730
https://datatracker.ietf.org/doc/html/rfc5731
https://datatracker.ietf.org/doc/html/rfc5732
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[W3C.CR-xmldsig-core2-20120124] and is '"base64" encoded. The
"base64" encoded text of the verification code MUST conform to
[REC2045]. The verification code demonstrates that verification was
done by a Verification Service Provider (VSP).

The Verification Service Provider (VSP) is a certified party to
verify that data is in compliance with the policies of a locality. A
locality MAY require the client to have data verified in accordance
with local regulations or laws utilizing data sources not available
to the server. The VSP has access to the local data sources and is
authorized to verify the data. Examples include verifying that the
domain name is not prohibited and verifying that the domain name
registrant is a valid individual, organization, or business in the
locality. The data verified, and the objects and operations that
require the verification code to be passed to the server is up to the
policies of the locality. The verification code represents a marker
that the verification was completed. The data verified by the VSP
MUST be stored by the VSP along with the generated verification code
to address any compliance issues. The signer certificate and the
digital signature of the verification code MUST be verified by the
server.

1.1. Conventions Used in This Document

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [RFC2119].

XML is case sensitive. Unless stated otherwise, XML specifications
and examples provided in this document MUST be interpreted in the
character case presented in order to develop a conforming
implementation.

In examples, "C:" represents lines sent by a protocol client and "S:"
represents lines returned by a protocol server. Indentation and
white space in examples are provided only to illustrate element
relationships and are not a REQUIRED feature of this protocol.

"verificationCode-1.0" is used as an abbreviation for
"urn:ietf:params:xml:ns:verificationCode-1.0". The XML namespace
prefix "verificationCode" is used, but implementations MUST NOT
depend on it and instead employ a proper namespace-aware XML parser
and serializer to interpret and output the XML documents.


https://datatracker.ietf.org/doc/html/rfc2045
https://datatracker.ietf.org/doc/html/rfc2119
https://datatracker.ietf.org/doc/html/rfc2119
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2. Object Attributes

This extension adds additional elements to EPP object mappings like
the EPP domain name mapping [REC5731], EPP host mapping [RFC5732],
and EPP contact mapping [RFC5733]. Only those new elements are
described here.

2.1. Verification Code

The Verification Code is a formatted token, referred to as the
Verification Code Token, that is digitally signed by a Verification
Service Provider (VSP) using XML Signature
[W3C.CR-xmldsig-core2-20120124], using the process described in
Section 2.1.1, and is then "base64" encoded, as defined in

Section 2.1.2. The Verification Code Token syntax is specified using
Augmented Backus-Naur Form (ABNF) grammar [RFC5234] as follows:

Verification Code Token ABNF

token = vsp-id "-" verification-id ; Verification Code Token
vsp-id = 1*DIGIT ; VSP Identifier
verification-id = 1*(DIGIT / ALPHA) ; Verification Identifier

For a VSP given VSP Identifier "1" and with a Verification Identifier
of "abc123", the resulting Verification Code Token is "1-abc123".

The Verification Identifier MUST be unique within a VSP and the VSP
Identifier MUST be unique across supporting VSP's, so the
Verification Code Token MUST be unique to an individual verification.
The VSP Identifiers MAY require registration within an IANA registry.

2.1.1. Signed Code

The <verificationCode:signedCode> is the fragment of XML that is
digitally signed using XML Signature [W3C.CR-xmldsig-core2-20120124].
The <verificationCode:signedCode> includes a required "id" attribute
of type XSD ID for use with an IDREF URI from the Signature element.
The certificate of the issuer MUST be included with the Signature so
it that can be chained with the issuer's certificate by the
validating client.

The <verificationCode:signedCode> element includes a REQUIRED "type"
attribute for use in defining the type of the signed code. It is up
to the VSP and the server to define the valid values for the "type"
attribute. Examples of possible "type" attribute values include
"domain" for verification of the domain name, "registrant" for
verification of the registrant contact, or "domain-registrant" for
verification of both the domain name and the registrant. The typed
signed code is used to indicate the verifications that are done by


https://datatracker.ietf.org/doc/html/rfc5731
https://datatracker.ietf.org/doc/html/rfc5732
https://datatracker.ietf.org/doc/html/rfc5733
https://datatracker.ietf.org/doc/html/rfc5234
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the VSP. The "type" attribute values MAY require registration within
an IANA registry.

A <verificationCode:signedCode> element substitutes for the
<verificationCode:abstractSignedCode> abstract element to define a
concrete definition of a signed code. The
<verificationCode:abstractSignedCode> element can be replaced by
other signed code definitions using the XML schema substitution
groups feature.

The child elements of the <verificationCode:signedCode> element
include:

<verificationCode:code> Contains the Verification Code Token as
defined by the ABNF in Section 2.1.

<Signature> XML Signature [W3C.CR-xmldsig-core2-20120124] for the
<verificationCode:signedCode>. Use of a namespace prefix, like
"dsig", is recommended for the XML Signature
[W3C.CR-xmldsig-core2-20120124] elements.

Example of a "domain" typed signed code using the
<verificationCode:signedCode> element and XML Signature
[W3C.CR-xmldsig-core2-20120124]:

<verificationCode:signedCode
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0"
id="signedCode">
<verificationCode:code type="domain">1-abc111
</verificationCode:code>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<Reference URI="#signedCode">
<Transforms>
<Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>wgyW3nZPoEfpptlhRILKNOQnbdtU6ArM7ShrAfHgDFg=
</DigestVvalue>
</Reference>
</SignedInfo>
<SignatureValue>
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jMu4PfyQGiJBFOGWSEPFCJjmywCEQqR2h4LD+ge6XQ+IJNmKFFCUCZS/3SLKAXOL1w
QDF02e0Y69k2G7/LGE37X3v0flobFM10oGwja8+GMVraoto5xAd4/AF7eHukgAymD
09toxo0a2h@yV4A4PmXzsU6S86XtCCUE+S/WM72nyn47zoUCzzPKHZBRyeWehVFQ+
JYRMIAMzM57HHQA+6eaXefRVtPETgUO04aVIVSugc40UAZZwbYcZrCew0aQqqqAZi
30aPOBYbAVHMSmMWSS+hFkbshomJfHxb97TD2gr1YNrQIzgXk7WbHWy2SYdA+sI/Z
ipJsXNa6osTUw1CzA7jfwA==
</Signaturevalue>
<KeyInfo>
<X509Data>
<X5@9Certificate>
MIIESTCCAzGgAwWIBAgIBAjANBgkghkiGOwOBAQSFADBiMQswCQYDVQQGEwWJVUZEL
MAKGA1UECBMCQOEXFDASBgNVBACTCOxvcyBBbmd1bGVzMRMWEQYDVQQKEwWpPJQOFO
TiBUTUNIMRsSwWGQYDVQQDExXJJQOFOTiBUTUNIIFRFU1QgQOEWHhCNMTMWMjA4MDAW
MDAWWhCNMTgwMjA3MjM10TUSW]BsMQswCQYDVQQGEWJIVUZELMAKGALIUECBMCQOEX
FDASBgNVBACTCOxvcyBBbmd1bGVzMRcwFQYDVQQKEWSWYWXpZGFOb3IgVE1DSDEQ
MB8GA1UEAXMYVmFsaWRhdG9yIFRNQOggVEVTVCBDRVJIUMIIBIjANBgkghkiGOweB
AQEFAAOCAQ8AMIIBCgKCAQEAO/cwvXhbVY1ORDWWVOYyeZpETVZVVCMCOVUVNG/ sw
WinuMgEWgVQFrz0xAO4pEhXCFVv4evbUpekJ5buquligmQy0sCKQLhOHTdPjvkC5u
pDga51F1k0TMaMkIQjs7aUKCmA4RG4t TTGK/EjR1ix8/DOgHYVR1dy1YPrMP+ou? jXxD3AQ01R
bU5dBr6IjbdLF1N05x0GOMrG7Xx50UPuurihyiURpFDpwWH8KAH1WMCCpXGXFRtGKkK
wydgyVYAty7otkl/z3bZkCVT34gPVF70sR6+QxUy8uOLzF5A/beYaZpxSYG3lamL
AdXitTWFipaIGea9lEGFMOL9+Bg7XzNn4nVLXokyEB3bgS4scG6QznX23FGk
</X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
</verificationCode:signedCode>

2.1.2. Encoded Signed Code

The <verificationCode:encodedSignedCode> element contains one or more
encoded form of the digitally signed <verificationCode:signedCode>
element, described in Section 2.1.1.

The child elements of the <verificationCode:encodedSignedCode>
element include:
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<verificationCode:code> One or more <verificationCode:code> elements
that is an encoded form of the digitally signed
<verificationCode:signedCode> element, described in
Section 2.1.1, with the encoding defined by the "encoding"
attribute with the default "encoding" value of "base64". The
"base64" encoded text of the <verificationCode:encodedSignedCode>
element MUST conform to [RFC2045].

Example <verificationCode:encodedSignedCode> element that contains
one "base64" encoded <verificationCode:signedCode> contained in the
<verificationCode:code> element:

<verificationCode:encodedSignedCode
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0">
<verificationCode:code>

ICAQICAgPHZ1cmlmawWNhdGlvbkNvZGU6c21nbmVkQ29kZQogICAgICAgIHhtbG5Z
OnzZlcmlmaWNhdGlvbkNvZGUOCiAgICAgICAQICALIdXJuOmlldGY6CcGFYyYW1z0nht
bDpuczp2ZXJIpZmljYXRpb25Db2R1LTEUMCIKICAgICAgICAgIG1kPSJIzawWduZwWRD
b2R1Ij4KICAgCQk8dmVyaWwZpY2F0awouQ29kZTpjb2R1PJELYWIJMTIZPCO2ZXJIp
Zm1jYXRpb25Db2R10mMNvZGU+CiAgPFNpZ25hdHVyZSB4bwWxucz®@iaHROcDovL3d3
dy53My5vemcvMjAWMC8w0S94bwWxkc21nIyI+CiAgIDxTawduZWRIbmZvPgogICAg
PENhbm9uaWNhbG16YXRpb25NZXRob2QKIEFsZ29yaXRobT0iaHROcDovL3d3dy53
My5vemcvMjAwMS8XMC94bWwtZXhjLWMXNG4jIi8+CiAgICA8U21nbmFOAXJI1TWVO
aG9kCiBBbGdvcm1leaGe9ImhOdHAGLY93d3cudzMub3JInLzIwMDEVMDQveG1sZHNp
Zy1tb3J113JzYS1zaGEYNTYiLz4KICAQIDXSZWZ1lcmVuY2UgVVJIJIPSIjc21lnbmVk
Q29kZSI+CiAgICAgPFRYYW5zZm9ybXM+CiAgICAgIDXUCmMFUc2ZvcmOKIEFsZ29y
aXRobT@iaHROcDovL3d3dy53My5vemcvMjAwWMC8wWOS94bwWxkc21nI2VudmVshb3Bl
ZClzaWduYXR1cmUiLz4KICAQICA8L1RYYW5zZm9ybXM+CiAgICAgPERpZ2VzdE1l
dGhvzZAogQwWxnb3JpdGhtPSJodHRw0i8vd3d3LnczLm9yZy8yMDAXLzAOL3htbGVu
YyNzaGEyNTYiLz4KIDXEaWd1c3RWYWX1ZT53Z231XM25aUG9FZnBwdGxoUKk1MS25P
UW5iZHRVNKFyTTdTaHIBZKhnREZNPTwVRG1NZXNOVmMFsdwWU+CiAgICA8L1J1ZmVy
ZW5jZT4KICAgPCOTaWduzZwWRJIbmZvPgogICA8U21nbmFOAXJ1VmFsdwWU+CiBqTXU®
UGZ5UUdpSkJIGMEdXUOVQRKkNKam15dONFcVIyaDRMRCtnZTZYUStKbm1LRkZDdUNa
Uy8zUOXLQXgwTDF3CiBRREZPMmUwWWTY5az JHNYOMROUzN1gzdk9mbG9iRkOxb0d3
amE4KOdNVNnJIhb3RVNXhBZDQvQUY3ZUhla2dBeW1ECiBvOXRveG9hMmgweVYOQTRQ
bvh6c1U2Uzg2WHRDY1VFK1MvVOO3MmM55bjQ3em9VQ3p6UEt IWk ISeWVXZWhWR1Erhttps://datatracker.ietf.org/doc/html/rfc2045
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UV1EV1FRSOV3NVAZV3hwWkdGMGIzSWAWRTFEUORFaA0OgTUI4ROEXVUVBEE1ZVm1G
C2FXUmhkRz15SUZST1EwZ2dWRVZUVKNCRFJWS1VNSU1CSWpBTkJIna3Foa21lHOXcw
QgogQVFFRKFBTONBUThBTU1JQkNNSONBUUVBbyY9jd3ZYaGIWwWwwwUKRXV3Zvewva
CEVUV1pWVMNNQ292VVZ0Zy9zdwogV21ludUlnRvdnV1FGcnoweEEWNHBFaFhDR1Z2
NGV2Y1VwZWtKNWJI1cVUxZ21ReU9zQOtRbGhPSFRkUGp2a®M1dQogCERXYTUXRmMXr
MFRNYU1rSVFqczdhVUtDbUEOUkcOdFRUROSVRWpSMW140COEMGAIWVZShGR5MV1Q
ck1QK291NwogNwWJIPVmM5Jb3MrSGlmckFOck12NHFFcXdMTDRGVFpBVXBhQ2EyQmin
WGZ5MKNTULFieEQ1T3IXZ2NTYTN2dXJoNQogc1BNQO54cWFYbULYbVFpCcFMrRHVF
QNENTThObGRhTjdSWWOqVUVLckdwWcO5rNwk5eTIVN3NgbjF6eX1VUGY3dgogTDRH
ZORZcWhKWVdWNJjFEb1hneC9KZDZDV3h2c25ERjZzY3NjUXpVVEVSK2h5d01EQVFB
Qm8OSCONSUg4TUF3RWogQTFVZEV3RUIVA1FDTUFBdOhRWURWUjBPQkJZRUZQWKYV j
SVFjRC9CajJJRNOVTEVSAW8YQURKdAmINSUANQmAOVgogSFNNRWAZUXdnWUdJBRK8w
LzdrRWgzRnVFS1IMrUS9rWUhhRCOXNNdpaGOXYWtaREJIpTVFzdONRWURWUVFHRXdK
VgogVXpFTE1Ba@dBMVVFQOJINQL1EWRXhGREFTQmdOVKJIBY1RDMHh2Y31CQmJItZGxX1i
R1Z6TVINdOVRWURWUVFLRXdwSgogUTBGT1RpQ1VUVU5JITVIZdOdRWURWUVFERXhK
S1EwRk9UaUJVVFVOSU1GUkZVMVFNUTBHQOFRRXJEZ11EV1IwWUAOQQVFILOJBUURB
Z2VBTUMOROEXVWRIA1FUTUNVdOk2QWhvQitHSFAOMGRIQTZMeT1qY213dWFXTmhi
bTR1YjNKbgogTDNSAFkyZ3VZMOpzTUEWRONTCcUdTSWIZRFFFQKN3VUFBNE1CQVFC
MNFTeTd1aSsOM2N1YktVS3dXUHJ6ejl5LwogSWtyTWVKROtgbzQwbis5dwWVrYXcz
REO1RXFpT2YvcVoOCcGpCRCsrb1I2QkpDYjZOUXVRS3dubOF6NWXFNFNzdQogeTUr
aTkzb1QzSGZ5VmMMOZO5NSWIIbTFQUzESbDAEQktyYndiekF1YS8wak tXVnpydmlw
N1RCZmp4RDNBUW8XUgogY1lU1ZEJYyNk1gqYmRMRmXuTzV4MECWbXJHN3g1T1VQdXVy
aWh5aVVScEZECHJIOEtBSDF3TWNDCcFhHWEZSdEdLawogd31kZ31WWUFOeTdvdGts
L30zY1prQ1ZUMzRnNUHZGNzBzUjYrUXhVeTh1MExX6RjVBL2J1WWFacHhTWUCzMWFt
TA0gQWRYaXRUVOZpcGFJIR2VhOWXFROZNMEW5KOJINN1h6Tm40b1ZMWGOreUVCM2JIn
UzRzYOc2UXpuWDIzRkdrCiAgIDwvWDUWOUNlcnRpZmljYXR1PgogICA8L1g1MD1E
YXRhPgogICA8LOtleUluzZzm8+CiAgPCOTaWduYXR1cmU+CgkJPC92ZXJIpZmljYXRp
b25Db2R10NNpZ251ZENVZGU+Cg==
</verificationCode:code>
</verificationCode:encodedSignedCode>

Example <verificationCode:encodedSignedCode> element that contains
two <verificationCode:code> elements ;.

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
<command>
<create>
<domain:create
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>domain.example</domain:name>
<domain:registrant>jdi234</domain:registrant>
<domain:contact type="admin">sh8013</domain:contact>
<domain:contact type="tech">sh8013</domain:contact>
<domain:authInfo>
<domain:pw>2fooBAR</domain:pw>
</domain:authInfo>
</domain:create>
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</create>
<extension>
<verificationCode:encodedSignedCode
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0">
<verificationCode:code>
ICAgICAgPHZ1lcmlmawWNhdGlvbkNvZzGU6c21nbmVkQ29kZQogICAgICAgIHhtbG5Zz
OnzlcmlmaWNhdGlvbkNvZGUOCiAgICAgICAgICALIdXJuOmlldGY6CcGFYyYW1z0nht
bDpuczp2ZXJIpZmljYXRpb25Db2R1LTEUMCIKICAQICAQICAQIG1kPSJzaWduZWRD
b2R113j4KICAgCQk8dmVyaWZpY2F0aw9uQ29kZTpjb2R1PJELYWIJMTIZPCI2ZXIp
Zm1ljYXRpb25Db2R10mMNvZGU+CiAgPFNpZ25hdHVYyZSB4bwxucz@iaHROcDovL3d3
dy53My5vemcvMjAWMC8w0S94bwWxkc21nIyI+CiAgIDxTawduZWRIbmZvPgogICAg
PENhbm9uaWNhbG16YXRpb25NZXRob2QKIEFsZ29yaXRobT0iaHROcDovL3d3dy53
My5vcmcvMjAWMS8XMCO4bWwtZXhjLWMXNG4jIi8+CiAgICA8U21nbmFOAXJ1TWVO
aG9kCiBBbGdvcm1l0aGO9ImhOdHAGLY93d3cudzMub3JnLzIWMDEVMDQveG1sZHNp
Zy1tb3J113JzYS1zaGEYNTYiLz4KICAQIDXSZWZ1lcmVuY2UgVVJIJIPSIjc21nbmVk
Q29kZSI+CiAgICAgPFRYYW5zZm9ybXM+CiAgICAgIDXUcmFuc2ZvcmOKIEFSZ29y
aXRobT@iaHROcDovL3d3dy53My5vemcvMjAwWMC8wWOS94bwWxkc21nI2VudmVsb3Bl
ZC1zaWduYXR1cmUiLz4KICAgICA8L1RyYW5zZm9ybXM+CiAgICAgPERpZ2VzdE1l
dGhvZAogQWxnb3JpdGhtPSJodHRw0i8vd3d3LnczLm9yZy8yMDAXLzAOL3htbGVu
YyNzaGEyNTYiLz4KIDxEaWd1c3RWYWX1ZT53Z231XM25aUG9FZnBwdGxoUk1MS25P
UW5iZHRVNKFyTTdTaHIBZKhnREZNPTwVRG1NZXNOVmMFsdwWU+CiAgICA8L1J1ZmVy
ZW5jZT4KICAgPCO9TaWduzZwWRJIbmZvPgogICA8U21nbmFOAXJ1VmFsdwWU+CiBqTXU®
UGZ5UUdpSkJIGMEdXUOVQRkNKam15dONFcVIyaDRMRCtnZTZYUStKbm1LRkZDdUNa
Uy8zUOXLQXgwTDF3CiBRREZPMmUWWTY5az JHNYOMROUzN1gzdk9mbG9iRkOxb0d3
amE4KOdNVNnJhb3RVNXhBZDQvQUY3ZUhla2dBeW1ECiBvOXRveG9hMmgweVYOQTRQ
bvh6c1U2Uzg2WHRDY1VFK1MvVOO3MmM55bjQ3em9VQ3p6UEt IWk ISeWVXZWhWR1Er
CiBgqWVJINSUFNek@1NOhIUUErNmVhWGVYmMUNZOUEVUZ1VPNGFWSVZTdWdjNE9VQVpa
d2JZY1pyQzZ3T2FRCXFXQVPPCiAZMGFQTOJZYKF2SE1TbVdTUytoRmtic2hvbUpm
SHhiOTdURDJINCmXZTnJIRSXpXxWGs3V2JIV3kyU11kQStzSS9aCiBpcEpzWE5hNm9z
VFV3MUN6QTAQqZndBPTOKICAgPCOTaWduYXR1cmVWYWX1ZT4KICAgPEtleUluzZm8+
CiAgICA8WDUWOURhAGE+CiAgICA8WDUWOUN1cnRpZmljYXR1PgogTULJRVNUQONB
ekdnQXdJQkFnSuJBakFOQmdrcWhraUc5dzBCQVFzRKFEQM1INUXN3Q1FZRFZRUUdF
dOpWVXpFTAOgTUFrROEXVUVDQKk1DUTBFeEZEQVNCZO5WQKFjVEMwWeHZjeUJCYm1k
bGJIHVNpPNUK13RVFZRFZRUUtFd3BKUTBGTwOogVG1CVVRVTK1INUNN3R1FZRFZRUURF
eEpKUTBGT1RpQ1lVUVU5JISUZSRIUXUWARMEV3SGhjTk1UTXdNakEO@TURBAwogTURB
d1doYO5NVGA3TWpBMO1gTTFPVFU1V2pCcO1Rc3dDUVIEV1FRROV3S1ZVekVMTUFr
ROEXVUVDQK1DUTBFeA0ogRkRBUBJINT1ZCQWNUQzB4dmN5QkJibWRsYkdwWek1SY3dG
UV1EV1FRSOV3NVAZV3hwWkdGMGIzSWAWRTFEUOGRFaA0gTUI4ROEXVUVBEE1ZVm1G
C2FXUmhkRz15SUZST1EwZ2dWRVZUVKNCRFJWS1VNSU1CSWpBTkJIna3Foa21lHOXcw
QgogQVFFRKFBTONBUThBTU1JQKNNSONBUUVBbY93jd3ZYaGIWWwWwwUKRXV3ZvewVa
CEVUV1pWVMNNQ292VVZ0Zy9zdwogV21ludUlnRvVdnV1FGcnoweEEWNHBFaFhDR1Z2
NGV2Y1VwZWtKNWJI1cVUxZ21ReU9zQOtRbGhPSFRkUGp2a®M1dQogCERXYTUXRmMXr
MFRNYU1rSVFgczdhVUtDbUEOUKkcOdFRUROSVRWpSMW140COEMGAIWVZShGR5MV1Q
ck1QK291NwogNwWJIPVmM5Jb3MrSGlmckFOck12NHFFcXdMTDRGVFpBVXBhQ2EyQmln
WGZ5MKNTULFieEQ1T3IXZ2NTYTN2dXJoNQogc1BNQO54cWFYbULYbVFpCcFMrRHVF
QNFNTThObGRhTjdSWWOqVUVLckdwWcO5rNwk5eTIVN3NgbjF6eX1VUGY3dgogTDRH
ZORZcWhKWVdWNJjFEb1hneC9KZDZDV3h2c25ERjZzY3NjUXpVVEVSK2h5d01EQVFB
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Qm8OSCIONSUg4TUF3RWogQTFVZEV3RUIVA1FDTUFBdOhRWURWUjBPQkJZRUZQWKYV j
SVFjRC9CajJJRNoVTEVSAW8YQURKdAmINSUANQmAOVgogSFNNRWdZUXdnWUdBRK8w
LzdrRWgzRnVFS1IMrUS9rwWUhhRCOXNNndpaGOXYWtaREJpTVFzdONRWURWUVFHRXdK
VgogVXpFTE1Ba@dBMVVFQOJINQLEWRXhGREFTQmdOVKJIBY1RDMHh2Y31CQmMJtZGxi</verificationCode:code>
<verificationCode:code>

PD94bwWwgdmVyc21vbj0iMS4wIiBlbmNvZGluZz0®iVVRGLTgiPz48dmVyaWZpY2F0
awouQ29kzTpzawWwduZWRDb2R1IHhtbG5z0nZlcmlmaWNhdGlvbkNvZGU9InVybjpp
ZXRmOnBhcmFtczp4bWw6bnM6édmVyawWZpY2F0aw9uQ29kZSOxLjALIG1kPSJzawdu]jZT48L2Rzawc6
U21nbmVkSW5mbz48ZHNpZzpTaWduYXR1cmVWYWX1ZT5VOUhPNV1YVWEOZUSYYXRz
U1RuQk1DU3dXMOdWUzZnUEtkaDBZT1ZicERud1d4b1BtY1R2YkVSNDE4NF1KZ3Uw
WXB3RkROMmMZLY3JVCk1YVOhncE56KQ0oycTh6MWpTcVIMUEWOUMpnRWwOeGhiOX15
CEX0ZC8XQXJIXRV1hWWZEdUc1S3FYVO5MRG5YVZzJoQkEzKOR5Wk82MFQKCTVPAORS
ZVFSVINPVWNXVE9F0TJsS1Z4M014Q1V6d1hoLOZOST1PhGtXKOZPNVZNNTZ1TmZq
UEhkU1JVdjdzQzRmMONNWmFaSWFXNQp2RmJInTmJodFJVa@hsSVhnYVNGWDgvcFdV
RXFIYOALTUXNRU1NbHBNQ3RtOF1IcXVgbOtXUkOYyUDNiK2h3ZTRSUOhSWVRjKOpB
eE1uClU4RDcIWN1iWThnSWFuZUprS2dwVTk2TOtJTGQ5L010UVhaeHZNPTO8L2RZ
aWc6U21nbmFOdXJ1VmFsdWU+PGRzaWc6S2V5SW5mbz48ZHNpZzpYNTASRGFOYT48
ZHNpZzpYNTA5Q2VydG1lmawWNhdGU+TU1JRG1UQONBbkdnQXdJQkFnSUVMCXE2SFRB
TkJna3Foa2lHOXcwQkFRCOZBREIXTVJIBdORNWURWUVFHRXdkVmJtdHViM2R1TVJIB
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dwpEZ11EV1FRSUV3ZFZibXR1YjNkdU1SQXdEZ11EV1FRSEV3ZFZibXR1YjNkdU1S
QXdEZ11EV1FRSOV3ZFZibXR1YjNkdU1SQXdEZ11EC1ZRUUXFA2RWYmM10dWIZzZHVN
Umt3RNdZRFZRUURFeEIYyW1hKcFpthGpZWFJIwYjI1RGIYUmXNQJjRYRFRFMUL1EWXhO
VE14TURBeU1sb1gKRFRNMU1EWXhNRE14TURBeU1sb3dkVEVRTUEOROEXVUVCaELI
V1c1cmJtOTNiakVRTUEOROEXVUVDQk1IV1c1icmJtOTNiakVRTUEORWpBMVVFQNhN
SFZXNXJibTkzYmpFUU1BNEdBMVVFQ2hNSFZXNXJibTkzYmpFUU1BNEdBMVVFQ3hN
SFZXNXJibTkzYmpFWk1CYOdBMVVFCkF4TVFkbVZz5YVdacFkyRjBhVz11UTI5alpu
QONBUO13RFFZSktvWwk1odmNOQVFFQk JRQURNZOVQQURDQOFRbONNZOVCQUpP]Y2pY
cmsKUWFJL21HUEZ3WmVIT]jFnRFVhcT1tVnImQis2eWR5Qmdoc2FHVFZoaERIOFNO@d5SXN2eU03bi910FhBRDIKbnol1T1lcvek5GWnlrZDAzT2N3M240NkZX
Cc1IwVD1BbFBEWHQXUj1mMjZMd11xdjk3dwWtVNECrMVRINHOrVOF2TCtVRKOFVNNuU
PC9kc21n01g1MD1DZXJ0aWZpY2FOZT48L2RzaWc6WDUWOURhAGE+PC9kc21n0Oktl
eUluzm8+PC9kc21n01NpZ25hdHVyZT48L3Z1cmlmawWNhdGlvbkNvZGU6c21nbmVk
Q29kZT4=
</verificationCode:code>

</verificationCode:encodedSignedCode>

</extension>

<clTRID>ABC-12345</cl1TRID>

</command>

</epp>

2.2. Verification Profile

A Verification Profile defines the set of verification code types,
the commands that the verification code types are required,
supported, or not supported, and the grace period by which the
verification code types MUST be set. A server MAY support many
verification profiles, each with a unique name and a unique
verification policy that is implemented by the server. Each client
MAY have zero or more server assigned verification profiles that will
enforce the required verification policies. Most likely a client
will be assigned zero or one server assigned verification profile,
but overlapping profiles is possible. Overlapping verification
profiles MUST be treated as a logical "and" of the policies by the
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server. If no verification profile is assigned to the client, no
additional verification is required by the client.

[*S)

EPP Command Mapping

A detailed description of the EPP syntax and semantics can be found
in the EPP core protocol specification [RFC5730].

3.1. EPP Query Commands

EPP provides three commands to retrieve object information: <check>
to determine if an object is known to the server, <info> to retrieve
detailed information associated with an object, and <transfer> to
retrieve object transfer status information.

3.1.1. EPP <check> Command

This extension does not add any elements to the EPP <check> command
or <check> response described in the [REC5730].

3.1.2. EPP <info> Command

This extension defines additional elements to extend the EPP <info>
command of an object mapping like the EPP domain name mapping
[REC5731], EPP host mapping [REC5732], and EPP contact mapping
[RFC5733].

The EPP <info> command is used to retrieve the verification
information. The verification information is based on the
verification profile, as defined in Section 2.2, set in the server
for the client. The <verificationCode:info> element is an empty
element that indicates that the client requests the verification
information. The OPTIONAL "profile" attribute can be used by the
client to explicitly specify a verification profile, as defined in
Section 2.2, to base the verification information on. It is up to
server policy on the set of verification profiles that the client is
allowed to explicitly specify, and if the client is not allowed, the
server MUST return the 2201 error response.


https://datatracker.ietf.org/doc/html/rfc5730
https://datatracker.ietf.org/doc/html/rfc5730
https://datatracker.ietf.org/doc/html/rfc5731
https://datatracker.ietf.org/doc/html/rfc5732
https://datatracker.ietf.org/doc/html/rfc5733
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Example <info> domain command with the <verificationCode:info>
extension to retrieve the verification information for the domain
"domain.example", using the profiles associated with the client:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
C: <command>

C <info>

c <domain:info

c xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
C <domain:name>domain.example</domain:name>

C </domain:info>

C </info>

C: <extension>

C: <verificationCode:info

C xmlns:verificationCode=

c "urn:ietf:params:xml:ns:verificationCode-1.0"/>
C </extension>

C <clTRID>ABC-12345</clTRID>

c </command>

C:</epp>

Example <info> domain command with the <verificationCode:info>
extension to retrieve the verification information for the domain
"domain.example", using the profiles associated with the client and
with the authorization information to retrieve the verification codes
from the non-sponsoring client:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">

C: <command>

c <info>

c <domain:info

C xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
C <domain:name>domain.example</domain:name>

c <domain:authInfo>

c <domain:pw>2fo0oBAR</domain: pw>

C </domain:authInfo>

C: </domain:info>

C: </info>

c <extension>

C <verificationCode:info

c xmlns:verificationCode=

c "urn:ietf:params:xml:ns:verificationCode-1.0"/>
c </extension>

C <clTRID>ABC-12345</clTRID>

c </command>

C:</epp>
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Example <info> domain command with the <verificationCode:info>
extension to retrieve the verification information for the domain
"domain.example", using the the "sample" profile:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">

C: <command>

C <info>

c <domain:info

c xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
C <domain:name>domain.example</domain:name>
C </domain:info>

C </info>

C: <extension>

C: <verificationCode:info
C xmlns:verificationCode=

c "urn:ietf:params:xml:ns:verificationCode-1.0"
C profile="sample"/>

C </extension>

c <clTRID>ABC-12345</cl1TRID>

C: </command>

C:</epp>

If the query was successful, the server replies with a
<verificationCode:infData> element along with the regular EPP
<resData>. The <verificationCode:infData> element contains the
following child elements:

<verificationCode:status> The status of the verification for the
object, using all of the verification profiles assigned to the
client. There are four possible values for the status:

notApplicable The status is not applicable to the client since
there is no assigned verification profile.

nonCompliant The object is non-compliant according to the
verification profiles. If at least one of the profiles is
"nonCompliant", the object is "nonCompliant".

pendingCompliance The object is not in compliance with the
verification profiles, but has a grace period to set the
required set of verification codes, as reflected by the due
date of the verification code type. If at least one of the
profiles is "pendingCompliance" and none of the profiles is
"nonCompliant", the object is "pendingCompliance".

compliant The object is compliant with the verification
profiles. If All of the profiles for the object are
"compliant" or if the object has no assignd profiles, the
object is "compliant".
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<verificationCode:profile> Zero or more OPTIONAL

<verificationCode:profile>
status of the object based
attribute defines the name
<verificationCode:profile>
elements:

<verificationCode:status>

object and the profile.

the status:

elements that defines the verification
on the profile. The required "name"
of the profile. The

element contains the following child

The status of the verification for the
There are four possible values for

notApplicable The profile status is not applicable to the
client based on the assigned verification profiles or the

profile specified.

nonCompliant The object is non-compliant according to the
verification profile.

pendingCompliance The

object is not in compliance with the

verification profile, but has a grace period to set the
required set of verification codes, as reflected by the
due date of the verification code type.

compliant The object is compliant with the verification

profile.
<verificationCode:missing>

OPTIONAL list of missing verification

code types. The <verificationCode:missing> element is

returned only if there
code type and based on

is at least one missing verification
server policy. The

<verificationCode:missing> element contains the following

child elements:

<verificationCode:code>

One or more <verificationCode:code>

elements that is empty with the REQUIRED "type" attribute
that indicates the verification code type and the
REQUIRED "due" attribute that indicates when the
verification code type was or is due. Past due
verification code types will result in the
<verificationCode:status> element being set to

"nonCompliant".

<verificationCode:set> OPTIONAL list of set verification codes.

The <verificationCode:set> element is returned only if there
is at least one set verification code. The
<verificationCode:set> element contains the following child
elements:
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<verificationCode:code>

verificationCode
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One or more <verificationCode:code>

elements containing the verification code with a REQUIRED
"type" attribute that indicates the code type and a
REQUIRED "date" attribute that indicates when the
verification code was set.
value is up server policy, so if the server determines
that the code value cannot be exposed to a non-sponsoring

client,
empty.

The inclusion of the code

the <verificationCode:code> element MUST be

Example <info> domain response using the <verificationCode:infData>
extension for a compliant domain using the "sample" profile, and with
the two verification codes, from the sponsoring or authorized client:

S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>

S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">

S: <response>

</result>
<resData>

</resData>
<extension>

OO nunununuonnumnnmonnmnnunununununnnnmnunmnnnonuon

<domain:
<domain:
<domain:
<domain:
<domain:
<domain:

<domain:

<result code="1000">
<msg>Command completed successfully</msg>

<domain:infData
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
name>domain.example</domain:name>

roid>DOMAIN-REP</domain:roid>

status s="ok"/>

clID>ClientX</domain:
crID>ClientY</domain:
crDate>2010-04-03T22:
</domain:crDate>
exDate>2015-04-03T22:
</domain:exDate>
<domain:
<domain:pw>2fooBAR</domain
</domain:authInfo>
</domain:infData>

authInfo>

<verificationCode:infData
xmlns:verificationCode=
"urn:ietf:params:xml:ns
<verificationCode:status>compliant
</verificationCode:status>
<verificationCode:profile name="sample'">
<verificationCode:status>compliant
</verificationCode:status>
<verificationCode:set>
<verificationCode:code type="domain"

cliD>
crIib>
00:00.0Z

00:00.0Z

D pw>

:verificationCode-1.0">
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S
S
S
S
S
S
S:
S:
S:
S
S
S
S
S
S:

date="2010-04-03T22:00:

</verificationCode:code>

verificationCode March 2016

00.0Z2">1-abc333

<verificationCode:code type="registrant"

date="2010-04-03T22:00:

</verificationCode:code>
</verificationCode:set>
</verificationCode:profile>

</verificationCode:infData>
</extension>
<trID>
<CclTRID>ABC-12345</clTRID>
<sVTRID>54322-XYZ</svTRID>
</trID>
</response>

00.0Z2">1-abc444

Example <info> domain response using the <verificationCode:infData>
extension for a compliant domain using the "sample" profile, and with
the two verification codes, from the sponsoring or authorized client
that also includes codes set for the "sample2" profile:

S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">

S:

O nmnununununonunnmnmnmnmnmnnnununununuonuonuon

<response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<resData>
<domain:infData

xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>domain.example</domain:name>
<domain:roid>DOMAIN-REP</domain:roid>

<domain:status s="ok"/>

<domain:clID>ClientX</domain:
<domain:crID>ClientY</domain:
<domain:crDate>2010-04-03T22:

</domain:crDate>

<domain:exDate>2015-04-03T22:

</domain:exDate>

<domain:authInfo>
<domain:pw>2fooBAR</domain

</domain:authInfo>

</domain:infData>
</resData>
<extension>
<verificationCode:infData

xmlns:verificationCode=

cliD>
cribD>
00:00.0Z

00:00.0Z

D pw>

"urn:ietf:params:xml:ns:verificationCode-1.0">



Gould Expires September 11, 2016 [Page 17]



Internet-Draft verificationCode

OO unuunuununmnmnunmnnnnunuonnunununnonmnonnnnununuonuon

<verificationCode:status>compliant
</verificationCode:status>
<verificationCode:profile name="sample'">
<verificationCode:status>compliant
</verificationCode:status>
<verificationCode:set>
<verificationCode:code type="domain"
date="2010-04-03T22:00:00.02">1-abc333
</verificationCode:code>
<verificationCode:code type="registrant"
date="2010-04-03T22:00:00.02">1-abc444
</verificationCode:code>
</verificationCode:set>
</verificationCode:profile>
<verificationCode:profile name="sample2">
<verificationCode:status>notApplicable
</verificationCode:status>
<verificationCode:set>
<verificationCode:code type="domain"
date="2010-04-03T22:00:00.02">2-abc555
</verificationCode:code>
</verificationCode:set>
</verificationCode:profile>
</verificationCode:infData>
</extension>
<trID>
<clTRID>ABC-12345</clTRID>
<SVTRID>54322-XYZ</sVTRID>
</trID>

</response>
1</epp>

March 2016
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Example <info> domain response using the <verificationCode:infData>
extension for a compliant domain using the "sample" profile, and with
the two verification code types, from the non-sponsoring client:

S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
S: <response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<resbata>
<domain:infData
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>domain.example</domain:name>
<domain:roid>DOMAIN-REP</domain:roid>
<domain:status s="ok"/>
<domain:clID>ClientX</domain:clID>
<domain:crID>ClientY</domain:crID>
<domain:crDate>2010-04-03T22:00:00.0Z
</domain:crDate>
<domain:exDate>2015-04-03T22:00:00.0Z
</domain:exDate>
</domain:infData>
</resbData>
<extension>
<verificationCode:infData
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0">
<verificationCode:status>compliant
</verificationCode:status>
<verificationCode:profile name="sample'">
<verificationCode:status>compliant
</verificationCode:status>
<verificationCode:set>
<verificationCode:code type="domain"
date="2010-04-03T22:00:00.02"/>
<verificationCode:code type="registrant"
date="2010-04-03T22:00:00.02"/>
</verificationCode:set>
</verificationCode:profile>
</verificationCode:infData>
</extension>
<trID>
<CclTRID>ABC-12345</clTRID>
<SVTRID>54322-XYZ</svTRID>
</triD>
</response>
1</epp>

OO nunununuunnmnumnunomnnmnunununnununnmununmunonmnnnunununuonunnonmnununnon
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Example <info> domain response using the <verificationCode:infData>
extension for a non-compliant domain using the "sample" profile, and
with the verification code types missing along with their due dates:
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S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">

S:

OO unuuouunununnmnmnmnnnmonununnuonnnmnonmonmonnnnunununnunnnmnonunnnnunuonon

<response>

<result code="1000">
<msg>Command completed successfully</msg>
</result>
<resData>
<domain:infData
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>domain.example</domain:name>
<domain:roid>DOMAIN-REP</domain:roid>
<domain:status s="serverHold"/>
<domain:clID>ClientX</domain:clID>
<domain:crID>ClientY</domain:crID>
<domain:crDate>2010-04-03T22:00:00.0Z
</domain:crDate>
<domain:exDate>2015-04-03T22:00:00.0Z
</domain:exDate>
</domain:infData>
</resData>
<extension>
<verificationCode:infData
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0">
<verificationCode:status>nonCompliant
</verificationCode:status>
<verificationCode:profile name="sample'">
<verificationCode:status>nonCompliant
</verificationCode:status>
<verificationCode:missing>
<verificationCode:code
type="domain"
due="2010-04-03T22:00:00.0Z2"/>
<verificationCode:code
type="registrant"
due="2010-04-08T22:00:00.0Z2"/>
</verificationCode:missing>
</verificationCode:profile>
</verificationCode:infData>
</extension>
<trID>
<clTRID>ABC-12345</clTRID>
<sVTRID>54322-XYZ</svTRID>
</triD>

</response>
1</epp>

March 2016

Example <info> domain response using the <verificationCode:infData>
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extension for a pending compliance domain using the "sample" profile,
with the verification code type missing along with the due date, and
with set verification code:
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S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
S: <response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<resbata>
<domain:infData
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>domain.example</domain:name>
<domain:roid>DOMAIN-REP</domain:roid>
<domain:status s="ok"/>
<domain:clID>ClientX</domain:clID>
<domain:crID>ClientY</domain:crID>
<domain:crDate>2010-04-03T22:00:00.0Z
</domain:crDate>
<domain:exDate>2015-04-03T22:00:00.0Z
</domain:exDate>
</domain:infData>
</resData>
<extension>
<verificationCode:infData
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0">
<verificationCode:status>pendingCompliance
</verificationCode:status>
<verificationCode:profile name="sample'">
<verificationCode:status>pendingCompliance
</verificationCode:status>
<verificationCode:missing>
<verificationCode:code
type="registrant"
due="2010-04-08T22:00:00.0Z2"/>
</verificationCode:missing>
<verificationCode:set>
<verificationCode:code type="domain"
date="2010-04-03T22:00:00.02">1-abc333
</verificationCode:code>
</verificationCode:set>
</verificationCode:profile>
</verificationCode:infData>
</extension>
<trID>
<clTRID>ABC-12345</clTRID>
<SVTRID>54322-XYZ</sVvTRID>
</triD>
</response>
1</epp>

OO nununuunuunmunmumonuuomnnmnununununununnmnnmononmnnnuonununununnonmnuonmnnnonunuonuon
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Example <info> domain response using the <verificationCode:infData>
extension for a client that does not have a verification profile
assigned:

S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
S: <response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<resData>
<domain:infData
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>domain.example</domain:name>
<domain:roid>DOMAIN-REP</domain:roid>
<domain:status s="ok"/>
<domain:clID>ClientX</domain:clID>
<domain:crID>ClientY</domain:crID>
<domain:crDate>2010-04-03T22:00:00.0Z
</domain:crDate>
<domain:exDate>2015-04-03T22:00:00.0Z
</domain:exDate>
</domain:infData>
</resData>
<extension>
<verificationCode:infData
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0">
<verificationCode:status>notApplicable
</verificationCode:status>
</verificationCode:infData>
</extension>
<trID>
<Cc1TRID>ABC-12345</c1TRID>
<sVTRID>54322-XYZ</svTRID>
</trID>
</response>
1</epp>

OO uOunuuouununmunmununmnnmnnnunununununnnmnunnnnnunonuon

3.1.3. EPP <transfer> Command

This extension does not add any elements to the EPP <transfer> query
command or <transfer> response described in the [REC5730].
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3.2. EPP Transform Commands

EPP provides five commands to transform objects: <create> to create
an instance of an object, <delete> to delete an instance of an
object, <renew> to extend the validity period of an object,
<transfer> to manage object sponsorship changes, and <update> to
change information associated with an object.

3.2.1. EPP <create> Command

This extension defines additional elements to extend the EPP <create>
command of an object mapping like the EPP domain name mapping
[REC5731], EPP host mapping [RFEC5732], and EPP contact mapping
[RFC5733].

The EPP <create> command provides a transform operation that allows a
client to create an object. 1In addition to the EPP command elements
described in an object mapping like [RFC5731], the command MAY
contain a child <verificationCode:encodedSignedCode> element, as
defined in Section 2.1.2, that identifies the extension namespace for
the client to provide proof of verification by a Verification Service
Provider (VSP). The server MAY support multiple policies for the
passing of the <verificationCode:encodedSignedCode> element based on
the client profile, which include:

required The client MUST pass a valid
<verificationCode:encodedSignedCode> element containing the
required set of verification codes. If a
<verificationCode:encodedSignedCode> element is not passed or the
required set of verification codes is not included, the server
MUST return an EPP error result code of 2306. If an invalid
<verificationCode:encodedSignedCode> element is passed, the
server MUST return an EPP error result code of 2005.

optional The client MAY pass a valid
<verificationCode:encodedSignedCode> element. If an invalid
<verificationCode:encodedSignedCode> element is passed, the
server MUST return an EPP error result code of 2005.

not supported The client MUST NOT pass a
<verificationCode:encodedSignedCode> element. If a
<verificationCode:encodedSignedCode> element is passed, the
server MUST return an EPP error result code of 2102.

Example <create> command to create a domain object with a
verification code:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
C: <command>


https://datatracker.ietf.org/doc/html/rfc5731
https://datatracker.ietf.org/doc/html/rfc5732
https://datatracker.ietf.org/doc/html/rfc5733
https://datatracker.ietf.org/doc/html/rfc5731
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<create>
<domain:create
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>domain.example</domain:name>
<domain:registrant>jdi234</domain:registrant>
<domain:contact type="admin">sh8013</domain:contact>
<domain:contact type="tech">sh8013</domain:contact>
<domain:authInfo>
<domain:pw>2fooBAR</domain: pw>
</domain:authInfo>
</domain:create>
</create>
<extension>
<verificationCode:encodedSignedCode
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0">
<verificationCode:code>
:ICAgICAgPHZ1lcmlmawWNhdGlvbkNvZGU6c21nbmVkQ29kZQogICAgICAgIHhtbG52z
:0nZlcmlmawWNhdGlvbkNvZGU9CiAgICAgQICAgICALIdXJuOm11ldGY6CGFyYW1z0Onht
:bDpuczp2zXIpzZmljYXRpb25Db2R1ILTEUMCIKICAGICAQICAQIG1kPSJzaWduZwWRD
:b2R1Ij4KICAgCQk8dmVyaWZpY2F0aw9uQ29kZTpjb2R1PFELYWIJMTIZPCI2ZXIp
:Zm1jYXRpb25Db2R10mMNVZGU+CiAgPFNpZ25hdHVyZSB4bwWxucz®iaHROcDovL3d3
:dy53My5vemcvMjAWMC8wW0S94bwWxkec21nIyI+CiAgIDxTawduZWRJIbmZvPgogICAg
:PENhbm9uaWNhbG16YXRpb25NZXRob2QKIEFsZ29yaXRobT@iaHROcDovL3d3dy53
:My5vemcvMjAwMS8XMC94bWwtZXhj LWMXNG4jI18+CiAgICA8U21nbmFOAXJI1TWVO
:aG9kCiBBbGdvcmloaGe9IMhOdHAGLY93d3cudzMub3JInLzIwMDEVMDQveG1sZHNp
1Zy1th3J1I3JzYS1zaGEYNTY1LZz4KICAQIDXSZWZ1lcmVuY2UgVVJJPSIjc21lnbmVk
:Q29kZSI+CiAgICAgPFRYYW5zZm9ybXM+CiAgICAgIDXUCmFUC2ZvCmOKIEFSZ29y
:aXRobTOiaHROcDovL3d3dy53My5vemcvMjAWMC8wWO0S94bwWxkc21nI2VudmVsh3Bl
:ZC1zaWduYXR1cmUiLz4KICAQICA8SL1RYyYW5zZm9ybXM+CiAgICAQPERpZ2VzdE1l
:dGhvZAogQWxnb3JpdGhtPSJodHRW0i8vd3d3LnczLm9yZy8yMDAXLzAOL3htbGVu
:YYNzaGEyNTYiLz4KIDxEaWd1c3RWYWXx1ZT53231XM25aUG9FZnBwdGxoUk1MS25P
:UW51ZHRVNKFyTTdTaHIBZKhNnREZNPTWVRG1nZXNOVmMFsdWU+CiAgICA8L1J1ZmVy
1ZW5jZT4KICAgPCOTawduzZWRJIbmZvPgogICA8U21nbmFOAXJ1VmFsdwWU+CiBqTXUO®
:UGZ5UUdpSkJIGMEAXUOVQRKNKam15dONFcVIyaDRMRCtnZTZYUStKbm1LRkZDdUNa
:Uy8zUOXLQXgwTDF3CiBRREZPMmUWWTY5az JHNY9MROUzN1gzdk9mbG9iRkOxb0d3
:amE4KOdNVNJIhb3RvVNXhBZDQvQUY3ZUh1la2dBeW1lECiBvOXRveGO9hMmgweVYOQTRQ
:bvh6c1U2Uzg2WHRDY1VFK1MVVOO3MmM55bjQ3em9VQ3p6UEt IWkISeWVXZWhWR1Er
:CiBgWVJINSUFNekO@1NOhIUUErNmVhWGVmUNZOUEVUZ1VPNGFWSVZTdwd jNEQVQVpa
:d2JZY1pyQzZ3T2FRcXFXQVppCiAzMGFQTOJIZYKF2SE1TbVdTUytoRmtic2hvbUpm
:SHhi0TdURDJINCmMXZTNnJIRSXpxWGs3V2JIV3kyU11kQStzSS9aCiBpcEpzWEShNm9z
:VFV3MUN6QTAqZndBPTOKICAgPCOTaWduYXR1cmVWYWX1ZT4KICAgPEtleUluzZm8+
:C1AgICA8WDUWOURhAGE+CiAgICA8WDUwWOUN1cnRpZmljYXR1PgogTULIJRVNUQONB
:ekdnQXdJQkFnSUJBakFOQmdrcwWhrauc5dzBCQVFzRKFEQm1INUXN3Q1FZRFZRUUdF
1 dOpWVXpFTAOgTUFrROEXVUVDQk1DUTBFeEZEQVNCZO5WQKFjVEMweHZjeUJCYm1k
:bGIHVNpPNUK13RVFZRFZRUUtFd3BKUTBGTwogVG1CVVRVTK1INUNN3R1FZRFZRUURF
:eEpKUTBGT1RpQ1VUVU5JISUZSRIUXUWARMEV3SGhjTk1UTXdNakEOTURBdwogTURB
:d1doYO5NVGA3TWpBMO1qTTFPVFU1V2pCcO®1RCc3dDUVIEVIFRROV3S1ZVekVMTUFr

el eolNeol ol ololololololololololololNolololololololololololololololololololololololololololeololeol ool
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:ROEXVUVDQk1DUTBFeA0OgRKRBUOJINT1ZCQWNUQzB4dmN5QkJibWRsYkdwWek1SY3dG
:UV1EV1FRSOV3NVdZV3hwWkdGMGIzSWAWRTFEUORFaAogTUI4ROEXVUVBeE1ZVm1G
:C2FXUmhkRz15SUZST1EWZ2dWRVZUVKNCRFJIWS1VNSUL1CSWpBTkJna3Foa21HOXcw
:QQOgQVFFRKFBTONBUThBTU1JQkNNnSONBUUVBbyY9jd3ZYaGIWWwwWwwwUKRXV3ZvewVa
:CEVUV1pWVmMNNQ292VVZ0Zy9zdwogV2ludUlnRVdnV1FGcnoweEEWNHBFaFhDR1Z2
:NGV2Y1VwZWtKNWJI1cVUxZ21ReU9zQOtRbGhPSFRkUGp2a®M1dQogCERXYTUXRmMXr
:MFRNYU1rSVFqczdhVUtDbUEOUkcOdFRUROSVRWpSMW140C9EMGAIWVZSbGR5MV1Q
:ck1QK291NwogNWJIPVm5Jb3MrSGImckFOCck12NHFFcXdMTDRGVFpBVXBhQ2EyQmin
:WGZ5MKNTULFieEQ1T3IXZ2NTYTN2dXJoNQogc1BNQO54cWFYbUlYbVFpcFMrRHVF
:QNFNTThObGRhTjdSWwWIqVUVLckdWcO5rNWk5eTIVN3NgbjF6eX1vVUGY3dgogTDRH
1 ZORZcWhKWVAWNjFEb1hneC9KZDzZDV3h2c25ERjZzY3NjUXpVVEVsK2h5d01EQVFB
:Qm80SCIONSUg4TUF3RWOgQTFVZEV3RUIVA1FDTUFBAOhRWURWU jBPQkJZRUZQWKYV j
:SVFjRC9CajJIRNoOVTEVSdAW8YQURKAmM1INSUANQmMdOVgogSFNNRWAZUXdnWUdBRk 8w
:LzdrRWgzRnNVFS1MruUS9rwUhhRCOXNndpaG9XYWtaREJpTVFzdONRWURWUVFHRXdK
:VgogVXpFTE1Ba@dBMVVFQOJINQLEWRXhGREFTQmdOVKJIBY1RDMHh2Y31CQmMJItZGxi
:R1Z6TVINAOVRWURWUVFLRXdwSgogUTBGT1RpQ1lVUVU5JITVIZdOdRWURWUVFERXhK
:S1EwRk9UaUJVVFVOSU1GUKkZVMVFNUTBHQOFRRXJEZ11EV1IwUA0OQQVFILOJBUURB
:Z2VBTUMOROEXVWRIA1FUTUNVdOk2QWhvQitHSFdOMGRIQTZMeT1lqY213dWFXTmhi
:bTR1YjNKbgogTDNSdFKkyZ3VZMOpzTUEWRONTCcUdTSWIZRFFFQKN3VUFBNE1CQVFC
‘MNFTeTd1aSsOM2N1YktVS3dXUHJI6ejl5LwogSWtyTWVKROtgbzQwbis5dwWVrYXcz
:REOIRXFpT2YvcVoOCGPCRCsrbl1I2QkpDYjZOUXVRS3dubOF6NWXFNFNzdQogeTUr
:aTkzb1QzSGZ5VmMMOZO5NSWOIbTFQUzES5bDAEQktyYndiekF1YS8waktXVnpydmiw
:N1RCZmp4RDNBUW8xUgogY1U1ZEJyNk1qYmMRMRmXuUTzV4AMECWbXJHN3g1T1VQdXVy
:aWh5aVVSCcEZECHAIOEtBSDF3TWNDcFhHWEZSdEdLawogd31kZ31WWUFOeTdvdGts
:L30zY1lprQ1ZzUMzRnNUHZGNzBzUjYrUXhVeTh1MEX6RjVBL2J1WWFacHhTWUCzMWFt
: TAOgQWRYaXRUVOZpcGFIR2VhOWXFROZNMEWSKOJINN1h6Tm40b1ZMWG9reUVCM2JIn
:UzRzYOc2UXpuwDIzRkdrCiAgIDwvWDUwOUNI1cnRpZmljYXR1PgogICA8L1g1MD1E
:YXRhPgogICA8LOtleUluZm8+CiAgPC9TawduYXR1cmU+CgkIPC92ZXIpZmljYXRp
:b25Db2R10NNpZ251ZENVZGU+Cg==
</verificationCode:code>
</verificationCode:encodedSignedCode>
</extension>
<clTRID>ABC-12345</clTRID>
</command>
1</epp>

[eleoleleololololololololololololololololololololololololololeol ol el el eNe)

This extension does not add any elements to the EPP <create> response
described in the [REC5730].

3.2.2. EPP <delete> Command

This extension defines additional elements to extend the EPP <delete>
command and response in the same fashion as defined for the EPP
<create> Command (Section 3.2.1).
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3.

.3. EPP <renew> Command

3.

This extension defines additional elements to extend the EPP <renew>
command and response in the same fashion as defined for the EPP
<create> Command (Section 3.2.1).

.4. EPP <transfer> Command

3.

This extension defines additional elements to extend the EPP
<transfer> command and response in the same fashion as defined for
the EPP <create> Command (Section 3.2.1).

.5. EPP <update> Command

[

This extension defines additional elements to extend the EPP <update>
command and response in the same fashion as defined for the EPP
<create> Command (Section 3.2.1).

Formal Syntax

One schema is presented here that is the EPP Verification Code
Extension schema.

The formal syntax presented here is a complete schema representation
of the object mapping suitable for automated validation of EPP XML
instances. The BEGIN and END tags are not part of the schema; they
are used to note the beginning and ending of the schema for URI
registration purposes.

Verification Code Extension Schema

BEGIN
<?xml version="1.0" encoding="UTF-8"?>
<schema

targetNamespace=

"urn:ietf:params:xml:ns:verificationCode-1.0"
xmlns:verificationCode=

"urn:ietf:params:xml:ns:verificationCode-1.0"
xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#"
xmlns="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified">

<annotation>
<documentation>
Extensible Provisioning Protocol v1.0
Verification Code Extension.
</documentation>
</annotation>
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<import namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemaLocation="xmldsig-core-schema.xsd"/>

<!-- Abstract signed code for substitution -->

<element name="abstractSignedCode"
type="verificationCode:abstractSignedCodeType"
abstract="true"/>

<!-- Empty type for use in extending for a signed code -->
<complexType name="abstractSignedCodeType"/>

<!-- Definition of concrete signed code -->

<element name="signedCode"
type="verificationCode:signedCodeType"
substitutionGroup="verificationCode:abstractSignedCode"/>

<complexType name="signedCodeType'">
<complexContent>
<extension base="verificationCode:abstractSignedCodeType">
<sequence>
<element name="code"
type="verificationCode:verificationCodeType"/>
<element ref="dsig:Signature"/>
</sequence>
<attribute name="id" type="ID" use="required"/>
</extension>
</complexContent>
</complexType>

<simpleType name="verificationCodeValueType">
<restriction base="token">
<pattern value="\d+-[A-Za-z0-9]+"/>
</restriction>
</simpleType>

<complexType name="verificationCodeType'">
<simpleContent>
<extension base=
"verificationCode:verificationCodeValueType'">
<attribute name="type" type="token"
use="required"/>
</extension>
</simpleContent>
</complexType>

<!-- Definition of an encoded signed code -->
<element name="encodedSignedCode"
type="verificationCode:encodedSignedCodeListType"/>

2016
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<complexType name="encodedSignedCodelListType">
<sequence>
<element name="code"
type="verificationCode:encodedSignedCodeType"
minOccurs="1" max0ccurs="unbounded"/>
</sequence>
</complexType>

<complexType name="encodedSignedCodeType">
<simpleContent>
<extension base="token">
<attribute name="encoding"
type="token" default="base64"/>
</extension>
</simpleContent>
</complexType>

<!-- info command extension elements -->
<element name="info" type="verificationCode:infoType"/>

<complexType name="infoType">
<simpleContent>
<extension base="token">
<attribute name="profile" type="token"/>
</extension>
</simpleContent>
</complexType>

<!-- info response extension elements -->
<element name="infData" type="verificationCode:infDataType"/>

<complexType name="infDataType">
<sequence>
<element name="status"
type="verificationCode:statusEnum"/>
<element name="profile"
type="verificationCode:profileDataType"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>

<complexType name="profileDataType">
<sequence>
<element name="status"
type="verificationCode:statusEnum"/>
<element name="missing"
type="verificationCode:missingCodes"
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minOccurs="0"/>
<element name="set"
type="verificationCode:codesType"
minOccurs="0"/>
</sequence>
<attribute name="name" type="token"/>
</complexType>

<simpleType name="statusEnum">
<restriction base="token">
<enumeration value="notApplicable'"/>
<enumeration value="nonCompliant"/>
<enumeration value="pendingCompliance"/>
<enumeration value="compliant"/>
</restriction>
</simpleType>

<complexType name="missingVerificationCode">
<simpleContent>
<extension base="token">
<attribute name="type" type="token"
use="required"/>
<attribute name="due" type="dateTime"
use="required"/>
</extension>
</simpleContent>
</complexType>

<complexType name="missingCodes">
<sequence>
<element name="code"
type="verificationCode:missingVerificationCode"
minOccurs="1" maxOccurs="unbounded"/>
</sequence>
</complexType>

<complexType name="infoVerificationCodeType">
<simpleContent>
<extension base="token">
<attribute name="type" type="token"
use="required"/>
<attribute name="date" type="dateTime"
use="required"/>
</extension>
</simpleContent>
</complexType>

<complexType name="codesType">



Gould Expires September 11, 2016 [Page 31]



Internet-Draft verificationCode March 2016

5.

5.1. XML Namespace

al

<sequence>
<element name="code"
type="verificationCode:infoVerificationCodeType"
minOccurs="1" maxOccurs="unbounded"/>
</sequence>
</complexType>

</schema>
END

IANA Considerations

This document uses URNs to describe XML namespaces and XML schemas
conforming to a registry mechanism described in [RFC3688].

Registration request for the verificationCode namespace:
URI: ietf:params:xml:ns:verificationCode-1.0
Registrant Contact: See the "Author's Address" section of this

document.
XML: None. Namespace URIs do not represent an XML specification.

Registration request for the verificationCode XML schema:
URI: ietf:params:xml:ns:verificationCode-1.0
Registrant Contact: See the "Author's Address" section of this
document.
XML: See the "Formal Syntax" section of this document.
EPP Extension Registry
The EPP extension described in this document should be registered by
the IANA in the EPP Extension Registry described in [REC7451]. The

details of the registration are as follows:

Name of Extension: "Verification Code Extension for the Extensible
Provisioning Protocol (EPP)"

Document status: Standards Track
Reference: (insert reference to RFC version of this document)
Registrant Name and Email Address: IESG, <iesg@ietf.org>

TLDs: Any


https://datatracker.ietf.org/doc/html/rfc3688
https://datatracker.ietf.org/doc/html/rfc7451
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o

I~

IPR Disclosure: None
Status: Active

Notes: None

Security Considerations

The mapping extension described in this document is based on the
security services described by EPP [RFEC5730] and protocol layers used
by EPP. The security considerations described in these other
specifications apply to this specification as well.

XML Signature [W3C.CR-xmldsig-core2-20120124] is used in this
extension to verify that the Verification Code originated from a
trusted Verification Service Provider (VSP) and that it wasn't
tampered with in transit from the VSP to the client to the server.
To support multiple VSP keys, the VSP certificate chain MUST be
included in the <X509Certificate> elements of the Signed Code
(Section 2.1.1) and MUST chain up and be verified by the server
against a set of trusted certificates.

It is RECOMMENDED that signed codes do not include white-spaces
between the XML elements in order to mitigate risks of invalidating
the digital signature when transferring of signed codes between
applications takes place.

Use of XML canonicalization SHOULD be used when generating the signed
code. SHA256/RSA-SHA256 SHOULD be used for digesting and signing.
The size of the RSA key SHOULD be at least 2048 bits.
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Appendix B. Change History
B.1. Change from 00 to 01

1. Fixed pendingComplaince and complaint to pendingCompliance and
compliant in text.
2. Fixed verificaton to verification.

B.2. Change from 01 to 02
1. Added support for the notApplicable status value.
B.3. Change from 02 to 03

1. Added regular expression pattern for the format of the
verification code token value in the XML schema.
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