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Abstract

This document provides a set of standard PKC test keys that may be
used wherever pre-generated keys and associated operations like
digitial signatures are required. Like the EICAR virus test file,
these widely-known test keys can be detected and recognised by
applications consuming them as being purely for testing purposes
without assigning any security properties to them.
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Introduction

The widespread use of PKCs on the Internet has led to a proliferation
of publicly-known but not necessarily acknowledged keys used for
testing purposes or that ship preconfigured in applications. These
keys provide no security, but since there's no record of them it's
often not known that they provide no security. In order to address
this 1dissue, this document provides a set of widely-known test keys
that may be used wherever a preconfigured or sample key 1is required,
and by extension in situations where such keys may be used such as
when testing digitally signed data.

The keys provided cover three major algorithm families, RSA, DLP-
based algorithms such as DSA, DH, and Elgamal, and ECDLP-based
algorithms such as ECDSA and ECDH. Although some of the algorithms
and key sizes are no longer recommended, keys corresponding to those
algorithms and key sizes are provided in order to accommodate the



large installed based of existing implementations that use them.
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1.1. Conventions Used in This Document

N

1.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", '"SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" 1in this document are to be interpreted as described 1in
[REC2119] and [REC8174] when, and only when, they appear 1in all
capitals, as shown here.

Widely-known Test Keys

This section provides the test keys for the algorithm groups in
various sizes in a C-like notation that may be directly used in
crypto code written in C- like languages such as C, C++, Java,
JavaScript, Go, Swift, and Rust, covering the majority of languages
likely to be used to implement crypto code.

Each element of the key 1is given in a form consisting of a count 1in
bits followed by a byte string containing that key element in little-
endian form. For example for the RSA p value it might be:

Sample key component

/* p */

512,

{ OxCF, OxDA, OxF9, 0x99, Ox6F, 0x05, 0x95, 0x84,
0x09, 0x90, OxB3, OxAB, 0x39, OxB7, OxDD, 0x1D,
[...]

OxE1, 0x2C, Ox0D, OxF7, O0x30, OxE2, OxB8, 0x09,
0x73, O0x50, 0x28, OxF6, 0x55, 0x85, Ox57, 0x03 },

where OxCF s the least-significant byte of the RSA p value and 0x03
is the most-significant byte of the value.

RSA Keys

The following widely-known test keys may be used for RSA.


https://datatracker.ietf.org/doc/pdf/rfc2119
https://datatracker.ietf.org/doc/pdf/rfc8174

RSA-1024 key

/* n x/

1024,

{ oxBO, OxD1, Ox83, 0x52, OxA8, Ox8F, 0x53, 0OxD5,
Ox51, Ox6F, Ox46, OxC2, OxOE, Ox7A, O0x36, Ox7D,
Ox7D, OxE8, Ox8A, OxCF, 0Ox54, 0OxAOQ, 0x19, OxF6,
OxDE, OxF5, Ox7TA, OxB9, OxB4, 0x4C, OxED, OxDB,
0x22, Ox42, O0xBl1, OxBC, OxA0, OxFB, 0x1B, 0x5C,
OxB8, Ox2B, Ox30, 0x36, Ox17, Ox6A, O0x63, 0x90,
0x35, 0x64, OxDE, oOxC6, OxEB, 0x41, 0OxDB, Ox2F,

Gutmann Expires 24 August 2022 [Page 3]

Internet-Draft TestKeys February 2022

Ox8F, 0xC7, Ox87, OxF4, OxE5, Ox2E, 0x11, 0x49,
OxE3, 0x33, 0x47, Ox57, 0x29, Ox73, OxF6, 0x60,
OxC3, OxC7, Ox7C, OxA9, OxEOG, 0x82, 0x1C, Ox2B,
Ox69, Ox5B, OxE7, OxAE, Ox9D, Ox7D, 0x30, OxF4,
Ox07, Ox91, 0Ox10, OxF4, Ox8A, OxAE, Ox6F, Ox8B,
Ox70, Ox2D, 0Ox47, Ox4B, O0x29, 0O0x00, Ox81, OxTF,
Ox28, Ox66, Ox24, Ox9B, OxEC, O0x12, OxA2, OxB1l,
Ox9B, Ox82, Ox78, Ox41l, Ox68, Ox08, OxF8, Ox1A,
OxEl, OxFC, OxF9, OxB7, Ox77, Ox8A, 0x62, Ox3F },

/* e x/

17,

{ Ox01, Ox00, Ox0O1 },

[* d x/

1023,

{ 0x48, Ox2E, Ox9F, Ox8F, O0xA4, OxE4, 0x2D, OxF3,
Ox0D, Ox75, Ox81, OxCB, Ox42, OxAl, OxBD, 0x90,
OxE9, Ox4F, OxT7TF, Ox2B, 0x38, Ox7E, OxCB, Ox5A,
OXAE, Ox96, 0x43, OxED, Ox7F, Ox9F, 0x50, 0x12,
Ox7F, Ox1F, OxFE, OxF2, OxE4, 0x3C, OxDE, 0Ox64,
OxBl1, Ox82, Ox60, O0x02, O0x14, OxF9, Ox07, O0x80,
Ox1D, Ox6B, OxFA, Ox4D, OxF6, 0x48, 0x42, 0x34,
Ox5E, Ox5B, OxB4, 0x32, 0xD3, 0x44, 0x45, 0x25,
OxD8, 0x30, O0x16, O0x54, OxC5, Ox44, 0x2B, OxO0A,
Ox5E, Ox11, OxB9, OxC7, OxE2, Ox01, OxFA, 0x32,
OxF4, Ox1A, OxBA, OxF4, OxFO, OxA6, OxE0, Ox3C,
OxFO, OxE0, OxCB, 0x82, 0x66, OxC6, Ox2A, OxD1,
0x1D, 0x95, 0x6D, Ox53, O0xC9, 0Ox46, Ox6E, 0x48,
0x99, Ox5F, OxEA, 0Ox26, Ox0C, Ox85, 0x36, OxFO,
Ox41, OxCB, O0x35, 0Ox62, OxFA, OxAC, 0x51, 0x1C,



0x4D, 0x66, OxA8, OxFE, OxD1l, Ox11l, OxB2, 0x91 },

/*x p x/

512,

{ OxE9, 0xD8, Ox6E, 0x4D, OxC3, Ox4A, 0x98, Ox5A,
OX7E, OxC7, Ox5A, Ox6F, Ox54, OxA7, Ox5C, OxE4,
Ox51, Ox39, OxE4, 0Ox52, Ox40, OxB3, Ox86, OxAB,
Ox71, Ox1D, OxB7, ©0x91, OxBC, OxD9, 0Ox87, 0x18,
OxAl, Ox3B, OxAF, 0x21, Ox8C, 0x24, 0x49, 0x36,
Ox46, Ox68, Ox07, Ox56, OxCB, O0x50, OxA6, OxCB,
OXEE, Ox15, Ox8E, Ox25, Ox21, 0x44, 0x99, 0x12,
0x30, 0x1C, Ox0D, Ox41l, 0x49, Ox1l, Ox18, 0x45 1},

/*x q x/

512,

{ oxC1, Ox91, OxFA, 0x3B, 0x55, 0x0B, 0x39, 0Ox1A,
Ox7C, OxBO, Ox72, Ox83, Ox76, Ox27, Ox72, 0x95,
OxE6, Ox1C, Ox65, Ox4F, Ox0B, OxEF, Ox2F, 0x58,
OxDC, OxE5, O0xC9, 0Ox62, OxAl, Ox0B, Ox7D, OxD7,
Ox5F, Ox06, 0x01, Ox54, Ox65, OxE5, Ox50, 0x76,
OxE4, Ox66, 0x26, Ox3E, OxEB, OxCA, OxED, 0x20,
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O0xD2, OxEB, OxAB, 0x39, 0x31, Ox3E, 0x8B, 0OxC5,
Ox67, O0x32, OxOF, OxE8, 0xB2, 0xDC, Ox62, OxB3 },

/* u x/

512,

{ o0xB9, Ox9D, Ox7F, Ox8F, Ox4D, Ox4D, 0x45, Ox5F,
Ox1F, OxBA, 0x46, Ox2D, 0x99, Ox0A, Ox2E, 0x84,
Ox8C, Ox42, O0x8C, Ox1lE, OxBE, OxE0, 0x1D, 0xCO,
Ox01l, Ox84, 0xC8, OxA7, Ox65, 0x83, OxAD, 0Ox37,
Ox9F, 0Ox69, OxAD, OxAF, Ox54, 0Ox75, 0x54, 0x30,
OxF6, Ox3C, 0x42, 0x53, O0xD1, OxBB, 0x78, OxCC,
Ox9B, OxD2, O0x32, Ox64, O0x34, Ox00, O0x80, OxBS8,
Ox4C, Ox1A, 0Ox91, Ox7D, OxE0, Ox8B, Ox6E, OxDB },

/* exponentl x/

512,

{ OXE7, Ox3A, OxEO, 0x37, Ox7C, OxB8, 0xB2, 0x56,
0x29, OxAE, OxAE, OxBA, OxOF, 0x97, Ox3E, OxBF,
Ox75, OxA2, Ox2D, Ox27, O0x38, Ox5B, 0x4C, OxFB,
Ox11, OxEB, 0x34, OxAD, OxA3, Ox73, OxE5, OxA6,
Ox71, Ox28, Ox37, Ox50, O0x90, OxE7, O0x00, Ox8D,
OXEE, OxA8, OxC7, 0x39, 0x07, OxEA, 0x44, 0x44,
OxBA, OxB4, 0x0D, OxCE, OxAl, Ox4A, OxD7, OxAl,
OxA8, 0x78, O0xD4, 0x92, 0x8D, 0xD1, Ox9D, Ox91 },



/* exponent2 x/

511,

{ Ox41, 0x99, 0Ox79, 0x16, O0x16, Ox72, O0x21, Ox3E,
Ox0A, OxB7, OxB9, Ox77, Ox37, OxD9, 0Ox92, 0x89,
Ox9E, Ox5C, 0Ox4D, Ox31, Ox06, OxB8, Ox5E, Ox71,
Ox5D, Ox1B, Ox3A, OxAE, 0x84, 0x29, 0x62, 0xD2,
Ox54, Ox4F, O0xB2, OxAF, OxA9, Ox80, 0x97, Ox4E,
Ox53, Ox85, 0Ox12, OxBD, Ox0C, Ox27, OxCF, 0x48,
OxEA, Ox72, Ox17, OxAA, OxE0, Ox37, Ox74, 0x22,
OxC8, 0x20, 0x3D, 0x27, OxFD, 0x45, 0x96, OxE5 }

RSA-2048 key

/* n x/

2048,

{ oxBO, OxF9, OxE8, 0x19, 0x43, OxA7, OXAE, 0x98,
0x92, OxAA, OxDE, 0x17, OxCA, Ox7C, 0x40, OxF8,
Ox74, Ox4F, OxED, Ox2F, 0Ox81, 0x48, OxE6, OxC8,
OxEA, OxA2, Ox7B, Ox7D, Ox00, Ox15, 0x48, OxFB,
Ox51, Ox92, OxAB, 0x28, O0xB5, 0x6C, 0Ox50, Ox60,
OxB1, ©x18, OxCC, OxD1l, Ox31, OxE5, 0x94, Ox87,
Ox4C, 0Ox6C, OxA9, 0Ox89, 0OxB5, Ox6C, 0x27, 0x29,
Ox6F, Ox09, OxFB, 0x93, OxAOQ, 0x34, OxDF, 0x32,
OxE9, 0x7C, Ox6F, OxFO, 0x99, 0x8C, OxFD, Ox8E,
Ox6F, Ox42, OxDD, OxA5, Ox8A, OxCD, Ox1lF, OxA9,
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Ox79, Ox86, OxFl, 0Ox44, OxF3, O0xD1l, 0x54, OxD6,
Ox76, Ox50, 0Ox17, Ox5E, Ox68, 0x54, OxB3, OxA9,
0x52, Ox00, Ox3B, OxCO, Ox68, Ox87, OxB8, 0x45,
Ox5A, OxC2, OxBl, Ox9F, Ox7B, Ox2F, 0x76, 0x50,
Ox4E, OxBC, 0x98, OxEC, 0x94, 0x55, O0x71l, OxBO,
Ox78, 0x92, 0Ox15, Ox0D, OxDC, Ox6A, O0x74, OxCA,
Ox0F, OxBC, OxD3, 0x54, 0x97, OxCE, 0Ox81, 0x53,
Ox4D, OxAF, 0x94, 0x18, 0x84, Ox4B, 0x13, OxAE,
OxA3, Ox1lF, Ox9D, Ox5A, Ox6B, 0x95, Ox57, OxBB,
OxDF, Ox61, Ox9E, OxFD, Ox4E, 0x88, Ox7F, 0x2D,
Ox42, OxB8, OxDD, Ox8B, OxC9, Ox87, OxEA, OxE1l,
OxBF, 0x89, OxCA, 0xB8, Ox5E, OxE2, Ox1E, 0x35,
0x63, 0x05, OxDF, Ox6C, O0x07, OxA8, 0x83, Ox8E,
Ox3E, OxF4, 0x1C, 0x59, 0x5D, OxCC, OxE4, 0Ox3D,
OxAF, OxC4, 0x91, 0x23, OxEF, 0x4D, Ox8A, OxBB,



OxA9, 0x3D, 0x39, Ox05, OxE4, O0x02, 0x8D, 0Ox7B,
OxA9, Ox14, 0Ox84, OxA2, Ox75, 0Ox96, OxEO, Ox7B,
Ox4B, Ox6E, 0xD9, 0x92, OxFO, Ox77, OxB5, 0x24,
OxD3, oxDC, OxFE, Ox7D, OxDD, Ox55, 0x49, OxBE,
Ox7C, OxCE, 0Ox8D, OxA0O, 0x35, OxCF, OxAO0, OxB3,
OxFB, Ox8F, Ox9E, 0x46, OxF7, O0x32, 0xB2, OxA8,
Ox6B, 0x46, 0x01, O0x65, O0xCO, Ox8F, Ox53, Ox13 },

/* e x/

17,

{ Ox01, Ox00, Ox0O1 },

[* d */

2047,

{ 6x41, 0x18, Ox8B, 0x20, OxCF, OxDB, 0xDB, 0xC2,
OxCF, Ox1F, OxFE, 0Ox75, 0x2D, OxCB, OxAA, Ox72,
Ox39, Ox06, 0x35, Ox2E, Ox26, 0Ox15, OxD4, Ox9D,
OxCE, Ox80, 0x59, Ox7F, OxCF, Ox0A, 0x05, 0x40,
Ox3B, OxEF, Ox00, OxFA, O0x06, 0x51, 0x82, OxF7,
Ox2D, OxEC, OxFB, 0x59, Ox6F, 0x4B, 0x0C, OxES8,
OxFF, O0x59, 0x70, OxBA, OxFO, Ox7A, 0x89, OxA5,
Ox19, OxEC, OxC8, 0x16, 0xB2, OxF4, OxFF, OxAC,
Ox50, Ox69, OxAF, O0x1B, 0x06, OxBF, OxEF, Ox7B,
OxF6, OxBC, OxD7, Ox9E, Ox4E, Ox81, 0OxC8, 0OxC5,
OxA3, OxA7, OxD9, 0x13, Ox0D, OxC3, OxCF, OxBA,
OxDA, OxE5, OxF6, OxD2, 0x88, OxF9, OxAE, OxE3,
OxF6, OxFF, 0x92, OxFA, OxE0, OxF8, Ox1A, OxF5,
0x97, OxBE, 0xC9, Ox6A, OxE9, OxFA, 0xB9, 0x40,
Ox2C, OxD5, OxFE, 0x41l, OxF7, Ox05, OxBE, OxBD,
OxB4, Ox7B, OxB7, 0x36, OxD3, OxFE, Ox6C, Ox5A,
Ox51, OxE0G, OxE2, Ox07, Ox32, OxA9, Ox7B, Ox5E,
Ox46, O0xCl, oxCB, OxDB, 0x26, OxD7, 0x48, 0x54,
OxC6, OxB6, Ox60, Ox4A, OxED, Ox46, Ox37, 0x35,
OxFF, Ox90, Ox76, Ox04, Ox65, Ox57, OxCA, OxF9,
0x49, OxBF, 0x44, 0x88, 0x95, OxC2, 0x04, 0x32,
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OxCl, OxE0, Ox9C, Ox01, Ox4E, OxA7, Ox56, 0x60,
Ox43, Ox4F, Ox1A, OxOF, Ox3B, OxE2, 0x94, OxBA,
OxBC, Ox5D, 0Ox53, OxOE, Ox6A, 0O0x10, 0x21, Ox3F,
Ox53, OxB6, 0x03, Ox75, OxFC, Ox84, 0OxA7, Ox57,
Ox3F, Ox2A, OxFl1, 0x21, Ox55, O0x84, 0OxF5, OxB4,
OxBD, OxA6, OxD4, OxE8, OxF9, OxEl, OxT7TA, Ox78,
OxD9, OxTE, Ox77, OxB8, Ox6D, OxA4, OxAl, Ox84,
Ox64, Ox75, Ox31, Ox8A, Ox7A, 0x10, OxA5, 0Ox61,



Ox01, Ox4E, OxFF, OxA2, Ox3A, Ox81, OxEC, 0x56,
OxE9, OxE4, O0x10, Ox9D, OxEF, 0x8C, 0xB3, OxF7,
0x97, 0x22, Ox3F, 0x7D, 0x8D, Ox0D, Ox43, Ox51 },

/* p */

1024,

{ oxbb, 0x10, O0x57, O0x02, O0x38, Ox2F, 0x23, 0x2B,
Ox36, Ox81, OxF5, Ox37, O0x91, OxE2, 0Ox26, Ox17,
oxC7, OxBF, Ox4E, Ox9A, OxCB, 0x81, OxED, 0x48,
OxDA, OxF6, OxD6, 0x99, Ox5D, OxA3, OxEA, OxB6,
Ox42, Ox83, Ox9A, OxFF, 0x01, Ox2D, Ox2E, OxA6,
0x28, OxB9, Ox0A, OxF2, O0x79, OxFD, Ox3E, Ox6F,
Ox7C, Ox93, OxCD, 0Ox80, OxFO, Ox72, OxFO, Ox1F,
OxF2, 0x44, Ox3B, Ox3E, OxE8, OxF2, Ox4E, 0OxD4,
Ox69, OxA7, 0Ox96, 0x13, OxA4, 0Ox1B, 0xD2, 0x40,
0x20, OxF9, 0Ox2F, 0xD1, 0x10, 0x59, OxBD, 0x1D,
Ox0F, Ox30, O0x1B, Ox5B, OxA7, OxA9, 0OxD3, 0x63,
Ox7C, OxA8, OxD6, Ox5C, Ox1A, 0x98, 0x15, 0Ox41,
Ox7D, Ox8E, OxAB, 0x73, 0x4B, Ox0B, Ox4F, Ox3A,
Ox2C, Ox66, Ox1D, Ox9A, Ox1A, O0x82, OxF3, OxAC,
Ox73, Ox4C, 0Ox40, Ox53, Ox06, 0Ox69, OxAB, Ox8E,
0x47, 0x30, 0x45, OxA5, Ox8E, 0x65, 0x53, Ox9D },

/* q x/

1024,

{ oxCC, OxF1, OxE5, OxBB, 0x90, OxC8, OxE9, 0Ox78,
Ox1E, OxA7, Ox5B, OxEB, OxFl1, Ox0B, 0xC2, 0x52,
OxEl, Ox1lE, OxBO, 0x23, OxAOQ, Ox26, OxOF, 0x18,
Ox87, Ox55, Ox2A, 0Ox56, Ox86, Ox3F, Ox4A, 0x64,
Ox21, OxE8, OxC6, Ox00, OxBF, 0x52, 0x3D, 0Ox6C,
OxBl1, OxBO, OxAD, OxBD, OxD6, Ox5B, OxFE, OxE4,
OxA8, Ox8A, 0x03, Ox7E, Ox3D, Ox1A, 0x41l, Ox5E,
Ox5B, OxB9, Ox56, 0x48, OxDA, Ox5A, 0x0C, OxA2,
Ox6B, Ox54, OxF4, OxA6, 0x39, 0x48, 0x52, 0x2C,
Ox3D, Ox5F, 0x89, OxB9, Ox4A, 0Ox72, OxEF, OxFF,
Ox95, Ox13, Ox4D, Ox59, 0x40, OxCE, 0x45, Ox75,
Ox8F, Ox30, Ox89, Ox80, Ox90, Ox89, 0Ox56, 0x58,
Ox8E, OxEF, 0Ox57, Ox5B, Ox3E, 0x4B, 0xC4, 0OxC3,
Ox68, OxCF, OxE8, 0x13, OxEE, 0x9C, 0x25, 0x2C,
Ox2B, Ox02, OxE0, OxDF, 0x91, OxF1l, OxAA, 0x01,
0x93, 0x8D, 0x38, 0x68, 0x5D, O0x60, OxBA, Ox6F },

[* u */
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1020,



{ Ox0A, 0x81, OxD8, OxA6, 0x18, Ox31, Ox4A, 0x80,
Ox3A, OxF6, O0x1C, Ox06, Ox71l, Ox1lF, O0x2C, 0x39,
OxB2, Ox66, OxFF, 0Ox41, Ox4D, 0Ox53, 0x47, Ox6D,
Ox1D, OxA5, Ox2A, 0x43, 0x18, OxAA, OxFE, Ox4B,
Ox96, OxFO, OxDA, Ox07, Ox15, Ox5F, Ox8A, 0x51,
Ox34, OxDA, OxB8, Ox8E, OxE2, Ox9E, Ox81, Ox68,
Ox07, Ox6F, OxCD, Ox78, OxCA, Ox79, Ox1A, 0OxC6,
Ox34, Ox42, OxA8, 0x1C, OxDO, Ox69, 0x39, O0x27,
OxDb8, Ox08, OxE3, 0x35, OxE8, OxD8, OxCB, OxF2,
Ox12, Ox19, O0x07, Ox50, Ox9A, Ox57, Ox75, Ox9B,
Ox4F, Ox9A, 0x18, OxFA, Ox3A, Ox7B, 0x33, 0x37,
0x79, OxED, OxDE, Ox7A, 0x45, 0x93, 0x84, OxF8,
Ox44, Ox4A, OxDA, OxEC, OxFF, OxXEC, 0x95, OxFD,
Ox55, Ox2B, O0x0C, OxFC, OxB6, OxC7, OxF6, 0x92,
0x62, Ox6D, OxDE, Ox1E, OxF2, Ox68, 0xA4, 0Ox0D,
Ox2F, 0x67, OxB5, OxC8, OxAA, 0x38, OxT7F, OxF7 },

/* exponentl */

1020,

{ Ox09, OxED, 0x54, OxEA, OxED, 0x98, 0OxF8, 0x4C,
Ox55, Ox7B, Ox4A, Ox86, OxBF, Ox4F, Ox57, 0x84,
0x93, oxDC, OxBC, Ox6B, OxE9, Ox1D, OxAl, Ox89,
Ox37, Ox04, Ox04, OxA9, 0Ox08, Ox72, Ox76, OxF4,
OxCE, 0x51, OxD8, OxAl, O0x00, OxED, 0x85, Ox7D,
OxC2, OxBO, Ox64, 0x94, 0Ox74, OxF3, OxFl1, Ox5C,
oxD2, 0x4C, 0x54, OxDB, 0x28, Ox71, 0x10, OXE5,
Ox6E, 0x5C, OxB0O, Ox08, 0x68, Ox2F, 0x91, 0x68,
OxAA, Ox81, OxF3, 0x14, Ox58, 0OxB7, 0x43, Ox1lE,
OxCC, Ox1C, 0Ox44, Ox90, Ox6F, OxDA, 0x87, OxCA,
0x89, Ox47, O0x10, OxC3, Ox71l, OxE9, Ox07, Ox6C,
Ox1D, Ox49, OxFB, OxAE, 0x51, Ox27, 0x69, 0x34,
OxF2, OxAD, Ox78, Ox77, O0x89, OxF4, 0x2D, OxOF,
OxAO, OxB4, OxC9, 0x39, Ox85, Ox5D, 0x42, 0x12,
Ox09, Ox6F, Ox70, Ox28, Ox0A, Ox4E, OxAE, Ox7C,
Ox8A, 0x27, 0xD9, 0xC8, 0xDO, OX77, Ox2E, Ox65 },

/* exponent2 x/

1024,

{ ox8C, 0OxB6, 0x85, Ox7A, O0x7B, OxD5, 0x46, Ox5F,
Ox80, Ox04, OxTE, Ox9B, Ox87, OxBC, Ox00, 0x27,
Ox31, Ox84, Ox05, Ox81, OxEOG, Ox62, Ox61l, O0x39,
Ox01, Ox2A, 0Ox5B, 0Ox50, Ox5F, Ox0A, 0x33, Ox84,
Ox7E, OxB7, OxB8, OxC3, 0x28, 0x99, 0x49, OxAD,
Ox48, Ox6F, 0Ox3B, Ox4B, Ox3D, 0x53, Ox9A, OxB5,
OxDA, Ox76, Ox30, O0x21, OxCB, OxC8, Ox2C, Ox1B,
OxA2, Ox34, OxA5, Ox66, Ox8D, OxED, 0Ox08, 0x01,
OxB8, Ox59, OxF3, 0x43, OxFl1, OxCE, 0x93, 0x04,
OxE6, OxFA, OxA2, OxBO, 0x02, OxCA, 0xD9, OxB7,
Ox8C, OxDE, Ox5C, 0OxDC, O0x2C, Ox1lF, OxB4, 0x17,
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Ox1C, Ox42, 0x42, 0x16, Ox70, OxA6, OxAB, OxOF,
0x50, OxCC, Ox4A, 0x19, Ox4E, 0xB3, 0x6D, 0x1C,
0x91, OxE9, 0Ox35, OxBA, 0x01, OxB9, 0x59, 0xD8,
Ox72, Ox8B, Ox9E, Ox64, 0x42, 0x6B, Ox3F, OxC3,
OxA7, O0x50, Ox6D, OxEB, 0x52, 0x39, OxA8, OxA7 }

RSA-4096 key

/* n x/

4096,

{ OxB3, 0Ox8B, 0x49, 0x60, OxE6, O0x3B, OXE6, OxAS8,
OxDB, OxA8, Ox9A, 0x82, 0x97, Ox8E, OxFl, OxF6,
Ox32, Ox44, OxE5, Ox57, Ox7D, Ox8C, OxF5, 0x86,
Ox16, OxD5, OxCA, Ox57, Ox59, OxD4, 0x9C, OxC8,
oxb9, 0x36, OxC3, 0x38, OxAA, 0x3C, 0xB9, OxB1l,
0x11, oxCl, Ox49, OxT7TE, Ox5B, O0x51, OxAF, 0x69,
Ox2F, 0Ox26, Ox11, OxE6, 0x89, OxF7, Ox67, 0x54,
Ox80, OxCO, O0xBO, OxF4, OxC3, Ox65, Ox4F, 0x43,
OxAF, Ox85, OxFE, 0Ox8C, Ox8A, OxD7, 0x34, OxEO,
Ox42, OxA8, OxAD, OxAO, Ox5F, OxD7, Ox65, 0x08,
OxXEO, Ox0B, OxA0, OxF7, O0x56, OxC3, 0x44, 0x3B,
OxBE, 0x83, Ox3E, OxA7, O0xDl1l, Ox00, OxD4, OxFB,
Ox36, Ox7E, OxEB, OxD6, Ox0B, OxDB, 0Ox64, 0x86,
Ox77, OxFC, Ox7D, OxEB, 0x94, 0x24, 0x4D, OxAD,
Ox1A, OxF8, OxEE, oOxDl1, 0xC6, 0x58, 0x12, 0xCO,
Ox3E, Ox7C, Ox73, OxF7, OxF3, O0x58, OxE9, 0x41,
OxBC, Ox66, 0x45, Ox8F, OxF7, OxBB, 0x97, OxA4,
Ox9A, Ox98, 0OxAl, 0x18, Ox07, OxE0, O0x2C, Ox1A,
Ox3B, Ox9A, 0xD3, Ox3A, Ox57, Ox3A, OxEl, 0Ox80,
OxE1l, OxFF, 0x43, Ox2A, OxE5, 0x58, 0x0C, 0xC9,
OxCA, OxBF, OxAB, 0x60, 0x2F, 0x32, 0x5B, 0OxCD,
OxAO, Ox97, OxE8, Ox7B, OxC7, OxA6, OxD7, Ox4E,
0x34, OxA8, Ox7D, Ox60, Ox8A, 0x43, OxFE, 0OxB2,
OxE4, OxFF, OxFl, OxF4, OxB8, OxE7, Ox68, Ox6A,
Ox98, Ox47, Ox5D, OxB5, Ox1A, Ox6E, OxBD, 0Ox08,
Ox17, Ox2A, Ox57, Ox41l, Ox77, Ox49, 0x24, Ox8B,
Ox21, Ox55, 0xC8, OxB9, Ox06, OxEO, OxD5, 0x40,
OxE8, OxCB, 0x28, OxF4, 0xCO, OxOA, OxDC, Ox9F,
OxE4, Ox75, Ox8A, Ox1lA, OxC3, Ox64, OxAB, 0x39,
OxE4, OxEl, Ox55, 0x28, 0x98, 0x54, 0x44, 0x15,
Ox3F, OxEE, 0xC6, OxAD, 0x4C, Ox53, 0x48, 0xB2,
OxE3, Ox8F, OxF5, 0Ox50, OxF5, OxFA, 0x58, 0x33,
Ox97, Ox93, 0Ox37, Ox30, OxC8, 0x08, Ox81, OxBF,
Ox11, OxEE, OxE8, OxFE, Ox38, 0Ox6D, 0Ox5B, 0Ox51,
0x28, 0Ox49, OxA9, 0Ox83, 0x99, 0x43, OxAB, OxF3,



OxD9, Ox72, Ox20, Ox76, Ox97, OxB8, OxXEC, 0x24,
Ox11, OxA2, Ox61, Ox9D, Ox55, OxCA, 0x04, 0x23,
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Ox3C, Ox5A, 0x2C, OxED, O0xC6, OxF2, 0x86, OxD8,
0x29, OxDO, OxE8, Ox37, Ox20, Ox7B, Ox76, 0x52,
Ox9A, OxA2, 0Ox44, Ox87, Ox21, Ox26, O0x8D, OxCO,
Ox15, Ox0B, OxB7, OxBO, Ox7E, Ox73, 0x31, Ox3A,
Ox71, Ox3E, Ox58, 0x95, OxBA, OxAF, Ox3A, OxDF,
OxFA, Ox60, 0x39, 0x58, OxC5, 0Ox67, OxF8, Ox5C,
OxF2, Ox5B, Ox1D, Ox80, OxA2, Ox77, Ox56, OxA3,
Ox0D, Ox1lA, Ox50, OxAl, OxE4, Ox69, Ox8E, OxDA,
Ox9A, Ox12, Ox2B, OxBO, OxAA, Ox7A, O0x60, OxF7,
oxCb, ©x22, Ox6C, OxBl, 0x1l6, Ox5C, OxFC, OxF9,
OxCA, Ox83, Ox0A, Ox60, 0x6C, OxCO, OxFB, 0x14,
Ox87, OxF2, 0x49, OxE5, OxE0, OxC7, Ox1C, 0Ox88,
Ox62, Ox6C, Ox57, Ox12, Ox80, 0x81l, OxDE, 0Ox76,
OxCl, Ox23, Ox84, OxB6, OxD4, 0x48, O0xB6, OXTF,
OXOE, Ox71, O0x23, OxAE, OxEF, 0x74, OxA8, 0x85,
Ox96, Ox03, 0Ox74, Ox75, Ox54, 0x83, OxF2, 0x90,
OxA7, OxDE, Ox66, 0x46, Ox5E, 0x22, Ox7B, Ox2B,
Ox17, Ox31, Ox8F, Ox8A, 0x49, Ox05, O0x2B, Ox01,
Ox45, OxFB, OxA2, Ox83, Ox77, Ox2B, OxC2, Ox9A,
Ox5B, Ox58, 0Ox12, OxAC, OxCE, OxE3, OxAB, 0x62,
Ox81, Ox70, Ox19, OxE5, Ox48, Ox07, OxF2, Ox88,
Ox97, Ox12, OxB7, OxB8, OxF3, Ox03, OxBA, Ox5F,
OxEl, Ox47, OxF9, OxC2, OxF3, O0x43, Ox4A, OxB7,
0x03, 0xCl, OxD9, Ox46, Ox73, Ox43, 0x82, 0OxAO,
OxA3, 0x53, OxF4, OxE0, OxCB, OxBE, OxA2, Ox6A,
Ox4B, OxBF, 0x21, OxCE, Ox9E, OxB5, OxE7, Ox9D,
Ox47, 0x57, 0xD7, OxDE, 0x02, Ox7F, 0x20, OxE5 },

[* e x/

17,

{ Ox01, Ox00, Ox0O1 },

[* d x/

4095,

{ Ox6A, 0OxD1l, 0xB0O, OxBB, 0x7C, OxDF, 0x20, 0x91,
Ox4F, OxF6, 0x94, OxCE, OxA3, Ox7B, 0x01, Ox4B,
OxD7, Ox86, Ox93, OxE8, 0x24, OxA3, 0x4B, OxA4,
Ox16, Ox4B, OxE5, OxDl, Ox68, Ox79, 0x8D, Ox3A,
0x15, 0xB9, Ox76, Ox16, Ox6D, Ox7A, 0x29, 0x84,
Ox46, OxAA, OxF7, Ox9D, OxBC, 0x98, OxF1l, OxC2,
OxA3, OxBl, 0x83, OxAE, OxE4, 0Ox60, 0x94, 0x52,



Ox7B, Ox33, OxA9, 0x54, 0Ox46, 0x38, O0x2D, Ox1B,
Ox78, OxFF, 0x40, Ox7D, OxBF, 0x50, OxE0, Ox7D,
0x98, 0Ox4B, 0x20, OxD9, OxAC, 0x8B, OxCA, OxE9,
OxA7, OxDA, Ox63, Ox4F, 0x24, 0x88, 0x92, 0x3C,
OxF5, Ox50, 0xC2, Ox63, Ox37, OxTE, OxC6, Ox38,
Ox1B, OxA9, 0Ox11, 0x88, OxCC, Ox8F, Ox1F, 0xD4,
OxBC, OxE8, Ox34, 0OxC6, Ox86, OxEl, OxBE, Ox71,
Ox01, OxFE, Ox1E, OxA0O, 0x21, OxE0, Ox5E, Ox6F,
Ox8F, OxFD, Ox9D, 0x45, 0x64, OxBB, Ox7E, 0x33,
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Ox84, OxF2, Ox57, OxEA, Ox9A, Ox9A, Ox3A, 0x53,
Ox4D, 0x43, 0x07, Ox7C, OxF3, Ox9A, 0x94, 0OxC2,
Ox9A, OxB9, OxB7, 0x78, Ox1B, 0x53, O0xC5, OxBC,
Ox57, 0x38, OxF6, Ox6E, 0x3B, OxFA, 0xD1, 0OxC8,
OxFO, OxDE, Ox6E, 0Ox08, 0x90, OxAB, OxE6, 0x60,
Ox85, Ox6E, Ox3B, Ox7C, Ox01, O0x41l, OxAB, 0Ox1l1,
0x35, 0Ox55, O0x15, Ox1lA, OxED, OxC8, 0x1C, Ox6D,
OxB4, OxBE, OxED, OxE6, OxOA, 0x68, Ox6B, 0x00,
Ox18, Ox4F, 0x45, Ox5A, Ox2D, Ox3A, OxBB, Ox2E,
Ox68, Ox11, OxEl, OxCD, OxEA, 0x39, 0x53, Ox0B,
Ox8F, OxAE, OxA8, OxF8, 0x24, 0x36, 0x79, 0xC9,
OxDF, Ox76, Ox97, Ox8C, Ox5E, Ox01, Ox58, Ox57,
OxAC, OxA5, Ox9D, Ox9F, OxE4, OxA6, 0x2D, 0x15,
Ox09, OxAE, Ox62, Ox6A, OxFF, Ox8E, Ox0A, OxDF,
0x95, OxA4, OxEB, Ox01, 0x49, OxCA, OxB7, 0x12,
OxEF, Ox3E, 0xC3, 0OxD6, 0x02, 0x32, Ox8A, 0Ox6C,
0x50, 0x21, OxBA, Ox1B, 0x35, OxB8, 0x58, 0x3D,
Ox9A, 0Ox90, 0Ox40, 0Ox55, Ox03, OxF5, OxFA, OxOF,
Ox42, Ox4C, Ox72, Ox86, 0x23, OxFC, 0x81, 0xD3,
OxDD, Ox7B, OxFF, Ox1B, OxF7, Ox8C, Ox8E, Ox2E,
OxBD, Ox03, OxA5, Ox11, Ox2D, OxEB, 0Ox65, 0x89,
0x98, Ox6E, 0x49, OxBD, 0x30, O0x07, Ox1A, 0OxD8,
Ox41, OxA3, OxCC, OxA8, Ox07, Ox6C, OxCF, OxC7,
Ox94, Ox63, Ox30, OxBl, OxFD, Ox1C, 0x21, Ox2A,
O0xD3, OxEB, 0xD3, Ox7D, Ox9A, Ox4D, Ox0A, 0x96,
Ox95, OxB8, Ox16, Ox8A, Ox08, O0x89, 0x32, Ox7D,
Ox52, Ox6F, 0x16, OxD1, Ox56, 0Ox37, OxFA, Ox9D,
OxBF, Ox04, O0xB0, O0xB8, Ox3D, OxD8, OxB5, 0xC4,
0x05, 0x2D, O0xC5, 0x38, OxB6, OxCA, OxE9, OxC9,
Ox2E, 0xC9, Ox70, Ox10, Ox7A, Ox2F, Ox1E, OxE4,
OxD4, Ox7A, 0Ox65, OxCC, OxA5, OxB9, 0x59, Ox6E,
Ox42, Ox74, O0x91, Ox9B, OxE7, OxD1l, OxEC, 0x90,



OxE4, Ox50, OxFE, 0x58, 0x58, OxDC, Ox2E, 0Ox01,
OxE8, Ox4E, OxBD, 0x92, 0x07, OxD8, OXEA, 0x20,
OxFA, Ox37, 0x14, OxOE, Ox89, 0xDO, 0x10, OxD6,
Ox50, Ox1F, 0Ox22, Ox61, Ox97, 0x18, Ox04, OxDE,
Ox73, Ox68, OxOF, OxE6, O0x1C, Ox23, Ox5C, Ox8F,
Ox4E, Ox63, Ox1F, OxFO0, Ox6D, OxBD, OXEE, 0Ox66,
Ox6D, OxBB, Ox9A, OxFB, OxFD, OxA3, 0xB9, Ox71,
OxC3, 0x29, Ox0D, Ox7B, OxDE, OxF5, OxC5, 0Ox78,
Ox5A, Ox07, Ox1B, OxE9, Ox4A, OxEl, Ox8A, Ox0B,
Ox2E, OxD8, OxAE, Ox67, Ox9A, OxBA, 0xA6, 0x10,
Ox85, Ox28, OxA8, Ox5E, 0x31, Ox7F, Ox87, OxA8,
0x99, 0xC5, 0Ox89, OxF4, OxA8, OxAD, 0x42, 0x90,
OxA6, OxCA, Ox1lE, OxF9, OxFl1l, 0x4D, Ox8D, OxO0A,
Ox7A, Ox66, OxDC, Ox75, Ox0B, Ox69, O0xBl, 0x9C,
OxB2, Ox58, 0x28, OxC3, OxEA, OxFO, 0x42, 0x21,
Ox5C, 0x09, OxAA, O0xD4, OxA9, 0x54, OxE8, Ox55 },
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/* p x/
2048,

{ OxE0, 0Ox41, 0xBD, OxF1, O0xC9, OxB5, 0x69, OXAC,
OxF5, OxE8, 0x02, Ox2D, 0x21, Ox1B, Ox87, O0x1B,
Ox5F, Ox29, 0x21, 0x41, OxA5, O0x89, 0OxFD, OxOF,
Ox6D, OxCB, Ox59, Ox47, Ox6B, 0x1C, Ox1D, OxA4,
Ox01, ox8D, OxD7, OxAl, OxEl, Ox08, 0x39, 0x32,
Ox74, Ox5E, OxF3, OxC6, Ox6C, OxF7, OxFF, 0x31,
Ox3E, OxED, 0x4C, 0OxBl, 0x68, 0x1D, OxEF, 0x9D,
0x29, 0xCC, Ox3F, OxE8, Ox7A, OxF7, OxAD, 0x19,
OxE9, OXEF, 0x34, 0x56, 0x62, 0xC9, 0xC4, OxF4,
OxXE6, OxE7, Ox07, OxAA, Ox4E, 0x99, 0x49, 0x63,
Ox4C, Ox08, Ox64, Ox71l, OxA5, Ox5B, Ox67, 0x46,
OxC2, OxAE, OxEF, 0Ox87, Ox71, OxEF, 0x21, OxA2,
OXEE, Ox8A, OxB4, OxDE, OxC4, OxC2, 0x04, 0x3C,
Ox70, OxCF, OxBA, 0x89, OxE5, OxEB, Ox2F, 0x62,
OXEA, Ox07, 0xC7, Ox4B, OxD4, 0Ox1l6, Ox67, Ox69,
Ox12, OxA9, 0Ox58, Ox9F, OxB3, OxED, Ox70, 0x28,
Ox8F, Ox8A, 0x03, OxD1l, O0x91, OxC5, Ox8A, 0Ox88,
Ox96, OxE8, OxB2, OxOF, Ox1E, OxDE, 0x91, 0x80,
OxCE, OxD3, 0x03, 0x59, OxF7, Ox5F, 0x48, OxAF,
OxE9, Ox7C, Ox46, OxEE, 0x59, OxC9, 0x27, Ox1lE,
Ox71, Ox37, Ox55, Ox4A, OxD7, Ox05, 0x56, 0Ox17,
Ox84, Ox8F, 0xD3, 0Ox04, 0x1C, OxD6, Ox30, 0Ox47,
OxF6, 0x46, 0x2C, OxOE, Ox66, OxEl, 0x83, Ox9F,



Ox63, OxC6, Ox12, OxD4, OxA3, Ox57, OxF5, OxE5,
Ox76, Ox35, Ox6A, OxAA, OxE7, OxC6, Ox4A, 0OxCO,
OxBF, 0xD9, 0OxD6, Ox5E, OxDF, 0Ox4B, Ox2F, 0x34,
OxDA, OxDB, OxDF, 0x69, 0x06, 0x20, 0xC8, 0x95,
OxCA, Ox44, 0xD9, 0Ox61, OxDA, Ox05, OxBl, 0x36,
Ox2B, Ox4A, OxD5, OxDA, OxAC, OxB9, OxOF, OxF5,
Ox86, 0x33, Ox5E, OxCD, Ox7E, 0x1D, OxT7A, 0x16,
Ox00, OxCB, Ox1A, OxB3, Ox72, Ox69, Ox5B, Ox6E,
oxC7, Ox71, O0x76, O0x21, OxDB, OxBE, 0x93, Ox57 },

/* q */

2048,

{ oxCC, OxF5, 0x51, 0x29, 0xD3, OxB9, 0x24, OxCS8,
Ox38, OxA7, 0x6C, OxD3, Ox69, 0xD4, Ox6E, 0Ox9C,
0xB8, 0x13, OxFE, Ox3B, 0x39, OxBA, OxFl1, OxEB,
Ox10, O0x18, 0x47, 0xD3, Ox1D, 0Ox09, O0x13, 0x50,
0x03, OxAB, Ox2F, OxC2, O0x39, 0x43, 0x1C, OxDA,
Ox6E, 0x99, Ox08, 0x88, 0Ox3D, OxE8, OxAO, 0x54,
Ox6E, Ox35, 0x28, 0Ox37, O0xD4, OxEB, 0x95, OxCB,
Ox41, oxD8, OxEE, OxCl, Ox4A, Ox66, OxCD, 0x38,
OxC2, Ox24, OxTE, Ox82, OxA3, 0x94, 0x39, 0x29,
Ox27, OxBB, OxF5, Ox70, OxA8, Ox65, Ox5E, OxOF,
Ox2A, OxC2, Ox43, OxE5, OxFB, Ox87, Ox6F, 0xD2,
Ox0B, 0x48, 0x76, O0x73, OxA2, Ox77, Ox2D, OxA9,
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Ox70, OxCl, OxDF, Ox47, OxA3, O0x2D, OxEA, Ox8A,
0x75, OxE7, Ox09, O0x54, 0x73, 0x22, 0x9C, 0x69,
0x3C, 0Ox88, Ox6A, Ox31, 0x6D, 0x2C, OXEC, OxBF,
Ox03, Ox59, Ox7B, Ox04, OxCA, Ox9E, OxCA, OxBD,
OxA3, 0Ox36, Ox6E, Ox07, Ox64, Ox88, 0x05, Ox9B,
Ox24, Ox59, Ox6F, Ox5D, OxF6, OxE8, 0x56, 0Ox97,
OxDB, OxE6, Ox2A, OxB2, OxF8, OxCC, Ox71, OXAC,
OX7F, Ox74, Ox3B, Ox64, 0x12, Ox6D, Ox01, OxF2,
OxB3, 0Ox61, Ox27, Ox16, OXEC, OxAT7, Ox69, 0Ox75,
OxE5, Ox14, OxED, Ox4D, 0x78, OxA3, 0x22, 0x90,
OxBE, OxOA, 0x82, OxFl, 0x44, O0x14, 0x99, Ox2B,
oxD1, 0x80, 0x3D, OxAD, OxC9, 0x83, 0xDD, OxF2,
Ox76, OxD2, OxCA, OxEl, OxAOQ, OxA9, 0x03, OxF9,
Ox1E, Ox78, OxBE, 0x3C, Ox0B, OxCA, OxF5, OxS8F,
0x3C, OxE9, 0x8D, Ox12, Ox3A, OxA6, OxC8, Ox5F,
0x65, 0x51, OxC5, Ox70, OxO07, OXFE, 0x47, OXTA,
OxC8, Ox7E, Ox03, Ox8B, Ox9A, 0x94, OxAC, 0OxC6,
Ox20, OxDE, 0Ox12, 0Ox25, Ox81, 0x05, 0x34, Ox4A,



Ox0C, OxFB, Ox37, Ox65, Ox50, Ox5E, Ox8E, OXTE,
OxC8, Ox6A, OxCO, Ox86, OxF6, Ox55, 0x64, Ox23 },

/* u */

2048,

{ oxb1, oxeC, 0x91, Ox8D, OxA9, OxF2, Ox6D, OxA9,
Ox4D, OxFF, Ox3B, Ox09, 0x24, 0x3C, 0Ox8C, 0OxC3,
OxD4, Ox39, 0x02, Ox6D, OxE6, Ox2B, Ox9E, Ox9F,
Ox37, OxAC, Ox60, OxBB, OxD7, OxA9, 0x52, OxCB,
Ox07, Ox84, Ox94, OxBD, Ox73, Ox7E, OxCC, Ox3A,
Ox65, Ox0C, Ox93, OxC4, Ox2E, OxD7, OxF6, 0x49,
0x02, Ox07, OxXAE, 0x99, 0x6B, 0x3C, 0xD1l, OxFF,
Ox1F, 0x4D, 0x63, Ox9D, Ox61, OxDD, 0OxD1, OXE7,
Ox12, Ox8D, 0x56, Ox3C, Ox1C, 0Ox16, OxC8, OxB3,
Ox9D, Ox94, 0xD5, OxDE, Ox5E, 0x93, Ox7F, OxE6,
Ox5A, Ox38, OxB8, 0x19, OxE4, Ox69, OxF8, 0x8C,
0x3C, OxEO0, Ox25, Ox21, OxE2, OxAD, OxA9, OxE3,
Ox46, OxE6, OxAl, OxBD, Ox51, 0x27, 0xC7, OxBD,
OxB2, Ox1D, OxA2, OxC6, Ox11l, OxE3, Ox5F, 0Ox6C,
Ox89, OxE7, OxDD, 0Ox66, OxAO, Ox66, OxCB, 0x23,
Ox3E, OxF9, Ox6B, OxAD, Ox1A, OxD3, 0x99, 0x94,
Ox0C, OxAD, Ox05, Ox5A, OxDF, O0x5C, 0x58, 0Ox79,
OxF8, Ox30, OxA8, Ox08, Ox3C, 0OxA6, 0OxD6, 0xCO,
Ox58, 0Ox58, OxC2, Ox66, Ox03, OxOA, 0x33, OxBF,
OxB4, OxAD, 0x83, OxB5, OxCC, 0x92, Ox9F, Ox2F,
ox6C, OxA2, Ox1lE, Ox50, 0x29, 0x54, 0x2B, Ox8A,
OxEB, OxE7, Ox6B, 0Ox69, 0x44, OxEl, 0Ox86, Ox3E,
0x39, 0x47, Ox3B, Ox6E, OxD9, OxAD, 0x92, Ox6A,
Ox7D, OxBF, OxE2, OxC7, 0x28, OxE2, Ox3C, 0Ox74,
OxF6, Ox9B, 0xBO, OxEO, Ox54, OxFl, Ox9F, 0x14,
Ox6C, OxEl, Ox9E, Ox1D, 0x23, Ox6B, 0x65, 0x34,
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Ox30, OxA7, Ox1D, OxC4, OxA7, Ox4A, OxE2, OxOE,
Ox0D, O0x14, Ox13, Ox31l, Ox66, OxAl, Ox8A, OxDF,
Ox6E, OxF7, OxFE, OxD9, 0x5C, 0xC4, 0Ox64, 0x35,
OxFF, 0x4C, 0x96, 0x23, 0x2B, 0xD5, 0x64, 0x03,
OxCC, Ox39, OxFB, 0x16, OxAD, OxF2, 0x24, OxB4,
OxFD, OxEB, Ox8A, OxBA, OxF4, 0x91, 0x31, OxBF },

/* exponentl */

2046,

{ Ox2F, ox7C, 0x1C, 0x31, 0x37, 0x69, OxXxCF, Ox6F,
Ox8D, Ox3E, 0x4C, Ox3F, OxAC, 0x13, OxFD, Ox1lE,
OxCl, Ox9E, Ox9E, OxE9, 0Ox1C, 0x99, 0x44, 0x59,



Ox61, Ox01, Ox3E, OxED, Ox4D, 0x73, OxCD, Ox9E,
OxED, OxA9, 0x50, Ox30, 0x79, OxCA, 0xD8, OxF9,
OxA3, Ox04, O0x7C, OxOF, OxD7, Ox01, O0x08, Ox2B,
0x30, Ox4C, OxE5, Ox01, Ox67, OxXAF, Ox77, OxOE,
Ox4B, 0x4C, Ox71l, Ox77, OxD3, 0x99, OxEO, 0x30,
Ox6D, Ox85, Ox76, OxOA, 0x98, OxAE, Ox6A, OxA3,
Ox04, OxC5, Ox84, OxAC, OxFE, 0x29, 0x9D, Ox0D,
Ox86, Ox8A, OxFC, Ox61, OxC8, Ox06, OxBB, OxAE,
Ox93, Ox08, OxAl, OxB5, Ox87, 0Ox5D, 0x80, 0x3C,
OxD4, OxCF, O0xD0, OxOE, Ox9F, O0x91, 0x09, OXTE,
0x96, OxDO, Ox95, Ox8A, Ox1F, 0x82, 0x16, 0x2D,
0x96, OxAA, Ox80, OxFB, 0xCO, Ox73, OxEl, OxFF,
OxBO, OxBO, OxE5, Ox10, Ox23, OxF4, 0x31, OxDC,
0x94, 0xDO, Ox3F, Ox90, OxBF, 0x92, 0x19, 0Ox8C,
Ox64, Ox8F, OxEF, 0x2C, Ox1lE, Ox78, 0x38, 0x4D,
Ox12, OxFE, 0x41, Ox66, Ox6A, 0Ox67, OXE5, OXAT,
Ox42, Ox04, Ox4B, OxAC, OxAA, Ox9C, Ox5A, 0x49,
Ox2A, OxE5, OxFl, Ox8C, Ox80, 0x4D, 0x23, OxF6,
OxA4, OxDE, 0Ox23, Ox6B, Ox6A, 0x83, OxBC, 0x03,
Ox70, OxD5, Ox58, OxFC, OxCF, OxB2, OxOE, OxCl,
OxDbo, Ox49, Ox9F, OxBl, 0x20, OxC9, Ox3E, Ox4B,
Ox11, Ox25, OxAC, Ox69, 0Ox75, OxDC, O0x59, OxF5,
OxC8, Ox69, OxE2, OxE7, 0x81, OxD6, 0x94, OxAF,
Ox57, Ox6C, Ox59, 0x39, OxOE, OxDO, 0x20, 0x48,
OxFF, Ox64, 0Ox66, OxB7, Ox3E, O0x88, 0x18, 0x07,
Ox05, Ox51, OxBA, 0x48, OxAC, 0Ox6C, Ox1lF, 0Ox41,
OxF8, OxEl, OxA5, OxCO, Ox53, Ox65, 0x00, Ox75,
OXEA, Ox43, 0Ox17, Ox6B, 0x49, 0OxDD, Ox9F, Ox3B,
OXAC, OxC5, Ox8C, OxA3, 0x0C, 0xB9, 0OxA4, OxCF },

/* exponent2 */

2047,

{ O0x57, Ox5A, Ox87, 0x09, 0x28, OxAF, 0xD4, 0x39,
Ox71, OxCC, 0Ox09, OxD9, OxE1l, 0Ox55, 0x24, OxFF,
OxAE, Ox84, OxF6, OxEA, OxOF, 0x24, OxDA, Ox4E,
OxBl1, Ox41, Ox67, OxFB, O0x56, O0x78, OxB3, OxBE,
Ox7A, O0x91, OxCF, 0x7D, Ox1C, 0x22, OxBA, Ox7D,
Ox6E, 0x7D, 0xD2, OxEl, Ox1E, Ox61, OxB3, 0Ox53,
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OxC8, OxD4, OxE7, Ox1B, 0x44, OxA8, 0x53, OXE3,
0x99, 0x60, OxF8, 0x01, O0x71l, OxDO, 0x76, OXCF,
0x26, OxOF, Ox9F, OxCB, O0xD6, Ox24, Ox2A, Ox68,
0x9C, 0x02, OxC4, OxOD, OxOB, OxF8, 0x88, Ox2A,



0x36, OxB3, Ox2D, Ox75, Ox2B, OxCB, 0x01, OxAl,
OxA8, 0Ox25, Ox6E, Ox36, 0xC2, Ox9B, 0OxCO, OxDE,
0x62, OxAC, Ox7E, Ox99, Ox6D, OxB6, OxF8, 0Ox2B,
OxA3, 0Ox2C, OxAl, Ox11l, Ox59, O0x30, OxFB, 0x30,
OxEF, Ox17, OxC5, Ox0A, OxE3, OxD9, 0x2D, OxDE,
Ox0B, Ox73, Ox6B, OxB7, 0x13, O0x14, O0xB2, 0x9C,
Ox38, Ox9F, OxCE, Ox2D, Ox60, Ox6F, 0x88, 0xD4,
Ox22, Ox9D, OxEB, Ox95, 0x44, O0xD2, OxA9, Ox75,
Ox77, OxC7, Ox95, Ox93, Ox49, OxEE, OxF8, 0xD3,
OxE8, Ox4E, 0x85, OxBl, 0x95, 0x18, 0OxD8, OxA7,
OxB4, Ox44, 0x48, Ox00, O0xCl, Ox44, 0x68, OxF2,
0x52, 0x7C, OxA4, OxD7, 0x4B, OxFF, 0x5B, 0x90,
Ox0D, Ox2F, 0x35, OxB7, OxD6, OxA8, 0x60, 0OxDO,
Ox08, Ox2E, O0x7C, Ox1B, 0x41, OxB3, OxEE, 0x38,
0x94, OxE4, Ox2A, Ox8C, 0x17, Ox89, 0x71l, OxA4,
Ox0F, 0x94, OxAE, Ox9F, 0xBO, OxF7, 0x03, 0xC9,
OxD4, OxDO, O0x45, OxCB, OxEB, Ox2B, 0x82, 0x63,
Ox06, Ox2F, OxDF, 0xD2, Ox6B, OxD5, OxB8, 0x69,
Ox60, Ox62, Ox34, OxE8, Ox9F, Ox2D, 0x96, OxA5,
OxAB, Ox04, OxT7TA, OxFF, 0x79, Ox09, OxDA, OxCB,
Ox64, OxD4, OxFD, Ox3B, 0x35, O0x11l, OxD7, OxF1,
OxB9, 0x41, OxA6, O0x64, OxDF, O0x40, Ox6D, OxB9 }

2.2. DLP Keys

The following widely-known test keys may be used for DLP-based
algorithms such as DSA, DH, and Elgamal.

DLP-1024 key

/* p */

1018,

{ O6x03, 0x0C, OxDF, OxC3, Ox8F, OxC3, OxE4, 0x21,
0x27, 0x90, OxBO, OxA4, Ox1lE, 0x45, 0xB4, OxE4,
OxE8, Ox80, OxDE, Ox8A, OxBF, 0xD3, OxAE, OxCA,
Ox0B, 0x23, Ox8F, OxB6, OxCD, Ox73, Ox0C, 0OxC3,
Ox18, Ox76, 0x93, 0x36, OxD5, OxBl, 0Ox80, OxB2,
Ox80, Ox2A, 0x01l, OxBE, Ox4B, O0xCl, OxAB, 0Ox84,
OxFC, OxE2, OxFF, 0x48, 0x9B, 0x50, 0xC2, 0xD2,
Ox9D, OxE9, Ox1E, OxCO, OxE6, Ox5B, 0x60, 0x64,
OxFD, Ox0D, OxE5, Ox37, OxEA, OxBA, 0x1C, 0Ox6C,
oxbD, Ox27, OxDC, 0x30, O0x30, O0x48, Ox1E, Ox8B,
OxB9, Ox60, OxAA, Ox8B, Ox8A, OxEF, 0x93, 0x35,
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Ox30, OxE6, 0xBl, OxCC, Ox51, 0Ox60, OxBB, OxFA,
OxAF, Ox85, OxOF, OxF6, Ox57, Ox81, 0x12, 0x33,
Ox7D, Ox53, 0x03, Ox4E, 0Ox41, 0x63, OxDC, 0Ox65,
Ox03, OxBD, OxF8, Ox89, 0Ox25, 0x81l, 0x14, Ox1F,
OxAB, 0x82, 0Ox55, OxB6, OxD9, Ox72, Ox7B, OxB3 1},

/*x q x/

160,

{ OxEC, 0x41, 0xB9, 0xC0O, Ox62, Ox1D, O0x5B, 0OxDC,
OxAF, 0x11, OxD5, 0x19, Ox8F, O0x72, 0x08, 0Ox88,
Ox2E, Ox65, OxBB, OxDF },

/*x g x/

1017,

{ O0x01, Ox64, Ox87, OxAC, OxCF, OxCD, 0x95, 0x50,
Ox51, OxEG, Ox6E, Ox1C, Ox5B, OxEF, 0x45, 0x2C,
Ox12, Ox63, O0xC7, Ox5D, Ox2B, 0Ox36, Ox50, Ox4F,
OxB4, Ox27, Ox57, Ox35, OxC2, 0Ox83, Ox32, Ox0B,
Ox63, OxAC, 0Ox91, OxC6, OxF4, 0x02, Ox09, 0x32,
Ox53, Ox1C, OxAB, Ox04, OxBl1l, OxCD, Ox72, OxFD,
OxF2, Ox9D, OxE2, Ox4E, Ox27, Ox17, Ox97, OXAT7,
oOxDD, Ox21, 0Ox97, Ox67, Ox69, 0x31l, OxF9, 0x33,
Ox1D, Ox1F, 0x59, OxEE, OxE5, OxBA, 0x2C, 0Ox7D,
Ox54, OxAE, 0Ox13, Ox5C, Ox7F, Ox79, 0x41l, Ox37,
OxD8, OxD8, OxOE, OxB6, 0x29, 0x28, Ox8E, 0x26,
Ox8A, Ox3B, OxEB, OxD2, Ox1F, 0x16, OxA4, 0x03,
OxF1, oOxD5, OxDA, OxD8, O0x3C, Ox1C, 0x47, 0x80,
Ox17, OxA3, OxCD, Ox26, Ox6F, Ox1B, OxA4, Ox9B,
Ox89, Ox0D, O0xCO, Ox89, Ox21, Ox2E, Ox72, 0x26,
Ox1D, OxA3, Ox67, OxAF, 0x80, O0x3B, 0x02, 0x50 },

/* x x/

157,

{ 6x11, OxED, 0x99, 0Ox78, Ox5A, Ox81, O0x3A, 0x1B,
Ox0E, Ox96, OxEC, OxD3, Ox8D, Ox7F, Ox9B, OxCE,
Ox9E, OxBF, 0xD6, OxFA },

/*xy *x/

1018,

{ Ox02, Ox20, OxB9, 0x42, OxC2, Ox5C, 0x44, OxDA,
0x52, OxBO, OxD1, Ox76, Ox82, OxEA, O0xC4, 0x36,
OxXEA, OxTE, Ox81, OxEC, Ox9F, Ox76, OxEl, Ox05,
Ox75, Ox32, OxAA, Ox67, OxEA, OxDD, 0x04, OxAD,
OxB8, OxFD, 0Ox61, Ox81, OxBA, 0Ox0B, 0x25, OxF2,
Ox84, OxDA, OxAA, OxAA, Ox05, OxF3, OxC8, 0x40,
Ox34, OxD4, O0x17, OxD3, Ox7B, Ox6E, Ox0A, Ox63,
Ox31, Ox8A, Ox0A, Ox79, Ox1F, Ox1D, O0x0D, OxD4,
OxF6, Ox8A, OxFA, OxE3, 0x35, OxAA, Ox5D, OxBE,
OxA3, OxF2, OxF6, OxD6, OxDD, Ox73, Ox09, 0x26,
Ox24, Ox7F, 0xDC, Ox4D, Ox1B, 0x82, OxDF, 0x8C,
Ox2D, Ox87, OxAE, 0x8D, 0Ox36, OxAD, 0xB9, 0OxDD,



Ox25, Ox13, 0x57, Ox8E, Ox8B, 0x99, OxAA, Ox6A,
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OxOE, OxDF, 0x67, Ox5F, OxFC, Ox2F, OxDE, OxB6,
0x4B, 0x26, OxE5, OxBE, 0xD8, 0x53, 0x2D, OxFD,
0x98, 0x11, Ox0OF, OxCF, 0xC9, OXED, OxF9, 0x38 }

DLP-2048 key

/* p */

2042,

{ O0x03, O0x2D, 0xD5, 0x53, Ox7D, 0x33, Ox7A, 0x91,
0x34, Ox37, OxD3, Ox5E, OxA3, 0x43, 0x3D, OxBO,
OxE7, OxB7, 0x21, 0x29, Ox8F, OxBA, 0x87, 0x27,
OxF2, OxF9, OxBE, 0Ox85, 0x6D, Ox6A, 0x14, 0Ox6B,
Ox92, Ox98, 0x8D, Ox50, 0x82, 0OxF2, OxC5, Ox72,
OxB7, Ox70, Ox37, Ox63, OxE8, 0x24, 0x54, OxAT7,
OxA4, OxA2, Ox25, Ox9B, 0x29, OxAC, OxE9, 0OxBO,
OxBC, Ox9B, O0x4B, 0Ox4D, 0x98, 0Ox5D, Ox6A, 0x9C,
Ox8C, OxB6, Ox30, OxE4, OxE0, Ox9F, 0x48, 0Ox07,
Ox9F, Ox1B, OxE8, Ox07, Ox69, Ox71l, OxDE, 0x92,
Ox68, Ox56, Ox70, OxB9, Ox4C, OxC9, 0Ox68, Ox7D,
OxDbC, 0x23, Ox3B, 0x30, OxAF, 0x22, 0x94, OxBO,
Ox30, OxA6, OxB4, Ox97, OxF6, Ox46, OxF9, Ox4E,
Ox1C, Ox17, OxE8, Ox3A, 0x90, O0x4C, 0x2C, Ox1B,
Ox68, Ox44, O0x10, OxCE, O0x04, Ox8F, 0xD9, OxCD,
Ox64, Ox05, OxAl, Ox4A, OxA6, Ox8C, Ox2B, Ox8F,
OxX7F, Ox8B, 0OxDO, Ox6E, Ox9F, 0x64, 0xC4, OxBB,
Ox69, OxCC, OxBF, OxBC, Ox80, Ox56, OxAE, 0x41,
Ox4A, Ox8B, Ox2E, 0x35, OxD6, 0x20, O0x5C, OxDE,
OxFB, Ox2A, 0x24, OxA3, Ox79, 0OxB8, OxAl, 0x16,
Ox17, Ox50, 0x95, OxFF, Ox57, OxFF, 0Ox61, 0Ox55,
Ox12, Ox86, Ox86, OxD9, Ox9B, Ox8E, Ox1F, 0x24,
Ox44, Ox63, Ox12, Ox71l, OxFO, Ox9C, 0Ox33, Ox4F,
Ox37, Ox22, 0x45, Ox2F, OxE9, Ox26, Ox3F, OxC3,
Ox34, Ox9E, Ox6F, 0x33, O0x07, OxA6, Ox75, Ox4F,
OxFD, Ox89, 0OxD4, 0x43, 0x27, 0x38, 0x7D, OxFD,
0Ox40, O0x18, OxAO, Ox2A, OxEA, Ox6E, OxF4, 0xC6,
Ox36, OxA7, Ox69, OxE7, OxCE, OxB7, 0x37, 0x19,
0x19, 0x72, 0x49, OxA8, 0x41l, OxA3, 0x0B, OxEO,
OxC4, OxBE, Ox8E, OxCB, 0x10, Ox7F, 0x38, 0x02,
OxDC, Ox45, 0x83, OxF8, OxE0, 0x12, 0x94, OxD5,



Ox2B, 0x62, Ox13, Ox67, OxBD, Ox0C, Ox19, Ox53 1},

/*x q x/

225,

{ O6x01, Ox95, Ox09, 0xB2, OxED, OxA8, 0x3B, 0x08,
Ox82, Ox73, Ox1B, Ox3F, OxE8, 0x9C, Ox2E, OxF6,
Ox9D, OxB8, OxD8, 0x36, 0x12, O0x34, Ox5D, Ox1A,
0x66, OxA5, 0x83, OxB9, 0Ox11 },

/* g */
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{ OxAC, Ox5D, 0x12, OxOE, O0x46, O0xD2, OxBA, 0xD6,
Ox87, Ox88, Ox47, OxCC, OxE8, Ox70, OxA6, Ox9E,
oxDC, OxAD, 0OxC8, Ox6C, Ox85, 0x9C, 0x49, OxBA,
OxF7, OxAD, OxE4, Ox1E, 0xD9, 0x36, Ox8E, 0xC2,
Ox3B, 0Ox64, 0x54, OxFB, 0x60, OxEA, OxDA, OxAC,
OxC6, Ox64, Ox2A, Ox6F, OxDD, 0x32, 0x2B, 0x99,
OxAB, 0Ox14, 0Ox75, Ox81, OxB2, 0Ox1B, OxEB, OxEO0,
Ox62, Ox94, OxE3, 0x82, Ox0B, OxC5, 0x56, OxFA,
Ox54, Ox11, O0xB3, 0Ox1C, Ox37, Ox3B, 0x39, OxA6,
Ox7D, Ox51, Ox8A, Ox54, Ox77, Ox13, 0x41, Ox5C,
Ox67, OxAC, OxEF, 0x18, OxBC, Ox6B, 0OxA9, 0x4C,
Ox95, Ox60, O0x0C, OxB5, OxBD, OxA8, Ox3C, 0Ox84,
OxAD, Ox58, OxE5, 0x49, 0x1D, Ox26, 0x26, Ox1E,
OxD4, OxE5, Ox35, OxAD, OxB2, Ox2E, 0x35, OxBO,
ox6C, OxC2, 0OxB4, OxC8, Ox9D, 0OxA2, OxDC, 0Ox63,
OxE2, Ox9E, OxDA, 0Ox06, OxFO, O0x13, Ox80, Ox72,
Ox46, 0Ox55, 0x89, Ox32, OxE9, OxF2, 0xDC, 0Ox8B,
Ox93, Ox2E, Ox6B, 0x84, OxB4, Ox07, OxF5, Ox71,
Ox50, Ox9D, 0Ox06, OxF7, Ox94, 0x30, OxE9, Ox5D,
Ox46, OxB2, 0xDO, Ox26, Ox14, 0x28, O0x84, 0Ox17,
Ox99, 0Ox98, 0Ox86, OxA6, Ox71l, 0Ox45, OxED, Ox74,
Ox6A, OxO0C, OxA8, OxCO, 0Ox44, Ox41l, 0x03, OxF5,
Ox03, OxE6, OxBB, OxE7, 0x45, Ox61, OxC3, OxAC,
OxD1, Ox9A, OxE5, Ox7A, 0x82, Ox67, OxAl, OxBC,
Ox3C, Ox49, 0Ox30, O0x83, OxBB, 0x16, OxC5, Ox97,
OxA8, OxAC, 0Ox99, 0Ox81, OxFB, Ox70, 0x45, Ox87,
Ox17, OxFB, Ox64, 0x9C, OxA4, Ox61l, OxD4, Ox70,
OxB4, OxB3, Ox5E, Ox3E, 0x98, 0x64, OxFA, Ox1A,
Ox59, Ox9B, OxCO, Ox1E, Ox6F, OxE9, 0x93, OxO0A,
0x51, OxF5, Ox79, OxBO, 0x84, O0x01, O0x74, 0x25,
0xB8, 0OxDO, OxAl, Ox02, Ox3F, OxAE, 0xDD, 0OxDC,
0x57, 0xD1, OxCE, 0x56, 0x25, 0x1C, OxDA },



[* x */

223,

{ Ox64, Ox05, OxBC, OxDE, OxB4, OxF7, 0x68, 0x29,
0x02, 0x23, OxCE, Ox5D, OxB5, Ox2A, Ox8A, 0x30,
OxC2, Ox8A, OxDC, 0x78, 0x02, OxD9, Ox68, Ox1E,
OxDC, O0xB4, 0x34, OxE5 },

/*y */

2042,

{ O0x02, Ox30, O0x37, OxB2, OxD9, OxC9, OXx9E, 0Ox75,
Ox3F, oxD2, O0x79, OxBF, OxFC, OxDE, OxE9, 0x92,
Ox9C, Ox9B, OxAl, OxDE, OxAA, Ox97, 0x0B, 0x03,
Ox72, OxAF, 0x73, 0x35, OxE5, 0x50, 0x21, 0x37,
Ox42, 0x99, OxF3, Ox61, Ox02, O0x7C, Ox8D, 0Ox65,
OxD5, Ox7A, OxFB, 0Ox4D, 0x3C, OxCD, 0x2B, 0x47,
0x24, OxB5, Ox3F, Ox09, OxEB, OxE2, O0x8C, OxBF,
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Ox49, Ox9F, 0Ox6B, Ox4F, Ox86, 0x33, 0x49, 0x19,
Ox8B, 0Ox24, O0xB2, OxAB, Ox0D, 0x4C, OxEC, OxB6,
OxC4, OxFD, OxTE, Ox67, Ox2D, Ox4B, Ox2A, OxCA,
Ox9D, Ox39, OxE3, OxAE, 0x20, OxF8, OxEC, 0xD7,
OxFD, Ox77, Ox10, Ox7C, OxE5, Ox4A, 0Ox66, OxDD,
OxXEE, Ox97, 0x44, OxE4, 0x8C, OxF8, OxDD, 0Ox6B,
OxA9, OxA5, 0x28, OxC7, Ox51, OxFO, O0x08, 0xC6,
Ox6F, O0x19, Ox2A, 0x20, Ox4E, OxC7, OxF9, 0x38,
Ox76, Ox91, Ox01, Ox79, OxBl1, Ox31, Ox1D, Ox97,
Ox5B, 0x49, 0x25, OxC5, Ox69, O0x90, 0x29, OxFB,
0xD1, 0x14, OxA5, OxE7, 0x90, 0x19, Ox0A, 0x4D,
0x38, Ox9B, 0x94, Ox8F, Ox8F, Ox57, Ox6A, Ox8E,
Ox45, OxA5, Ox6B, OxEO, OxD4, OxFD, Ox6C, OxEA,
Ox63, Ox1C, Ox5F, 0x53, OxT7TE, OxF9, 0x18, 0x59,
Ox8E, 0x30, 0x52, Ox2F, 0x93, 0x64, 0x50, 0x66,
0x18, OxCO, Ox45, Ox84, OxCA, Ox6F, OxDO, Ox75,
Ox12, Ox12, Ox21, OxA4, Ox60, OxF9, O0x80, OxC5,
Ox4F, o0x80, 0x1D, Ox7D, Ox6D, O0x21, Ox9D, OxF2,
OxAl, OxDB, OxEA, Ox3C, Ox8A, Ox03, OxAO, Ox9F,
Ox6B, OxE9, Ox1B, OxB6, 0x29, Ox6D, 0x79, Ox1A,
Ox2A, Ox83, Ox80, OxE8, Ox9D, Ox0C, OxDD, 0x26,
OxF7, Ox66, Ox3E, Ox06, Ox9A, Ox83, 0x31, 0x49,
OxAD, Ox44, 0x2B, 0x2C, 0x13, 0x98, 0Ox87, Ox71l,
OxF6, 0x54, 0xB8, Ox1F, 0x50, OxE0, OxD7, 0x26,
0x42, 0x47, OxD6, Ox78, OXEA, OxEB, OxBO, OxF9 }



DLP-4096 key

/* p */

4086,

{ ox31, oxb2, 0x55, Ox5F, OxB2, OxE8, 0x89, OxF3,
Ox20, Ox83, Ox78, Ox79, Ox5A, OxF4, Ox88, 0x5B,
Ox62, OxDO, Ox13, O0x58, OxBD, OxF1, Ox17, OxCO,
OxB8, OxAD, 0x4D, 0x22, OxBE, 0x62, O0xCC, 0x93,
Ox34, Ox5B, Ox6E, OxA8, OxFC, 0x54, 0x0B, 0x56,
Ox8F, Ox50, O0x95, OxBB, OxAOQ, 0x90, Ox3E, OxC5,
OxEE, 0xD8, 0xC6, OxAE, 0x52, Ox5D, Ox9A, OxA7,
OxE4, 0x99, 0x79, OxFO, Ox8E, 0x6C, Ox4E, OxDB,
OxF5, Ox6A, 0x93, 0x29, 0x09, OxAO, 0x6B, 0x6D,
Ox1E, Ox07, Ox57, Ox95, Ox3F, 0x90, Ox5B, 0x55,
Ox52, Ox99, 0Ox31, Ox5F, Ox42, 0x48, OxF5, Ox4B,
Ox81, OxEF, Ox5F, Ox05, Ox4D, 0Ox8D, 0x82, Ox4E,
Ox12, OxAE, OxAB, 0x82, 0x4B, 0x2C, Ox2F, 0x4C,
Ox5E, OxDE, 0Ox04, 0x60, 0x30, OxDC, Ox3B, 0x16,
OxC2, Ox80, 0Ox59, Ox56, Ox85, OxCA, 0x38, 0OxC6,
OxE7, Ox13, OxD8, Ox2E, 0x4D, Ox1B, OxFC, OxD3,
Ox3D, Ox87, OxDE, 0x26, 0x95, Ox4B, OxAOQ, Ox05,
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OxBC, Ox42, 0Ox17, Ox77, O0x39, OxB2, OxOF, Ox1E,
Ox46, O0x13, Ox80, Ox79, OxED, OxE5, 0x91, 0Ox64,
OxCE, Ox67, 0x23, OxE3, O0x51, OxE4, 0xB2, OxFC,
OxD5, 0x0D, Ox6E, OxAB, 0xB4, Ox5D, OxA8, Ox8F,
OxA4, OxCD, Ox56, Ox24, Ox8A, OXEA, 0x44, OxAA,
Ox2E, 0x41, OxB8, OxFF, 0x28, OxBD, 0x37, 0x88,
Ox00, 0x8C, Ox2E, OxEF, 0x4B, OxEl, 0x90, 0OxAO,
OxAB, Ox5D, Ox7D, Ox80, Ox3C, Ox9A, OxBE, OxD7,
OxC7, OxB7, Ox74, OxB5, OxOF, OxA8, 0x38, 0Ox0D,
OxD7, OxFE, Ox2B, Ox3D, 0x84, 0x85, OxA3, 0xD8,
Ox80, OxEF, Ox51, OxD5, Ox6B, 0x41l, Ox1F, Ox73,
OxE6, Ox59, OxE7, Ox9E, Ox0B, OxFF, 0x32, 0x14,
Ox53, Ox57, Ox3E, OxC5, Ox0D, Ox9D, OxD4, 0xDO,
OxAE, OxCA, Ox30, Ox9D, 0x39, OxE4, 0x38, 0x86,
Ox27, Ox95, Ox03, OxEF, 0x94, 0x98, 0x51, OxE3,
OxD4, oxDC, Ox71, OxAB, OxF3, OxA7, Ox88, 0Ox63,
0xB9, 0x75, OxCl, Ox06, 0x24, OxCB, Ox51, 0Ox73,
Ox4C, OxDB, 0x58, Ox2A, Ox3A, 0x48, 0xC6, OxD7,
Ox08, 0Ox47, Ox83, Ox6E, Ox80, Ox8B, OxOE, 0x22,



Ox48, OxB8, OxFA, Ox8A, Ox8C, 0x55, OxA3, 0x57,
OxE8, Ox30, 0x54, 0OxD6, 0x48, OxB2, OxCC, OxA5,
OxB8, OxA3, 0OxBl, 0Ox68, 0x91, OxAD, 0x52, 0x35,
Ox6E, 0Ox92, 0Ox87, Ox1A, OxF5, 0x99, OxA5, Ox6E,
0x90, OxC9, Ox34, Ox33, OxA5, Ox4A, 0x52, OxFD,
Ox42, OxE2, OxBE, 0x65, 0x15, OxC8, OxCE, OxC3,
Ox73, Ox94, Ox07, Ox0C, Ox26, OxCA, OxC5, OxCA,
Ox8C, Ox26, 0Ox1D, Ox2D, Ox50, Ox21, Ox88, Ox6B,
OxB9, Ox4C, Ox4E, 0x99, OxFA, 0x78, 0xD2, 0x53,
Ox7C, OxCA, OxF5, OxAl, 0x92, OxC9, 0xC2, OxAF,
Ox77, OxAO, Ox78, Ox33, 0x45, Ox1lF, 0x12, Ox2D,
OxA9, OxE6, OxFD, Ox7B, 0x83, 0x92, 0x12, Ox9E,
OxE4, Ox9A, 0Ox56, O0x07, Ox5F, Ox1A, Ox37, Ox05,
Ox00, Ox4C, Ox06, OxBD, O0x36, Ox7F, OxBF, OxCB,
Ox9A, Ox07, Ox4A, Ox02, OxEl, Ox65, 0x25, 0Ox27,
0x2D, OxF9, OxD3, 0Ox33, OxCB, 0x91, Ox9B, 0Ox5B,
Ox61l, Ox14, 0O0x07, OxF7, OxF7, OxA4, OxD9, OxE1l,
Ox1E, OxD2, Ox85, OxA4, Ox75, Ox95, OxEA, 0x74,
Ox0C, OxBF, OxAl, Ox6B, OxD2, OxFB, OxB8, Ox0A,
OxD2, OxA5, OxE6, Ox36, 0x04, Ox47, Ox80, Ox8B,
Ox1E, OxC5, Ox07, Ox58, OxB8, 0x56, OxF6, OxDC,
OxA4, Ox25, OxD9, 0x36, OxB4, Ox9E, OxEA, Ox5B,
OX7E, OxAA, 0x40, O0x79, OxA3, 0x15, 0x3D, OxED,
0x32, Ox12, Ox76, Ox4D, Ox00, Ox06, OxFO, Ox09,
0x36, 0x28, 0x4B, 0Ox96, 0OxD6, Ox8B, 0xC9, 0Ox74,
OxFD, OxAF, Ox77, OxB6, Ox45, Ox78, 0x36, 0x38,
OxC5, Ox1E, OxBl1, 0x18, Ox8A, Ox91, 0Ox72, OxAO,
0x37, OxDE, 0x49, OxDA, 0x48, Ox1A, Ox9B 1},

/* q *x/
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{ O6x01, OxFF, 0x30, 0x36, O0x06, Ox89, Ox3F, 0x53,
OxBE, Ox41, 0x12, OxF9, 0Ox60, 0x18, OxF9, 0Ox9C,
OxCF, OxB9, 0Ox67, Ox82, Ox7E, 0x49, 0x40, 0x36,
0x98, Ox2F, OxAF, 0x24, 0x06, OxD2, Ox5D, Ox8B,
OxCC, 0x52, 0Ox48, OxDB, 0x2B, OxCB, Ox13 },

/*x g x/

4085,

{ 6x19, Ox89, Ox03, 0x1B, 0x12, OxB8, 0x83, 0x5D,
Ox66, Ox5C, Ox9F, 0Ox42, Ox31, 0Ox05, O0x24, OXAO0,
Ox64, Ox9E, OXEC, 0x4C, Ox2C, 0Ox4A, OxBA, OXAC,
OxAD, Ox5D, 0x54, 0x8C, OxE0, OxFA, OxF5, Ox3E,



OxCA, Ox38, Ox67, OxAA, OxE6, 0x18, Ox7D, Ox5F,
Ox63, 0OxCO, OxF6, Ox6B, O0x56, OXE8, 0x00, OXAD,
Ox5D, Ox09, O0x58, 0Ox8C, OxA4, Ox25, OxBC, OxE6,
O0xBD, 0x33, 0x97, Ox6B, OxBA, 0xC9, Ox68, 0x63,
OxD1, OxC2, Ox6E, Ox4F, 0x48, Ox27, Ox67, Ox05,
Ox63, OxFB, 0x9C, OxA5, 0x16, Ox5C, Ox3C, Ox9F,
Ox14, Ox1D, Ox2E, Ox7D, Ox77, OxA6, Ox11l, Ox95,
Ox55, Ox4D, Ox9C, OxE6, OxA3, O0x25, 0xB9, 0x34,
Ox2A, Ox5F, Ox0A, OxDE, Ox00, Ox7E, OxED, 0Ox69,
OxF3, Ox2C, 0Ox78, Ox67, Ox8C, Ox5F, 0x30, 0x2C,
OxAF, Ox97, 0x62, OxFC, 0xC0O, OxD6, 0x22, 0xD2,
OxBF, OxA5, OxFF, 0Ox72, 0x4B, 0x59, 0x49, 0x21,
Ox1C, Ox66, Ox2E, OxD3, OxD8, 0x14, Ox1lE, OXAF,
OxAB, OxB6, 0x28, 0Ox65, 0xC2, OxF2, OxA6, 0x44,
OxA5, OxDC, Ox34, OxOF, 0x24, OxOF, O0x73, Ox61,
0x53, Ox3C, Ox65, 0Ox64, OxCD, Ox9E, 0x33, OxB6,
0x58, OxCl, Ox39, Ox71, OXEC, OxDA, 0Ox66, Ox2E,
Ox1C, Ox79, OxB5, 0x88, OxT7E, OxA2, 0x46, Ox1E,
Ox35, OxA6, OxBA, 0x2B, OxD0O, 0x20, Ox80, OxF8,
OxE5, OxC6, OxC8, OxBE, Ox7B, OxFB, 0xB9, 0x6C,
OxF4, Ox1F, Ox07, OxD5, OxBD, OxC9, 0Ox65, 0x00,
OxB5, Ox6C, Ox53, Ox4B, Ox70, Ox36, 0x99, 0x56,
Ox8F, Ox70, Ox0B, Ox9A, OxD5, OxEF, OxFC, Ox1E,
OxE8, OxBE, Ox2F, 0x70, 0x39, 0x50, OxAC, 0xD3,
OxB8, 0x8C, 0x24, Ox3F, 0x82, OxA2, OxE9, OxF5,
Ox01, OxE3, Ox87, Ox84, Ox4E, Ox77, OxAA, 0x90,
Ox2D, OxCO, OxD7, OxD9, Ox6E, OxBE, Ox4E, Ox4B,
OxC8, OxB3, OxAB, 0Ox09, 0x64, OxAC, 0x28, OxB1l,
0x54, OxCD, 0Ox15, Ox35, OxA4, Ox06, 0Ox55, 0x40,
Ox83, Ox39, Ox8E, Ox0B, OxE6, OxAC, Ox9B, 0x26,
OxFF, Ox9A, OxF4, 0xC2, OxCD, OxA9, 0Ox55, 0x17,
Ox51, Ox15, Ox2F, OxBD, 0x4C, 0xC2, OxD7, OxF1,
Ox9A, Ox9E, OxT7F, Ox41, OxA5, Ox6E, OxBB, OxEF,
Ox3C, OxD5, Ox1D, OxF6, OxBl, Ox08, 0x48, 0x06,
Ox15, OxA8, OxF3, OxED, 0x99, Ox9F, OxEC, OxT7F,
Ox0F, Ox3C, Ox53, Ox87, Ox55, Ox27, Ox70, Ox74,
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OxB3, OxA8, 0Ox0D, Ox4B, Ox6A, 0x84, Ox71l, 0x26,
OxE1l, OxB9, OxDF, OxE2, Ox38, 0x96, OxF5, OxB1l,
Ox97, Ox53, Ox83, Ox9B, 0Ox18, OxA7, OxE6, 0Ox69,
Ox3E, Ox9F, OxBl, 0x3D, Ox11, Ox58, OxA3, OxAB,
OxXAF, Ox4E, 0x04, 0Ox62, Ox7D, OxEB, 0x96, 0x12,



0xD9,
Ox67,
OxCB,
0xDS8,
OXES8,
Ox3B,
OxC7,
OxCD,
OxCE,
OxFC,
0x35,
Ox4E,
Ox78,
OxD5,
OXEC,
0x5C,
OxEG6,
Ox48,
Ox40,

[* x */

305,

{ ox01,
Ox27,
0x14,
0x0D,
OxE6,

/*y x/

4086,

{ Ox2A,
Ox8A,
Ox9A,
OXE6,
0x69,
Ox8C,
OxC8,
Ox8C,
0x95,
Ox76,
Ox97,
0x22,
0xD3,
OxAF,
Ox61,

Gutmann

0Ox59,
OxFF,
OxDF,
0x8D,
OxF5,
OxB4,
0x48,
Ox9A,
Ox48,
0xCB,
OXOE,
0x30,
Ox79,
OxF5,
0x33,
OxAA,
0xB2,
0x01,
0x2B,

OXAT,
0x29,
Ox9C,
oOxC9,
Ox14,

0x49,
0x6C,
OxB7,
OxB1,
Ox4C,
Ox2A,
Ox61,
0x43,
OxE2,
Ox5B,
OxEF,
Ox11,
OxBB,
Ox17,
OxD7,

Ox4D, Ox33, 0x26,
OxCA, OxDE, 0OxC3,
OxED, 0Ox45, 0Ox0B,
0x29, Ox8E, OxDD,
OxEE, Ox6D, 0x46,
Ox6D, OxBC, 0x04,
Ox72, Ox8D, OxET7,
Ox90, 0x29, Ox4E,
Ox2A, 0x39, 0xBO,
Ox6E, OxF7, 0OxD1,
OxC2, OxOF, OxB5,
0x96, OxC5, 0x90,
Ox0Db, Ox81, Ox9E,
Ox46, OxF5, OxE3,
OxDA, 0x45, 0x52,
OxF8, Ox87, 0OxB5,
OxCF, Ox0D, 0x56,
Ox8A, Ox87, 0Ox7B,
0x4B, 0x29, OxF3,

Ox77, Ox11l, 0OxBS8,
0x01, OxBA, 0x09,
Ox8C, Ox05, 0OxBO,
0x98, Ox97, 0Ox11,
OxF2, Ox55, OxTF,

Ox11, Ox73, 0Ox18,
Ox6F, Ox8E, 0x40,
0x10, OxBB, 0x45,
Ox85, Ox87, 0OxD2,
0x01, Ox9A, 0x09,
0x33, Ox55, 0OxA5,
0x82, Ox2E, 0x19,
OxAA, Ox61, 0OxC3,
OxA2, Ox74, Ox55,
Ox8A, Ox1lE, OxF7,
Ox4C, 0x31, Ox3F,
0x30, OxC5, OxEE,
OxF2, Ox9C, 0OxC4,
0x9C, OxBA, 0Ox8B,
OXxOA, OxB6, OxBD,
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Ox1A,
OxB5,
Ox53,
Ox27,
Ox1F,
0xB6,
Ox8F,
OXEA,
0Ox62,
0x35,
0Ox02,
OxAA,
OxC2,
OxE4,
Ox14,
OxES8,
0x43,
Ox5A,
Ox5C,

0x9D,
Ox5A,
Ox2F,
Ox5B,
Ox9C,

Ox65,
Ox7D,
OxCA,
Ox8F,
0xB2,
Ox67,
OxC6,
OxBF,
Ox2F,
ox8D,
OxE8,
Ox91,
OX7B,
OxD4,
OXTA,

2022

OxXE5, 0x93
OxAF, OxFF
Ox8B, OxC8
OxB3, 0Ox36
Ox57, 0Ox40
0xD9, 0Ox00
Ox68, Ox8F
0x95, OXxE7Y
OXE8, 0Ox04
0x94, 0OxB9
OxA8, 0x4C
0x29, Ox63
OxC5, Ox06D
OxD9, Ox69
OxD7, OxAO
Ox9B, Ox09
OxC3, Ox85
Ox17, Ox72
Ox8B 1},

0x45, 0x53
Ox7F, OxFC
OxDD, 0Ox04
OxCE, OxC3
0xoC 1,

Ox11, Ox4B
0x55, OxC3
OxBA, 0x94
0x9C, 0x6C
Ox6F, Ox44
OxBl, OxAO
OxFA, OxDE
0x39, OxB6
OxE8, 0x5C
Ox1B, 0x42
OxDB, OxF2
OxF9, OxE3
Ox1B, OxAB
Ox5B, OxA9
OxAO, Ox75

)
)
)
J
5
5
J
J
J
J
J
J
)
)
)
J
J

)

J
J
J

)

J
5
J
J
J
J
J
J
J
J
)
)
)
J

)
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OxFB, Ox2A, 0x15, 0x33, 0x14, OxFC, 0x3B, 0x2C,
Ox3B, Ox89, Ox86, Ox6E, 0x68, 0x2C, OxT7TA, 0x95,
Ox8D, Ox3B, 0Ox78, Ox87, OxFO, OxD7, OxD8, OxF4,
Ox0D, OxF5, Ox5E, Ox6E, Ox51, Ox5D, Ox1F, OxBB,
Ox88, Ox77, Ox8E, OxAF, Ox8E, OxFl, OxE8, OxF3,
Ox11, Ox9A, Ox74, Ox98, Ox80, Ox66, Ox7C, OxA8,
OxXEC, OxC4, Ox6B, OxFA, 0x10, OxBA, 0xC4, Ox67,
Ox4B, Ox77, OxB9, Ox4E, OxBO, OxE9, Ox2A, 0Ox76,
OxA6, OxCO, Ox81, Ox59, OxD1l, OxF4, 0x06, OxB6,
Ox68, Ox5F, OxE8, Ox5B, 0x41l, OxA8, 0xD8, 0x04,
Ox93, Ox91, Ox8A, OxF5, 0x29, Ox9A, 0x1C, OXx6A,
Ox11, ox3D, OxE2, OxF9, 0Ox74, Ox27, OxCD, Ox87,
OxC4, OxBA, 0x28, Ox2A, O0x65, Ox5D, Ox6A, Ox4E,
OxE7, Ox15, O0x01, Ox2E, Ox0C, Ox75, O0x0C, OxC3,
OxB1l, OxE5, OxCo0, OxF2, Ox2B, OxC8, Ox2A, 0OxD2,
Ox3E, OxB4, 0xC0, OxEC, OxF4, 0x80, OxAC, OxB7,
oxDb7, Ox31, Ox21, Ox57, OxDB, OxB7, OxE0, OXE5,
Ox23, Ox78, OxE9, OxFF, 0x46, OxEE, OxEF, 0x04,
OxAF, Ox47, Ox4F, 0x2C, 0x4C, Ox55, OxDF, OxFF,
OxCF, Ox79, Ox8B, 0x90, Ox3F, 0x49, OxEA, 0x43,
oxbo, Ox60, OXEF, 0x23, OxED, Ox7D, 0Ox63, 0x89,
Ox7B, OxCB, Ox2F, OxF1, 0x39, OxAB, 0x0D, 0x80,
Ox5F, OxF7, 0x85, Ox87, OxCC, OxE6, OxF1, OxF2,
OxCE, Ox39, 0x07, OxBB, OxDA, Ox5A, 0Ox67, 0x39,
OxCF, Ox62, 0x47, 0Ox2C, OxA2, Ox11l, 0Ox85, 0x18,
OxDA, OxFE, 0x90, Ox7C, Ox4B, OxEA, 0x88, 0OxDC,
OxXAE, Ox39, 0x01, Ox07, Ox3A, OxB6, OxCC, 0Ox60,
OxA5, 0Ox60, OxC9, OxA4, OxD6, 0x33, Ox1lE, 0x29,
OxF8, Ox8A, OxFE, OxB9, 0x99, OxA6, Ox4A, OxE4,
oxbB, OxC7, OxBF, 0x02, 0x22, O0xA9, 0xD4, 0x19,
Ox3A, Ox20, OxE8, Ox1B, 0x40, O0x30, OxF3, 0x28,
OxE3, OxA9, OxCB, Ox7C, 0x92, Ox62, 0x04, 0x98,
Ox47, Ox4F, OxCB, 0Ox64, OxDA, OxEl, OxBB, 0xD7,
Ox9E, Ox4A, 0Ox9C, Ox04, Ox76, 0x47, Ox5E, OxFO0,
OxF9, OxAB, Ox5E, 0Ox89, OxAE, 0x4D, Ox5A, OXAE,
Ox9F, 0Ox87, Ox60, Ox21, OxFA, Ox0B, 0xB2, 0x82,
Ox17, OxCF, 0x27, 0x8D, Ox3A, OxE9, OxED, 0OxDC,
Ox1C, Ox57, OxBE, Ox5E, 0x17, OxDC, OxOD, 0x94,
Ox8E, Ox02, OxFC, Ox05, OxFE, OxDF, 0x74, Ox07,
Ox05, OxD8, OxDC, OxDC, Ox9D, Ox4B, Ox9C, OxE6,
Ox80, Ox93, Ox65, Ox74, 0x94, Ox01, Ox5E, Ox05,
Ox17, Ox78, Ox96, OxF1l, 0x29, OxFD, OxFF, OxB5,
OxFF, Ox4A, OxF5, 0x7C, Ox64, OxD1l, Ox51, OxEC,
OxEC, Ox8E, 0Ox74, Ox7B, Ox72, Ox67, OxFA, 0x2D,
Ox8C, OxF5, Ox97, Ox5E, 0x84, 0xC2, OxEF, OxAC,
Ox18, OxDF, 0Ox16, OxF2, OxD8, 0x98, 0x0C, OxE4,
0x09, OxCO, Ox3A, Ox1B, OxC2, OxB9, Ox5B, 0x34,
0x34, 0x18, 0x98, OxC6, OxA5, OxC6, Ox28, 0Ox54,
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OxB8, 0x53, 0x33, OxEl, Ox4A, OxA8, OxE9 }

2.3. ECDLP Keys

The following widely-known test keys may be used for ECDLP-based
algorithms such as ECDA and ECDH.

P256 key

/* ax *x/

256,

{ Ox42, 0Ox25, 0x48, OxF8, Ox8F, OxB7, 0x82, OxFF,
OxB5, OxEC, OxA3, 0Ox74, 0x44, 0x52, OxC7, Ox2A,
Ox1E, 0x55, Ox8F, OxBD, Ox6F, 0x73, OxBE, OX5E,
0x48, OxE9, 0x32, 0x32, OxCC, 0x45, OxC5, OxB1l },

/* ay */

256,

{ ox6C, 0Ox4C, OxD1, 0x0C, 0x4C, OxB8, OxD5, 0OxBS8,
OxAl, Ox71l, Ox39, OxE9, 0Ox48, 0x82, OxC8, 0x99,
Ox25, Ox72, Ox99, 0x34, 0x25, OxF4, 0x14, 0x19,
OxAB, OX7E, 0x90, OxA4, Ox2A, 0x49, 0x42, Ox72 },

[* d */

256,

{ OxE6, OxCB, 0x5B, OxDD, 0x80, OxAA, 0x45, OXAE,
Ox9C, Ox95, OxE8, OxCl, Ox54, Ox76, Ox67, Ox9F,
OxFE, 0xC9, 0x53, OxCl, Ox68, Ox51, OXE7, 0Ox11,
OXE7, O0x43, 0x93, 0x95, 0x89, 0xC6, Ox4F, OxCl }

P384 key
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/* qx */

384,

{ ox5B, 0x09, Ox01, OxB8, Ox85, Ox23, 0x29, Ox6E,
OxB9, 0x19, OxD5, OxOF, OxFA, Ox1lA, 0x9C, OxB3,
Ox74, OxBC, Ox4D, 0Ox40, 0x95, Ox86, 0x28, 0x2B,
OxFE, OxCA, 0Ox11, OxBl, 0xD9, Ox5A, OxDB, OxB5,
Ox47, Ox34, OxAF, Ox57, Ox0B, OxF8, Ox2B, 0x72,
0x28, OxCF, 0Ox22, Ox6B, OxCF, 0x4C, Ox25, OxDD 1},

[* qy x/

384,

{ OxBC, OxFE, 0x3B, 0x1A, Ox3A, 0xD3, 0x94, 0x30,
OXEF, OxF7, 0Ox63, OxE1l, OxD6, 0Ox8D, Ox2E, 0x15,
Ox1D, 0x91, 0Ox72, Ox0B, Ox77, O0x95, OxB5, Ox8D,
OxA6, OxB3, 0x46, Ox39, Ox61, Ox3A, Ox8F, OxB9,
OxB5, OxA8, OxDA, 0x48, OxC6, 0Ox74, Ox71l, Ox17,
OxF9, 0x91, Ox9E, 0Ox84, 0x24, OxF3, Ox7E, OxC8 },

/* d x/

384,

{ OxE2, Ox56, 0x33, 0x28, OxDF, OxAB, OxF6, 0x81,
Ox88, Ox60, Ox6B, Ox91, Ox32, 0x42, O0x81, OxC1l,
OxD5, Ox8A, 0x44, 0Ox56, 0x43, O0x1B, 0x09, OxD5,
0x10, OxB3, Ox5F, OxEC, OxC9, OxF3, 0x07, OxCA,
Ox18, Ox22, 0x84, Ox6F, OxA2, 0Ox67, Ox13, Ox71,
OxA9, OxA8, 0x1B, OxAC, OxOE, 0x35, 0Ox74, Ox9D }

P521 key
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/* qx */

521,

{ O0x01, OxDO, OXxFD, O0x72, Ox57, OxA8, 0x4C, 0Ox74,
Ox7F, Ox56, 0x25, Ox75, OxCO, Ox73, Ox85, OxDB,
OxEB, OxF2, OxF5, Ox2B, OxEA, 0x58, 0x08, 0x3D,
OxB8, Ox2F, OxDD, 0x15, 0x31, OxD8, OxAA, OxE3,
OxCC, Ox87, Ox5F, OxFO, Ox2F, OxF7, OxFA, 0Ox2D,
OxA2, Ox60, OxD8, OxEB, 0Ox62, OxD6, 0xD2, OxF5,
OxD6, Ox49, 0O0x27, Ox8E, 0x32, 0Ox17, Ox36, OxAO0,
Ox62, Ox8C, OxBB, OxB3, 0x03, Ox08, OxB6, OxE6,
0x18, OxDB 1},

[* aqy */

521,

{ OxF6, Ox2A, 0xD2, 0x04, OxC6, Ox46, 0x03, 0x59,
OxBC, Ox81, Ox8A, OxB8, 0x96, Ox1B, OxFO, OxFO,
OxFC, OxOE, OxC5, OxAA, OxE8, OxA4, 0x28, 0x17,
Ox3C, OxE5, Ox6F, Ox00, OxDE, Ox9B, 0x15, 0x7C,
Ox1E, Ox5C, 0x82, OxC6, Ox4F, Ox56, Ox2F, OxCA,
OxDE, OxFC, 0Ox4A, 0x4C, Ox28, OxF6, 0xD3, 0x42,
OxCF, Ox3E, OxF6, 0Ox16, OxFC, 0x82, OxD3, 0Ox3B,
Ox72, Ox85, OxC9, Ox21, OxF2, OxBF, 0x36, OxFD,
oxD8 1},

[* d */

521,

{ ox01, OxD9, Ox24, 0OxDC, OxCA, Ox0A, 0x88, OxTF,
Ox8D, Ox99, Ox76, Ox7A, Ox37, OxD8, Ox74, OxE6,
Ox37, OxAl, 0x2C, OxCB, Ox47, Ox7D, Ox6E, 0Ox08,
Ox66, Ox53, 0Ox56, Ox69, O0x4D, 0Ox68, OxB7, 0Ox65,



Ox5E, Ox50, 0Ox69, Ox63, Ox8F, OxDE, Ox7B, 0x45,
OxC8, 0Ox54, 0x01, Ox3D, OxC7, OxT7A, O0x35, OxB1l,
Ox86, Ox55, OxB8, 0Ox4C, 0x96, Ox6A, 0x60, 0x22,
Ox0D, Ox40, OxF9, Ox1E, OxD9, OxF5, 0x14, 0Ox58,
0x02, OXEA }

Jw

Contributors/Acknowledgements

4. TANA Considerations

5. Security Considerations

The intent of publishing known keys in this form 1is that they may be
easily recognised as being test keys when encountered. It should go
without saying that these keys should never be used or relied upon in
production environments.

Gutmann Expires 24 August 2022 [Page 26]

Internet-Draft TestKeys February 2022

The author awaits the inevitable CVEs.
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