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1.

Introduction

This document describes the Mesh Service protocol supported by Mesh
Services, an account-based protocol that facilitates exchange of
data between devices connected to a Mesh profile and between Mesh
accounts.

Mesh Service Accounts support the following services:

*Provides the master persistence store for the Catalogs and Spools
associated with the account.

*Enables synchronization of Catalogs and Spools with connected
devices.

*Enforces access control on inbound Mesh Messages from other users
and other Mesh Services.

*Authenticates outbound Mesh Messages, certifying that they comply
with abuse mitigation policies.

A Mesh Profile MAY be bound to multiple Mesh Service Accounts at the
same time but only one Mesh Service Account is considered to be
authoritative at a time. Users may add or remove Mesh Service
Accounts and change the account designated as authoritative at any
time.

The Mesh Services are build from a very small set of primitives
which provide a surprisingly extensive set of capabilities. These
primitives are:

Hello Describes the features and options provided by the service
and provides a 'null' transaction which MAY be used to establish
an authentication ticket without performing any action,

CreateAccount, DeleteAccount Manage the creation and deletion of
accounts at the service.

Status, Download, Upload Support synchronization of Mesh containers
between the service (Master) and the connected devices
(Replicas).

Connect 1Initiate the process of connecting a device to a Mesh
profile from the device itself.

Post Request that a Mesh Message be transferred to one or more Mesh
Accounts.

Although these functions could in principle be used to replace many
if not most existing Internet application protocols, the principal



value of any communication protocol lies in the size of the audience
it allows them to communicate with. Thus, while the Mesh Messaging
service is designed to support efficient and reliable transfer of
messages ranging in size from a few bytes to multiple terabytes, the
near-term applications of these services will be to applications
that are not adequately supported by existing protocols if at all.

Definitions
This section presents the related specifications and standard, the
terms that are used as terms of art within the documents and the
terms used as requirements language.

.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD'", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

.2. Defined Terms

The terms of art used in this document are described in the Mesh
Architecture Guide [draft-hallambaker-mesh-architecture].

.3. Related Specifications

The architecture of the Mathematical Mesh is described in the Mesh
Architecture Guide [draft-hallambaker-mesh-architecture]. The Mesh
documentation set and related specifications are described in this
document.

.4. TImplementation Status

The implementation status of the reference code base is described in
the companion document [draft-hallambaker-mesh-developer].

Mesh Protocols
The Mesh specifies two separate types of protocol interactions:

Mesh Service Protocol A synchronous protocol supporting
interactions between devices and a Mesh Service Host and between
Mesh Service hosts.

Mesh Messaging Protocol An asynchronous protocol that supports
interactions between devices connected to the same account and
between accounts.



The Mesh Messaging Protocol uses the Mesh Service Protocol as
transport. The Mesh Service Protocol in turn is supported by either
the HTTPS binding over TCP or by the Mesh Datagram binding over UDP.

Mesh Messaaina Protocol

Mesh Service Protocol

HTTPS

Mesh Dataaram
TLS
TCP oP

Figure 1: Protocol Layering

Mesh Services MUST support the HTTPS binding and MAY support the
Mesh Datagram binding.

Mesh Service

A Mesh Service is a minimally trusted service. In particular a user
does not need to trust a Mesh service to protect the confidentiality
or integrity of most data stored in the account catalogs and spools.

Unless the use of the Mesh Service is highly restricted, a user does
need to trust the Mesh Service in certain respects:

Data Loss A service could refuse to respond to requests to download
data.

Integrity (Stale Data) The use of Merkle Trees limits but does not
eliminate the ability of a Mesh Service to respond to requests
with stale data.

Messaging A service could reject requests to post messages to or
accept messages from other mesh users.

This risk is a necessary consequence of the fact that the Mesh
Service Provider is accountable to other Mesh Service Providers
for abuse originating from their service.

Traffic analysis A Mesh Service has knowledge of the number of Mesh
Messages being sent and received by its users and the addresses
to which they are being sent to or received from.



The need to trust the Mesh Service in these respects is mitigated by
accountability and the user's ability to change Mesh Service
providers at any time they choose with minimal inconvenience.

It is possible that some of these risks will be reduced in future
versions of the Mesh Service Protocol but it is highly unlikely that
these can be eliminated entirely without compromising practicality
or efficiency.

4.1. Data Model

The design of the Mesh Service model followed a quasi-formal
approach in which the system was reduced to schemas which could in
principle be rendered in a formal development method but without
construction of proofs.

Like the contents of Mesh Accounts, a Mesh Service may be
represented by a collection of catalogs and spools, for example:

Account Catalog Contains the account entries.
Incident Spool Reports of potential abuse

Backup of the service MAY be implemented using the same container
synchronization mechanism used to synchronize account catalogs and
spools.

4.2. Partitioning

Mesh Services supporting a large number of accounts or large
activity volume MAY partition the account catalog between one or
more hosts using the usual tiered service model in which a front-end
server receives traffic for any account hosted at the server and
routes the request to the back-end service that provides the
persistence store for that account.

In addition, the Mesh Service Protocol supports a 'direct
connection' partitioning model in which devices are given a DNS name
which MAY allow for direct connection to the persistence host or to
a front-end service offering service that is in some way specific to
that account.

5. Protocol Bindings

Mesh Service transactions are mapped to an underlying messaging and
transport protocol. The following binding

Mesh Services MUST support the Web Service binding specified in this
document and MAY support the UDP binding currently in development.



5.1. DNS Web Service Discovery

The DNS Web Service discovery mechanism is used to discover Mesh
Services regardless of the protocol binding .The service name, DNS
prefix and and .well-known service suffix are specified as follows:

*Service Name: mmm

*DNS Prefix: _mmm._tcp

*Well Known service suffix: /.well-known/mmm
5.2. Web Service Protocol Binding

The Web Service Protocol binding makes use of the most widely
deployed and used protocols:

*Discovery: DNS Service discovery
*Transport: TLS

*Application: HTTP

*Presentation: DARE Message
*Encoding: JSON, JSON-B

The chief limitations of the Web Service Protocol Binding are that
the use of TCP based transport results in unsatisfactory latency for
some applications and that the HTTP application layer only serves to
allow a host to support multiple services on the same TCP/IP port.

5.2.1. Transport Security

Mesh Services MUST offer TLS transport and MAY offer non TLS

transport. MESH clients SHOULD use TLS transport when connecting to
a MESH service.

TLS version 1.3 [RFC8446] or higher MUST be supported. Client
authentication SHOULD NOT be used.

5.2.2. HTTP Message Binding

All messages are exchanged as HTTP POST transactions. Support for

and use of HTTP/1.1 [REC7230] is REQUIRED. Services MAY support
HTTP/2.

In contrast to other approaches to the design of Web Services, the
only use made of the HTTP transport is to distinguish between
different services on the same host using the Host header and .well-



known convention and for message framing. No use is made of the URI
request line to identify commands, nor are the caching or proxy
capabilities of HTTP made use of.

5.2.3. Request

The HTTP request MAY contain any valid HTTP header specified in
[REC7230].

Request Line URI /well-known/<service> (unless overridden using a
TXT path attribute)

Request Line Method POST

Host: Header <domain>

Content-Encoding As specified in section yy below.
Content-Type As specified in section zz below.

Content-Length or Transfer-Encoding As specified in [REC7230].
Payload The content payload as specified in section XX below.

[No dump of the binding yet]

5.2.4. Response

The response MAY contain any HTTP response header but since JWB
services do not make use of HTTP caching and messages are not
intended to be modified by HTTP intermediaries, only a limited
number of headers have significance:

Response Code The HTTP response code. This is processed as
described in section zz below.

Content-Type As specified in section zz below.

Content-Length or Transfer-Encoding As specified in [RFC7230].

Cache-Control Since the only valid HTTP method for a JWB request is
POST, JWB responses are not cacheable. The use of the cache-

control header is therefore unnecessary. However, experience
suggests that reviewers find it easier to understand protocol



specifications if they are reminded of the fact that caching is
neither supported nor desired.

[No dump of the binding yet]

5.3. DARE Message Encapsulation

The payload of the HTTP requests and responses is a DARE Message
whose payload contains the Mesh Service request or response.

The DARE Message encapsulation is used to authenticate the request
or response data. The form of the authentication depending on the
credentials available to the sender at the time the request is made.

Mesh Service MUST support the use of Mutually Authenticated Key
Exchange [draft-hallambaker-mesh-security] to establish the Master
Key used for authentication of requests and responses.

Requests and Responses MUST be authenticated. Requests and Responses
MUST be encrypted if the transport is not encrypted and MAY be
encrypted otherwise.

5.3.1. Null Authentication
Null Authentication MAY be used to make a Hello Request.

The Null Authentication mechanism MUST NOT be used for any Mesh
Service request or response other than a Hello request.

Since the Mutually Authenticated key exchange requires both parties
to know the public key of the other, it is not possible for a client
to authenticate itself to the service until it has obtained the
service public key. One means by which the client MAY obtain the
service public key is by requesting the service return the
credential in a Hello transaction.

5.3.2. Device Authentication
Device Authentication is used in two circumstances
*When requesting creation of an account

*When a device is requesting connection to a profile.



5.3.3. Profile Authentication

Profile Authentication has the same form as Device Authentication
except that the client provides its Device Connection Assertion as
part of the request:

5.3.4. Ticket Authentication

Ticket Authentication is used after a device has obtained an
authentication ticket from a service. The ticket is returned in the
response to a previous Profile Authentication exchange.

5.4. Payload Encoding

The Dare Message payload of a Hello request MUST be encoded in JSON
encoding. The payload of all other requests MUST be in either JSON
encoding or one of the encodings advertised as being accepted in a
Hello response from the Service. Services MUST accept JSON encoding
and MAY support the JSON-B or JSON-C encodings as specified in this
document. Services MUST generate a response that is compatible with
the DARE Message Content-Type specified in the request.

JSON was originally developed to provide a serialization format for
the JavaScript programming language [ECMA-262]. While this approach
is generally applicable to the type systems of scripting programming
languages, it is less well matched to the richer type systems of
modern object oriented programming languages such as Java and C#.
wWorking within a subset of the capabilities of JSON allows a Web
Service protocol to be accessed with equal ease from either platform
type. The following capabilities of JSON are avoided:

The ability to use arbitrary strings as field names.

The use of JSON objects to define maps directly

The following data field types are used:

Integer 1Integer values are encoded as JSON number values.

String Test strings are encoded as JSON text strings.

Boolean Boolean values are encoded as JSON 'false', 'true' or
'null' tokens according to value.

Sequence Sequences of data items that are encoded as JSON arrays

Object of known type Objects whose type is known to the receiver
are encoded as JSON objects



Object of variable type
Objects whose type is not known to the

receiver are encoded as JSON objects containing a single field
whose name describes the type of the object value and whose value
contains the value.

Binary Data Byte sequences are converted to BASE64-url encoding
[REC4648] and encoded as JSON string values.

Date Time Date Time values are converted to Internet time format as
described in [REC3339] and encoded as JSON string values.

5.5. Error handling and response codes

It is possible for an error to occur at any of the three layers in
the Web Service binding:

Service Layer

HTTP Layer

Transport Layer

Services SHOULD always attempt to return error codes at the highest
level possible. However, it is clearly impossible for a connection
that is refused at the Transport layer to return an error code at

the HTTP layer. It is however possible for a HTTP layer error
response to contain a content body.

In the case that a response contains both a HTTP response code and a
well-formed payload containing a response, the payload response
SHALL have precedence.

6. Mesh Service Transactions

6.1. Service Description

The Hello transaction is used to determine the features supported by
the service and obtain the service credentials

The request payload:

"HelloRequest": {}}

The response payload:



"MeshHelloResponse": {
"Status":201,
"Version":{
"Major":3,
"Minor":0,
"Encodings":[{
"ID":["application/json"
13
1}

"EnvelopedProfileService":[{
"EnvelopeId":"MA36-TUJL-QRZJ-3M3L-SRBQ-BRYQ-W2YM",
"dig":"S512",
"ContentMetaData":"ewogICJVbmlxdwWVJZCI6ICINQTM2LVRVSkwtUV

JaSi0zTTNMLVNSQlEtQlJZUSIXM1IINIiwKICAiTWVZC2FnZVR5cGUi0iAiUHIvZml
SZVN1lcnZpY2UiLAogICJjdHKki0iA1YXBwbGljYXRpb24vbwitL29iamVjdCIsCiAg
IKNYyZWFOZWQi0iAiMjAyMSOWMSOXM1QxNjoz0DoxN10oifQ"},
"ewogICJQcm9mawWx1U2VydmljZSI6IHSKICAgICJIQcmOmawWx1lu21lnbmFOdX
J1IjogewogICAgICAiVWRMIjogIk1BMzYtVFVKTC1RU1pKLTNNMOWtU1JCUSICU1L
RLVCYWU®iLA0gICAgICAiLUHVibGljUGFYYW11dGVycyI6IHSKICAgICAgICALUHVi
bG1jS2V5RUNESCI6IHSKICAgICAgICAGICJIjcnYi0iAiRWQONDgiLAogICAgICAQI
CAgI1B1YmxpYyI6ICJHWNNNawlOclNMc3Zpbju5SUZvTWhqcHIYYTRXNUFTTVZZUK
FNVGd1UUZTMO51UWXDU1hkCiAgZmZzbz JNaHM5RDC2ZDJFX11SWWFtZ11BIn19fSw
KICAQICJTZXJ2aWN1RW5jcnlwdGlvbiI6IHSKICAgQICAQI1VKZiI6ICINRESPLVFF
VzMtTzVHTY1JINUlaLVNXTEStUENaMy1wQ1QzIiwKICAgICAgI1B1YmxpY1BhcmFtZ
XR1cnMi0iB7CiAgICAQICAQI1B1YmxpYOtleUVDREgi0iB7CiAgICAQICAQICALY3
J21jogI1gONDgilLAogICAgICAgICAgI1B1YmXxpYyI6ICIwY25zb01GW]jZ0OeEUzajJ
HRUxXZzhaQlBxaFRHaWtRUWZqeFUxUHhGbVZBczRmLVd6MWO5CiAgMkg2alFxWmJq
ZmVKLUVickpETzJOTVFBIN19fX19",
{
"signatures":[{
"alg":"S512",
"kid":"MA36-TUJL-QRZJ-3M3L-SRBQ-BRYQ-W2YM",
"signature":"MeeZPEkxMpnwnFIcqeau_cw3m82x8n-fT5Gbpoka
US3PTSHI1XrnbJozvpM9kIFK5dr_xFVACQSAOHOKSONCiI2CHVMYuZgmOX7Yj8GRu
bBFpWQABlssgVp5WDTJIBBKNHny9ahysun5far-CSdh6MBEA" }
1
"PayloadDigest":"7rouYSGk4aJyF11Fml3TtsjIe_4VLmbAzgm1STiM
5-8z0gBV-R1n8-gXNUo1lXqQWo05cc8hBXuzdfz6KfZdmwA"}
1

"EnvelopedProfileHost": [{
"EnvelopeId":"MAFN-RXIO-YV7S-ZIU2-WXLO-S3Z0-DUUG",
"dig":"S512",
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICJINQUZOLVJIYSUStWV

Y3Uy1aSVUyLVdYTE8tUzNaTy1EVVU2IiwKICAiTWVzCc2FnZVR5cGUi0iAiUHIvZmM1
sZUhvc3QiLAogICJjdHkiOiAiYXBwbG1ljYXRpb24vbwitL29iamVjdCIsCiAgIKNy
ZWFOZWQ10iAiMjAyMSOWMSOXM1QxNjoz0ODoxN1oifQ"},
"ewogICJIQcmOmawWx1SG9zdCI6GIHSKICAgICJIQcmImawx1lu21nbmFOdXJ1T ]
0gewogICAgICALIVWRMIjogIk1BRk4tU1lhJTy1ZVjdTLVpIVTItV1hMTy1TM1pPLUR



VVTYiLA0ogICAgICAiUHVibG1jUGFyYW11dGVycyI6IHSKICAgICAGICAiIUHVibG1j
S2V5RUNESCI6IHSKICAgGICAgGICAGICIjcnYi0iAiRWQONDgiLAogICAgICAgICAgI
1B1YmxpYyI6ICJjRWhGR2FLA3B1Y1FINO1Gemh1WELITOUVrT3p2dTYSSWNXeWNjcm
Q3RKRMdG9tdkU2S044CiAgVXJIhUDczblJ4TDhMOGEwWdjdFOF1BQTRBIN19fSWKICA
gICJILZX1BdXR0oZW50aWNhdG1lvbiI6IHSKICAQICAgI1VkZiI6ICINQOROLVMZzVUSL
NjVYNyIMN1k3LVMzZREUtNOIOMNY1PRk5JIiwKICAgICAgI1B1YmxpY1BhcmFtZXR1c
nMi0iB7CiAgICAgICAgI1B1YmxpYOtleUVDREgi0iB7CiAgICAgICAgICAiY3J21]
0gI1gONDgiLAOgICAQICAQICAQI1IB1YmXpYYI6ICJEY2FVNINPbVFfR21IQ2h1djZ
JNNNXOFQYOVRuTWctcV84aONibGFMeVc3bGNFAEJGNWFTCiAgZ2p2RDFNVMO4MELZ
VOIMRK5MTER2NFFBIN19fX19",
{
"signatures":[{

"alg":"S512",

"kid":"MAFN-RXIO-YV7S-ZIU2-WXLO-S3Z0-DUUG",

"signature":"BuUFO7hpykuHiwuM@ilP4aCMIHBHmubtKdskHfbR
NrHGVOVa3Lcljyp5XaXp1lKDhrygv819XcJiAL2Vy2xTHghzfu29XLc4p59Rxh1xP6
N1WPOLWOPUERIVIVIBESSIULDIYw7yc-mEfOh5sygAnTXx8A"}

1
"PayloadDigest":"bOkDrRdwW4SGwdJO_YaJoeS1JhczC70-ftjVWr3sC

yL07-dHhyB-cKe3Fksrg31v_p2R4q6IhUwYOwFrgFEF1nA"}

13}

6.2. Account Creation
6.2.1. Bind User Account

A User Account is bound to a Mesh Service by completing a
BindAccount transaction with the service.

The BindRequest message specifies the account address and
ProfileUser of the account to be serviced.

The BindAccount transaction is unique in that it can fail to
complete for reasons that are outside the scope of the Mesh
specifications. Creation of an account might require payment to be
made or authentication of the user's credentials. It is thus quite
normal for the result of a CreateRequest to be the account being
created in an 'on hold' state which can only be changed out of band.

If the request is at least partially successful, a BindResponse
message is returned. In the case of partial success, a description
of the request status and link to a Web page providing further
details MAY be returned.

The request payload:

"HelloRequest": {}}



The response payload:



"MeshHelloResponse": {
"Status":201,
"Version":{
"Major":3,
"Minor":0,
"Encodings":[{
"ID":["application/json"
13
1}

"EnvelopedProfileService":[{
"EnvelopeId":"MA36-TUJL-QRZJ-3M3L-SRBQ-BRYQ-W2YM",
"dig":"S512",
"ContentMetaData":"ewogICJVbmlxdwWVJZCI6ICINQTM2LVRVSkwtUV

JaSi0zTTNMLVNSQlEtQlJZUSIXM1IINIiwKICAiTWVZC2FnZVR5cGUi0iAiUHIvZml
SZVN1lcnZpY2UiLAogICJjdHKki0iA1YXBwbGljYXRpb24vbwitL29iamVjdCIsCiAg
IKNYyZWFOZWQi0iAiMjAyMSOWMSOXM1QxNjoz0DoxN10oifQ"},
"ewogICJQcm9mawWx1U2VydmljZSI6IHSKICAgICJIQcmOmawWx1lu21lnbmFOdX
J1IjogewogICAgICAiVWRMIjogIk1BMzYtVFVKTC1RU1pKLTNNMOWtU1JCUSICU1L
RLVCYWU®iLA0gICAgICAiLUHVibGljUGFYYW11dGVycyI6IHSKICAgICAgICALUHVi
bG1jS2V5RUNESCI6IHSKICAgICAgICAGICJIjcnYi0iAiRWQONDgiLAogICAgICAQI
CAgI1B1YmxpYyI6ICJHWNNNawlOclNMc3Zpbju5SUZvTWhqcHIYYTRXNUFTTVZZUK
FNVGd1UUZTMO51UWXDU1hkCiAgZmZzbz JNaHM5RDC2ZDJFX11SWWFtZ11BIn19fSw
KICAQICJTZXJ2aWN1RW5jcnlwdGlvbiI6IHSKICAgQICAQI1VKZiI6ICINRESPLVFF
VzMtTzVHTY1JINUlaLVNXTEStUENaMy1wQ1QzIiwKICAgICAgI1B1YmxpY1BhcmFtZ
XR1cnMi0iB7CiAgICAQICAQI1B1YmxpYOtleUVDREgi0iB7CiAgICAQICAQICALY3
J21jogI1gONDgilLAogICAgICAgICAgI1B1YmXxpYyI6ICIwY25zb01GW]jZ0OeEUzajJ
HRUxXZzhaQlBxaFRHaWtRUWZqeFUxUHhGbVZBczRmLVd6MWO5CiAgMkg2alFxWmJq
ZmVKLUVickpETzJOTVFBIN19fX19",
{
"signatures":[{
"alg":"S512",
"kid":"MA36-TUJL-QRZJ-3M3L-SRBQ-BRYQ-W2YM",
"signature":"MeeZPEkxMpnwnFIcqeau_cw3m82x8n-fT5Gbpoka
US3PTSHI1XrnbJozvpM9kIFK5dr_xFVACQSAOHOKSONCiI2CHVMYuZgmOX7Yj8GRu
bBFpWQABlssgVp5WDTJIBBKNHny9ahysun5far-CSdh6MBEA" }
1
"PayloadDigest":"7rouYSGk4aJyF11Fml3TtsjIe_4VLmbAzgm1STiM
5-8z0gBV-R1n8-gXNUo1lXqQWo05cc8hBXuzdfz6KfZdmwA"}
1

"EnvelopedProfileHost": [{
"EnvelopeId":"MAFN-RXIO-YV7S-ZIU2-WXLO-S3Z0-DUUG",
"dig":"S512",
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICJINQUZOLVJIYSUStWV

Y3Uy1aSVUyLVdYTE8tUzNaTy1EVVU2IiwKICAiTWVzCc2FnZVR5cGUi0iAiUHIvZmM1
sZUhvc3QiLAogICJjdHkiOiAiYXBwbG1ljYXRpb24vbwitL29iamVjdCIsCiAgIKNy
ZWFOZWQ10iAiMjAyMSOWMSOXM1QxNjoz0ODoxN1oifQ"},
"ewogICJIQcmOmawWx1SG9zdCI6GIHSKICAgICJIQcmImawx1lu21nbmFOdXJ1T ]
0gewogICAgICALIVWRMIjogIk1BRk4tU1lhJTy1ZVjdTLVpIVTItV1hMTy1TM1pPLUR



VVTYiLA0ogICAgICAiUHVibG1jUGFyYW11dGVycyI6IHSKICAgICAGICAiIUHVibG1j
S2V5RUNESCI6IHSKICAgGICAgGICAGICIjcnYi0iAiRWQONDgiLAogICAgICAgICAgI
1B1YmxpYyI6ICJjRWhGR2FLA3B1Y1FINO1Gemh1WELITOUVrT3p2dTYSSWNXeWNjcm
Q3RKRMdG9tdkU2S044CiAgVXJIhUDczblJ4TDhMOGEwWdjdFOF1BQTRBIN19fSWKICA
gICJILZX1BdXR0oZW50aWNhdG1lvbiI6IHSKICAQICAgI1VkZiI6ICINQOROLVMZzVUSL
NjVYNyIMN1k3LVMzZREUtNOIOMNY1PRk5JIiwKICAgICAgI1B1YmxpY1BhcmFtZXR1c
nMi0iB7CiAgICAgICAgI1B1YmxpYOtleUVDREgi0iB7CiAgICAgICAgICAiY3J21]
0gI1gONDgiLAOgICAQICAQICAQI1IB1YmXpYYI6ICJEY2FVNINPbVFfR21IQ2h1djZ
JNNNXOFQYOVRuTWctcV84aONibGFMeVc3bGNFAEJGNWFTCiAgZ2p2RDFNVMO4MELZ
VOIMRK5MTER2NFFBIN19fX19",
{
"signatures":[{

"alg":"S512",

"kid":"MAFN-RXIO-YV7S-ZIU2-WXLO-S3Z0-DUUG",

"signature":"BuUFO7hpykuHiwuM@ilP4aCMIHBHmubtKdskHfbR
NrHGVOVa3Lcljyp5XaXp1lKDhrygv819XcJiAL2Vy2xTHghzfu29XLc4p59Rxh1xP6
N1WPOLWOPUERIVIVIBESSIULDIYw7yc-mEfOh5sygAnTXx8A"}

1
"PayloadDigest":"bOkDrRdwW4SGwdJO_YaJoeS1JhczC70-ftjVWr3sC

yL07-dHhyB-cKe3Fksrg31v_p2R4q6IhUwYOwFrgFEF1nA"}

13}

[Future: Consider converting this to a Messaging flow. ]
6.2.2. Bind Group Account

Mesh Group Accounts are created in the same manner as user accounts
except that a ProfileGroup is specified.

The request payload:



"BindRequest":{
"AccountAddress":"groupw@example.com",
"EnvelopedProfileAccount":[{
"EnvelopeId":"MBND-NF5R-BEOZ-EHDY-PXM3-XTDU-HK5T",
"dig":"sS512",
"ContentMetaData":"ewogICJVbmlxdwWVJZCI6ICINQKSELUSGNVItQk
VPWilFSERZLVBYTTMtWFREVS1ISzVUIiwKICAiTWVZzCc2FnZVR5cGUi0iAiUHJIvZml
sZUdyb3VwIiwKICAiY3R5IjogImFwcGxpY2F0aw9uL21tbS9vYmplY3QiLAogICJID
cmVhdGVKkIjogIjIwMjEtMDEtMTNUMTY6Mzg6MjhaIn@"},
"ewogICJQcm9maWx1R3JvdXAi10iB7CiAgICALIUHIVZmM1sZVNpZ25hdHVyZS
I6IHSKICAQICAQI1VKZiI6ICINQKS5ELUSGNVItQkVPWilFSERZLVBYTTMtWFREVS1
ISzVUIiwKICAQICAQI1B1YmxpY1BhcmFtZXR1cnMi0iB7CiAgICAgICAQI1B1Ymxp
YOtleUVDREgi0iB7CiAgICAQICAQICAiY3J2IjogIkVKNDQ4IiwKICAgICAgICAQI
CJQdWJIsaWMi0iAiTkdXV01jYUI4alY5W]jJQOFVyd21pYUFEdVhDUMhhbGVSXONDZF
B1eURXZnBTTVBGMOIxZgogIGlfaVd1NTdFbDRORGROUKBWR3ZISjFPQSJ9fX0OsCiA
gICAiQWNjb3VudEFkZHJ1c3Mi0iA1Z3JvdXB3QGV4YW1lwbGUUY29tIiwKICAgICJIB
Y2NvdW50RW5jcnlwdGlvbiI6IHSKICAGQICAQI1VkZiI6ICINQjQOLUK3VFQtQTNKR
S10NUXLLVNLVFktVOpENi1VUkdaIiwKICAgICAgI1B1YmxpY1BhcmFtZXR1cnMiOi
B7CiAgICAQICAQI1B1YmxpY@tleUVDREgi0iB7CiAgICAgICAQICAi1Y3J2IjogIlg
ONDgiLAOgICAQICAQICAQI1B1YmXpYYyI6ICIKSEKWUO14SDJIObWVIYZFkbGdra2dm
VVhCeXpibW5rWkwlcFNoONKFGd2t1UKNOTThMUVVNCiAgbEgWOEYtRi14UWNDS3M1T
ndDZOx6ejBBIN19fSWKICAQICIBZG1pbmlzdHIhdG9yU21nbmFOdXJ1IjogewogIC
AgICAiVWRMIjogIk1DSzMtWk1QWS1DUUXHLUQYWUMtT1JINS10TzRBLUAKTVgiLAO
gICAgICAiUHVibGljUGFYyYW11dGVycyI6IHSKICAgICAQICAIUHVibG1jS2V5RUNE
SCI6IHSKICAgICAQICAQICJIjcnYi0iAiRWQONDgiLAOgICAgICAgICAQIIBlYmXpY
yI6ICIfNNJodzBlQUStUE1KTm5zQWIMM3NtX3FVNVZBQVJIIcG5JQ2hfZylueDF0aG
pSNHU5R29rCiAgLWRPUHdmeXpOUTEtVNnJSAUU2RG8WRO1BIN19fX19",
{
"signatures":[{
"alg":"S512",
"kid":"MBND-NF5R-BEOZ-EHDY-PXM3-XTDU-HK5T",
"signature":"pXHiPRR5N9QZieJEiaoxW8J6bnOp8arfiLtY4U6L
ROXZpWIru2eb-7vA4-qDm6d11gUEDOKyhp -AP-zPo1BeiRo7kFulU6xczM5zCIjnD
EQXJuXiLF1FMUfcL9V919bAeaPiy7VEtgdEtzobLAaFQXIA"}
1
"PayloadDigest":"SFN06ZCeX00y3hSACwFeQmGB6ahSrVMDsRDWERCY
61PnAtyPjtP6ht2dVv89ZXFOVBON1q-UKkhjZxTtrnsirg"}

13}

The response payload:

"BindResponse": {
"Status":201,
"StatusDescription":"Operation completed successfully"}}



6.2.3. Unbind Account

An account registration is deleted using theUnbindAccount
transaction.

The request payload:
The response payload:
6.3. Persistence Store Management

All the state associated with a Mesh profile is stored as a sequence
of DARE Messages in a Dare Container. The Mesh Service holding the
master copy of the persistence stores and the devices connected to
the profile containing complete copies (replicas) or partial copies
(redactions).

Thus, the only primitive needed to achieve synchronization of the
profile state are those required for synchronization of a DARE
Container. These steps are:

*Obtain the status of the catalogs and spools associated with the
account.

*Download catalog and spool updates
*Upload catalog updates.

To ensure a satisfactory user experience, Mesh Messages are
intentionally limited in size to 64 KB or less, thus ensuring that
an application can retrieve the most recent 100 messages almost
instantaneously on a high bandwidth connection and without undue
delay on a slower one.

6.3.1. Status

The status transaction returns the status of the containers the
device is authorized to access for the specified account together
with the updated Device Connection Entry if this has been modified
since the entry presented to authenticate the request was issued.

The request payload:

"StatusRequest":{}}



The response payload:



"StatusResponse": {
"Status":201,
"StatusDescription":"Operation completed successfully",
"EnvelopedProfileAccount":[{
"EnvelopeId":"MAMU-5QXP-TWCD-7PKI-S4FC-IB76-XASH",
"dig":"s512",
"ContentMetaData":"ewogICJVbmlxdwWVJZCI6ICINQUIVLTVRWFAtVF
dDRCO3UEtJLVMORKMtSUI3Ni1lYQVNIIiwKICAiTWVZC2FNZVR5CcGUi0iAiUHIvZml
SZVVzZXIiLAogICJjdHki0iAiYXBwhG1ljYXRpb24vbwitL29iamVjdCIsCiAgIkNy
ZWFOZWQi0iAiMjAyMSOWMSOXM1QxNjoz0Dox0OVoifQ"},
"ewogICJQcm9OmaWx1VXN1ciI6IHSKICAgGICJIQcm9Omawx1lU21nbmFOdXJ1I]
0gewogICAgICALIVWRMIjogIk1BTVUtNVFYUC1UVONELTAQSOktUZRGQy1JQjc2LVh
BUOQiLA0gICAgICAiUHVibG1ljUGFYYW11dGVycyI6IHSKICAGICAgICAIUHVibGL j®Z1leFBCbk1BSzFCT19fU1hSeHRXUVRzCiAgWHNNejFmbDVKYz]jNYdUE3OEVfOGhXenNIdF1mb@ZRdkdCMmtaMO@8xeFNCRgogIEUycHBGamhTN
GhzbEE®ONX16N1dwQnpnQSJ9fX0sCiAgICAiIQWNjb3VudFNpZ25hdHVYZSI6IHSKIC
AQICAQI1VKZiI6ICIJNREE2LUVMRTItVDJIBTSOIMIJULUFOM1ItTFVEUY1HSKkdYIiw
KICAQICAQI1B1YmxpY1BhcmFtZXR1cnMiOiB7CiAgICAQICAQI1B1YmXxpYOtleUVD
REQi0iB7CiAgICAgICAQICAiY3J2IjogIkVkNDQ4IiwKICAgICAgICAQICJIQdwIsa
WMi0iAiQUhTdFc4S0dwYnJvWnQ1zXotd3ZiQ19GTXI5QWpXxSThnTG1lnQzVwM3doSG
NFUTRqQUD1kVwogIDF4RHdaMzRgNzdXWE5JZkZFdk9FVOpNQSJ9fX19fQ",
{
"signatures":[{
"alg":"S512",
"kid":"MAMU-5QXP-TWCD-7PKI-S4FC-IB76-XASH",
"signature":"_9tIDk5KvjeIuasHaXDawBB1VTw2YIzxBUxpLn78
a0gf09Cjuwh7auyUMHrCGvpuQRjjQrDR_0eATnhDzrIG5xcQbFwvfge_rfqgvUjqQc
-CZqvT81LDQ2c1W6THP1ZOGCIZMXNEPYVKYyR-9AACDQACA"}

1



6.

j

3.

"PayloadDigest":"fb_iksIe@dMAIWIWZjmK1YQSF-XttjIAg8Bww4tJ
POEOP9bxX42pkNorLfHQ8XyD8X9IHT-FKh-_1hLJINAUZA"}
1
"ContainerStatus":[{
"Container":"MMM_Inbound",

"Index":3},

{

"Container":"MMM_Outbound",
"Index":1}%},

{

"Container":"MMM_Local",
"Index":2},

{

"Container":"MMM_Access",
"Index":1},

{
"Container":"MMM_Credential",
"Index":3}%},

{

"Container":"MMM_Device",
"Index":3},

{

"Container":"MMM_Contact",
"Index":2},

{
"Container":"MMM_Application",
"Index":1}%},

{

"Container":"MMM_Bookmark",
"Index":2}%},

{

"Container":"MMM_Task",
"Index":2}
13}

2. Download

The download transaction returns a collection of entries from one or
more containers associated with the profile.

Optional filtering criteria MAY be specified to only return objects
matching specific criteria and/or only return certain parts of the
selected messages.

The service MAY limit the number of entries returned in an
individual response for performance reasons.



Obsolete example 1

6.3.3. cConflict Detection

Clients SHOULD check to determine if updates to a container conflict
with pending updates on the device waiting to be uploaded. For
example, if a contact that the user modified on the device
attempting to synchronize was subsequently deleted.

The means of resolving such conflicts is not in the scope of this
specification.

6.3.4. Filtering

Clients may request container updates be filtered to redact catalog
entries that have been updated or deleted or spool entries that have
been read, deleted or were received before a certain date.

6.3.5. Transact

The transact transaction appends envelopes to one or more stores.
The operation is atomic, that is either all the changes specified
will be made to the stores or none will. This ensures that
simultaneous attempts to update a store do not result in race
conditions.

Each update to a catalog or container specifies the expected
container index and apex digest. This provides a strong guarantee of
consistency. The service MUST verify each update to check that the
Merkle Tree values specified are consistent with the store entries
and that the signature on the apex value (if specified) is valid and
correct.

Services MAY impose limits on the size and number of additions
performed in response to a TransactRequest message to ensure that

processing time does not degrade performance for other users.

Obsolete example 2

6.4. Messaging

Mesh Messaging is an asynchronous messaging service that allows
exchange of information between devices connected to a Mesh account
and between Mesh users.



To enable effective abuse mitigation, Mesh Messaging enforces a four
corner communication model in which all outbound and inbound
messages pass through a Mesh Service which accredits and authorizes
the messages on the user's behalf.

Alice's w Bob's

VBP ) VBP

Alice Bob
Figure 2:

The Post transaction is used for client-service and service-service
messaging transactions.

Client-Service (Post Transaction)
To send a message, the client creates the Mesh Message structure,
encapsulates it in a DARE Message and forwards this to its service

using a Post transaction.

The Post transaction is authenticated to the service by device using
the usual means of profile or ticket authentication.

The DARE Message MUST be signed under a device signature key
accredited by a Device Connection Assertion provided in the message

signature block.

The request payload:



"ConnectRequest": {

"EnvelopedRequestConnection":[{
"EnvelopeId":"MD3N-INKQ-MLIM-WYE2-642P-2VM4-VATL",
"ContentMetaData":"ewogICJVbmlxdwWVJZCI6ICJORDJIELTJICMKYtMkK

VDUY1NWDRKLUJIMNKkStWURWUYO3TOJIBIiwKICALITWVZCc2FNnZVR5cGUi0iAiUMVXdWV
zdENvbm51Y3Rpb24iLA0gICJjdHki0iA1YXBwbG1ljYXRpb24vbwitL29iamVjdCIs
CiAgIKNYyZWFOZWQi0iAiMjAYyMSOWMSOXM1QxNjozODoyMFoifQ"},
"ewogICJISZXF1ZXNOQ29ubmVjdGlvbiI6IHSKICAGICINZXNzYWd1SWQiOoi

AiTkQyRCOYQjJIGLTIFQIMtTVgOSi1CTDZLLVIEVIMtENOOCQSISCiAgICAIQXVOaGV
udGljYXR1ZERhdGEiOiBbewogICAgICAgICJIFbnZ1bGOwZUlkIjogIk1DRFOtSVpG
WS1QV1QzLTM2VVAENEW2USO1UU1KLV1XV1kiLAOgICAgICAgICJIkaWci0iAiUzUXM
1IsCiAgICAgICAQIKNVbNRIbNRNZXRhRGFOYSI6ICJI1d29nSUNKVmMJItbHhkV1ZKWk
NJINk1DSk5RMFJIhTFVsYVJsa3RVRmMRVTXkwCiAgek5sV1FMVFINTmxFAESWRKS5TaTF
aVjFkWk1lpdotJQOFpVFdWemMyRm5aVvV1I1Y@dVau9pQW1lVSEp2wWmlscloKICBVUmxk
bWxgW1INJcONpQWdJIbU4wZVNINK1DSmhjSEJzYVdOaGRHbHZiaT10Y1lcwdmIySnFaVv
04wSW13S01DQQogIG1RMOpSWVhSbFpDSTZJQO15TURIEEXUQXhMVEVE6VKRFMkOQTT
RPakl13V21K0SJ9LA0OGICAQICAiLZXdvZO1DS1FjbT1tYVd4bFJHV]jJIhVO5sSWpvZ2V
3b2dJQOFNSWxCeWIyWgogIHBiR1ZUYVdkdV1YUjFjbVvVpT21CNONpQWdJIQOFNSUNK
V1pHWW1PaUFpVFVORVdpMUpXalpaTFZCWFZETXRNCiAgelpWVUMWMFREW1JIMVFZSV
FVvdFdWZFhXU01zQ21BZ01DQWdJQOpPRZFAKC2FXT1FZWEpOY1ldwWMFpYSnpJam8KIC
BnZXdvzZ01DQWdJQOFNSUNKUWRXSNNhVO5MW1hsR1EwUk1Jam9nZXdvZ01DQwWdJIQOF
NSUNBZO1tTnlkaUk2SQogIENKR1pEUTBPQO12zQ21BZ01DQWdJIQOFNSUNBaVVIVM1i
R2XxqSWpvZ01gqZFBZMNRYUWt SMVVYWXRZVUkzVKVrCiAgMWRXVXRWMOYWUMXSMFJTM
HRhR3h6VkdowWmRrZDJIMVmxvT1MXNU1WW1BVYbD14VVvdzS01DQn1lSa3A1TVhwd1lEKIC
AyUktUVKpVV1hsT1QwdEXUVGXPV1VFaWZYMT1MQWINSUNBZO1lrSmhjM1ZGYm10ewV
YQjBhVz11SWpvzZ2V3bwogIGdJQOFNSUNBaVZXUm1Jam9nSWsXRVQXTXRXVUS5IVHKX
SVRqV1pMVXRZVEZVdAE5rWldUUzFKU1RKREXVazBSCiAgallpTEFvZO1DQWdJIQOFpV
UhWaWJHbGpVROZ5WVCcXbGRHVN1jeUk2SUhzS01DQWdJQOFNSUNBaVVIVmM1iR2wKIC
BqUz JWNVJIVTKVTQOk2SUhzS01DQWdJQOFNSUNBZO1DSMpjbllpT21BaVdEUTBPQOL
zQ21BZ01DQWdJQOFNSQOgIENBaVVIVM1iR2xqSWpvZ01lscFZVM3BmT1lc5¢c2FuWndj
amhzV1Zsd2FWUnNkbkpGUnpJINFFUQmOTRVU1YOU5CiAgT2FgSXdPWGO96UOhORWRVN
XBUamswU25nS01DQj IMVWhTVGt3MFFXbDFWRXRVWW1abFJI6TKkZTWEOWVFVFaWYKIC
BYMT1MQWIONSUNBZO1lrSmhjM1ZCZFhSb1pXNTBhVO50ZEdsdmIpSTZISHNLSUNBZO1
DQWdJIbFZrwm1JINk1DSgogIES5RMDVSTFRKRK1rOHRWWWhWUKMXS1JWRTNMVESVUTBZ
dFIWR1ZSeTAYyVEZKSO1lpdOtJQOFNSUNBZO1sQjFZCiAgbhXhwWTFCaGNtRnRawFJsY
25Nau9pQjdbaUFNSUNBZO1DQWdIbEIxWwW14cFkwdGx1VVZEUkVnaU9pQjdDaUEKIC
BnSUNBZO1DQWdJIQOFpWTNKMk1lgb2dJbGcwTkRnaUxBb2dJQOFNSUNBZO1DQWAJIbET
XWW14cF15STZJQOpuUwogIDBOQ1lJtOW10Mkp5TnpSbWFHTNRiIWGRMZUVZeGVVZEZW
V3BOUKVKTVIXdHBKWFJGWj ISWGNrcENjamRmZWt4CiAgQ1MyMDJIDaUFNU1ZKWVJItwWAgICAgICAgICJIhbGCciOiAiUZUXMiIsCiAgICAgICAgICAGICIrawQiOiAiTUNEWi1
JWkZZLVBXVDMtMzZVUCOOTDZRLTVRTUOtWVAXWSISCiAgICAgICAgICAgICIzawdu
YXR1cmUi0iAiWVJIoWGEMYNVORVFKZJFRVE1sNVOhQ21mVOhCTDAHQMZWTGRUM2ZSZ
244WnY4VHBWbQogIGFucWtGUMJIhSXZmSXdDNzZjeHp4V2EzakFzQVptRmpiSGRzY1
JwZzFZS1Y4aGFKVTFWOEdKLXpOUGhLAMNOCiAgSINmU3pHRUhySWt jSEtiNnpub25
Lb3RFRXBpRDAhTmdOeVh2RVN3TUELifVOsCiAgICAgICAgI1BhewWxvYWREaWd1lc3Qi
0iAiVUEwenhaMDZ5WTBXS1c4cFhmY11RdOoyRjd60HY30VN1bOFHRUJQNE42dURBC
1AgUKExb1BGM1Z4RXdSM2dLVWc5UOUSNmVYyeHQ1a25pYk9mZGFjYTduV1EifVOsCi
AgICAiQ2XpZW50TmOuUY2Ui0iA10UVFeFZRNmt IMXFHUUZXZNI3QzcxQSISCiAgICA
1QWNjb3VUudEFKkZHJ1c3Mi01iAiYWXxpY2VAZXhhbXBsZS5jb20ifX0"
133

The response payload:



"ConnectResponse": {
"Status":201,
"StatusDescription":"Operation completed successfully",
"EnvelopedAcknowledgeConnection": [{
"EnvelopeId":"MATU-PAPK-JHQ5-BBES-PFX7-UCRN-OLWQ",
"ContentMetaData":"ewogICJVbmlxdwWVJZCI6ICIXROFaLUJYMKEtNOG
C3Mi1KNVUzLVNHR1QtVUIZzVY1UVjRMIiwKICAiTWVZzC2FnZVR5cGUi01iAiQWNrbm9
3bGVkZ2VDb25uZWNOaW9uIiwKICA1Y3R5IjogImFwCcGXpY2FQawouL21tbS9vYmpl
Y3QiLA0ogICJIDcmVhdGVKIjogIjIwMjEtMDEtMTNUMTY6MZzg6MjBaIn0",
"SequenceInfo":{
"Index":1,
"TreePosition":0},
"Received":"2021-01-13T16:38:202"},
"ewogICJIBY2tub3dsZWRNZUNvbm51Y3Rpb24i0iB7CiAgICAiTWVZC2FnZU
1kIjogIldHQVotQlgyQSO3RzcyLU01VTMtUOAHVC1VQjNXLVRWNEwWiLAOgICAgIkV
udmVsb3B1ZFJ1cXV1c3RDb25uZWNOaw9uIjogW3sKICAgGICAgICAIRWS52ZWxvCcGVJ
ZCIBGICINRDNOLUIOS1EtTUXKTSIXWUUYLTYOMIAtM1ZNNCIWNFRMIiwKICAgICAQI
CA1Q29udGVudE11dGFEYXRhIjogImV3b2dJQOpWYm1lseGRXVkpaQoOk2SUNKT1JESk
VMVEpDTWtZdE1rVKRVeTEKICBOVORSSOXVSk10a3NOV1VSV1V5MDNUMEPCSW13S01
DQW1UV1Z6YZzJIGblpWUjVjR1VpT21BavVtVnhkv1Z6ZAogIEVOdmI tNWXZM1IwY IO
aUxBb2dJQOpgZEhral9pQwWlZWEJ3YkdsallYUnBiMjR2Y1lcxdEwyOWlhbVZqZENJC
iAgcONpQWdJa®55W1dGMFpXUW1PaUFpTWpBeU1TMHANUZBATTFReE5qb3pPRGISTU
ZVaWZRINOsSCiAgICAQICJI1d29nSUNKU1pYRjFaWE4wWUTISdWItVmpkR2x2Ym1JINKL
IcOtJQOFNSUNKCiAgT1pYTnpZV2RsUldRaU9pQWlUalF5UkMweVFqSKkdMVEPGUTEN
dFRWZzBTaTFDVERaTEXWhEVWDE10TjA5Q1EKICBTSXNDaUFNSUNBaVvVFYVjBhR1Z1Z
EdsallYUmxaRVJoZEdFaU9pQmJ1ld29nSUNBZ01DQWdJIQOpGYm5abGJHOQogIHdavVw
XrSWpvZ01lrMURSRMIOU1ZWR1dTMVFWMVF6 TFRNM1ZWQXRORXCYVVMWMVVVMUEtMVmX
YVjFrauUxBb2dJCiAgQOFNSUNBZO1DSmthV2NpT21BaVvVVveVvxXhNaulzQ21Bz01DQwdJ
QOFNSWt0odmJuUmxiblJOWlhSaFJHRjBZUOKKICA2SUNKbGQYyOWS5TVUS5LVM1KdGJIIa
GtWMVpLV2t0Sk5rbERTazVSTUZKaFRGVNNZVKpzYTNSV1JtUl1ZUWGt3QwogIG1BZ2
VINXNWbEZNVKZKT1RteEZKRTVXUms1VGFURMFWakZrVv2tscGQwdEpRMEZWVKkZkV2V
tTX1SbTVhVmxJCiAgMVKkwZFZhVT1wUVdsVINFcDJIXbTFzYzFvS01DQ1lzVbXhrYld4
cVdsTkpjME5SwWUVdkSmIVNHdaVKk5KTmt SRFMKICBtaGpTRUp6WVZKT2FHUKhiSFppY sSmFtOW5aWGR2WjBSRFFXZEpRMEZuU1V0QlowbAogIHRUbm
XrYVVrMINRb2dJRUS5LUMXWRVVUQLIBRMGX6UTJsQLowbERRV2RKUTBGbINVTkJIhV1Z
JVmlsaVIyeHFTCiAgV3B2WjBscVpGQlpNb1lJ5vvVdeoUO1WV11IXWFJIaVv1VrelZrVnJD
aUFNTVdSWFZYULdNMF13VW14UQ@1GS1RNSFIKICBOUjNON1ZrZG9XbVJIYyWkRKTVZte
HZUMU14T1UxV1dsQlZiRGwOV1ZKkWIMwbERRbmXTYTNBMVRWaHdkbEVLSQOgIENBeV
VrdFVWa3BWVjFoc1RsUXdKRXhVVkd4UFZsVKkZhV1pZTVRSTVFXOW5TVU5CWjBscl1N
taGpNbFpHWWOXCiAgT2VXV11RakJoVnpsMVNXcHZaM1lYzYndvZO@1HZEpRMEZuUU1VO


 jFwWE5UQgogIGhWMD
VVWkVKc2RtSNBTVFpKUOhOTFNVTKkJaMGXEUVAKkSmIGWNIXbWXKTmt SRFNnb2dJRTV
STURWU1RGUmMtSCiAgazFyTOhSV1ZXaFdVa014UzFKV1JUTKk1WRTVWVVRCemMRGSXdS
bFpTZVRBeVZFWmt TMGXwZDBOS1EWRM5TVU4KICBCWjBsc1FgR1pDaUFnYlhod1dUR]jFKdFNXcHZaMGxyTVVWUk1EaDBWR3R6TUZWCE1VMVZhMOJOVAOQIEZWS1
FsZFzkd29nSUhSU2EXCERVMmt4U®ZaRk1WCcEIWRTVUVKVSUmMFVeEJiMmMRKUTBGb1N
VTkJIhV1ZJVmlisCiAgaVIyeHFWVWRHZVZSWE1XeGtSMVOo1WTNsSk5rbE1jMHRKQ21B
Z1EWRmM5TVU5CWjBSRFFXbFZTR1pwWWtkc2EKICBSTX1WalZTVIU1R1UwWTkpOa2xJyY
ZBOS1EWRM5TVU5CWjBSRFFXZEpRMHBXWTI1WmFVOXBRV2xTVjFFS01DQQogIHdUal
JuYVV4QmIyZEpRMEZuU1V0QlowbERRV2RKYkVJeFdXMTRjRmwlU1RaS1EwCDRUMGR
rv21KR1VURm1iCiAgbUOwVVRGbO1tRNNhR3ROUjIneFdRb2dJREZXTWx0c1JUQldi
RVpXVDBNeE5sSXdaRT1pUlRWU1ZFVmtRbFKKICB5TVVOVO1WCEZaR1JVYTFNeGJEQ
kRhVUZuwwpCdi1RsUllaRWhUTW50NVIWZFZDaUFNTkUXWWFGZFphalkwVQogIDFWYW
RGb3daRUpKYmpFNVpsZ3hPUG®1zQ21BZO1DQWdJISHNLSUNBZO1DQWdJQOFpYzJsbmJ
tRjBKWEpsY31JCiAgNk1GdDdDaUFNSUNBZO1DQWdJIQOFNSUNKaGJHY21PaUFpVXpV
eE1pSXNDaUFnSUNBZO1DQWdJIQOFNSUNKcmEKICBXUW1PaUFpVFVORVdpMUpXalpaT
FZCWFZETXRNelpWVUMWMFREW1JMVFZSVFVVAFdWZFhXU01zQ21BZ01DQQogIGdJQO
FNSUNBZO1DSnphV2R1WVhSMWNtVW1PaUFpV1ZKb1dHdE1ZblYwWU1ZGS1pgR1IJWRWX
zT1lY5aFEyMW1WCiAgMGhDVERKSFFtW1dUR1J1TTJaUloyNDRXb1kO@VkhCV2JIRb2dJ
ROZ1Y1dOR1VESMhTWFptU1lhkRES56Wmp1SHAKICAGV]jJFemFrRnpRVNBOUmM1waVNHU",

{3



1

"EnvelopedProfileAccount":[{
"EnvelopeId":"MAMU-5QXP-TWCD-7PKI-S4FC-IB76-XASH",
"dig":"S512",
"ContentMetaData":"ewogICJVbmlxdwWVJZCI6ICINQUIVLTVRWFAtVF

dDRCO3UEt JLVMORKMtSUI3Ni1lYQVNIIiwKICAiTWVZCc2FnZVR5cGUi0iAiUHJIvZml
SZVVzZXIilLAogICJjdHki0iAiYXBwbG1jYXRpb24vbwitL29iamVjdCIsCiAgIkNy
ZWFOZWQi1i0iAiMjAyMSOWMSOXM1QxNjoz0Dox0VoifQ"},
"ewogICJIQcmOmaWx1VXNIciI6IHSKICAgICJIQcm9mawWx1lU21nbmFOdXJ1T ]®Z1leFBCbk1BSzFCT19fU1hSeHRXUVRzCiAgWHNNejFmbDVKYz@8xeFNCRgogIEUycHBGamhTN
GhzbEEONX16N1dwQnpnQSJI9fX0sCiAgICALIQWNjb3VudFNpZ25hdHVYZSI6IHSKIC
AgICAQI1VKZiI6ICINREE2LUVMRTItVDJIBTSOIM1IJULUFOM1ItTFVEUY1HSKkdYIiw
KICAgICAQI1B1YmxpY1BhcmFtZXR1cnMi0iB7CiAgICAgICAgI1B1YmxpYOtleUVD
REgi0iB7CiAgICAgICAgICAi1Y3J2IjogIkVKNDQ4IiwKICAgICAgICAgICJIQdwIsa
WMi0iAiQUhTdFc4S0dwYnJvWnQ1zXotd3ZiQ19GTXI5QWpXSThnTG1lnQzVwM3doSG
NFUTRqQUD1kVwogIDF4RHdaMzRgNzdXWE5JZkZFdk9FVOpNQSJOfX19fQ",
{
"signatures":[{
"alg":"S512",
"kid":"MAMU-5QXP-TWCD-7PKI-S4FC-IB76-XASH",
"signature":"_9tIDk5KvjeIuasHaXDawBB1VTw2YIzxBUxpLn78
a0gf09Cjuwh7auyUMHrCGvpuQRjjQrDR_0eATnhDzrIG5xcQbFwvfge_rfqgvUjqQc
-CZqvT81LDQ2c1W6THP1ZOGCIZmMXNEPYVKYYR-9AACDQACA" }
1
"PayloadDigest":"fb_iksIe@dMA4IWIWZjmK1YQSF-XttjIAg8Bww4tJ
JPOEOP9bxX42pkNorLFfHQ8XYD8X9IHT -FKh-_1hLJINAUZA"}

13}



Service-Service (Post Transaction)

The Mesh Service receiving the message from the user's device MAY
attempt immediate retransmission or queue it to be sent at a future
time. Mesh Services SHOULD forward messages without undue delay.

The Post transaction forwarding the message to the destination
service carries the same payload as the original request but is
authenticated by the service forwarding it. This authentication MAY
be my means of either profile or ticket authentication.

Missing example 18

Denial of Service Mitigation

Services SHOULD implement Denial of Service mitigation strategies
including limiting the maximum time taken to complete a transaction
and refusing connections from clients that engage in patterns of
behavior consistent with abuse.

The limitation in message size allows Mesh Services to aggressively
time out connections that take too long to complete a transaction. A
Mesh Service that hosted on a 10Mb/s link should be able to transfer
20 messages a second. If the service is taking more than 5 seconds
to complete a transaction, either the source or the destination
service is overloaded or the message itself is an attack.

Imposing hard constraints on Mesh Service performance requires
deployments to scale and apply resources appropriately. If a service
is attempting to transfer 100 messages simultaneously and 40% are
taking 4 seconds or more, this indicates that the number of
simultaneous transfers being attempted should be reduced.
Contrawise, if 90% are completinin less than a second, the number of
threads allocated to sending outbound messages might be increased.

Access Control

The inbound service MUST subject inbound messages to Access Control
according to the credentials presented in the DARE Message payload.

After verifying the signature and checking that the key is properly
accredited in accordance with site policy, the service applies

authorization controls taking account of:

*The accreditation of the sender



*The accreditation of the transmitting Service
*The type of Mesh Message being sent
*User policy as specified in their Contact Catalog
*Site policy.

Service-Client (Synchronization)

The final recipient receives the message by synchronizing their
device. The message received will be appended to the inbound spool.

6.5. Publication

The Publication mechanism allows content to be published through a
Mesh Account and retrieved by means of the EARL mechanism described
in Uniform Data Fingerprint [draft-hallambaker-mesh-udf]. This
mechanism is used in certain flows supported by the Mesh Device
Connection and Contact Exchange functions.

Content is published by appending an entry to an account's
Publication spool. The content may then be retrieved by issuing a
claim to the account specifying the publication identifier that is
authenticated under the value specified in the EARL.

Use of the Publication spool to post content necessarily requires
that the content be smaller than the maximum message size imposed by
the Mesh Service so that it can be uploaded to the service by means
of a Transact transaction.

Publication of large data items will require modification of the
protocol to support use of a detached message body. Transfer of a
detached message body is outside the scope of this document.

6.5.1. Claim Transaction

The claim transaction is used to post a claim to a document
published by means of an EARL. The claim interaction is used in the
Static QR Code connection interaction but MAY be used for other
purposes as required by Mesh applications.

A claim is made by sending a ClaimRequest message to the service to
which the publication is posted. The service responds with a
ClaimRespose message specifying the success or failure of the claim.

A device is preconfigured during manufacture and a Device
Description published to the EARL:



The client claiming the publication creates a claim message
specifying the resource being claimed and the address of the Mesh
account making the claim.

"MessageClaim": {
"MessageId":"NAB5-YJPI-PTQM-LDCJ-73YB-YRMJ-EJTZ",
"Sender" :"maker@example.com",
"Recipient":"maker@example.com",
"PublicationId":"EBQA-UUBA-52ZG-L2KJ-2NZY-GZOP-KQ6B",
"ServiceAuthenticate":"ABDM-BH6K-2J3F-S5PU-G30A-6UDM-S5CW",
"DeviceAuthenticate":"ABOA-4PKL-7A5C-EW3R-7NNS-E0S4-XX5C"}}

The message is signed by the claimant to make a RequestClaim to the
service:

"ClaimRequest": {

"EnvelopedMessageClaim": [{
"EnvelopeId":"MAT7-SJFB-SVYG-7UK6-ZAEP-PS27-E7LE",
"dig":"s512",
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICJOQUI1LVIKUEKtUF

RRTS1MRENKLTCZWUItWVINSi1FS1RaIiwKICAiTWVZCc2FnZVR5cGUi0iAiTWVZC2F
NZUNSYW1tIiwkKICAiY3R5IjogImFwcGxpY2F0aw9uL21tbS9vYmplY3QiLAogICJID
cmVhdGVkIjogIjIwMjEtMDEtMTNUMTY6Mzg6NDVaIne"},
"ewogICINZXNzYWd1Q2xhaW®@i0iB7CiAgICAiTWVzc2FnZUlkIjogIk5BQj
UtWUpQSS1QVFFNLUXEQOOtNzNZQi1ZUK1KLUVKVF0iLA0gICAgI1IN1bmR1ciI6ICJ
tYWt1lckBleGFtcGx1LmNVvbSISCiAgICAiUmMVjaXBpZW50IjogImliha2VyQGV4YWiw
bGUUY29tIiwKICAgICJQdWIsawWNhdGlvbklkIjogIkVCUUEtVVU2QSO1M1pHLUWYS
QotMk5aWS1IHWKk9QLUtRNKIiLA0gICAgI1INlcnZpY2VBdXRoZW50aWNhdGU1i01iAiQU
JETS1CSDZLLTJIKMOYtUzVQVS1HMO9BLTZVREOtUZzVDVYISCiAgICAIRGV2aWN1QXV
0aGVudGljYXR1IjogIKkFCTOEtNFBLTCO3QTVDLUVXM1ItNO50UY1FTIMOLVhYNUML
fxo",
{
"signatures":[{
"alg":"S512",
"kid":"MCVM-VUHL-UTSB-SV5M-VRD5-P5XF-QAEV",
"signature":"kN-cd4dUKkTGT6gjm3MVNuRPCHWYtGmgi2IbhaBmb
agc3D6hmIgNTbGApAuVofNkPgc_jBhSpU-WASNoDVH-e8dnO1USMLXLUYFvs8VSns
PwFvdpMzymp4woMdNQV-7QofoqU7DBAM1jBJrLSiG8mdR4A" }
]I
"PayloadDigest":"pmdjNv2iacjFv2I_5rPfwbCHRV2G2xAaVvWlhb84
J1-0oN4WiTF8GkSUEWMBhk__gH7gk19nroBGJYEszOe-CsQ"}

13}



The publication is found and the claim is accepted, the publication
is returned in the response.



"ClaimResponse":{
"Status":201,
"StatusDescription":"Operation completed successfully",
"CatalogedPublication":{
"Id":"EBQA-UUBA-52ZG-L2KJ-2NZY-GZOP-KQ6B",
"Authenticator":"EBGU-ETMA-3DE7-CAHG-BVVE-QARV-4LVT-LKKT-IXR4
-FTJQ-JLWD-4RWV-TFFH-E",
"EnvelopedData":[{
"enc":"A256CBC",
"kid" :"EBQL-HMNU-PPID-5DNC-0A36-4Q4R-05RJ",
"Salt":"YsZp_N4nuwOAv_NwsHZqqQ",
"recipients":[{
"kid":"EBQA-UUBA-52ZG-L2KJ-2NZY-GZOP-KQ6B",
"wmk" : " IZXxxXQwSP394qBo43PA2UuajT-fsFs-FDes1A9A0xxUw9
g_o044vw9Ig"}
1}
"c-BCcKJIK1zHeVj23CuFDw7XNN128Vp6G8udOnU7786yumIMWOgNddCtT1
12Ui6YxFqrczuEl56Mfr9dsRj66uOR4rznOhsa9Y0Cj_9qgkQmFQaVgbEQDLAGICSy
WBD-VhUpPulm@t4fpqIdB5eZz0d8jnuvjAFIaGqgtH5C8Dh55fCuKbwS3t3FOGEUQE
H8IDqg4Qh4jFASUhmP7HTfsQGHLdOTroLmL_5raTmsLfLZ1ziULc-7Y7TLOMRL42a7
Xvz1SmDGVOQQyvnHCOe_gH6h0XjezuOeal79FerzeZgeKHv309I08D4apw4eqg-65B
zn0-enj5XKjXmbtQ4jM1AD_iauowS6dwARK2ULV3YsXUGTSn_fWZFj8jMwXeMCOP8
5mZWzdBKHCcY9VOcJvG-hgdsHt2yO0eqUOeHINZtKX1rjc5ald_CoplL9yi5JgZ-YJIbK
XjahTUEWb88YGLkKvdk1lj-SoM8DIXxJ1Q6w3FfrPZdi8FqSkGWfunIktPIr7i_yXsb
SsyzXFe@ONHLdoSxV18-UMbMsUMphajm91MRFYK_JQK37My6Ra0VQkh8TA1CeYmLM6
Ur_i0eH2Q8-DEpvUhyr3Sv70PZdB3LbrKCTqNSOm_kquJtCOBXcP5ye62vFf91iJGh
1cCO4xRJIngfg_0eWMKO6WWFelUjMF_C238rs3TuL3dtK2m76rLfLtK76wrN8CwegJ
0STOkUVwzTwzjsJR770PbeHJrCsSAOOXCKN_uzZE81lcJClivagAvyiuUpx6jBW-agwlL
XGKGAdsmYKAG6KkbpZLzAHIKD4AX4fEI_EDF-bM-_0JNkTsiz9XSkd0Oh8Vrid8_hu6BkP
meeHWWdpTpH7kv-FUFrAle9MiXyR6ebghtQWhnVOVXsV4EmC6250wxyvtont5eRQa
9rpc_wh5HkqGrhXxHCns61awWBZA5JImtHW3VsSYEXOUAYFJjha_PKuitqzRIG2-yzxQ
INBMF1xK8Q57tLaJGQYbEPO5CgbutTZMmN80Jtm_82TZJJASECX7gGVq-cUjeNkyO
Zx3RF4PQWC76YJQF4TUdVTW5VOGE7YU61ZY7Kj -cpwoxnny3-U-NTti4jMOgYUSXD
jk95bQhXelttxSgAt43NFs1zsQKJI3480ffS-5952wPqsOwSroqruP77MyqyFx0F1lqg
hPHANKQmMTujiKfDisqwym3QRDwJYctcSM4ifHzVIGKXICk]j-DeST9c - f5wDKWrb2m
SSJE1lw8xDJctv_0tSfKgPb7nwhxzy7Ettjg0601CETKLPYrBQg3uH62sfDPleASUw
1pD2PF-GN3B10vJIgM34tazM4U9CyNGhkoSxt_BxofedfgzLJITbWOzXGZPJILp6ENRim
hAr4_pjmaeqTwJQjVY-2g2jsz2a¥Y_5X65r4XS-A0I-paUhebXrj3sEiVaSa67KGNJ
rLoLLwr3EqfY90Pyusl1ylh3kd13nEMeRM1Psxqwr jyuHiVKzVwfAEQ-0e0HaT9V1V
XyfnLoCj60LOtNhYNng1549q4Bj-8NnuR2SZVPORXVXONM3yEgM1gNe6HLSUVAwWeN1S
NLhOEK8axBVINTTEALVRXWAK100DFz64SWgimIzgJJP402iFt60r_7ksz11i7AjhC
t-GmjVYELWNPOUVEErHXAIZCt88TwV10SSFVhsVOrfAleqbjNFqz1sLJjrF-osSUKI
XGicbeb0-yhj5TCXtzWKbbp4FmfwrgdcdRS7m3gQ1lJIB5_m2bR6P6gEYekuNxSxcCO
DWEN-9WfLO-hNNIO3MOFVEYFSMN6MpBWYiTPsnDepbbZfD3yJMUUZzs3IITIaQwI3wf
OUEicFB_MCc16KRE1IndUS0QjtDUGNJ37UhBVEfzYmUzWHFKHNUVVVMFjVtD1kh_F8
psgrYwg6pulKS6cXttLzYNpuli3_4uzsbksZLF-S5M-wx4xy9858YazjJ-bRUDg4a
TQ_CHKtYV3m4tro6lgCAad4aVt32kzPBve9pt -YXXMT7gsGEszmRphZlkqg4miaMnr -
8zjQn7CKg853v6K1HzCsJABavjuDWb5mfqvIlu9hxrdz866guMAtMgqnI_jU78VQE



_a3r17C8KfH8mMH8fylW5VMKgCs1CRJ0zCLgv8_5YdcUDcn1I7ytMdagFXN-gc5a0E
RBSpr9sxcwdGX5p9b40C0CiloEza®@sTUONHYPMBWHYQHJFPjcLsOH60S1ydjtZKta
NAFtBPs_PLnmOaPylgAGMn-rTV14yy68A9tdBgKqZMCZzDaHHYZzYdANS25EaYFT-G7
5KiiFOARAGMIWAVMSWCETMbF(Q-SZXSXKDXMXTFXJOOMPi09XBX2BXWRAANSQri1BZH1
KIRVS5FT-PFPUE3MyYpWAbhlc6PPBmamOma-L04S8jkFPMjpFQ33JTO0Iyttrz2I_
ghQq27wAGy0ZeILdXbJICMFzrOMs_kB6ZVYGnteSsrk04Qu9rQsb3InVOuKngwHhOE
pTx2Usu6__JdwWv8JUizt5tP0o13u8ynIOKCXNAPRXDhBHbHD8NTEtNYKNB3cpczToQh
NmLe8-BN7tqz3anErBOMR6N39BOSANJIyWrom_pWEt52ZYsaqEz75I-GFZFxfsT-M6
NDywxXRrcJIDXVmpSnGCxAb9IrFRO7aQqn5fhOATok30onsTyz2Ar sHzHSDFxXLi2sNR
fRCt1ZUpgE_ryyQuoex4ItwnAtsJIw8pTnTBkzoDUAMA43VVeAC_pr9QPAy_4BOcS8
gvdL87fuYbyr_L_VRhTzp3XMMjfAbKjPXdIKNiRKvkbGroPyOblriUwd8uLffzvds
w9QQiV7GuUP3_AwwIOu0ijk0ig62EWb7bGA1K-_Zyka5PCDjAMEwWkVSbI-Av7-dSu-
bu28TgGk8TOf3RNdQR7drp-zCCT7Kbz5CtAUR8SkB7USqUOVNg7Ygo5d61Fufx-jz
dvzZhaTgcbcd69qtxKgXDbOuhGCyKBLP5sDjx-aHX-q7WzFs8UptsD9JWsSUM1HJIHB3
k1H8x10E9zNtmTpq9j7GCj4RvmWT SWHKEfDDGXqipiXFixpYowMp2tu2WxGt1d80A
XUMKY"

133}

The device waiting to be connected uses the PollClaim transaction to
receive notification of a claim having been posted.

6.5.2. PollClaim Transaction

The PollClaim transaction is used to discover if a claim has been
posted to a published document.

When an authenticated, authorized request is made, the service
responds with the latest claim posted to the publication.

The device in the example above periodically polls the service to
which the device description is published to find if a claim has
been registered.

The PollClaimRequest contains the account to which the document is

published and the publication ID:

"PollClaimRequest":{
"PublicationId":"EBQA-UUBA-52ZG-L2KJ-2NZY-GZOP-KQ6B",
"TargetAccountAddress":"maker@example.com"}}

The response returns the latest claim made as signed message:



"PollClaimResponse":{
"Status":201,
"StatusDescription":"Operation completed successfully",
"EnvelopedMessage": [{
"PayloadDigest":"pmdjNv2iacjFv2I_5rPfwbCHRV2G2xAaVvW1lhb84
J1-0oN4WiTf8GKSUEWMOhk__gH7gk19nroBGJYEszOe-CsQ",
"EnvelopeId":"MDRR-M6ZK-YCM4-CIZB-PT7L-K5NX-2M0S",
"dig":"S512",
"signatures":[{
"alg":"s512",
"kid":"MCVM-VUHL-UTSB-SV5M-VRD5-P5XF-QAEV",
"signature":"kN-cd4dUKTGT6gjm3MVNuRPCHWYtGmgi2IbhaBmb
agc3D6hmIgNTbGApAuVofNkPqgc_jBhSpU-WASNoODVH-e8dnO1USMLXLUYFvs8VSns
PwFvdpMzymp4woMdNQV-7QofoqU7DBAM1jBJIrLSiG8mdR4A"}
1
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICJOQUI1LVIKUEKtUF
RRTSIMRENKLTczWUItWVINSi1FS1RaIiwKICAiTWVzCc2FnZVR5CcGUi0iAiTWVZC2F
NZUNSYW1tIiwKICAiY3R5IjogImFwcGxpY2F0aw9ulL21tbS9vYmplY3QiLAogICJID
cmVhdGVKIjogIjIwMjEtMDEtMTNUMTY6MZzg6NDVaIne",
"SequenceInfo":{
"Index":1,
"TreePosition": 0},
"Received":"2021-01-13T16:38:452"},
"ewogICINZXNzYWd1Q2xhaW®@i0iB7CiAgICAiTWVZzc2FnZUlkIjogIk5BQj
UtWUpQSS1QVFFNLUXEQOOtNzNZQi1ZUK1KLUVKVFOiLA0OgICAgI1IN1bmR1ciI6ICJ
tYWtlckBleGFtcGx1LmNvbSISCiAgICAiUmMVjaXBpZW50IjogImliha2VyQGV4YWiw
bGUUY29tIiwKICAgICJQdwWIsawWNhdGlvbklkIjogIkVCUUEtVVU2QSO1M1pHLUWYS
00tMk5aWS1HWKOQLUtRNKIiLA0gICAgI1INlcnZpY2VBdXRoZW50awWNhdGUi0iAiQU
JETS1CSDZLLTJIKMOYtUzVQVS1HMO9BLTZVREOtUZzVDVYISCiAgICAiIRGV2aWN1QXV
0aGVudGljYXR1IjogIkFCTOEtNFBLTCO3QTVDLUVXM1ItNO50UY1FTIMOLVhYNUML
fXxo",

{3
13}

6.6. Cryptographic

The Operate transaction is used to perform one or more cryptographic
operations using private key material recorded in the Threshold
Catalog. Such operations typically represent one part of a threshold
key operation divided between the service and a device connected to
an account.

As with all operations involving the Threshold catalog, the request
MUST meet the authentication criteria specified by the catalog
entry. These typically include the request being authenticated by a
specific key.



6.

6.

1. Generate Key Shares

CryptographicOperationShare is used to request that a private key
held by the service to be divided into two or more key shares. One
key share is then encrypted under the encryption key of the service
and the others are encrypted under public keys specified in the
request. These parameters are returned in a
CryptographicResultShare.

The request payload:



"TransactRequest": {
"Accounts":["bob@example.com"
]l
"Outbound": [[{
"EnvelopeId":"MAJX-UL35-3S2N-HIT4-3LND-YNI2-QWFP",
"enc":"A256CBC",
"kid":"EBQI-LVNF-YZQ5-YNGA-CB36-SPXN-BHSX",
"Salt":"mSGcWKixJS60ikGr1l1z8wg",
"recipients":[{
"kid":"MBLV-2ICB-OATF-HHQH-OTA7-E6GC-TH76",
"epk":{
"PublicKeyECDH": {
"crv":"X448",
"Public":"4Jrht04zIboZtGLOOWQiBh6AUYVQiR1PZJZA_
yOPOgqow6feU73nsjZETIcBkcVLjtMVd1Tm7LzmA"}},
"wmk" :"rIgRDmiPg73rzanZc049MbBs2GgS-Ab9gHkkkt-bzoza
a7MFtu347Q"}
1
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICJOQktFLVZSVDct
TUVavVCOOSUIWLTZLT1ItVDNGTy1laUk1FIiwKICAiTWVZzC2FnZVR5cGUi0iAiR3Jvd
XBJbnZpdGFOaw9uIiwKICAiY3R5IjogImFwcGXpY2F0awouL21tbSOvYmplY3QiLA
0gICJDcmVhdGVkIjogIjIwMjEtMDEtMTNUMTY6Mzg6MjlaIne"},
"NZ7vOnWpbnesaFKr4PNOCacqFgemmIPbZhehX6t1GkP3CpUnMws_LWZZ
-2T_tL14_ToTw57466pSHCePABylunesTfOXtFXcw6kXD9CTj-IxkrsjmrwRAp7LC-
CQcPnuhtNmUJOYygUJISH1gTnr5p7amQSdtT2LHSIZ6pMpgPsm3swcOiTB1lwMpYVeue
TUChyNfGk_y3BNB04I4B3nLMLNHIMvrdgFS-dGSTbgqlRKRaZLVPxXCOn7ioqigBM8
pwP7yzeU9z_NpEghx1gSmEKK30COPAHQDALMO5xIaEw6dz6WET_pRPzUSIhYEPSN1
Un6i4Z9splcItol8wyKvrZWojBtE2JKAXgdKuBVW83ppIUV-pOGhYa_6GR6rS4eQ-
SEXyX3GaFktVoDTK6rNt1j0a8_Q9-3A03nblyzbyPtgi®pQOUhk-71JHKhcN_jY-4
ACHVbfUwn5GNseMc-79QvgL8FORkdLAD1TTsijixm2oattZukSAiyLTSWwQ1HIMB1g
1HXj -Bga_40QDuoEU0qzXKwUbXIsH9pdvqGK3Pd8X_2j2BLfmlefGZILwigzCzXaN
KZmR4Jt2H4mwWtk2t1-2k7Rmh8p26cMe4aBQGqQmWIpDOERcmMUI22Sn3tfSIXBQkYV
s8wnp8Riztj5zPMCGTfWXHAI3NUPGVrwIgmyTWaHP1EwWUSqHzbie5uM-qytqbR6JZw
_FVKIg8RbCfggx0aJ98q7LXDQ63xUYbhLSeM8CrGcCcUPHEanTkxsDwBFXOGHNQre
T8fGjV3P_6woOwWTe8fYD3_dazywf4zV_8k0godm6Fdng--mb2SeYLikT45fF0osxr
P6cFGakXMazrwDaEWO31qUEczzip_APgxgZ-2MOV53eE2rjigDejIwpDVDHZZL7Rc
C40J-wS7sstLOGithbWLnaJOB5SP-Q5-psoq8a2-R-P05BH0OjZ1K_CXDmM41VhmsF
E4bw3NAQqVOCDUbZRg8HiqY9I3w-iuQsAXjuft55ndhamknVPPZY120-Q0ej6CIM19
OigomwWx-Fs5vrxM2R_9vMs4uhREfcQcH3Vybn0S6hUctod7v-1iwHgOLG3uiI4Vp
XmG3P1fcgUzIhPfbUDs4kFHktc4IQysTjDg0-c3iYugDRVYWpOyEmMjgZ1lLT353_2U
QJINB3BOr4wKDPjuwW85wyRQPKkHRr8QVit5Tc6RGW6e2EV7N4pIKaje-BE2voljE_zz
_rQohgjPsgrVv7kOow9FLwxcfAkXhCqlgJdH1RmonixkjKkHZtfMNNFkztOY2LCG3CcHY
bDLN5KAI1jAhiCeMe36haFNWUy3ROb7TXviGLSg6-0AQr2p965-kvMuRXh2cfbJiwL
FfT6QUTQKP8QjO0oDSHKWAFJIbcIYW72P1Q4yVYNQiEzGEsckMs31AmdEtaikwW7__tGa
sZeM4irzzUZb_UAuilLTI31nUrbLwNt2G1nu9-WP1_T3PEPHTWYy2cW6BYyi9wmtVFMA
rrsZXMM6CWToyFAhwlBeulL -Em-FtRTsgawWVbNaRr1AkB70cum8m8hrrepBVneNSxQ
U6SVJIKCEI3QNrTcmjOBT6PkM6z51ahu8LBFgOlYwhLM6qqYoosP3VN-UDftcL23ia
Ln2MWUMT1GKkH1myLDyOAbWYcgPSa8pkHnllv_tpENmBOtj81kPunSjLbdiSI7P4ph



2700G71QEw111K5NG2mZzzY4d90QivirxBaHL-ucIDOjCvjNj7XeU1lqsqg61IXScd
STIFIrKu7DWceJ-t30FBEhxQ9NiovOLMUPEDKkfKsnJg3Jqhj6TK7-v7FibtmEAL16W
uK-duapE2QWDLXed_J-91MLrYI1WcO2EjHNp513BZ61WBXxgmrG4HfeUu7hGRhCBXF
07pMQwclb4s3XdxczZpkHm4 -ZsorxPWkzwPKzSw3Bpag0ISmgqyORPBUIDodiGDZtDM
GDUMeENV1SPTp2kVhJYuBkawngOt59qriLaZefH4J1SAts3yJkgwWzyVgaEFmMNOUGK
HQAJIPGdu9ZZc8g6rzSUPzKgbplIXuKcHbWyg98nl-ofqZuBc8ELzeux00s9Vja7wc
nA2Q-PK56G5LrMKIQAZTgavwz8ggsEeAzkvgPUIIDNhE9zKTZYR4FNOpPCOFh-0Tbu
6E5CTADPrLTT9GIrPOJKKbq9siXtn0x0JnvcT10Zp7GDHi9HN7esiOMOOLORHELVY
COYQGVzey6puHU2TZdwiLS70MhFN2EBVPHLS51Qn208_Rm7Mg5KhBwjkGV8MWI_Cn
L965GATILbXZHiNhIajTND-D9aJ2BonA-01jeUeAdFzuATfb9RPgub5yX030X7Zqdxt
Gz1HUQErNPv1d5XU-2_xKnEK8djQB4fNV4VOUpaFrURTFcd4xX4MKSaJkPuU3s22v
zoxf1l6iwhf3N1nwWpO_xVPrDYQfUs9Zez3FADjMXj4ZY-Xh7nnqDU_TUhGJsO0OGBVM
77LUG-7WIOuUl@exjPVO6we82YVMh8N1GYdrOW78nNnRwWRYSLQI-ryB_1JplpDIFUIhO
USWOIFQCDUF79hjz18820ApTd3tFI-E2GAHYC3HTAVCPzZNGBA] 5E] IXWx1kxgfq8o
NjmrDCR1JJUUFILCtQwTh9dHty0ZiDZxdU8-5aTybcBvGgNwO3TQp4ywF1XEH9wW1s
Sv8U-31msOZKTyb6kGP3-VUD2ECMqOM1kvReFAG6ayaw9jlsnnyzqGOw29LGJEdhPoO
h-ti0-tDf3_DNWmNORX8pKOC_XxHWTQpSgmnasIFQVgcqNbMbtcwGGtNIZ1ZhEtVF]
An-tDKmbx1Xt7zUpCfBZg0OC2n804TzvpRIIOMMwkKC3x8JIfEdmktOxn2dUbIOS8pH
LttErFOINVXox_006nW_SgjojdmbRvOfYdR_ugbxZM5dAmfRzvE7Xc6ZoecydxaFJ
RH3TbMF3109KMAOYWEXINnjM4rQldLkfbcDO11-VGt235BdGkZEGKAbBMEL1Sj12Mv3b
2NYmWu4AU@j16VQuTBfV-GICHMgdsX23NOLEVHVQZbFr9E10MJ_zjW51INELICd]j1HL
dvv8tPbhi9ehBxxa8Tuq7e4ivgM70BFeYjcPnUcHz0_9Lp2wyuGXMiAaUAdldsgaj
r8iygilwk74CLESAMOWUZP5PrIDIBeLHEVh8sSGEeLCRFMVS_2uW46x1j4wC00-x3z
AHeltXxYYv3rsUwBawPDVMW-gd33npWbaVjGcY1WF70a0jX9_2Gt INFbXYF2WTNbzb
gc-2R6fRfaljgIT6YVS-t47c4b_oHpRXMINQwG7xXLCcFqQxqlwWkMLe6MEWzYywn8gTcC
IATVbQOVB1ETcrmzZXVLKCGny7PwvVVQUgx07egotMB92MtLOKkd9XADzGCTWLBYFV3
01Fb4Q7xu2Zxxpg0dwlHg52_H3SsHhDeanbuJ2mG69_CfbzTClpiZrQlWx7LJUuRTV
K83Ag-00Bb-659GJGhYA0_oNponYHFG4c7WODgoUK2HE - t 7whx19Wy1AWrCG11ldu2
KVz6wF9J7hi_0t4jsLNBxdGtrNs-W6DVP3uwdCwph4kloLVX4kCj3hvqa8bHT51Qz
pT_e5let_kRXjzaZE1uBkS1GdDckqgJd5-_riWThzAGXR2tAhB1TOFzvJ1dYcMOXPdA
hNLiaALHNcTDrOcEW-4kisCOtaDwDBNPH_IfudImYHG4D6JC3HCpSLMLbXwY7tUj8
VT8F2499UAUB- rk6w6eeH1wTpXjogOCxc3znrypyHDepUBZj8GxfmWqMJI tPRXQWtp
fKCVHQOaKPph88-VfhgB2LIOEKtRUHdPasR3deK9AR5wZM8amgOOA7WB2nJ9pNe5V
JFWA1RpUYC9Bb6LRAIZ812z3M8SUyD4jAOPItw770muTv-vgIvlYzoL5nYWy4N1RJy
2eIT1-UYjv_9cFYJJus8KeghYiv2vvzu-WkbJjLSRzgvSehFe8em7vgKLEE6TTRb2
rLgXOmMdwvLm26wRxXoATfMfWr7MYeznIPooCLEOOSusX4tel1JIId1tMgg7xPgHmT8
dVjRBk9J8i00C6wgugGqOTPU3XUUSESTK7rkYZRbuoSB9d6jyke7qgr1t20qoAIOF
I4HZir1d6AZ6MQX1W-411cqB0ivfSqiGxDPviq6whzuMgwdejpj8pHFpM_4krTR7k
G57mrSDkit2eTmVFvSmQnYxfpdUC1DFEKTPGF92dkSLD-00Pw-eBFwokmHgrP6MjX
JQ_-1imOw_gh1ku8tpA02r63j6NMAdXVGFajIR9g-ADRKiHWURCSXCFNIHfrIAi9BF
wVv7F0sg_Cun22JqVfVnwVvS9STu9ow"

]
13}

The response payload:



{

"TransactResponse":{
"Status":201,
"StatusDescription":"Operation completed successfully"}}

6.6.2. Key Agreement

CryptographicOperationkKeyAgreement is used to request a threshold
key agreement operation on a specified public key.

The request payload:

{

"DownloadRequest": {

"Select":[{
"Container":"MMM_Inbound",
"IndexMin":2,
"IndexMax":3}

133

The response payload:



"DownloadResponse" : {
"Status":201,
"StatusDescription":"Operation completed successfully",
"Updates":[{

"Container":"MMM_Inbound",

"Envelopes":[[{
"EnvelopeId":"MAJX-UL35-3S2N-HIT4-3LND-YNI2-QWFP",
"enc":"A256CBC",

"Salt":"mSGcwWKixJS60ikGrl1z8wg",
"recipients":[{
"kid":"MBLV-2ICB-0ATF-HHQH-OTA7-E6GC-TH76",
"epk":{
"PublicKeyECDH": {
"crv":"X448",
"Public":"4Jrht04zIboZtGLOOWQiBh6AUYVQiR1PZ
JZA_yOPOqow6feU73nsjZETIcBkcVLjtMVd1Tm7LzmA"}},
"wmk" :"rIgRDmiPg73rzanZc049MbBs2GgS-Ab9gHkkkt-b
z0Zaa7MFtu347Q"}
1
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICJOQKktFLVZS
VDctTUVaVCOOSUQWLTZLTIItVDNGTYylaUk1FIiwKICALiTWVZCc2FnZVR5cGUi1i0iAiR
3JvdXBJIbnZpdGFRawQuIiwKICAiY3R5IjogImFwcGXpY2F@awouL21tbS9vyYmply3
QiLAogICJIDcmVhdGVkIjogIjIwMjEtMDEtMTNUMTY6Mzg6MjlaIne",
"SequenceInfo":{
"Index":2,
"TreePosition":426},
"Received":"2021-01-13T16:38:292"},
"NZ7vOnWpbnesaFKr4PNOCacqFgemmIPbZhehX6t1GkP3CpUnMws_
LWZZ-2T_tL14_TI0oTW57466pSHCePABylunesfOxtFXcw6kXDICTj-JIxkrsjmrwWRAp
7LC-CQcPNuhtNmUJOYygUJISH1gTnr5p7amQSdtT2LHSIZ6pMpgPsm3swcOiTB1wMpY
VeueIUChyNfGk_y3BNBo4I4B3nLMLNHIMvrdgFS-dGSfbglRKRazZLVPXxXCOn7ioqi
gBM8pwP7yzeU9z_NpEqhx1gSmEKK30C9PAHQDALMO5xIaEw6dz6WET_pRPZUSIhYE
PsN1UN614Z9splcIto18wyKvrZWojBtE2JIKdXgdKuBVW83ppIUV-p0OGhYa_6GR6rS
4eQ-SEXyX3GaFktVoDTK6rNt1j0a8_Q9-3A03nb1lyzbyPtgi®pQOUhk-71JHKhCcN_
jY-4ACHVbfUwWN5GNseMc - 79QvgL8FORKALAD1TTsijixm2oattZukSA1yLTSwWQ1HI
MB1glHXj-Bga_40QDuoEUoqzXKwUbXIsH9pdvqGK3Pd8X_2j2BLfmlefGZILwigzC
zXaNKZmR4Jt2H4mwWtk2t1-2k7Rmh8p26cMe4aBQGqQmWIpPDOERCMUI22Sn3tFSIX
BQkVs8wnp8Rizt j5zPMCGFWXHAI3NUPGVrwlgmyTwWaHP1EWUSqHzbie5uM-qytgbR
6JZw_FVKIg8RbCfggx0aJ98q7LXDQ63xUYbhLSeM8CrGcCcUPHEanfkxsDwBFXOGH
NqreT8fGjV3P_6woOwWTe8fYD3_dazywf4zVv_8k0g@dm6Fdnqg--mb2SeYLikT45fF0
0SxXrP6cFGakXMazrwWDaEWO31qUEczzip_APgxgZ-2MOV53eE2rjigDejIwpDVDHZZ
L7RcC40J-wS7sstLOGithbWLnaJOB5SP-Q5-psoq8a2-R-PO5BH0jZ1K_CXDmM41V
hmsFE4bw3NAqVOCDUbZRg8H1qY9I3w-1uQsAXjuUft55ndhamknVPPZY120-Q0ej6C
IM190igomwWx-Fs5vrxM2R_9vMs4uhREfcQcH3Vybn0S6hUctod7v-1iwHgOLG3ul
I4VpXmG3P1fcgUzIhPfbUDs4kFHktc4IQysTjDg0-c3iYugDRVYWpoyEmjgZ1LT35
3_2UQJINB3BOr4wKDPjuw85wyRQPkHRr8QVit5Tc6RGwW6e2EV7N4pJKaje-BE2vol]j
E_zz_rQohgjPsgrV7kow9FLwxcfAkXhCglgJdH1RmonixkjkHZtfMNNFkztOY2LCG
3CcHybDLN5KAI1jAhiCeMe36haFNWUY3ROb7TXviGLSg6-0AQr2p965-kvMuRXh2cf



bJIwLfT6QUTQKpP8QjO00DSHKWAFJIbcIYW72PiQ4yVYNQiEZzGEsckMs31AmdEtaikW7_
_tGaszeM4irzzUzZb_UAuilLTI31nUrbLwNt2G1nu9-WP1_ T3PEPHTWy2cW6Byi9wmt
VEMAr rsZXMM6CWfoyFAhwlBeulL -Em-FtRTsgawWVbNaRr1AkB70cum8m8hrrepBVne
NSXQU6SVIKCEI3QNrTcmjOBT6PKkM6z51ahu8LBFgOlYwhLM6gqYo0osP3VN-UDftcL
23ialn2MWUMf1GkH1myLDyOAbWYcqgPSa8pkHnllv_tpENmBOtj81kPunSjLbdiSI?7
P4ph2Z00G71QEw111K5NG2mZzzY4d90QivirxBaHL-ucIDOjCvjNj7XeUlqsqg61l
XScdSTIFIrKu7DWceJ-t30FBEhXxQONiov9LMUPEDkfKsnJg3Jghj6TK7-v7FibtmE
A16WuK-duapE2QWDLXed_J-91MLrYI1WcO2EjHNp513BZ61WBXqmrG4HfeUu7hGRh
CBxFo7pMQwclb4s3XdxcZpkHm4 -ZsorxPWkzwPKzSw3Bpag0ISmqyORPBUIDodiGD
ZtDMGDUMeENV1SPTp2kVhJYuBkaWng@t59qriLazZzefH4J1SAts3yJkgWzyVqgaEFmN
QUBKHQAJIPGdu9ZZc8g6rzSUPzKgbplIXuKcHbWyg98nl-ofqZuBc8ELzeux00s9Vj
a7wcnA2Q-PK56G5LrMKIQAZTqavwz8ggsEeAzkvgPUIIDNhE9ZKTZYR4FNOpPCOFh -
OTbuBESCTADPrLTT9GJIrPOJKKbQq9siXtn0Ox0oJnvcT10Zp7GDHi9HN7esiOmOOLORH
ELVYCOYQGVzey6puHU2TZdwilLS70MhFn2EBVPHLS51Qn208_Rm7Mg5KhBwjkGV8MW
I_CnL965GATILbXZHiNhIajTND-D9aJ2BonA-01jeUeAdFzuAfb9RPgu5yX030X7Z
qdxtGz1HUQErNPv1d5XU-2_xKnEK8djQB4fNV4VOUpaFrURTFcd4xX4MKSaJkPuU3
s22vzoxf1l6iWhf3N1nWp0O_xVPrDYQfUs9Zez3FADjMXj4ZY-Xh7nngDU_TUhGJs00
GBVM77LuUG-7WIOulOexjPV96we82YVMh8N1GYdrOW78nRwRYSLQI-ryB_1JplpDIF
UIhOUSWOIFqCDuF79hjz18820ApTd3tFI-E2GAHYC3HTAVCPpZNGBA]5EjIXWx1kxg
fq80NjmrDCR1JJUUFILCtQwTh9dHty0ZiDZXxdU8-5aTybcBvGgNwO3fQp4ywF1XEH
9w1lsSv8U-31msOZKTyb6kGP3-VUD2ECcMqOM1kvReFAG6ayaw9jlsnnyzqGOw29LGJIE
dhPoh-ti0-tDf3_DNWmNORX8pKOC_XHWTQpSgmnasIFQVgcqNbMbtcwGGtNJIZ1ZhE
tVFjAn-tDKmbx1Xt7zUpCfBZg0OC2n804TzvpRIIOMMwWKKC3x8JIFEdmktOxn2dUbIO
S8pHLttErFO1NVXox_006nW_SgjojdmbRvOfYdR_ugbxzZM5dAmfRzVE7Xc6Zoecyd
xaFJRH3TbMF3109KMAOYWEXINjM4rQldLkfbcD011-VGt235BdGkZEGKADMEL5]j12
Mv3b2NYmWu4AU03j16VQufBfV-GICHMgdsX23NOLEVHVQZbFro9E10MJ_zjwW51NE1Cd
jlHLdvv8tPbhi9ehBxxa8Tuq7e4ivgM70BFeYjcPnUcHzO_9Lp2wyuGXMiAaUAd1ld
sgajr8iygilwkK74CLESAMOWUzP5PrIDIBeLHEVh8sSGEeLCRFMVS_2uW46x1j4wC00
-X3zAHeltxYYv3rsUwBawPDVMW-gd33npWbaVjGcY1WF70a0jX9_2Gt INFbXYF2WT
Nbzbgc-2R6fRfaljgIT6YVS-t47c4b_oHpRXMINQWG7XLCcFqQXxqlWkMLe6MEWZYwn
8gTCIATVbQOVBIETcrmZXVLKCGny7PwvVVQUQgXx07egotMB92MtLOKkd9XADZzGCTWLB
yFv301Fb4Q7xu2Zxxpg0dwlHg52_H3SsHhDeanbuJ2mG69_CfbzTClpiZrQlwx7LJ
URTVK83Ag-00Bb-659GJGhYA0_ONponYHFG4c7WODgoUK2HE - t 7whx19Wy1AWrCG1
1du2KVz6wF9J7hi_0t4jsLNBxdGtrNs-wW6DVP3uw@Cwph4kloLVX4kCj3hvga8bHT
51QzpT_e5let_kRXjzazZE1uBkS1GdDckqJd5-_riWThzAGXR2tAhB1TOFzvJ1dYcMO
XPdAhRNLiaALHNCTDrOcEW-4kisCOtaDwDBNPH_IfudImYHG4D6JC3HCpSLMLbXwY7
tUj8VT8F2499UAUB-rkKeweeeH1wTpXjog0OCxc3znrypyHDepUBZj8GxfmwqMJItPRX
QWtpfKCVHQOaKPph88-VfhgB2LIOEKtRUHdPasR3deK9AR5wWZM8amgO0A7WB2nJ9p
Ne5VIFWALIRpUYCc9Bb6LRAIZ81z3M8SUYyD4jAOpItw770muTv-vgIvlYzoL5nYWy4N
1RJy2eIT1-UYjv_9cFYJJUS8K6ghYiV2vvzu-WkbJjLSRzgvSehFe8em7vgKLEEGT
TRb2r LgXOmMdwvLm26WRXX0AfMfWr7MYeznIPoOCLEOOSuUsX4tel1JIId1tMqg7xPq
HMT8dVjRBk9J8100C6wgugGqOTPU3XUUSESTK7rkYZRbuoSB9d6jyke7qgrit2oqo
AIOFI4HZir1d6AZ6MQX1W-411cqB0ivfSqiGxDPvigéwhzuMgwdejpj8pHFpM_4kr
TR7kG57mrSDkit2eTmVFvSmQnYxfpdUC1DFEKTPGF92dkSLD-00Pw-eBFwokmHgrP
6MjXJQ_-1imOw_gh1ku8tpA02r6j6NMAdXVGFajIR9g-ADRKkiHWURCSXCFNIHfrIA
19BFwv7F0Osq_Cun22JqVfVnwWVvS9STu9ow",

{}
]



6.

7.

7.

7.

1}
13}

6.3. Sign
Threshold signature is not currently supported.
Message Interactions

Message interactions are asynchronous interactions that occur
between devices connected to the same account or between accounts.

All messages are signed by the sender and encrypted under the
encryption key of the recipient if this is known to the sender.

1. Message PIN Interaction

The Message PIN Interaction is used to register and validate PIN
codes used to authenticate certain transactions. This interaction
allows a PIN code issued by one device to be consumed by another
allowing for greater convenience in managing devices or contact
exchange.

For example, Alice might delegate the PIN code issue privilege to
her mobile device without delegating the administration privilege to
that device. This would allow Alice to use her mobile device to
initiate the connection of a large number of devices to her Mesh as
her house is being built and approve them later using her
administrative device.

Use of the Message PIN interaction is optional. An application that
issues a PIN code to authenticate a message MAY store the PIN value
within the application without persisting it to external storage.

Derivation of the SaltedPin, MessageId and Witness values from their
respective inputs is described in the Schema Reference [draft-
hallambaker-mesh-schema].

1.1. Registration
To register a PIN code to an Account, a device:
*Generates the PIN code value
*Calculates the SaltedPin value for the specified Action

*Calculates the PinId binding the specified SaltedPin to the
Account.



*Creates and signs MessagePin containing the SaltedPin , Action
and Account values with the MessageId value PinId.

*Appends the MessagePin value to the Administration Spool of the
Account.

Note that this construction provides limited protection against
forgery attacks by a party with access to the MessagePin. A party
with such access can use it to construct the witness value required
to authenticate a request.

PIN Code values consist of an opaque sequence of octets represented
as a UDF nonce value. Codes are presented in canonical UDF form,
i.e. Base32 encoding separated into groups of 4 characters. The PIN
value is converted to binary form for calculation of the SaltedPin,
thus ensuring that the canonical form of the PIN value is used.

7.1.2. Authentication

The PIN Code value is passed out of band to a user who will enter it
into a device to authenticate a request made to the issuer.

A request that MAY be validated by means of a PIN is a subclass of
MessagePinValidated and contains the following fields:

AuthenticatedData A DARE Envelope containing the data that is
authenticated.

ClientNonce A nonce value used to prevent certain replay attacks.
PinId Digest value binding the SaltedPin to the Account.

PinwWitness Witness value calculated as KDF (Device.UDF +
AccountAddress, ClientNonce)

The device uses the PIN code and Action identifier corresponding to
the desired request to calculate the SaltedPin value in the same
manner as during registration. This value is then used to calculate
the PinId and PinwWitness values.
7.1.3. Validation
The PIN code is validated by performing the steps of:
*Calculating the SaltedPin value from the PIN code and Action

*Calculating PinId from SaltedPin and Account

*Retrieving a MessagePin from the Administration spool with the
MessageId PinId.



*Calculating the PinwWitness value from SaltedPin, ClientNonce and
AuthenticatedData and checking this matches the value specified
in the message.

*Performing the requested action.

*Posting a Complete message to the Administration Spool of the
Account marking the PIN code as used.

This process can fail at multiple points resulting in different
error results:

PinInvalid No PIN code is specified, the Pin code indicates an
unsupported algorithm or the calculated PinWitness does not match
the one specified by the request.

PinUsed The PIN code has been used previously.
PinExpired The PIN code is no longer valid.

Note that in the case that an attempt is made to reuse a PIN, it is
not automatically the case that the first use of the PIN was the one
that was valid and only the second attempt was invalid.
Implementations SHOULD alert the user to the attempted re-use so
that this possibility can be considered and appropriate action
taken.

7.1.4. Example

Alice connects a device using a QR code presented by her
administrative device.

The administration device creates a PIN code and records it to the
Local spool:

"MessagePin":{
"MessageId":"AAAU-6HVM-7AA6-TNEG-PFUS-IXZ3-BMYL",
"Account":"alice@example.com",
"Expires":"2021-01-14T16:38:30Z2",
"Automatic":true,
"SaltedPin":"AANT-HAQW-KDUY-GUMW-YFY2-YWB5-23YC",
"Action":"Device"}}

This pin value is used to authenticate the connection request from
the device:



"RequestConnection":{
"MessageId":'"NBPS-TE2K-5BQZ-3HWA-PJINU-WYOX-DAMW",
"AuthenticatedData": [{

"EnvelopeId":"MCNR-5XZX-CCZC-XTMJ-RYP2-PACV-HCBM",
"dig":"sS512",
"ContentMetaData":"ewogICJVbmlxdwWVJZCI6ICINQOSSLTVYW1lgtQO

NaQy1lYVE1KLVJZUDItUEFDVilIQOJINIiwKICAiTWVZzCc2FnZVR5¢cGUi0iAiUHIvZml

SZUR1dm1jZSIsCiAgImNOeSI6ICIhcHBsaWNhdGlvbi9tbwOvb2JqZWNOIiwKICAL

Q3J1YXR1ZCI6ICIYMDIXLTAXLTEZVDE20jM40jMwWiJ9"},

"ewogICJQcm9mawWx1RGV2aWN1IjogewogICAgI1Byb2ZpbGVTawduYXR1cm

Ui0iB7CiAgICAgICJIVZGYi0iAiTUNOUiO1IWFpYLUNDWKMtWFRNSi1SWVAYLVBBQ1Y

tSENCTSISCiAgICAgICJIQdWJIsaWNQYXJIhbWVOZXJzIjogewogICAgICAgICIQdWIs

aWNLZX1FQORIIjogewogICAgICAQICAgIMNYdiI6ICJIFZDQOOCISCiAgICAgICAQI

CA1UHVibGljIjogInRpdwhzU3Y3dnRaaGZBSGRNU]j1UNNncyMzg3bG9CZF91MFhpel

9xaDNNQU1wZ2QyVWIFdzQKICBqYzFuaXJhY3NERUJjSOXYRGIpOXVxeUEifX19LA0

gICAgIkJhc2VFbmNyeXBOaw9uIjogewogICAgICALIVWRMIjogIKk1EWUUtQO9CUY1K

UDVDLTI3UEYtSkEzVS1DNk5WLUAKSEMiLA0OgQICAQICAiUHVibG1ljUGFYYW11dGVyc

yI6IHSKICAgICAgICALUHVibG1jS2V5RUNESCI6IHSKICAGICAGICAGICIjcnYioi

AiWDQOOCIsCiAgICAgICAQICAiIUHVibG1jIjogIm1DQy00eHVLVHFBSGhudF9pz2p

ERjBPemg3RF01dUNVCJE4ZONtZOhCSOdqNDVaTEhodOKKICBKaEJCVG1LQmt6b3dr

NV93dE03MU4wcUELifX19LA0gICAgIKkIhc2VBdXRoZW50aWNhdGlvbiI6IHSKICAQI

CAgI1lVkZiI6ICINQO5LLTMZSE4tREVIUC1aTVQOLTIBWDCtQ1dUUiO1TVKOIiwKIC

AgICAQI1B1YmxpY1BhcmFtZXR1cnMi0iB7CiAgICAgICAQI1B1YmXxpYOtleUVDREg

10iB7CiAgICAQICAQICAiY3J2IjogIlgONDgiLA0gICAgQICAgICAQI1B1YmXpYYI6

ICJBUHVUMO1NNOXxOMEpia3hkNC1teWNKY3NTfZWpMQ2FOYXKkyR3NpSFJIGSO9uURNMxd

1dXNmzZzCiAguUm9Ib3ctcks4SjVkdmlDZjFnY1FUQU1BIN19fSWKICAgICJCYXN1U2

1nbmFOdXJ1IjogewogICAgICALIVWRMIjogIk1ENKQtM1JRUi11SSUIWLUW3RZMENDZ

QSy03Q100LTdCVE®iLiLAOGICAQICAIUHVibGljUGFYYW11dGVycyI6IHSKICAQICAg

ICAiUHVibG1jS2V5RUNESCI6IHSKICAgICAgICAGICIjcnYi0iAiRWQONDgilLAogI

CAQICAgICAQI1B1YmXpYYI6ICJIJCSHRUN3dA3WKk1xZGF1VFc2MOMOb1IJWdDhKSHV5d2

Z5aFdzdOsxYUp1WTJIMWEEzbnpxdFBYCiAgMFkwWEpzbzNhTXFgajVJRHAQVG1CZzJ

BIN19fXx19",

{
"signatures":[{
"alg":"S512",
"kid":"MCNR-5XZX-CCZC-XTMJ-RYP2-PACV-HCBM",
"signature":"NznNSRNVFWr5gUmYxgWMmRBZFBGM-AhdfrXgtEoP
NOPNm8-5-rS13b1RzCSycA6iXIoe0FkXibCAKG0301nVzViWy5qFu34pVXUH40xuH
3ac957_UgTtGjypbRal10xqPEnl1FWbfrMvCiluHa4Jyd1REA"}
1
"PayloadDigest":"jUV5RGz2PDyvbgrondJ1cBEpR1YV53I5bpEJKKny
Z-XC1BImrlcI3x7mOUCEFx_anC-tjsrl3CqbxKjCN8gPcQ"}
1
"ClientNonce":"quIpPcxl1l_KgkWw-XMAQeAQ",
"PinId":"AAAU-6HVM-7AA6-TNEG-PFUS-IXZ3-BMYL",
"PinwWitness":"5zFBoTGleXwSgJc68gRNB5zKuoJtWrlaP9fZYTYUpm26AGQ

DYgLAScoVV(Qq600Ns-9YNQlCUduoa9yDthVj-dKg",

"AccountAddress":"alice@example.com"}}



The administration device can now use the PIN Identifier to retreive
the MessagePIN from the Local spool and use it to verify the
request.

7.2. Completion Interaction

Completion messages are dummy messages that are added to a Mesh
Spool to mark a change the status of messages previously posted. Any
message that is in the inbound spool and has not been erased or
redacted MAY be marked as read, unread or deleted. Any message in
the outbound spool MAY be marked as sent, received or deleted.

Services MAY erase or redact messages in accordance with local site
policy. Since messages are not removed from the spool on being
marked deleted, they may be undeleted by marking them as read or
unread. Marking a message deleted MAY make it more likely that the
message will be removed if the sequence is subsequently purged.

After using the PIN code to authenticate connection of a device in
the previous example, the corresponding MessagePin is marked as
having been used by appending a completion message to the Local
spool.

"MessageComplete": {
"MessageId":"NCAI-WEPR-GYOU-BSFM-5U3V-ASJN-RHPC",
"References":[{

"MessageId":"AAAU-6HVM-7AA6-TNEG-PFUS-IXZ3-BMYL",
"ResponseId":"MADI-J7SC-HSPL-UREO-Z5NC-CWK6-KZIB",
"Relationship":"Closed"}

13}

The completion message is added to the spool in the same upload
transaction that adds the device to the device catalog. This ensures
that both operations occur or neither occurs.

7.3. Contact Exchange Interaction

The contact exchange interaction is used to support unilateral or
mutual exchange of contact information. Contact exchange has three
functions in the Mesh:

*To exchange public key information to allow encryption of
messages sent to and verification of signatures on messages sent
from the contact subject.



*To exchange contact information allowing use of other
communication protocols (e.g. telephone, SMS, xmpp, SMTP,
OpenPGP, S/MIME, etc).

*To request that the recipient grant privileges to accept certain
types of messages from the contact subject.

Registration of the subject's contact information in a registry
service eliminates the need for the first of these functions but not
the other two. To prevent abuse, every Mesh Message is subject to
access control and a Mesh service will only accept a message from a
sender if there is an entry in the Threshold Catalog of the account
that expressly permits delivery of messages of the specified type
that are authenticated by an authorized signature key.

The communication of unsolicited information afforded by the contact
exchange interaction is deliberately limited so that a majority of
users can accept contact exchange requests without prior
authorization. It is however likely that some users will receive a
considerable volume of requests forcing them to require contact
requests be authorized through some form of third party
accreditation.

.3.1. Remote

The Remote Contact Exchange transaction consists of a sequence of
MessageContact messages sent from the initiator to the responder,
responder to the initiator, etc. While there is in principle no
limit on the number of messages exchanged, most exchanges will be
completed in three exchanges or less:

Initiator to Responder Contains Initiator contact data without
authentication context from the exchange.

Responder to Initiator (optional) Contains Responder contact data
authenticated under a PIN challenge presented in the previous
message.

Initiator to Responder (optional) Contains Initiator contact data
authenticated under a PIN challenge presented in the previous
message.

Each message provides the recipient with additional information
which MAY motivate the recipient to provide additional contact
information to the sender.



"MessageContact": {

"MessageId":"NBPI-ULGE-MSPK-FUE2-CBDB-WTNY-NJDZ",

"Sender" :"bob@example.com",

"Recipient":"alice@example.com",

"AuthenticatedData":[{

"dig":"s512",
"ContentMetaData":"ewogICINZXNzYWd1VH1wZSI6ICJIDb250YWNOUG
Vyc29uIiwKICAiY3R5IjogImFwcGXpY2F0awouL21tbS9vYmplY3QiLAogICJIDcmV
hdGVkIjogIjIwMjEtMDEtMTNUMTY6Mzg6MjRaInNG@"},
"ewogICJIDb250YWNOUGVYyc29uIjogewogICAgIkFuY2hvcnMiOiBbewogIC
 JwYj I0dmIXMXRMMj 1pYW1lwamRDSXNDaUFnSWt0CiAgeVpX
RjBaV1FpT21BaU1gqQX1NUzB3TVMweEOXUXh0am96TORveU5Ghb21mUSI9LA0gICAgGI
CAgICAgImMV3b2dJQOpPRY205bWFXeGXWWE5sY21INk1IcOtIJQOFNSUNKUWNtOW1hV3
gKICBsVTJIsbmJtRjBKWEpsSWpvZ2V3b2dJQOFnSUNBaVZXUm1Jam9nSWsxQ1VWUXR
TVXd6TWKkXVFJUZEIMV1EZVQogIGXvdFJUVX1RaTFVVVRKROXWaFdURVVpTEFvVZO1D
QwWdJQOFpVUhWawWJHbGpVROZ5WVcxbGRHVN1jeUk2SUhzCiAgS01DQWdJQOFNSUNBa
VVIVM1iR2xqUz JIWNVJIVTkVTQOk2SUhzS@1DQWdJIQOFNSUNBZO1DSmpjbllpT21BaVv
IKICBXUTBORGApTEFVZO1DQWdJIQOFNSUNBZO1sQjFZbXhwwWX1JINk1DSmOKRXBXT1h
Wb1lZFNUt1la2RxUVdKRVZYaAogIHdRbWMzVHpocl1dHWNJWSE0OOZDISM1IYRjRMVZAZ
VEV4R2VUVNNUbEpKVM50NENpQWATUZE1VM5KUVNWR1VTCiAgVmh5VkZwZmIxbHRXa
3hOWW1GQk1luMT1mU3dLSUNBZO1DSkJZMk52ZFc1MFFXUmt jbVZ6Y31INk1DSm1iMk JRbU JRGREVUZNMK4wYZzFTREZ4VUMXTGRtVmM5
OMk5CTXkxV1FTSj1mWDBzQwogIG1lBZO1DQWIRVO5qY jNWAWRFRjFkR2hsYm5ScFky



RjBhVz11SWpvZ2V3b2dJIQOFNSUNBaVZXUm1Jam9OnSWsxCiAgRVJIrSXRUa3RIVmMkxS
VFrwkOMVEKkzUVVZzdFQXTINTaTB6 T1ZOSUXVNUVWMV1pTEFVZ01DQWdJIQOFpVUhwaw JQOEOVTNoWVpWV1Nabk
YKICBMTFhab1VHAG50V1ZxYTI5SWWVVRWIMWDESZ1gwIiwKICAgICAgQICAgIHSKICA
gICAgICAQICAgINNpZ25hdHVYyZXMi0iBbewogICAgICAQICAgICAgICAQIMFSZYI6
ICJTNTEYIiwKICAgICAgICAQICAgICAQICIraWQiOiAiTUJRVC1JITDMYLVNFNOgtV
DASWilFNTJCLVRRMKYtWFZMRSISCiAgICAgICAgQICAQICAQICAiLCc21nbmFOAXJ1T]
0gIMFIRERTQWFEdINLN1dGQTZpaTROYUFVEEt3YVINY11LNFMzNXk5ZmhacV9hzvz
1X1EKICBWSOhRAXAOWEdYUFdKSEtNV2psSTF4Q002eUFySmR1bmZEaU54ZFNNN1pZ
OFdnRmtBQVpizZGZ3S1ImZKNWSWogIGZjVUIwdzBrMVZnVDR5ZFE3N116ejc5RWITW
kINCONXVEVWQzdnUXNBIN1dLA0OgICAgICAgGICAQICALIUGF5bGO9hZERPZ2VZzdCIBIC
JQNUlwNWh1SwW1PaUh3N1JtR3BXCcEs5dEXSCcNRzMVROVNCcOZ2RqcOXCADE1QWOKICB
GYUdEVKRYS205VVZNd212ckXIUUNCCFpDY1U4RVhiT21fNjdIdUtLZyJ9XSWKICAg
ICAQICAiUHJIVAG9jb2xzIjogW3sKICAQICAgICAgICAgI1BYb3RvVY29sIjogImith
SJOXX1dfxe",
{
"signatures":[{
"alg":"sS512",
"kid":"MDXT-5MND-ZJMG-NQSR-QYUK-NVHA-INAU",
"signature":'"hgs91kzZaFLMQ9eEa5VeXc2AjlwN5z3B9hklwcgH_
xBeBccw2rl12miNaoNFmh_5uKFCXxc8zd65KAU87UwIjagWF3G8aevnu_-ku28-90G
A8IwD9_MuuMZcgEsFz5F_YdwfXCH5LO0SfaZEMdsLAKXUTwWA" }
] 4
"PayloadDigest":"Z4CKnUtWFCR1louUzqjT-IwCR6BBT98AhMuyohl1B3
_M7VKTU2]jPaCskGsNwFv3rpY96GOUO306FtX5WOA6MguJA" }
1
"Reply":true,
"Subject":"alice@example.com",
"PIN":"ADHF-R2A7-SV2S-XUBQ-C7CU-HAGY-JBVA"}}

The Mesh Contact Exchange transaction does not provide for
validation of the contact information beyond the binding to the Mesh
Account Address used to perform the exchange.



7.3.2. PIN

Contact exchange requests MAY be authenticated by a PIN code.
Initial contact exchange requests SHOULD include a PIN code value
that can be used to authenticate a response (if given). PIN codes
MAY also be exchanged out of band.

A MessageContact authenticated by means of a PIN code is
authenticated as described in the PIN Interaction section above.

7.3.3. EARL

A MessageContact message MAY be published as an EARL. This allows
contact data to be presented to the recipient on a printed document
such as a business card in machine readable format such as a QR
code.

7.4. Group Invitation

The GroupInvitation interaction is used to invite a recipient to
join a Mesh Group. The interaction is essentially a form of contact
exchange except that a sender SHOULD NOT send group invitations
unless there is an existing relationship. Thus the 'first trust'
issues intrinsic to the contact exchange interaction do not apply.

The message specifies the group name and the contact entry for the
group. The contact entry includes the CapabilityDecryptServiced used
to decrypt messages sent to the group when combined with information
provided by the threshold service for the group.

Receipt of a GroupInvitation message does not require a response.



"GroupInvitation":{
"MessageId":"NBKE-VRT7-MEZT-4I0V-6KOR-T3F0-ZRME",
"Sender":"alice@example.com",
"Recipient":"bob@example.com",

"Contact":{
"ContactPerson":{
"Anchors": [{

"Udf":"MBND-NF5R-BEOZ-EHDY-PXM3-XTDU-HK5T",
"Validation":"Self"}
1
"NetworkAddresses":[{
"Address":"groupw@example.com",
"EnvelopedProfileAccount":[{
"EnvelopeId":"MBND-NF5R-BEOZ-EHDY-PXM3-XTDU-HK5T",
"dig":"S512",
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICINQK5SELU
5GNVItQkVPWilFSERZLVBYTTMtWFREVS1ISzVUIiwKICAiTWVZzCc2FNZVR5CcGUi01iA
1UHJvZm1lszZUdyb3VwIiwKICAiY3R5IjogImFwcGXpY2F0aw9uL21thS9vYmplY3Qi
LA0ogICIDcmVhdGVKkIjogIjIwMjEtMDEtMTNUMTY6Mzg6MjhaIn@"},
"ewogICJQcm9mawWx1R3JvdXAi10iB7CiAgICAIUHIVZM1SZVNpZ2
5hdHVYZSI6IHSKICAQICAQI1VkZiI6ICINQK5ELUSGNVItQkVPWilFSERZLVBYTTM
tWFREVS1ISzVUIiwKICAQICAgI1B1YmxpY1BhcmFtZXR1lcnMi0iB7CiAgICAQgICAg
I1B1YmxpYOtleUVDREgi0iB7CiAgICAgICAgICAiLY3J2IjogIkVKNDQ4IiwKICAQGI
CAgICAQICJQdWIsaWMiOiAiTkdXVO1jYUI4alY5W]jJQOFVyd21pYUFEdVhDUMhhbG]
09gewogICAgICALIVWRMIjogIk1DSzMtWk1QWS1DUUXHLUQYWUMtT1JJINS10TzRBLUd
KTVgiLAogICAgICAiUHVibG1ljUGFYyYW11dGVycyI6IHSKICAGICAgICAIUHVibGL1 j
S2V5RUNESCIBIHSKICAgGICAgICAGICJIjcnYiOiAiRWQONDgiLAogICAgICAgICAQI
1B1YmxpYyI6ICJIfNNnJodzB1lQUstUE1kTm5zQWIMM3NtX3FVNVZBQVJIIcG5JQ2hfzy
1ueDFO0aGpsNHU5R29r CiAgLWRPUHdAmeXpOUTEtVNJISAdUU2RG8WRO1BIN19fX19",
{
"signatures":[{
"alg":"S512",
"kid":"MBND-NF5R-BEOZ-EHDY-PXM3-XTDU-HK5T",
"signature":"pXHiPRR5N9QZieJEiaoxW8J6bnOp8arf
1LtY4U6LROXZpWIru2eb-7vA4-qgDm6d11gUEDOKyhp-AP-zPol1BeiRo7kFuUU6xcz
M5zCIjnDEQXJuXiLF1FMUfcL9V919bAeaPiy7VEtgdEtzobLAaFQxIA"}
1
"PayloadDigest":"SFNO6ZCeX00y3hSACwFeQmGB6ahSrVMD
SRDWERCY61PnAtyPjtP6ht2dVv89ZXxFOVBON1q-UKkhjZxTtrnsirg"}

1



"Protocols":[{

"Protocol":"mmm"}

1
"Capabilities":[{

"CapabilityDecryptPartial":{
"Id":"MB44-I7TT-A3JE-N5LK-SKTY-WJD6-URGZ",
"KeyData":{

"Udf":"NC6A-BU3A-VQE7-KXXQ-F352-E5AG-KzZw4",
"PrivateParameters":{
"PrivateKeyECDH": {
"crv'":"X448z",
"Private":"_dcWVDGmDmeEIMuBSYyGM_a-BbQzZiwi
QrmvcktCKDNn61Xkkat6XV37x59EeEqTaBnqj2zmLWb7ws"}}},
"SubjectId":"MB44-I7TT-A3JE-N5LK-SKTY-WJD6-URGZ",
"ServiceId":"NC6A-BU3A-VQE7-KXXQ-F352-E5AG-KZW4",
"ServiceAddress":"groupw@example.com"}}
1}
13331}

7.5. cConfirmation Interaction

The confirmation interaction consists of a RequestConfirmation
message from the initiator followed by a ResponseConfirmation from
the responder.

The RequestConfirmation message specifies the action that is
requested.

The ResponseConfirmation message contains the enveloped
RequestConfirmation message signed by the initiator and the
disposition of the responder, Accept = true if the request is
accepted and Accept = false otherwise.

The service sends out the following request:

"RequestConfirmation":{
"MessageId":'"NCHB-PAFY-23JU-UWSK-Q4NK-LEKY-MFzZX",
"Sender" :"console@example.com",
"Recipient":"alice@example.com",

"Text":"start"}}

Alice accepts the request and returns the following response:



8.

"ResponseConfirmation": {
"MessageId":'"MBX5-PSU2-MPUA-IRVR-WIJL-CS4Q-5YUS",
"Sender":"alice@example.com",

"Recipient":"console@example.com",

"Request":[{
"EnvelopeId":"MCDL-YDFD-GEC4-MJZ0-FONM-AC2D-HNM7",
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICJOQOhCLVBBR1KtM]

NKVS1VVINLLVEOTKStTEVLWSINRIpYIiwKICAiTWVZC2FnZVR5cGUi01iAiUMVXdWV

zdENvbmZpcm1hdGlvbiIsCiAgImNOeSI6ICIhcHBsaWNhdGlvbi9tbwOvb2JqZWNO

TiwKICAiQ3J1YXR1ZCI6GICIYMDIXLTAXLTEZVDE20jM40jI3WiJ9",

"SequenceInfo":{
"Index":4,
"TreePosition":6222},
"Received":"2021-01-13T16:38:27Z2"},
"ewogICJISZXF1ZXNOQ29uzZmlybwWFeawouIjogewogICAgIk1lc3Nhz2vJizC

I6ICJOQONCLVBBR1IKtMjNKVS1VVINLLVEOTKStTEVLWSINRIPYIiwKICAQICJITZWS

kZXI10iAiY29uc29sZUBleGFtcGx1LmNvbSISCiAgICAiUmMVjaXBpZW50IjogImFs

aWN1QGV4YWiwbGUUY29tIiwKICAgQICJUZXhOIjogInNNOYXJOIN19",
{3

1
"Accept":true}}

Device Connection Interactions

Connection of a device to a Mesh Account combines synchronous and
asynchronous elements and therefore uses a combination of Mesh
Service Protocol and Mesh Messaging interactions.

Three connection interactions are currently defined support
connection of devices with difference affordances:

Witness Authenticated For connecting devices that provide data
entry and display affordances and are connected to a network. The
account the device is to be connected to is entered into the
device which displays a witness code. This code is then compared
with a code displayed on the administration device to
authenticate the request, after which both devices can complete
the interaction.

Dynamic QR Code (PIN) Authenticated For connecting devices that
provide a camera affordance. The user sets the administration
device into 'add device' mode, causing a QR code to be displayed.



The QR code is scanned by the device being connected after which
both devices can complete the interaction.

Static QR Code Authenticated For connecting devices that have been
preconfigured with a device profile identified by means of a QR
Code containing an EARL. The QR code is scanned by the
administration device after which both devices can complete the
interaction.

Each of these interactions provide strong mutual authentication with
minimal user effort.

The witness authenticated connection interaction is intended for use
in cases in which the device is already connected to a network. The
QR code interactions are intended to provide support for acquisition
of networking capabilities as part of the connection process. These
functions are not currently specified. The Static QR Code
Authenticated interaction is intended to support Internet of Things
(IoT) devices which provide minimal interaction affordances.

In each case, the objectives of the device connection interaction
are the same:

*Mutually authenticate the onboarding device and the Mesh such
that the connection interaction only completes if both sides
acquire the authentic profile of the other.

*To provision the onboarding device with the Mesh ProfileAccount,
and an ActivationDevice and ConnectionDevice record allowing the
device to interact as a member of the Mesh with the set of rights
specified by the user.

*To create a CataloguedDevice record and append it to the Device
catalog of the account to allow the device to be managed within
that account.

*(optional) to acquire networking capabilities to allow the above
to be completed.

The connection of the device to the Mesh Account is achieved through
the creation of the ActivationDevice, ConnectionDevice and
CataloguedDevice records described earlier. These are created by the
administration device in the third phase of each of the connection
interactions described below and acquired by the onboarding device
in the fourth phase.

.1. Dynamic QR Code (PIN) Authenticated

The Dynamic QR Code (PIN) Authenticated interaction comprises four
phases as follows:



Phase 1: Issue of PIN credential
A PIN code is created and

registered with the PIN Registration interaction described
earlier and transmitted to the user by an out of band
communication (e.g. a QR code that is scanned by the device).

Phase 2: Onboarding Device Request to Service The onboarding device
performs a Connect transaction on a host servicing the account.
This results in the exchange of the account and device profiles
and the computation of a witness value from the two profile
fingerprints and two nonce values specified by the onboarding
device and the service.

An AcknowledgeConnection message is posted to the Inbound spool
of the account.

Phase 3: Administration Device Acceptance The account holder
accepts or rejects the connection request from a device that has
been granted administration capability.

Phase 4: Onboarding Device Completion The onboarding device
periodically polls the service for acceptance of the request by
the administration device using the Complete transaction.

The use of the PIN code to authenticate the request message is shown
in $$%$$.

The PIN code MAY be presented to the onboarding device in any format
accepted by the device. Administration MAY support presentation of
the account address PIN code as a URI code. Administration devices
SHOULD support presentation of the account address PIN code as a QR
code containing the corresponding URI.

8.1.1. Phase 1:
Alice> account pin

PIN=AB23-ZBOI-CEIZ-MTD4-VQ
(EXpires=2021-01-14T16:38:302Z)

The registration of this PIN value was shown earlier in section $3$$
The URI containing the account address and PIN is:

mcu://alice@example.com/AB23-ZBOI-CEIZ-MTD4-VQ



8.1.2. Phase 2:

The onboarding device scans the QR code to obtain the account
address and PIN code. The PIN code is used to authenticate a
connection request:

Alice3> device request alice@example.com /pin AB23-ZBOI-CEIZ-MTD4-VQ
Device UDF = MCNR-5XZX-CCZC-XTMJ-RYP2-PACV-HCBM
Witness value = B4AE-RNXK-Y20C-ZS7R-ZQZK-VUBI-ZFPF

The device issues a connection request to the service corresponding
to the account. This specifies the device profile, the account to
which the device is to be connected and the client nonce value:



"ConnectRequest": {

"EnvelopedRequestConnection":[{
"EnvelopeId":"MAD4-DQE5-PU4Y-QCTJ-D5U2-Z2ZVS-WBYC",
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICJOQIBTLVRFMkstNU

JRWi1i0zSFdBLVBKT1UtV11PWC1EQUIXIiwKICAiTWVZC2FnZVR5cGUi0iAiUMVXdWV
zdENvbm51Y3Rpb24iLA0gICJjdHki0iA1YXBwbG1ljYXRpb24vbwitL29iamVjdCIs
CiAgIKNYyZWFOZWQi0iAiMjAYyMSOWMSOXM1QxNjoz0ODozMFoifQ"},
"ewogICJISZXF1ZXNOQ29ubmVjdGlvbiI6IHSKICAGICINZXNzYWd1SWQiOoi

AiTkJQUY1URTJILLTVCUVOtMOhXQS1QSk5VLVAZT1gtREFNVYISCiAgICAIQXV0OaGV
udGljYXR1ZERhdGEi0iBbewogICAgICAGICJIFbnZ1bGOwZUlkIjogIk1DT1ItNVha
WC1DQ1pDLVhUTUotUL11QMi1QQUNWLUhDQkO®iLAOgICAgICAgICJIkaWci0iAiUZzUXM
1IsCiAgICAgICAQIKNVbNRIbNRNZXRhRGFOYSI6ICJI1d29nSUNKVmMJItbHhkV1ZKWk
NJINk1DSk5RMDVTTFRWWVdSZ3RRME5hUXkxCiAgWVZFMUtMVkpaVURJIAFVFRKRWaTF
JUTBKTk1pdotJQOFpVFdwWemMyRm5aVv1I1Y0dVau9pQWlVSEp2wWmlsc1oKICBVUmxk
bWxgW1INJcONpQWdJIbU4wZVNINK1DSmhjSEJzYVdOaGRHbHZiaT10Y1lcwdmIySnFaVv
04wSW13S01DQQogIG1RMOpSWVhSbFpDSTZJQO15TURIEEXUQXhMVEVE6VKRFMkOQTT
RPak13V21K0SJ9LA0GICAQICAiLZXdvZO1DS1FjbT1tYVd4bFJHV]jJIhVO5sSWpvZ2V
3b2dJQOFNSWxCeWIyWgogIHBiR1ZUYVdkdV1YUjFjbVvVpT21CNONpQWdJIQOFNSUNK
V1pHWW1PaUFpVFVOT1VpMDFXRNBZTFVORFAr TXRXCiAgR1JOU2kxU1dwQX1MVkJICU JWNVJIVTKVTQOk2SUhzS01DQWdJQOFNSUNBZO1DSMpjbllpT21BaVdEUTBPQOL
zQ21BZ01DQWdJQOFNSQOgIENBaVVIVM1iR2xqSWpvZO1ltMURReTAWZURWTFZIRKJIT
R2h1ZEY5cFoycEVSakJQZW1nM1JGbzFkVUSWY2pFCiAgNFowTnRaMGhDUzBKCUSEV
mMFURWhvZDBrS01DQkthRUpDVKCXTFFtdDZiM2RyT1Y5M2RFbzNNVTR3Y1VFaWYKIC
BYMT1MQWIONSUNBZO1lrSmhjM1ZCZFhSb1pXNTBhVO50ZEdsdmIpSTZISHNLSUNBZO1
DQWdJIbFZrwm1lJINk1DSgogIES5RMDVMTFRNe INFNHRSRVZKVUMXYVRWUTBMVEPCVOR] IJNMEOWYgogIGXKV2REaAEtTSFY1ZDJaNWFGZHpkMHN4WVVWMYdUSk1X
RUV6Ym5weGRGQ1l1DaUFnTUZrd1dFcHpiek50VFhGCiAgcWFqQVKkpSSGRRVKcxQ1p6S
kJJIbjE5Z1gx0SIsCiAgICAgIHSKICAGICAgGICAic21nbmFOdXJ1cyI6IFt7CiAgIC



AgICAgICAQICIhbGci0iAiUzUXMiIsCiAgICAQICAgICAQICIraWQiOiAiTUNOULO
1WFpYLUNDWKMtWFRNS1i1SWVAYLVBBQ1YtSENCTSISCiAgICAgICAgICAgICJIzawdu
YXR1cmUi0iAiTnpuTINST1ZGV3I1Z1VtWXhxVO1tUkJaRkJHTS1BaGRmclhndEVvU
ESVUE5t0CO1LQogIHITbDNiIMVJI6EQINSYOE2aVhIb2VPRmtYaWJIDQUtHbzNPMW5We 1
YxV3k1lcUZ1MzRwV1hVSDRvVeHVIM2FjOTU3CiAgX1VnVHRHan1wY1JhMTB4cVBFbmx
GV2JImck1wWQ21sdUhhNEp5ZDFSRUEifVOsCiAgICAgICAgI1BhewWxvYWREaWd1lc3Qi
0iAialVWNVJIHejJQRH12YmdyT25kSmxjQkVwU]jFZVjUzSTVicEVKSOtueXoteEMXC
1AgQkltcmxjSTN4AN20WVUNFRNhfYWSDLXRgCc3JISMONXYnhLakNOOGAQY1EifVOsCi
AgICAiQ2XpZW50TmOuUY2Ui0iAicXVICFBjeGxfS2drV3ctWE1BUWVBUSISCiAgICA
1UGluSWQi0iAiQUFBVSO2SFZNLTABQTYtVESFRY1QR1IVTLULYWjMtQk1ZTCISCiAg
ICA1UGLluvV210bmVzcyI6ICI1ekZCb1RHbGVYdINNSMM20GdSTkI1lekt1bOpOV3JsY
VA5Z1pZVF1VcGOYNKFHUUQKICBZZOXBU2NVV1ZXNKkOVTnMtOV10UWXDVWR1b2E5eU
ROY1ZqLWRLZYISCiAgICAiQWNjb3VUdEFkZHJI1c3Mi0iAiYWXpY2VAZXhhbXBsZS5
jb20ifxe"

13}

The service generates the service nonce value and uses it to create
the AcknowledgeConnection message.



"AcknowledgeConnection":{
"MessageId":"B4AE-RNXK-Y20C-ZS7R-ZQZK-VUBI-ZFPF",
"EnvelopedRequestConnection":[{

"EnvelopeId":"MAD4-DQE5-PU4Y-QCTJ-D5U2-Z2ZVS-WBYC",
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICJOQIBTLVRFMkstNU

JRWi0zSFdBLVBKT1UtV11PWC1EQUIXIiwKICAiTWVZzCc2FnZVR5cGUi0iAiUMVXdWV

zdENvbm51Y3Rpb24iLA0gICJIjdHki0iAiYXBwbG1ljYXRpb24vbwltL29iamVjdCIs

CiAgIKNyZWFOZWQi0iAiMjAyMSOWMSOXM1QxNjoz0DozMFoifQ"},

"ewogICJISZXF1ZXNOQ29ubmVjdGlvbiI6IHSKICAGICINZXNzYWd1SWQiOi

AiTkJQUY1URTJILLTVCUVOtMOhXQS1QSk5VLVAZT1gtREFNVYISCiAgICAIQXVOaGY

udGljYXR1ZERhdGEi0iBbewogICAgQICAgICJIFbnZ1bG9wZUlkIjogIk1DT1ItNVha

WC1DQ1pDLVhUTUOotUL11QMi1QQUNWLUhDQkO®iLAOgICAgICAgICJIkaWci0iAiUzUXM

1ISCiAgICAQICAgIkNVbNR1IbNRNZXRhRGFOYSIBICJI1d29nSUNKVmMJItbHhkV1ZKwk

NJINKk1DSk5RMDVTTFRWWVdsSZ3RRME5hUXkxCiAgWVZFMUtMVkpaVURJAFVFRKRWaTF

JUTBKTk1pdOtJQOFpVFdwWemMyRm5aVv1I1YedVaU9pQW1VSEp2wWmlsc1loKICBVUmxk

bWxgqW1INJcONpQWdJIbU4wZVNINK1DSmhjSEJZzYVdOaGRHbHZiaT10Y1lcwdmIySnFaV

04wSW13S01DQQogIG1RMOpSWVhSbFpDSTZJQO15TURIEEXUQXhMVEV6VKRFMkIQTT

RPak13V21K0SJ9LA0gICAgICAiZXdvZO1DS1FjbT1tYVd4bFJHV]jJhVO5sSWpvZ2V

3b2dJQOFNSWxCeWIyWgogIHBiR1ZUYVdkdV1YUjFjbVvVpT21CNONpQWdJIQOFNSUNK

V1pHWW1PaUFpVFVOT1VpMDFXRNBZTFVORFAr TXRXCiAgR1JOU2kxU1dwQX1MVkJICU

TFZdFNFTKNUUO1zQ21BZ01DQWdJQOPRZFAKC2FXT1FZWEpOY1dWMFpYSnpJam8KIC

BnzXdvzZe1DQWdJIQOFNSUNKUWRXSNNhVO5MW1hsR1EwWUk1Jam9nzXdvZ01DQWdJIQOF

NSUNBZO1tTnlkaUk2SQogIENKR1pEUTBPQ01zQ21BZ01DQWdJIQOFNSUNBaVvVIVmli

R2xqSWpvZO1luUnBkV2h6VTNZM2RUUMFhR1pCUGASCiAgT1VgbFVObmN5TXpnM2JHO

UNaRj1lsTUZocGVsOXhhRE50UVVsd1oyUX1WVz1GZHpRSO1DQnFZekZ1YVhKaFkKIC

AzTkVSVUpqUzB4WVJIHSNBPWFZ4ZVVFaWZYMT1MQWIONSUNBZO1lrSmhjM1ZGYm10ewV

YQjBhVvz11SWpvZ2V3bwogIGdJIQOFNSUNBaVZXUm1Jam9nSWsxXRVAVVXRRMD1DVXKkXx

S1VEVKRMVEKkzVUVZdFNrRXpWUzFETMs1VOXVZEtTCiAgRUL1pTEFVZO1DQWdJIQOFpV

UhwWaWJHbGpVROZ5WVCcXbGRHVN1jeUk2SUhzS01DQWdJQOFNSUNBaVVIVmM1iR2wKIC

BqUzJIWNVJIVTkVTQOk2SUhzS01DQWdJIQOFNSUNBZO1DSmpjbllpT21BaVAEUTBPQOL

zQ21BZ01DQWdJIQOFNSQogIENBaVVIVM1iR2XxqSWpvZO1ltMURRETAWZURWTFZIRKJIT

R2h1ZEY5cFoycEVSakJQZW1nM1JGbzFkVUSWY2pFCiAgNFowTnRaMGhDUzBKCUSEV

MFURWhvZDBrSO1DQkthRUpDVKCXTFFtdDZiM2RyT1Y5M2RFbzNNVTR3Y1VFaWYKIC

BYMT1MQWONSUNBZO1lrSmhjM1ZCZFhSb1pXNTBhVO50ZEdsdmIpSTZISHNLSUNBZO1

DQWdJbFZrwml1JINk1DSgogIES5RMDVMTFRNe INFNHRSRVZKVUMXYVRWUTBMVEPCVOR]

dFEXZFVVaTAXVFZrMElpdOtJQOFNSUNBZO1sQjFZCiAgbhXhwWTFCaGNtRnRawFJsY

25Nau9pQjdbaUFnSUNBZO1DQWdIbEIxWwW14cFkwdGx1VVZEUKkVnaU9pQjdDaUEKIC

BnSUNBZO1DQWdJQOFpWTNKMk1lgb2dJbGcwTkRnaUxBb2dJQOFNSUNBZO1DQWAJIbET

XWW14cF15STZJQOpCVQogIEhWdUBWMWS0OMHhvTUVwaWEZzaGt0QzFOZVd0S1kzTmZa

V3BNUTJGMF1Ya31SMO5wUOZKR1IMWOXVSbk14ZDFkCiAgWEStWnpDaUFNVWO5SWIzY

3Rja3MoOU2pwWa2RtbERaakZuwWwxGVVFVbHEJJbjE5Z1N3S01DQWdJIQOpDWVhObFUKIC

AybG5ibUYwZFhKbE1gb2d1d29nSUNBZO1DQW1WV1JtSWpvZO1lrMUVOalFOTWXKU1V

PMVNTVTFXTFV3M1J6TQ0gIHRORFpRU3KwM1EXbzBMVGRDVkUwaUxBb2dJQOFNSUNB

aVVIVmliR2xqVUdGeV1XMWxkR1Z5Y31JINKk1IcOtJCiAgQOFNSUNBZO1DQW1VSFZpY

kdsalMyVjVSVU5FUONJINk1IcOtJIQOFNSUNBZO1DQWdJIQOpqY25ZaU9pQWISVIEKIC

AwTkRnaUxBb2dJQOFNSUNBZO1DQWdJbEIXWW14cF15STZJQOpDUOhSdU4zZDNXazF

AWkdGbFZGYZz INMEOWYgogIGXKV2REaAEtTSFY1ZDJaNWFGZHpkMHN4WVVWMYdUSk1X

RUV6Ym5weGRGQ1l1DaUFNnTUZrd1dFcHpiek50VFhGCiAgcWFqQVKpSSGRRVKcxQ1p6S



kJJbjE5Z1gx0SISCiAgICAgIHSKICAgICAQICAiLic21nbmFOdXJ1lcyI6IFt7CiAgIC
AgICAgICAgICJIhbGci0iAiUZUXMiIsCiAgICAgICAgICAgICIrawQiOiAiTUNOUL®
1WFpYLUNDWKMtWFRNS1i1SWVAYLVBBQ1YtSENCTSISCiAgICAgICAgICAgICJIzawdu
YXR1cmUi0iAiTnpuTINST1ZGV3I1Z1VtWXhxVO1tUkJaRkJHTS1BaGRmclhndEVvU
ESVUE5t0CO1LQogIHITbDNiMVJI6QINS5YOE2aVhIb2VPRmtYaWJIDQUtHbzNPMW5SWe 1
YxV3k1lcUZ1MzRwV1hVSDRVeHVIM2FjOTU3CiAgX1VnVHRHan1wY1JhMTB4cVBFbmx
GV2JImck1wWQ21sdUhhNEp5ZDFSRUEiLfVOsCiAgICAgICAgI1BhewWxvYWREaWd1lc3Qi
0iAialVWNVJIHejJQRH12YmdyT25kSmxjQkVwU]jFZVjUzSTVicEVKSOtueXoteEMxXC
1AgQkltcmxjSTN4AN20WVUNFRNhfYWS5DLXRgCc3JSMONXYnhLakNOOGdQY1EifVOsCi
AgICAiQ2XpZW50TmOuUY2Ui0iAicXVICFBjeGxfS2drV3ctWE1BUWVBUSISCiAgICA
iUG1uSWQi0iAiQUFBVSO2SFZNLTABQTYtVESFRY1QRIVTLULYWjMtQk1ZTCISCiAg
ICA1UGLluvV210bmVzcyI6ICI1ekZCb1RHbGVYdINNSMM20GdSTkI1lekt1bOpOV3JsY
VA5Z1pZVF1VcGOYNKkFHUUQKICBZZOXBU2NVV1ZXNKkOVTnMtOV10UWXDVWR1b2E5eU
ROY1ZqLWRLZYISCiAgICAiQWNjb3VUudEFkZHJI1c3Mi0iAiYWXpY2VAZXhhbXBsZS5
jb20ifXxe"
1
"ServerNonce":"LP3wWD1QdCtBrNUFaTaUVvXA",
"Witness":"B4AE-RNXK-Y20C-ZS7R-ZQZK-VUBI-ZFPF"}}

The AcknowledgeConnection message is appended to the Inbound spool
of the account to which connection was requested so that the user
can approve the request. The ConnectResponse message is returned to
the device containing the AcknowledgeConnection message and the
profile of the account.



"ConnectResponse": {
"Status":201,
"StatusDescription":"Operation completed successfully",
"EnvelopedAcknowledgeConnection": [{
"EnvelopeId":"MC3V-VXL7-NE6V-7YMB-FEOM-SJWU-SFQO0",
"ContentMetaData":"ewogICJVbmlxdwWVJZCI6ICICNEFFLVJOWEStWT
JPQylaUzdSLVpRWkstV1VCSS1aR1BGIiWKICAiTWVzCc2FnZVR5cGUi0iAiQWNrbm9
3bGVkZ2VDb25uZWNOaW9uIiwKICA1Y3R5IjogImFwCcGXpY2FQawouL21tbS9vYmpl
Y3QiLA0ogICJIDcmVhdGVKIjogIjIwMjEtMDEtMTNUMTY6MZzg6MzBaIno",
"SequenceInfo":{
"Index":6,
"TreePosition":11843},
"Received":"2021-01-13T716:38:302"},
"ewogICJIBY2tub3dsZWRNZUNvbm51Y3Rpb24i0iB7CiAgICAiTWVZC2FnZU
1kIjogIkIOQUUtUK5YSy1ZMkODLVPTN1ItWlFaSy1wVUJJILVPGUEYiLAogICAgIkV
udmVsb3B1ZFJ1cXV1c3RDb25uZWNOaw9uIjogW3sKICAgGICAgICAIRWS52ZWxvCcGVJ
ZCIBICINQUQOLURRRTUtUFUOWS1RQ1RKLUQIVTItW1lpWUYy1XQ1l1DIiwKICAgICAQI
CA1Q29udGVudE11dGFEYXRhIjogImV3b2dJQOpwWYmlseGRXVkpaQOk2SUNKT1FsQl
RMV1JGTWtzdES5VS1JIXaTAKICB6UOZKQkXWQktUbFVOVjFsUFdDMUVRVTFYSW13S01
DQW1UV1Z6YZzJIGblpWUjVjR1VpT21BavVtVnhkv1Z6ZAogIEVOdmI tNWXZM1IwY IO
aUxBb2dJQOpgZEhral9pQwWlZWEJ3YkdsallYUnBiMjR2Y1lcxdEwyOWlhbVZqZENJC
iAgcONpQWdJa®55W1dGMFpXUW1PaUFpTWpBeU1TMHANUZBATTFReE5qb3pPRGI6TU
ZVaWZRINOsSCiAgICAQICJI1d29nSUNKU1pYRjFaWE4wWUTISdWItVmpkR2x2Ym1JINKL
IcOtIJQOFNSUNKCiAgT1pYTnpZV2RsU1dRauU9pQWlUa®pRVXkxVVIUSKXMVFZDVVZV
dEOwaFhRUzFRU2s1VKXWZFpUMWdOUKVGT1YKICB5SXNDaUFNnSUNBaVvVFYVjBhR1Z1Z
EdsallYUmxaRVJoZEdFaU9pQmJ1ld29nSUNBZ01DQWdJIQOpGYm5abGJHOQogIHdavVw
XrSWpvZ01lrMURUbE1OT1ZoYVADMURRMXBETFZ0oVVRVb3RVbGXRTWkXUVFVT1dMVWh
EUWswaUxBb2dJCiAgQOFNSUNBZO1DSmthV2NpT21BaVvV6VXhNaulzQ21Bz01DbQwdJ
QOFNSWt0odmJuUmxiblJOWlhSaFJHRjBZUOKKICA2SUNKbGQYyOWS5TVUS5LVM1KdGJIIa
GtWMVpLV2t0Sk5rbERTazVSTURWVFRGULAXVMRzWjNSUK1FNWhVWGt4QwogIG1BZ1
dWWKZNVXRNVmtwYVZVUkpkR1ZGUmtSV2FURKpVVEJLVGt scGQwdEPRMEZWVKZKV2V
tTX1SbTVhVmxJCiAgMVKkwZFZhVT1wUVdsVINFcDJIXbTFzYzFvS01DQ1lzVbXhrYld4
cVdsTkpjME5SwWUVdkSmIVNHdaVKk5KTmt SRFMKICBtaGpTRUp6WVZKT2FHUKhiSFppY
VRSMF1sY3dkbUl5U25GYVYwWNHATV2wzUzBSRFFRb2dJR2xSTTBwcldWaAogIFNiRn
BEU1RaS1EwbDVUVVJIKZUV4VVFYaE1WRVY2VmtSRK1rOXFUVFJIQYWsXM1YybEtPUGO
5TEFvZ01DQWdJCiAgQOFpWlhkd1lowbERTBEZqY1RsdF1WZDRiRkpIVmpKaFYwWNXNT
V3B2WjIJWM2IyZEpPRMEZuU1d4Q2VXSX1XZ28KICBNSUhCaVIXW1VZVmRrZFZsWVVQgR
mpiV1ZwVDJsQO4wTnBRV2RKUTBGb1NVTktWbHBIV1dsUGFVRNBWR1ZPVAogIDFWCE
1ER1hSbkJaVEZWT1JGZHIJUWFJIYQ21BZ1JsSkOVMmt4VTFKV1FYbE1WaOpDVVRGWMR
GTkZUa®5VVTBsCiAgelEybEJaMGXEUVdkS1EwWCFJaRmRLYZJGWFRSR1pXRXBVWWXK
VO1GCcF1ThnBKYW04S01DQm5aWGR2WjBSRFEKICBXZEpPRMEZuUU1V0S1VXUlhTbhk50V
JA1TVdsaHNSbEV3VWt sSmFtOW5aWGR2WjBSRFFXZEpRMEZuU1V0QlowbAogIHRUbm
XrYVVrMINRb2dJRUS5LUMXWRVVUQLIBRMGX6UTJsQLowbERRV2RKUTBGbINVTkJIhV1Z
JVmlsaVIyeHFTCiAgV3B2WjBsdVVuQmtwWMmg2V1ROWkOyUnVVbUZoUjFwQ1lUwZFND
aUFnVGXWcWJIGVk9ibU41VFhwbkOySkhPVU4KICBhUmpscl1RVWM9jR1ZzT1hoaFJFN
U9VVv1ZzzZDFveVVYbFdWemxHWkhwU1MwbERRbkZazwWtaMvV1waEthRmt LSQOgIENBel
RrVINWVXBXVXpCNFdWSkhTbkJQVOZaNFpWVkZhV1pZTVRSTVFXOW5TVU5CWjBsc1N
taGpNbFpHWWOXCiAgT2VXV11RakJoVnpsMVNXcHZaM1lYzYndvZO@1HZEpRMEZuUU1VO



QmFWW1hVbTFKYWO5bINXc3hSVmMRWV1hSUKOKICBELDERWWGt4UzFWRVZrUKk1WRWt6V
1VWWMRGTNJISWHBXVXpGRVRtczFWMHhWWKVOVENpPQWASVTFwWVEVGd1lowbAogIERRV2
RKUTBGCFZVaFdhVopIYkdwV1IwWjVXVmN4YkdSSFZubGplVwsyUlVoelMwbERRV2R
KUTBGbINVTkJIhCiAgV1ZJVm1saVIydOtJQOJIXVXpKVO5WS1ZUalZUUTBrMINVaHpT
MGXEUVdkS1EWRM5TVUS5CWjBSRFNtcGpibGwKICBwWVDJIsSQmFWZEVVVEJQUTBselEyb
EJaMGXEUVdkS1EWRM5TUWONSUVOQmMFWVK1WbWxpUjJ4cVNXcHZaMGxOTQogIFVSUm
VUQXdaVWhXVEZaSVJrS1RSMmgxWKkVZNWNGb31jRVZTYWtKUVpXMWSNMUpHYNpGalz
VNVdZMNnBGQ21BCiAgZ05Gb3dUb1lJhTUdORFV6QMt jVTVFVM1GVVJIXaHZaREJyUzBs
RFFrdGhSVXBEVmt jeFRGRNRKRFppTTJISeVQKICBSWTVNM1JIGYnNpOT1ZUUjNZMVZGY
VdZSO1DQ1INVGXNUVc5bINVTkJaMGxyU21loak1sWkNaRmhTY jFwWE5UQgogIGhWMD
VVWkVKc2RtSNBTVFpKUOhOTFNVTKkJaMGXEUVAKkSmIGWNIXbWXKTmt SRFNnb2dJRTV
STURWTVRGUKk51CiAgbE5SGTKhSU1IJWWK tWVU14WVZSV1VUQk1WRXBDVjBSamRGRXha
R1ZWYVRBeFZGWNnINRWXwZDBOS1EWRM5TVU4KICBCWjBsc1FgR1pDaUFnYlhod1dUR
kKNhRO50UM5SYVAGSNNZMjVOYVU5CcFFqZERhVUZuU1V0QlowbERRV2RKYgogIEVJeF
dXMTRjRmt3ZEd4bFZWWkVValZuYVU5cFFQZERhVUVLSUNCbINVTkJaMGXEUVdKkS1E
WRNBXVESLTWtsCiAgcWIYZEpiR2N3VGtSbmFVeEJiMmRKUTBGb1INVTkJaMGXEUVdk
SMIFSXhXVZEQYOZSNVNUWKkpRMHBDV1FVZOKKICBFaFdkVTB3TVc1TO1IaHZUVVZ3Y
VdFemFHdE9RekYwW1ZKT1Mxa3pUbVphVjNCT1VUSKANRmXZYTNsSUOOWNQogIHdVMF
pLUJFNdO9YVINiazEOWkRGaONpQWAXRTVOV25wRGFVRM5WVZzA1U1dJelkzUmphMO®
wVTIWV2EYUnRiCiAgRVJIhYWtadVdXeEdWVKkZWYKVKSmIqRTVabE4zUzBSRFFXZEpPR
MHBEV1Z0T2JGVUtJQOF5YkclaWJIVWXdaRmgKICBLYkVscWIyZGxkMjluU1vOoQlowb
ERRV2xXV]jFKdFNXCcHZaMGXxyTVVWT2EXRjBUV3hLVWXWCE1IWT1RWVEZYVAOQIEZWMO
OXSjZUUWINSUhST1JGCFJIVM2t3TTFFeGI6Qk1WR1JEVMtVd2FVeEJiMmMRKUTBGbIN
VTkJIhV1ZJVmlisCiAgaVIyeHFWVWRHZVZSWE1XeGtSMVOo1WTNsSk5rbE1jMHRKQ21B
Z1EWRmM5TVU5CWjBSRFFXbFZTR1pwWWtkc2EKICBSTX1WalZTVIU1R1UwWTkpOa2xJyY
ZBOS1EWRM5TVU5CWjBSRFFXZEpRMHBXWTI1WmFVOXBRV2xTVjFFS01DQQogIHdUal
JuYVV4QmIyZEpRMEZuU1V0QlowbERRV2RKYkVJeFdXMTRjRmwlU1RaS1EwWCERVMGhH
TZFUOelpET1hhCiAgekYOV2tkR2JIGWkdZekpOTUUwd11lnb2dJR3hLV]jISRWFFAFRT
R1kxWkRKYU5XRkdaSHBr TUhONFdWVNndNVmQKICBVU2sXWFJVV]jZZbTV3ZUdSR1Fsb
ERhVUZuVFVacmQxZEZjSHBpZWs1b1ZGaEdDaUFnY1dGcVZrcFNTR1JSVgogIGtjeF
ExXcDZTaOpKYmpFNVpsZ3hPUG1zQ21BZO1DQWdJISHNLSUNBZO1DQWdJQOFpYzJsbmJ
tRjBKWEpsY31JCiAgNk1GdDdDaUFNSUNBZO1DQWdJIQOFNSUNKaGJHY21PaUFpVXpV
eE1pSXNDaUFnSUNBZO1DQWdJIQOFNSUNKcmEKICBXUW1PaUFpVFVOT1VpMDFXRNBZT
FVORFArTXRXR1JOU2kxU1dWQX1MVkICUTFZdFNFTKNUUO1zQ21BZ01DQQogIGdJQO
FNSUNBZO1DSnphV2R1WVhSMWNtVW1PaUFpVG5wdVRSTINUbFpHVjNIMVoxXVNRXWGh
4VjAXdFVrSmFSCiAga®pIVFMxQmFHUM1jbGhuZEVWd1VFNXZVRTVOTOMWMUXRb2dJ
SEpUYKROaU1WSjZRMU41WTBFMMFWaEpiM1YKICBQUM1OWWFXSKkRRVXRIYNpPOUE1XN
Vd1bF14VjNrMWNVW]jFNelJ3VmxoVINEUNZ1SFZJTTJGak9UVTNDaUFnWAogIDFWbl
ZIUkhhbmx3WwxKaE1UQjRjVkIGYm14R1YySmljazFXUTJsc2RVaGhORXA1IWkRGU1J
VRW1ImVjBzQ21BCiAgZ01DQWdJIQOFNSWxCaGVXeHzZZV1JFYVdkbGMzUW1PaUFpYWxXW
VO5wWSkhlakpRUkhsM11tZH1UMjVruU214alEKICBrvndvakzZavmpVelNUVmljRVZLU
zBOdWVYb3R1RU14Q21BZ1FrbHRjbXhqU1RONE4yMHAWVU5GUM50Z11XNQOgIERMWF
JIXYZNKcOOWTNhZbmhMYWtOTO9HZFFZMUVPZ1YwcONpQWdIQOFpUTJI4CcFpXNTBUbTL
1WTJVau9pQW1ljCiAgWFZKYOZCamVHeGZTMmMRYVjNjdFdFMUJVV1ZCVVNJICONpQWdJ
QOFpVUdsdVNXUW1PaUFpUVVGQ1ZTMDJITR1IOKICBOTFRKQ1FUWXRWRTVGUNkXUVJIsV
1IRMVWXZV2pNdFFrMVpuUQe1zQ21BZO1DQW1VR2Xx1V]jJIsMGItVnpjeUk2SQogIENJIMW
VrWKNiMVJIIYKkdWWWQXTm5ThUOYTOAKULRrSTF1a3QxYjBwMFYZzSNNZVKE1WmxwW1Z
GbFZjRzB5TmtGCiAgSFVVUUtJIQ0JaWjB4QlUyTnZWbFp4Tms5d1RUTXRPVMXPVVd4
RFZXUjFiMkU1ZVVSMF1sWnFMV1JMWNn1JcOMKICBpQWdJQOFpUVdOamIzVnVKRUZrw



khKbGMzTW1PaUFpWVd4cFkyVkFawWGhoYlhCc1pTNWpiMiBpZlgwI1l0sCiAgICAiU2
VydmVyTmouY2Ui0iAiTFAZVORSUWRDAEJyT1VGYVRhVXZYQSISCiAgICAiV210bmV
zcyI6ICICNEFFLVJOWEStWTJIPQylaUzdSLVpRWKsStV1VCSS1aR1BGIN19",

{3
1

"EnvelopedProfileAccount":[{
"EnvelopeId":"MAMU-5QXP-TWCD-7PKI-S4FC-IB76-XASH",
"dig":"S512",
"ContentMetaData":"ewogICJVbmlxdwWVJZCI6ICINQUIVLTVRWFAtVF

dDRCO3UEtJLVMORKMtSUI3Ni1YQVNIIiwKICAiTWVZzC2FNZVR5CcGUi0iAiUHIvZm1
SZVVzZXIilLAogICJjdHki0iAiYXBwbG1jYXRpb24vbwitL29iamVjdCIsCiAgIkNy
ZWFOZWQ1i0iAiMjAyMSOWMSOXM1QxNjoz0Dox0VoifQ"},
"ewogICJIQcmOmaWx1VXNIciI6IHSKICAgICJIQcm9mawx1lu21nbmFOdXJ1Tj®Z1leFBCbk1BSzFCT19fU1hSeHRXUVRzCiAgWHNNejFmbDVKYz@8xeFNCRgogIEUycHBGamhTN
GhzbEEONX16N1dwQnpnQSJI9fX0sCiAgICALIQWNjb3VudFNpZ25hdHVYZSI6IHSKIC
AgICAQI1VKZiI6ICINREE2LUVMRTItVDJIBTSOIM1IJULUFOM1ItTFVEUY1HSKkdYIiw
KICAgICAQI1B1YmxpY1BhcmFtZXR1cnMi0iB7CiAgICAgICAgI1B1YmxpYOtleUVD
REgi0iB7CiAgICAgICAgICAiY3J2Ij0ogIkVKNDQ4IiwKICAgICAgICAgICJIQdWJIsa
WMi0iAiQUhTdFc4S0dwYnJvWnQ1zXotd3ZiQ19GTXI5QWpXSThnTG1lnQzVwM3doSG
NFUTRqQUD1kVwogIDF4RHdaMzRgNzdXWE5JZkZFdk9FVOpNQSJOfX19fQ",
{
"signatures":[{

"alg":"S512",

"kid":"MAMU-5QXP-TWCD-7PKI-S4FC-IB76-XASH",

"signature":"_9tIDk5KvjeIuasHaXDawBB1VTw2YIzxBUxpLn78
a0gf09Cjuwh7auyUMHrCGvpuQRjjQrDR_0eATnhDzrIG5xcQbFwvfge_rfqgvUjqQc
-CZqvT81LDQ2c1W6THP1ZOGCIZmMXNEPYVKYYR - 9AACDQACA" }



1
"PayloadDigest":"fb_iksIe@dM4IWIWZjmK1YQSF-XttjIAg8Bww4tJ

JPOEOP9bxX42pkNor LFHQ8XYD8X9IHT-FKh-_1hLJNAUZA"}
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The device generates the witness value and presents it to the user
as shown above.

8.1.3. Phase 3:
The user synchronizes their pending messages:

Alice> message pending
MessageID: B4AE-RNXK-Y20C-ZS7R-ZQZK-VUBI-ZFPF
Connection Request::
MessageID: B4AE-RNXK-Y20C-ZS7R-ZQZK-VUBI-ZFPF
To: From:
Device: MCNR-5XZX-CCZC-XTMJ-RYP2-PACV-HCBM
Witness: B4AE-RNXK-Y20C-ZS7R-ZQZK-VUBI-ZFPF
MessageID: NAL6-QEBL-5JF7-TEX3-AIM7-HV74-MPYQ
Group invitation::
MessageID: NAL6-QEBL-5JF7-TEX3-AIM7-HV74-MPYQ
To: alice@example.com From: alice@example.com
MessageID: NCHB-PAFY-23JU-UWSK-Q4NK-LEKY-MFZX
Confirmation Request::
MessageID: NCHB-PAFY-23JU-UWSK-Q4NK-LEKY-MFzZX
To: alice@example.com From: console@example.com
Text: start
MessageID: NBPI-ULGE-MSPK-FUE2-CBDB-WTNY-NJDZ
Contact Request::
MessageID: NBPI-ULGE-MSPK-FUE2-CBDB-WTNY-NJDZ
To: alice@example.com From: bob@example.com
PIN: ADHF-R2A7-SV2S-XUBQ-C7CU-HAGY-JBVA
Alice> account sync /auto
ERROR - An attempt was made to create an object with an existing obje
ct identifier

The administration device determines that the device connection
request is authenticated by a PIN code. The PIN code is retrieved
and the message authenticated. This is shown in the PIN registration
interation example in section $$$ above.

The Cataloged device record is created from the public key values
corresponding to the combination of the public keys in the device
profile and those defined by the activation:



The ActivationDevice and CatalogedDevice records are ??7?
8.1.4. Phase 4

The device periodically polls for completion of the connection
request using the Complete transaction.

To provide a final check on the process, the command line tool
presents the UDF of the account profile to which the device has
connected if successful:

Alice3> device complete
Device UDF = MCNR-5XZX-CCZC-XTMJ-RYP2-PACV-HCBM
Account = alice@example.com
Account UDF = MAMU-5QXP-TWCD-7PKI-S4FC-IB76-XASH
Alice3> account sync

The completion request specified the device requesting completion:

{
"CompleteRequest": {
"AccountAddress":"alice@example.com",
"ResponseID":"MADI-J7SC-HSPL-UREO-Z5NC-CWK6-KZIB"}}
The response contains the information the device requires to
complete the connection to the mesh:
{

"CompleteRequest": {
"AccountAddress":"alice@example.com",
"ResponseID":"MADI-J7SC-HSPL-UREO-Z5NC-CWK6-KZIB"}}

8.2. Witness Authenticated

The witness authenticated interaction is essentially the same as the
Dynamic QR Code (PIN) Authenticated interaction except that mutual
authentication is achieved by comparing the witness value computed
by the device in the second phase to that computed by the
administration device in the third phase.

8.2.1. Phase 1:

There are no first phase actions.



8.2.2. Phase 2:

Alice enters the connection request on the device to be connected.
This specifies the address of the account to which she wishes to
connect:

Alice2> device request alice@example.com
Device UDF = MCDZ-IZFY-PWT3-36UP-4L6Q-5QMJ-YWWY
Witness value = WGAZ-BX2A-7G72-J5U3-SGGT-UB3W-TV4L

8.2.3. Phase 3:
The user reviews their pending messages:

Alice> device pending

MessageID: WGAZ-BX2A-7G72-J5U3-SGGT-UB3W-TV4L
Connection Request::
MessageID: WGAZ-BX2A-7G72-J5U3-SGGT-UB3W-TV4L
To: From:
Device: MCDZ-IZFY-PWT3-36UP-4L6Q-5QMJ-YWWY
Witness: WGAZ-BX2A-7G72-J5U3-SGGT-UB3W-TV4L

The administration device receives the AcknowledgeConnection message
from the service and verifies that the signature is valid and the
witness value correctly computed.

The user verifies that the witness value presented in the
AcknowledgeConnection message matches the one presented on the
device. Since they match, the request is accepted:

Alice> device accept WGAZ-BX2A-7G72-J5U3-SGGT-UB3W-TV4L /message /web

8.2.4. Phase 4
The device completes the connection as before:

Alice2> device complete
Device UDF = MCDZ-IZFY-PWT3-36UP-4L6Q-5QMJ-YWWY
Account = alice@example.com
Account UDF = MAMU-5QXP-TWCD-7PKI-S4FC-IB76-XASH
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3. Static QR Code Authenticated

The Static QR Code Authenticated mode is used to connect devices
that have been preconfigured for use with the Mesh with a device
configuration identified by a URI typically presented as machine
readable QR code on the device itself.

The interaction has four phases:

Phase 1: Preconfiguration The device to be onboarded is
preconfigured with a ProfileDevice and private key information
and a DeviceDescription posted to a publication service. This
process is typically performed during manufacture. An EARL
providing the ability to locate and decrypt the description is
printed on the device itself as a QR code.

Phase 2: Device description acquisition The administration device
acquiring the onboarding device scans the QR code on the device
and uses this information to obtain the device description by
means of the PollClaim interaction described above.

Phase 3: Administration Device Acceptance This phase is performed
in the same manner as the Dynamic QR Code (PIN) Authenticated
interaction except that the administration device MAY advise the
device that a connection request is being made by additional
means described in the device description (e.g. WiFi, Bluetooth).

Phase 4: Onboarding Device Completion This phase is performed in
the same manner as the Dynamic QR Code (PIN) Authenticated
interaction except that the administration device requires notice
that of the pending connection request.

The use of the PollClaim interaction to discover a pending claim for
a document was shown in section $$$ above. The claim is
authenticated using the key specified in the EARL.

3.1. Phase 1

The device is prepopulated with a Device description, this is shown
in section $$$ of Schema.

3.2. Phase 2

The administration device scans the QR code and obtains the Device
Description using the Claim transaction as shown in section $$$$.

3.3. Phase 3

Tha administration device creates the ActivationDevice and
CatalogedDevice records and populates the service as before.



8.3.4. Phase 4

The device polls the publication service until a claim message is
returned. This interaction is shown in section $$$$ above.

9. Protocol Schema

HTTP Well Known Service Prefix: /.well-known/mmm

Every Mesh Portal
Service transaction consists of exactly one request followed by
exactly one response. Mesh Service transactions MAY cause
modification of the data stored in the Mesh Service or the Mesh
itself but do not cause changes to the connection state. The
protocol itself is thus idempotent. There is no set sequence in
which operations are required to be performed. It is not necessary
to perform a Hello transaction prior to any other transaction.

9.1. Request Messages

A Mesh Portal Service request consists of a payload object that
inherits from the MeshRequest class. When using the HTTP binding,
the request MUST specify the portal DNS address in the HTTP Host
field.

9.1.1. Message: MeshRequest
Base class for all request messages.
[No fields]
9.1.2. Message: MeshRequestUser
Base class for all request messages made by a user.
Inherits: MeshRequest The fully qualified account name (including
Account: String (Optional) DNS address) to which the request is

directed.

EnvelopedProfileDevice: Enveloped (Optional) Device profile of the
device making the request.

9.2. Response Messages

A Mesh Portal Service response consists of a payload object that
inherits from the MeshResponse class. When using the HTTP binding,
the response SHOULD report the Status response code in the HTTP
response message. However the response code returned in the payload
object MUST always be considered authoritative.



9.2.1. Message: MeshResponse

Base class for all response messages. Contains only the status code
and status description fields.

[No fields]

9.3. Imported Objects
The Mesh Service protocol makes use of JSON objects defined in the
JOSE Signatgure and Encryption specifications and in the DARE Data
At Rest Encryption extensions to JOSE.

9.4. Common Structures
The following common structures are used in the protocol messages:

9.4.1. Structure: KeyValue

Describes a Key/Value structure used to make queries for records
matching one or more selection criteria.

Key: String (Optional) The data retrieval key.
Value: String (Optional) The data value to match.

9.4.2. Structure: ConstraintsSelect
Specifies constraints to be applied to a search result. These allow
a client to limit the number of records returned, the quantity of
data returned, the earliest and latest data returned, etc.

Container: String (Optional) The container to be searched.

IndexMin: Integer (Optional) Only return objects with an index
value that is equal to or higher than the value specified.

IndexMax: Integer (Optional) Only return objects with an index
value that is equal to or lower than the value specified.

NotBefore: DateTime (Optional) Only data published on or after the
specified time instant is requested.

Before: DateTime (Optional) Only data published before the
specified time instant is requested. This excludes data published
at the specified time instant.

PageKey: String (Optional) Specifies a page key returned in a
previous search operation in which the number of responses
exceeded the specified bounds.



When a page key is specified, all the other search parameters
except for MaxEntries and MaxBytes are ignored and the service
returns the next set of data responding to the earlier query.
9.4.3. Structure: ConstraintsData
Specifies constraints on the data to be sent.

MaxEntries: Integer (Optional) Maximum number of entries to send.

BytesOffset: Integer (Optional) Specifies an offset to be applied
to the payload data before it is sent. This allows large payloads
to be transferred incrementally.

BytesMax: Integer (Optional) Maximum number of payload bytes to
send.

Header: Boolean (Optional) Return the entry header
Payload: Boolean (Optional) Return the entry payload
Trailer: Boolean (Optional) Return the entry trailer
9.4.4. Structure: PolicyAccount
Describes the account creation policy including constraints on
account names, whether there is an open account creation policy,

etc.

Minimum: Integer (Optional) Specifies the minimum length of an
account name.

Maximum: Integer (Optional) Specifies the maximum length of an
account name.

InvalidCharacters: String (Optional) A list of characters that the
service does not accept in account names. The list of characters
MAY not be exhaustive but SHOULD include any illegal characters
in the proposed account name.

9.4.5. Structure: ContainerStatus

Container: String (Optional)
Index: Integer (Optional) 9.4.6. Structure: ContainerUpdate
Digest: Binary (Optional)

Inherits: ContainerStatus The entries to be uploaded.
Envelopes: DareEnvelope [0..Many]
9.5. Transaction: Hello



Request: HelloRequest

Response: MeshHelloResponse
Report service and version information.

The Hello transaction provides a means of determining which protocol
versions, message encodings and transport protocols are supported by
the service.

The PostConstraints field MAY be used to advise senders of a maximum
size of payload that MAY be sent in an initial Post request.

9.5.1. Message: MeshHelloResponse

ConstraintsUpdate: ConstraintsData (Optional) Specifies the default
data constraints for updates.

ConstraintsPost: ConstraintsData (Optional) Specifies the default
data constraints for message senders.

PolicyAccount: PolicyAccount (Optional) Specifies the account
creation policy

EnvelopedProfileService: Enveloped (Optional) The enveloped master
profile of the service.

EnvelopedProfileHost: Enveloped (Optional) The enveloped profile of
the host.

9.6. Transaction: BindAccount

Request: BindRequest
Response: BindResponse Request creation of a new service account or
group.

Attempt
9.6.1. Message: BindRequest
Request binding of an account to a service address.

Inherits: MeshRequest The service account to bind to.
AccountAddress: String (Optional)
EnvelopedProfileAccount: Enveloped (Optional) The signed assertion
describing the
account.

9.6.2. Message: BindResponse
Inherits: MeshResponse

Reports the success or failure of a Create
transaction.



Reason: String (Optional)
Text explaining the status of the
creation request.

URL: String (Optional) A URL to which the user 1is directed to
complete the account creation request.

9.7. Transaction: UnbindAccount

Request: UnbindRequest
Response: UnbindResponse Request deletion of a service account.

9.7.1. Message: UnbindRequest
Request creation of a new portal account. The request specifies the
requested account identifier and the Mesh profile to be associated

with the account.

Inherits: MeshRequestUser
[No fields]

9.7.2. Message: UnbindResponse
Inherits: MeshResponse
Reports the success or failure of a Delete
transaction.
[No fields]
9.8. Transaction: Connect
Request: ConnectRequest
Response: ConnectResponse Request information necessary to begin
making a connection request.

9.8.1. Message: ConnectRequest

Inherits: MeshRequest The connection request generated by the
EnvelopedRequestConnection: Enveloped (Optional) client

Rights: String [0..Many] List of named access rights.
9.8.2. Message: ConnectResponse

Inherits: MeshResponse The connection request generated by the
EnvelopedAcknowledgeConnection: Enveloped (Optional) client

EnvelopedProfileAccount: Enveloped (Optional) The user profile that
provides the root of trust for this Mesh

9.9. Transaction: Complete



Request: CompleteRequest

Response: CompleteResponse
9.9.1. Message: CompleteRequest

Inherits: StatusRequest
AccountAddress: String (Optional) 9.9.2. Message: CompleteResponse
ResponseID: String (Optional)

Inherits: MeshResponse The signed assertion describing the result
EnvelopedRespondConnection: Enveloped (Optional) of the connect
request

9.10. Transaction: Status

Request: StatusRequest
Response: StatusResponse 9.10.1. Message: StatusRequest

Inherits: MeshRequestUser

DeviceUDF: String (Optional) 9.10.2. Message: StatusResponse
ProfileMasterDigest: Binary (Optional)

Catalogs: String [0..Many]

Spools: String [0..Many]

Inherits: MeshResponse The account profile providing the root of
EnvelopedProfileAccount: Enveloped (Optional) trust for this
account.

EnvelopedCatalogedDevice: Enveloped (Optional) The catalog device
entry

ContainerStatus: ContainerStatus [0..Many] 9.11. Transaction:
Download

Request: DownloadRequest
Response: DownloadResponse Request objects from the specified
container with the specified search

criteria.
9.11.1. Message: DownloadRequest

Inherits: MeshRequestUser
Request objects from the specified

container(s).

A client MAY request only objects matching specified search criteria
be returned and MAY request that only specific fields or parts of
the payload be returned.

Select: ConstraintsSelect [0..Many] Specifies constraints to be
applied to a search result. These allow a client to limit the



number of records returned, the quantity of data returned, the
earliest and latest data returned, etc.

ConstraintsPost: ConstraintsData (Optional) Specifies the data
constraints to be applied to the responses.

9.11.2. Message: DownloadResponse

Inherits: MeshResponse
Return the set of objects requested.

Services SHOULD NOT return a response that is disproportionately
large relative to the speed of the network connection without a
clear indication from the client that it is relevant. A service MAY
limit the number of objects returned. A service MAY limit the scope
of each response.

Updates: ContainerUpdate [0..Many] The updated data
9.12. Transaction: Transact
Request: TransactRequest
Response: TransactResponse Attempt an atomic transaction on the
containers and spools associated with an
account.
9.12.1. Message: TransactRequest
Inherits: MeshRequestUser
Upload entries to a container. This
request is only valid if it is issued by the owner of the account

Updates: ContainerUpdate [0..Many] The data to be updated

Accounts: String [0..Many] The account(s) to which the request is
directed.

Outbound: Enveloped [0..Many] The messages to be sent to other
accounts

Inbound: Enveloped [0..Many] Messages to be appended to the user's
inbound spool. this is typically used to post notifications to
the user to mark messages as having been read or responded to.

Local: Enveloped [0..Many] Messages to be appended to the user's
local spool. This is used to allow connecting devices to collect

activation messages before they have connected to the mesh.

9.12.2. Message: TransactResponse



Inherits: MeshResponse
Response to an upload request.
Entries: EntryResponse [0..Many] The responses to the entries.

ConstraintsData: ConstraintsData (Optional) If the upload request
contains redacted entries, specifies constraints that apply to
the redacted entries as a group. Thus the total payloads of all
the messages must not exceed the specified value.

9.12.3. Structure: EntryResponse

IndexRequest: Integer (Optional) The index value of the entry in
the request.

IndexContainer: Integer (Optional) The index value assigned to the
entry in the container.

Result: String (Optional) Specifies the result of attempting to add
the entry to a catalog or spool. Valid values for a message are
'Accept', 'Reject'. Valid values for an entry are 'Accept',
'Reject' and 'Conflict'.

ConstraintsData: ConstraintsData (Optional) If the entry was
redacted, specifies constraints that apply to the redacted
entries as a group. Thus the total payloads of all the messages
must not exceed the specified value.

9.13. Transaction: Post

Request: PostRequest

Response: PostResponse Request to post to a spool from an external
party. The request and response messages are

extensions of the corresponding messages for the Upload transaction.

It is expected that additional fields will be added as the need

arises.

9.13.1. Message: PostRequest

Inherits: MeshRequest The account(s) to which the request is
Accounts: String [0..Many] directed.

Messages: Enveloped [0..Many] The messages to be sent to the
addresses specified in Accounts.

9.13.2. Message: PostResponse

Inherits: TransactResponse
[No fields]



9.14. Transaction: Claim

Request: ClaimRequest
Response: ClaimResponse Claim a publication

9.14.1. Message: ClaimRequest
Inherits: MeshRequest The claim message
EnvelopedMessageClaim: Enveloped (Optional)
9.14.2. Message:

ClaimResponse

Inherits: MeshResponse The encrypted device profile
CatalogedPublication: CatalogedPublication (Optional)
9.15. Transaction: PollClaim

Request: PollClaimRequest
Response: PollClaimResponse Check party making claim

9.15.1. Message: PollClaimRequest

Inherits: MeshRequest The envelope identifier formed from the
PublicationId: String (Optional) PublicationId.

TargetAccountAddress: String (Optional) Account to which the claim
is directed

9.15.2. Message: PollClaimResponse
Inherits: MeshResponse The claim message
EnvelopedMessage: Enveloped (Optional)
9.15.3. Structure:
CryptographicOperation

KeyId: String (Optional) The key identifier

KeyCoefficient: Binary (Optional) Lagrange coefficient multiplier
to be applied to the private key

9.15.4. Structure: CryptographicOperationSign
Inherits: CryptographicOperation The data to sign
Data: Binary (Optional)
PartialR: Binary (Optional) Contribution to the R offset.

9.15.5. Structure: CryptographicOperationKeyAgreement

Inherits: CryptographicOperation
[No fields]

9.15.6. Structure: CryptographicOperationGenerate



Inherits: CryptographicOperation
[No fields]

9.15.7. Structure: CryptographicOperationShare
Inherits: CryptographicOperation
Threshold: Integer (Optional) 9.15.8. Structure:
Shares: Integer (Optional) CryptographicResult
Error: String (Optional)

9.15.9. Structure:

CryptographicResultKeyAgreement

Inherits: CryptographicResult
[No fields]

9.15.10. Structure: CryptographicResultShare

Inherits: CryptographicResult
[No fields]

9.16. Transaction: Operate

Request: OperateRequest
Response: OperateResponse Perform a set of cryptographic operations

9.16.1. Message: OperateRequest

Inherits: MeshRequest The service account the capability is bound
AccountAddress: String (Optional) to

9.16.2. Message: OperateResponse

Inherits: MeshResponse
[No fields]

10. Security Considerations

The security considerations for use and implementation of Mesh
services and applications are described in the Mesh Security
Considerations guide [draft-hallambaker-mesh-security].

11. IANA Considerations

All the IANA considerations for the Mesh documents are specified in
this document
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