wWorkgroup: Network Working Group
Internet-Draft:
draft-hallambaker-mesh-protocol
Published: 25 October 2021
Intended Status: Informational
Expires: 28 April 2022
Authors: P. M. Hallam-Baker

ThresholdSecrets.com

Mathematical Mesh 3.0 Part V: Protocol Reference

Abstract

The Mathematical Mesh 'The Mesh' is an end-to-end secure
infrastructure that facilitates the exchange of configuration and
credential data between multiple user devices. The core protocols of
the Mesh are described with examples of common use cases and
reference data.

[Note to Readers]
Discussion of this draft takes place on the MATHMESH mailing list
(mathmesh@ietf.org), which is archived at https://

mailarchive.ietf.org/arch/search/?email_list=mathmesh.

This document is also available online at http://mathmesh.com/
Documents/draft-hallambaker-mesh-protocol.html.

Status of This Memo

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
working documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of six
months and may be updated, replaced, or obsoleted by other documents
at any time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress."

This Internet-Draft will expire on 28 April 2022.
Copyright Notice

Copyright (c) 2021 IETF Trust and the persons identified as the
document authors. All rights reserved.


http://mathmesh.com/Documents/draft-hallambaker-mesh-protocol.html
http://mathmesh.com/Documents/draft-hallambaker-mesh-protocol.html
https://datatracker.ietf.org/drafts/current/

This document is subject to BCP 78 and the IETF Trust's Legal
Provisions Relating to IETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these documents
carefully, as they describe your rights and restrictions with
respect to this document.

Table of Contents

1. Introduction
2. Definitions
2.1. Reguirements Language
2.2. Defined Terms
2.3 Related Specifications
2.4 Implementation Status
3. Mesh Protocols
4. Mesh Service
4.1. Data Model
4.2. Partitioning
5. Protocol Bindings
6. Mesh Service Operations
6.1. Service Description
6.2. Account Management
6.2.1. Bind Account
6.2.2. Unbind Account
6.2.3. Account Recovery and Transfer.
6.3. Persistence Store Management
6.3.1. Status
6.3.2. Download
6.3.3. Transact
6.4 Device Connection
6.4.1. Connect
6.4.2. Complete
6.5 Publication
6.5.1. Claim Transaction
6.5.2. PollClaim Transaction
6.6 Cryptographic
6.6.1. Generate Key Shares
6.6.2. Threshold Sign
6.7. Messaging
6.7.1 Sender.
6.7.2 Outbound Service
6.7.3 Inbound Service
6.7.4. Recipient
7. Access Control
7.1. Direct authorization
7.2. Access Catalog authentication



https://trustee.ietf.org/license-info

8. Message Interactions
8.1. Message PIN Interaction
8.1.1. Registration
8.1.2. Authentication
8.1.3. Validation
8.1.4. Example
8.2. Completion Interaction
8.3. Contact Exchange Interaction
8.3.1. Remote
8.3.2. PIN
8.3.3. EARL
8.4. Group Invitation
8.5. Confirmation Interaction
9. Device Connection Interactions
9.1. Witness/PIN Authenticated
9.1.1. Phase 1:
9.1.2. Phase 2:
9.1.3. Phase 3:
9.1.4. Phase 4
9.2. Preconfigured (Static QR Code)
9.2.1. Phase 1
9.2.2. Phase 2 & 3
9.2.3. Phase 4
9.2.4. Phase 5

10. Protocol Schema

10.1. Request Messages
10.1.1. Message: MeshRequest
10.1.2. Message: MeshRequestUser
10.2. Response Messages
10.2.1. Message: MeshResponse
10.3 Imported Objects
10.4. Common Structures
10.4.1. Structure: KeyValue
10.4.2. Structure: ConstraintsSelect
10.4.3. Structure: ConstraintsData
10.4.4. Structure: PolicyAccount
10.4.5. Structure: ContainerStatus
10.4.6. Structure: ContainerUpdate
10.5. Transaction: Hello
10.5.1. Message: MeshHelloResponse
10.6. Transaction: BindAccount
10.6.1. Message: BindRequest
10.6.2. Message: BindResponse
10.7. Transaction: UnbindAccount
10.7.1. Message: UnbindRequest
10.7.2. Message: UnbindResponse
10.8. Transaction: Connect
10.8.1. Message: ConnectRequest
10.8.2. Message: ConnectResponse




10.9. Transaction: Complete

10.9.1. Message: CompleteRequest

10.9.2. Message: CompleteResponse

10.10. Transaction: Status
10.10.1. Message: StatusRequest

10.10.2. Message: StatusResponse

10.11. Transaction: Download

10.11.1. Message: DownloadRequest

10.11.2. Message: DownloadResponse

10.12. Transaction: Transact

10.12.1. Message: TransactRequest

10.12.2. Message: TransactResponse

10.12.3. Structure: EntryResponse

10.13. Transaction: Post
10.13.1. Message: PostRequest
10.13.2. Message: PostResponse
10.14. Transaction: Claim
10.14.1. Message: ClaimRequest
10.14.2. Message: ClaimResponse

10.15. Transaction: PollClaim

10.15.1. Message: PollClaimRequest

10.15.2. Message: PollClaimResponse

10.15.3. Structure: CryptographicOperation

10.15.4. Structure: CryptographicOperationSign
10.15.5. Structure: CryptographicOperationKeyAgreement
10.15.6. Structure: CryptographicOperationGenerate
10.15.7. Structure: CryptographicOperationShare
10.15.8. Structure: CryptographicResult

10.15.9. Structure: CryptographicResultKeyAgreement

10.15.10. Structure: CryptographicResultShare

10.16. Transaction: Operate

10.16.1. Message: OperateRequest

10.16.2. Message: OperateResponse

Security Considerations
IANA Considerations
Acknowledgements
Normative References
Informative References

e
(ol o

Introduction

This document describes the Mesh Service protocol supported by Mesh
Services, an account-based protocol that facilitates exchange of
data between devices connected to a Mesh profile and between Mesh

accounts.



Mesh Service Accounts support the following services:

*Provides the master persistence store for the Catalogs and Spools
associated with the account.

*Enables synchronization of Catalogs and Spools with connected
devices.

*Enforces access control on inbound Mesh Messages from other users
and other Mesh Services.

*Authenticates outbound Mesh Messages, certifying that they comply
with abuse mitigation policies.

A Mesh Profile MAY be bound to multiple Mesh Service Accounts at the
same time but only one Mesh Service Account is considered to be
authoritative at a time. Users may add or remove Mesh Service
Accounts and change the account designated as authoritative at any
time.

The Mesh Services are build from a very small set of primitives
which provide a surprisingly extensive set of capabilities. These
primitives are:

Hello Describes the features and options provided by the service
and provides a 'null' transaction which MAY be used to establish
an authentication ticket without performing any action,

CreateAccount, DeleteAccount Manage the creation and deletion of
accounts at the service.

Status, Download, Upload Support synchronization of Mesh containers
between the service (Master) and the connected devices
(Replicas).

Connect 1Initiate the process of connecting a device to a Mesh
profile from the device itself.

Post Request that a Mesh Message be transferred to one or more Mesh
Accounts.

Although these functions could in principle be used to replace many
if not most existing Internet application protocols, the principal
value of any communication protocol lies in the size of the audience
it allows them to communicate with. Thus, while the Mesh Messaging
service is designed to support efficient and reliable transfer of
messages ranging in size from a few bytes to multiple terabytes, the
near-term applications of these services will be to applications
that are not adequately supported by existing protocols if at all.



Definitions

This section presents the related specifications and standard, the
terms that are used as terms of art within the documents and the
terms used as requirements language.

.1. Requirements Language
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFEC2119].

.2. Defined Terms

The terms of art used in this document are described in the Mesh
Architecture Guide [draft-hallambaker-mesh-architecture].

.3. Related Specifications

The architecture of the Mathematical Mesh is described in the Mesh
Architecture Guide [draft-hallambaker-mesh-architecture]. The Mesh
documentation set and related specifications are described in this
document.

.4. Implementation Status

The implementation status of the reference code base is described in
the companion document [draft-hallambaker-mesh-developer].

Mesh Protocols
The Mesh specifies two separate types of protocol interactions:

Mesh Service Protocol A synchronous protocol supporting
interactions between devices and a Mesh Service Host and between
Mesh Service hosts.

Mesh Messaging Protocol An asynchronous protocol that supports
interactions between devices connected to the same account and
between accounts.

The Mesh Messaging Protocol uses the Mesh Service Protocol as
transport. The Mesh Service Protocol in turn makes use of Reliable
UDP Datagram (RUD) [draft-hallambaker-mesh-rud] for framing and
authentication of individual requests and responses. These RUS
packets are in turn exchanged over either HTTPS (i.e. a Web Service)
or directly over UDP.
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Figure 1: Protocol Layering

Mesh Services MUST support the HTTPS binding and MAY support the UDP
binding.

Mesh Service

A Mesh Service is a minimally trusted service. In particular a user
does not need to trust a Mesh service to protect the confidentiality
or integrity of most data stored in the account catalogs and spools.

Unless the use of the Mesh Service is highly restricted, a user does
need to trust the Mesh Service in certain respects:

Data Loss A service could refuse to respond to requests to download
data.

Integrity (Stale Data) The use of Merkle Trees limits but does not
eliminate the ability of a Mesh Service to respond to requests
with stale data.

Messaging A service could reject requests to post messages to or
accept messages from other mesh users.

This risk is a necessary consequence of the fact that the Mesh
Service Provider is accountable to other Mesh Service Providers
for abuse originating from their service.

Traffic analysis A Mesh Service has knowledge of the number of Mesh
Messages being sent and received by its users and the addresses
to which they are being sent to or received from.

The need to trust the Mesh Service in these respects is mitigated by
accountability and the user's ability to change Mesh Service
providers at any time they choose with minimal inconvenience.

It is possible that some of these risks will be reduced in future
versions of the Mesh Service Protocol but it is highly unlikely that



these can be eliminated entirely without compromising practicality
or efficiency.

4.1. Data Model

The design of the Mesh Service model followed a quasi-formal
approach in which the system was reduced to schemas which could in
principle be rendered in a formal development method but without
construction of proofs.

Like the contents of Mesh Accounts, a Mesh Service may be
represented by a collection of catalogs and spools, for example:

Account Catalog Contains the account entries.
Incident Spool Reports of potential abuse

Backup of the service MAY be implemented using the same container
synchronization mechanism used to synchronize account catalogs and
spools.

4.2. Partitioning

Mesh Services supporting a large number of accounts or large
activity volume MAY partition the account catalog between one or
more hosts using the usual tiered service model in which a front-end
server receives traffic for any account hosted at the server and
routes the request to the back-end service that provides the
persistence store for that account.

In addition, the Mesh Service Protocol supports a 'direct
connection' partitioning model in which devices are given a DNS name
which MAY allow for direct connection to the persistence host or to
a front-end service offering service that is in some way specific to
that account.

5. Protocol Bindings

The protocol binding maps the abstract protocol definition specified
in this document to the network protocol format.

*Discovery of network services.

*Construction of the payload data by serializing request and
response messages.

*Authentication of the payload data.

*Confidentiality controls to protect against traffic analysis



Currently only one protocol binding is specified: JSON-BCD
Application Binding [draft-hallambaker-jsonbcd] over Reliable User
Datagram (RUD) [draft-hallambaker-mesh-rud].

JSON-BCD Application Binding specifies the means by which data types
such as 'integer' and 'datetime' etc. given in this document are
serialized using JSON/JSON-B encoding.

Reliable User Datagram offers a presentation layer over a choice of
HTTP or UDP transport.

Mesh Service Operations

The Mesh Service operations are divided into the following
functional groups:

Service Description Describes the service.

Account Management Operations used to create, reclaim, and delete
accounts.

Persistence Store Management Operations used to synchronize
persistence store data across connected devices. [May be replaced

in a future revision]

Device Connection Operations used by devices requesting connection
to the account.

Publication Operations allowing a watched document to be posted to
the service and claims made on the document returned to a device.

Cryptographic Cryptographic operations, including threshold
operations performed by the service.

Messaging Exchange of messages between Mesh Services.
.1. Service Description

The Hello transaction is used to determine the features supported by
the service and obtain the service profile.

The request payload only specifies that is is a request for the
service description:

"HelloRequest": {}}



The response payload describes the service and the host providing
that service:



"MeshHelloResponse": {
"Status":201,
"Version":{
"Major":3,
"Minor":0,
"Encodings":[{
"ID":["application/json"
13
1}

"EnvelopedProfileService":[{
"EnvelopeId":"MD36-Q4SC-S4YZ-KPRP-7W4P-SNR7-QMD2",
"dig":"S512",
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICINRDM2LVEOUOMtUZ

RZWi1lLUFJQLTAXNFAtUO5SNY1RTUQYIiwKICAiTWVZC2FnZVR5cGUi0iAiUHIvZm1
SZVN1lcnZpY2UiLAogICJjdHKki0iA1YXBwbGljYXRpb24vbwitL29iamVjdCIsCiAg
IKNYyZWFOZWQi0iAiMjAyMSOXMCOYNVQXNToO0D0OM10ifQ"},
"ewogICJQcm9mawWx1U2VydmljZSI6IHSKICAgICJIQcmOmawWx1lu21lnbmFOdX
J1IjogewogICAgICAiIVWRMIjogIk1EMzYtUTRTQY1TNFlaLUtQUIAtN1cOUCITT1I
3LVFNRDIiLAogICAgICAiUHVibG1l1jUGFYyYW11dGVycyI6IHSKICAgICAgICAiUHVi
bG1jS2V5RUNESCI6IHSKICAgGICAgGICAgICIjcnYi0iAiRWQONDgiLAogICAgICAgI
CAgI1B1YmxpYYI6ICJHAWF1TOhOMXESWDAKMW5PZEJIYTFFAUNSUKY3ZT1CZ0Y4b3
VwdXJDZGpj T1BreUZBTFhRCiAgQWd4c1BKULFNNWVNQVZQRGtHbWhyNjZBIN19fSw
KICAQICJTZXJ2aWN1QXVeaGVudGljYXRpb2410iB7CiAgICAQICIVZGYi0iAiTUJH
WiO3UINULTRIWUStRKXNTSO3TjVMLVAWQUOtUDNYNYISCiAgICAgICJIQdWJIsawWNQY
XJhbWV0ZXJzIjogewogICAgICAQICIQdWJIsaWNLZX1FQORIIjogewogICAgICAQIC
AgImNydiI6ICJYNDQ4IiwKICAQICAgICAQICJIQdWIsaWMi0iAiZW5tcEIWCEIONV1
fQINOSGZYU21laalZueGdYSjZwYkoxQUZuzZjNaUVZzal9XZGlGaERDagogIGpshw4y
bEcyWHZYNURFWU1pROpObUs2QSJ9fX0sCiAgICALU2VydmljZUVuY3J5cHRpb24i0
iB7CiAgICAQICJIVZGYi0iAiTUJCUL1LTEWOLVISR1gtSzYZRSOYRENULTZVRIEtW]",
{
"signatures":[{

"alg":"S512",

"kid":"MD36-Q4SC-S4YZ-KPRP-7W4P-SNR7-QMD2",

"signature":"M_zW4QfJQF1kOgwxMukD4rrJCSy4042zNbSmuQV-
-5IUedZeFq3t81SVe_8rpVa430PKn75yyXkAq2vL86MdD2EW6_5c0qk6_TjetFNA2
W6nMpJrgSVqfAGSov1VpDST98tz8mZPULOXw7uGCUSHCSO0A"}

1
"PayloadDigest": " jmeKGOKk9DNNN6eJYg_LN13Gh2SwGoci0760VJI6Q5



kGOXCOGTVEO_YXG1DZWSszhG6gXFEUUSQV8WiQXqFSEU9Q" }
13}

The current revision of the specification is designed for small
scale deployments in which the service is provided by a single host.
The approach will require revision in future versions to fully
support a service being provided by multiple hosts with accounts
being transferred between the hosts to allow balancing of load.

6.2. Account Management
There are three account management operations:
BindAccount Create an account bound to a service address.
UnbindAccount Delete an account bound to a service address

RecoverAccount [TBS] Reclaim an account using a recovered primary
secret.

The BindAccount operation is used to create User and Group accounts.
Currently, these account types are distinct. This may change in
future releases.

6.2.1. Bind Account

A User Account is bound to a Mesh Service by completing a
BindAccount operation with the service.

The BindAccount transaction is unique in that it can fail to
complete for reasons that are outside the scope of the Mesh
specifications. Creation of an account might require payment to be
made or authentication of the user's credentials. It is thus quite
normal for the result of a CreateRequest to be the account being
created in an 'on hold' state which can only be changed out of band.

If the request is at least partially successful, a BindResponse
message is returned. In the case of partial success, a description
of the request status and link to a Web page providing further
details MAY be returned.

The request payload contains all the information needed to create
the account:

*The account address

*The account profile



Since there is no Access Catalog until the account is created, the
Bind Account request and subsequent requests used to initialize the
access catalog for the account MUST be authenticated by the Account
Authentication key.

Alice requests creation of the account alice@example.com. The
request payload is:



"BindRequest":{
"AccountAddress":"alice@example.com",
"EnvelopedProfileAccount":[{

"EnvelopeId":"MB5I-R24M-QXJT-KDBF-XFOA-DGC3-U3AA",

"dig":"sS512",

"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICINQjVILVIYNEOtUV
hKVC1LREJGLVhGTOEtREdDMYy1VMOFBIiwKICAiTWVzCc2FNnZVR5cGUi0iAiUHIvZM1
SZVVzZXIiLAogICJjdHki0iAiYXBwbhG1jYXRpb24vbwitL29iamVjdCIsCiAgIkNy
ZWFOZWQ10iAiMjAyMSOXMCOYNVQXNTOOODOONFoifQ"},

"ewogICJQcm9maWx1VXN1ciI6IHSKICAgQICJIQcm9Omawx1lU21nbmFOdXJ1I]
0gewogICAgICAiVWRMIjogIk1CNUKtUjIOTSIRWEPULUtEQKYtWEZPQS1EROMZLVU
ZQUEiLA0gICAgICAiUHVibG1jUGFyYW11dGVycyI6IHSKICAgICAGICAiUHVibG1j
S2V5RUNESCI6IHSKICAgICAgICAGICJIjcnYiOiAiRWQONDgiLAogICAgICAgICAGI
1B1YmxpYyI6ICIwUS1aNWVESHR3V1ZZZGtmeVZUOVIzNilyMGhPMWZVSFdwbUkybWw
RJc2k4MXNkanlzz3NBCiAgZmRLbOhacEt JWNRLa®1YU29Pa®ZycE9BIN19fSWKICA
gICJIBY2NvdW50QWRkcmVzcyI6ICIhbGljZUBleGFtcGXx1LMNVvbSISCiAgICAiU2Vy
dmljZzVVkZiI6ICINRDM2LVEQUOMtUZRZWi1LUFJQLTAXNFAtUO5SNY1RTUQYIiwKI
CAgICJFc2Nyb3dFbmNyeXBOaw9uIljogewogICAgICAIVWRMIjogIk1CRk8tQVhRSC
1WRUpJLUOONGOtVZzNaRy®zW1BBLTdGSFMilLAogICAgICAiIUHVibG1ljUGFyYW11dGV
yCcyI6IHSKICAgICAgICAiIUHVibG1jS2V5RUNESCI6IHSKICAgICAgICAgGICIjcnYi
0iAiWDQOOCISCiAgICAQgICAQICAi1UHVibGljIjogIkdDaH1ORNVIYjZfQmlvZ3FFQ
ZNTfUjBhWGF1bW1EbGFER31ZWWRSMKZTQXcORW5LakM4QXEKICBHbHBSN3NRYWNSVm
00LVFiUUpzel9Qa®EifX19LA0gICAgIKFjY291bnRFbmNyeXBOaw9uIjogewogICA
gICAiVWRMIjogIkl1CVUgtR1IKONS1EVK5GLVhNUVYtU1FDNCIMVEXJLUS1QVYiLAog
ICAQICAiUHVibG1ljUGFYYW11dGVYycyI6IHSKICAQICAgICAiUHVibG1jS2V5RUNES
CI6IHSKICAQICAgICAQICJjcnYi0iAiWDQOOCISCiAgICAGICAgICALUHVibG1 I ]
0gI1dTZGXEOFNMWFdDRKkhoSUhqQ3dRSEI3YjRZbTcOa3BNLVhWWm5GS1dZWV1wSGd
Cbi1KSUgKICAzYVBhSHpkNjBNSDNUMWV2Vk5VCc1RiQOEi1fX19LA0gICAgIKFkbwlu
aXNOcmFOb3JTawWduYXR1cmUi0iB7CiAgICAQICIVZGYi0iAiTUNCTYy1aSzRGLVFGW
UOtNJjNUSYy1UQTIDLUXIUVKENIFXNSISCiAgICAgICJIQdWIsaWNQYXJIhbwWVOZXJzTI ]",
{
"signatures":[{
"alg":"S512",



"kid":"MB5I-R24M-QXJT-KDBF-XFOA-DGC3-U3AA",
"signature":"Z935mSJZSJR1I1kXTESD-Q9AAKAuU3IuUD_-QJXHa8Ww
Vr2xXMXcA-23dcvYx9duavojUCUVKKv11W81AsxPt12nOHOAKUATgpPSQmW1X28In4R
Z9e60BCW7kFIgbADT4jFOFBOVI7bf15uh3coVtpXAtHehAA"}
1
"PayloadDigest":"0_av1I9T_vQ-6bilLixfOvQ-_JLiUttOyYnb5fPbq
u513agCnO@1lgRF18uGdSgmzVqzUSIxQ1l36g-SDrhwApbyEw"}

13}

The response payload currently reports the success or failure of the
bind operation:

"BindResponse": {
"Status":201,
"StatusDescription":"Operation completed successfully",
"EnvelopedAccountHostAssignment": [{

"ContentMetaData" :"ewogICJINZXNzYWd1VH1wZSI6ICJIBY2NvdW50SG
9zdEFzc21nbm11lbnQiLA0ogICJjdHki0iAiYXBwWbG1ljYXRpb24vbwitL29iamVjdCI
SCiAgIKNyZWFOZWQi0iAiMjAyMSOXMCOYNVQXNToOODOONFoifQ"},

"ewogICJIBY2NvdW50SG9zdEFzc21nbm11bnQi0iB7CiAgICAiQWN]jb3VudE
FkZGVzcyI6ICJIhbGljZUBleGFtcGx1LmNVbSISCiAgICAiIQWNjZXNzRW5jcnlwdCI
6IHSKICAQICAQI1VKZiI6ICINQKJISLUtMTDQtWVIGWCILNJNFLTIJEQ1QtNIVHUS1a
NUpDIiwKICAgICAgI1B1YmxpY1BhcmFtZXR1cnMi0iB7CiAgICAgICAQI1B1YmXpY
0t1eUVDREgi0iB7CiAgICAgICAgICAiY3J21j0ogI1gONDgilAogICAgICAgICAGI1
B1YmxpYyI6ICJIXMnFpbDZnWUpyZk5qNXpHak4wZ3pTRUJFZ3U3alRoZmtHU2FHRNk
tSUFUNjNUSOEtTXZ5CiAgTkdISWOFMWxgelRobjNwekhuUE55V3VBIN19fX19"

13}

It is likely that a future revisions of the specification will
specify the host(s) to which future account service operations are
to be directed. This would allow the account management operations
to be separated from the account maintenance operations without
requiring the traditional tiered architecture in which every
interaction with a service is first routed to a host that cannot
perform the required action so that it can be directed to the host
that can.

6.2.1.1. Bind Group Account

Mesh Group Accounts are created in the same manner as user accounts
except that the ProfileGroup is specified.



6.2.1.2. Account Recovery

Should all the administration devices be lost, an account MAY be
recovered by the process of recovering the profile master secret and
using it to access the account through the account authentication
key.

6.2.2. Unbind Account

An account registration is deleted using the UnbindAccount
transaction.

>>>> Unfinished ProtocolAccountDelete
The request payload:
The response payload:

6.2.2.1. Account Transfer

Should a user wish to transfer their account to a new service
provider, they first use the Bind Account operation to bind the
account to the new service provider, then populate the account entry
at the new account using the account authentication key.

Only after the new account binding has been completed and is ready
for use, is the unbind operation used to delete the account entry at
the old service provider.

Future versions of the protocol will elaborate on this mechanism so
that the change of address can be signaled to connected devices and
parties sending messages to the account.

6.2.3. Account Recovery and Transfer.

Account recovery is necessary in the case that user has lost control
of every administration device connected to the account and must re-
create the account profile and bind a new set of administrative
devices. Account transfer is the process of unbinding an account
from one service and rebinding it to a new one.

These capabilities are both critical to the long term success of the
Mesh but have been deleted from the current revision of the
specification as their implementation is interdependent on the
architecture of the callsign registry.

>>>> Unfinished ProtocolAccountRecover

[TBS]



6.3. Persistence Store Management

All the state associated with a Mesh profile is stored as a sequence
of DARE Messages in a Dare Container. The Mesh Service holding the
master copy of the persistence stores and the devices connected to
the profile containing complete copies (replicas) or partial copies
(redactions).

Thus, the only primitive needed to achieve synchronization of the
profile state are those required for synchronization of a DARE
Container. These steps are:

*Obtain the status of the catalogs and spools associated with the
account.

*Download catalog and spool updates
*Upload catalog updates.

To ensure a satisfactory user experience, Mesh Messages are
intentionally limited in size to 32 KB or less, thus ensuring that
an application can retrieve the most recent 100 messages almost
instantaneously on a high bandwidth connection and without undue
delay on a slower one.

6.3.1. Status

The status transaction returns the status of the containers the
device is authorized to access for the specified account together
with the updated Device Connection Entry if this has been modified
since the entry presented to authenticate the request was issued.

Alice adds an entry to her bookmark catalog. Before the bookmark can
be added, the device synchronizes to the service. The
synchronization process begins with a request for the status of all
the stores associated with the account that it has access rights
for:

"StatusRequest":{
"CatalogedDeviceDigest":"MDNG-A3QX-657G-UH45-KEKO-DIV2-4Q"}}

If the account has a very large number of stores, the device might
only ask for the status of specific stores of interest.

The response specifies the status of each store specifying the index
and Merkle tree apex digest values for each:



"StatusResponse": {

"Status":201,
"StatusDescription":"Operation completed successfully",
"ContainerStatus":[{

{

"Container":

"Index":2},
{

"Container":

"Index":3}%},
{

"Container":

"Index":4},
{

"Container":

"Index":3},
{

"Container":

"Index":2}%},
{

"Container":

"Index":1},
{

"Container":

"Index":1},
{

"Container":

"Index":1},
{

"Container":

"Index":1}
13}

"Container":

"Index":3},

"Container":

"Index":1,

"MMM_Inbound",

"MMM_Outbound",

"Digest":"FEHy24Y6cLModDXWH31kVc2a3TdhjXPooKHpLAb2Jbs01YQ
nJolmowXAYHhKOGYOkg3jrKNTjdsOmyf4Dwlsdg"},

"MMM_Local",

"MMM_Access",

"MMM_Credential",

"MMM_Device",

"MMM_Contact",

"MMM_Application",

"MMM_Publication",

"MMM_Bookmark",

"MMM_Task",

Bug: The current version of the reference code is only
digest values for the outbound store.

returning the



6.3.2. Download

The download transaction returns a collection of entries from one or
more containers associated with the profile.

The service MAY limit the number of entries returned in an
individual response for performance reasons.

The previous status operation has reported that a new envelope has
been added to the credential store. The device requests this data
from the service:

"DownloadRequest": {

"Select":[{
"Container":"MMM_Credential",
"IndexMin":3,

"IndexMax":4}
13}

The response contains the requested envelope:



"DownloadResponse":{
"Status":201,
"StatusDescription":"Operation completed successfully",
"Updates":[{
"Container":"MMM_Credential",
"Envelopes":[[{
"PayloadDigest":"scKJJY0e211HKRImyYAHL98MS062-eVSTz
8JkFFaicCDM1INskxm5JWIWIUy4XhKdhYTYagTRFXNTSbABRAOT7w",
"enc":"A256CBC",
"dig":"s512",
"Salt":"28sn117vROY1rqAjTNaxzg",
"recipients":[{
"kid":"MC7F-DLCK-JI67-VFL7-BOHX-T62Q-KCVG",
"epk":{
"PublicKeyECDH": {
"crv'":"X448",
"Public":"1GsU2MtoCW3h7kBLBfm4eN9xXqVSVbR_9
Es_47TEqV02HYkeSO1kFE1hPNCz98yD-XxFx_9omFj4A"}},
"wmk" :"tyvbkB9eXzVAFQqYyTn12v0cC18vtSI1IfmPR6hpS
LPOAORyevVaD2rg"}
1,
"ContentMetaData":"ewogICJIVbmlxdwVJZCI6ICI6ZnRwLmMV4
YWlwbGUuUY29tIiwKICAiRXZ1bnQi0iAiVXBKYXR1IiwKICAiRmlyc3Qi0iAxLAogI
CJQcmvV2aw91cyI6IDF9",
"SequenceInfo": {
"Index":3,
"TreePosition":716},
"Received":"2021-10-25T15:48:482"},
"GnC21neENSTXxMbQ6W91xcSDRS1Ap9P5PRN7MHVCQ1hEMWiGWwWI1t
r511zPtdezz1-FxF5Cc49FrdanP8dtWZVNMTg4yQMf5bbaRzte4CzUrKihFYdJ3SK
GAmM2EC317muijVLb29kgnkJkmdLUJu41yYZ40LRelrM_xR1te@VlkaE",

{}
]
1}
13}

Future: The current implementation of the download operation is
limited by the capabilities of the HTTP binding of the RUD
transport. A future binding allowing operations that consist of a
single request followed by a sequence of responses will allow much
greater flexibility.

Future versions of the protocol may support optional filtering
criteria so that the service only returns objects matching specific
criteria and/or only return certain parts of the selected messages.



6.

3.

3. Transact

The transact transaction appends envelopes to one or more stores.
The operation is atomic, that is either all the changes specified
will be made to the stores or none will. This ensures that
simultaneous attempts to update a store do not result in race
conditions allows Mesh stores to provide ACID (Atomicity,
Consistency, Isolation, Durability) properties to the applications
they serve.

Clients SHOULD check to determine if updates to a container conflict
with pending updates on the device waiting to be uploaded. For
example, if a contact that the user modified on the device
attempting to synchronize was subsequently deleted. The means of
resolving such conflicts is not in the scope of this specification.

Each update to a catalog or container specifies the expected
container index and apex digest. This provides a strong guarantee of
consistency. The service MUST verify each update to check that the
Merkle Tree values specified are consistent with the store entries
and that the signature on the apex value (if specified) is valid and
correct.

Services MAY impose limits on the size and number of additions
performed in response to a TransactRequest message to ensure that

processing time does not degrade performance for other users.

The request payload specifies the data to be appended to the stores.



"TransactRequest": {
"Updates":[{
"Container":"MMM_Bookmark",
"Envelopes":[[{
"dig":"s512",
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICJTaXR1lcy4dy
IiwKICAiRXZ1bnQiOiAiTmv3Ine",
"SequenceInfo": {
"Index":1,
"TreePosition":0}},
"ewogICJIDYXRhbGINZWRCh29rbwWFyayI6IHSKICAgICIVCcmkiOiAl
aHROcDovL3d3dy51eGFtcGx1Lm51dCIsCiAgICALIVG1ObGUi0iAic210ZTIiLAogI
CAgI1BhdGgi0iAiU210ZXMuMiJofQ",
{
"PayloadDigest":"gtpamSravs9YkD3Wi6-rIFqQFOINwWLF3j8Q2
eGpMjmbyP-_TRCgRs9Hqpo3bJPhoRSgUMfIUsSQTDNeiT414W56eA",
"TreeDigest":"TpXgl4cDEx_-1Qe-h1qiryihsl100MrUCLWOL7
wv(q-YLCEWZfAIrp9FmBwWNEOse8UN1nFY4hlagXbN3yBuKfgow"}

]
1}
13}

The response reports successful completion:

"TransactResponse":{
"Status":201,
"StatusDescription":"Operation completed successfully"}}

6.4. Device Connection

In order to support the wide range of affordances supported by
devices, four device connection interactions are currently
specified. The use of these mechanisms is described in [draft-
hallambaker-mesh-architecture] and the interactions themselves are
described in section ??? following.

Device connection operations are always issued by a device
requesting connection to a Mesh account and must therefore be
authenticated under the device profile rather than the account
profile. Two device connection operations are currently defined:

Connect Requests connection to the account.

Complete Polls for completion of a connection request.



Since the second operation is merely polling for completion of the
transaction requested by the first, it is likely that these will be
combined in a future revision of the specification.

6.4.1. Connect

If the connection request is initiated by the device being
connected, the device constructs a RequestConnection message which
is posted to the Mesh Service using the Connect operation.

If the Connect operation is accepted (i.e. the service determines it
is not abuse), the service constructs an AcknowledgeConnection
message which is forwarded to the inbound spool of the account to
which connection is requested. The requesting device receives a copy
of the AcknowledgeConnection message and the profile of the account
it is requesting connection to.

As described in the following section, the AcknowledgeConnection
message contains the request details presented by the device and a
nonce value generated by the service. This nonce value is used to
compute the witness value that will be used for mutual
authentication of the device and account.

The connect request is made to the service, not the account. The
payload contains the enveloped connection request:



"ConnectRequest": {

"EnvelopedRequestConnection":[{
"EnvelopeId":"MDKW-3KOD-ZTW6-MRIB-AARK-UACM-PDOZ",
"ContentMetaData":"ewogICJVbmlxdwWVJZCI6ICJOQTQ2LUNTVKCtT]

VOVS1FWEtaLTRYNOCtRINGNY1EVVATIiWwKICALITWVZCc2FnZVR5cGUi0iAiUMVXdWV
zdENvbm51Y3Rpb24iLA0gICJjdHki0iA1YXBwbG1ljYXRpb24vbwitL29iamVjdCIs
CiAgIKNYyZWFOZWQi0iAiMjAYMSOXMCOYNVQXNToO0TowMloifQ"},
"ewogICJISZXF1ZXNOQ29ubmVjdGlvbiI6IHSKICAGICINZXNzYWd1SWQiOoi
]JIhVO5sSWpvZ2V JQOF
NSUNBZO1DQWdJQOPRZAOGIFAKC2FXTW1PaUFpYm5SZmMNIVTBXVkppZVhJid1idVeE5Z
MUpYZG1sTkxYS1VXbGhYWmxCMVVWaFdhMwWgwVFdkCiAgdwQyaHd1lVVZYZGpCSFVtc
HNhQWONSURsVmMNUQ1BjMjFqV1RIMOXXeHR1bmhKVDNKkVFAHCEJRUOO5Z1gwcOMKIC
BpQWdJQOFpVTJIsbmJtRjBKWEpSSWpvZ2V3b2dJQOFNSUNBaVZXUm1Jam9nSWsxQo1
SVXR0a2ROTnkxUVNFawogIHpMVESWV1UOAFRFbGFOaTFWV1VKkSOXVbFhOVKVPTEFV
Z01DQWdJQOFpVUhWawWJHbGpVROZ5WVcxbGRHVN1jCiAgeUk2SUhzSO1DQWAIQOFNS
UNBaVVIVm1liR2xqUz JWNVJIVTkVTQOk2SUhzS01DQWdJIQOFNSUNBZO1DSmMpjblkKIC
BpT21BaVJIXUTBORGApTEFVZO1DQWdJQOFNSUNBZO1sQjFZbXhwwWX1JINk1DS1ZibWs
yTIVWWVKkwU11ZbVZYYQogIFcxUmJGazVPWGhoUOc1U1dtcG1TRNBCUZzJsVU5tUmxa
RFIWTVdwM1RHCEZWbWhNY jNSWUNpQWdWbEZYyYVdSCiAgb1loxbHNWMjFmUKhNMKkOEZ
FBKVXBVWDFWQK1uMT1mU3dLSUNBZO1DSKJIKWFJIVW1CIMGFXTmhkR2x2Ym1JINKKKIC
BIcOtJQOFNSUNBZOlsVmtaaUk2SUNKT1FrbERMVU15UzBRAFFrS1INXQzFITKZCRUX
UUkpNazh®VUUXRVRpMQogIFhUMWRCSW13S01DQWdJQOFNSWXCMV1teHBZMUJOY21G
dFpYUmxjbk1pT21CNONpQWdJIQOFNSUNBZ01sQjFZCiAgbhXhwWTBObGVVVKRSRWdApT
21CNONpQWdJIQOFNSUNBZO1DQW1ZMOOYySWpvZ01sZzBORGApTEFVZO1DQWAJIQOEKIC
BnSUNBZ01sQjFZbXhwwWX1JINk1DSjVjROpUVjFablNIRXdiMjVvVDJIOVVQXRjRNVUS
rwjNkSVIWUIFURWXTVAOQIFZRMWFXMVNTMHBMTUdvelZ6QktabmtOVms1dUNpQWdP
VEptVHpaclNGbDBNMmRUY jBoWFNtMDRUWFpXTkhkCiAgQkluMT1mWDESIiwKICAQI
CAgewogICAgICAgICJzaWduYXR1cmVzIjogW3sKICAgICAgICAGICAgImMFsZyI6IC



JTNTEYIiwKICAgICAQICAgICAgQImMtpZCIBICINQLZOLVhMTFQtTEXOVY1VNEhSLUJ
PTUCtUKE2Wi1VV1JSIiwKICAgICAgICAgICAgInNpZ25hdHVyZSI6ICIGUGP]Q3py
N3MwWRmMJVSHJaTO90VUd1ZXNVTKIKTO5YOUZ1LUNTXzg3ZX1rSFc1VU95CiAgbEXob
mZ4ZmtVTFFWUKk1ZM2dkRmdmTFNKNW1BTF1RM3Y5UkxKdGhkUGhNCHhEZnV5SW1EM1
ZOLWNObzJRR2EKICBTcTdpbU8tWmxLWkxQX2p3TzQ4QW5xY05abkp3Y2RLTUZoa3p
aRGPrQSJI9XSWKICAQICAQICALIUGF5bGOhZERPZ2VZzdCIGICIIZOtINVZ]Y3psUmkw
X0g5bUV1YN1fWWXxrOHpDVGX1TGloemVXVmOmaldjY2YKICBNCENSSTFoUkgzZm5fS
1VBS1pxYXU3Nm8yQWFVVFB1My1EZXU5VFhhdy JOXSwWKICAgICJIDbG11bnROb257ZS
I6ICItcH11a0E4SOpXZHZWX2h1UEILRIpRIiwKICAgICJQaw5JZCI6ICIBQVBPLVB
VQOstQU1ZWilGUO9YLU9CSTUtWVpaQilSV1QyIiwKICAgICJIQawW5XaXRuZXNzIjog
IndWMDRjckJhZjdoLTVmY2XxWQUANSXNSNVpVWMSLY3FiUFhEVWJI1WmZYWWO6dUK5SW
gogIEItZW11d25XxMmF3dnB3Nmk3b0Zz2Z1ktblcwalFyVVIXSINUVORNIiwKICAQIC
JBY2NvdW50QWRkcmVzcyI6ICJIhbGljZUBleGFtcGx1LmNvbSJ9fQ"

13}

The response payload contains the information the device requires to
compute the witness value and to poll for completion. This is a copy
of the request acknowledgement and a copy of the profile of the
account the device has requested connection to:



"ConnectResponse": {

"Status":201,

"StatusDescription":"Operation completed successfully",

"EnvelopedAcknowledgeConnection": [{

"EnvelopeId":"MBQD-SAOO-FLPI-PKWI-WYR6-PNVY-VTC4",
"ContentMetaData":"ewogICJVbmlxdwWVJZCI6ICIyV1pQLUtOWKYtSk
1LTy1SUVNVLVAZVEgtVVUzZNS10V1hWIiwKICALiTWVZCc2FnZVR5cGUi0iAiQWNrbm9
3bGVkZ2VDb25uZWNOaW9uIiwKICA1Y3R5IjogImFwCcGXpY2FQawouL21tbS9vYmpl
Y3QiLA0ogICJIDcmVhdGVKIjogIjIwMjEtMTAtMjVUMTUGNDk6MDJaIn0"},
"ewogICJIBY2tub3dsZWRnZUNvbm51Y3Rpb24i0iB7CiAgICAiTWVZC2FnZU

1kIjogIjIXW1AtS05aRi11KTUtPLVIRUIUtV11USCI1VVTM1LUSXWFYiLAOgICAgIkV
udmVsb3B1ZFJ1cXV1c3RDb25uZWNOaw9uIjogW3sKICAgGICAGICAIRWS52ZWxvCcGVJ
ZCIBICINREtXLTNLTOQtWIRXNi1INUKk1CLUFBUksStVUFDTS1QREQaIiwKICAgICAQI
CA1Q29udGVudE11dGFEYXRhIjogImV3b2dJQOpWYm1lseGRXVkpaQOk2SUNKT1FUUT
JMVWhUVmt jdFRqVKOWUZEKICBGVOVOYUXUU110MGNOUJjFORO55MUVWVMRUSW13S01
DQW1UV1Z6YzJGb1pWUjVjR1VpT21BavVvtVnhkV1Z6ZAogIEVOdmJItNWXZM1JIwYjIO
aUxBb2dJQOpgZEhral9pQW1ZWEJ3YkdsallYUnBiMjR2Y1cxdEwyOWlhbVZqZENJC
1AgCcONpQWdJa055W1dGMFpXUW1PaUFpTWpBeU1TMHhNQzB5T1ZReE5UbzBPVGO3TW
XvaWZRINOSCiAgICAQICJ1d29nSUNKU1pYRjFaWE4wWUTISdWItVmpkR2Xx2Ym1INKk]1 SRFMKICBtaGpTRUp6WVZKkT2FHUKhiSFppY
VRSMF1sY3dkbUl5U25GYVYwWNHATV2wzUzBSRFFRb2dJR2xSTTBwcldWaAogIFNiRn
BEU1RaS1EwbDVUVVJIKZUV4VVJIYZEIWRWt4Vmt SRK1VOXFVVFZQYWtGNVYyYbEtPUGO
5TEFvZO1DQWdJCiAgQOFpWlhkd1lowbERTBEZqY1RSdF1WZDRiRkpIVmpKaFYWNXNT
V3B2Wj IJWM2IyZEpPRMEZuUU1d4Q2VXSX1XZ28KICBNSUhCavVIXW1VZVmRrZFZsWVVgR
mpiV1ZwVDJsQO4wTnBRV2RKUTBGbINVTktWbHBIV1dsUGFVRNBWR1ZPVgogIDFScE
1WbFVSWGhWVEZWNFRWUNNZM1JXQ21BZ1ZGSkpWV2t4UTFRAO1VaE1Wa3BDVG14dmR
GWldaRk5WYVVsCiAgelEybEJaMGXEUVdkS1EwWCFJaRmRLYZJGWFRSR1pXRXBVWWXK
VO1GCcF1ThnBKYW04S01DQm5aWGR2WjBSRFEKICBXZEpPRMEZuU1V0S1VXUlhThk50V
JA1TVdsaHNSbEV3VWt sSmFtOW5aWGR2WjBSRFFXZEpRMEZuU1V0QlowbAogIHRUbmMGXEUVdkS1EWRmM5TVzFPZVdScFNUWkpRMHAKICBaVGtSUk5FbHBKMHRKUTBGb1NVT
kJaMGXEUVdKS1EwcFJaQW9nSUZkS2MyR1hUV2xQYVVGCcF1tNVNabU5JVgogIFRCWF
ZrcHBaVmhKZDFKVmVFENVpNVXBZWkcxc1RreF1TbFZYYkdowVdteENNV1ZXYUZkaEl
XZ3dWRmRrQ21BCiAgZ2RXUX1hSGRsV1ZaWVpHCENTR1ZOYOhOaFFXOW5TVVJzVm10
dVFsQmpNakZxVmxSSkOweFh1SFJsYm10S1YKICBETmtWRMRIYOVKU1lUwbzVabGd3Y
ZBNSO1DQNBRV2RKUTBGCFZUSNNibUpOUmpCaldFcHNTV3B2Wj JWM2IyZAogIEPRME
Zuu1voQmFWW1hVbTFKYWO5b1NXc3hRMDFzV1hST2EyUk9Ubmt4VVZORMF3b2d JSHB
NVkU1V1ZsVTBKCiAgR1JGYkdGT2FURLdWbFZruzB4VmJGaE9WalZwVEVGd1owbERR
V2RKUTBGCFZVaFdhVOpIYkdwV1IwwWjVXVmMMKICB4YkdSSFZubGpDaUFnZVVrM1NVa
HPpTMGXEUVdkS1EWRM5TVU5CYVZWSVZtbG1SMnhxVXpKVO5WS1ZUa1lZUUQogIDBrM1
NVaHpTMGXEUVdkS1EWRM5TVUSCWjBSRFNtcGpibGt LSUNCCFQYbEJhVKkpYVVRCT1J
HZHBURUZ2W]jBsSCiAgRFFXZEpRMEZuU1V0QlowbHNRakZaYlhod1dYbEpOa2xEU2xa]jBsc1p6Qk9SR2RwWVEVGA1owbERRV2RKUTBFSO01DQQgogIG5TVU
5CWjBscl1FgR1piWGh3V1hsSk5rbERTalZzqUjBwVVZgRmFibE5JUlhkaulqVnZWREo
wV1ZReFJqUK5WCiAgVTVyV2p0alNwS1dVbEZVU1d4VFZBb2dIR1pSTVAGWEIWTIRN
SEJtVFVkdmVsWjZRa3RhYm1OMFZtczFkVU4KICBWUVdkUFZFCHRWSHBhY2X0R2JEQ
k5NbVIVWWpCb1dGTnRNRFJIVVOZWWFRraGtDaUFnUWt sdU1UbG1XREU1SQogIG13S0
1DQWdJIQOFNZXdvZe1DQWdJIQOFNSUNKemFXZHVZWFIXxY21Wek1qb2dXM3NLSUNBZO1
DQWdJQOFNSUNBCiAgZO1ltRnNaeUk2SUNKVESURX1JaXdLSUNBZO1DQWdJIQOFNSUNB
Z01tdHBaQOK2SUNKT1EXWkOMVMhNVEZRAFQKICBFeEOWeTFWTKVoUOXVS1BUVWNOV
WtFM1dpMVZWMUPTSW13S01DQWdJIQOFNSUNBZO1DQWdJIbk5wWjI1laGRIVgogIHlaUuo
k2SUNKR1VHCGpRM3B5TjNNd1JtS1ZTSEphVDA5b1ZVZDFaWESWVGtKS1QwNV1PVVp
sTFV0Z1h6ZzNaCiAgWGxyU®ZjMVZVOTVDaUFnYkV4b2JtWjRabXRWVEZGV1VrbFpN
MmMRrUm1kbVRGTktOVzFCVEZsUkOzWTVVa3gKICBLZEdoalVHaE5SjSGhFWm5WNVNXb
EVNMVowTFd0b2J6S1JSMKVLSUNCVGNUZHBiVThOV214TFdreFFYMNAzVAOQIHpRNF
FXNXhZMDVhYmtwM1kyUkxUVVpVYTNwYVJIHCHIRUOGOS5WFN3S01DQWdJIJQOFNSUNBaVvVv
HRjViRz1loWkVSCiAgcFoyVnpkQOk2SUNKSVowdEpOV1pgWTNwc1Vta3dYMGclY1lvw
bFlubGzXV3hyTOhwRFZHeGXURZFVZW1WWFYKICBtOW1hMWRQWTJZS0©1DQm5jRUS5ZzU
1RGb1VrZ3pabTVmU2xWQ1INscHhZWFUzTmO4eVFXR1IZWRKIXTXkXRVpYVQogIDVWRM
hoZH1KOVhTdOtJQOFNSUNKRGJIHbGXx1ib1JPYjI1alpTSTZJQO010YOhSMWEWRTRTMHB
4wkhaVvigyaGxVCiAgRWxMUmxwUk1pdOt JQOFNSUNKUWFXNUpaQOk2SUNKQLFWQ1BM
VKIWUTBzdFFVbFpXaTFHVTASWUXVOUNTVFUKICBOV1ZWYVFpMVNWbFF5SW13S01DQ
WdJQOPRYVCIWGFYUnVaWE56SWpvZ01luZFANRFJIqY2tKaFpqZGOMVFZtWQogIDJ4Vl
FVZES5TWE41T1ZwV1dtNUXZMOZpVUZORVZXSjFXbVpZV1c5NmRVazVXz29nSuUvJidFp
XMWXxKkMjV4TW1GCiAgM2RuQjNObWszYjBaMloxa3RiIMWN3YWxGeVZWbHhTbHE5VV]BS
bklpdOtJQOFNSUNKQ1lkyTnzZkVzUwUVdSa2MKICBtVnpjeUk2SUNKaGJHbGpaVvUJlsZ
UdGdGNHeGxMbU52Y1INKOWZRI10sCiAgICAiU2VydmVyTm9OuY2Ui0iAicU85UjNvVD
TORURPNUJDWWXxZQ0JzZyIsCiAgICAiV210bmVzcyI6ICIyV1pQLUtOWKYtSk1LTy1l
SUVNVLVdZVEgtVVUzNS10V1hWIn19"

1



"EnvelopedProfileAccount":[{
"EnvelopeId":"MB5I-R24M-QXJT-KDBF-XFOA-DGC3-U3AA",
"dig":"S512",
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICINQjVILVIYNEOtUV

hKVC1LREJGLVhGTOEtREADMY1VMOFBIiwKICAiTWVzCc2FNnZVR5cGUi0iAiUHIvZm1
SZVVzZXIiLA0ogICJjdHki0iAiYXBwbhG1jYXRpb24vbwitL29iamVjdCIsCiAgIkNy
ZWFOZWQ10iAiMjAYyMSOXMCOYNVQXNTOOODOONFoifQ"},
"ewogICJQcm9maWx1VXN1ciI6IHSKICAgGICJIQcm9OmawWx1lU21nbmFOdXJ1I]
09gewogICAgICALIVWRMIjogIk1CNUKtUJjIOTSIRWEPULUtEQKYtWEZPQS1EROMZLVU
ZQUEiLAOgICAgICAiUHVibG1jUGFyYW11dGVycyI6IHSKICAgICAGICAiIUHVibG1j
S2V5RUNESCI6IHSKICAgGICAgGICAGICJIjcnYi0iAiRWQONDgiLAogICAgICAgICAgI
1B1YmxpYyI6ICIwUS1aNWVESHR3V1ZZZGtmeVZUOVIzNi1lyMGhPMWZVSFdwbUkybWw
RJc2k4MXNkanlzZ3NBCiAgZmRLbOhacEt JWNnRLa®1YU29Pa®ZycE9BIN19fSWKICA
gICJIBY2NvdwW50QWRkcmVzcyI6ICIhbGljZUBleGFtcGXx1LmNVvbSISCiAgICAiU2Vy
dmljzVVkZiI6ICINRDM2LVEQUOMtUZRZWi1LUFJQLTAXNFAtUO5SNY1RTUQYyIiwKI
CAgICJIFc2Nyb3dFbmNyeXBO@aw9uIjogewogICAgICAIVWRMIjogIk1CRk8tQVhRSC
1WRUpJLUOGONOOtVzNaRyOzW1BBLTAGSFMiLA0OgICAQICAiUHVibGljUGFYYW11dGV
yCyI6IHSKICAQICAQICAiUHVibG1ljS2V5RUNESCI6IHSKICAgQICAQICAgICIjcnYi
0iAiwWDQOOCISCiAgICAgICAgICAiIUHVibG1ljIjogIkdDaH10RNVIYjZfQmivZ3FFQ
zZNfUjBhWGF1bW1EbGFER31ZWWRSMKZTQXCcORW5LakM4QXEKICBHbHBSN3NRYWNSVm
00LVFiUUpzel9Qa®EifX19LA0gICAgIKFjY291bnRFbmNyeXBOaw9uIjogewogICA
gICAiVWRMIjogIkl1CVUgtR1IKONS1EVKk5GLVhNUVYtU1FDNCIMVEXJLUS1QVYiLAog
ICAgICAiUHVibG1jUGFYYW11dGVycyI6IHSKICAgICAgICAiIUHVibG1jS2V5RUNES
CI6IHSKICAgICAQICAGICJIjcnYi0iAiwWDQOOCISCiAgICAgICAgICAiIUHVibG1jI]j
0gI1dTZGXEOFNMWFdDRKkhoSUhgQ3dRSEI3YjRZbTcOa3BNLVhWWm5GS1dZWV1wSGd
Cbi1KSUgKICAzYVBhSHpkNjBNSDNuUMWV2Vk5VCc1RiQOEi1fX19LA0gICAgIKkFkbwWlu
aXNOcmFOb3JTaWduYXR1cmUi0iB7CiAgICAQICIVZGYi0iAiTUNCTYy1aSzRGLVFGW
UOtNJjNUSY1UQTIDLUXIUVKENIFXNSISCiAgICAgICJIQdWIsaWNQYXJhbWVOZXJzI]",
{
"signatures":[{

"alg":"sS512",

"kid":"MB5I-R24M-QXJT-KDBF-XFOA-DGC3-U3AA",

"signature":"Z935mSJZSJR1I1kXTESD-Q9AAKAuU3IuD_-QJXHa8W
Vr2xMXcA-23dcvYx9duavojUCUVKKv11W81AsxPt12nOHOAKUATgpPSQmW1X28In4R



Z9e60BCW7kFIghADT4jFOfBOVI7bf15uh3coVtpXAtHehAA"}
1
"PayloadDigest":"0@_avl1I9T_vQ-6bilLixfOvQ-_JLiUuttOyYnb5fPbq
u513agCnO@1lgRF18uGdSgmzVqzUSIxQ136g-SDrhwApbyEw"}
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6.4.2. Complete

The complete operation is used to complete the binding of a device
to the account regardless of whether the operation is initiated by
the administration device or the connecting device.

The complete request is made to the service, not the account. The
payload specifies the account the device is requesting completion
for and the identifier of the completion message.

"CompleteRequest": {
"AccountAddress":"alice@example.com",
"ResponseID":"MDT3-TM62-G3X0-ESYO-WQZX-IR2B-YNHW"}}

The response payload:



"CompleteResponse":{
"Status":201,
"StatusDescription":"Operation completed successfully",
"EnvelopedRespondConnection": [{
"EnvelopeId":"MA5F-7LDW-G2AQ-N4PQ-N7XJ-243G-CH4B",
"enc":"A256CBC",
"Salt":"5N4XeR89WnRUPeNN9eehLw",
"recipients":[{
"kid":"MDMW-WCIR-FJMO-7ZH6-CN3J-KUZL-RLAX",
"epk":{
"PublicKeyECDH": {
"crv'":"X448",
"Public":"x4NzHBXx1XXA1MAVIQZh2htXH9is-DGf71lwwvqJdh
j1IwZcZds2vBOGHhXCRI850GRbSWr - rXRNSUYA"} 3},
"wmk" : "DRB_GKOKIfVQZ7RTrJHrYxj5e82Npx6MPiXeae-tIrWhmP
rA0250Pw"}
1
"ContentMetaData":"ewogICJIVbmlxdWVJIZCIGICINRFQzLVRNNjItRz
NYTy1FU11PLVdRW1gtSVIyQilZTkhXIiwKICAiTWVZzCc2FnZVR5cGUi0iAiUmMVzcG9
UZENvbm51Y3Rpb24iLA0gICJIjdHki0iAiYXBwbG1ljYXRpb24vbwitL29iamVjdCIs
CiAgIKNYyZWFOZWQi0iAiMjAYyMSOXMCOYNVQXNTo00TowMloifQ",
"SequenceInfo":{
"Index":3,
"TreePosition":426},
"Received":"2021-10-25T15:49:032"},
"T1FrG5eIYXEffmfCQyyc6gUWlbLLzDyAboglNpOO6M8qoFT2MPW8XwZoqcC
SE0014nHsPbx0eFfs9VC00S780ZBDxayLqSImMKNQc6xs6thMCVRbnGyZ30TSjODI9
-aKyr52FcC47d4ZUPS2ul-egzr3LUUHX623rBjbtz9eIu3djwWaqBT2G2Fwab6AE7ekX
RO6XPSRK7exnNHVTJZV2P-KMa4fSA1115SZTgxnX7uIMbTmn4fA-alK7z-EalQ63wR
L28xpqw5ajQp-1P8F4gXclo_MLZHRFtEvVZC-dkhr_5iaB53UJH9tjxPRzgdiKy6nH
saifrqReQcTrgkGDgUKcN2USIN33wUwIENmMr7dwiJIdFWXxqFWMbE-8ni0LL4PEKyYp
SNieWNXW1G4ED2sjcFL8wHjD1k892F7Qh6w2D9Y1UCNNuoa6-f606i1f7h-2IgoVe
B56y0YHYP70omRCaYk2-18w-hqITzdsojixUluqYBFF7rapyGAGS1FMHQ4_wDI3YSF
pRCckLGEV_MzHPM6WKgXRY1Ri-1PPooBDmr6PRerM7kI_EKx68r6XV0q43_dOFoMa6
VgEvVU-KIXd1JLAN5SKY-dNrdELTwgF8HFVvShwNLVsSMfXx9y93DzA8rRNgeJ9BCNSE9
pPSAVzJ5S3elL6AKYsdQ6gJIDtfD_TfcxfOSEBqOW8gc02Q6uIkRq2YOSVIR_LUqZSEC
wTpWr8_VcK3iHXcCaoLrFf3_x92QSR5HCrRImMBMY9CUCTGLJI45ry-GOJe®ZM8C7WQ
MVUfGTIKE-4z0YnrZKYwfgWmIMdKXv-G54QRHSM_SAXXEd7NF8r6bzuu_kwTJInjkZ
ZR5tDy6Bgsc6wf60s-Q1kJI52VpdBMxKzBDCchH_2JINv2k4rV7F5aQzYnLBP4jWsxh
pwMXtYTTsvEeg3UTatSxeh04XuvhFeFtigH906JJonJUQOKLWOTIiULFN1GXgXIzXxVv
PX5PzXfjbtbEFV1aadHX9K7k6ebzRmVSpwwWn4h4io78elFkdyLjJR23_ID53IbEtB
V14KgevNyuXLKy3WVZW9jWR1DggON-xG6hiwWwy Tq9JFBCPj6qkzjI6wz6wTUTiNxt
PZoh_Rj8PbouzwWD62Zm0OCqFr9c9-9EHJZcMSMPQAil1HOFROa09NiWUOYa_ye2helB
CFgf8zTBT1L_kzXbpkvm1QfOoYaJUddkSkJRIASLBtreLhJF9QT-91n420E1_r61Y6
mv6hSG6NMBDkI7jlua_HbTq7c@dPfbC3wJki-0j0J_hHO7IuqtgrMDeHih8dsonhk
mYKahV8k0-J_t02kI92h1iDYbNzAftM5FbfwbzMsu7E1xtMxKdhHemHUZZzI1hI--G
0ipvdXUfoUtK4TQ31Q6X5afpnvZ_wBr90UpwWOrKUabQlDRocie-pf6g_M337csJgN
1LDpwXeItNuD9bezZvjpT71K9HAI2uqDbZwwUXFquDbK_ZsU3N7NYFYRi1l_CxgS5I0



XyJINRIO5H6_n0o9GGUY8r0poP2gpEDKO1VKJI1U90zt jH1dc_tEG1iRuFrr8bfAvowl
HLrijGIEXQDC7J8Dax_zJj1uRcH3PBhuNYOqQ-Ipa6OPIQY-hwC5ylfBuB3bSMcua
FYWKCmMQtOBX6Q4 - JXvD-uYmys1Xq3iQBA2VFaR8wCTZrahuUWdH1mmQSBikyk2i2
KD6AiuaS7Ra0OmOeHEX9n3dMz0GsL10pfOUWHqGVLp71lwmpsHDOaYe6fpjVF3Rb4dn
naGq6nzNH8AGLY1IB2GFf-GPqCaQp2y6fyjeIKFMWEZYpxiJ2fgkGMINN_1Q8wel
VUCEzJc-xgLEaVsyblYNKv8YXk8dd-Jwlqoial6YPOW7_aMMm-_wHDYMkUBW6EQOGT
ZVZZHXtZKVNESRC5RsI5wJIBruUo-e2-0R0O_5AUDKBdpJ1LJIBAYF1nhkXA®behat7fa
fEGLUS8b46pGxDiZs17mwF1PRmMNR8bFyXPbs81GBMYMOVR5NiDZEOOKRHEMTbLE_nM
_HzyYAmzClyP4dPtpH3nDXTOhjkf81bxKI6hMOHP-fX1jXciYqKJg-fIrWkCDLXRU
k_Yh8G6Vzoh21lEKHhLdw_uHV8ivo4Ur8D1UY1DYsWhab3K2U6al1llFC6P5PSIHY0OOM
3GR3egXb56wo0JROSYyi0x7zA1185Bk -2BQkMv1ZcTtZOnmuK64yJBchHCcOrFR4780p
4BXdhAfcuNy0q9dtY7Yw2s2N1J9sbRgngMfRRkOWCh0Z8eDCgq-u5PoTdHAwe k43S
RV7jHNn6L1uvK176_EaivyWwgwIKd671qlvzw808yxeDiq3KScT1vDtC1l-0YLmQ3Wc
pggs_PMbXTebtGgjKCengz2ZxYPPkJLqU_05tVvFP-kI3SY00zG73YeICbhAWFTEZ7
AwbZWXE2100Wk JVNMWOsWv3bPfCaaYs63F0TqLz9tbOASj3g10sW1JALJYy-NO33Vh
FvzaUqQETHNAAr1205Zr3kPNtaQ2GtT9zDA2UG1FKO0ODs5Z5GDzCR1ImOm]jfeAq7ITm
dGBvN1vSjF3R9kX78VELK6JtUXVYTrDzdJIbKRKoQFaxXKYFwxKnwaaYLEVafVThw_
Tis2G_9CVEvYx301zzK3nn_jJZiCW7z7ajEcLTIJDEC3mMPZZKIhb51yWA-aKQ_fbK
51JVZbol1QGZNmJIvYDkpafNMcg49HQ8Nz-b3cYVZOMIEEI j1BDVwWC_XX6ON6W]j1YUA
JA-Nnz1YrX2AvOyh5qgeaYG6__9qdNTOOh1HXH2AtVJIJ1wzVE2jQwFuUlii__ gYESI
6RVCNMOSTM- INNtQDhw2Z_utcWj-7xbCRugzLgQ-1kKVzM0063N7L7uPB3jOHCpN5S
N3__1A12d-yeQR47b5JEWHYadeUO0OKkPSdmIwaEDOGZ7nHhNQhV4(q23EOPQ4xYr315
7hXwtcOsJIR7ECuUNi-dXt6Mil-08QxEiedGDORZbMzghNIsiVL74gfK7YMuPQbwcTo
MMvzydfSDWa@MZz jHVr -7_uP6fkGpGijB2sYnKzMIKYSneEXdRUABNXEQESCOjKsS
KGDpeVvK81iyOAqYCYHXXW]jzWrrEUhLX80ZXsPTJ1HuU_IYTo5Ui_2Txgg-9Dp7YPuYi
yXyl4GXrmmAFrUBOMMBI1t4032MTugKlfQs6xnCUQLNbPj_vDLJIkD4Sb21Jf40H4p
UF3z8EVPQEOX32zUalL7ztDK4r8(gs-BaeD6NaiMG5qUELIKKtKYPTYTrLWkV5pUTtLI8
YJrZ21qsTHQB9iaEaPSNaDExpfyiFpM3Sd1lAaUXoUXMUWm8Br TEFf1QWAEWaP3Wrdh
3PhEUKjuE52zemrctLB5nQupLQzPK8nvODafjMZalkypj53MORFh3Us8sHxRoauk4
9QWEQ7Uhw-gDTirMIpW-x1UYz0G72AY01k7GgJOpr3F8ZxeBAzKN-YvODipnINAcc
0QnDtoRSNScQsruUwWmn_KRyPg-zit6k1DQPNQc7-28nRkWqczMxqyK9040RdE-3cpF
Wbc4N7Kd2iuQawPRRDmcCLd_JzmfowdL3UaLGzUTaxdKbvTirtPtgaGyi95Vv51lsql
OyvI1B8d4VROUvFVWAl6TEYVeFhvt JyWQyWSLMwOG_8aVCyxI35rMSB2f8bjwxAiF
LO50tSUen9walV_wTIuax80V0jy4w5inXSF6BOSAdXAJs04KIB9j42eW__ ATXFQivf
Bdz5bgvUXucQPS2GJTF-gkLUQ9NDNnr7uSzB2h18D9DCYtid5ahTDGUESSAZzjMk_KK
gVw4fp3GMoTxhoXs1p708VF16t jngPhH6-EC1X3pmglwW95raBZAEhc2TZTgjrD_Qj
pPcWAsSEQqlouVvbU3Q8dusGPGIX-WJIfpGi®ZHznFoTgDoMVFfSu-UBeha7gHzudU_hQ
FoOyvFBU1j94F72hx8vVKbc-iLGXmw_tSicy3kHFCXBOTsoUaxKYowKM1-SsGHDbG
JPFYU7XWDODIXrYXwFgdqQ_ bWh21XLFi-VvnO@JIXUEN6Psb6hYAA17vAg_P47NiAo5
0zkAPaoSh2BZLgQlYnAsFmy9zMOW2SceEIPhiqwkn9elH5cSYnr_a3KSgalxV-M6A
Smr73KUzb-kdeHf4Yx-Hxm81inKhwkFNbIyudnyS-V7Wa80mv1lgY8th-psFBqtGgpk
Mpkj7pOM1-FoX5-E121795Zdw581VQ11iYg6VIMQXPk17qBbX7XxUYPWgQcq5XxyTq3
zGKo_0IHNXaorhj3eDoUwso7YQeJhsONcxmrU5jiFM2JKVsLWx1sWaAjsJtO7Coan
kQCXZ2h8XS5jB-pKcPx-072s4chxwFEY48CcEA4zadPJeqZ9DcUr50QhfgvhdQrEt9
U7N4PbPOXUH7xINQ4hkgjfH-0RzPMO6URDEiIDAF11L62dV95JdKPr4NP9k2JIN7Q0q
N1A0FLZB2Apz_nU1loT8EiJb1DzocQZ6e-xHQgdbUx5rz4fIREZSpQo51_swknavfk
wF52a2GZKk4090jBnrNKMA431iDA5gdmG_sMzKB9-0elclj7hwaVOTamVO6KNDzvnp
fG6h_1nCoGubSxNurRmaNYfD5peV1D8icPOcDOtTI7RpzmSqp80AFWIZ7NU3CNsNd
9E_AOwNSmL5kCTfHz47vSgRGSNILJAXD1C9A-0¢cD13g9vrouXggvu2nlztC8ngtL71



Yy3VIDhMjDmOV9aeCpLhKuzS9qjKLCrF_SexHWX6ATpgjoKvf9A88doKwWapx6tgsi
14y9msOYGgphjNgzDW-mXR5WWIQRH3iMYWw-1u6yUKTeg5pkZGEhMuUl12Ppgl2ebe]
VvgFYTWdGhT_21wZbIFO0BhH5GNN-bmgR30w7KOKhXh9XJtQUOgSkmW500SQ1T6ZNT
010XGtLuUuROdMjj-DopgD2gJVKmMWCPtjdsuVyv_HZKtgrce8b0OCxS70nswWDLO5JdVu
uelOwOsya3HwQScwaZRt70QnEw6r1gYJ11hx1L1AKK2ZzyRSSVB16WPTXjQnl39j0
mPooM5Q5NfdQaFkjIgqjOlu@cMICAMMeY7B8OR3evBHGTV70YvarbhtoDVDYfB9g-b
0_5eICS9EDtD-vs7-VGWATQNQOXURMSzVYQIGZIXHBRIHWT7Xx6I162fBMOKbOL2 Mo
4G2WLGuhey_TK3yNb1G90zxrMm-xZVrul20vkKmJu5AJZLGSUir4vmlaueDqC4pDh
IbmVRPLKONHDfib6ffUcgEpNhKpfa04yr5Tzkajg6pIMZ6wrwzZBaySRVNM8ghhHZK
lals2peaQ-ym20IW4M_TDGigjOEOrwCTsr3mLcMjRSUajHsSNFtRhgmjsR6eQxdIJr
Kjdk6rrKCzNYD_hg_oBb1Cn-NyLR-zUhOfyqBNr_OET1tr2HkO8rCqrItZdEheQSe
q90f4XWcJE-VgW-VeGwlGQIHj4FVVGYaSr50AJSJ6a84Tf41iizbBPzEfdqFpyvmOL
N710E5_wdzwQZgXgSEnR3PXvecjIyg_gS47QBZc9k06rCnwWedgXK1ilnYqsQgqRt5bK
vCzDVKXFjkcDieHvOD3z2XPyw2CM4wCaotLTD5pudzLwp2uweCq7Ht fPulksyjnFD
VoUOTfMOFVH8r JaAoOMV - rnX4 -MHCcDWZmMMKORrmVZfFrJOTJcR8Ar35PRAWh1F1Ur5
2XTtF74Fi2vhJ0uc3_p09AGrmobfd5zfkCtVXrowM4dTvI87xVmFW1tgzMtgGOQzp
BEZ6P200J7zr9ZxfYknis5bV7k-cF4ZEwO6fTtF178heHTZY13uAk2vnKdMGmpDs9
cc8ulCDcOA0gOWQYYIXRL2WVPGICPSN1ib8e9eAtXLFfYAiIQZ4bb1Z1IUoOH-G2QBs
NL9tL8Gz85EB1fZUOSTRF6X6pI8vgGgOCEQLO-9Lnwin®@YLhr23iCwNOvQnh2wSnw
vgcMsUup-F1X00VrX1atcTBffIDCYNc3rzsTA2Qs3Qk1l-JthYVZgAEIQXzXE_EMoS
rIRpRbcKDFQNQ998yCh3dbJfQA3rayL6ZSqONhuwWf_SqL17NOZCVPzPVGE3GOnSAa
yCdOUor3NZyX0dULKkv3Tpi440CD6Nn0atAVO7HQ40NNpI-KAvIWt6XIFBO-Tidshxi
JgXwZQlwcKvzShL3WAUINFCPM4AF1UKQTuUKdTQs1DXQuIoZZxFf4MkCt037zfdSR7
C_UQFbVdsGKECRgpL2JE3WESXTN_LTBX4X0VspT-rJUXNKQDOFZChLFizNasAGyx
neDzzR7m-LLWHZY3-rnpwpiUKKRNT3a7VQtCAsIQazmh2sqM1QyCuaDisN19_JIpl
32rMBYwvs6iMGVVPwyA6joKAUNBzMKLrIoKOe8MAEeCkk8DV-TNyYgNIEM8MRWAON
YHJ17fu9x1lcjGiyMt9_g27mCgY30BimsdRb1KEjGSGT3WHDrKCINGpM77cp6KqyDm
630KN5qL1t1vCDS8Ni9jtRIZbUnOPIDMTTY]-VKdLvUarNFnisyIZhxoNy8emjpsz
ct3zCpLpQ8UU3rskSPBUJUO2yQZimLiM9wGnhr1vADAXKY6k1VZIFeONv6U3676BZ
eMzVUADZsIceBAzIpPf-uqCxFnpjWf8QyN5tg5n99NIvsVFlwQUYp5hnVqdUBFg2_
8jKWv3xJ9hLWnNigEvzrw4s3Fulud1ZkNdjs6i9sqeYVvwSRyGZyjC-XtWhdAL1sMU
0_C4UhrSOvmLCpzGEVIUXx3aUYQUOOVH_-_4t72mQIeNpZFEo-SMUxWxc4AUpte2fV
Dpn3ONVRNCIa5m7SyHO8A92Yv5KusVeYYxUd98U5F-3YRh-9G_LFFbiyvc5-R3EIY
SEIQJNT90p702C1R012HN06D13Q1tv1Qsu6AMDiAlU4BboteVidzLpyaxwk_cy7Am
1cuE2JIx6BQGH6N80Z - 1GXXUNGY1-Q_ kAODtwvSL6YTEOL_KfmKNL21SS1KEGeq-fQ
-L9_FW8UjXvizNWDBTBYGEMtXM6hE - 3j JBGMvbgkp30BF_jr1GB2JybOQpsFRTGDk
2X1mx1G7WGDL4c5-G1J4L_KpgazJ3D9FNIKKbCAKRxeHUTVgusv1LiXwlEN2pohyx
U7Cnn8cYymTUWa2iF4t1d4HBfiRdWWzjTQjxYgYJIh14xUPcPBfttqyN1FW-_32m50
Zo6N8LauuQjmAk-YMc-EEbL8rNrkCk5_aRV1icV2bpkPSR1EYAKFOOATbdVgGenZE
bJQaJHUFQYkfzSimhSs83rcNHHIZz6_3gMJfZADARMFuq50fjrgttFehfOOCbo8glS
EAtpAnaLKEUL9XxzFiJE55Bkunn35LvhfZcOVhXZhhJIXaNASWMXMIC1JG-mT2nLFmy
1vBwHNcEdiMa6m8MXdGPCFAD9k_ndE78vBzdcy3RvQB1kqgrkDWupPmEyr4Y36jidn
rGmKeQTEQXB3h1m2N3X7nWW5hHNDSE22qZ_TK-_5zYnwt fRiDK60QPOHX9joVvPsZG
35neiY40tiaK4Fac88tedhaHretD-41wnulNWK20LiGKKVLIogoy8rW4amtxulgp9b
zDV6EThJ_QlswnIGpksy51myA9H80HrxXgzsV_Buf5vtEQy_hVDn5vmrL7wzV0jqu
L4C04M_E-jMvGDB1cgfVu91yY3VVC-MFplashLuFUdrzrwiHPwnCKB6wWC4BmNgrrM
UBvrVigtevVXX1iKoZFHBOF4yk-LvRWejr7QNwénsdjJivOhN3vpOvAUsz4I_1IM1T
LYKfB9q6C825XytaxXxQ33_K66ds--4RNNGgz5Ua7EQCtTIhJO3xr1V3fmSLH2IDPzh
2aMnWpJb7AHZeeH561JQAbr f8S1KdHWpOVMO1i-6IpLrS08g-5LJ201M1ybZv6izem



V70_785ejdrEby2CH_aYp_2JXHG5REbTTdi2-ckSMswsiR8FZfhYoRjpQjbauxGId
4SXU-phA94wilUgRnS6VryqgwulLpjOna53E880hyG6Dr_K9GeiXbd8val_zobZtim2m
00V5J1pdxdOHMUWOZoVHPVDQSDeDR4s831LDpsFUHIqkMZ2YTNGT3ESB8hFvqwaiB
Agu-G5019dodlajRfcUkTemyqYpTEOq8hzhejYNWRt54f60vrK5GVqyoJIdnfXxcp
OCcItIAuWhOdIyTtKJIvd02zm9Xg0lgvCkd7GhMeeMUxPe6_0TdpHT2c89WC5LNV3V6E
XhPS1eJjY660zGu-9XCXNLntyWXWqESHNOTg7ZMDA3qWr09pk2gBkalJozi3UsH81
mNt4YKrLJ_jjnDtFIW7No2SuWpSYXnw2-7YFfINtL1luf-H195Ts82HY7QuCvDbCemw
GBFppelhsKQg8Xii-506AiiY0-XDsPxijzRACmM2P_A_SBsYanrgQwz2-E3jGnfnMm
DXTqOmMWHWEC2k7JIm8fy3P8F_UWSL7rPrO7VrEK6tS7UQOUiSnbd_B_ZSjtVv3a0jeS
T-t3v7irfzfVRKh1QiUIX-aDiBpNM1I99aT7iVFwlnxm_uQdOXGHqFPRG]jTHxRqtd
0gXXhbK2fqoVBk73eaDZAR7J-g-B15CnTxnIA0ZEB3azd_Dp3At2PMpBuUFiGmAQHj
2DgoJX1RWrQPPpX-ndBx1m7YVLORI7FFNPSAXtd3prr33gw2v_tciulLLjaE8A8gpD
0GKtgS2mvXnM2yDzwNQeZVtBmWOgEMNkXu3XbQjwwdptVFr13K78KYvnaY804viJk
DOeRQXxGXqO®JIPD1u3g3uTjVkbkcvOmzZzXpBPhcNg91b5Cuvu7SjOx5ANy8Wh41Y9nBF
JA11GKdeWyjKLZhWFfBhGXEIimHFj32nJHYds2WIDMSAXAQQ F32YF6UT9ZAegeGQs
bLbX2ccyZLo-3RVDDZ2_1UGZYbXx3WEH4MIXqOLT6RtGFfgwWl_3PLF3vIN17-wJ6jb
qt4CGrvIcEdXWsfwOPKcauH36081jFEQnh9khDoZ-1BWQnjDBFBEHQjwR1ivgwryS
Y8YCTSWUhiSBreJ6fAgal5J2k-PrjIa913qIu0InZ-irBfG2zMtpPuN5p647VpRT4
IM1-NM-SV31gzE3vad4vE17T1nZX4joqG55ASER1gtZKN20S40qiWvpr8dJ3b7IUPL
CYYaRZEGXdAwW38n68t7PyWvzFdwWv8yUXQxiYHJRCF24R0GJeDBxjwkKTDJEzdapmI
YKhXaElgzD0is1RK805cQVwv1yvE4MY_cbnLMvcs41VcQEiQqT6VuUIrCiq3rrXvMA
C3woX-bhnl-cT3BZIBKjlx0_wat7hm3ZGyNVE_jcuLoihgXBZ1PMNQFJGQED3PVhd
XjqIXPy8b5wy6IEX37uL1PwY7jkOgawfizmn-sH6Nou-6QY-tqQCTjFG5BXZ1lkzakK
hwWKIaYd7CC965r_f1786rzLrLkY46Fz5wLS6qVbiKvcAGTbdkNhwAT8eVYWgbw004
2pgfQ8YYUTEJRZtULsSVIZzTaQTonW3dG_AwH_bUsRz3mrNPXImv220PZsoqcrnETea
2hx7gVSWN3fOSINHjvi4T1s2QLmO_nuCvgIlz7aK--PFT8u6DqYgtAF-dnHFOJ_22
9_oSbXPasJlno4ajosMs3nE61pJidLH-rOEaL1VmQJU8rGYaH4oqu6etg5dAkoHdT
nLy_gNHGKArhPMqUQ8_eTg1GFwOSGZDWmmI - X50xyIJOOMVVO_Ohr4ogphvZWunCG
2VB4FM_mn6VsmtiMrcy908swKiOkbS9hJqACOdmMIiDSCNougEReLmtxf-yRZngxtl
U9QWURK4EKHQ8M1M2JiN-H9-HzQjEj8g7jZziv7518gdwDrMM3uBSqtarni@VFs7F
MRbg5YYofnZHyOVQH_zyH6wWrRrjfpgbrudyy7pAy3zFXraSHff1eHiBsikTzm9sBT
HZrjJ8iiwtfIFiqUIEIUmM_HCCcGG_wwMSsL42RpAQd40yObFN1PUquQWf96Hb931d
MUJZHVSRoBv1VMdVdgcmbQpK1kYoxGf4MdupEWYXrNQnE67uu6ry3wHU66bhz6wW4F
bLutQXKzVpyjCiyOP94LmeKLSe5r6zHUT4WRQEEVNY203wA4R1CKIAPCIKkNCRjDXK
sw6WDkoO - FWgWKKMEGBWW8PizFKujnwPN61_FGDgAS3pXiiGhd9NR3LQCKDYc1lyGi
méqul -DXu3BGRq9T1BqILOW2Ibm_9XG_PaGspQPFCY6Y-5WjK3j0DDzW2q-XxnUw6Z
7MIphoX-GGICwWQmybh47MqJ1FVTsxnaOxIidq-0ONBxKtmk2VRPE99KYZq3NkcHA2E
3F2Cfar2LZ7Hp648b8yBDG-GTuczVzSpMhPNnfYhYzCbjtXrni6DkVd-jQgylrXw-
-Ti5S-SXrMWLG01S9zfOG-T8011EjCx1s7miY2Asf3R8GpU9BDTIibJIBj57BOXLFyY
latdfdR_oYI1HCQlaKVowF5gmOLeua2vCH4YqQp08NeV4D1XdJISdMY1nq3XFSbyGe
wLQNJ4UFEVVRiMcCCp4gPWwWnFaqwrNmJwKo5X2fy0eQaMXQf5SY6gXNCZG5reHjAzM
uurgs5czbDzZ54YAhUZDJ - 1IFWJAKY6g09X5byDGOISNKMzWqVOXCKUQJeIBreVk5fmp
ZwKZPpYOC-uL8hGw-fvyzGBQ_sksLgrB6éwkpPbwReDN2x1Dx4WnzwA3CDY8IF6EZS
YzDrVcOLWLTX31iTkSy6zh31chvPZzEb_yPSMyUkCObBLckrOTIizdRa6khtqTJImgI
AM7YmeQF81MsquzZfxD680-0p0Z77GQxapVADOjy_h6ZURpilVx-rUjw7ipeAjGplk
VRIVUSKST2KNywiwbcsZ621Ji6LKLrB_3-_wvI3VreBaZ_P3sNySMyilSgm7mirBe
1AzIctYI4H9ajpOU1l7XLF4fLQFFj4YV1Irh90bUFcQIG80OMbwOL-C_89kjaT_Mj7J
AgrYhL_LHrVgQE9LEW86H4f5n03v0lYw5eeunM-FGIjr46KjOMdP9v2i6V1zFXmOjN
FPmepOVPXBEQK1YHMXZCRXFm_ujfvsMXuuJs3Yx790VdOIN-vQ16YOJu3F2v_p8BV



UD-UQLhclrCanwPZhtpkkJp-XdwOLRNRicPPkbnxFL7nkatsYigWoQZGcaw8T2Nv_
NQ3UAzc_HsUvtYFW8C-xkIk8fdwDzBcLD1yAKnv2dQ-tw-9UtH45trior9ot-Qiwfg
UgiHDEO69KNOLANMdmjTSq3rN1OOIDCiWhYYVMQb6EW9pX7ALVBBT36sk8dJUlhby
f0-_IdXYDMD_GdSIaEWlylBpasMpe®bFtUIpPDN-MKXOOL1BVkf1lUCF55y0fNC4zY
a290eyOBNd3bCmvXXz7elFZ_vy3s5wwYtIyYi4600U1QgMwaxVXRWUwWQUHOVAhS4]
F2FDYYAZJWxbAFSphY1Yt4NuRgA-wadDgODI8tShOICdIy4vB-_qgtSGjUzQbHYdh
DzN-tMC50z01QCoCj013f_0459AMnzE5MwOBehatGLyaPEmg4mbDXZ13zjitJoMeph
L7P-WX-tt1HODAQEQ9hhVtazd7Gd740EZGTHsqJ6dBalpvIbdzzkWyb1D6ZzEVrYo-
S4Pf9f6yK959m8MzL j6seBCcMEIWwsSuU5Z9P_fncjs_EBqLs7ndJ6nzTgXC69I153ED
L44kPXOT2k4FhUST5IbWwiIzeEOWY1Z131ZrnWxHrxpn2pT1lmeGSD-37hH3uJFFFQ
Z2yvo20FdIN6Pr7MNw4OXNRNhO8DWNToh6PewUMk1_SsHyGjePhIIyuM7eoPtacwG
_21sR8Kd_EMh22wJuPHmMgOK67j -nh9FSt197E3Kmy7j3kBOTctmORJIVAKZNNy5ymp1l
jaige1f7urYgumRU-GjR21ovJqP500F8FAE_0eT90c9z5802qzLPBQdqGoZRUbbSL
Q5KA1KDXUWLZVBUpGiFSV4qTpHILIYtjao3egQHtpfcPZVYESFN52y82zFs3s2t_5
IQURVJIXYXHayR0OJYz145WGOSOTQrUI4SE3USOEdRZHLSWO2WORGDitx7u4GjvGgvz
ROISFKGQHZDSwim-ZzTaWNDLhD9qgnsOkswNG7cQA3MUh1hqo_uHKhdKhkiR9pvrl
fuF-Ik8kSvQyYcqgBMp4MFXQkadhYbFXRpMMxCO9ShqwLyQgkFGbiVc2RwKoz2XA7F
hhNBK5PI7F4_z0sTcGYRFMYSuvL_uV9yCdweXblPpf5JkyTwRaPClYR_jJINeIRJ9a
1YEvXbvQDigTQPMvC3rqu8JIGaB1GO08wgOIHK-5--GOUKilaeawbZOmgFpgmFJpo
2W2L7k1eUKBNT1L1HFVHOHZYNavKfgRf63u011I_hsONpm4QED_0g6xhg6jHqp7al
OWdCSbzDpBpgzsPj5BNx09nubaqVT8L81JUQrPxvMcVoXKwf8nF1I20zzad7yGnav
Yye9eFJH-72gBCSZaXa-cJAx2Q6JTMbMeuFoCB_a9LOENTZzJG-ak1lTd3yiKILQpKn
PCmCQm52LzKKdGsbT6eqdnAFYiDbWKoHV5f8KgfrdSwB3RmvuvQiw3w2j0Ycdbctz
GXIMGXCRNrteBbLCprok5pVvxo00dF_AFPhtL7t_Wg-xhjfg-u_Wy3uY5CnUGc1lu7X
NNEgOOhhnc_8L2icwlIb_enrluwV2MgCEGP5IHXmdKIL1LFatBWuzZ7L05Gp4F5NXy
sBPf_ESk5zyVMT9R01sXdjj8mf15HKcyM3_orH5VPi25MBHAXO9MOHWE 1MKP60Zz13E
rhJEWFOTKLRwg4rAfKypXMATRO4ve9BCcVIESOXwS3FI8pCyOzaaiEaH4kBU8at4fy
uV4Ph7Guydy6brl1ZS0j0GGhNQ2LL1Z1STN7Ye-q_MCIsvxsbXwcxQXsWQQsWPKBYa
OTTCXOQYu3Jk30i8xAdCmTtssqVvEKYSe9Sm_axauAQlISZDPsT53h1iiKbPRE7SCT
ULWA5S2M9X_TIA0ZWJj3NVTR-nD-A6nt0-h0dhhaZzRth80X_Z09bXwW8hp_-BOaF3-dM
ArCboXMa2e0x3R11sQgnvRsQNeeT6mJutjdeE17An0j -cAUze5QEJCB8EEHYWQyYVnD
ZSA4kGkC4hxdd10CgKSg4hKEV8Y8AYNYSHrKhrubPKLgeYg4-ye2niK57PH25uqir
pénnhLusFWNCZKNAWKGQWq5MgO5YUCbvTrJi9u5dy2Bv7mcGUACIJyX8P9Fzcdj20
-XcdeoMMOygqOhwWb29wgBnQtMzRHSFiIv9yMwxiNsJoWuoqMTWSkJosDy-vKul3Et
mNjPSkEeyyo_MdMql17dJFE3KR1R1uWypBFsa9FjzDwlAn7ztGkwyZpYACrwPkry7e
dAmUQGYTAL7G68]j8faRrVGHKsboal5ipZVX5pD0Amis7hUa5BEKVPEYqakm3T3860
a_X3UKd9zPNgKEqghqM4SMm8GhTuUR3rP3UaEgoIV]j98JBz7Np2n3coAnUxertKFcv
JZgadvj7_BTSVdKk4eEY4im5h1KJapIksObFHzKOPgt8cAzJOEYy2UCa4xvLY3VGk
WY1i0BrNpdIWWCAMTGJIrm4Q_bMWNbn_bcQL60SNxjLCs4Ra21yR60pbwZj4hizZQOm4
ZjJQs92prkkNUR_dYjttHPCzagMOhS20BYZFaOvI3xhkgrYI8EIhxAiUaPvSy2g7i
wfeF8fcUrTvA7nRLhIWsokj5GnDyZ4rK7a91zW4o0aCvNlyLcFXvoJiXHPOAS5VB3H
1g5nqQkMMEP2dnx0laNGkbNxcwfsU_D1jpJu92FL5N5wufAPHrD8gKjBOBRJIAK]9-
3D_CWIexFq8CKM8bzWAUketQEBUML_6hLKLNEC0O8CD_0a6yox1F6E_0OhG80I3PT2Z
vh3T3PznbLJzquKV_h_nkDFHNJCt1jLcTtckTj6KALYrrI-nZHiXj3siKONO@7tOuJ
CorPLhy8XTMxawSzQOOHLX]jvKOhdg7XyATii39RNocazH18kT9dtwwWhkZrWFAYFGW
Hb6_pwfWoziHPOQg_HLT-51_xbM_4xVTFvfT4IRs8sQReM56Qn-jjb6xgFZu-6Wus
2sVX5Y0xkBma_eQj-D5iR2KMyft5XX_JEtV-9tiGKamy5-I2RNKODICNzYMysj99p
WS4dduK1R9bd4c0zmHhODD071GXa94n1iWSuNJoQhM6FghGlhYKuzRbvOJIFOWNQE
ZLBJob8z0Kh5K8zMuW_8ThFTjBeRIeGCR46t0aFmSaudcdzo5y00jci8zNN_XYvTD



CMoB5jUXJQTi2zHCgv7X0V7Zk2ZK8vzVCq705GiHIYOVSV2EEQ7e7MYHECzt23EkK®
ar7uJV9Lo5XpeAT4tRjKETupu-EVePJEdrzDP5rZehR1fJI3GhmPiJFtEzkrXKhzcC
c7PvU5BaQgoEtmMs36Kfrpxc4qj6x1Uidc_4yuA-8AQFmynmyN1D9LCFbY®8Ds0J6
zxQalhGzdRsDbhagqQgMozUov0d8UtI1IJAM1SSsIHXseZpabDJ90ke80g9MxosnicCC
eb3In66Tuwe4zeMBIhP10IYLOCX-90LjIReXNtEC2RXxTaQnUmIrRu6-RWJICH5_xjM
7zK-rkqCY1rPpZrJdQzWpaCKjYpdzZ00ghUBAzs2M63GjS19rwuyNS1aBYD6KOgRB
KOCv3g5-SsL1mP-YKr40l1IVUOQPiNtDONcYnvCgVj1Bv4V6noAXIOrdzMKy5YJ1gN
38HYhpUHCG-RNM4nMshBLUGS9I3EQ7EbucH3Y17TOpGPryfCALNYyL31DAZzGC92ApI
1-ByI1M2ZgIivCUIdDxwaSJSfgdUweELFx6ZnIdz3ZfctxPs5Enh-BBVa2KrI59Sn
jjafNHosP-XFMM61h3RmvtfuPTOIjxnsab7p9ybEiCDUF1ysG98vFk4uTgyCN4AVL
sX1SFLUIkqwl2INBUQWJIEP2KYyZOXrplMQXjkJ4E1PVI1jZ9ESOLLOO_OuCUPkhx9c
fO0Y6rpZRMVETTUAS5S14w2Ukp6QBkVI8(q33BgqWmhBYw4rtf5fWGDWRCy4_A1CVAPA
WOx5bgecflHFQujVtzczrIJCOMgbJI2PsmOK8EYX7hi6sILpAcWgHE3N_LXekkde -
OHgkSahJLrz9LvPkwgujTbh4QFFORSjC1KvHVhtdQPRI1UmpPZ-mAbS99v_ddKY6BED
C_ZC9VFuVtNsbyVv1EXEzdUVVmXxOMDw4zHRDr XTaGUN7SbbxYYXRS_nrjk49ZpJ3D
CWQ4ciyFFRXjkHWNbuwXQiVHM5pDBd7y93A6QsUQuc6ZhogLpGAXy_SQU49JtLFSg
REVS5LNn_J1RLA2AAZIUaKNRKgcIVgFiBhtmj330UNOgxXb7tF43CZo5WhoFTjRfPX
VySnHyClLNnawWkruzZbtFzPDs3j8iti55s0xaYpS-DTuH_7vwN2N7AX8SuuLL7DSEs
Nkux30862Sk3XxWSANWUIO2VO_YnkWOmvLwwlqUg9bD30VXd8KWECiVCI-MRDZOuU3L
WSKXC2tptETrE-0evgOtxQ7AN8pr-6Pc5ASY-kBQViCcszIdS358_pEUgzAntiEs4
jzmsYUwUr fQsGPEWg7Y7KOpdK56UXXQQOVKU1zGDOEK39TOGogXu3rY_51Nwi2tpu
6YV7NHNninziVhxBo-gAyQHqBuZgxNpV_7fH_Jjw3aC6cxtigBMpW9orcG5PnubUyy
mMFI6KQUYUQqQbC4cSFUBKXC98x1F8aPtOXEPhasDE2jmmK1L7NPQkN1dRGO26h9ZUY
vaVexhl4zTca9b5mI6S3_AtdLz12H_5-tm_3mOKca_LXE4gzQjNKb-A4inLR4RWpA
ODek6-X32CcTP5_8RCcSHINCTjV5ROc-17a2TaBAczfuIWIJZurNmuglD01alZwyVvTe
Orr6bU1IN__gCkpaduRppzkQD5ED4TB7_0OPcFYCu71-qZVERSA91ZD2IYyKrKmjGpX
Nn-ktC1S-FYObif7i0ixm_aKdX®AD1kL10-nyn-bcb-pFuyj9u4iemuQHm13T4k_TX
fSVh2wGp6Bwi4CUzlo_Cy_mA2nERQfPhSFSTONTQHUBABL28bv87XXU7rPelh0ZIn
WOXRS1Bh-y8SvvDKOhTH5f4EFCg575K731iDTSa-Z_T-Nz1DOzPK5mQPGULfnJafml
AWZIaXdN8bOpKO2iNO_iwWUi6QO0h1q2VNONMgs2NYW3ieKk6gw9X-7E5CNxa40GbhbBk
snSWjdNLCELYUA7K-L4rNpGQHVrrMcmYeAe2dRyS3NykupS9fLNZuCr8QsiwnmYPM
yivg50W3jTYpIjbx2iJHOA10YIMQsUrvQrTN7 jEnhkaQMumsZnm53Jc51Udt976Nv
RAArzKSd3elj5ceVAIDI1INXs8Nsm9n4k3VtwvnaDBphcJk37djwWwWA4MyFpx0Dv5ee
D-8uAPs3k3187x3LCP-gpeuxXLaCinb2BNvueJAVFKkYG44arX42Xid4a7Adtq9zu26
KVt4jfYzodTz_PbIEJIM-zdyaBLkVcATU7g_UqVo120BVb1AKROA8ZCENE14823Xp6
-ch-BOB50L-gR05Ngi51qoXT5SKjwuykt3PYPu510cpB0O8UI8w_-1rUfMsRi7tjTG
byUz3u08dJhihSMAVQlhoPmP6i-_8gkl4jL4dOEAOIMFXU-W6iq-a5EN2t7mifuIH
D_2pX234jCmANNYqIlzKo_wzxJItaULfOO06Y1leC_5a_vU2DfY4d8E-Uo7eYDCLQw
et-oxcGSUJEUVyYjruoVSeeTSOTdbCx6-7e9u_-n4PO1xIwnZmK1F5kAo4jrg9l1Xx1T
Sbfyq-wvWOUE35eTS2XEPAQ-k6_4_ CL-n11Pg8crBcDndaOfokp9qRI17DePhh41G
hK9-f-gA9jg20ixToVxKzwceXxcCOvQYBd4fJhDOlalLD_1uFZuxckvjUy9EifFmCm
45K_WtSJZ1P0OqgXx-Wn2pPHPHLLU_CY_NDBaHHdyYZWwil3yntEN8-p0J_11vjyM4j
nb_hDNFJHeZaCigzwxbGOWLjBkqwdt9XALi187XrXff3CwGBlg_yteYIe40EIXUrx
Rm_58GEuUzJ-qSC4QPZyKzZ0aAZsw5e3BkvQpzdrP3yP3wc - bWwDhpwjfwTMzOCk3k50
ARWH_81iSEV60Yi_pT61yOMyABg4Rp_IzYYKOKATghyxmjWr19E56b132wJg207Aa6
TaMFggaagQ6LiD64nfmoUYQPOC2CQtIZQI180Yfd9zZL9_zVvAc9L1V6BTsd6IDpxl
bs67SzUznVvVv9981fgu0-uw55gK1mOvZFz_C4yd_IAKFWP_9VF90Tn7dJTzYVX-pkB
rPylilg6iyM236GAFGoa0cvglu6rRLZ_WO_I2T4idyzTdZp_QmCFsQ5kMdESmM1XxXw
ugUo9uh8v2NPXy8jUbXwCZ1RGIan8d8QS91dXpHIcrD2mGeB1CggX-ujrjlRwO4Pq



A8ssdnbBpIkW60Q9D320jB5M1ytqGvHdRkWAV8qgwV6EpPYVsd90Bj24H6WAOHOZ8V
7951Pw5bIzgsKuKmkbzEjtS5H01txghaIvLRvaIYyDDdcCQHHkSOIwjwRw5QUNnpat
M6z -AhpWGeT3VDvgmDcXDOdVummwB_sc4k5UddrgTKGQ3I1ljar2DOH5foB4fk-aBT
VpCkRw2fbdUVE2Stu8mdcgq7k4w9fOg3VWTODglG_OauhijOpw7EKKX51811N-91E
BgO0siez6TRI9gWhquG8xv1ZHCPKNOhVhvBwW9IjW_YX2jzaUgEsmoSJJIcFOonM7Z9Dce
MWLRTDgmYk1h5TCtOu7mqoITK5FSgP8FkUb040-49W99HakCgRxtKj -R3hT2ExXyxx
aGFBbc2bD6RghT6R4tWjXMWM3KSE8rV3saJURGDKY19kXTmD1AHThs3a-1sE1JveD
RzkzOWDhOop1TwSeTx0iqlU5VYGYSPvgpP-15MUMjkDLh9_4EGs8B-Wm7keroEuVS
NzAmaRL6BY2HaJIPeH5HiDFG-1ui5-zfBI2Drq-11Sfytp_EgMKY24uVsgx6bAstH
YYfjvAhmLT7SEbGgAFM12ezIIN7-N58kybi-Z4TIoUtCHrtVhm-SXancjjxYsYMYS5
VXPfdj_KtHgildtUBdcnhuXzrgsvfSXNx2KhZABn22yqBwWefWOBBNmbi0®s0O_1qgK-OE
mZAjGeqO9Kzxq7WpeuAIWVvV597yUGEXqPJIn80wOmMXg_3jT2Wp3K8scZIiVvV3fWzTuc
aw5v76paDewDPTVNjDK9IHDYE jBgwEXZXHAHQQyvufGbwdKEWXZEOpTK2thHfDmSP
7apEwgZrJ-0szRR7POMHDZA] j3qqS2hNQu_Owz_90c - 6pENXkQUG77HIj1TN13jPa
z_E4fcofC8GhbcxycfOhhG-mza2p331d-Birz8hqF2iyspysRw_L_Kgx7POTYwT402
OmM-bHwPeiXayBm-H4Tv_iJpAhRVTIQ1Cgt8QbxA9kApyPg4LWRXxcCe5vCByD_2PT
NOOHNDIbcOwlKpgxNFx6i7Scz1lCawCk5gBFakXiBiA5ZtwVX0bPG3a82zKWHe-nxc
F7BxfbDdiYODOS9YBztYyfNTSR8CFASiVYNb-5f6vzjQn7CV_M-GDC6SNSRISUVKB
0OswpJ3JZMINaXvXZtw3Mzix-proOwWfwlT3wqBiAJcSwm57hqySotR1e4KDNJdmoQwO
JINZ7KBLVV-1jF9acwvk4wWweOBxXez8TnCOt1leIyptQqG7sJIpFrlox6pSOnWFIAiRwk
zA47udjY82050vtupxBvQt-qkzSOu-Vm2X-ETG3tjPke5cuYi4IHmpCNmqVHVNdwW
j2YX3Zi6imLoxYmI69hm1bW6D61NRA6-TnzTfHIBSDX_-7p2-06Q_yxwCIbEVWBEO
JvU-XGulb9COXJIQLV4hgT-1d160zUNOCYMAUWAVYONKzqtO-NMzVk2j3GR_VKA23x
A_1E9P9fnhzF_JazqeuCC_mX-03Zt8qRDYUdi3htOWFrC3gxloD7Hc-_9iQqUO0w_
FvtmYls8qrezZwzke6kA9-6EycwdTaAHFMVRCLOUNX3KPPP4IGXPUEpaWGXEPxdkdo
_MdR9j3XLg0e5cj016HOKPr9s50DbAyzzuYK4JyS1pUEUrYp3cGf3sHLkdN-pwWoig
fTkgqgCIRNtv3ivusjQ2AJtGSLemdooadQZJUJZtSXmZXZ7hY - pHWQCvVHE6KZz JIQWS1
czhy0zEREkKt03qz7ea8VvoUjwowUisQGTczNSr10ONNgI2BQf34KtGImh8cuzZ3XQe3a
2gWH8u3pk3cgqYk1lfCn1Q2kZM5GpMFqyZWvOhak071fzA-dzQtSupBoItLOYuUDLRb
LidO3Y2kFkB10t3448hdArKJDEL8D7A1b21jh6ZDzg051GaCdoPPMBmyF4WJCaP7g
22dNgMowYDr jHdF2hA_adeTswg4tZimUntRL4j8BwdA31AiHFpAUt-gCk2i6e_RKQ
p-6Umi3pwibhLoU2v911jopD59AuKQt jm9309RpRO0adrpOmfYsiGmlkn6BBLOjDV
RxouNaaEZzZXIDkGyk97ryHo2Dhh3ENHG6HSTtMIOV6QTTS6FgAZzZzC_rixtpkRyjl
oPtkdkurpfRWw40r113xwAwZ80p1l-csUnUINCR5bOOhgg9_stkU10QzsLzYgYS7uH
iRg5mDJIhDS3X-tJ3FNdPMT7W5_SrcsYMYJHYRymodF - cVn6E-94B5ynUUpaj8HCRQ
U3uvQg2XMnKmZ9EXVWwWNuchTwU80P2uJEoODctCc6c8FWifwBYcik90bmYEGVsS2YT
9zAI5PgiMvbdaT3506zvXneKIOfeAfaorexf30BXxITsqNGrFn39ZdzSChuqzAzmng
BO2weQAD1xfflsuJ3hycP8umq52IS9756t3212baMA49mJIC3wriCh4byFlpaVvq5ch
tCZRPV1Uss0Ok8QJdUbg5Myita30Mg2JvpRrpi2I7NPE jWwSkDUEQMXwWMCKH1fKyb6
gqW7WcKOc41lr0g3yHhuAGG5XxYIq_Ej2xh947CwCTdG8X86MiL4Yx4-isn9y2TNhLpv
Nd-B8tZ-imYRwSOSXBSzFVvCcTtnUMSF1sNP6-h2RWN76Z-iBNNuofiH5Rgu_0OnjXM
PwLZD3HWsdidpOV75u_stzW6WE1KQ1drhQpjlJiBgp59iRe5kNOKtIjOUFHECV1tRD
dvXovOsn471alfWIK-53Sd-LWZB1DV8T281xW7LEYmb20B9j2nSKTY6bJax7ezdm2
vsUmQwO7qVBlawZpOneYjvzONLPCqUCOPKW1wpB1Xs8RBYYdbVmLxZ3-0J_1VUtHs
wCzVouz_jI91dpR65jDqK3v32DDRZzM-XIgF01Vb4IsYkcKijEarjk1hMPjmHSmGm
NxxePVwvtQBoeUzfA8bTotSYIZPhVQmUTGAGFppyCT6gXILPAOLXbVReO6TTNVWre
kBQ5who1YyNJAyRgDzt7gYDhzFR2EjA1Zon3rD_B7b41T-5W-WpqQsP8h-Ng_Y_x2
EwyV1JzjEda04RZQVJIgmGsQdF7gIuvc9pQx5_RvXVhGta2Dqnibf9DcqHM1r6jdJi2
Eroga-e3rj1MNfxbQs5q6pJI8bOEFHPKTjsP020QXY9Jh4INahe31pLa5LDKDOCKD6



ABNOLQFGhB4RWJU9-vqY2CgYaihF1V-7wn_g_r3TXM4qSQ3x6ra3K_rNTiDx__sp-
Fg4KitNgqe3wEQ9rf57_sbkG65bKBUHbjpIMemAzRGybyFVcrd4iVHUEKtCOSWCOO
73Ye0jyCbhf1D018mChgNjPO331Lqj-h-vP6BNnk81XEV1DS7-rxBcx1CS0dyn9g3yH
gpJVbOODON2r8Ha99ZogmiRX-ghuXKoCk5WLN64rOPddTOPhw88yihCfwrCxQDLrF
MWWXZ0GDIu76DQKOIQSi5I-P6cTO_alQkAaPYEs5sIWjyldg41CjzqZmaXwPjbuGG
hv2Q4gRuazZEjC2K7qIYEy1P9IN5hBnOygb - z5ugdmwbwXmBRbySxUhCgAETahk-DD
jwWBHgzz81duekel2tvEnvc338fHqzd7N41JdrLq94WlkfI2y-mQkOX3vG1lyiTQ4qS
tNdF4Q5fztHkgBKH7XQp9SH]jJ1_XUymA70trmm7GXJIXMIEOPU2z4rPgKirqGGuCkd
XN1-ONv6ccbh5eP2mrC81nl1d9MFiQkWz_pGGrpALYrlOotIpgmgb6yJiayZux0Jvigl
YWe7cYbWV4DhLQrJOM5HrORSBiybLx0G5d0gT591uFhkMR1gzs1eZXvTTX6XWOYF8
0XxP5QTC47uqPOfEEQVNE1ABEqONBK1GtZ77gUAQALXOXHC601KQ7aY -V4v_iQ8e7v
ON4FI_02gnUbMLqYLndAZghR8De_PXk2XWOCQMQqtx4r9cl-LVTCWSONN_5jvbk-uL
s-hcl90BtMIOWeik JCUOVCJIFC58MH5RSgpVPODTJIELITpFzrq23bA8q721ubliTequl
0JKOJFbOKk6XEL30JelKXPGk4kuyhelSghGdgaa_knZ69E5ysKRurw2NDNOPCJSO1I
HRN5k -R7t32ykbi5bBfsJuXtWbDdrImgbL-J6Y0Zk2yHzjAbfFqrbgE1Phly2FBjy
UBUGrkr_xzEOFKbmCSVb16N6NUTT_tJ_M8hDx3w40I8njHoO7uyzqOsRf-j4REEW9
gXawrKzPBYyq-RnritGh11PUFh18i9cE321T191tL3PYrWYcdAwrbTH8wieypVoX5
LzPQ4c_sp_6-U-1hDAEEBV7C6yMLKeLVtX9sBVWE17PDXwbEh66eTLzg5Mv_Hr6CJ
KOe90wTyp3bl5vIQsxedT20jbjAM6d9H2NYOTVPSeCVpDtDPZa9a2NZNfKHhuisLC
EhYxn2LQudzBlEzV1vTS-ajSeQclhna®_KeHugQl8COtsL7A7AtBm3uw5sQjw2X8E
XhhVz0jxFwj2WRnYF8qgiTv2i6BFY1U_6hQCi4-711j_K8h84Fgxv6UWQKtghlFwa
50e-2Az6eJb4iNWR-S5RURLISFAXSXLamTOv317CFMZ2E1AGXITfeifDL8I-jPYPoy
bED4QpuPF12kTA5MyvocDrrpXVhIC9z6-v7N72knS8sOW7UTM6Zj41i6dHpI4NjSm
N66MGp81uyPP1RU4R4CjkPPoaF5j8JpB3jA_iyI6Vru6NIKNPB70ygnlVv8sbrM19k
y10Vn-Ro_0DcLCeIRgzkSQ3kjTevbHiHC5RrufK36ZxU2QpmTX8-PWCcHpx_3cIdl
-SWtjfgq5RIQNdpz36H00S1XgQSmjsa2TDkTz4ICivGINODAWNYghWdTXzbTkG7gRz
e2x8M1cGNvkklt -r8TawWwmeAOs7gmwYrQZyEVhuRRMxQty-w9_wTchoagKzZt15u7gm
IgalL1086XYTRTJI2pZipTNHbA2ZtNEUUDNM5Wp8t4NPTSnh1LBw8bVwcZmLQSAapwa
VKhbQC9V-EMmIUcJgKEPG_T6CFOgE3mCiwfHM2NZtiEsTaKkUnCgZMurS-gN3j1zyY
UXTAcIaT8gpxIZK-jofZ91qsmTCOESM4FR6w-8hsCLueBW-acpa9TC104AIUjYFzz
NdhGrh00630uTR6207JzglQTF67pZy-1z-AYXA7XPANCX297dXqO05HYFD2t0OT - XA
wkCm-XCk5JLT30E4502TONfmqRX0t71J9h70Y-ejzq7byB8Mw2R56Y4esasg7k-h0
CHcrbLT8IN9JV1jStiOoKfrnImIwlj8iv_wAdyGrMS6-H_xGh1rJmgIOOX1OpDuvd
Mv21HXmIrvTfOgSbDPb1002S0Oknx8uljjPu2ZqaEi2oy2NtQogxnTKImsWZS-v_B7
U_rOnioTdMgOf9vgF0ZdSaPp1TjyVBqW97oHeAno- 2EUURTBF5SFVtyQdJFODVLAG
2eN7DktRwzI4Dm1GFWtxrIcLmh8EBuU3CjbE6_KLhC2wOFdc110minR-Kx6pV5aCzq
pWJj5NCrZm2VIMY9CstwOCcDNGkMp7QhrQD_gOMI918ngAYx6a2Q-ALJWxfo068ae5-
YxIe9S0kmj_qg5_XaBlwWx1IXy9g8lYuyd_0XOGAeyZEyhUub-2ePkpY3ES3RiEh9DCM
bGAE98deGm4Z2Y2XQRN8swGXgLIhpSDw1MDSzt FUOXHeYrRiuOFpnSsBz9fus3E6GK
YOHjLLZesKAdt54MKO1pfMUdAQXmq6uxHGo3L3fb_E9mPTpae0l4zFNFaEpBktzZmOS
231SGbgAOWOBEeWbUKkPUOZ5X76GnWu17S0j9jpgIw01iNFM52BPXxQ_okg2aFx3jY
UG4AnehcHPu3mk6IWnUYOl-OmfEVZOLNUAHIF996Z5IKn8waBhAqV8UoF1FhVL_iA
1194xp75wgaP-pffhKMLI10GjOFYZro75neIk6mEZvewdYSphr fEUZIOZcdPWkQHq
yfeyaOyRxEYy36hGr2M6dFYWUaVIJWXxdKu26yDXVEViZyMEzT_scplDeGytX4i44S
z8uR2CiC18_MjnedM5F1LC7B-F6mE9yf77wdwWMlcTnvDbboX2ZDgPZi5GC2WbNAoC
IPIp8IWVcCwf4BhFRURQHIN50sJ-XSVGOfChle5wZH-Zn56aRroe8S4z1Bkvstjmr
-IXpCvdwWO5VyXCudjc6qUbVMDSha@wWogD1PrTSFbc5exmrOV-_oEu6dZMMmInOmPq
SQtkFzc-yHSKO59WPQWJadwWHK1GBC4yjgBMAYVThTWNtv-gAVMA_143j1d_ybrXyo
NEb4tY_RnOLyNsc4BptXwLbK1hLSppgiX1Qb52N4AcaoHT_3QVyi6jwrd5HyBhkQC



YNF7YGoy3TgA3RYAbItFXhK6LVZX6WI1l1leKc6WANWVMLIIP35jA01ECr95K0sSRIbt
DStpQhJIMxn7HZrEc3cYzejBx2gkifsrA96NJ7eewWlgDDCg_QcvQozcKhSvalBl6z5
jtHeTsVMbsPk73Z_u2Rxyg05mc3vD1hTNWaJCXYNGK1jY4U40IZKORpmMUOjBugSO1l
RDwWR_PaONwhv9-0CymYZ4kYr6_6z4FDRiss-g1DeMvKJir-1jHhU3MRY1czXGWMM6
FRIJXiIKRwlRhYf1lcUYN2mZyaMglA38GKkKANhXRQE_FHbMzoq8DE-xiQBmSJUQb5-
3Uux_0eiMA bzOHVROMTfEUgqwWbnZer5NvDhmd1VVvOdH_1xFONcJHkvYU1-XC8sk
Kmk8E_fs2y9QQVcnNNL4t6UOChfiaUpx5SDKSM794YhfRy1Sdr6QUHr5PZX0GKtJS
CKPYrpOLhRT9rgheOhVVHWNOXB2ydYJa6L7xHeSy-yx3vS-8Sk2FfNgdakS8vukQK
y9TV8XhN1ggwA144dGueprz-eqY89G-wIh6oa_-1tGF1s4eoh9EMDghK46B12Q3Cw
58cdvBsiH_P2I3Lj2dsD719st0duskdOFDpTfECK3NX8sIG95ZopptHZhQCCyxHVXa
AQtOoLpA8T7NP6aNOPMGCQYw2_WGWgPgyMan4rqF - 13zBnWpo3hYY547WXnRoaJuo
rymoLeg25zZYhcTCN1C4U6rZu_W61M3Rg_p3DwI4bSUZDRMLRJIHW3YrLE4CFM8BWQA
3tdv4CzZpIzQjeb51EGHgOWhwcfO_nBurdN8KZCJISI6-F1il6j8GMr7kD_FNOTKqCS8
mBKWBKLTwY41iAv8xxVcpOiEhyx-v9Igq2CumiXclGOGSrBtzVf2pXZDUomkaMSv4n8
S1lrCzZyvntuXJwi9jGEn8PpJtV84rZ_2hIt5gixxtynwe_4v5T6DYhuChMg9S1FolT
TTdnG1Wa78Irh7v5LsqE5CaLpGSeuopb®01VjHPMtLXNUESQFX5mTVP3YYyYAwWQ_W-
gaN8AC9pmanTmPrxIHEu28fk2rSkWA53hRyvrGPENaJeioS0ec04iFcI1JIFeU2S6Q
pZqze2emOw2yruTSM1dEdGViUezcPQ5BCc4AxX7XuPJLIywXVLW3mOWlpdjkm7cO1lGIv
Pp_uPU2Byv1wnSxgd8xhqqT-ZMCcGF1G4jAqDH5wWJIONW_WAEI JHMMEpPQ1Kd7ULTNL
oybhz1Xx-JJgkOpbgFlebs_LYUjq_nfgZEUzoEaNqRs3I6qTa6_KSAEOYyPMKyqlu
rjKLYwxKkHdcFMDXKYCWqjrccaKHaT3MrYd1t6hTy6JPoAB_b08-_4KGg5yRf50pPU
XzZ_mHeL2Fv8fOLSYONYRWYy40xw8Ep6eoNtnFMU7ECNJ_MtBoXTv4UEON_5Z0RGKB
4QEqtMh2LwKN474u840hHArgRLXFDCah_DESxG4xiNIgpT4x4408dEQ-gdE6wp_GS
kzrRCXgVi4yr1GNZLDo5roCEj38Mh5QxhgVPi3x13tDYjCt jUPpcgEBNONFKr5fi7
BuPMaNZrg7qaGT8KQAb5vSC27 JOmHMePXvKkbgNx18tyqiOGBVnffzkLgJcS6IQwy
mefiOv3rg9bz35bV60hIB63CWbha2VDaBceIrAgpullG8BzOALOAGD_Hj3RIednYhe
DNx1zUrLJ-Diz8aBsuszyt7J6Nol1LAsswuXZuDpyKNchhrL1jgpDmDogm-qn7_qgXz
6VKZVVWSHItLDLtVMF3_10gFIN00C9VF2P8DMv1wdbWOt1q090p0oZwlXFoA-1GjY7
gp_WAztAxykHwbKWmoWbpfrFu8Ii4dkuLhAzxIOtk_CrELcU8qjAB_UXgdEJAKeZxi
NnvCqQOE1lri-7Hcuui®VKidKQXBaEpgOODiEKZwWmVe4YrG7uzdVPX0BxIabNnx2goJ
3wT9_DybwAjgOAtaYtRfQljRfsNVUy45LVn_WJzRw-CvSJPdx0deIrwANNRMO3L_0O
1kWpDrp_Ym1ZMpNUBRVGVWmM_T_rJLXNfpYFJ4ZE5Ydmf9QQ8jXwvsa6I1K058]jZwf
SPNQjxnrz0zcV8wlzZTCQh7RD_BQeZK9yE1leOxup_3fTplu9hwsQFSTH4dQ190H6PS
NLFdI91BnRdpa0ZbV4NOOWAMTQdrF_sRxRwBJI3xod2dMCcNBtWdgopkRtLTnH4ndP
k7tzjnE384ZN2iQVBgF1ApWeK56HZ0-bjHFU-Y]jA2wdMX - UAIX63MM8KOYy8j8HIIA
UhzAL4wog10X_cRb50nCL_7vkEjFKbUr-RL1kiANWGYyA40Zk5zy_J5nmc6_nnacFg
aFN2StnzIt13IAGM84tctObu43gol_rpmwWCUSNMgLcvdOsLAroYUwUKWEKC3UhopS
MOYpFtXWgcWjXxYW2rYsoV7AOgDAWCFO1b-ZTjD-KOOd56a-PCOGU2s-2nK1-jY5q6
hNW2AHDTp1eWydGUQTfNNI9LKDOihVwM1lmjiBDkwBwlitMKPalsfUAg91CYd5pMYo055
581FdIMWJ4TSCcr2pUvTiYgVBTO5sPz4IL0sSCYNOeEIMPFRTiTSniar01cRKv204EW
qY3BY8D]jfTdp9zuAH-eBdoQWyltx1ilZwbelysLaR4Nx1DuSA8cCSA85xDpAknhHz
4Dop4Pt_hOLOYN6WxzJ09NcGxVjgrkfnzVfEQTjPlicP2kcsv8fi14VOfkuSBBEJP
ClPrefAwZR1lcadE1MGVZFTrfRc7ncDXRTFGYcq801Xsuqol0Jn0fk1xC_GXWleudyl
2scazCBUD_DmSm2eVbMw7fbWojBhd1lrmjtLDNZftTjXBdjHblUBbrh3cNahb9wloP
QPU-zT1LOYw5-cflPVaV6_RLFGd-ZY1lcvu82S7WZgTTgMJi24xuaHUBTWRFrMESXq
R5ISpSACOVMKRHIMOBgXL4BZROARGbcTOD-bZ1fgpjlQ7ctTnt4KVh4Nep7Jit3pe
k-0xKzSKs5BZoVuz6IekbwWC_89d_N71jkY1JgnaFMQpL7DU9tkR1HzKhx2RNozrbB
SDtmtgKGESNIubTG3xxqQPwz- -P0o4H0IN4hMR4YQY71Ps-wU3MRbptyLzL2-C67BI
pJACGMPRVhUhDM8HB6YHLhTXp5ZgEtp]j-0YnimhVFIjE6pmRHrDcdgX6bICX-z6¢C_4



XSunM-46Mclkt6M1ebP7Rpwyj7chpnn2BMteyq-gFiyockWbciHlYaRpdhvuD_2M0O
FNUY1J8JPw--0YBj3eqIxCqdg80S1-U6tACKIQXLglbIMW6tnHQP_Fdf82pyjS19B
QLOf-65Y345n-beHTmIeJViMheboaVmyt-mkG1QIELIHN1Oh1Tmusg-NKaYU1lLOkAz
5b5Izf5gdp-7YmeHXbNGpXxKVDBs1ULOvadY3ThoXPbbJIpNX2UNn1C8Bj9hAmG900
bRo5qYBUaGvitAl11DZ5tyifgj4aPGWoQpRHgXhqoa6T10SmVO2t4hgHHHCKC3uO-
LrvpOyJLzOaIrCxtnroiEsEyc8F8UaMgqOHOXzilW1UFA5ShCGmSKFL8NPY207Ci5
kJIMeqyJTONdVT6XQTKHNwvVrbV3sTFu75ik7vUcS9cWShzYsgIV]jfGBzHTqJI60QRZz
wS08bSIgi7o0uZ_zZQf9XTEOC6bbpTUMZGeZeZz1FC-3WQNIDIwdyVj4T41RNzYIp-
b491aGDtBplWZswn4mvi8n76eFLKSMs5YB6ATKWOUSWQRIKEXKT8OYHbPt8FGYyy4T
ZSzZd6euwWeM17tkTlegnovstgASeN3J0",

{3

13}

6.5. Publication

[Future: Consider eliminating this mechanism entirely and instead
using messaging flows. The means of achieving this should become
better apparent when the problem of publishing large messages via a
pull mechanism is considered. ]

The Publication mechanism allows content to be published through a
Mesh Account and retrieved by means of the EARL mechanism described
in Uniform Data Fingerprint [draft-hallambaker-mesh-udf]. This
mechanism is used in certain flows supported by the Mesh Device
Connection and Contact Exchange functions. There are two operations:

Claim Post a claim to a published document
PollCclaim Check to see if a claim has been posted.

Content is published by appending an entry to an account's
Publication catalog by means of a Transact operation. The content
may then be retrieved by issuing a claim to the account specifying
the publication identifier that is authenticated under the value
specified in the EARL.

Use of the Publication catalog to post content necessarily requires
that the content be smaller than the maximum message size imposed by
the Mesh Service so that it can be uploaded to the service by means
of a Transact transaction.

Publication of large data items will require modification of the
protocol to support use of a detached message body. Transfer of a
detached message body is outside the scope of this document.



6

.5.1. Claim Transaction

The claim transaction is used to post a claim to a document
published by means of an EARL. The claim interaction is used in the
Static QR Code connection interaction but MAY be used for other
purposes as required by Mesh applications.

A claim is made by sending a ClaimRequest message to the service to
which the publication is posted. The service responds with a
ClaimRespose message specifying the success or failure of the claim.

A device is preconfigured during manufacture and a Device
Description published to the EARL:

The client claiming the publication creates a claim message
specifying the resource being claimed and the address of the Mesh
account making the claim.

"MessageClaim": {
"MessageId":"NCWK-70N4-VB2S-3J0X-6QYI-EE5V-QIHM",
"Sender":"alice@example.com",
"Recipient":"maker@example.com",
"PublicationId":"EBQK-LU3P-VJLT-ZPG7-B667-L53L-MBEN",
"ServiceAuthenticate":"ADQX-SBRA-6ACX-ZGGB-IU3L-2TZS-TIKZ",
"DeviceAuthenticate":"ADNB-SNE2-GEL5-GQQS-JBUB-TY32-JGCC"}}

The message is signed by the claimant to make a RequestClaim to the
service:



"ClaimRequest": {

"EnvelopedMessageClaim": [{
"EnvelopeId":"MAKC-IPPQ-POEQ-P2EL-N2FV-OLED-GPIH",
"dig":"s512",
"ContentMetaData":"ewogICJIVbmlxdwVJZCI6ICJOQ1dLLTAPTjQtVk

IyUy0zSK9YLTZRWUKtRUU1Vi1RSUhRNIiwKICAiTWVZzCc2FNnZVR5cGUi0iAiTWVZC2F
NZUNSYW1tIiwKICAiY3R5IjogImFwcGxpY2F0aw9uL21tbS9vYmplY3QiLAogICJID
cmVhdGVkIjogIjIwMjEtMTAtMjVUMTUBNDKk6MDhaIne"},
"ewogICINZXNzYWd1Q2xhaW®i0iB7CiAgICAiTWVZzc2FnZUlkIjogIk5DVe
StNO9ONCIWQJJITLTNKT1gtN1IFZSS1FRTVWLVFJISEO@iLA0gICAgIIN1bmR1ciI6ICI
hbG1ljZUBleGFtcGx1LmNvbSISCiAgICAiUmMVjaXBpZW50IjogImliha2VyQGv4YwWiw
bGUUY29tIiwKICAgICJQdWIsaWNhdGlvbklkIjogIkVCUUStTFUzUCIWSkxXULVpPQR
zctQjY2Ny1IMNTNMLU1CRU41LA0OgICAQI1NlcnZpY2VBdXRoZW50aWNhdGUi0iAiQU
RRWC1TQlJBLTZBQ1gtWkdHQi1JVTNMLTIUWIMtVE1LWiISCiAgICAIRGV2aWN1QXV
0aGVudGljYXR1IjogIKFETKItUO5FMi1HRUW1LUARUVMtSkJIVQilUWTMYLUpHQOML
fxo",
{
"signatures":[{
"alg":"sS512",
"kid":"MBUX-YI5W-NTAH-UJN2-4FFC-4PAY-NI73",
"signature":"fxh1PHK56aMoB9Qkbx3Kcv4UrPQkfGRCAI9LWWAUN
3ECR_EqgxpWaxZjcXFqdX6d4j91EStBR2QXKAE_GCYpaXVOLOAVTbb4pwaVvVofLDo8r
Ft1KfnFFoBZMs1l0fqcKsJrAnc4AQsT2H5nu6xZ0dq927jYA"}
1
"PayloadDigest":"wMSgIVLp0oj69Rw_P_YJ7yXYv0o1l8eCvgU3Hd8DgJ__
07JvOnqIkC4sZMGFGWBNt1_ 3PVwk7bAj51GVrPwgzZ12sg"}

13}

The publication is found and the claim is accepted, the publication
is returned in the response.



"ClaimResponse":{
"Status":201,
"StatusDescription":"Operation completed successfully",
"CatalogedPublication":{
"Id":"EBQK-LU3P-VJLT-ZPG7-B667-L53L-MBEN",
"Authenticator":"EAYS-MGDB-YH2G-DWVI-TTWV-4Z6P-UVLM-FENY-Z7MP
-7ZYV-35EA-6GQK-CHBN-K",
"EnvelopedData":[{
"enc":"A256CBC",
"kid" :"EBQA-ZKEC-3A4N-DSSH-TQMT-6GON-M6G3",
"Salt":"9PKNerq6mIRxK2feTIUJ9g",
"recipients":[{
"kid":"EBQK-LU3P-VJLT-ZPG7-B667-L53L-MBEN",
"wmk" :"W-1DFznmpNXx2ZcN6_eWCGOja®VHFV25k5TVdBMMYbAPC
ZGPZvLjlww"}
1}
"I01c378amieTGSky61gXoT8infXsu_EwVamZ6Lp3Q_Ent97vfxdOoy8mil
g_eUVW7uilEde6raopIeC7ZWHdZO1fHDV7agFF6-X_5CmpIDCT1100uL-PIVkXJik
2FB2K0QGWVqMHPrPu6HpeK4mIro00pJImGIksPiBezVXEqQONGzDw8NbANsxr9tSdsO
4sJuApk7IJUZGZ1mSa0dqUF8byioqACRFXDie0-0x23XItR7IOwWZf - -HUIHNPEtNnV
_CXEWCKdA1Yus1x3n3WdAXZc9_rgAY-FgXic0gZetde6uHOapnUeCTdnHS3-x84DG
1XaBqthhHMh1lwFzOCqftYsB85EjorNKI jw_mwqMmX2QnVSVKhLKWONdA3w5_mzfd_
nJkOSisY97xeulsl6-imXTM8LEdyQpuiilK7R5qr7ZaYFya9SCje6UiOmbL8dVqjF
zvDTMQRQ2gnYJKAGDI_Z7P8ehqHkpRB2ZDF-5WQh3JnvnYyW5GTJwNgg1lig2iwW2pS
QqIXd-0e_DCLITFgq8ncfM7mEhaXcJUQe0®1Fj_c4a3001lhfmv2ts3ikK9dieba65Kd
LOWaHaU2POTivQQImMg-3whCWfU4MbpQlQ_3yEZ51QPGVeUIVObj3kc1QbaBAlJaB
ch®_E54A9TRWz2xmakyjrEuvSi5aPVd_s-U8DrSDR_YqXSedhMwSBdGqcW7nybFMK
gOxomDZYyHnEbNYvWN43vHFDUOyvQWs_dRRe97y1x27VTcAw7AhAt2s3rMZeBwlY TS
rJptABHFEeXPE529g60SuzrHrG3P_ryAalSh9YuoKEYV4UXG8_9B4d8s0D8s503j04
-7Ix1LhqIrSDVYBmn81614nJzSs9_9sbBWtAUIozPNL8LghbDd1-qOGNjNyt9sQqV
QX76qD8HB6EtdrrZsoBewmwohlLIatHJH_909ANUD7tFJONkcyQAXaU64B-j9Z6rF
4vh-9UxY1bbHrohi9CoOkpbnsAsAUz1tg8_IvnH8JSTZI4J13WYWKYTXx4BUjggXx8cV
ekob4zZZupdcfSOUNNFKNQGDjQ8IJqrMWfgLllnnBQWpSXSRORp-ernxQ_Ax8pnWtG
OMXA8yCcOWwWAr4_S_YQQOTVXA5KRAQZgF-NC7NX8tacAS8CdPfJwPhjebhDgKwJvOP
ccyjqJ8HFtVIOYsHXxTQQjyxYyA4QT8bvgI4Jtisa_YQ5Zw92tyhb-SwKHNiwnhVrz3
_z6vQPTfPdQJUfMtz6GC13eihC19_0VM3IPATyJcenZnQz3rLOm-cFseviCxoLgN5a
LZGCrvIWrwtfN5-evHZF66guRy2fF3BSM4eUi71r2ehUOkYJI8VIjX6NVWzjL-Q2zX
1WHL_bJ0aLpOyHV6_23j0TBNnaj6QT69DPpOikXWEEtVZpXxVUKLHbmpje2EXXIZNV1Fn
MM65KPT40zXyKONs(q32-XxxXI1i55XS-woyXxtDv8atRbbEOKPLtLfgianqok9rx2wuN
JpjjpGcIwKk80_1MqFotKI1lhVPwCPza688bi41ESyruslT917HfyVyqfKrDyTjAMK
mYAGkVaa3ASVudNyhJP8rQwwwc_qgXxruMMQrCe51JvKh7FwsIL14dT6HFnaNCcLXSDE
LU7u0_jcViwpu-EysogSexXJ0z31yG34veOG_h3K5dN_hk_6PgfK-SoeldhReVrObl
JWM30oUmMKUVOKX - XYVsWB_KiuJWRqKePmIhwWo9 uzZaybh21PoJ75Ct5b3Qk9u49RKf
_x17YE11VQBMdgsV7TS2QpwOolk4yNg_J9ZjTuld9UBjabTGOFqdYkeEscDPyIoIq
7DreogM3Y650nqLSpdvIRnueJI5ria_J9UAVzmk2TAr33fA1V1igmpHptd_t15i2KV
TvMWkL1wmSncGeX-krfCQAIH9ZBm]jyVwgur fROQ6UWUDIYKiRgLLE14ZImz9hn_j8
ki2531ZaYCEYR5F7-nqQpj91lVrYzb476McYISLHz12SDQkC7vkVo@0OZWcsWBjrcwF
MK9LPJIMLUBEO6TCT_7rRwZ6SmoDOupGVCWikGuAczW71lvCtKty-r_oC1lYNGeOxyqG



91Tij6EzXDAGS7CHRR0O1DtYnB6LDLAY8hYQlcncW3A5g6RHrafChrEihem_ONLplw
2yPofZGIzhj_gMcHXx7Sg_ExP_0cS32hUlLYX-HccOdK8bWQll4a7xsUSdHE8TNbLLA
5VUP_bPAVI95fTFQVW_LJj6-GGyh7gH2b05Qf fpusKAddsisiIdGvjr-hNVF99E]jsJF
Fetv1lCP1CFipmCuxo8WgXiayK-_b32Rvav_BxZ4YICZGRsrH50I6JywKyg309TAwWZ
f7853NMhqsvnmLyhGC6Ezs7tQ__WgYgNcfJIfo@YG8y78nMvDN2np_pDLW7NRGFhJj
Frvjtdsj7E29CorPC52JdKJ9jUrQCYpSglZUO6CGTRQHNQVMK -H2f tQ4AFVEBJIrjO
6527KYWSY1kZGMV2WBsSrDsYu70Rs1SqI6e-u8pL_VAdYPALWVD7SRVPCbh90YoPX81lh
gZROBeCp_KNN6C30B9P9YWRR4JATsG-LCcWtK6iCs_igIOC]jfelbsUBXTs7nxIOm1P
mz1lvPzkN3AcwrxaB6HUEA_tOLulovb7i104IeDb8nKZgiO02Dyohi4awWoyFY2ExsQmgF
QLEXSWPbYJiZEc5BM3idhRDzvjnON7aPkvqq568y-e3d30sRXVOuKikFJghh89j5
HHZ3HhTeIHAQATDKVx7vPUls_5-mleI2v_ZkSag3vXRb23XLfI3x331_ZXWIMC7YX
_kdJgEQQiJu64AVYWKiA-Fd8uEQMfaUpHamND104GFQ8uLWJ7cKkuDbbbiOfiT5z -
77DQAMULIjJI3mQ_kmileeTNb_qu2jEdJIGzx-JQagB7ZIZxnOwZpBSCthhGOUuXsERa
XMFamXWLYZtWdWyUSL6AUzcgRfORRmMCcVk7yvH-T3dG1iIJn4TXONDpODBW-MByTeHv
Wrk5k241pPq07QI6WCdj4b2qSsYOL_eW6zbI9f7Aq8868WMXQ"

133}

The device waiting to be connected uses the PollClaim transaction to
receive notification of a claim having been posted.

6.5.2. PollClaim Transaction

The PollClaim transaction is used to discover if a claim has been
posted to a published document.

When an authenticated, authorized request is made, the service
responds with the latest claim posted to the publication.

The device in the example above periodically polls the service to
which the device description is published to find if a claim has
been registered.

The PollClaimRequest contains the account to which the document is

published and the publication ID:

"PollClaimRequest":{
"PublicationId":"EBQK-LU3P-VJLT-ZPG7-B667-L53L-MBEN",
"TargetAccountAddress": "maker@example.com"}}

The response returns the latest claim made as signed message:



"PollClaimResponse":{
"Status":201,
"StatusDescription":"Operation completed successfully",
"EnvelopedMessage": [{
"PayloadDigest" :"wMSgIVLpoj69Rw_P_YJ7yXYv0o1l8eCvguU3Hd8DgJ_
07JvOnqIkC4sZMGFGW6Nt1_3PVwk7bAj51GVrPwqzz12sg",
"EnvelopeId":"MBQG-HNR6-TNS7-5N2M-BN4R-ECNA-6ETO",
"dig":"S512",
"signatures":[{
"alg":"S512",
"kid":"MBUX-YI5SW-NTAH-UJN2-4FFC-4PAY-NI73",
"signature":"fxh1PHK56aMoB9Qkbx3Kcv4UrPQkfGRCA9LWWAUN
3ECR_EqgxpWaxZjcXFqdX6d4j91EStBR2QXKAE_GCYpaXVOLOAVTbb4pwaVofLDo8r
Ft1KfnFFoBZMs10fqcKsJrAnc4AQsT2H5nu6xZz0dq927jYA"}
1
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICJOQ1dLLTdPTjQtVk
IyUy0zSK9YLTZRWUKktRUU1Vi1RSUhRNIiwKICAiTWVZzCc2FnZVR5cGUi0iAiTWVZzC2F
NZUNSYW1tIiwKICAiY3R5IjogImFwcGxpY2F0aw9ulL21tbS9vYmplY3QiLAogICJID
cmVhdGVkIjogIjIwMjEtMTAtMjVUMTU6NDk6MDhaIne",
"SequenceInfo":{
"Index":1,
"TreePosition": 0},
"Received":"2021-10-25T715:49:082"},
"ewogICINZXNzYWd1Q2xhaW0@i0iB7CiAgICAiTWVZc2FnZUlkIjogIk5DVe
StNO9ONCIWQJITLTNKT1gtNIFZSS1FRTVWLVFJISEO@iLA0OgICAgGIIN1bmR1ciI6ICI
hbG1ljZUBleGFtcGx1LmNvbSISCiAgICAiUmMVjaXBpZW50IjogImliha2VyQGV4YWiw
bGUUY29tIiwKICAgICJQdwWJIsaWNhdGlvbklkIjogIkVCUUStTFUzUC1IWSKkxXULVpPQR
zCtQjY2Ny1IMNTNMLU1CRU41LAOgICAgI1N1cnZpY2VBdXRoZW50aWNhdGUi0iAiQU
RRWC1TQlJBLTZBQ1gtWkdHQi1JVTNMLTIJUWIMtVE1LWiISCiAgICAIRGV2aWN1QXV
0aGVudGljYXR1IjogIKFETKItUO5FMi1HRUW1LUdRUVMtSkJIVQilUWTMyLUpHQOML
fxo",

{3
13}

.6. Cryptographic

The Operate transaction is used to perform one or more cryptographic
operations using private key material recorded in the Threshold
Catalog. Such operations typically represent one part of a threshold
key operation divided between the service and a device connected to
an account.

As with all operations involving the Access catalog, the request
MUST meet the authentication criteria specified by the catalog
entry. These typically include the request being authenticated by a
specific key.Key Agreement



CryptographicOperationkKeyAgreement is used to request a threshold
key agreement operation on a specified public key.

Alice added Bob to groupw@example.com as a member. This resulted in
Bob receiving the invitation described in section ??7? and the
following access entry being added to the Access catalog of the
group account:

"CatalogedAccess": {
"Capability":{
"CapabilityDecryptServiced":{
"Id":"MD6W-KDFX-PSF7-5NBQ-WFJE-34PL-7JwWQ",
"Active'":true,
"GranteeUdf":"bob@example.com",
"EnvelopedKeyShare":[{
"enc":"A256CBC",
"kid":"EBQL-CGOH-LPTR-WNYL-RXDU-7LK4-G4GZ",
"Salt":"xUeBSOV_Z4GJVI9s2N30APw",
"recipients":[{
"kid":"MBBR-KLL4-YRFX-K63E-2DCT-6UGQ-2Z5JC",
"epk":{
"PublicKeyECDH": {
"crv'":'"X448",
"Public":"2hYs3byJFTbFtPgYaBplYVgtBJOUYjMSvi8
BCcCEFo0y8JRaOWg37ygj8m4hUjozZhP1C6bZ-MQEOA"}},
"wmk'":"9i1J1p631B90g5mog6030Ff1INItrVSTFCC2GZzUKDLV-P
Hb3DN9tNTepw"}
1
"ContentMetaData":"ewogICINZXNzYWd1VHIwWZSI6ICJILZX1EYX
RhIiwKICAiY3R5IjogImFwcGXxpY2F0awouL21tbS9vYmplY3QiLAogICJIDcmVhdGV
kIjogIjIwMjEtMTAtMjVUMTU6NDk6MDBaIn®"},
"hY6évVvvnbC6y-a5ULIJNUhGaVV_YEIU1BRiTDS-gBY6nKX7tqs_oIMFR
Qipj8bUHdtE46dYu2UdOue88CMOX3qsLTDP_5d7UggKUk5yfr3nlSJz1KU7u3wW7YF
b9tOW-svw3sE4UncLN7vJI5V90bFIDUS_xek8s9SxnyeZxWY5z5GvCTIrO0TXCO5hFh
FR6Bwv2cwqG9eqyFhWCu4GrrgLUK-fk5r0dFOKTZW6gOwqgOXTUFDUY4tfTTwzp4N
iffzB2rj88n0kvvW-6SwVVrEXLY5E41-7C1fnlBH-20Zz-z8faYy859gD16zVGDyYd
JelTP1Rm1bM_tsW2NRyKNz4WCAreq_QZx3XBBqoKNi1CA4Gd02qiMOOE6NigTKBIC
R1c4EzUtwCU8ZdwEeyUWXxXCEtHOXVh80pvWixTdmznouCLyDUVsvfx1dM-PIrSfbEL
_K2v9IHZrtcgh5vahoaWYBOELJYLNARsvNWchyfZCgZMNbknDY1AyNAwWXI_Wgm3xo
7vyTKFOAReO-RWofxYlyzDcFk2yA6-edTAqOPHiI0FS13j90hVmcawWC903uI_keNGU
4egZ370UCWrFUz-05woKJD11Ju-GubgpJ5YTc628m-_6ASaVEW9G4uGiIx@oCcSgR
SENXe9tnD90HkazZCCZhz2Cscfm8URAVGOwasFrDjaKxUwfeN3nVjOmFVJIwBl G141
go4PmNHI2dgJBLgxlof76g"

1333}



The private key (in this case a key share) is encrypted under the
service key.

To make use of the access entry, a request is made that specifies
the key share to be operated on and the public key parameters to
perform the agreement with.

The request payload:

"OperateRequest": {
"AccountAddress":"groupw@example.com",
"Operations":[{

"CryptographicOperationKeyAgreement":{
"KeyId":"MD6W-KDFX-PSF7-5NBQ-WFJE-34PL-7JWQ",
"PublicKey":{

"PublicKeyECDH": {
"crv'":'"X448",
"Public":"mNrpSHZmFqcMBHYAWEYpOtUshHkBafWjCe3mDMcoV
PIugBhrbj5ZIpQdgfcSiBWgh5cwGXmIEPCA"}1}}}

13}

The service checks to see if the request is authorized and if so,
performs the operation and returns the result:

"OperateResponse": {
"Status":201,
"StatusDescription":"Operation completed successfully",
"Results":[{
"CryptographicResultKeyAgreement":{
"KeyAgreement": {
"KeyAgreementECDH": {
"Curve'":"X448",
"Result":"JImMEGQN2398IzXNI4j1CG4ZWtLVk1u8P8SnBwl_cEQ
0s5INanZUEewbDXEQp50cl_QPOENBoSdUMA"}1} 1}

13}

Future: Currently, the access catalog is encrypted under the service
encryption key. It would be better to encrypt the catalog under an
encryption key specified by the service during the process of
account binding. This would allow a service to assign a unique
encryption key to each account and limit access to that key to the
hosts servicing that specific account.



6.6.1. Generate Key Shares

Generation of threshold key shares is planned but not currently
supported.

6.6.2. Threshold Sign
Threshold signature is planned but not currently supported.
6.7. Messaging

Mesh Messaging is an asynchronous messaging service that allows
exchange of information between devices connected to a Mesh account
and between Mesh users.

To enable effective abuse mitigation, Mesh Messaging enforces a
four-corner communication model in which all outbound and inbound
messages pass through a Mesh Service which accredits and authorizes
the messages on the user's behalf.

Alice's W Bob's
VBP ) VBP
Alice Bob

Figure 2: The Mesh Four Corner Messaging Model

The Post transaction is only used to exchange messages between
services. The client sends and receives messages through
interactions with the outbound and inbound spools of the account.

6.7.1. Sender.
To send a message, the client creates the Mesh Message structure,
encapsulates it in a DARE Message and appends the message to the

Outbound spool of the account using the Transact operation..

The DARE Message MUST be signed under the account signature key.



The Mesh Service receiving the message from the user's device MAY
attempt immediate retransmission or queue it to be sent at a future
time. Mesh Services SHOULD forward messages without undue delay.

.7.2. Outbound Service

The Post transaction forwarding the message to the destination
service carries the same payload as the original request but is
authenticated by the service forwarding it. This authentication MAY
be my means of either profile or ticket authentication.

>>>> Unfinished ProtocolPostServiceService
[Not Yet Implemented]

After the message has been sent, the service updates the message
status on the outbound spool.

Services SHOULD implement Denial of Service mitigation strategies
including limiting the maximum time taken to complete a transaction
and refusing connections from clients that engage in patterns of
behavior consistent with abuse.

The limitation in message size allows Mesh Services to aggressively
time out connections that take too long to complete a transaction. A
Mesh Service that hosted on a 10Mb/s link should be able to transfer
20 messages a second. If the service is taking more than 5 seconds
to complete a transaction, either the source or the destination
service is overloaded or the message itself is an attack.

Imposing hard constraints on Mesh Service performance requires
deployments to scale and apply resources appropriately. If a service
is attempting to transfer 100 messages simultaneously and 40% are
taking 4 seconds or more, this indicates that the number of
simultaneous transfers being attempted should be reduced.
Contrawise, if 90% are completed in less than a second, the number
of threads allocated to sending outbound messages might be
increased.

.7.3. Inbound Service

The inbound service MUST subject inbound messages to Access Control
according to the credentials presented in the DARE Message payload.

After verifying the signature and checking that the key is properly
accredited in accordance with site policy, the service applies

authorization controls taking account of:

*The accreditation of the sender



6.

7.

7.
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8.

*The accreditation of the transmitting Service
*The type of Mesh Message being sent
*User policy as specified in their Contact Catalog
*Site policy.
7.4. Recipient
Messages are received by synchronizing the outbound spool.
Access Control
[This section to be expanded in future drafts]

Access control is effected through the usual division of
authentication and authorization.

Authentication of operation requests is performed by the RUD layer
[draft-hallambaker-mesh-rud]

1. Direct authorization

Any request authenticated under the profile authentication key 1is
authorized to perform any account operation without restriction.

.2. Access Catalog authentication

If the authentication key presented has a matching Access Catalog
entry, the device is authorized to perform operations as specified
in that entry.

Message Interactions

Message interactions are asynchronous interactions that occur
between devices connected to the same account or between accounts.

All messages are signed by the sender and encrypted under the
encryption key of the recipient if this is known to the sender.

1. Message PIN Interaction

The Message PIN Interaction is used to register and validate PIN
codes used to authenticate certain transactions. This interaction
allows a PIN code issued by one device to be consumed by another
allowing for greater convenience in managing devices or contact
exchange.



8.
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1

For example, Alice might delegate the PIN code issue privilege to
her mobile device without delegating the administration privilege to
that device. This would allow Alice to use her mobile device to
initiate the connection of a large number of devices to her Mesh as
her house is being built and approve them later using her
administrative device.

Use of the Message PIN interaction is optional. An application that
issues a PIN code to authenticate a message MAY store the PIN value
within the application without persisting it to external storage.

Derivation of the SaltedPin, MessageId and Witness values from their
respective inputs is described in the Schema Reference [draft-
hallambaker-mesh-schema].

.1. Registration
To register a PIN code to an Account, a device:
*Generates the PIN code value
*Calculates the SaltedPin value for the specified Action

*Calculates the PinId binding the specified SaltedPin to the
Account.

*Creates and signs MessagePin containing the SaltedPin , Action
and Account values with the MessageId value PinId.

*Appends the MessagePin value to the Administration Spool of the
Account.

Note that this construction provides limited protection against
forgery attacks by a party with access to the MessagePin. A party
with such access can use it to construct the witness value required
to authenticate a request.

PIN Code values consist of an opaque sequence of octets represented
as a UDF nonce value. Codes are presented in canonical UDF form,
i.e. Base32 encoding separated into groups of 4 characters. The PIN
value is converted to binary form for calculation of the SaltedPin,
thus ensuring that the canonical form of the PIN value is used.

1.2. Authentication

The PIN Code value is passed out of band to a user who will enter it
into a device to authenticate a request made to the issuer.

A request that MAY be validated by means of a PIN is a subclass of
MessagePinValidated and contains the following fields:



AuthenticatedData
A DARE Envelope containing the data that is
authenticated.
ClientNonce A nonce value used to prevent certain replay attacks.

PinId Digest value binding the SaltedPin to the Account.

Pinwitness Witness value calculated as KDF (Device.UDF +
AccountAddress, ClientNonce)

The device uses the PIN code and Action identifier corresponding to
the desired request to calculate the SaltedPin value in the same
manner as during registration. This value is then used to calculate
the PinId and PinwWitness values.
8.1.3. Validation
The PIN code is validated by performing the steps of:
*Calculating the SaltedPin value from the PIN code and Action

*Calculating PinId from SaltedPin and Account

*Retrieving a MessagePin from the Administration spool with the
MessageId PinId.

*Calculating the PinwWitness value from SaltedPin, ClientNonce and
AuthenticatedData and checking this matches the value specified
in the message.

*Performing the requested action.

*Posting a Complete message to the Administration Spool of the
Account marking the PIN code as used.

This process can fail at multiple points resulting in different
error results:

PinInvalid No PIN code is specified, the Pin code indicates an
unsupported algorithm or the calculated PinWitness does not match
the one specified by the request.

PinUsed The PIN code has been used previously.

PinExpired The PIN code is no longer valid.

Note that in the case that an attempt is made to reuse a PIN, it is

not automatically the case that the first use of the PIN was the one
that was valid and only the second attempt was invalid.



Implementations SHOULD alert the user to the attempted re-use so
that this possibility can be considered and appropriate action
taken.

8.1.4. Example

Alice connects a device using a QR code presented by her
administrative device.

The administration device creates a PIN code and records it to the
Local spool. The message specifies the salted pin value used to
verify attempts to use the PIN, the action for which it is
authorized. Since this PIN has been issued to authorize a device
connection, the roles for which the device are authorized as well.
This allows the connection request to be accepted without asking for
further input from the user.

"MessagePin":{
"MessageId":"AAPO-PUCK-AIYZ-FSOX-0BI5-YZZB-RVT2",
"Account":"alice@example.com",
"Expires":"2021-10-26T15:49:022",
"Automatic":true,
"SaltedPin":"ADL6-MGFR-DK2V-XMCH-Y4VK-FG4R-AIDL",
"Action":"Device",

"Roles":["threshold"

13}

8.2. Completion Interaction

Completion messages are dummy messages that are added to a Mesh
Spool to mark a change the status of messages previously posted. Any
message that is in the inbound spool and has not been erased or
redacted MAY be marked as read, unread or deleted. Any message in
the outbound spool MAY be marked as sent, received or deleted.

Services MAY erase or redact messages in accordance with local site
policy. Since messages are not removed from the spool on being
marked deleted, they may be undeleted by marking them as read or
unread. Marking a message deleted MAY make it more likely that the
message will be removed if the sequence is subsequently purged.

After using the PIN code to authenticate connection of a device in
the previous example, the corresponding MessagePin is marked as
having been used by appending a completion message to the Local
spool.



"MessageComplete": {
"MessageId":'"NCGB-6PXA-YG6T-GSC3-37HF-5QG2-SC43",
"References":[{

"MessageId":"AAPO-PUCK-AIYZ-FSOX-0BI5-YZZB-RVT2",
"ResponseId":"MDT3-TM62-G3X0-ESY0-WQZX-IR2B-YNHW",
"Relationship":"Closed"}

13}

The completion message is added to the spool in the same upload
transaction that adds the device to the device catalog. This ensures
that both operations occur or neither occurs.

8.3. Contact Exchange Interaction

The contact exchange interaction is used to support unilateral or
mutual exchange of contact information. Contact exchange has three
functions in the Mesh:

*To exchange public key information to allow encryption of
messages sent to and verification of signatures on messages sent
from the contact subject.

*To exchange contact information allowing use of other
communication protocols (e.g. telephone, SMS, xmpp, SMTP,
OpenPGP, S/MIME, etc).

*To request that the recipient grant privileges to accept certain
types of messages from the contact subject.

Registration of the subject's contact information in a registry
service eliminates the need for the first of these functions but not
the other two. To prevent abuse, every Mesh Message is subject to
access control and a Mesh service will only accept a message from a
sender if there is an entry in the Threshold Catalog of the account
that expressly permits delivery of messages of the specified type
that are authenticated by an authorized signature key.

The communication of unsolicited information afforded by the contact
exchange interaction is deliberately limited so that a majority of
users can accept contact exchange requests without prior
authorization. It is however likely that some users will receive a
considerable volume of requests forcing them to require contact
requests be authorized through some form of third party
accreditation.



8.

3.

1. Remote

The Remote Contact Exchange transaction consists of a sequence of
MessageContact messages sent from the initiator to the responder,
responder to the initiator, etc. While there is in principle no
limit on the number of messages exchanged, most exchanges will be
completed in three exchanges or less:

Initiator to Responder Contains Initiator contact data without
authentication context from the exchange.

Responder to Initiator (optional) Contains Responder contact data
authenticated under a PIN challenge presented in the previous
message.

Initiator to Responder (optional) Contains Initiator contact data
authenticated under a PIN challenge presented in the previous
message.

Each message provides the recipient with additional information
which MAY motivate the recipient to provide additional contact
information to the sender.



"MessageContact": {

"MessageId":"NAP7-MRKY-LGHV-W6C2-IDAX-ELNG-V5NT",

"Sender" :"bob@example.com",

"Recipient":"alice@example.com",

"AuthenticatedData":[{

"dig":"s512",
"ContentMetaData":"ewogICINZXNzYWd1VH1wZSI6ICJIDb250YWNOUG
Vyc29uIiwKICAiY3R5IjogImFwcGXpY2F0awouL21tbS9vYmplY3QiLAogICJIDcmV
hdGVKkIjogIjIwMjEtMTAtMjVUMTU6NDG6NTIAING"},
"ewogICJIDb250YWNOUGVYyc29uIjogewogICAgIkFuY2hvcnMiOiBbewogIC
 JwYj I0dmIXMXRMMj 1pYW1lwamRDSXNDaUFnSWt0CiAgeVpX
RjBaV1FpT21BaU1qQX1NUzB4TUMweU5WUXhOVG8WTORVMU1sb21mUSJI9LA0OQgICAQI
CAgICAgImMV3b2dJQOpPRY205bWFXeGXWWE5sY21INk1IcOtIJQOFNSUNKUWNtOW1hV3
gKICBsVTJIsbmJtRjBKWEpsSWpvZ2V3b2dJQOFnSUNBaVZXUm1Jam9nSWsxQ1dGY3R
UbEJYVMkXxVO4wcFJIMVKZTTgogIDBZdFJSQTFTeTFRT1Z0QkxVCENORWApTEFVZO1D
QwWdJQOFpVUhWawWJHbGpVROZ5WVcxbGRHVN1jeUk2SUhzCiAgS01DQWdJQOFNSUNBa
VVIVM1iR2xqUz JIWNVJIVTkVTQOk2SUhzS@1DQWdJIQOFNSUNBZO1DSmpjbllpT21BaVv
IKICBXUTBORGApTEFVZO1DQWdJIQOFNSUNBZO1sQjFZbXhwwWX1JINk1DSmZXR2RaY21
WdGJFUNBiVU5JTjB3d1kxcAogIE9jREKZUW1ON1FsSXdZallYTVVaa01GS1NjbG8y
YUZaNmFtSjFRbnBWYOhWaUNpQWdUV1ZFUzJIWa2FraFhZCiAgblY1TVVWMmMMzcG5ib
U5CWmsxQk1luMT1mU3dLSUNBZO1DSkJZMk52ZFc1MFFXUmt jbVZ6Y31INk1DSm1iMk
OKICBBWlhoaGJYQnNaUzVqYjIwaUxBbh2dJQOFNSWxObGNuwWnBzZM1zwwkdZau9pQwl
UVVF6TMkXUk5GTKRMVKOWVWOgIFZVAFMXQINVQzAzVnpSUUXWTKkOVamNOVVUXRU1p
SXNDaUFnSUNBaVJYTmpjbTkzUlclamNubHdkR2x2Ym1JCiAgNk1IcOt JQOFNSUNBZ JQOFNSUNBZO
kKICBsQjFZbXhwWTFCaGNtRnRaWFJsY25Nau9pQjdDaUFnSUNBZO1DQWdJIbEIxWW1
4cFkwdGx1VVZEUkVnaU9pQgogIDdDaUFNSUNBZO1DQWdJQOFpWTNKMk1lgb2dJIbGew
TkRnaUxBb2dJQOFNSUNBZO1DQWdJbEIXWW14cF15STZJCiAgQOpi1WjNaM1pXcFhVvM
Ws1VOhwNVVFTKdibkpIVFVwWS1dFNX1VelFOUz JWMFZIbHhTemhOVW5nek1FVmpiMl
IKICB1VFU5a1QyVmiDaUFnVm1wWMVpscFZNMGhNV2tkT1Nr TnIJhbEZpUkZrMWRGVKJ
JbjE5Z1IN3S01DQWdJIQOpCWgogIECcXxcGItbHpkSEpoZEc5eVUybG5ibUYwZFhKbELq



b2d1d29nSUNBZO1DQW1WV1JtSWpvZOlrMUJUelFOV1US5CiAgRk5DMUSTalpGTFZsV
FVFTXRVMVpFVVMXT1JqUTNMVXBHUZzBzaUxBb2d JQOFNSUNBaVVIVmliR2xqVvUdGeV JQOFNSUNBZ
01sQjFZbXhwWTFCaGNtRnRaWFJsY25Nau9pQjdDaUFnSUNBZO1DQWdJIbEIXxWW14cF
kKICAwdGx1VVZEUkVnau9pQjdDaUFnSUNBZO1DQWdJQOFpWTNKMk1lgb2dJalzrTkR
RNE1pdOtJQOFNSUNBZO1DQQogIGdIQOpPRZFAKC2FXTW1PaUFpYjFCQLNXOVZNWFZU
TFhvMEQGRmMFPVJjkwV2xCMk4yeH1SR3RVUTBOd1INYQKkOkCiAgV1JLYjFOS2JIXbDRKV
1JTZURCeVEWNVAXQWINSUCc1WVMzUmZUR2xHVG5WbVUySnBjMDF3WWXRNFowTTRRU®
OKICA5Z1gxOWZRIiwKICAgICAgICAgIHSKICAgICAgICAgICAgINNpZ25hdHVYZXM
10iBbewogICAgICAgICAQICAgICAQIMFSZYyI6ICITNTEYIiwKICAgQICAgICAQICAg
ICAQICJIrawQiOiAiTUJYVY10UFdWLVY3S1EtUVI3Ri1GUDVLLVALUGEtSKIOSCISC
iAgICAQICAgICAQICAQICAic21nbmFOAXJ1IjogIjNISn1Vall2MwQyVX1IMGL1IUE
9r TEAXWHZB6UFZBR1Fwak5FZEkyc2k3T19nTXZCeTgKICBLVFJIWLV80ZnptZ2tvWkw
ONN10dGhCRHKYUOF2ZFVLAFVWUTCcOCONsQlY1laDFLSFpkcm41wl84ekk3d01lGbAog
ITHM3MTZVUNnF0a0tvd1lvVeowhkQnNeemw2WURTZ11WWjhSUExXkMD1QQjhBIn1dLAogI
CAgICAgICAQICAiUGF5bGOhZERPZ2VZzdCI6ICIDUDMXd1hrdUtFQSOtNUdawwI1TV
VMZHV4dFdmZmYyZES3RUFCLVRZXORCSZEKICBOZNB2Z2FiMm5zRjh4Y3JYRGZDRUp
KQl1lFamd4TzFXbHIGMW16amV2QSJ9XSWKICAgICAgICALIUHIvAGOjb2xzIjogwW3sK
ICAQICAQICAQICAQI1BYb3RVY29sIjogIml1thSJoXX1dfXe",
{
"signatures":[{
"alg":"S512",
"kid":"MBUZ-4LSX-AGRF-4UFV-AQU2-TQAG-VXLE",
"signature":"DbnBy9S0ZHXD9EUbFvBpQW7KEKNNmM-EUKMdVNE_b
J6QU-8gVevRj1BQbnnNnTt8EtA6WiT1-vMQ2ATfDUFXt8r9FtataQKwOSBqg_zWqXBY
KQiQtPOROgYAr7b8VavWhXpJbScrFg_RDrdVo8PIPdsmDkA"}
1
"PayloadDigest":"ZFUZcOMO__xinLcbyzTF33GyMZ3pgFelwWQhimoDJ
YCGrwEvyBnsMTV4LDG30YbwYJQQzyEF2LRC3pD76R4AcrQ"}
1
"Reply":true,
"Subject":"alice@example.com",
"PIN":"AAIE-IVI5-54X0-5PHG-VE62-FFS7-62GQ"}}



The Mesh Contact Exchange transaction does not provide for
validation of the contact information beyond the binding to the Mesh
Account Address used to perform the exchange.

8.3.2. PIN

Contact exchange requests MAY be authenticated by a PIN code.
Initial contact exchange requests SHOULD include a PIN code value
that can be used to authenticate a response (if given). PIN codes
MAY also be exchanged out of band.

A MessageContact authenticated by means of a PIN code is
authenticated as described in the PIN Interaction section above.

8.3.3. EARL

A MessageContact message MAY be published as an EARL. This allows
contact data to be presented to the recipient on a printed document
such as a business card in machine readable format such as a QR
code.

8.4. Group Invitation

The GroupInvitation interaction is used to invite a recipient to
join a Mesh Group. The interaction is essentially a form of contact
exchange except that a sender SHOULD NOT send group invitations
unless there is an existing relationship. Thus the 'first trust'
issues intrinsic to the contact exchange interaction do not apply.

The message specifies the group name and the contact entry for the
group. The contact entry includes the CapabilityDecryptServiced used
to decrypt messages sent to the group when combined with information
provided by the threshold service for the group.

Receipt of a GroupInvitation message does not require a response.

>>>> Unfinished ProtocolGroupInvite

Missing example 3

8.5. Confirmation Interaction

The confirmation interaction consists of a RequestConfirmation
message from the initiator followed by a ResponseConfirmation from
the responder.

The RequestConfirmation message specifies the action that is
requested.



The ResponseConfirmation message contains the enveloped
RequestConfirmation message signed by the initiator and the
disposition of the responder, Accept = true if the request is
accepted and Accept = false otherwise.

The service sends out the following request:

"RequestConfirmation":{
"MessageId":"NDAD-KLJY-C5J0-JGXL-VUWG-Y6PP-PSFJ",
"Sender":"console@example.com",
"Recipient":"alice@example.com",

"Text":"start"}}

Alice accepts the request and returns the following response:

"ResponseConfirmation": {
"MessageId":"MCT4-SVZ2-BL5Y-DR5B-TF4S-WIGH-CJTM",
"Sender":"alice@example.com",

"Recipient":"console@example.com",

"Request":[{
"EnvelopeId":"MDVA-HSIH-UJBT-PEVO-GZNQ-JF30-YHTM",
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICJOREFELUtMS1ktQz

VKTY1KR1hMLVZVVOCtWTZQUC1QUOZKIiwKICALITWVZzCc2FNnZVR5cGUi0iAiUMVXdWV

zdENvbmZpcm1hdGlvbiIsCiAgImNOeSI6ICIhcHBsaWNhdGlvbi9tbwWOvb2JqZWNO

TiwKICAiQ3J1YXR1ZCIGICIYMDIXLTEWLTI1VDE10jQ40ju3wiJo",

"SequenceInfo":{
"Index":4,
"TreePosition":6201},
"Received":"2021-10-25T15:48:57Z2"},
"ewogICJISZXF1ZXNOQ29uzZmlybwWFeawouIljogewogICAgIk1lc3Nhz2vJizC

I6ICJOREFELUtMS1ktQzVKTY1KR1hMLVZVVOCtWTZQUC1QUOZKIiwKICAgICITZWS

kZXI10iAiY29uc29sZUBleGFtcGx1LmNvbSISCiAgICAiUmMVjaXBpZW50IjogImFs

aWN1QGV4YWiwbGUUY29tIiwKICAgQICJUZXhOIjogInNNOYXJOIN19",

{3

1
"Accept":true}}

9. Device Connection Interactions

Connection of a device to a Mesh Account combines synchronous and
asynchronous elements and therefore uses a combination of Mesh
Service Protocol and Mesh Messaging interactions.



Four connection interactions are currently defined support
connection of devices with different affordances:

Witness Authenticated For connecting devices that provide data
entry and display affordances and are connected to a network. The
account the device is to be connected to is entered into the
device which displays a witness code. This code is then compared
with a code displayed on the administration device to
authenticate the request, after which both devices can complete
the interaction.

PIN Authenticated A variation of the Witness Authenticated
interaction in which the connection process is initiated by
creating a PIN value which is communicated to the device by some
out of band means and used to authenticate the connection
request.

Dynamic QR Code (PIN) Authenticated For connecting devices that
provide a camera affordance. The user sets the administration
device into 'add device' mode, causing a QR code to be displayed.
The QR code is scanned by the device being connected after which
both devices can complete the interaction. Implementation of this
mechanism is identical to the PIN authenticated scheme except
that the PIN code is presented to the connecting device by means
of a QR code.

Preconfigured (Static QR Code Authenticated) For connecting devices
that have been preconfigured with a device profile identified by
means of a QR Code containing an EARL. The QR code is scanned by
the administration device after which both devices can complete
the interaction.

Each of these interactions provide strong mutual authentication with
minimal user effort.

The witness authenticated connection interaction is intended for use
in cases in which the device is already connected to a network. The
QR code interactions are intended to provide support for acquisition
of networking capabilities as part of the connection process. These
functions are not currently specified. The Static QR Code
Authenticated interaction is intended to support Internet of Things
(IoT) devices which provide minimal interaction affordances.

In each case, the objectives of the device connection interaction
are the same:

*Mutually authenticate the onboarding device and the Mesh such
that the connection interaction only completes if both sides
acquire the authentic profile of the other.



*To provision the onboarding device with the Mesh ProfileAccount,
and an ActivationDevice and ConnectionDevice record allowing the
device to interact as a member of the Mesh with the set of rights
specified by the user.

*To create a CataloguedDevice record and append it to the Device
catalog of the account to allow the device to be managed within
that account.

*(optional) to acquire networking capabilities to allow the above
to be completed.

The connection of the device to the Mesh Account is achieved through
the creation of the ActivationDevice, ConnectionDevice and
CataloguedDevice records described in [draft-hallambaker-mesh-
schema]. These are created by the administration device in the third
phase of each of the connection interactions described below and
acquired by the onboarding device in the fourth phase.

.1. Witness/PIN Authenticated

The witness authenticated, PIN authenticated, and Dynamic QR code
interactions all follow a common interaction pattern.

The Dynamic QR Code (PIN) Authenticated interaction comprises four
phases as follows:

Phase 1: Issue of PIN credential (PIN and Dynamic QR code only) A
PIN code is created and registered with the PIN Registration
interaction described earlier and transmitted to the user by an
out of band communication. In the case of the Dynamic QR code
interaction, this is a QR code that is scanned by the connecting
device.

Phase 2: Onboarding Device Request to Service The onboarding device
creates a RequestConnect message. In the PIN authenticated and
Dynamic QR Code interactions, the RequestConnect is authenticated
by the Device Authentication key and the PIN issued earlier. In
the Witness Authenticated interaction, it is authenticated by the
Device Authentication key alone.

The onboarding device presents the RequestConnect message to the
service by means of a Connect operation to the service servicing
the account. This results in the exchange of the account and
device profiles and the computation of a witness value from the
two profile fingerprints and two nonce values specified by the
onboarding device and the service. An AcknowledgeConnection
message is posted to the Inbound spool of the account and
returned to the connecting device.



Phase 3: Administration Device Acceptance
The account holder
authenticates RequestConnect message and uses an administrative
device to accept or reject the connection request.

If the RequestConnect message has been authenticated by a PIN
code, the connection request can be accepted automatically
without additional user interaction.

Phase 4: Onboarding Device Completion The onboarding device
periodically polls the service for acceptance of the request by
the administration device using the Complete transaction.

The use of the PIN code to authenticate the request message is shown
in $$3$8$.

The PIN code MAY be presented to the onboarding device in any format
accepted by the device. Administration MAY support presentation of
the account address PIN code as a URI code. Administration devices
SHOULD support presentation of the account address PIN code as a QR
code containing the corresponding URI.

9.1.1. Phase 1:

Alice> account pin /threshold
PIN=ABQR-GO5I-FPIE-TK50-M4VU-DALE-WM
(Expires=2021-10-26T15:49:02Z)

The registration of this PIN value was shown earlier in section $3$3%
The URI containing the account address and PIN is:

mcu://alice@example.com/ABQR-GO5I-FPIE-TK50-M4VU-DALE-WM

9.1.2. Phase 2:

The onboarding device scans the QR code to obtain the account
address and PIN code. The PIN code is used to authenticate a
connection request:

Alice3> device request alice@example.com /pin A
ABQR-GO5I-FPIE-TK50-M4VU-DALE-WM
Device UDF = MCVN-XLLT-LLNW-U4HR-BOMG-RA6Z-UWRR
wWitness value = 2WZP-KNZF-JMKO-RQSU-WYTH-UU35-NWXV



The device generates a RequestConnect message as follows:



"RequestConnection":{
"MessageId":'"NA46-HSVG-N5NU-EXKZ-4X7G-GSF7-DUWS",
"AuthenticatedData": [{

"EnvelopeId":"MCVN-XLLT-LLNW-U4HR-BOMG-RA6Z-UWRR",
"dig":"s512",
"ContentMetaData":"ewogICJVbmlxdwWVJZCI6ICINQ1ZOLVhMTFQtTE

XOVY1VNEhSLUJPTUCtUKE2Wi1VV1JSIiwKICAiTWVZzCc2FnZVR5CcGUi0iA1UHIVZm1

SZUR1dm1jZSIsCiAgImNOeSI6ICIhcHBsaWNhdGlvbi9tbwOvb2JqZWNOIiwKICAL

Q3J1YXR1ZCI6ICIYMDIXLTEWLTI1VDE10jQ50jAyWiJ9"},

"ewogICJQcm9mawWx1RGV2aWN1IjogewogICAgI1Byb2ZpbGVTawduYXR1cm

Ui0iB7CiAgICAgICJIVZGYi0iAiTUNWTIi1YTEXULUXMT1ctVTRIUi1CTO1HLVJIBNlO

tVVdSUiISCiAgICAgICJIQdWJIsaWNQYXJIhbWVOZXJzIjogewogICAgICAgICIQdWIs

aWNLZX1FQORIIjogewogICAgICAQICAgIMNYdiI6ICJIFZDQOOCISCiAgICAgICAQI

CA1UHVibGljIjogImQzM1g1b3NHMUtPRTVVbWZWTUZQRESOMF84eGJ5RTNrZ1V3T3

dUY1BXMXZJeW8zQONOdkoKICA5aXBseTFBM1g4T]jVMe jhXSXRTWm13SOELifX19LA0

gICAgIkVuY3J5CcHRph24i0iB7CiAgICAgICJIVZGYi01iAiTURNVY1XQO1SLUZKTUSt

N1pINil1DTjNKLUtVWkwtUkxBWCISCiAgICAgICJIQdWIsaWNQYXJhbwWVOzZXJzIjoge

wogICAgICAQICJIQdWIsaWNLZX1FQORIIjogewogICAgICAgICAgGIMNYdiI6ICJYND

Q4IiwKICAgICAQICAQICJIQdWIsaWMiOiAibnRfcHUOWVJIieXIwWUXNY1JIXdm1INLXJ

UW1lhXZ1B1UVhWalh0Twdud2hweUVXdjBHUmpsaAogID1VcnBPc21jVTI3LWxtenhd

T3dTWGpBQSJI9FXOSCiAgICAiU21nbmFOAXJ1IjogewogICAgICALIVWRMIjogIk1CM

1UtNkdNNy1QSEkzLTNVVU4tTE1laNi1VVUdAKLUIXNVEiLA0gICAgICAiUHVibG1jUG

FyYW11dGVycyI6IHSKICAgGICAGICAiUHVibG1jS2V5RUNESCI6IHSKICAGICAgICA

gICJjcnYi0iAiRWQONDgiLAOgICAQICAQICAQI1B1YmXpYYI6ICJIVbmk2NUVYYORY

YmVXaW1RbFk50XhhSG5SWmpiSFpBS21UNMR1ZDROMWpP2TGpFVMhMb31YCiAgVl1Fra

WR0Z11sV21fRHM20DdPdUpoX1VBIN19fSwKICAgICJIBAXRoZW50aWNhdGlvbiI6IH

SKICAQICAQI1VkZiI6ICINQKIDLUIYSOQtQkJIJSWCIHNFBELTRIMK8tUE1ETi1XT1d

BIiwKICAQICAQI1B1YmxpY1BhcmFtZXR1cnMi0iB7CiAgICAgICAgI1B1YmxpYOtl

eUVDREQi0iB7CiAgICAgICAgICAiY3J21jogI1lgONDgiLA0gICAgICAgICAgI1B1Y

mxpYyI6ICJI5¢cGITVIZNSHEWD250T2tUT1F4MUNKZ3dIRVRQTELSTVQ1aWlSSOpfMG
0zVzBKZnktVk5uCiAgOTImTzZrSF10M2dThOhXSmMO4TXZWNHABIN19fX19",
{
"signatures":[{
"alg":"S512",
"kid" :"MCVN-XLLT-LLNW-U4HR-BOMG-RA6GZ-UWRR",
"signature":"FPjcCzr7s@FbUHrZ00OhUGUesUNBJONX9Fe-C__87
eykHW5UOy1LhnfxfkULQVRIY3gdFgfLSI5SmALYQ3VvIORLIthdPhMpxDfuyIib3Vt-c
ho2QGasSq7im0-Z1KZLP_jw048AngcNZnJwcdKMFhkzZDjkA"}
1
"PayloadDigest":"HgKI5Vccz1lRi®_H9mEeby_Y1k8zCTleLmhzewVof
kwWwccfgpClI1hRH3fn_JUAJZgau7602AaUTPu3-Deu9TXaw"}
]I
"ClientNonce":"-pyukA8KJqdvV_hePIKFZQ",
"PinId":"AAPO-PUCK-AIYZ-FSOX-0BI5-YZZB-RVT2",
"Pinwitness":"wV@4crBaf7h-5fclVAGMIsy5ZUZnKcqbPXDUbuzZfXYozuI9

ZB-emewng2awvpw6i7oFvgY-owe3jQruyqJdSTwbDg",

"AccountAddress":"alice@example.com"}}



The service receives the conenct request and authenticates the
message under the device key. The service cannot authenticate the
message under the PIN code because that is not know to the service
as the service cannot decrypt the local spool.

Having authenticated the connect request, the service generates a
random nonce value. The random nonce together with the device and

account profiles are used to calculate the witness value.

The AcknowledgeConnection message is created by the service:



"AcknowledgeConnection":{
"MessageId":'"2WZP-KNZF-JMKO-RQSU-WYTH-UU35-NwWXV",
"EnvelopedRequestConnection":[{

"EnvelopeId":"MDKW-3KOD-ZTW6-MRIB-AARK-UACM-PDOZ",
"ContentMetaData":"ewogICJIVbmlxdwWVJZCI6ICJIOQTQ2LUhTVkctT]

VOVS1FWEtaLTRYNOCtRINGNY1EVVATIiWKICALITWVZCc2FNnZVR5cGUi0iAiUMVXdWV

zdENvbm51Y3Rpb24iLA0gICJIjdHki0iAiYXBwbG1ljYXRpb24vbwltL29iamVjdCIs

CiAgIKNyZWFOZWQi0iAiMjAyMSOXMCOYNVQXNTo00TowMloifQ"},

"ewogICJISZXF1ZXNOQ29ubmVjdGlvbiI6IHSKICAGICINZXNzYWd1SWQiOi

AiTKEONi1IU1ZHLU41T1UtRVhLWiOOWDAHLUdTRjCctRFVXUYyIsCiAgICAiQXVOaGV

udGljYXR1ZERhdGE10iBbewogICAgQICAgICJIFbnZ1bG9wZUlkIjogIk1DVK4tWEXM

VC1IMTES5XLVUOSFItQkONRYy1SQTZaLVVXUlIiLAOgICAgICAgICJIkaWci0iAiUzUXM

1ISCiAgICAQICAgIkNVbNR1IbNRNZXRhRGFOYSIBICJI1d29nSUNKVmMJItbHhkV1ZKwk

NJINK1DSk5RMVpPTFZoTVRGUXRURXhPVNkxCiAgVk5FaFNMVUpPQVFVjdFVrRTJIXaTF

WVJjFKUO1lpdOt JQOFpVFdwWemMyRm5aVv1I1YedvVau9pQwlVSEp2Wmlsc1loKICBVUmxk

bWxgqW1INJcONpQWdJIbU4wZVNINK1DSmhjSEJZzYVdOaGRHbHZiaT10Y1lcwdmIySnFaV

04wSW13S01DQQogIG1RMOpSWVhSbFpDSTZJQO15TURIEEXURXAMVEKXVKRFMU9QUT

VPakF5V21K0SJ9LA0gICAgICAiZXdvZO1DS1FjbT1tYVd4bFJIHV]JhVO5sSWpvZz2V

3b2dJQOFNSWxCeWIyWgogIHBiR1ZUYVdkdV1YUjFjbVvVpT21CNONpQWdJIQOFNSUNK

V1pHWW1PaUFpVFVOV1RpMV1URXhVTFV4TVRSY3RWCiAgVFJIIVWKkxQ1QwMUhMVKpCT

mxvdFZWZFNVaUlzQ21BZ01DQWdJQOPRZFAKC2FXT1FZWEpoY1ldWMFpYSnpJam8KIC

BnzXdvzZe1DQWdJIQOFNSUNKUWRXSNNhVO5MW1hsR1EwWUk1Jam9nzXdvZ01DQWdJIQOF

NSUNBZO1tTnlkaUk2SQogIENKR1pEUTBPQ01zQ21BZ01DQWdJIQOFNSUNBaVvVIVmli

R2xqSWpvZO1ltUXpNbGcxYjNOSE1VAFBSVFZ2Y1daCiAgV1RVWNFSRXMWTUY4NGVHS

JVSVESYyWmxWM1QzZFVZbEJYTVhaSmVXOHpRMESPZGtvSO1DQTVhWEJZZVRGQKOKIC

BsZzRUalZNZWpoWFNYU1RXbWwzUzBFaWZYMT1IMQWONSUNBZO1rVnVZMO01YOhSCcGI

yNG1PaUI3Q21BZ01DQQogIGdJIQOpwwkdZaU9pQWlUVVJIOVnkxWFEwbFNMVVpLVFU4

dE4xXCE10aTFEVGPOSOXVAFZXa3doVWt4Q1ldDSXNDCiAgaUFNSUNBZO1DS1FkVepzY

VdOouVv1lYSmhiviYwwWlhKek1lqb2d1d29nSUNBZO1DQWdJIQOpPRZFAKC2FXTkxaWGwKIC

BGUTBSSUlgb2d1d29nSUNBZO1DQWdJIQOFNSW10eWRpSTZIQOpZTKRRNE1pdOtJIQOF

NSUNBZO1DQWdJQOpPRZA0OgIFAKC2FXTW1PaUFpYm5SZmMNIVTBXVKkppZVhJid1dVeE5Z

MUpYZG1sTkxYS1VXbGhYWmxCMVVWaFdhMWgwVFdkCiAgdwQyaHd1lVVZYZGpCSFVtc

HNhQWONSURsSVMNUQ1BjMjFqV1RIMOXXeHR1bmhKVDNKkVFAHCEJRUOO5Z1gwCcOMKIC

BpQWdJQOFpVTJIsbmItRjBKkWEpsSWpvZ2V3b2dJQOFNSUNBaVZXUm1Jam9nSWsxQ01

sVXR0a2ROTnkxUVNFawogIHpMVE5SWV1UOAFRFbGFOaTFWV1VkSOXVbFhOVKVPTEFV

Z01DQWdJQOFpVUhwWaWJHbGpVROZ5WVCcXxbGRHVN1jCiAgeUk2SUhzSO1DQWdJIQOFNS

UNBaVVIVm1liR2xqUz JWNVJIVTkVTQOk2SUhzS01DQWdJIQOFNSUNBZO1DSmMpjblkKIC

BpT21BaVJIXUTBORGApTEFVZO1DQWdJIQOFNSUNBZO1sQjFZbXhwwWX1JINk1DS1ZibWs

yT1VWWVkwU11ZbVZYYQogIFcxUmJGazVPWGhoUOc1U1ldtcG1lTRNBCUzJsVUStUmxa

RFIWTVdwM1RHCEZWbWhNY jNSWUNpQWdWbEZYyYVdSCiAgbloxbHNWMjFmUKhNMKOEZ

FBKVXBVWDFWQK1uMT1mU3dLSUNBZO1DSKJIKWFJIVW1CIMGFXTmhkR2x2Ym1JINKKKIC

BICOtJQOFNSUNBZO1lsVmtaaUk2SUNKT1FrbERMVU15UzBRAFFrSINXQzFITkZCRUX

UUkpNazh®VUUXRVRpMQogIFhUMWRCSW13S01DQWdJQOFNSWXCMV1teHBZMUJOY21G

dFpYUmxjbk1pT21CNONpQWdIQOFNSUNBZO1sQjFZCiAghbXhwWTBObGVVVKRSRWApT

21CNONpQWdJIQOFNSUNBZO1DQW1ZMO0oySWpvZ01sZzBORGApTEFVZO1DQWdJIQOEKIC

BnSUNBZ01sQjFZbXhwWX1JINKk1DSjVjROpUVjFab1INIRXdiMjVvVDJIOVVQXRjRNVU5S

rwjNkSVIWUIFURWXTVAOQIFZRMWFXMVNTMHBMTUdvelZ6QktabmtOVms1dUNpQWdP

VEptVHpaclNGbDBNMmMRUY jBoWFNtMDRUWFpXTkhkCiAgQkluMT1mWDE5SIiwKICAQI



CAgewogICAgICAgICJIzaWduYXR1icmVzIjogwW3sKICAgICAgICAGICAgIMFsZyI6IC
JTNTEYyIiwKICAgICAgICAgICAgIMtpZCI6ICINQ1ZOLVhMTFQtTEXOVY1VNEhSLUJ
PTUCtUKE2Wi1VV1JSIiwKICAgICAgICAgICAgInNpZ25hdHVyZSI6ICIGUGP]Q3py
N3MwWRMJVSHJaTO90VUd1ZXNVTKIKTO5YOUZ1LUNTXzg3ZX1rSFc1VU95CiAgbEXob
mZ4ZmtVTFFWUKk1ZM2dkRmdmTFNKNW1BTF1RM3Y5UkxKdGhkUGhNCcHhEZnV5SW1EM1
ZOLWNObzJRR2EKICBTcTdpbU8tWmxLWkxQX2p3TzQ4QW5xY05abkp3Y2RLTUZoa3p
aRGPrQSJI9XSWKICAQICAQICALIUGF5bGOhZERPZ2VZzdCIBGICIIZOtINVZ]Y3psUmkw
X0g5bUV1YNn1fWWxrOHpDVGX1TGloemVXVmIOmald]jY2YKICBNCENSSTFoUkgzZm5fS
1VBS1pxYXU3Nm8YyQWFVVFB1My1EZXU5VFhhdy J9XSwKICAgICJIDbG11bnR0Ob253jZS
I6ICItcH11a0E4SOpXZHZWX2h1UEILRIpRIiwKICAgICJQaw5JZCI6ICIBQVBPLVB
VQOstQU1ZWilGUO9YLUICSTUtWVpaQilSV1QyIiwKICAgICJIQaw5XaXRuZXNzIjog
IndWMDRjckJhZjdoLTVmY2XxWQUANSXNSNVpVWMSLY3FiUFhEVWI1WmZYWWO6dUK5SW
gogIEItZW11d25XxMmF3dnB3Nmk3b0Zz2Z1ktblcwalFyVVIXSINUVORNIiwKICAgIC
JBY2NvdwW50QWRkcmVzcyI6ICIhbGljZUBleGFtcGx1LmNvbSJ9fQ"
1
"ServerNonce":"qO9R30T24EDO5GCY1YCBsg",
"Witness":"2WZP-KNZF-JMKO-RQSU-WYTH-UU35-NWXV"}}

The AcknowledgeConnection message is appended to the Inbound spool
of the account to which connection was requested so that the user
can approve the request. The ConnectResponse message is returned to
the device containing the AcknowledgeConnection message and the
profile of the account.

The device generates the witness value, verifies it against the
value provided by the server and presents it to the user as seen in
the console example above.

9.1.3. Phase 3:

The user synchronizes their pending messages:



Alice> message pending
MessageID: 2WZP-KNZF-JMKO-RQSU-WYTH-UU35-NWXV
Connection Request::
MessageID: 2WZP-KNZF-JMKO-RQSU-WYTH-UU35-NWXV
To: From:
Device: MCVN-XLLT-LLNW-U4HR-BOMG-RA6Z-UWRR
wWitness: 2WZP-KNZF-JMKO-RQSU-WYTH-UU35-NWXV
MessageID: NCVP-LUEL-F30I-QOAM-HND2-WG5Z-346D
Group invitation::
MessageID: NCVP-LUEL-F30I-QOAM-HND2-WG5Z-346D
To: alice@example.com From: alice@example.com
MessageID: NDAD-KLJY-C5J0-JGXL-VUWG-Y6PP-PSFJ
Confirmation Request::
MessageID: NDAD-KLJY-C5J0-JGXL-VUWG-YG6PP-PSFJ
To: alice@example.com From: console@example.com
Text: start
MessageID: NAP7-MRKY-LGHV-W6C2-IDAX-ELNG-V5NT
Contact Request::
MessageID: NAP7-MRKY-LGHV-W6C2-IDAX-ELNG-V5NT
To: alice@example.com From: bob@example.com
PIN: AAIE-IVI5-54X0-5PHG-VE62-FFS7-62GQ
Alice> account sync /auto

The administration device determines that the device connection
request is authenticated by a PIN code. The PIN code is retrieved
and the message authenticated. This is shown in the PIN registration
interation example in section $$$ above.

Bug: This command is currently showing superflous pending messages
due to the failure to clear messages processed in earlier examples.

The Cataloged device record is created from the public key values
corresponding to the combination of the public keys in the device
profile and those defined by the activation.

This is returned to the onboarding device by wrapping it in a
RespondConnection message posted to the local spool of the account.



"RespondConnection":{
"MessageId":"MDT3-TM62-G3X0-ESYO-WQZX-IR2B-YNHW",
"Result":"Accept",

"CatalogedDevice":{
"DeviceUdf" :"MCVN-XLLT-LLNW-U4HR-BOMG-RA6GZ-UWRR",
"EnvelopedProfileUser":[{
"EnvelopeId":"MB5I-R24M-QXJT-KDBF-XFOA-DGC3-U3AA",
"dig":"s512",
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICINQjVILVIYNEOL

UVhKVC1LREJGLVhGTOEtREdDMY1VMOFBIiwKICAiTWVZzCc2FnZVR5cGUi0iAiUHIVZ

mlsZVVzZXIilLAogICJjdHkiOiAiYXBwbG1ljYXRpb24vbwlitL29iamVjdCIsCiAgIk

NyZWFOZWQi0iAiMjAyMSOXMCOYNVQXNToOODOONFoifQ"},

"ewogICJQcm9maWx1VXN1ciI6IHSKICAGICJIQcm9mawx1lU21nbmFOdXJl

IjogewogICAgICAiIVWRMIjogIk1CNUKtUjIOTSIRWEPULUtEQKYtWEZPQS1EROMZL

VUZQUEiLA0OgICAQICAiUHVibGljUGFYYW11dGVycyI6IHSKICAgGICAgICAiIUHVibG

1jS2V5RUNESCI6IHSKICAgQICAQICAQICJIjcnYi0iAiRWQONDgiLA0gICAgICAQICA

gI1B1YmxpYyI6ICIwUS1aNWVESHR3V1ZZZGtmeVZUOVIZNilyMGhPMWZVSFdwbUky
bWRJc2k4MXNkan1lzZ3NBCiAgZmRLbOhacEt JWnRLa®1YU29Pa®ZycE9BIN19fSwWKI

CAgICJIBY2Nvdw50QWRkcmVzcyI6ICIhbGljZUBleGFtcGXx1LmNvbSISCiAgICAiU2

VydmljZVVKkZiI6ICINRDM2LVEOQUOMtUZRZWi1LUFJQLTAXNFAtUO5SNY1RTUQyIiw

KICAQICJFc2Nyb3dFbmNyeXBOaw9uIjogewogICAgICAiVWRMIjogIk1CRk8tQVhR

SC1WRUpJLUOONGOtVzNaRyOzW1BBLTdGSFMiLA0ogICAgICALUHVibGl1jUGFyYW11ld

GVycyI6IHSKICAgGICAQICAiUHVibG1jS2V5RUNESCI6IHSKICAgICAgGICAQICIjcn

Yi0iAiwWDQOOCISsCiAgICAgICAgICAiLUHVibG1ljIjogIkdDaH1ORNVIYjZfQmivZ3F

FQzNfUjBhWGF1bW1EbGFER31ZWWRSMKkZTQXCcORW5LakM4QXEKICBHbHB5N3NRYWNS

VmMoOLVFiUUpzel9QaOEifX19LA0gICAgIkFjY291bnRFbmNyeXBOaw9uIjogewogI

CAgICAiVWRMIjogIkl1CVUgtRIKONS1EVK5GLVhNUVYtU1FDNCIMVEXJLUS1QVYiLA

0gICAQICAiUHVibG1jUGFYYW11dGVycyI6IHSKICAGICAgICAiUHVibG1jS2V5RUN

ESCI6GIHSKICAGICAGICAQICJIjcnYi0iAiWDQOOCISCiAgICAgICAgICAiIUHVibG1j

IjogIldTZGXEOFNMWFADRKkhoSUhqQ3dRSEI3YjRZbTcOa3BNLVhWWMm5GS1dZWV1wsS

GdCbi1KSUgKICAzYVBhSHpKNjBNSDNUMWV2VK5VC1RiQOEiIfX19LA0gICAgIkFkbw

luaXNOcmFOb3JTaWduYXR1cmUi0iB7CiAgICAgICJIVZGY101iAiTUNCTy1aSzRGLVF

GWUOtNJjNUSY1UQTIDLUXIUVKENLIFXNSISCiAgICAgICJIQdWIsaWNQYXJIhbWVOzZXJz

IjogewogICAgICAQICJIQdWIsaWNLZX1FQORIIjogewogICAgICAQICAQIMNYdiI6I

CJFZDQOOCIsCiAgICAgICAgICAiLUHVibGljIjogIktaUHktTzUtckRYTFRUbz1ja2

1INUjVtbE9Qa3VyTUXxSQ1pXNVprVUpKOTdkOEhSAFRBQMQKICBMbjY2aU9mRUtDUTB

zaV9sSOE83NVZVUUEi1fX19LA0gICAgIkFjY291bnRBAXRoZW50aWNhdGlvbiI6IHSK

ICAQICAQI1VkZiI6ICJINQUhDLVFIMOQtVkxLQYy1VVEZCLVVFRIItTTVWVilUVOFII

iwKICAQICAQI1B1YmxpY1BhcmFtZXR1cnMi0iB7CiAgICAQICAQI1B1YmxpYOtleU

VDREQi0iB7CiAgICAgICAgICAi1Y3J2IjogI1gONDgiLA0gICAgICAgICAGI1B1YmX

pYYI6ICJFbVNiaHFramdqWUFHU19pTkh6R21fU1JCNNnZHbEtXxZk1zQ31RdnhsVmY3

0U5zUBVFaG15CiAgUEhXN3pKMUFJbDF1YW1kYVMycjI2M2tBIN19fSwWKICAgQICJIBY
2Nvdw50U21nbmFOAdXJ1IjogewogICAgICAIVWRMI jogIk1CVVgtWUK1Vy10VEFILV

VKTjItNEZGQYOOUEFZLU5INzZMiLA0gICAgICAiUHVibG1jUGFYYW11dGVycyI6IHs

KICAgICAgICAiUHVibG1jS2V5RUNESCI6IHSKICAgGICAgICAGICJIjcnYi0iAiRWQO

NDgiLA0OgICAQICAgICAQI1B1YmXpYYyI6ICIGZnZFCE11Y3dCh3hBTINFLTBOW1Vhe

nZ1NUo3SUJYblhwakxYVFBEdWOEdk51ZGtzU18xCiAgUkVmZ2g5SGIOYklwYlpgbF

84bC1SauUdBINn19fX19",



"signatures":[{
"alg":"S512",
"kid":"MB5I-R24M-QXJT-KDBF-XFOA-DGC3-U3AA",
"signature":"Z935mSJZSIJR1I1kXTESD-Q9AAKAuU3IuUD_-QJXHa
8WVr2xMXcA-23dcvYx9duavojUCUVKkKv11wW8iAsxPt12nOHOAKUATgpSQmW1X28In
4RZ9e60BCW7KFIgbADT4jFOfBOVI7bf15uh3coVtpXAtHehAA"}
1
"PayloadDigest":"0_av1I9T_vQ-6bilLixfOvQ-_JLiUttOyYnb5fP
bqu513agCnO1gRF18uGdSgmzVqzUSIxQ136g-SDrhwApbyEw"}
1
"EnvelopedProfileDevice":[{
"EnvelopeId":"MCVN-XLLT-LLNW-U4HR-BOMG-RA6Z-UWRR",
"dig":"sS512",
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICINQ1ZOLVhMTFQt
TEXOVY1VNEhSLUJPTUCtUKE2Wi1lVV1JSIiwKICAiTWVZzCc2FnZVR5cGUi01iAiUHIVZ
mlsZUR1dm1ljZSIsCiAgImNOeSI6ICIhcHBsaWNhdGlvbi9tbwOvb2JqZWNOIiwKIC
AiQ3J1YXR1ZCIGICIYMDIXLTEWLTI1VDE10jQ50jAyWiJ9"},
"ewogICJQcm9maWx1RGV2aWN1IjogewogICAgI1Byb2ZpbGVTawWduYXR1®
t1eUVDREgi0iB7CiAgICAgICAgICAiY3J21jogIlgONDgiLAogICAgICAgICAQI1B
1YmxpYyI6ICJI5cGITV1ZNnSHEWb250T2tUT1FAMUNKZ3dIRVRQTELSTVQ1aWl1SSopf
MGozVzBKZnktVk5uCiAgOTImTzZr SF10M2dThOhXSmO4TXZWNHABIN19fX19",
{
"signatures":[{
"alg":"S512",
"kid":"MCVN-XLLT-LLNW-U4HR-BOMG-RA6Z-UWRR",
"signature":"FPjcCzr7s@FbUHrZ00OhUGuesUNBJONX9Fe-C_
87eykHW5UOY1LhnfxfkULQVRIY3gdFgfLSISmALYQ3VIORLIthdPhMpxDfuyIiD3Vt
-ch02QGasSq7im0-Z1KZLP_jw048AnqcNZnJIwcdKMFhkzZDjkA"}

1
"PayloadDigest":"HgKI5Vccz1lRi0_H9mEeby_Y1k8zCTleLmhzewV



ofkWccfgpClI1hRH3fn_JUAJZgau7602AaUTPu3-Deu9TXaw"}
1
"EnvelopedConnectionAddress":[{
"dig":"s512"},
"e7QRQ29ubmVjdGlvbkFkZHJ1c3N7tASBdXRoZW50aWNhdGlvbnu®EFB1
YmxpY1BhcmFtZXR1cnN7tA1QdwJIsaWNLZX1FQORIe7QDY3J2gARYNDQ4tAZQdWIsa
WOIOdulrOwWkJsqoELzV6ZGITa3QJhpT6D22IPFeUSgiSp-K811msYOAPUEXAKdSVR
WgGhs_o0v704KkEgH19fbQHQWNjb3VUudIARYWXpY2VAZXhhbXBsZS5jbh219fQ",
{
"signatures":[{
"alg":"sS512",
"kid":"MCBO-ZK4F-QFYM-63TK-TA2C-LHQY-7QW5",
"signature":"030FK4MzMkSRYzgImz6WJw3JSZ4fmU7dju63as
0QWhCmzNDCF4XCKfx-bKoJesukT_VTGq5bw-AAWGO_2Zf03pqjr5CwSHIYOKBzHOt
pPFDAeKi70BM43kk5rqljTNOf4EtcaiEqYFohIVoPbn75NAWA" }
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1

"EnvelopedConnectionService":[{
"dig":"s512",
"ContentMetaData":"ewogICINZXNzYWd1VH1wZSI6ICJIDb25uZWNO
aw9uu2VydmljZSIsCiAgImNOeSI6ICIhcHBsaWNhdGlvbi9tbwWOvb2JIqZWNOIiwKI
CA1Q3J1YXR1ZCI6ICIYMDIXLTEWLTI1VDE10jQ50jAzWiJ9"},
"e7QRQ29ubmVjdGlvbINlcnZpY2V7tA5BdXRoZW50aWNhdGlvbnu®A1Vk
ZOA1iTURCVYO3TjVTLUpIJWUUtTOIPNi1HWIROLURLUTYtRDNTSLQQUHVibG1jUGFyY
W11dGVyc3u@DVB1YmxpYOtleUVDREh7tANjcnaABFgONDiOB1B1YmxpY4g526WvRa
QmyqggQVNXpkYhNrdAmG1PoPbYg8V5RKCJIKN4ryXwWwaxg4A9QTEAp2y9FaAaGz-g6_u
JjiQSAfX19fXe",
{
"signatures":[{
"alg":"S512",
"kid":"MCBO-ZK4F-QFYM-63TK-TA2C-LHQY-7QwW5",
"signature":"9mOvcnmYQFNYfzGdOJEH605dJzn72QGwibh4j9
LVR2skx_Qm0z52TCTOP884t5KzVfAVOSdRFsUATfqm-0103vDDRBaAGbm9uBQ-1YR7
r3B4301HR1KNUD5IwqsbXxN21pFHNPzLtOfkm1iATLNRA6UiYA" }
1
"PayloadDigest":"VvPLHz2ro0ZcH21iYj7GhGYup4R1v4b1wWDCOrAIO3
R-hg5AVRT8FXVmvwhFK5TF8Zh_KFSti0quU9gP6-Q1liFCPnCg"}
]I
"EnvelopedConnectionDevice": [{
"dig":"s512",
"ContentMetaData":"ewogICINZXNzYWd1VH1wZSI6ICJIDb25uZWNO
aW9URGV2aWN1IiwKICAi1Y3R5IjogImFwcGXpY2F@awouL21tbS9vYmplY3QiLAogI
CJIDcmVhdGVKIjogIjIwMjEtMTAtMjVUMTU6NDk6MDNaInO®"},
"e7QQQ29ubmVjdGlvbkR1dmljzXu@DkF1dGhlbnRpY2F0aw9ue7QDVWRM
gCINREJXLTAONVMtSk1ZRS1PQk82LUdaVE4tREtRNI1EMINItBBQdWJIsaWNQYXJhb
WVOZXJze7QNUHVibG1ljS2V5RUNESHUOA2NYdOAEWDQOOLQGUHVibG1ljiDnbpa9FpC
bKgBC81emRiE2tOCYaU-g9tibxX1EoIkqfivJdZrGDgD1BMQCnbLOVOBObP6DYr -60
JBIB9TX20BVJIvbGVzWA4AJdGhyZXNob2xkXbQJU21nbmFOdXJ1le7QDVWRmMgCINQjRQ
LU9DVjCctVORUSS1LR1k2LUE3VZUtWEANTi1JTEXMtBBQAWIsaWNQYXJIhbWVOZXJze



7QNUHVibG1jS2V5RUNESHUOA2NYdOAFRWQONDiOB1B1YmxpY4g5juOAZ2RcHBgmM90
YYcRAg8h4hPDUzGuUBaYyTVrkOX1pyXUMblnSbyJ Xj5KouRYnm3a0S4AtwWZakAfX1
9tApFbmNyeXBOaw9ue7QDVWRMgCJINQLZYLVVYTEQtUEg2RY1XS1EOLTROTUItNKIH
Sy0zNVFatBBQdWJIsaWNQYXJIhbwWV0ZXJze7QNUHVibG1ljS2V5RUNESHUOA2NYdOAEW
DQOOLQGUHVibG1ljiDnXexA8QK1De4Ivy5Yaz7n085iB8QWOGgntwgdARK70i90afE
hsyVyXISV887BXPL5rCFpmXsP2CAB9fX19fQ",
{
"signatures":[{
"alg":"S512",
"kid":"MCBO-ZK4F-QFYM-63TK-TA2C-LHQY-7QwW5",
"signature":"7QKcgJS4Ub14gYYjiBP301RC5U-tDs5meh0OV_Y
MC7RQ4PV_I1WzTTZ5wnPPWdXxsS4-gjzlxradAhMKYT4tNOz3HCc954sJVIAOZDHED
bSxxeSWsp6FdO6hCa5Bt43tYt3TYEMNIHFgUMSFNIwWIpOfwoA"}
1
"PayloadDigest":"0stbMttGc4Jpw5qapxrMx_wAdIyJlozebquCmw
SrEOG_bbYLycdNVYq35C6hesgUUGWAItS3939DgezPSm91xg"}
]I
"EnvelopedActivationDevice": [{
"enc":"A256CBC",
"dig":"s512",
"kid":"EBQH-KLCY-C4F3-VF7J-YSU3-EQFU-FZHQ",
"Salt":"6K4bKrm5-_rjgIl4_I08wTw",
"recipients":[{
"kid":"MDMW-WCIR-FJMO-7ZH6-CN3J-KUZL-RLAX",
"epk":{
"PublicKeyECDH": {
"crv'":'"X448",
"Public":"nvVIGPvOYs0J8I1m-19RbyLkAWivgWgZ5a-0A
Rp9ftWFsoSSAqQSxaxWNMJIr - X4HRTb65eFiuwSA" }},
"wmk" : "Dx0olwkjSF6tXx00kZ3YtNDWzK-e_95sEbZay2cEJnm3aa
Pt-oMy9PbA"}
1
"ContentMetaData":"ewogICINZXNzYWd1VH1wZSI6ICJIBY3RpdmFO
aW9uRGV2aWN1IiwKICAiY3R5IjogImFwcGXxpY2F0awouL21tbS9vYmplY3QiLAogI
CJIDcmVhdGVKIjogIjIwMjEtMTAtMjVUMTUGNDKEMDNAING"},
"ki85W0Qnh960wWNQqpP5BCXX-pDM5ZyRU7w93rIb9kZQVvcoOmvkvuiAg28q
zjelvLZ4b-XwiqY8MOCLgRkscz_PL8ALVscz5rBQz4JsCHtD1XCRMgkGOUOYeY205
81GpQ5MLZgNEeQCXORAIAANrKRLVAUG6(q2GOMIGOPzG90cyhrI3D4P4T62_KJQ9-G
YmyHA7UEIXEO4mMCDn7dFWeP81zsnpBTWbIFC4SNY1t0JeudypRO1PQbkvFIn4whoF
lubgL",
{
"signatures":[{
"alg":"S512",
"kid":"MCBO-ZK4F-QFYM-63TK-TA2C-LHQY-7QwW5",
"signature":"KHnfih_mz14FUavWwY5vdhUFqu7WiBjh1hvHy0®
HTCQbdw35_6UmLcqTT2bzsxaEAXs18yDTSVB6AK51Q3DVtVXp23AH4Try8p66EVNT
azKwjh4CAr1QJnUdIJdnu-Y3ja2wQJaseKmO04g2svNAXadhAYA",
"witness":"TPxOv-bF80fOcYXGhOZB-yJ5JRgwXYgmwciTxUQb
BEE"}



1
"PayloadDigest":"Mga4f-6bQO7E2IY12hQUqTfXTighNhw9OKF-WSEyY

mbPQMTqfXsXMgrExxUg4KCgPX1EYVt9k-UfdyZBWtFUXFNiw"}
]I
"EnvelopedActivationAccount":[{
"enc":"A256CBC",
"dig":"s512",
"kid":"EBQM-73UM-YBTS-S0OUZ-PADZ-SVFD-AV7U",
"Salt":"mX9D01l1VVNyFxJ9ocDg4vg",
"recipients":[{
"kid":"MBVX-UXLD-PH6G-WKQ4-4NMB-6IGK-35QZ",
"epk":{
"PublicKeyECDH": {
"crv":"X448",
"Public":"zxVZRX_9E5bQaBCq_T3de_j-6WWQVNH84uO3M
G7UfjtP6mDcbdopF3KuzMIebcuch8Lb7UtLz1AA"}},
"wmk" :"rg3puHIMXDOR7ATz0jfxsJUeIwk4Sb2-L5FzwvFVFK-V
Hol4H35yhg"}
1
"ContentMetaData":"ewogICINZXNzYWd1VH1wZSI6ICJIBY3RpdmFO
aw9uQWNjb3VudCIsCiAgImNOeSI6ICIhcHBsaWNhdGlvbi9tbwWOvb2JIqZWNOIiwKI
CA1Q3J1YXR1ZCI6ICIYMDIXLTEWLTI1VDE10jQ50jAzWiJ9"},
"gBlhcdXySmUZ3MHSRIXYOOpwp4zrqtnfvxnEI3S1Zjq7dsfAPhHOVFOI
MT7ArKsCojQ-Tikc65a4t0Omy5aDr-s_CQ5QQA1lY6CKhsFWO1hjTiTxZnL63w8XH59
XrnivqdI5ehtVHRO36eiuDDHe97tBrCFUky2pZdbulL09BDmM1r96GsboXBT1vuChXE
Y8jJreAeroNhvJkCDFqq3mOhBC1Cndj1g1l5_MOPPd3KQ7rryOHOoGpwN2DP2kicx8F
S3jGLtuGdIDxXawAR255D-QesHwr5zZyHY3F_FkJ-1ga50xKHOQtU-oRIdivpnYSA
Lt2cBTTZJOK2qzWkYgMLPRHXtQRIVVZzGt80mlncUuoGSmyJpr0O-BSROow8BN573ubC
GUQzrfwHggM36L2UrPBzm50u8bX5IKu4il jgEOWq9J1bYuerqqHYJ6csZFiGUG1pf
IGQTUNOFJIWi49_NzI-vHpo3RBu_aXsClJo3Kgi8wWn4KJsT2rtQuCThvVLmtoOVja_YJ
191JIwjmBSDNQPsitwZtvW2uVZFOWhFSXxXI0L9ZZiyzWOdHccOtInZkzJiKy4RaGA
1ArpJ2Nm4MLbKvjDb4gJovecl_al9gFlkhPWt56SySzGN95n5FQA8NRQ2EVjQdImGC
OCn1MGFB1NooUWwWi3dX0eV2acHy8nTavVNEWVQeqWid5D2QxFSmvV8cwWghYn5nuFsy?2
OGNbIH-KkNGxjt9W5IbQKowUVhATpgQ3P-R1INMCEKZzXZZi0A6YeNG6HhOKRAK2gYAm
Z9L1ISSOmu®pvavRb8rXw-mNttPmF1C8g232avdLyZyR9XjcjkzHBNaz-cVgKraQf
VR_3M-8mIqGKCS_10RYGOOpDIXw9VUBJICEO6DTBHFEV-2a3JDg8XVyRUZMI1lzJFz0
9usilNnsODaygIabfgA_Gs2qge_t4iA0qgla_yBRroOPwW2Tbha6BuuorLYmOXL9K7EzFs
BULKAHjJIdEixgwerVnmAnFXfXgKsc2tQ7LRRUKkMfOQ3UCypn3niYn4B7M7eJ5efq
-XXu4hWSzrdBpxwOUiLjb9ofvClQjkFWvi-VWRtKGIqdk8V-I2Wvc2nS8zzGaKozU
-8GnCP9ele-1JKa2s4qPLD6ASA9QBz6IbtY1gi8HmEh-JfVoWwVdsSMOzJ-1V2ILX
CN2YJIWV-q49xurbCDog4CFeHLVDP1SjMGYmofzcBHKwL -OH3qgee-r6A7m4UuyDUw
9LqyWyGzoOpjDkXCEGp8V31jXxHI4P7Nz1T4K2rN1CzYENVrqYugxLR3S-7ySnEQWuU
Fk4HrX07bQG5j1iNGghQVV5rQ-uk-7-1uFY8GIIUpiBsI75IwbCealIv0iCI4v4U3Q
VTR8ssV0OgIDDuZdvQFRCMDgnTzbQda3isGT-fdrGkp5tX94a6ASuIwQ4jC2yqfndw
y5NVkglyPEYVCPYVyaBI-SxSwzPtmzC3X1a4GVo7gMmVOALYX-7nMzxerc8HsB-hr
S9bAgyY7V-cCmbQ6VEteR5GVYuX1Nu2w4aXWwu3 -yrIX8NXI22Pe9DPcNt j44wySa
BijiovdulLwnlG-b5aKxfjfvCIWfqL7KkEZEQ@i0CSLEQY-cWPM3MsM3IOgwffEUY7-8
b-nSMPGYjcCTbXoHBxmLt_-srSDjg89fSC4pLNO9He2NoamM3B12ZZnItE-8vmQbH8
Wy304nJINPGhJ_W2juLh758V9XqumJHrADHr jU4n-S0jRngrFjLwYVufxtrtGehcC_



W2BzNNnFhWtBRCAOA7Jjm8t jFOTHH7hxuaFDJKpIXYbJP2LgB8USizq_KRR6167jSKM
pXxc7wG_81b_unXx1cPs9xMFdQWnn_2Izc7jXKJYC6CVNOGH3dQDZTIgL402KoFXzm
790J8hE1HgXx3trdsEjKC7c1UM-cdxFzNKmrto64I7kjJdVHpswF1eKSHwWXxgQ93sLh
J38mg2FKYQP_rMp40GgWABCtY78P-XZoc6Mev5bBWXN7NL3W1lpnrZKTgJGyz920ri
bPQPz4Ma3azZ_3Wqip015r9QDZWW]jsFzZnGSXpDnXhOuHBtgcqlu87y4LdmHkKgQqZ
PCioP5KtpgusscKBbIhkQTHe40e7zUEiRFLA8ff8FpOLIMONmoOWDrMgS3p96driz
9d9FaUWOFPOrK20nWVZ9PhvgEZzLERr99WVTJI68ZITES5NoaF10wLGdgWFYs610VJoQ
jSXZsTOAMROZ]-v16yei8sVZjFLosjst9uhOWv7k_URAUEE95p-Ty2ZL jmwhWeWNS
Siw4Qk_LwlkxRxSuuad9RfGumOydUrsKh3I8gervOPmHzOWD4ZHAQa8c9ZLitVX51
WCOBeLD2iaExGdjThfn03sJh1CCOR_SqbCV6xSmkcfN_iCEKfE_d-3Twwp2cVKJ21l
gEVTwsbYX4PkbI_P1SzChkrlC6snl1EBsk7-tnBngnU_0OVhUIq2Dxjv9KrrR3pa3DJ
3s471xfSZpNywnmjxFFv8uPAczmBPf_5BSC51ikub2nTS5UTFmMUNIAERh5X0DMDZJSE
seikGCNOyFhOZLdiLYgL6cUpFw171QZILt7v_la6e2wKw6gMc_9k74qTEIS1LyuVP
tNz7PryNMyVG4aEwKQMB0OjHQUN5R8zG3X-KX0OTD7PCV9ZtgKiP9SvdzBLzZN9wW5Y1
3zGvi3f256i5v0Ie073nE-mEeTDtBAH2WT jHUPtTMTwVH1TruHJ1MhV4W5Zs2Xj JE
_MsrFxv5enl13koNMwAfuOTgPpLZI9XKu60wXwwcc9XHPQVUPUJK2qAWD1R6DmMs2kd
hmXoLC6Hia5w9R9jSneid4SNyvZAfkKH1peZHHamxeHBEZObARFNXFXq77zp9HIVQF
pPALOCgAYXbuUBUGFHPIWXF1-XR4IG]jswPgrKg61lA2QKsf9D7d2hheMrBOKZR5k8TV
K5T5kRhICQUINXErQkvf2RjfGk7071MmDdE-g8L27AXNqdku@wxRGFIUxcaVutXAB
5CHH3pKrIJfZfEfAggDOOUBRMUI20J6IVZXyZ8nsTATO9ECZuoolAoXh1C4_w-zSpr
5A6WTLzYTLpnyChxueFeWD-qQWjzXjeN4b-aqJUcO89XEZ4ATRGE8XxMeIWp72GzKE
VMhXfL5v-zHOFJUJ-yenAkROt33qTZH201XMVFQIrtW_wTW7-y-B7wD9RHI67tooH
3pm6QYFTkUdJuONL6FVIOWN28zBVPRUSOMJIEM_MJIXzUr5fLY7SCDbGOAbxy-a8B_yQ
40xXDTFtA7FNu4Ylugg2Si5SNNBwoXCaWfmFOwy_OIMZhXudDTgI3OLWNgpLH1hFOthv
DKGJn4(gPF-wOu5QaeRdwJgpiOE_XwQI2Xsx80Nyb7xGysaY04xtEiZALWCHO57454
jnbJIpAdoOAMLZHRi0khYNoyjp_SRxZqr3pB27SFzCz1P5s7EnaSd79hIfKY7Ii5p5
JjTZRKCVMFOGer9CuuRPccROhS6y3yCBL5VUQ_OhKmWYPJOVE3mRz7h037cBJkVbB
€1iBOXT-EpNko9JWHtvdOjDNnUPK2W2Q75R8qpVvVvLSX2jWibqsdvBrm2TkTXv4jx0JZ
I-YBZZ8AmA-AQlu8-0oEafCHvL65sgu9qpmTGtONI6Q0_7Fbu2wWKeUuSTugbL7q2EN
U1ljQAzz2itiF9GZ9p40193FjsKOtiRjyoK1lqSsEAa_fBETNTzmlhb1MTRwNEwoOVQ1
_kygbezzOfuklkICAwLgH16wLc_90I3gGyS2W62dRvsIDcz4mmMsMkJizqdDNXKBr
TIrkpwWJIXulKozk81xjbECG8Rbic_QGwbC7yyaiYxU9lazb7VMnlnSKwitx4GxgXNO
NKISYPHOOjnZLMYTvhog3mbIqgNrcJGWRmEl17sRJa2_k84FI-MOEESYxaCndqOCwS
atguRgg01Y8wWVFNkdAUdCT-T1j43eTVcKPqGrTB6rDXhACIHKFfwW8bIrRenLmxMw
HplKju7xbjCaj-3Usz6v5p_-0TUd1FsoPcEU3Cb_b4LgvyvZA_stqlTbQoyctrVQA
OCSXFX2-aImyJYuyKKyMNTKmQNgv62f6h111Q034vPZqrLgArTgpnQhu5eYEgymfU
empry7SRLkwQdywml4jeImqtZ-AfzM3Test1FsU2xGaMs1xrQz80h2J8FHzOkxXTAP
CUs68MNOXRUChYzUvRespSXCPzisFFmZWJIkFAFyNayWVHPRXCWADHTJWK1c17NS1j
b5pprmgCynRESAbPIeDMEGX96r57nIb6316TadwQMFiQHDiaHOdP1EAREPT9tYURX
JelgcpNdqWELXkGGkUaBpZoF@Wh3aHJIMd3beMG1ldZaMkY3hMCagpeoAr s4w96393w
gQik5AFeh22kJdf2PaRAvakmMsZ9PvvyHzTRVK]jOkUyegloQH5EpOheYfmXcQL2Hd
p3_LMAIfZtT9EJ7avVQCftCaDVhAuUJtVAOTUzZUTWOY5DOFX0CD8TQONzeAywhP-G
XK3Bm3duH-T9B1XN3NC3hbKKaJzVkgJuVDihwWuMB5aXKj_R65vLIXxgx824V1qYjQf
pOVICENaDKT0j6gRj1nwwKdPLeJQfJIBgBVCU7RBXZr7k5mCLSbMij3GZWyvpb6FZ2
ekxJ0902Xov1-EcOPATjgFv02ZqhLqKzGzvAa8l-blual0eF5000Yd32uk5WpY7X1
kcSJE8XKfCPmh-sVkrdxTVObB-1mwbRkcofJh2SFBTv12D9MgP13dybD3hh2Ab5TE
02rc1kIx4kke4p8LykCpRP8KPIT1ZRmy03GXxpCjW-Q7_165ZciX6JCs-_0QoTgn9R
9DBX2KcvoBEHOCuU5GJczfd_j6dS5KgLz_-sI3xLFjaKEyRdpJHLfNMv-ca9m-yCZr
17RKk_kHb-IxPa6DA9t -EWNVE4PKGbtOWUqYPDBUV2hJyQrIevSEqH84sSmYOycvjN



-ORWV1JWEOOKT7uJ7TRgxT2eSGMkXJQX_FVnsj5pz_EPxMj72zAX1r5mUvFBEzlce
Qlvwcc1HQ8_JPASkK_elhiq7nABmYfdfAR48HKdzDxFCVd4e870eqsQrYealLm4nM-
0jNYBQJImbWwhewiRai-CK_K3Q-PYlbhPvmzIbp2yE79EawtCNBTPn3myWo79ejxdY
CekhJRdevRCPSCKTg3Yuj8m59IPCKG7 -p_GFFmPnF2zu7QAyl1INID7wbr16L5xqJC
r3YYu-xHEbN8ovNXbusNCtKEBSS2Evn-XS6zq4Spci8gOH7V5PVvIMK8GOMuUPkbssc
jkqc5IqsG-YVALIOtIObn6RCqwoQV16QfLPYONNP7KMBjRXSSPERXBAO5046XAUZZ
jYs-J0SbR3vy8z6-1IAJEPViw2po8DnuXccwrMns2p_unIiwwWgHgeUbau6MsEO6aA
BaboDrE-aqQhlbOYcTgZmcznFOzghmlZ9X_Hoke058KTQuVR39h60-ZPzctnN-e8c
UO7EwjWUkyGgUOYNI6MWWIJ_z_pUSBYydjjm2jQchv7CcdN1UBB1id91Zb0QZpwwJ
_RcUfTGv3LvUNUT7SXNZL2QAzF1TwXQGrVmEUzhPUxeu7m4wWgQ5kTrOpoF2T2Xt8p
QvlCnzM1z9y@akQtF8bkQfdwj_JJTMr9EGRrnkq99xmHUdyzXxPWhSx9RzhPJPQEK2
giQxAs8Uj60m61lnDoyqmCRpjz5uSWG-1B6EMXATOVN]6MKkkylsmwb-ZiBOnPS3n80
m2Ua58ULY1_e5UpPsdPZDRgN2ypTgy3IFoFoXf6RR1L32us3-SoYLoqdZRO5tDzcn
ARz1rRVomW7CoVEsSHhP_IOcpy4QvK66_K3dVLQnrGoFsJHAD2AZ41f4yyQOqy7NVT
C8gTVyC4tJ23rQl4EQUZOFgNKEREMFWQ-UhEUrVTZWwwhLaGq10H_cAFk9DXRwbVM
Z_ty20Gdee_JKFQ8zSzZJIxtqwFPzb2hVINzLhgeBOYfH-ExmewW4vy5THHhvfKAIL9h
5CKGCqztEyUIpsZLOKNONEYDHZrN2oshiq-BACNoOMCE9qOz18JeNxKnw-_u3pUEFP
JINYVWpPROA31if7-1Eu7b06RhOKkmDN1UOT1kBWwWSWDQkA6tdD6hwiYg1lU36XuTLuUtD_
FFR7IBNQgBx_QWJJzLnMyz_nkQHkiluI1lwWHHabOzuVbcSAH4P5M7P4Z6XKEOOLQGO
WGFgK5MJYOC2wSGBgXIdbr-GJGp4wCZ2mGZ9zE8DW84cZWY s -Nv5rmrgrcPUESKOW
MXDj-T5Liqo3y81gHuUOyNjGAKYM4AMOysST - XIBHNXYC1la5SxJtAMBIXAX -ba-uOthy
nkV7X5ANUb1KO3bAUImDgndmtA3kq77ykGWL1TjT5q805bTe3mxWwoT724EV_ruDl
Nba99vzfRVxtyNDxBg0ZsBJUP4IghMZJIm--bQ9jq28MGduAHtgicra_hzOHs1kuww
1gh6vsmP6RMR7R4_yDNoQl6ccHz3_DLzd20A1WCIJOMilxuP041zJ6d42Pv7w9tdb
vDwlavTg_1n2JF2pnC-nC6frxXepulGOeDdqlbVBLrrqOLG_HiBEZqVZFfFOMY4et
SNcUujrtzBGqVCJIbLbrkairiozJiOfW324VKW2ESFgiKjmwW_gmMckQAqwsXsAKdib
VP_pwQ9C19Z2JGqVchgFxgmXbfCZsmPSkajwHg2Y1JCcOEE2vXZsN5e6dkjmiXck2Ng
XjRxMg54-v0_eA9UJIKX8EIGeFHGv1qs43X0id_3JqUy2qwhFI-aPuoi®CORf-nXS4
Ahudwcgh3uCn-JwrI4dRGAXmFhniEFS8P04-ZPB0OJ-XQNGtg8gZxxSUeoMIMSITKL
GN86Dd1tPnWBU1f5EWZzOX1EOZuhteealkRwB11-pBSWA-2jiHadqetS7LgMsDYeBk
uwTehlcqWXTXUGEENIRLTWt jF6MTV84kkUuN8WsnKJI87fORr9oUwbDwjcIhFfV5TO
3XWZbvL97I-ydU6h-45Q0TW2myGD_OdKHzT9jEgGNIXmmdMYECAjUUdVUO1l-wecfT
VgytzQ_aYb2YbtRHWMY5D_gSj6wCqCxmnL3coPXrMcbyaRUHWzX0OUN9uU6A2fEQ-Xg
pXDloJzlamml5NRxaYGTVvAQgz9wqxMyQkqgsLrMri3qeGVAX1ZGm40JRE05gbw7eSgK
Dkz1a604Da6aN1GVcTtpP40MOCU2ISFNII2nmgawJ5iaG_U1lUtD_3uwX6bjly6YAy
m5q4YNprmKyFFwyJIPFmtd_B4QE0Z65MTcp_EUDtzFql2TLVv8GKPgmvySkammIVFA
A3eHDDusfQEI6CyaCs_DG_wmtTQkSncCmIBVWAKgkZgPkwTXt0SmjOSOxXH-L250mH
3DJhG1l4PvsV-zMvcsoPhb80ENH_BZVeolpbHCL_YBFIbp4N3P1lbJHZdhMLB3wg04G
JLs8Dz0J121DL7m3F997TASwWyDdDymk_LzjND-T8V7YYQVVTOMXRNK9jefTF_C4YR
mlYhN-6HAS5SKYtMLRSMNNYWyYgeUMCKOmM2jXW-AMc111Ikrshhb_JR8sjGR5A97_R
gVc1AYBmaCmHiChlb39YzhEWVoVvNQDVTfgLwlgM6WXXN7BMrDmv898t028AEDQaR]
dWSCwNXq2Vs7P43gr-Vo0zf6ZErqs6S1grgPaqgpZqokKS1GbH84d_RcmDQqzhsXA®
CcR1g60gj3weWJd-Ft8H-JxJJEONUNpwgVyj2Uht1-3kXCOKUTHGCZLBWX9p4kgxYa
GQi5MVzYg7AolcPjGagR210UdD5NTIdkputAIDZZ73PAFJ9H1JuZPhH7kD8eJQJyy
Broh_pnBXpgFi_6SZVJCh5NJWErajfFibPBePkpDrXVyehFzTJwlJzsq-rPbL_oIo
2NO8_1i7GpDjSQ1DI2ENKEVAMrX6zrIWoP-FbFTOU-x1j4FQWiNzg4Ww7c1d7hU81I
49JQSY5SzV6eSdx1SYc_6C165E3F5eN2FBSUi3kPy - jIwmQVJI59Univ8eCCBELPDp
NnT40gCQaytamAOIATCP8IK5HRQQIksmgcZxtYITyiEO_ZK 30sSyo_Bft-USwa8MF
Ow5CEQTBsKTyGYX0r_8Wo_4N_rrEvbvITDMWow5BTcVE8vq4r2FnXNFC4xUudy5Lk5



HG7XKNUKeZQSTkwPORYy95Yzw8Be4qovtYmm7UkGiwDNB_abRQGNb3bQcrZv5GX0H7
T1DUE2mOn9BCcG3W_0qCESAXpNL-w83u-puP_VvF19I_maOkUtpyUwWJIXXjOKRA8cOWF
0suYsGg6sIy_nC2ErgEQPDVUALOcqOQkc8gX9SckWOW3vOPxXAkQdYN3eMt -k13Afs
y7IePBNP_hXordX3wdkAK-55A7JuPBN7zW5MqL96jVvLCIk_10ms66e2Ae5MK73Wpl
HXQ13IQ7JwCAgXdb-uOMfdviIs6ad47y7EXJikZNacrKthzunoyD1F8cZ6wL4ecRTn
Jsl_2jstlwKcZEUEcvZGAvPqzI19ghYgEw708MOWQMS8cDAUrAbGet fbSmDNWwWQR3
RgaMM6BuevUgFBdAVAVT_wvI9994rQRDroeipduhis8xvFDVD_pH_ZpJE1l6eQpijXxA
tIdtdap3kwib1gylmAxJ6-zfImOBJo5_aBszjO0JWiMmB3CdO",
{
"signatures":[{

"alg":"sS512",

"kid":"MCBO-ZK4F-QFYM-63TK-TA2C-LHQY-7QW5",

"signature":"V5h7pFoycR-2WNj7rS08cyfzbrMHw8GeyME3Wp
wnFW9a0X1f1FbKUuRAQzgo6CAQRICMOTfm921qACM-DA_Rylu0zKWbq3PK3u2iRrJt
YZ4RyqgDam8DoaDEejYJTz7CtKOh88q62L1iF7QirYhgLcwWicA",

"witness":"KqVrOT1lFoo8dHQd3S1g-eowe2e_90aoPHfDB4Duy
Fo8"}

1
"PayloadDigest":"3-0c-MhvBsyqxImZbVhOiLXXtd8Av4Rj8C-zOF

BOutKwzhv0dQ_x5Y1DV7tEM1HQeIZnzhdber6onFEV1sdSvA"}

133}

9.1.4. Phase 4

The device periodically polls for completion of the connection
request using the Complete transaction.

To provide a final check on the process, the command line tool
presents the UDF of the account profile to which the device has
connected if successful:

Alice3> device complete
Device UDF = MCVN-XLLT-LLNW-U4HR-BOMG-RA6Z-UWRR
Account = alice@example.com
Account UDF = MB5I-R24M-QXJT-KDBF-XFOA-DGC3-U3AA
Alice3> account sync

The completion request specifies the witness value for the
transaction whose completion is being queried:

"CompleteRequest": {
"AccountAddress":"alice@example.com",
"ResponseID":"MDT3-TM62-G3X0-ESYO-WQZX-IR2B-YNHW"}}



The Service responds to the complete request by checking to see if
an entry has been added to the local spool. If so, this contains the
RespondConnection message created by the administration device.

9.2. Preconfigured (Static QR Code)

The preconfigured device connection interaction is used to connect
devices that lack affordances such as a display or a keyboard. It is
also known as the static QR code interaction because a static QR
code printed on the device itself is used to connect it to a user's
account.

Future: Note that this interaction is likely to be changed
substantially in future revisions of the specification and the
Claim/PollClaim mechanism removed and replaced with a messaging
based approach.

The interaction has five phases:

Phase 1: Preconfiguration The device to be onboarded is
preconfigured with a ProfileDevice and private key information
and a DeviceDescription posted to a publication service. This
process is typically performed during manufacture. An EARL
providing the ability to locate and decrypt the description is
printed on the device itself as a QR code.

Phase 2: Device description acquisition The administration device
acquiring the onboarding device scans the QR code on the device
and uses this information to obtain the device description by
means of a Claim operation described above as described in the
Device Description.

Phase 3: Administration Device Acceptance This phase is performed
in the same manner as the Dynamic QR Code (PIN) Authenticated
interaction except that the administration device MAY advise the
device that a connection request is being made by additional
means described in the device description (e.g. WiFi, Bluetooth).

Phase 4: Poll Claim Notification When connected to a network, the
preconfigured device periodically attempts to poll the connection
sources specified to find out if there is a pending request. If a
connection request is posted, the device decrypts it to allow it
to complete the connection process.

Phase 5: Onboarding Device Completion This phase is performed in
the same manner as the Dynamic QR Code (PIN) Authenticated
interaction except that the administration device requires notice
that of the pending connection request.



The main differences between this connection interaction and the
witness/PIN connection interactions are that the device is
preconfigured with the device profile at the time of manufacture and
the onboarding device MAY be acquiring network configuration
information during the connection process.

9.2.1. Phase 1
The manufacturer preconfigures the device

Maker> device preconfig
Device UDF: MDDT-KTDT-AZ62-55HV-FFVY-JYNU-Y3YE
File: EC6P-KOIX-T3B4-YIKE-OLX3-BUUD-64.medk

This results in the creation of a primary secret which is used to
compute a ProfileDevice and corresponding connection records signed
by the manufacturer's administrator key.

The data is combined to create a DevicePreconfiguration record that
is provisioned to the firmware of the device being preconfigured.



"DevicePreconfigurationPrivate":{

"EnvelopedProfileDevice":[{
"EnvelopeId":"MDDT-KTDT-AZ62-55HV-FFVY-JYNU-Y3YE",
"dig":"s512",
"ContentMetaData":"ewogICJIVbmlxdwWVJIZCI6ICINRERULUtURFQtQV

02MiOINUhWLUZGV1ktS110VS1ZM11FIiwKICAiTWVZzC2FnZVR5CcGUi0iA1UHIvZm1
sZUR1dm1jZSIsCiAgImNOeSI6ICIhcHBsaWNhdGlvbi9tbwoOvb2JqZWNOIiwKICAL
Q3J1YXR1ZCI6ICIYMDIXLTEWLTI1VDE10jQ50jA3W1iJ9"},
"ewogICJQcmOmawWx1RGV2aWN1IjogewogICAgI1lByb2ZpbGVTaWduYXR1cm
Ui0iB7CiAgICAgICJVZGY1i0iAiTUREVC1LVERULUFaNjItNTVIVilGR1ZZLUpZT1U
tWTNZRSISCiAgICAgICJIQdWIsaWNQYXJIhbWV0OZXJzIjogewogICAgICAgGICJIQdWIs
aWNLZX1FQORIIjogewogICAgICAgICAgIMNYdiI6ICJIFZDQOOCISCiAgICAgICAQI
CA1UHVibGl1jIjogInFOTDhCYVN3UUptNk12bE1BUXYOMkpsSkOMWFZMYOgxXxTWNweU
p1SwWxJazhXbVpvYT1Hd2MKICB4W]jFIMMI5VESMZGFZUGp1V1VawHRKbOELIfX19LA0®9aCiAgcXRKQ
0k4QOhRYWtzS3JHTWZDADMxbjRBIN19fSWKICAQICIBAXR0oZW50aWNhdGlvbiI6IH
SKICAQICAQI1VkZiI6ICJINQKIDLVE3SFCctNULOSY1RU1pPLVBLRFEtS01aNS1BTO1
GIiwKICAQICAQI1B1YmxpY1BhcmFtZXR1cnMi0iB7CiAgICAgICAQI1B1YmxpYOtl
eUVDREgi0iB7CiAgICAQICAQICAi1Y3J2IjogIlgONDgiLA0ogICAgICAgICAQI1B1Y
mxpYyI6ICJISX08tZnpLUnp4aExsdHh1Nko5VGO5MVNHSWFCY2gOLXFFNNFWNTZ4WU
YtVTZgqa®hSall2CiAgT2hjNm120UdLOVhNUjZtVFNOUEStVOtBIN19fX19",
{
"signatures":[{
"alg":"S512",
"kid":"MDDT-KTDT-AZ62-55HV-FFVY-JYNU-Y3YE",
"signature":"VFD-9f8AXHdM38HR7y7JKSPStGNRU7wW5SXsJgcl
1bRyzQOXVYDYyNtgR5e19TCEUJKCOVU41q4QAQfzJlUaa-viM7xhTcvIhVZ_YGiYEW
wQg3Nb1-sortDNUdi7FGmGOC5Nh-ErwWxy20KkH8Nht19LDQA"}
1
"PayloadDigest":"PRkvfQ8djpN_z3tY_p8qPRR4rTy_ZFEFW_WAQBcQ
2WpffNNZf_dPVKtWIXWOIpGjxYg2h®zB-hSVnCWViSUiEQ"}
]l
"EnvelopedConnectionDevice": [{
"dig":"sS512",
"ContentMetaData":"ewogICINZXNzYWd1VH1wZSI6ICJIDb25uZWNOaw
9URGV2aWN1IiwKICAiY3R5IjogImFwcGxpY2FOaw9uL21tbS9vYmplY3QiLAogICJ
DcmVhdGVkIjogIjIwMjEtMTAtMjVUMTUENDk6MDdaIn@"},
"ewogICJDb25uZWNOaW9uRGV2aWN1IjogewogICAgQIKkF1dGhlbnRpY2F0aw
9uIjogewogICAgICAiIVWRMIjogIk1BQKkMtTEdZNS1CVTJIPLVNBWKk4tREOYRS1TMON


 JPW
1ZaT25Q0Fg1V1MyQk1lYZDdKOVNBIN19fX19",
{
"signatures":[{
"alg":"S512",
"kid":"MDQJ-G5K2-BJ66-MPLM-FWSA-6650-MILP",
"signature":"r-JIxVZxihprjMs3buVv4ygmgX07NdX1AEI-Cn2nYF
HB3r1lbcNPwmi5z_Of5HpAXkQfF1VJIefnxsMATffF8GNbOocmVEdaIXR8rHDkBMalxd
61CawWzZdv8SAGATHKOWLHKkeAUDGj2wXSINFTMfDghh_TjRUA"}
1

"PayloadDigest":"aT7dghsuhW15GSExnBr01nHQQAcCT-uLaCUkJPhqg
AevgNUtTUUWKkHC63T2ensFiSjCAAXd1YOvp7L8V7twmvZg"}

]I
"EnvelopedConnectionService":[{

"dig":"sS512",

"ContentMetaData" :"ewogICINZXNzYWd1VH1wZSI6ICJIDb25uZWNOaw
9uU2Vydml1ljZSIsCiAgImNOeSI6ICIhcHBsaWNhdGlvbi9tbwWOvb2JgZWNOIiwKICA
1Q3J1YXR1ZCI6ICIYMDIXLTEWLTI1VDE10jQ50jA3W1iJ9"},

"ewogICJIDb25uZWNOaw9uu2VydmljZSI6IHSKICAgICJIBAXRoZW50aWNhdG
1vbiI6IHSKICAgICAQI1VkZiI6ICINQUIDLUXHWTUtQlUYTYy1TQVpOLURKMKUtUZN
DQil1CRzY1IiwKICAQICAQI1B1YmxpY1BhcmFtZXR1cnMi0iB7CiAgICAgICAQI1B1
YmxpYO@tleUVDREgQi0iB7CiAgQICAgICAQICAiLY3J2IjogI1lgONDgiLA0gICAgICAQI
CAgI1B1YmxpYYI6ICJYNIROXOg4Q1lk4LXNEENJ1Y1VXcXhLRzZVhWWh6eFNULXZOMT
1J0U05TzdOawWdEZjFmaERXCiAgZk JPW1ZaT25Q0Fg1V1iMyQk1YZDdKOVNBIN19fX1
9”/

"signatures":[{
"alg":"S512",
"kid":"MDQJ-G5K2-BJ66-MPLM-FWSA-6650-MILP",
"signature":"BwF9R7byEgkzaUblEujRrko@zPuHn7NwH__14VRv
YHOjTb1lISrmG40hujX0Kqs9E1Xe8FOjM26EAXm6100khi_stdxotXwa8CHLZgzTGO
T9qEKdJE1gKZIWLYJOTV_VM-Vowl0z7j1zP4ThsVkI4fhcA"}
1
"PayloadDigest":"KUSigE1HIQenRINVDSSgH5MODt5GJILzKUK5yy1WM
TNdJ_4bW-JKREQiwutelFZvKvO-rX4XFnfBPwzmUf1NY2A"}

1



"PrivateKey":{
"PrivateKeyUDF":{
"PrivateValue":"ZAAQ-APQL-QS4L-SY3L-RER2-TYEA-V4EF-Q30B-6N2
F-DKDP-UJQ6-KXUN-LI2H-7RXH",
"KeyType" :"MeshProfileDevice"}},
"ConnectUri":"mcu://maker@example.com/EC6P-KOIX-T3B4-YIKE-OLX3-
BUUD-64"}}

An EARL is created specifying the means by which an administration
device can acquire the information required to complete a connection
to the device:

QR = {Connect.ConnectEARL}

The preconfigured ProfileDevice is encrypted under the encryption
key and published to the location key derived from the EARL.

9.2.2. Phase 2 & 3

The administration device scans the QR code and obtains the Device
Description using the Claim operation as shown in section $$$$. The
administration device creates the ActivationDevice and
CatalogedDevice records and populates the service as before.

Alice> account connect A
mcu://maker@example.com/EC6P-KOIX-T3B4-YIKE-OLX3-BUUD-64 /web

9.2.3. Phase 4

The device polls the publication service until a claim message is
returned.

Alice4> device complete
Device UDF = MDDT-KTDT-AZ62-55HV-FFVY-JYNU-Y3YE
Account = alice@example.com
Account UDF = MB5I-R24M-QXJT-KDBF-XFOA-DGC3-U3AA

9.2.4. Phase 5

Having been advised that an account has published a claim to bind to
it, the device posts a connection Complete request to the specified
account and completes the connection process as before.
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Protocol Schema

HTTP Well Known Service Prefix: /.well-known/mmm

Every Mesh Portal
Service transaction consists of exactly one request followed by
exactly one response. Mesh Service transactions MAY cause
modification of the data stored in the Mesh Service or the Mesh
itself but do not cause changes to the connection state. The
protocol itself is thus idempotent. There is no set sequence in
which operations are required to be performed. It is not necessary
to perform a Hello transaction prior to any other transaction.

1. Request Messages

A Mesh Portal Service request consists of a payload object that
inherits from the MeshRequest class. When using the HTTP binding,
the request MUST specify the portal DNS address in the HTTP Host
field.

1.1. Message: MeshRequest

Base class for all request messages.

[No fields]

1.2. Message: MeshRequestUser

Base class for all request messages made by a user.

Inherits: MeshRequest The fully qualified account name (including
Account: String (Optional) DNS address) to which the request is

directed.

EnvelopedProfileDevice: Enveloped (Optional) Device profile of the
device making the request.

2. Response Messages

A Mesh Portal Service response consists of a payload object that
inherits from the MeshResponse class. When using the HTTP binding,
the response SHOULD report the Status response code in the HTTP
response message. However the response code returned in the payload
object MUST always be considered authoritative.

2.1. Message: MeshResponse

Base class for all response messages. Contains only the status code
and status description fields.

[No fields]



10.3. TImported Objects
The Mesh Service protocol makes use of JSON objects defined in the
JOSE Signatgure and Encryption specifications and in the DARE Data
At Rest Encryption extensions to JOSE.

10.4. Common Structures
The following common structures are used in the protocol messages:

10.4.1. Structure: KeyValue

Describes a Key/Value structure used to make queries for records
matching one or more selection criteria.

Key: String (Optional) The data retrieval key.
Value: String (Optional) The data value to match.
10.4.2. Structure: ConstraintsSelect

Specifies constraints to be applied to a search result. These allow
a client to limit the number of records returned, the quantity of
data returned, the earliest and latest data returned, etc.

Container: String (Optional) The container to be searched.

IndexMin: Integer (Optional) Only return objects with an index
value that is equal to or higher than the value specified.

IndexMax: Integer (Optional) Only return objects with an index
value that is equal to or lower than the value specified.

NotBefore: DateTime (Optional) Only data published on or after the
specified time instant is requested.

Before: DateTime (Optional) Only data published before the
specified time instant is requested. This excludes data published
at the specified time instant.

PageKey: String (Optional) Specifies a page key returned in a
previous search operation in which the number of responses
exceeded the specified bounds.

When a page key is specified, all the other search parameters
except for MaxEntries and MaxBytes are ignored and the service
returns the next set of data responding to the earlier query.
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4.3. Structure: ConstraintsData

Specifies constraints on the data to be sent.

MaxEntries: Integer (Optional) Maximum number of entries to send.

BytesOffset: Integer (Optional) Specifies an offset to be applied
to the payload data before it is sent. This allows large payloads

to be transferred incrementally.

BytesMax: Integer (Optional) Maximum number of payload bytes to
send.

Header: Boolean (Optional) Return the entry header

Payload: Boolean (Optional) Return the entry payload

Trailer: Boolean (Optional) Return the entry trailer

4.4. Structure: PolicyAccount

Describes the account creation policy including constraints on
account names, whether there is an open account creation policy,

etc.

Minimum: Integer (Optional) Specifies the minimum length of an
account name.

Maximum: Integer (Optional) Specifies the maximum length of an
account name.

InvalidCharacters: String (Optional) A list of characters that the
service does not accept in account names. The list of characters
MAY not be exhaustive but SHOULD include any illegal characters
in the proposed account name.

4.5. Structure: ContainerStatus

Container: String (Optional)
Index: Integer (Optional) 10.4.6. Structure: ContainerUpdate

Digest: Binary (Optional)

Inherits: ContainerStatus The entries to be uploaded.
Envelopes: DareEnvelope [0..Many]
10.5. Transaction: Hello

Request: HelloRequest
Response: MeshHelloResponse Report service and version information.
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The Hello transaction provides a means of determining which protocol
versions, message encodings and transport protocols are supported by
the service.

The PostConstraints field MAY be used to advise senders of a maximum
size of payload that MAY be sent in an initial Post request.

5.1. Message: MeshHelloResponse

ConstraintsUpdate: ConstraintsData (Optional) Specifies the default
data constraints for updates.

ConstraintsPost: ConstraintsData (Optional) Specifies the default
data constraints for message senders.

PolicyAccount: PolicyAccount (Optional) Specifies the account
creation policy

EnvelopedProfileService: Enveloped (Optional) The enveloped master
profile of the service.

EnvelopedProfileHost: Enveloped (Optional) The enveloped profile of
the host.

6. Transaction: BindAccount

Request: BindRequest

Response: BindResponse Request creation of a new service account or

group.
Attempt
6.1. Message: BindRequest

Request binding of an account to a service address.

Inherits: MeshRequest The service account to bind to.
AccountAddress: String (Optional)
EnvelopedProfileAccount: Enveloped (Optional) The signed assertion
describing the
account.

6.2. Message: BindResponse
Inherits: MeshResponse
Reports the success or failure of a Create

transaction.

Reason: String (Optional) Text explaining the status of the
creation request.
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URL: String (Optional)
A URL to which the user is directed to
complete the account creation request.

7. Transaction: UnbindAccount

Request: UnbindRequest
Response: UnbindResponse Request deletion of a service account.

7.1. Message: UnbindRequest
Request creation of a new portal account. The request specifies the
requested account identifier and the Mesh profile to be associated

with the account.

Inherits: MeshRequestUser
[No fields]

7.2. Message: UnbindResponse
Inherits: MeshResponse
Reports the success or failure of a Delete
transaction.
[No fields]
8. Transaction: Connect
Request: ConnectRequest
Response: ConnectResponse Request information necessary to begin
making a connection request.

8.1. Message: ConnectRequest

Inherits: MeshRequest The connection request generated by the
EnvelopedRequestConnection: Enveloped (Optional) client

Rights: String [0..Many] List of named access rights.
8.2. Message: ConnectResponse

Inherits: MeshResponse The connection request generated by the
EnvelopedAcknowledgeConnection: Enveloped (Optional) client

EnvelopedProfileAccount: Enveloped (Optional) The user profile that
provides the root of trust for this Mesh

9. Transaction: Complete

Request: CompleteRequest
Response: CompleteResponse 10.9.1. Message: CompleteRequest



Inherits: StatusRequest
AccountAddress: String (Optional)

ResponseID: String (Optional) 10.9.2. Message:
CompleteResponse

Inherits: MeshResponse The signed assertion describing the result
EnvelopedRespondConnection: Enveloped (Optional) of the connect
request

10.10. Transaction: Status

Request: StatusRequest
Response: StatusResponse 10.10.1. Message: StatusRequest

Inherits: MeshRequestUser

DeviceUDF: String (Optional) 10.10.2. Message: StatusResponse
ProfileMasterDigest: Binary (Optional)

Catalogs: String [0..Many]

Spools: String [0..Many]

Inherits: MeshResponse The account profile providing the root of
EnvelopedProfileAccount: Enveloped (Optional) trust for this
account.

EnvelopedCatalogedDevice: Enveloped (Optional) The catalog device
entry

ContainerStatus: ContainerStatus [0..Many] 10.11. Transaction:
Download

Request: DownloadRequest

Response: DownloadResponse Request objects from the specified
container with the specified search

criteria.

10.11.1. Message: DownloadRequest

Inherits: MeshRequestUser
Request objects from the specified
container(s).

A client MAY request only objects matching specified search criteria
be returned and MAY request that only specific fields or parts of
the payload be returned.

Select: ConstraintsSelect [0..Many] Specifies constraints to be
applied to a search result. These allow a client to limit the
number of records returned, the quantity of data returned, the
earliest and latest data returned, etc.
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ConstraintsPost: ConstraintsData (Optional)
Specifies the data
constraints to be applied to the responses.

11.2. Message: DownloadResponse

Inherits: MeshResponse
Return the set of objects requested.

Services SHOULD NOT return a response that is disproportionately
large relative to the speed of the network connection without a
clear indication from the client that it is relevant. A service MAY
limit the number of objects returned. A service MAY limit the scope
of each response.

Updates: ContainerUpdate [0..Many] The updated data
12. Transaction: Transact
Request: TransactRequest
Response: TransactResponse Attempt an atomic transaction on the
containers and spools associated with an
account.
12.1. Message: TransactRequest
Inherits: MeshRequestUser
Upload entries to a container. This
request is only valid if it is issued by the owner of the account

Updates: ContainerUpdate [0..Many] The data to be updated

Accounts: String [0..Many] The account(s) to which the request is
directed.

Outbound: Enveloped [0..Many] The messages to be sent to other
accounts

Inbound: Enveloped [0..Many] Messages to be appended to the user's
inbound spool. this is typically used to post notifications to
the user to mark messages as having been read or responded to.

Local: Enveloped [0..Many] Messages to be appended to the user's
local spool. This is used to allow connecting devices to collect
activation messages before they have connected to the mesh.

12.2. Message: TransactResponse

Inherits: MeshResponse
Response to an upload request.
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Entries: EntryResponse [0..Many]
The responses to the entries.

ConstraintsData: ConstraintsData (Optional) If the upload request
contains redacted entries, specifies constraints that apply to
the redacted entries as a group. Thus the total payloads of all
the messages must not exceed the specified value.

12.3. Structure: EntryResponse

IndexRequest: Integer (Optional) The index value of the entry in
the request.

IndexContainer: Integer (Optional) The index value assigned to the
entry in the container.

Result: String (Optional) Specifies the result of attempting to add
the entry to a catalog or spool. Valid values for a message are
'Accept', 'Reject'. Valid values for an entry are 'Accept',
'Reject' and 'Conflict'.

ConstraintsData: ConstraintsData (Optional) If the entry was
redacted, specifies constraints that apply to the redacted
entries as a group. Thus the total payloads of all the messages
must not exceed the specified value.

13. Transaction: Post

Request: PostRequest

Response: PostResponse Request to post to a spool from an external
party. The request and response messages are

extensions of the corresponding messages for the Upload transaction.

It is expected that additional fields will be added as the need

arises.

13.1. Message: PostRequest

Inherits: MeshRequest The account(s) to which the request is
Accounts: String [0..Many] directed.

Messages: Enveloped [0..Many] The messages to be sent to the
addresses specified in Accounts.

13.2. Message: PostResponse

Inherits: TransactResponse
[No fields]

14. Transaction: Claim
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Request: ClaimRequest

Response: ClaimResponse
Claim a publication

14.1. Message: ClaimRequest
Inherits: MeshRequest The claim message

EnvelopedMessageClaim: Enveloped (Optional)
10.14.2. Message:

ClaimResponse

10.

10

10.

Inherits: MeshResponse The encrypted device profile
CatalogedPublication: CatalogedPublication (Optional)
15. Transaction: PollClaim

Request: PollClaimRequest
Response: PollClaimResponse Check party making claim

.15.1. Message: PollClaimRequest

Inherits: MeshRequest The envelope identifier formed from the
PublicationId: String (Optional) PublicationId.

TargetAccountAddress: String (Optional) Account to which the claim
is directed

15.2. Message: PollClaimResponse
Inherits: MeshResponse The claim message

EnvelopedMessage: Enveloped (Optional)
10.15.3. Structure:

CryptographicOperation

10.

10.

10.

KeyId: String (Optional) The key identifier

KeyCoefficient: Binary (Optional) Lagrange coefficient multiplier
to be applied to the private key

15.4. Structure: CryptographicOperationSign

Inherits: CryptographicOperation The data to sign

Data: Binary (Optional)

PartialR: Binary (Optional) Contribution to the R offset.

15.5. Structure: CryptographicOperationKeyAgreement

Inherits: CryptographicOperation
[No fields]

15.6. Structure: CryptographicOperationGenerate
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Inherits: CryptographicOperation
[No fields]
15.7. Structure: CryptographicOperationShare

Inherits: CryptographicOperation
Threshold: Integer (Optional) 10.15.8. Structure:
Shares: Integer (Optional) CryptographicResult

Error: String (Optional)
10.15.9. Structure:

CryptographicResultKeyAgreement

10.

10

10.

10.

11.

12.

Inherits: CryptographicResult
[No fields]

15.10. Structure: CryptographicResultShare

Inherits: CryptographicResult
[No fields]

.16. Transaction: Operate

Request: OperateRequest
Response: OperateResponse Perform a set of cryptographic operations

16.1. Message: OperateRequest

Inherits: MeshRequest The service account the capability is bound
AccountAddress: String (Optional) to

16.2. Message: OperateResponse

Inherits: MeshResponse
[No fields]

Security Considerations
The security considerations for use and implementation of Mesh

services and applications are described in the Mesh Security
Considerations guide [draft-hallambaker-mesh-security].

IANA Considerations

All the IANA considerations for the Mesh documents are specified in
this document
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