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1. Introduction

This document describes the data structures of the Mathematical Mesh
with illustrative examples. For an overview of the Mesh objectives
and architecture, consult the accompanying Architecture Guide
[draft-hallambaker-mesh-architecture]. For information on the
implementation of the Mesh Service protocol, consult the
accompanying Protocol Reference [draft-hallambaker-mesh-protocol]

This document has two main sections. The first section presents
examples of the Mesh assertions, catalog entries and messages and
their use. The second section contains the schema reference. All the
material in both sections is generated from the Mesh reference
implementation [draft-hallambaker-mesh-developer].

Although some of the services described in this document could be
used to replace existing Internet protocols including FTP and SMTP,
the principal value of any communication protocol lies in the size
of the audience it allows them to communicate with. Thus, while the
Mesh Messaging service is designed to support efficient and reliable
transfer of messages ranging in size from a few bytes to multiple
terabytes, the near-term applications of these services will be to
applications that are not adequately supported by existing protocols
if at all.

2. Definitions

This section presents the related specifications and standard, the
terms that are used as terms of art within the documents and the
terms used as requirements language.

2.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFEC2119].



2.2. Defined Terms

The terms of art used in this document are described in the Mesh
Architecture Guide [draft-hallambaker-mesh-architecture].

2.3. Related Specifications

The architecture of the Mathematical Mesh is described in the Mesh
Architecture Guide [draft-hallambaker-mesh-architecture]. The Mesh
documentation set and related specifications are described in this
document.

2.4. Implementation Status

The implementation status of the reference code base is described in
the companion document [draft-hallambaker-mesh-developer].

3. Actors

The Mesh mediates interactions between three principal actors:
Accounts, Devices, and Services.

Currently two account types are specified, user accounts which
belong to an individual user and group accounts that are used to
share access to confidential information between a group of users.
It may prove useful to define new types of account over time or to
eliminate the distinction entirely. When active a Mesh account is
bound to a Mesh Service. The service to which an account is bound
MAY be changed over time but an account can only be bound to a
single service at a time.

A Mesh account is an abstract construct that (when active) is
instantiated across one or more physical machines called a device.
Each device that is connected to an account has a separate set of
cryptographic keys that are used to interact with other devices
connected to the account and MAY be provisioned with access to the
account private keys which MAY or MAY NOT be mediated by the current
Mesh Service. A user's Mesh accounts and the devices connected to
them constitute that user's Personal Mesh.

A Mesh Service is an abstract construct that is provided by one or
more physical machines called Hosts. A Mesh Host is a device that is
attached to a service rather than an account.

3.1. Accounts
A Mesh Account is described by a Profile descended from Profile

Account and contains a set of Mesh stores. Currently two account
profiles are defined:



ProfileUser
Describes a user account.

ProfileGroup Describes a group account used to share confidential
information between a group of users.

Both types of profile specify the following fields:

ProfileSignature The public signature key used to authenticate the
profile itself

AccountAddress The account name to which the account is currently
bound. (e.g. alice@example.com, @alice).

ServiceUdf 1If the account is active, specifies the fingerprint of
the service profile to which the account is currently bound.

AdministratorSignature The public signature key used to verify
administrative actions on the account. In particular addition of
devices to a user account or members to a group account.

AccountEncryption The public encryption key for the account. All
messages sent to the account MUST be encrypted under this key. By
definition, all data encrypted under this account is encrypted
under this key.

User accounts specify two additional public keys, AccountSignature
and AccountAuthentication which allow signature and authentication
operations under the account context.
Every account contains a set of catalogs and spools that are managed
by the service as directed by the contents of the associated Access
catalog.
For example, the personal account profile Alice created in
For example, Alice creates a personal account:

Alice> meshman account create alice@example.com

Account=alice@example.com
UDF=MAMQ-ETEA-JBL3-6UKE-LRNT-DGC3-0IDF

The account profile created is:



"ProfileUser":{

"ProfileSignature":{
"Udf":"MAMQ-ETEA-JBL3-6UKE-LRNT-DGC3-0IDF",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":"Ed448",
"Public":"ni85QjaM8wU5VROKmwWNXDOF9c4SK303Mk0Gad5w1J8hgB
1YWw9oNzmi32sw8XAmer6UMOSOTCc24A"}1}},

"AccountAddress":"alice@example.com",

"ServiceUdf":"MDSK-EUHS-QXGD-LKOF-AVC7-V2RH-LV6Z",

"EscrowEncryption":{
"udf":"MBZP-WZAZ-B6KQ-MYYP-H7KD-VVBA-7T6U",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":'"X448",
"Public":"tR85RCqWVv8-X5BKONU4EV1jQFJI585FNE3ZwyWzXSVt JH1
XOFZ73ZQ7xg9uurw8KOK15MOUW7LLOA"}}},

"AdministratorSignature":{
"Udf":"MBDV-XXNH-2RUB-RBMZ-5NG7-L3CD-3THV",
"PublicParameters":{

"PublicKeyECDH": {
"crv":"Ed448",
"Public":"HUwN4RVhGczF10m2bDcevvVYyd6gjdq33Qqv8Uq39dGas
RzQn9_PVQCBRI_8MjiverTKdaaEI32A"}}},

"CommonEncryption": {
"Udf":"MDPR-FJVW-GK5Z-2LJA-LMYV-XSCH-HE2C",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":"X448",
"Public":"55jUkmgn3gwGOb2HzDVU3H1f5s06GgV1j_vaYFwAEksDc
My3wyvUwt90jkeUKT6304Dwfrh-Uw8A"}}},

"CommonAuthentication":{
"Udf":"MBVI-EWLO-EI7J-0VAK-GGZH-6YHW-ZJSU",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":'"X448",
"Public":"fTU3TeB1-7K8SZpo4tQxZPpJAb-_d3NIdJhlkxWaiZogJ
REK9adPf9Kns5mqr11UTToIMhzfdJaA"}}},
"CommonSignature":{
"Udf": "MAMP -BX4G-AKK2 - YHPA-IXJV-Z2KV-UXBW",
"PublicParameters":{
"PublicKeyECDH": {
"crv":"Ed448",
"Public":"Y6-D2DbbKlaVXvG5ZQwelLd5_kP1ECACR40bDmpg-Y4Ks9
2FNe-uysWUrM_LmQKOIPjjr5L8NOBEA"}}1}1}}



3.

2.

Device

Every Mesh device has a set of private keys that are unique to that
device. These keys MAY be installed during manufacture, installed
from an external source after manufacture or generated on the
device. If the platform capabilities allow, device private keys
SHOULD be bound to the device so that they cannot be extracted or
exported without substantial effort.

The public keys corresponding to the device private keys are
specified in a ProfileDevice. This MUST contain at least the
following fields:

ProfileSignature The public signature key used to authenticate the
profile itself.

Encryption Public encryption key used as a share contribution to
generation of device encryption keys to be used in the context of
an account and to decrypt data during the process of connecting
to an account.

Authentication Public authentication key used as a share
contribution to generation of device authentication keys to be
used in the context of an account and to authenticate the device
to a service during the process of connecting to an account.

Signature Public signature key used as a share contribution to
generation of device signature keys to be used in the context of
an account.

For example, the device profile corresponding to one of the devices
belonging to Alice is:



"ProfileDevice":{

"ProfileSignature":{
"Udf":"MA75-5N5Q-BPQF-5LMP-AN6X-NM4E-U4KS",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":"Ed448",
"Public":"pwa2YXUVQCKc31NOBL1_aS0270xT1Qo37IW6HWadhTx-b
wqFEvdbzJ4UnjPjabKFLPs3NeXj77yA"}1}},
"Encryption":{
"Udf":"MAAB-KTVM-DBAR-H2MO-BR65-7ADT-MLLA",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":"X448",
"Public":"pD72qIWSU1Z51BA0C220t-ZgE22uhnBP77VZz4gsiBj_8
8XnpfK33J34WuKorrw32Cze_-SkqviA"}}},
"Signature":{
"udf":"MBQA-M2E2-PZPR-GIM3-JCRJ-QDDC-NJXL",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":"Ed448",
"Public":"HwultsJThxHMvig7PhCBnjgEYY9r7Ima@uYyKKkYY5kwB9
iD4K30jiEomSrdwWFp0z6I4j wWsFKsA"}1}3},

"Authentication":{
"Udf":"MDRS-RHS6-4XIE-34VE-2ZLM-GKWL-VMMN",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":'"X448",
"Public":"ywFQCwMMLGNTUZh-py50ef30Dy9]j8CwWIVCZAPsuWowfM
EUjROOPFF3q2NAgOPI3Lq87bPaudrQA"}}}}}

3.2.1. Activation

The device private keys are only used to perform cryptographic
operations during the process of connecting a device to an account.
During that connection process, a threshold key generation scheme is
used to generate a second set of device keys bound to the account by
combining the base key held by the device with a second device
private key provided by the administration device approving the
connection of the device to the account. The resulting key is
referred to as the device key. The process of combining the base
keys with the contributions to form the device keys is called
Activation.

For example, Alice connects the device whose profile is shown above
to her account:



Alice2> meshman device complete

Device UDF = MA75-5N5Q-BPQF-5LMP-AN6X-NM4E-U4KS
Account = alice@example.com
Account UDF = MAMQ-ETEA-JBL3-6UKE-LRNT-DGC3-0IDF

The activation record granting the device rights to operate as a
part of the account is:

"ActivationAccount":{

"ActivationKey":"ZAAQ-GK4S-YPOU-UMUP-MVLX-2F03-QN7Y-UFQK-HEPB-R
Y4L-WSUB-2NYA-VW5G-VFL5",

"Accountudf":"MA75-5N5Q-BPQF-5LMP-AN6X-NM4E-U4KS"}}

And:



"ActivationCommon":{

"Entries":[{
"Resource":"MMM_Contact",
llKeyH : {

"Udf" :"MDRE-XGSY-3FEQ-7JBD-5CGH-QTC7-TZEV",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":'"X448",
"Public":"rJfOVv0izXyn_r--rH7gff3rIQFbtYMnhHSKQFYibG
1ROW-RSXUIjHZTfBXx4F94e7FSe3Qi9wIbl1CA"}},
"PrivateParameters": {
"PrivateKeyECDH": {
"crv'":"X448",
"Private" :"8yGWHtYjkzgrOEs13qsqzmS93diaEiFxP2IBMJJ7
M3-LF_SfVve2Wzp3_557yaPh6UOYE7K2r-I"}3}1}3,
{
"Resource":"MMM_Publication",
"Key":{
"Udf" : "MDAV-VMHF -DRT3-BKDL-Y2HL -GLK2-GHEW",
"PublicParameters":{
"PublicKeyECDH": {
"crv":"X448",
"Public":"Igv5xtCKBf1lhcoMivJ-sBYXF8-sn4AuTe_lzgHzKq
_8wyiejH7-QEzr0IuxOvnFaTphUM24DXqYA"}},
"PrivateParameters":{
"PrivateKeyECDH" : {
"crv'":"X448",
"Private":"EhcNnNOUISXV3XIdx-7Dcy8_bSPHyXv6YN1Sr-0OLp
5EPV22Vv5GRNQ63 - 4RWPe2AwGowo-JO9LQCU"}} 1},
{
"Resource" :"MMM_Inbound",
"Key":{
"udf":"MCPS-VCZ3-XVV5-PBAI-QN5B-CF6E-A75G",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":"X448",
"Public":"P6u7tVLfiqyvmACUQJIWiu_P36h38sHXcXbavqL5nh
WVE799w6IAmMP22cBm-omewfEdpZN7rR1bgA"}},
"PrivateParameters":{
"PrivateKeyECDH": {
"crv'":'"X448",
"Private":"ItPikKDnBdWk1bzKw10zc4H1g9L96MvbVrWS1L20
PKg-kVtak8idY3jblfetl WpEK81f5mi2AI"}}}3,
{
"Resource":"MMM_Outbound",
"Key":{
"udf":"MAFH-RDQT - JWOQ-INJX-WEBR-J3HJ-M7TZ",
"PublicParameters":{



"PublicKeyECDH": {
"crv'":"X448",
"Public":"LJi26cciDxYLIetfl5nwtKalpYOeYhB9XkxUpPYxJ
wleIqO6pwYX14PRXdAWKvpm4vMx4V_W1Tk4A"}},
"PrivateParameters":{
"PrivateKeyECDH": {
"crv'":'"X448",
"Private":"v3Ra_hFcIHgRavFA_BKTw5jaH1FN3RR7GNwX81XX
BEymY7Jn42Zu2r9RYIxJgbf25pvbmpNO3ME"}}1} 3,
{
"Resource":"MMM_Network",
"Key":{
"udf":"MABR-5WCQ-TNIL-GJGY-JLEH-F477-ABMS",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":'"X448",
"Public":"s-RYfBg8hEC4BPRWNDR-DSa3Pb1qNzcozSSugzBwB
XOVUti4jDJBoF5naUr5chtabSjOEsgLZmkA"}},
"PrivateParameters":{
"PrivateKeyECDH": {
"crv'":'"X448",
"Private":"KhYa4lUPXaVve8fQL4fzbcH7-yhMhEf7LBacgxMdB
kqJ-8FlarGILPArRAF3Ib4MvphwEafcEsIA"}}1}},
{
"Resource":"MMM_Application",
"Key":{
"udf":"MBXU-FZUK-KFH2-72J2-Q4N2-A7AB-25GF",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":"X448",
"Public":"1wu54QyqdNjLWQHIRdZ3_bpv9JIKuoJDtyCGOlwghA
x0t4toLqrdsWrC0qqznt3edJKIKI8m60O8CA"}},
"PrivateParameters":{
"PrivateKeyECDH": {
"crv'":"X448",
"Private":"iOUDwM6SAetyLJIMC6uG_3CIWFOPWAMYy9mZCl1WSL
dzkiSfnwWhz2a®ONQ5bwTRLYDAYyccBx_s7c"}}}},
{
"Resource":"MMM_Credential",
"Key":{
"Udf" :"MDG5-EPRO-L3LG-GGFU-WKSG-EXU3-GGAB",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":"X448",
"Public":"INLLEYrLIPzFvcrxknMiC6CBWpZbn8i6PkyYrTWDK
adc8DgCQi1PawegayF-Fjyh2nAl0sTJu8ngA"}},
"PrivateParameters":{
"PrivateKeyECDH": {
"crv'":'"X448",



"Private":"csfYsFBXAOgawDzo5kA81Cku_yV-jv9troOyNvNv
740-gzNM1jaRRNdp1xXuOltgwDa3gEmwNRC"}}3} 3},
{
"Resource":"MMM_Task",
"Key":{
"Udf" :"MAT6-WUMY-SZ3J-ZREZ-RLV2-YJQ5-ASC7",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":'"X448",
"Public":"_WwW7zyQPuEJLZ70VTd_EccJwZ1Ld5KAIdkW2RBBG1
btoVF1Gpnadyr4qV1lgSrROdrizDazUJIDaA"}},
"PrivateParameters":{
"PrivateKeyECDH": {
"crv'":"X448",
"Private":"JWzHJH5yBYh1tzkwuWtL2H4N2svYfem3p80iB129
Mqz59t87R1jctfhl9kwwilllPF54xImXmTg"}}}},
{
"Resource":"MMM_Bookmark",
"Key":{
"Udf":"MBQJ-3DZR-GNXB-W3UQ-P620-G4RK-HX20",
"PublicParameters":{
"PublicKeyECDH": {
"crv":"X448",
"Public":"n2700qLidzKr9ju-p9jY-0R4vsKyUy_5e6lak4_kC
aG1IMr5jroj-w7y4VvVrybGm-NfGEyY-UMBKmMA" }},
"PrivateParameters": {
"PrivateKeyECDH" : {
"crv":"X448",
"Private":"1IeSz2X9UOCMEOMQF37f_8RziEV3LVBQQDXVZNGb
YhOYWATKwGQM17120XYYawm2zdY6Bu8r7uE"}}}3}
1
"Encryption":{
"Udf":"MDPR-FJVW-GK5Z-2LJA-LMYV-XSCH-HE2C",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":'"X448",
"Public":"55jUkmgn3gwGOb2HzDVU3H1f5s06GgV1j_vaYFwAEksDc
My3wyvUwt90jkeUKT6304Dwfrh-Uw8A"}},
"PrivateParameters":{
"PrivateKeyECDH":{
"crv'":'"X448",
"Private":"14xBD_TtMiv4VXLfv53eQqAXkGzDsI5d15IZekWy4Yi8
UTPw35kXuzIhgNvwlREvVfU2JdBVh3wo"}} 3},

"Authentication":{
"Udf":"MBVI-EWLO-EI7J-0VAK-GGZH-6YHW-ZJSU",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":"X448",
"Public":"fTU3TeB1l-7K8SZpo4tQxZPpJAb-_d3NIdJhlkxwWaizogJ



REK9adPf9Kns5mqr11UTToIMhzfdJaA"}},
"PrivateParameters":{
"PrivateKeyECDH":{
"crv'":'"X448",
"Private":"LgBnHkzzISgjBeoCMjlxX1p_pnrZ8CdfnOkMTzIUf4tL
IVWRIUueHQEYWP5_nvYSmYbMrJCWUAGU"}}},
"Signature":{
"Udf": "MAMP -BX4G-AKK2-YHPA-IXJV-Z2KV-UXBW",
"PublicParameters":{
"PublicKeyECDH": {
"crv":"Ed448",
"Public":"Y6-D2DbbKlaVXvG5ZQwelLd5_kP1ECACR40bDmpg-Y4Ks9
2FNe-uysWUrM_LmQKOIPjjr5L8NOBEA"}},
"PrivateParameters":{
"PrivateKeyECDH":{
"crv":"Ed448",
"Private":"IAfy3NjVXhiNYFt16w5A99iy3TqCByxQLb915WoW1xXN5
pjHzHeH9Ibr3n22sulvvsctPdfPAeeo"}}}}}

The Mesh protocols are designed so that there is never a need to
export or escrow private keys of any type associated with a device,
neither the base key, nor the device key nor the contribution from
the administration device.

This approach to device configuration ensures that the keys that are
used by the device when operating within the context of the account
are entirely separate from those originally provided by the device
manufacturer or generated on the device, provided only that the key
contributions from the administration device are sufficiently random
and unguessable.

.2.2. Connection Assertion

The administration device combines the public keys specified in the
device profile with the public components of the keys specified in
the activation record to calculate the public keys of the device
operating in the context of the account. These public keys are then
used to create at a ConnectionDevice and a ConnectionService
assertion signed by the account administration signature key.

The ConnectionDevice assertion is used by the device to authenticate
it to other devices connected to the account. This connection
assertion specifies the Encryption, Authentication, and Signature
keys the device is to use in the context of the account and the list
of roles that have been authorized for the device..



"ConnectionDevice":{

"Authentication":{
"Udf":"MAVT-XX2Y-B6D2-7SJ3-VVTW-MQ6C-S2MU",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":'"X448",
"Public":"yrFrem_3XKgaQAvnlTxaZ2msYD-dBceF8NOssaE7BS5bh
BD_ViasKtPXFncsZ-4LdAjpHE2bWKIA"}}},
"Roles":["message",
"web"
1

"Signature":{
"Udf":"MCJE-YAQI-I40U-EXTX-CQ5W-IORV-HKH4",
"PublicParameters":{

"PublicKeyECDH": {
"crv":"Ed448",
"Public":"ayCD-NfNvsgHfxy41lyDEysG8PD36zgLq1AZmh86_R4qY2
IpzPiymPiunbLL-pRZy8pPKDiwHPGOA"}}},
"Encryption":{
"Udf":"MDCW-SXW2-ROVU-4R3G-E5R3-2JGI-YBPF",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":'"X448",

"Public":"Un-_awwiGjXga099A66zrVJIwUilnUaYAuftP4HTmsnZg_
fhq3zZ0rcja-z-er-BbJ9MHAQT3TxfyA"}}}3}}

The ConnectionService assertion is used to authenticate the device
to the Mesh service. In order to allow the assertion to fit in a
single packet, it is important that this assertion be as small as
possible. Only the Authentication key is specified.

The corresponding ConnectionService assertion is:

"ConnectionService":{

"Authentication":{
"udf":"MAVT-XX2Y-B6D2-7SJ3-VVTW-MQ6C-S2MU",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":'"X448",

"Public":"yrFrem_3XKgaQAvnlTxaz2msYD-dBceF8NOssaE7BS5bh
BD_ViaskKtPXFncsZ-4LdAjpHE2bWKIA"}}}1}



The ConnectionDevice assertion MAY be used in the same fashion as an
X.509v3/PKIX certificate to mediate interactions between devices
connected to the same account without the need for interaction with
the Mesh service. Thus, a coffee pot device connected to the account
can receive and authenticate instructions issued by a voice
recognition device connected to that account.

While the ConnectionDevice assertion MAY be used to mediate external
interactions, this approach is typically undesirable as it provides
the external parties with visibility to the internal configuration
of the account, in particular which connected devices are being used
on which occasions. Furthermore, the lack of the need to interact
with the service means that the service is necessarily unable to
mediate the exchange and enforce authorization policy on the
interactions.

Device keys are intended to be used to secure communications between
devices connected to the same account. All communication between
Mesh accounts SHOULD be mediated by a Mesh service. This enables
abuse mitigation by applying access control to every outbound and
every inbound message.

3.3. Service

Mesh services are described by a ProfileService. This specifies the
encryption, and signature authentication keys used to interact with
the abstract service.



"ProfileService":{

"ProfileSignature":{
"Udf":"MDSK-EUHS-QXGD-LKOF-AVC7-V2RH-LV6Z",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":"Ed448",
"Public":"UuwD8qgxdeqgk6pyWkoz63gBpJPCcZ0b-hySYQb_Lx5fGfY
0oU4gB7V6VauAfG-uIBDBMgg1QmcGQA"}}},

"ServiceAuthentication":{
"Udf":"MDAL-ZI5N-4UKZ-H6VL-F25K-PHNF-ZUVA",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":"X448",
"Public":"d3bn_-gEVWBM69Z93Kabn3MqSnc9GQD1FT2_Rcx5tVRme
b_bjy71vSRSk3ZP04Dj2cUBM4Agr-oA"} 1},

"ServiceEncryption":{
"Udf":"MA4K-EVCK-360Z-UHSQ-SHLK-36N3-YW7L",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":'"X448",
"Public":"P_owWGt7wdtuvcsGCPfQO8UF5CFXG2RPwWCTB1KZgxOVIf
9hpMdeyuAjRMFeE5_3nRmOywL6tkUQA"}1}3,

"ServiceSignature":{
"Udf":"MAC3-YJSU-42F3-BB4L-T47H-VF6M-4IXM",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":"Ed448",
"Public":"_pTOcmw66uaQbdOQhE15yUtmiUDsdozZ1zLtGrqNnDfTbh
Q8quUQD1pPG4fszIFa9viKYEQOCBA2EA"}}}}}

Since Mesh accounts and services are both abstract constructs, they
cannot interact directly. A device connected to an account can only
interact with a service by interacted with a device authorized to
provide services on behalf of one or more accounts connected to the
service. Such a device is called a Mesh Host.

Mesh hosts MAY be managed using the same ProfileDevice and device
connection mechanism provided for management of user devices or by
whatever other management protocols prove convenient. The only part
of the Service/Host interaction that is visible to devices connected
to a profile and to hosts connected to other services is the
ConnectionHost structure that describes the set of device keys to
use in interactions with that specific host.



"ConnectionService":{
"Subject":"MBDH-L24Q-ZFNI-RSNS-AQ7Y-WGCQ-HRZ4",
"Authority":"MDSK-EUHS-QXGD-LKOF-AVC7-V2RH-LV6Z",
"Authentication":{

"PublicParameters":{
"PublicKeyECDH": {
"crv'":'"X448",
"Public":"_fdKvOXPYHKFFb801ljLKA3raIGkamEuL8beeoknQpBzZVc
hhCv9Q0GM47SBPow59_avyQuKO2fWSA"}}3,
"Account":"@example"}}

Mesh Services MAY make use of the profile and activation mechanism
used to connect devices to accounts to manage the connection of
hosts to services. But this is optional. It is never necessary for a
device to publish a ProfileHost assertion.

4. Catalogs

Catalogs track sets of persistent objects associated with a Mesh
Service Account. The Mesh Service has no access to the entries in
any Mesh catalog except for the Device and Contacts catalog which
are used in device authentication and authorization of inbound
messages.

Each Mesh Catalog managed by a Mesh Account has a name of the form:
<prefix>_<name>

Where <prefix> is the IANA assigned service name. The assigned
service name for the Mathematical Mesh is mmm. Thus, all catalogs
specified by the Mesh schema have names prefixed with the sequence
mmm_

The following catalogs are currently specified within the
Mathematical Mesh.

Access: mmm_Access Describes access control policy for performing
operations on the account. The Access catalog is the only Mesh



catalog whose contents are readable by the Mesh Service under
normal circumstances.

Application: mmm_Application Describes configuration information
for applications including mail (SMTP, IMAP, OpenPGP, S/MIME,
etc) and SSH and for the MeshAccount application itself.

Bookmark: mmm_Bookmark Describes Web bookmarks and other citations
allowing them to be shared between devices connected to the
profile.

Contact: mmm_Contact Describes logical and physical contact
information for people and organizations.

Credential: mmm_Credential Describes credentials used to access
network resources.

Device: mmm_Device Describes the set of devices connected to the
account and the permissions assigned to them

Network: mmm_Network Describes network settings such as WiFi access
points, IPSEC and TLS VPN configurations, etc.

Member: mmm_Member Describes the set of members connected to a
group account.

Publication: mmm_Publication Describes data published under the
account context. The data MAY be stored in the publication
catalog itself or on a separate service (e.g. a Web server).

Task: mmm_CatalogTask Describes tasks assigned to the user
including calendar entries and to do lists.

The Access, and Publication catalogs are used by the service in
certain Mesh Service Protocol interactions. The Device and Member
catalogs are used to track the connection of devices to a user
account and members to a group for administrative purposes. These
interactions are further described below.

In many cases, the Mesh Catalog offers capabilities that represent a
superset of the capabilities of an existing application. For
example, the task catalog supports the appointment tracking
functions of a traditional calendar application and the task
tracking function of the traditional 'to do list' application.
Combining these functions allows tasks to be triggered by other
events other than the passage of time such as completion of other
tasks, geographical presence, etc.

In such cases, the Mesh Catalog entries are designed to provide a
superset of the data representation capabilities of the legacy



formats and (where available) recent extensions. Where a catalog
entry is derived from input presented in a legacy format, the
original data representation MAY be attached verbatim to facilitate
interoperability.

4.1. Access

The access catalog mmm_Access contains a list of access control
entries providing authorization to devices authenticated by a
particular credential. The access catalog provides information that
is necessary for the Mesh Service to act on behalf of the user. It
is therefore necessary for the service to be able to decrypt entries
in the catalog.

The entries in the catalog have type CatalogedAccess and specify a
capability. The following capabilities are defined:

NullCapability A capability granting no access rights. May be used
to establish a positive statement denying all access.

AccessCapability Authorizes a device authenticated by specified
means to request privileged account operations. For example,
requesting the status of an account catalog. Also used to
provision devices with a copy of their CatalogedDevice entry
encrypted under a key held by the device.

CryptographicCapability Specifies a private key encrypted under the
encryption key of the service and criteria specifying the parties
authorized to request use of the key.

PublicationCapability Authorizes a device authenticated by
specified means to obtain a data item.

The Access catalog plays a central role in all operations performed
by the service on behalf of the user.

Every access capability is gated by a specified set of
authentication criteria. The following authentication criteria are
currently defined:

Profile Authentication Key The account profile authentication key
authorizes any account action without the need for an access
catalog entry. This capability is normally only used during
account binding. Administration devices SHOULD NOT have access to
the account profile authentication key after binding is
completed.

Device Authentication Key The service will only perform the
operation if the device making the request presents the specified
authentication key.



This form of authentication is necessary to restrict access to
account operations so that only connected devices can interact
with stores, etc.

Account Profile Identifier The service will only perform the
operation if the device making the request presents an
authentication key that is credentialed by a connection assertion
to the specified account profile.

This form of authentication is necessary to perform
administration operations on a group account since it is the
account rather than the device that is authorized to perform the
operation.

Proof of Knowledge The service will only perform the operation if
proof of knowledge of the identified shared secret is provided.

This form of authentication criteria is used to allow device
connection and contact exchange by means of static (i.e. printed)
QR codes.

Future: Currently, the set of authentication criteria is limited to
direct grants of a single capability to a single specified device or
account. This approach may prove to be unnecessarily verbose
requiring the same information to be repeated multiple times.

4.1.1. Access Capability

The access capability permits a specified service operation on the
account. Optionally, an access capability MAY specify a Data entry
encrypted to a key held by the device.

The access capability specifies the set of rights granted to the
requester and optionally specifies an EnvelopedCatalogedDevice entry
containing the CatalogedDevice entry for the device encrypted under
the base encryption key or account encryption key of the device.

The CatalogedDeviceDigest value serves as a tag for the cached data.
4.1.1.1. Operation Rights

The reference code does not currently implement operation rights
beyond denying all operations to devices that do not have an access
capability entry.

Expansion of the rights handling is planned to permit granular
expression of access rights.

mmm_o_UnbindAccount UnbindAccount



mmm_o_Connect
Connect

mmm_o_Complete Complete
mmm_o_Status Status (of specified catalogs or all catalogs)
mmm_o_Download Download (of specified catalogs or all catalogs)
mmm_o_Transact Transact (of specified catalogs or all catalogs)
mmm_o_Post Post outbound message

4.1.1.2. Messaging
The reference code has limited messaging capabilities at present and
messaging rights are not specified. The following is a list of
possible rights:

mmm_m_Contact Contact messages from the specified subject.

mmm_m_Confirmation Confirmation messages from the specified
subject.

mmm_m_Async Asynchronous delivery messages (e.g. mail)

mmm_m_Sync Synchronous delivery messages (e.g. chat)
mmm_m_Presence Forward presence request.

The following media are defined

mmm_c_Text Text that MUST NOT contain links or external references
mmm_c_Linked Text that MAY contain links or external reference
mmm_c_Audio Audio data (e.g. VOIP, voicemail)

mmm_c_Video Video data

mmm_c_Code Content containing active code including macros, scripts
and executables.

4.1.2. Null Capability

The null capability is used to affirmatively deny access to a
function. This allows access requests from previously authorized
devices whose credentials have been revoked to be handled separately
from requests from devices that were never authorized.



4.

4.

1.3. Cryptographic Capabilities

A Mesh Service can perform cryptographic operations on a private key
according to access criteria specified by the user. This capability
is used to support use of threshold cryptography to mitigate
compromise of a particular device or individual. The splitting of a
cryptographic key into two or more parts allows the use of that key
to be split into two or more roles.

Note that this approach limits rather than eliminates trust in the
service. As with services presenting themselves as 'zero trust', a
Mesh service becomes a trusted service after a sufficient number of
breaches in other parts of the system have occurred. And the user
trusts the service to provide availability of the service.

A Mesh Service MAY also offer to perform private key operations for
other purposes. An embargo agent might offer to decrypt data under a
private key but only after a specified date and time. An expiry
agent might offer to decrypt data but only before a specified date
and time. Such services MAY be reserved to the customers of a
specified service or provided to the general public. Users of such
services MAY combine key services provided by multiple service
providers using threshold techniques to achieve separation of roles.

Since a service might not willingly co-operate with an account
transfer request, extension of the Mesh service protocol will be
required to enable threshold sharing of the keys required to effect
account transfer. This would require one administration device to
act as a proxy for threshold signature etc. operations being
requested by another administration device. While implementation of
such a scheme to support this limited function could be achieved
with little difficulty, such a scheme might not support the wider
range of peer-to-peer threshold capabilities that might be useful.
For example, the confirmation protocol might be modified so that
instead of merely providing non-repudiable evidence of the user's
response to a request, the confirmation device served as a policy
enforcement point through control of a necessary threshold share.

The following service cryptographic operations are specified:
1.3.1. Threshold Key Share

A private key share s, held by the service is split into key shares
X, y such that a = x + y. One key share is encrypted under a
decryption key held by the service. The other is encrypted under a
public key specified by the party making the request.

This operation is not currently implemented in the Reference code.
When implemented, it will allow the functions of the administration
device to be threshold shared between the device and the service,



thus allowing the administration capability to be revoked if the
device is lost, stolen or otherwise compromised.

Implementation of this capability is expected to be based on the
scheme described in . [draft-komlo-frost]

4.1.3.2. Key Agreement
A private key share s, held by the service is used to calculate the
value (sl + c).P where 1, c are integers specified by the requestor
and P is a point on the curve.
This operation is used

4.1.3.3. Threshold Signature

A private key share s, held by the service is used to calculate a
contribution to a threshold signature scheme.

The implementation of the cryptographic operations described above
is described in [draft-hallambaker-threshold].

Implementation of signatures is not currently covered pending
completion of [draft-irtf-cfrg-frost].

4.1.3.4. Fair Exchange
Perform a Micali Fair Exchange trusted intermediary operation.

On receipt of a signature SIGg(Z), where Z=Ey(A, B, M), the service
decrypts Z and returns the result to B.

4.1.4. Publication Capability

The publication capability is not currently implemented.
Implementation would allow the Claim/PollClaim mechanism to be
eliminated in favor of a mechanism capable of re-use for other
purposes.

4.2. Application

The application catalog mmm_Application contains
CatalogEntryApplication entries which describe the use of specific
applications under the Mesh Service Account. Multiple application
accounts for a single application MAY be connected to a single Mesh
Service Account. Each account being specified in a separate entry.

The CatalogEntryApplication entries only contain configuration
information for the application as it applies to the account as a
whole. If the application requires separate configuration for



individual devices, this is specified in the device activation
record.

Two applications are currently defined:

Mail An SMTP email account and associated encryption and signature
keys for S/MIME and OpenPGP.

SSH Secure Shell Client.

Accounts MAY specify multiple instances of each but each application
instance is considered as describing a single application account.
Thus, if Alice has email accounts alice@example.com and
alice@example.net, she will have application entries for each.
Accounts connected to Alice's Mesh account may be authorized to use
either, both or none of the email accounts.

Note: The implementation of these features in the current
specification is considered to be a 'proof of concept' rather than a
proposed final form. There are many issues that need to be
considered when integrating a legacy protocol with extensive
deployment into a new platform.

.2.1. Mail

Mail configuration profiles are described by one or more
CatalogEntryApplicationMail entries, one for each email account
connected to the Mesh profile. The corresponding activation records
for the connected devices contain information used to provide the
device with the necessary decryption information.

Entries specify the email account address(es), the inbound and
outbound server configuration and the cryptographic keys to be used
for S/MIME and OpenPGP encryption.



"CatalogedApplicationMail":{
"Key":"mailto:alice@example.net",
"Grant":["web"
1
"EnvelopedEscrow": [[{
"enc":"A256CBC",
"kid" :"EBQL-UZXE-NDYQ-4ZWU-MD2J-ZRVB-VKMJ",
"Salt":"YpzfSceDyfABMtXOEaezwWQ",
"recipients":[{
"kid":"MBZP-WZAZ-B6KQ-MYYP-H7KD-VVBA-7T6U",
"epk":{
"PublicKeyECDH": {
"crv":"X448",
"Public":"-G2w5cKrA1IM1TWkcds8EdD_Q9yXkkmVrroiG-
S7oupxqwwWa81j4D51Uz0SXYw4ppzS8wWivahqlSA"}},
"wmk" : "mNAKX_Hgp6ceS_sGCcmPrEU19f-01S_yP9NjePwvsbtc
BFewaljXHQ"}
13,
"c2049fWM29aBRW-117JCScH34qT9yLKa6-1t3bpQWXGr7P6iXbokuOje
bMaQy3hYRU72pXJGOUkUadfymayRzHKoiQwO1lFyCni6JpVwBvjsHZ41nXQKzZWh5c
nMIAMyB6Uspq8R_FKpKBf8QfzvDJIcGTzOXThfdixRHXXM1D2WGsgZ4a4vwWPedSOEX
MXHZ5C2KVYhvCOD5MOLDeinDO6RUQKajRMIxe20UP34N3d2wr_J9KawyByAUOLRut
Jvh1loVa8EqIFcQ8jDoTI48le5fttEUHRPUaR8IB_ypsn3t8udgPDbIyZ_k3gNQV8_
LHf1xeGls6GfeVU4WdHPY1DFpU6pz0gGU_HOEWbMMwhemwYWNOKD7zHs3pwfxLp9k
t3Ez22s6-Gt8eVcAyTUoIvewfeqZhkBO-K7sR1IPGRKNL3MQDBwtx_s5bkJns3wWBuL
1s8XExqt02j6zC2fa5PnevvyqOXEFQpPUMhYuQHi0trPuLzHWS82x7cfCIomZITatkK
jgoxeA8f8lUgwf -PyFG5XZ3RPIVGBPIuhkj3JkralL4sYP9pObyq3rByDwuXVeDhJ
CdoRiRfoKoDnEE72axBKDFHDusAum_RvVKjVIOfvsJ1K8u8hPZ1IPfruGX80ntO3yF
x3a7VvwoKngjw_3fAgmnIBAt4tNA1LKV6KE50byAeyA7ePGST9aXRpmgZqeSHUDTD4
7LbpwW9772R8IPrMPPOfB-2z559sTuaKd0-Va_gKFObDsdb-_DR_UFYc6j5kaz_CcQy
h-Z7ENT1-5Cn8SZn6YJ_ppWGCVvIBZzY -zKRbMvY040Pm7kgHis6Ypz5uWNEUWUR_Xq
_F200jdhPBD_V52quh8kz5mr9Yhq5APnsNX8xe4qoBJb12D1zeYwGPq2ycU5-vzpl
CA2LAUGJ9KAFBLimpnOuevinJgKImGOVOKglhByQJzyIVSn1Lb9F1CJIfpMKrLZv-h
kukW5e0ZuHdMUFKWBIpOUfHOuWaoLdOEdHOO6FewH7CUGF1AkpGYCwSnI5cB4NOQF
QWDW6RMq390c46kaTeAUW6zVpMMQ5gIIt1sBR2yxpIs4mO@bgfugTdEDSAKWVHQ_iX
ZE5pPw-D7nmvx7ubtBHLp3KSBm8gHdroiQRjPQHkBtSnoVEXgJQBhcHAe18Ef5kDp
33TCcRS0CW56K-CJIBW8UGOp3MgeaEWWCRIpsSAdIWpfweIWi3uQLPfTKk1VGBLrcNOTw
g2cDtr1IWTTXuFmUNNyxyMoFfJ95yasEKFscz2HzPKgYN4eKOMWh3qs5fIjoLmr-30
HhEbaky88mvszrXglZrNb3TJINSHHSSVW1MH7M70- jWdImMUowqSzdgVXyTVEPg1lf
NTpPIN3cWPD2WS_281j1CBZX00K6C]-SkNxzzEVR5qg7pslatW_5ucehZXRN_MSARo
ffWDKFjF1rXi82005gqakKPniJ2rxIKIjbiGulE2ayeKBOASPErAEJ44LKKc34fTiH
L5Xe_jiDDPijfT8YUCWDRULVV8PCjQexAP9A0ji-hLYB2pv6236pl2z8JIxqrjskiM
EtipMIJserHYFj3TqgNlv7PUiR5ifgSHB1B4Be201T95T3W5TqZOXEMWILIKfwEYC
Xp53HgqW7Fjc2r3mwWwmbldkgKunrr1ZnXKwszWMV979zjTgcly4iTOTNAETWSUCTLT
DdeLae9IKFimsKgLOXkxBHT16ECSYZLOztW2E5uDF23175bZocsnLGj7JW4TMkO]q
SODI7g2L46yhJCnBkctPABOFhi8HV_qz1J13Lep6VGCUXde FDWSMwWZKVbwHATFO1M
YSxhNavVycaGnIfcld4w_nLiJw2r-hLuHOzk_ _dy3HOsPD4h-dDyu7aCnD77YOdFdK
yfWPH141DOGrkN3XsNDihu72RNol1kEEqgbyRPXxmFURJP8DNn1xgJiaPdMBiDFpkJSS



0lwLL1s0V43j6w8miDgqox91rrZnpnBzANjS_BAGULM4T7KyQ-JTIFPcybCgfbxnlaQ
cxejBDERoePNaddM_IeCQMIRRNOCTwjQzZWWwil7at7nxafleQw3IKva2_3U525CA9M
OFHRSJ756jcZ1kLrCoJOKOiuLO-ZLOMTRPSEFfAskMuDtD6t889dA31ueToKcClBJ
xurcvol_8LD1-0e7KyOyTEI3-wlviSiorJGtleVLnCyN5Zy1H4rRE-6Tayz_23UR3
-JTNjky4mDnDCeXsZINpiZKsZd3DyoNkThwVO8mv4IsTYQ]j_sBzEjnPkaCZMZ2CNj
u8agqHmVgLyW3JIWIKkTxwIPihlz@feM6favhhiSmhubnBneAeJWb5viw24d1h1I2U1T
OdUEMFfNjth06rUzjZztVzIhbi4ma3G_-eTJGCOg__7z12-V-a2wk70H1eJVGB5HNg
06VP55GTvNnkSVBNL40kmABOY5Q33ePYXFK7TXNT1sYj3uqvHZw_-kDgy_U2MW3VTX
Fc8N5a7jFF1pwv2SWmjYCg7VXB6gqsTTBECUMtVxc8w44RIJdduHBeCLKk1UY36BHB3
UXt4eNCtHsYB6UNynzRzuMhw5cVU4vhmCinDdx_XxPTbhptWQzqtQd2ARWEDW16BEze7
tft2upt70018h1RgOBQRH1ywfwbmiGd351wykRIKL214MAalrbCgPLZz411U5FMNBq
Jyn8irtjeNDTPm7BG6J4ehBz4pcDffIKsYtVbMT68iEl115unalolitUfkyXV4UCHr
Dj4cwWwjDa2eWgr8AKUNnYCTMZRFLSFXrtbmm6gQfz6gc6cxuDHHLCOItfjgmTp-Q5d
Bil17Wp2018QQX7kgahxa6gNnTdV73nKroiWP2UhXgRctA-r1DpallQrMseVUZOs5W
k_9SOTW7EwnRG_ECGW8LhpJ61etVkSDP3mTVOXXCBfga71LSV2VPJIKh4YvuVURD3U
Ff40MOXCAYy8kU1mP8sEXnmI4e jHMNWpH7LPOXTzST6PVYDXVRCCF1Yjbcc6FxmO7JR
gXYajojdTgrsXvz9fKr_MjOoRgNCabOGANpPHD-hNpD3P-01xx0UEbNFyp_A9jgg7
vfmBuKWwpezONsvCv40mU5JtQbMMOytVdny4jDZHKLAgbHEN6X1P6XGJIt_qrDKmz2
_CvqcuUh93Ep4Hh9wWq0sjZvnjyP13d40sOWbIPHzDKBauBR1ovbT_qY52IHzsPf0O
3Ch8QxJt6QqrTI79ay590KOR-HVKDOKOTqOo1sVFBYC8z4WA"

1

[{
"enc":"A256CBC",

"kid" :"EBQF-XDKF-XDI6-5LNG-AHLY-CH3I-KI2F",
"Salt":"elJ8nMWIM6EQT_hNYx-UMZQ",
"recipients":[{
"kid":"MBZP-WZAZ-B6KQ-MYYP-H7KD-VVBA-7T6U",
"epk":{
"PublicKeyECDH": {
"crv'":"X448",
"Public":"8VUU5j0JTwCYCCieLO03KrgKkvTbOL4jEpcTa
08SiDQiGvdDfrOrYMjI8QC1A4u400JQ7Dy8guyA"}},
"wmk" :"bg-KGIaWlB6GqEb4V1HPhE3f0ed9gq0sfkkjYO03UT1-a
5QXSBM3wWDQ"}
13
"_4_1INBgGmLjlzs1fhK8zZfgkDcV-qCcQAIjCx4EXUFKkmhEyzOQEPpi5Wo
Z40vGnxXfML8xbxFUFd47_gcUvvDacloK75t4PKf1xDUukzUQz3Qn6zFIOI5u5JQN
OmOyRgCgZ6d-KCFpY_VOodntC2LglTtTh7yJ2Q-0gj-eBi8ywWVJIcr0sG2zSXrNbz17
Hv_2QotUcC8TTzxduUIRuXGscc2Zhz4d84XCdOPuU8T4IFEYWAYyXxVK9S5hK7hiuP4Y
b-07uDWCiNmgkNKHTG3vfyCsgNdHbaDoHszX0dArhDm-gDF4f1IpFW_snXTiKOKpF
VT1URzZRmwfzdKqt - J9A0X__hoR40MH7B2YAF7IPih94Bp20RZm2NPgyalu2Gb4zgk
6VrRTjYWzhnuuoDhpX59ik3SdyjimjOKjHY5GNORVX9L2MZS4-1guMoJoSviWIQtV
aEa8TXtfMyfR-EgKQRAO5aAAEWIOK]500gBfIE840)s535TMb14w6PWquzZngy rA®o
WWKAWTibtMx7gcNrxkqU_buQWZHIV-1j5HQLRGAViY1byKCjuTZ2Ktp5w0641P116
db1G6SDgf10sfJdBhG61qLL9SOtfwOthiV2XuQq8ubDWi2-A60e80EQPCORY1IUEDLC
lebjzk2I1bpMbJHe2aBQB4MroiOwgqRyzEcaxBqd8tji6bsIGiedr_7VvVmP0OlZ2a
gC78Fw_ToX7v8gwcM7feucSepwWv165HgJIYBD11wjGoIS5ANP2Zc12hPDpS96NKknpZ
PKuRqoLO0112r6cfXimPBJrUCVDF5EWTrqIkb40h9R8UOTCTSk3VVPTm4-q41SUFPP
T1d1HQrgUSxLGvg64qzzJIpEUHPH1Xxdhxh2xpFJ3PvzPkkm_X0ux_e_MmgNFzfktzo



NXySStKv85ufWCIo-4-zX0SBkkXsVUNKSTr6eW_oUAy2G_NNVNKQjLwtn4wWfBEOOTV
8DesfVPOJ_K1k6mtLMmYODVBmMIOBOtqxnuSBHKL_7jsSR-Qp6LXpM-N5jamwx4oCivr
6d5sWOA2dXbZaNRKBGUUAac6CQLgN1TOIwLhmi®8iYb7k_iEqnjlUxZr_ppAkk1F8
vuSnovv4 - jFkhgADSMMMRX6XME6GIOUVXOhVY43rxbUv86cTl1ZmcRyX-R-QPUOSY25K
3nsIG2wpK93UVHYqlqoDX6LMH2WMI7biKJIrMbKOPNTON49DDZBXp4ziFhcWif7iI0
1K-QduVF1Xc-hbKYng8haw9_Nb16SI5CB60mpqlwLUM5FXUJImMQp8KB3BQMOC3_R3]j
pKrPCUijY7Rxv3pdHNOTsdKDXyqHWrOwvAriN1A43La4Nkg9D1lbVfiwR6LzdhP7gL
0GgxBDOt8g-hNI9XESE80iMugQDsj81F6D9J3SDadFuZAzOFCSbwWj6_zUheedmollL
IE4wlnm55_4e93gwKZEou5DBu6z20YcrQVcR1EFPWZYypXMH3AYDDGK - S58Xpk2xL_
-H20L1RSx6dvs_M_xwoSZYZWIntX5qaeydH2zZ2g3sCcOIAmJIT-xbfsVx20201ig08g
gI6tgOnNWZUHitRDiBx0Ohzw20Xrx3ClLcqnftlaT9oVjMhjYwv1lzwhKxJKBFtOXrliT
gnwFjWuDw28jXN-A19QwnH1z55ZPS9pQSNwzfqLmBEBOTao0f7F4o0N6DhM83Nafud
RU9tANLWHNPQZC-j3-Ug0AbaY7G6Z6Ss8wMUX8uWYocQ2kUxVxh8vqrg20cKM2G3gU
K-3JwL8dJrDKsWTXulacD701JDC-GrC70ZI_gzLixPABj0qd0zNOHFys50qThUlhg
nb4ATWO5BOr0oDzDY3cQHrFyscAuQs19300KOsBBNT7zD3xsClwhLuJKDXDNWJIK67w
FcipkRx_di4CtCRSNTfFOVHEVG_y30kPgXFPD7HX-KRdAi1i1SXThC387tq9M0Q_a8xZD
SCzkH6432_gwFYXxct0ISauSITFggcaR7iSdkyDMEWDNPCHFKHSrrtQ91MBcclwpo-
FI5rm-Kma3pHJAhNOQ141fnKYOON1iuYBhCWPvawTeafwal5pWvRak1SfiAT2iiBT
mfH3TszxIH8McjWedySkQIOWRBFWF9-CJIxa3L1IWAtvTyt0S5DYPs94KprYbImam4
SmmYOSgFfy77EZ7tevGWaihu-qdnS8Ue9t7Gcwt 2EKVGOqlKkw_z16b702fHgfiic
KsvDkzckVjDyWaU3NX3bkmxNQLLS-SGXvXN400Csg3j-nvHgaQ_NBelDM-66Fw82M
318s0eZMXCnPokDOSTJI3LSJI8df_Wy3_lpCuzfFFVV-aC2EMbljaP933BmQOzrBsjR
UugGdzUFqGfwiwbDQ3hVKFfgHKrqQLQPRip5YbLhN_i13ipkthcWZGI1E1RS8JCKNX
4xoyZDt84tPU1BzmKdpWsroOuxay®mSejgRr07XZvBYL4 - kWDuCnyfAZeiwWl_nGnwK
Np5VuxQ-x11T1LZGKLohcZfWneWowI4FdB6ATaFgKHbDTbvbN5jJImky4elqVLL2zS
PONExiFoRp59AkjfiECyfox_aHWTU3dgqyRtr4uSqo7gNalSyS92Qh8f33fFcGo60A
ug6yYc0h2gheINgnYyGjV8TLAIVISpTmZvZjAIKSNGRpNS3BSKOMil83gWOjNF7rM
MCR72aP0sJKjVNyX61If3BOXwaCVALOPnwonpRa09r4sintHG4rl1yf2G15iYub1HK
chpvXQFyfKhHtKvfYEV4_gqGz65teinImim4wzZ8L0521m71ECVIKO-XYF9t66_1IV
DgRG5kiNk1mKwHMx2aTz79H_ioHg-hxfulou90N_IFIBawahDFVZEPmRxtnKp7zVvd
X_XKTgoY3Xu60deTCxQdBOdSbd6émxpF3pEdwSguq09khjmKKBgHY05LxaZSMGSbhiR
9fBj_710TinF197zDTNz-dNjRTOMo8bwtLDJCZMCtqR97k1zIVSOSKhDWjMrTVvEN9
WMR5Q08bqo08MJAIDgRIWBCtHb_tm6cbm5tKxcwruArwggq7CxHTTgtp5xfu9JTGgQ
RC251rH1ZXGDizWDfuTDyv42K60SgX9zkDV2Rmjfo8y6A0eBmM45I5RIQ3UGA5UB6KA
XW-elPaX6n-MGgUhPu20G90xx - TwxhbrwJ9YA1vG1KQC6ZCEg-TjUXUmbaDikP_4V
S$Z1131wS7LH5KOXD1vo4WqE4gS7YOCN30diBTyvewING9Q"

1

[{
"enc":"A256CBC",

"kid":"EBQJ-7FWU-YBJF-EK3B-D0JS-HVBX-RPLT",

"Salt":"e506pSFdqyKUJucedkyblQ",

"recipients":[{
"kid":"MBZP-WZAZ-B6KQ-MYYP-H7KD-VVBA-7T6U",

llepkll :{
"PublicKeyECDH": {
"crv'":"X448",

"Public":"NfjQmmzZNM5141TbI1iFUWGSX9uUTTINgMgxprP
JVjOevSYfgtvOe9XeMN_n04z8K0bjZg-CXOPuaA"}},
"wmk" :"tPdFA95AShcouY4SKCPF1tBeHn1lo_nUzpuHuAeri@l5c



meM_1J1NoQ"}
13,
"chbmpCsHHc1LNKgMICThaBnUq-dr2d_sVkC4CZgM6zV1RUNGEbjeFOKb

OTOVNM2jPxhulK70x2jDpbMqSeG21ysv-UQv5PkwIDtbNp70SPCB1hqghnyzlolpj
6RccaM80BLNENWKb1T5ywWwYeHWbTbHSIEeGA8t4_TVP8GFhPECtO1GduNKtso5iQl
bo83BEB507yWRzJIFBdWbvmTw6 - jIWdx91fwnU8oYwd - SURCVFO7H5MIYdQhyKwwt
eNVoGO1ngdhsNDQfeEv4vebqBckiwns54ta7pLo@zANAh6wW3kyTX2ZiTs_W1PupDC
OBDKNKQSHttZXU-tCQzmlziXBtV2Z82CMOXYFibTYsF4GL-fzQhr6gQNIV4IWoxco
sYovhP2az1lUmVaH86IWTzJd_6HdvXhv750bkMzbRiOWI_cXoJbh-NBdLJf7t83JGI
5DOAYYAIb9y2Zd2bb-bptKQ4efM7zZx_PqzjwKckQAWil6yTUO9MzsI3HSckgRG_S
V5GOEXeR2eQsixXxFXX0OP1bRziTLIB7KtsOiL5exFfqT9RYzI-I0JYO3B8XIOTCc-IFA
mWOjFO92Wtgg4FU3B43zUyRIO9hVSagCp031EZIz7kIhNBf8-VnN6enMO-L8rtVoo
-f8FDRDKPYBFQEpr6bUZk1aopJ4RspB_A64K4ukjOHXE9JIVe-Bgfu2VtzcOPjYiP3
XCWDc_6Sk5ezKYzgvFMuKkRSRzmwivCLHDCp4vUDdLMawhKXMn1kbGQAdi1JZdTKg -
FQhd-KwWB467kRbwmJIn7ArXCMjt2cGmegOPBXPL7YhX7WP_FN2kcUUVBTUN]j9VshMK
1vTieRLevl1rlurpAjsOuQuppHdhVA7tJ1joPIXC8_tOr9MLOXTESNVUYBA9PXg7Dh
19_E9ywpTNEemzFI4ZHI1IbKhCx1-VMgs_wextWOX_otxAL94CrV13sNNBLWJITO18
XFkeVgeEOITEq20KMVhmB3gWKtuc5cIUyHB-a8KZGqVNTfMctndRdmuX27G4eVnzsa
OwXkZA5VpCOoEIqUi-t5Z-DipsxZ_ts3kkhOE73cjDzXKxCTjjLhMGS3Kb86D_AKHP
MjRL1ZsmDfI8Xh2S6LFXxnIdmGwUdVSHGi_RQFEwW9XdWAuUf1tZM-Fg_CCBucP2Wkfo
zpvY_wk7QvCE7d1lfznyIx-iC_uaIpmbtOeXZuy364cLA5I1gLEJPbRCThiBEWNtJZ
-n_QMvDskaN5B5XJSpJHtwHIGF1IWWJI1wI17ELfLT3yZ7QD417qgbLkw92t32v7zIgK
kzW745A110XjuzI4ANJIk1SXk3zCvjgSTxhM124DugCHdhaEsO9U1F4U8UNPDjOUS_
qy-JCm5LQWTYi3DUNnJiKmIaThI9VCcOEJENwW8go57IRVaNbFrL8EYRFCXQNEH52SUP
T_LQNOP44pgLx-KL1FPVSMRH4XQGSQaqPkGW70Om59huT7WhnPMqV8sbUM21dC4E1X
MrqiPME1UFybC34Btk1ogIfJ-fvTQ_OUtMunezZjtnxe5tS7bmf295voyjHhWILSNP
eSTdXRjfgnGoDjeCsBc4CqBk3104sX-HII_J9bKzJ6eqCpC55idVrIGdg-omwYZvq
dCybvjyoQk90KNYKkTF10pLhx0sMgbpMw8MwhaOn1MwYilr_Ax37rB3iUBzEGFUSgL
X3x9GqThh15Sgk-WXEJ-_m9LPrJENwSghcYkh3usKVBKRN]jsVQfOsyU4iWwGTP20b]j
UyY_duwXdLt38aGVovQHs_N8caERZDgHx51QrbjAmPmZj4ajsyVwa6IFIy-YA1imR
X4DwAWaz51N8JISKNZa0ju8ncL5q5xHC4JEtDcgZV2BvreE_HudyyiEf_7BUc_gmay
KC-kc3IJYyZsZAiFC3QSpLi5sPacXUczT3qwmTFRVjwCPQ _tB5tfSiIh70IFRw7jPc
69zri77VMWXx7QzWwkFc0al8Zvtgs1lyHgCTU_Gk4atELJF1DSpQDIOOWPURZXk3-0D
Dhe64Vut8zEYiDCSUFBzzpjy_ QEAS291i5VeR7WOiridKwk30PjjhsaHEyTGxyQX1k
Oyd4dD8XBDTIVtCeboXoy9L29sjCUPUSJILcupVvFLORNY-1alLgDF3HImbZvZaJvtBB
dautoRohBx8ru2eBx-4AXooeT_BrmBdudgsym0030-Yns3gqUhfZSUiBb2jjTvVNo
xt2jc_78SXVI7F82HAEKNnTebaDzXA7UWv7akNOYpgHV_QYEJHCYEVP1tdYQqmju7f
9A2AqboZA_RHKucaotOqL9xNOzfQCjFLQxptFV2JHCNQTQBi_wroCy09R9zdbsZ3J
E1EEVUKIUDI_LBi9VvRAVUtGKDVRSisSEp5D3uwZgBV_Ebe86g2CwCXuT2HXh7KjC59
YNhMO9bqIgaEThJIwkUa_QMQTizhDTDdTRRKOC461FADpibvYZT5ca4QInRmKYEdiq
sssF02bzZpngmyqz-_g9hUAuu-S26kByY13M118RaPelZnaspNdgvefFW7jSI5_cNG
IKsdVaqyF1h0gla5G7ZUcKgorulG8wfv@IGJ3YCEBaSFkce5SbPy_b3sFdV5CEICt
YUSgVTwQPHQP_N9XQFb-PgJIkuY2W_Q1ABSzb2jDvIyn4ukpm2MvCN7082DTyQd1lY
4-1E1JOvbcSM_R1tmBuSTDgoryt02GsdgWobngb5MnN7hm4uiY6zznbMXXnAdtyh_
_OKFRQVWPzWZEYymgQUTXWNVuU_XD-qraAwixuJZ74hWae2_QSX8jBDjzpz1TUUs2b1l
g4nfo06qZHx8I55ad02TrxfmRV3KJIRD20T1BhW574uKHN9PZgWqQBgDiDfwAXifD1B
Y91sdgsobTFF5-1zuDYrPQuluHit7c5v_rfhvn2QFkYkDRovVjOEympYC8_YRjPgl
LLOVG-2VEtTN190-vOBSFpmj3Hv5Vx00eDkbP1Q0CId-wONwHU4-uf8UD1RjGIQF6
YsmZc2ZsADZJA3FJKAYQVF6EjphUuGG5UQMhmoCn ] - 7mhdIiiG-xQkYxV5kQ3fksQ



HeAyHyPILVcB2hzwIvttgDPRDO2mjk-2vh4euskUt4yu5uZFkUvYx1PnI3_iw2hkL
MgyzmoOm-ex6kyOotpUcBdAfjwIoccWdX-2kak_HblruY-ptHbVULSaJvPFQaUbmC
Jig7zS-fcAlSOgctaSGqLRJIYyyQJIF_jsbPVc8RT3alGYNUA"

1

[{
"enc":"A256CBC",

"kid":"EBQC-5ZNE-DTJU-J43T-XAAM-GLKE-TRNW",
"Salt":"1FwvWx2QoCeEwcP5nSF4-g",
"recipients":[{
"kid":"MBZP-WZAZ-B6KQ-MYYP-H7KD-VVBA-7T6U",
"epk":{
"PublicKeyECDH": {
"crv'":"X448",
"Public":"uPd5bw71mtOtKJIrUeQOYKkKRz1CX2W1HEDJ4Ej
uxXqvugdwtip-Q1T3vg51aRGS7EmpXwZCgyJ3vwA"}},
"wmk" :"yikmlnOp4FgWoVDC_LnLe4zYS753-ZSD3N61RVV5D7tG
9NZEC2-n5A"}
13
"2U26mTitfIVITGp4p4tV3zIVIWT63ugOLHSTF6XTCOSgf4mplIHVReJJ
6bLyWVZ4QpeqEL413psn3448AYqcUwzIDaBA5JvYVvwR7Bh2-1007rSOnNRzBZ3rpme
j_5GOFO0fjRF5ZCuxLYbapP0O_yaooTLIs2EKDB6Yy1MpLvug_jdSTEgbFC8buUxXf5V
MA23jfTqbJVgP35twvoYNpJg1lABFOYUJoCW70VMD7m2YqfHUSWa_0zN8KEt0ziXYfS
Q8IZKzowpn4M5CPSTpezAISXuTGPpl5q9zp0szpgJwNqvjPW-0qcfTIBznmX]jI4H4
XYSREWJOZweT1bYKwgRCIANrtEZwq8yPVzeHgRYrHEU]jd_rGwBhMNaSugOcrgvE-1
7EKQSSrOWvXxpOUKJE10JUCODYy05s2KRPoSbLzW1WiJGRCFSRfpalL9-Nla-SGTq80
hDghWiNwWzCpyISIQZEK]jLCrcdK4vEd6D1TKZaMr5B7GIRAS1kC_tprgq8iDfK_J1h2
bh-viV3DAU7dZ3_yVkyH1CATpPfIRb3elBIXxmZr1MchqTlT_WXP85P0JzKcYivA9V
A6m51u01s2vzQSeaKu83w3UPfVcL4L2hcAHWOXTMERTGEVTOAZzIvhTfRipwWxbDOem8
3H7yzX-MdZAnqJdJ1wemSDTdDS9ZeYoCE76zBYSTPOOELQh_OxaIp650QYN_geySG
D5_cAW64bRezaFtpQUOXLCcZBCt1Fzwc13yiiazg4PBrOkGPhtX9pyOhK6061Gjle
URh9wdvykP3_6x0TDYy6TEp4YkBy7bDCpWkadZukcyT-yTyWEgUG_y3fQ8yezFCfvs
V_3vr3qcuIxrnyb9zZ11xNi3opt5qyGGZz9ebcdmwniZa9Ckbe2uvBBUAUSKkwi00]j7v
0dgHTphg5Kwdt jOwSfmzZuwfmcNkv4e2lbe_ SvEZz7IK1ZtbKQ8NzClKEZ5Ys1I8vZ
YPS2uigXXIqtF2MBXWoQr -wKK320X_wlWEzSdOAPiJdspzbfQP-56eYwdyK10On4Bf
A619gL6ZgX-0GiN1Ui8srSO0HlaxaJPqXz02_kzu6GwowGu9X33yNACTUBKLFKuUK2T
zPIcnbuwb8f6gqkDnjh_QI1B2Zcj6U4RpmiVL -XxMHzzaqaKDGnxBchb2K_i-HT1T-
bxuYqCpvcw7eJdx1-0kUY -ucWyOykvgpC2j-6dwWzhrbrcUVyqIojYNORUGTPQrcSJ3
NXaLM6AWMIUmMbKLVINXIZHYyoYG6XIQrHUOXmMHES7Q5dNp_LJ5nYIKG58CXEqauDat
ABPCu_BQ88S2UP46US-5xBOu1GZaRT10V6JsrL9A7pGul-mhpvpzLg8Mdhuv4v9_4
rh03Ni0ovR5AXRraiwuBSN7bav-0X14_D2_V2zYoONrIuClTO0-b1Zvkm_xcY7J8DX
42s1BpIrSQB4labT9dwm_wmaVvVSJaqYOrNE7DpCaYS51BUFtwrixicxnN@4aaPzZ20
XXCQ11RVK5zFMNnqwEbAKKkbMJOi5BG6I___gmJiUP7tCOb43T7S0fefMwBjM7V5y5R7
mzTnFiBudEgODjcGO_2d_-FOchbH2yRRzpG8Wxcd5kjBHi7DTgFvrDvvdi5XoB4v3
dkS7QDM2CvatSPsrrEaeIviwkcQXXm@eNBIJH104TFjwQ9GJI3FczQygun_LCofloSe
dnXRfjgaRdt6WHHUE1IM1h694IQ3PTIA2MASCUus26RBIPYG]jLNHO2KWAI4EhS6FVDE
xnf1IPE2UmMRTZhU3X7CBUeiK1ldIapsiNwWhizk8BoATi3stUTXpQx5rqUMsOrBdIwd
6je_C2Sehyar02pI6FsBwzZJ7emur_pAmkGsa0j8er4kNe7Vbp9TN3jVqu5KXd2_KkL
0ZcQJIsXpXwi_bBPy22q0_hv3sPp5gkBPNYXw91XJiyBjd9boyQvXV43s-x2P00zAD
SnhTUbZ-K45sc7MOrmFqOPmrNzOQYpOdSA6wOMhGeGKHGZrNdJIngfvm3y04nM_21k



hD8-70XxAbtq7jLfHMtQqjpmzibceojwWI3wFHEUQQ-ELIOPS1COVM_XGK95K2GRvZ
POchNrzxNaDT5tDL-51vhzhN3beYKq-BTsXQ-p76XxAP1RCEgBs7Y-14M0OtJgU2pa5
p9eiqVCYaNf6B72gHSNXY5sM7xyRD1BSDPLYR6sgqs5UVCHap-t4PVasnl07vdQn-
Hci_q8KROFwawkrvHxDmKE_DOMnlaokf3uElprEwW3alrDaFd6AN2rvsFj2et17M40
LBiJoYNgh2M_DUJ-d9Z89grHP4xi64QUNuwo4Y57v3KUSOtKDECaJuzZ73Ux0070HT
NF6sV4RbIjI80OWzXNOR3Ur9Esr fG1RYYAESeM48AN4xqfrpGT48bSCIBiwIXBK4k4
Q8cfy7draXuk6VvZmIlB- -bEd8U5b6QgoFgzqmXKtIr6Reh6HO4cqqpby8RL_rSRkJ
18SBvv0aQPmlCdjx3m_fxDaRsYF-I3Sk4Vpuiz62YS532bsvtcVo521D7U9A1G] -X
jrxC61bnHrQ_4FQlk5vRs1cK5yK7HFfFMERKomBMD1E3IQWOBLF774R6NJMD8MbxXxw
JHi0iHgQLFnmNRvjPomjd_bc28yFNcGdRpgwW3g6upZr - 8GX82MM4EKKdwPamr5QsX
tONeIJXNDEVTTXnyHM3IMekbwXA-aMhRHMcK5mXGMnXL3jWOgPWEJEON48dyu53y9
0sbusDhzhRINDTD6UhC]jsXuGLlGnhv_YQV9S-0xF9FVB20fjciwwg8J7SaGILqU_20
t6IP5N4ciN9zoBd2bFqIik19Esp6HLNMLXboq-rpq6gJzABpt j1LNywchMMzuFxf8
RmMOVUD9F7x3Ehb1lz0aGVASItI-cuZFZxpeCUQFRFTXxvXx6iKNZDwiYTBdSHIejXkU
L2Xqg5yNPJ23-B5q3px2wsUVyQRi336A7s6mQJuH70WOTDLK8Ppcb_gBzwt -ndEVC
ZPE-RSpUZMDFZ6tbtKY14P9cq9KbOUby2MLMLQao8VRFECTrEA5-q48rgN5kYdkCp
0I6uULdCGIQqVzrIy80oHUDDzW3G4ROBJ1Tk1YVxn29fOvBKX20YCuxe8bz6kktX8vSd
3vf30A0-KkWOSEwWSDL3YIhbXIgVTeB7vqo-Sam-nX_IVvVUuOF5JID6tIK_usSKAbIrEU
fluefV7eCQN9exXc3cVQUWRLjKh1IkQR1-f_jdKb2xMNCQ"

]
1

"AccountAddress":"alice@example.net",

"InboundConnect":"imap://alice@imap.example.net",

"QutboundConnect":"submit://alice@submit.example.net",

"SmimeSign":{
"Udf":"MBFI-KY4H-RDBR-TZAS-ZZUP-GRQD-VGDK",
"PublicParameters":{

"PublicKeyRSA":{
"kid":"MBFI-KY4H-RDBR-TZAS-ZZUP-GRQD-VGDK",
"n":"1tp65TUDE-Bg1ALU15QM1bK-78H60MMYZcjdCnVjynM5wYIdvb

ZG1pPexxnkjWyHx55qAS-C1dNAQ-rqCWezpk3klfwIwrFVbOnVP9fZrdFPnWLZZOC
y31mU1VGh055TjoZrjc8g7uxc-Ea5aw9sAOImMOH5NGwtinolHsHY05azq_pYGOD3S
LdXkHzyyVfbrQv85iE9_szKN70GAV1A-JxBJ1M5dLrEmUvB040fiZvVgv1H2IJ8mL
HYJC_5fSUL5-0suIzEGrCgEOYpHLVF2YCcXbHSKi2huplGyWqau80F9R6wWmMSCZKIjN
gTPfNeceOcN4bNkiP8FinNVcd-TnVEIQ",
"e":"AQAB"}}},
"SmimeEncrypt":{

"Udf":"MA4K-FLCZ-MITB-NDNH-UUVK-IBRT-P3MC",

"PublicParameters":{

"PublicKeyRSA":{
"kid":"MA4K-FLCZ-MITB-NDNH-UUVK-IBRT-P3MC",
"n":"2bUq7peCoubgvVvFFSgqGs6elLvSfcSLyl1sgZ3zKwWb3vQd2K6HO0

TalR9ght71sypsbVfY1VXNN_Oku2t-dfmlqeG6vkvIgz5tpB4zCcQudum9OMKNavbd
1eWHAFI61VCtK6ugbPCMX7yZIJWANIOQghOTj1ICZIZ_0GIONXNnlL3RAgclp-Qtw8tliv
JE_yTn1iBEUUOXOMLUmMQ1QbPwj_-00Mv5cU1y9RJIhQDkOX66gcDOOFAINRHZX60Yh
_0jYrtvM1lY66-As3sbRpJIGCg69tNNHQOX0AAZYa2nuJVoQoV4Rs4zK - fiWwvbvXWFvZ
dcwW9Ni8gqs1U13_2shC_f-wKCbMQwjEQ",
"e":"AQAB"}1}},
"OpenpgpSign":{



"Udf":"MBWE-RBKQ-2FVU-4YYB-E23N-ZRXC-CEOI",
"PublicParameters":{

"PublicKeyRSA":{
"kid":"MBWE-RBKQ-2FVU-4YYB-E23N-ZRXC-CEOI",
"n":"qCGk27z6pWkMB3JTTz_VNJIsp2iTIon11DThZpD66zPIweV573L

FQdziNyUt3LfZ0g3gNNRGaYu80cU8YAq4hLDggWF1Vcbh4vDhMNgnPy3Mx411F62x
s8nbxJSqoZwboBtp_KZoGF4yeaDuDW2Mn3DMYfJI4iFm6WjHIPXP6LFUg3hYO6EdX
uesvxS80fnc_xmHI9RgMhxf4JGTF1EFXBBXz6SJ4wZLYHUFX985tdEFMQJDEVZIillg
03s5B-3S8SL15uUEr945aai9-z06IbLuuVfRlr2ycwWc2fAadv4K-P76IfpigCQfdls
dVG2Q23LFw5mzHWZscQ6nZsWoeEWVL-Q",
"e":"AQAB"}}},
"OpenpgpEncrypt":{

"Udf":"MDNE-BRJE-2RCO-T3BN-2KTU-NU6J-WSPU",

"PublicParameters":{

"PublicKeyRSA":{
"kid":"MDNE-BRJE-2RCO-T3BN-2KTU-NU6J-WSPU",
"n":"49Q0ipjyNkIgg3xwWuUle20tFamndalvgqluPa6KSQTCmHUNXHegV

GHHBU9YYL3IOSFca7T1a20bs5KLMvXx4ITz-pxebDIhslhs6pTdzicWSuk8zFUhM65
P1VyiHXZn630R1c6MzMZT_WoGSSFTfOcMhbsOk0Z5-mRtWPJIX88CAT3hXxeWOuOTc
_3PZUWIYhwo57txefvNgpMVjfcxCOF9gFIhT-uyl1tYYQ46c0cGOczKTd02gkziE
P-xhS5sQVnvJJUxqvH7XnvZ50_3BglLpaxalceSmC3DkaQs1lvDpWaCNb9VFfABAaQg
ynowqs1lbPRBzuFwlD1FbiWnxnF2XnAQQ",

llell : IIAQABII}}}}}

Note that the inbound and outbound server configuration does not
specify the access credentials to be used to access the service.
These are specified in the Credential catalog.

Future: The mail application should support automated means of
credentialling the public key including obtaining an X.509v3
certificate or uploading the key to a key service.

4.2.2. SSH

SSH configuration profiles are described by entries in multiple
catalogs

CatalogedApplicationSsh entries in the Applications catalog.
Specify an SSH client credential or certificate signing
credential

CatalogedCredential entries in the Credential catalog. Specify SSH
host keys (i.e. contents of the known hosts file)

CatalogedContact entries in the Contacts catalog. Specify SSH
client keys (i.e. material from which an authorized_key file
entry might be constructed).



Future: Client and Host certificates are not currently supported.
This is clearly desirable but requires additional implementation
considerations.

Future: Provisioning of SSH host private keys is currently out of
scope. This is best considered as part of the device provisioning
and authorization flow and will lead to entries being created/
updated in the device catalog.

A user may have separate SSH configurations for separate purposes
within a single Mesh Account. This allows a system administrator
servicing multiple clients to maintain separate SSH profiles for
each of her customers allowing credentials to be easily (and
verifiably) revoked at contract termination.



"CatalogedApplicationSsh": {
"LocalName":"ssh",
"Key" :"MCXP-WQVY-RTKQ-ZU6P-VOM4-7U6K-FHXH",
"Grant":["web",
"threshold"
1
"EnvelopedEscrow": [[{
"enc":"A256CBC",
"kid":"EBQG-TSDD-KPUM-Y3KS-TSIF-0GQ2-UIBE",
"Salt":"KO-vj1lhCiJdn_L7gETkIiew",
"recipients":[{
"kid":"MBZP-WZAZ-B6KQ-MYYP-H7KD-VVBA-7T6U",
"epk": {
"PublicKeyECDH": {
"crv'":'"X448",
"Public":"G5PYCVsNi99zjwXBuxbzxS-y0OeBeYWAPIrHVM
xPSOt tBQS5wLqj6Q7x8xP-7BOc_Cbk8qwShNE-A"}},
"wmk" :"-K10vu8TcHok8Wo9BAHoLwaDUkBxhMDJ6FpS8vvvhQSft
v-VEjLyw6A"}
1}
"4e62810r231JLShpB1X4Nc0OjxVUp8X-LBaNaAEROX9NgkOA-8ulONoWr
KCbJ1RBG80orgqdSYwHEj5SruwRX09uAkb8rulxvg2toik5T1od1YaImeD2gY9mSTD
iWEeUSB1_E909W100ULjd58zjwWwlhS8vIiNh1zWoQSJIXMD78gyUtzhjfkoJ2mT_It
_ZCVpPMTBUAWPY1X3n33wH8HW5b34VyFINLIJh6Yho _6bVO8wWR7KkAGOOYJCS6N3V4
JFPrmnhpZyCEF1qJ4X3quCPZchpnQsoRMtF10XsWbuaIT7sYxdh53Tf1JAnVEgQrzZy
keVRORTDQlgtNJt0S11HMBuUsg7NSIbv7vZOXFEXOT8fQrze3Ls5QFS1HSg1QN-qUR
e1ZfMz6CBIoiZ_q-ctvkQtkMBTXWR5AB0ZjGZg0aSsCt_o7JwUoDnm14hyX9Ptzw7
OhbyTXJE1_JIX2vV4dIJ4YpdH8HtdUIKfB5Cc-_TCu-ex1B850UI7LEqQoO7FTuUNewz0
OjHEf1t490s2wjSThNNFcn6TY4XXXrp4KSa7Uw9060gFrYqIYDvkiGs8XabMr_Afb
Nn3-9xxrHWDgzvDn3n51KEET -omH8goD45m-UzgVi_1fJTrNQePcJ1Js6Jb4xqPw0J
UC2Rp-zB6nA-MzdFLnbhOVaF6100X-nQxVNhiVm1l4ABifIiDzOhDIK39aC9EzYESN
vYJU50aDZ_2yIfC9ADC2WabkeRgYP7-imVcBFKCARTIgC]j6--DTDnFtFc4hoS_UZc
hnuKwW1PMc - AH4pej1VjnEYMG2Ch4 -UDvWDu5yJLiR2asFxn1R84bcrCJf6qCZs-nX
6XxG6nz0iHO01-cDDOTgB3pvm6Hauvo4RRFtqQqjyl1Tg-V1Y9V6kDATThgQKLKLfTHge
MRFZiVjVS_d6n40FnPE85Yy54As3XEHUOPO6bT47GNZI352XFZiXK477F_5gzmRVbc
kcHLjbmdgDKCAzKzGpOah3VyCl2TidCEq4_qgKveEMcXLehB1kPrfEzef5DtWkzRM1
ZvahMgW3uAtNzp_7po9BrWeuBWgmrTWbvWYMDuzQkt1lYi6b06uN1vPV6mMsQCRs_f4
fPOBCOItMS1bjQgfgRSuULr76qK43TzoFMbCldHcZv69ZGUphiQS5BqGgwWgFneJzu®
hZJVKbPxgNZ18Xe6k0de INKk2TbAkQ9HTdMZ3QcAcFaGU8WjhUgwnCwWmA-GEPJat5
t0_BtovwCY_phpkbbQVyDhJVvhAHYp43zcwNTNbss81FVNJIPfv-bibLumK6w20T9yk
pLm7pHWYY__TaM13w5zeSL7Dxbuknfiv5-SY-306_5s_p8_57H13TAhubOcP303DT
uzZf10XexPGRv3zrloeXgh4tDKFXMDihE1qwdBvY00Z18Y9-Ku3mwWOM1pP6NnBUHCOR
HSbzBLjgDBMS7jz1esUvrO8wLNQ1g3800Ja2EbtRESghPOE3SI1 _QH15V4fNCt17Q
BZ_yld261ey0jYBQWApPYtsEoVO58Su-IpfWsC166p500U0eZ-GmlYoGoVodjDroe2
sBKbCFZStEM8a0p50EevhtMrPxd6sQaf7HDc422mYI2649dibVxWDgajnZc7NSE2m
j5F2zyjkpEt3ygSSqFY9eR1wOINNtr1PG3dObwdNgAECZNAZQIBCrr6SVrn3bgyaF
RTpDMQRJt - VIKLTRBbIJw8GVENRNOVV24VCPYCIhTfKfHOAVOrvBZr - gR3MTWEbDWKTA
AUPNeGZKgSVDUphKjd8vMZwnrT7xauAcXLAELl_K7bvGbu®5aFgkQM1EICn42-VSfs



UDhYv4Zs0dOPEymKrgzr3Pb6N6pKz8YuznB6RmmBhkNgz8_DHGbFVgaovMLpk9ZL7
OwMVh7hiX5XcgAvk8b3ZarwbniOdERXE4-zRw_j7Rnt7twmfFSDVInPhFPICciFixg
R4hnG1Ecn8s82Q-3QJ9BrMBE5xWScoJh_BxeAk1LE2Epb95UkQBV6b9Xp5gz-6x0J
dBYsJCWVBNWXH190QNeta9TQO0eM-7k7Xc5n3HVknOqO40SsL2FNTxaFUgwZw4dSCp
XZPzaGFRdADG4nr710EKBBQD_Lpv7UzSdAQcluSxwfT7DdxnhktoSx8yMFR2KIDtVI
UmDN4EfulAKiD_fZJQ11NRk4GndN-ePAZGgZr3mHZgTguCmmfC8y4qPQIR30HOTIX
rwHU-uzZDKN2Kg3TydROGQXLKL-fCW3ejebtbU_q2xDD1KUpVzCYEeP8PuwYawCak
adYsTFJrvzPSyb0OQrboldGk-PyLTQ1vY45Xp3I4tiGnKWrEBM2CJAMT_VLEa77ru9
rM3fY-Z2WrBOILIL943PXPHFx2aqQ2sOW6AAf1grIIi8sTLL7GEYhsqTO_Xzui-q9
5ZBbrz-mpylMMphpNAgvv9hz49vyEvmQZY8Gd1M7IPOODGaL14tNPn3gcmCiQ8CCZ
INXYLCAzTaqIUMZU9BUkKAGOpO4LY3amI_cOlFInKbSAmgcTFLCcKIFPOFhskxqubG
dr8VNH5MdZUM5bmoigZWvMDt -az39M_MZYAfWvy9opMO-oaelnI4Bw2Kh4aoteIOi
MEi7kbucpth@3r7VN46n5SXf1GrbKR4LsDAWYROBURVRLDthbKP9a2pt3MWuGvgFa
WI9ntaSx51LKf471vyvtFkmX_eJs1RZGyhDt21Pf5iJ3R02bqYGpkxoFDfPOiJYTvs
S0z8MiF5KrGFB213k7axXkzhQOgnSuIpzeIzKW6SJjqf70_mGugetW5CCZq73H39zZ
BgzkeQtti®zZVmIsnvcsOSRsONc7nRxocka6W9HexdE_HOkPajl_fND8B1oM5H13zQ
raZuxfV_K3-yNgltDBMEFPtAgVWgE28Pvamel4HDFfmDMoLVjmqyjhVv5JIBcPTeCD
Tph99ZFh4285Nzy004PUPUIOBO-XzRn6MmsabDh7ySmtdNEDYdJTIJEQDpHWT fAXo1
we@IjdeanDgDg55LuGhyhafR1E57pZYUuIEc1gioFY_uA_xm6g4HSTVKCN99r-M7x0
t1214SIBF241pUiW-wMMLpRBWHQPFaG-HeK850BGrnE4kMV1Pb7ax7nQnpd1hQd7m
_dw9x4Je5-nZGIN1S7WC4ilL4_hu®RPpUcsHaBUAM4w]jLSGpPftg8YW-RrmLOVHTO1
MY6HhB61b0ObwQvSQgXjA3DMEYBCTZ52wtc50KQd8R8aVrw"

]
1
"ClientKey":{
"Udf":"MCXP-WQVY-RTKQ-ZUBP-VOM4-7U6K-FHXH",
"PublicParameters":{
"PublicKeyRSA":{
"kid" :"MCXP-WQVY-RTKQ-ZU6P-VOM4-7U6K-FHXH",
"n":"vOEWseYtsQP3dC_eBaDEK76z7Sg_fMmYaMiq_WrR_tJJvcxxrV
3rHFLAuqg4NAH4evuCjq99WO7T4PLNNR3Dee6Hr Fpf9ktKplHina37_ZqvOUbpLSY
DGCNnV_4ghAunlqYcyREcZ-x88NuXbHSNni09k2KAC5HXSTKQPUhUONTBCK8XR83psR
u4jpYTM31Djga8iFVJIQRaC9t0Q1aD3BXHKtak3mMMVOGGYBX55XLCYTSIggXLEmMOX
ZhJgLgY3pNE77jIgmyWL8aryPBVrdYIYne8uNSCaDa-mE-ao_9jsjGYse0eTrkJ6ég
1Ne1CpL4iiNzpImP4kAI_3Si4jJIk8xyQ",

llell : IIAQABII}}}}}

4.3. Bookmark

The bookmark catalog mmm_bookmark contains CatalogEntryBookmark
entries which describe Web bookmarks and other citations allowing
them to be shared between devices connected to the profile.

The fields currently supported by the Bookmarks catalog are
currently limited to the fields required for tracking Web bookmarks.
Specification of additional fields to track full academic citations
is a work in progress.



"CatalogedBookmark":{
"LocalName":"Sites-1",
"Uid" :"NDU5-XXSS-6KLM-M06Q-S3F5-SJ7P-F073",
"Uri":"http://www.example.com",
"Title":"sitel1"}}

4.4. Contact

The contact catalog mmm_contact contains CatalogEntryContact entries
which describe the person, organization or location described.

The fields of the contact catalog provide a superset of the
capabilities of vCard [RFC2426].



"CatalogedContact":{
"Key":"MAMQ-ETEA-JBL3-6UKE-LRNT-DGC3-0IDF",
"Self":true,
"Contact":{
"ContactPerson":{
"Id":"MAMQ-ETEA-JBL3-6UKE-LRNT-DGC3-0IDF",
"Anchors": [{
"udf":"MAMQ-ETEA-JBL3-6UKE-LRNT-DGC3-0IDF",
"Validation":"Self"}
1
"NetworkAddresses":[{
"Address":"alice@example.com",
"EnvelopedProfileAccount":[{
"EnvelopeId":"MAMQ-ETEA-JBL3-6UKE-LRNT-DGC3-0IDF",
"dig":"S512",
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICINQU1RLU
VURUEtSkJMMy02VUtFLUXST1QtREdADMYy1PSURGIiwKICAiTWVZzCc2FNnZVR5cGUi01iA
iUHJvZm1lsZVVzZXIiLAogICJjdHki0iAiYXBwbG1ljYXRpb24vbwltL29iamVjdCIs
CiAgIKNYyZWFOZWQi0iAiMjAYyMiOWNCOYMFQXNjoxNzoxN1oifQ"},
"ewogICJQcmOmaWx1VXN1ciI6IHSKICAQICJIQcmOmawx1u21lnbmlab2dKUkVLOWFkUA0OQIGY5S25zNWixcjEXVVRUbO1NaHpmZEphQSJ9fX0sCiAgICA
1Q29tbwWouU21nbmFOdXJ1IjogewogICAgICALIVWRMIjogIk1BTVAtQlgORY1BSOsy
LV1IUEEtSVhKVilaMktWLVVYQlcilLAogICAgICAiUHVibGljUGFyYW11dGVycyI6I
HSKICAgICAgICAiUHVibG1ljS2V5RUNESCI6IHSKICAgICAgICAgICIjcnYi0iAiRW
QONDgiLA0gICAgICAGICAgI1B1YmxpYyI6ICIZNIi1EMKRiYKtsYVZYdkc1W1F3ZUx
kKNVOrUDFFQOFDUJjQwYKRtcGCtWTRLCZKkyRK51LXV5CiAgc1dVek1fFTG1RSO9IUGPQ
CcjVMOE5PQkVBIN19fX19",
{
"signatures":[{
"alg":"S512",
"kid":"MAMQ-ETEA-JBL3-6UKE-LRNT-DGC3-0IDF",
"signature":"FOQGS7sd-1-iXeWONNnWOIUbmJIXxwOSLBH
k_F4VYya8AIu23JVKebgbH-MtSAK_-OFVuXyWcRUdT8AsSHeGljsGe7Y9tN4q_NT8t
IASs9ZsZa4HXUyAB3v0zMuS06wi5bHehc - zWhkEPZhvdiBMcizkODYA"}
1
"PayloadDigest":"pbnx3FGeWuzZWOrANRD5v0O3UYNKZRpHGM
pLwSWVJInsNZ4SFe4qVn-hfNrz557hnJhp4aD7EN2p6B7 IVNMmuK_9w" }
1
"Protocols":[{
"Protocol":"mmm"}

1}
1
"Sources": [{
"Validation":"Self",
"EnvelopedSource": [{
"dig":"S512",
"ContentMetaData":"ewogICINZXNzYWd1VH1wZSI6ICJIDb2
50YWNOUGVYC29uIiwKICAiY3R5IjogImFwcGXpY2F0awouL21tbhS9vYmplY3QiLAo
gICJIDcmVhdGVkIjogIjIwMjItMDQtMjBUMTY6MTc6MTdaIne"},
"ewogICJIDb250YWNOUGVYc29uIjogewogICAgIkFuY2hvenMioi

BbewogICAgICAgICJIVZGYi0iAiTUFNUS1FVEVBLUPCTDMtNLIVLRSIMUK5ULURHQZM
tTOLER1IISCiAgICAQICAQI1ZhbGlkYXRpb24i0iAiU2VsZiJIXSWKICAgICJIOZXR3
b3JrQWRkcmVzc2VzIjogwW3sKICAgICAgICALIQWRkcmVzcyI6ICIhbGljzUBleGFtc
GX1LmNvbSISCiAgICAgICAgIkVudmVsb3BlZFByb2ZpbGVBY2NvdwW50IjogW3sKIC
AgICAgICAQICAgIkVudmVsb3B1SWQiOiAiTUFNUS1FVEVBLUpPCTDMtN1VLRS1MUKS
ULURHQzMt TO1ERiIsCiAgICAgICAgICAgICJIkaWci0iAiUzUxMiIsCiAgICAgICAg]jJVbT1MY1hkCiAgdwWVFUXdSamxqTkZOTE16QXpUV3N3
UjJGa®5WZHNTamhvWjBKcFdWZDNPVz1PQ21BZ2VtMXBNekp6ZHpoWVEKICBXMWXja



1pWVFRCVGIXxUmpNalJCSW4AX0OWZTdOtJIJQOFNSUNKQlkyTnZkVzUwUVdSa2NtVnpjeuU
k2SUNKaGJHbAogIGpaVUJsZUdGAGNHeGxMbU52Y1NJcONpQWdIQOFpVTJIWeWRtbGp
aV1ZrwmlJINk1DSKk5SRk5MTFVWVINGTXRVCiAgVmhIUKMXTVMwOUdMVUZXUXpjdFZg
SINTQzFNVmpaYUlpdOt JQOFNSUNKRmMMYTn1iM2RGYm10eWVYQjBhVzkKICB1SWpvZ
2V3b2dJQOFNSUNBaVvZXUm1Jam9nSWsxQ1dsQXRWMXBCV2kxQO5rdFIMVTFaVvV1ZBdF
NEZExSQzFXVgogIGtKQkxUZFVObFVpTEFvVZ01DQWdJIQOFpVUhWawWJHbGPVROZ5WVC
XbGRHVN1jeUk2SUhzS01DQWdJQOFNSUNBCiAgaVvVVIVm1iR2xqUz IJWNVIVTKVTQOk?2
SUhzS01DQWdJQOFNSUNBZO1DSmpjbllpT21BaVdEUTBPQO1zQ21BZOKKICBDQWdJIQ
OFNSUNBaVVIVmM1iR2XxqSWpVZO1luUINPRFZTUTNGWGRQZ3RXRFZDYXpCT1ZUUkZWbX
hxVVvVaS05UZwogIDFSazVGTTFWM2VWZDZXRK5XZEVWSWFYZ3dSbhG8zYWxvS01DQ1lJ
OM2huT1hWMWNUYzRTMDIMYKRWTk1GV1hOCiAgMHhNVDBFawWZYMT1MQWONSUNBZO1r
RmtiV2x1YVhOMGNtRjBiMOpUYVdkdV1YUjFjbVVpT21CNONpQWdIQOEKICBNSUNKY
1pHWW1PaUFpVFVKRVZPMV1XRTVITFRKU1ZVSXRVa@pOV2kwMVRrYzNMVXd6UTBRAE
OxUklwaUlzQwogIG1BZ01DQWdJIQOPRZFAKC2FXT1FZWEpoY1ldwWMFpYSnpJam9nzZXd
vZ01DQWdJIQOFNSUNKUWRXSNNhVO5MW1hsCiAgR1IEWUK1Jam9nzXdvZO1DQWdJIQOFNn
SUNBZO1tTnlkaUk2SUNKR1pEUTBPQ01zQ21BZ01DQWdJQOFNSUNBaVUKICBIVmM1iR
2XqSWpvZ0lraFZkMDQwVWxabl1lIyTjZSbXhQY1RKaVJIHTmxkblpXvVihsa05tZHFaSE
V6TTFGeFZgaAogIFZjVEO1WkVkaGMxSjZVVzQ1wWDFBS@1DQldaMESDVWt SZKkOFMXF
hWFpsY2xSTFpHRmhSVWt6TWtFaWZYMTIMCiAgQWONSUNBZO1rTnZiVzF2YmtWdVkz
SjVjSFIwYjIeau9pQjdDaUFNSUNBZO1DS1ZaR11pT21BaVRVU1FVaTEKICBHU2xaW
EXVZEXOVM9OTWt4S1FTMULUVMXXTFZOVFEWZ3RTRVV5UX1JcONpQWdJIQOFNSUNKUW
RXSnNhVO5RWQogIFhKaGJIXVjBaWEp6SWpvZ2V3b2dJQOFNSUNBZO1DS1FkVOpzYVd
OTFpYbEZRMFJJSWpvZ2V3b2dJQOFNSUNBCiAgZ01DQWdJIbU55ZG1INk1DS110RFE®
SW13S01DQWdJIQOFNSUNBZO1DS1FkVOpzYVdNaU9pQW10VFZxV1dOdGMKICBXNHpaM
2RITUdJeVNICEVWb1V6UOd4bU5YT1B0a2RuVm1i4cvVgzwmhXvvozUvVviWcmMwUmpUWG
t6ZDNsM1ZRbwogIGdJISGQWT1c5CWEYV1IZTMVEYTXpBMFJIZG1jbWdOV1hjNFFTS 1
mwWDBzQ21BZ01DQW1RMj1l0Y1lc5dVFYVjBhCiAgR1Z1ZEdsallYUnBiMjRpT21CNONp
QWdJQOFNSUNKV1pHWW1PaUFpVFVKVINTMUZWMHhQTFVWSk4wb3RUMVOKICBCU3kxS
FIXCE1MVFpaU®ZjdFdrcFRWUG1zQ21BZ01DQWdJIQOPRZFAKC2FXT1FZWEpOY1dwWMF
pYSnpJam9nZQogIHdvZ01DQWdJIQOFNSUNKUWRXSNNhVO5MW1hsR1EwWUk1Jam9nzXd
vZ01DQWdJQOFNSUNBZO1tTnlkaUk2SUNKCiAgWUSEUTRJaXdLSUNBZO1DQWdJIQOFN
SUNKUWRXSNNhVO1pT21BaVpsUlZNMVJIsUWpFdE4wczRVMXB3YNnpSMFUKICBYaGFVS
EJLUVdJIdFgyUXpUa2xrU21loc2EzaFhzVv2xhYjJkS1VrVkxPVOZrVUFVZO1HWTVTM]
V6T1lcxeGNgRQogIHhWV1JVYjBsTmFIcG1laRXBoUVNKOWZYMHNDaUFNSUNBaVvVEYOXR
iVz11VTJIsbmJtRjBkWEpsSWpvzZ2V3b2dJICiAgQOFNSUNBaVZXUm1Jam9nSWsxQ1RW
QXRRbGcwUNnkxQ1Mwc31MVmxJVUVFdFNWaEtWaTFhTWtOVOXWV11RbGMKICBpPTEFVZ
01DQWdJQOFpVUhWawWJHbGpVROZ5WVCcXbGRHVN1jeUk2SUhzSO1DQWdJQOFNSUNBaV
VIVM1iR2xqUwogIDJWNVJIVTKVTQOk2SUhzSO1DQWdJIQOFNSUNBZO1DSmMpjbllpT21
BaVJIXUTBORGApTEFvVZO1DQWdJIQOFNSUNBCiAgZ01sQjFZbXhwwWX1JINKk1DS1pOaTFF
TWtSaV1lrdHNZV1pzZZGt jMVdsRjNaVXhrT1lY5¢c1VERKZRMEZEVWPRA1kKICBrUnRjR
2NOV1RSTGN6a31SazVsTFhWNUNpQWdjMWRWY2sXZ1RHMVJITMD1KVUdwcWNQVK1PRT
VQUWtWQK1uMQogIDImWDESIiwKICAgICAgQICAgIHSKICAQICAgICAgGICAQINNpPZ25
hdHVyZXMi0iBbewogICAgICAgICAgICAgICAgIMFsZyI6ICITNTEYIiwKICAgICAg
ICAQICAQICAQICJIraWQiOiAiTUFNUS1FVEVBLUPCTDMtNLIVLRSIMUKS5ULURHQzMtT
©1ERiISCiAgICAgICAgICAgICAQICAic21nbmFOdXJ1IjogIkZPcUdTN3NkLWwtaV
h1VzBObldPSVVibUp4dzBTTEJIal9GNFZZeWE4QU11MjNKVKksSKICBlYmdiSC1NdFN
BS18tMEZWdVh5V2NSVWRUOEFzSGVHbGpzR2U3WT1OTjRXXO5UOHRJIQVNZOVpzWmME®
SFhVeQogIEFCM3ZPek11U082d2k1YkhlaGMteldoa®VvQWmh2ZG1CTWNpemt PRF1BI
n1dLA0gICAgICAgICAQICAiLIUGF5bGOhZERPZ2VZzdCI6GICIWYM54MOZHZVd1WldPck



FOUkQ1dm8zVV1lualpScEhHbXBMd1NXVkpuc@5aNFMKICBGZTRxVm4taGZ0clolNTd
0obkpocDRhRDAFTjJWNkI3SVZOTW11S185dyJ9XSWKICAgICAQICALIUHIvAG9jh2xz
IjogW3sKICAgICAQICAgICAQI1BYb3RVY29sIjogIml1thSJoXX1dfXe",
{
"signatures":[{
"alg":"S512",
"kid":"MAMP-BX4G-AKK2-YHPA-IXJV-Z2KV-UXBW",
"signature":"P5Zhrm_5gMxQ2Q1lEQKXSDrO3F6xjL1TR
CjS568xSRv_013mr84x80mEVOUWWBYL1tpaD5ez]jLEGAYyYjupBS1qtRVXWLLYY8w-
Vje3zocM-kn_wQgxbBjWE6GWrLoSj1KICFDO8Brgl1SkZMtgpw97FzEA"}
1
"PayloadDigest":"aRSD7Lw6GWgghbgxAhn77PNOe2ekZNQR1
bCVj-ESSgdDH836wVdwzFXwkMe63uvysVSdtoR4mAYojoG2LUSj_nA"}
13
13311}

The Contact catalog is typically used by the MeshService as a source
of authorization information to perform access control on inbound
and outbound message requests. For this reason, Mesh Service SHOULD
be granted read access to the contacts catalog by providing a
decryption entry for the service.

4.5. Credential

The credential catalog mmm_credential contains
CatalogEntryCredential entries which describe credentials used to
access network resources.

"CatalogedCredential":{
"Service":"ftp.example.com",
"Username":"alicel",
"Password":"password"}?}

Only username/password credentials are stored in the credential
catalog. If public key credentials are to be used, these SHOULD be
managed as an application profile allowing separate credentials to
be created for each device.

4.6. Device
The device catalog mmm_Device contains CatalogEntryDevice entries

which describe the devices connected to the account and the
permissions assigned to them.



Each device connected to a Mesh Account has an associated
CatalogEntryDevice entry that includes the activation and connection
records for the account. These records are described in further
detail in section ??7?.

4.7. Network

The network catalog contains CatalogEntryNetwork entries which
describe network settings, IPSEC and TLS VPN configurations, etc.

"CatalogedNetwork":{
"Service":"mywiFi",
"Password":"securePassword"}}

4.8. Publication

[Note, this catalog is obsolete, the functions provided by this
catalog are being merged with the Access catalog]

The publication catalog mmm_Publication contains
CatalogEntryPublication entries which describe content published
through the account.

If the data being published is small, it MAY be specified in the
CatalogEntryPublication entry itself as enveloped data. Otherwise a

link to the external content is required.

The Publication catalog is currently used to publish two types of
data:

Contact Used in the Static QR Code Contact Exchange interaction.

Profile Device Used in the Preconfigured Device Connection
interaction.

The interactions using this published data are described in [draft-
hallambaker-mesh-protocol].

>>>> Unfinished SchemaEntryPublication

Missing example 11



4.9. Task

5.

The Task catalog mmm_Task contains CatalogEntryTask entries which
describe tasks assigned to the user including calendar entries and
to do lists.

The fields of the task catalog currently reflect those offered by
the iCalendar specification [REC5545]. Specification of additional
fields to allow task triggering on geographic location and/or
completion of other tasks is a work in progress.

"CatalogedTask":{
"Title":"SomeItem",
"Key" :"NC4X-EQN6-S6RF-NJKY-PTPW-2SI7-QELL"}}

Spools

Spools are DARE Sequences containing an append only list of messages
sent or received by an account. Three spools are currently defined:

Inbound Messages sent to the account. These are encrypted under the
account encryption keys of the sender and receiver that were
current at the time the message was sent.

Outbound Messages sent from the account. These are encrypted under
the account encryption keys of the sender and receiver that were
current at the time the message was sent.

Local Messages sent from the account for internal use. These are
encrypted under the encryption key of the intended recipient
alone. This is either the account administration encryption key
or a device encryption key.

Every Mesh Message has a unique message identifier. Messages created
at the beginning of a new messaging protocol interaction are
assigned a random message identifier. Responses to previous messages
are assigned message identifiers formed from the message identifier
to which they respond by means of a message digest function.

Every Mesh Message stored in a spool is encapsulated in an envelope
which bears a unique identifier that is formed by applying a message
digest function to the message identifier. Each stored message has
an associated state which is initially set to the state Initial and
MAY be subsequently altered by one or more MessageComplete messages
subsequently appended to the spool. The allowable message states
depending upon the spool in question.



5.1. Outbound

The outbound spool stores messages that are to be or have been sent
and MessageComplete messages reporting changes to the status of the
messages stored on the spool.

Messages posted to the outbound spool have the state Initial, Sent,
Received or Refused:

Initial The initial state of a message posted to the spool.

Sent The Mesh Service of the sender has delivered the message to
the Mesh Service of the recipient which accepted it.

Received The Mesh Service of the sender has delivered the message
to the Mesh Service of the recipient and the recipient has
acknowledged receipt.

Refused The Mesh Service of the sender has delivered the message to
the Mesh Service of the recipient which refused to accept it.

MessageComplete messages are only valid when posted to the spool by
the service.

5.2. Inbound

The inbound spool stores messages that have been received by the
Mesh service servicing the account and MessageComplete messages
reporting changes to the status of the messages stored on the spool.

Messages posted to the outbound spool have the state Initial, Read:
Initial The initial state of a message posted to the spool.
Read The message has been read.

A message previously marked as read MAY be returned to the unread
state by marking it as being in the Initial state.

5.3. Local

The local spool stores messages that are used for administrative
functions. In normal circumstances, only administrator devices and
the Mesh Service require access to the local spool.

The local spool is used to store MessagePin messages used to notify
administration devices that a PIN code has been registered for some
purpose and RespondConnection messages used to inform a device of
the result of a connection request.



5.4.

6.

The local spool is used in a device connection operation to provide
a device with the activation and connection records required to
access the service as an authorized client. Servicing these requests
requires that the service be able to access messages stored in the
spool by envelope id.

Messages posted to the outbound spool have the states Initial,
Closed:

Initial The initial state of a message posted to the spool.
Closed The action associated with the message has been completed.

Future: Redefining the role of the Local spool would allow the
Claim/PollClaim operations used in device connection to be
eliminated and greater consistency achieved between the device
connection interactions.

Log
The log spo
Logs
The logging functions are not currently implemented.

Logs are records of events. Mesh logs SHOULD be encrypted and
notarized.

The following logs are specified:

Service A log written by the Mesh Service containing a list of all
actions performed on the account

Exception A log written by the Mesh Service containing a list of
all exception events such as requests for access that were
refused.

Notary A log written by administration devices connected to the
account containing a sequence of status entries and cross
notarization receipts.

The notary log will perform a particularly important role in future
Mesh versions as it provides the ultimate root of trust for the
account itself through cross notarization with the account holder's
MSP which in turn achieves mutual cross notarization with every
other MSP by cross notarizing with the Callsign registry. Thus every
Mesh user is cross notarized with every other Mesh user making use
of the Callsign registry through a graph with a diameter of 4.



7. Cryptographic Operations

The Mesh makes use of various cryptographic operations including
threshold operations. For convenience, these are gathered here and
specified as functions that are referenced by other parts of the
specification.

7.1. Key Derivation from Seed

Mesh Keys that derived from a seed value use the mechanism described
in [draft-hallambaker-mesh-udf]. Use of the keyname parameter allows
multiple keys for different uses to be derived from a single key.
Thus escrow of a single seed value permits recovery of all the
private keys associated with the profile.

The keyname parameter is a string formed by concatenating
identifiers specifying the key type, the actor that will use the key
and the key operation:

7.2. Message Envelope and Response Identifiers.

Every Mesh message has a unique Message Identifier MessageId. The
MakeID() function is used to calculate the value of Envelope
Identifier and Response identifier from the message identifier as
follows:

static string MakeID(string udf, string content) {
var (code, bds) = UDF.Parse(udf);
return code switch
{

UdfTypeIdentifier.Digest_SHA _3_512 =>
UDF.ContentDigestOfDataString(
bds, content, cryptoAlgorithmId:

CryptoAlgorithmId.SHA_3_512),
_ => UDF.ContentDigestOfDataString(
bds, content, cryptoAlgorithmId:

CryptoAlgorithmId.SHA_2_512),
}i

Where the values of content are given as follows:

application/mmm/envelopeid The proposed IANA content identifier for
the Mesh message type.

application/mmm/responseid The proposed IANA content identifier for
the Mesh message type.

For example:



MessageID

= NCAA-7UYA-TG2C-6XUC-UG3B-4XGT-0BIE

EnvelopeID

= MBHZ-QYVP-T5DQ-FQAP-AWD4-FLMO-ZZJT

ResponseID

= MB2Z-JQXS-7IE0-K50J-YI3P-FZC2-0GFU

.3. Proof of Knowledge of PIN

Mesh Message classes that are subclasses of MessagePinValidated MAY
be authenticated by means of a PIN. Currently two such messages are
defined: MessageContact used in contact exchange and
RequestConnection message used in device connection.

The PIN codes used to authenticate MessagePinValidated messages are

UDF Authenticator strings. The type code of the identifier specifies
the algorithm to be used to authenticate the PIN code and the Binary
Data Sequence value specifies the key.

The inputs to the PIN proof of knowledge functions are:

PIN: string A UDF Authenticator. The type code of the identifier
specifies the algorithm to be used to authenticate the PIN code
and the Binary Data Sequence value specifies the key.

Action: string A code determining the specific action that the PIN
code MAY be used to authenticate. By convention this is the name
of the Mesh message type used to perform the action.

Account: string The account for which the PIN code is issued.

ClientNonce: binary Nonce value generated by the client using the
PIN code to authenticate its message.

PayloadDigest: binary The PayloadDigest of a DARE Envelope that
contains the message to be authenticated. Note that if the
envelope is encrypted, this value is calculated over the
ciphertext and does not provide proof of knowledge of the
plaintext.

The following values of Action are currently defined:
Device Action info for device PIN

Contact Action info for contact PIN



These inputs are used to derive values as follows:

alg = UdfAlg (PIN)

pinData = udfBDS (PIN)

saltedPINData = MAC (Action, pinData)

saltedPIN = UDFPresent (HMAC_SHA 2 512 + saltedPINData)
PinId = UDFPresent (MAC (Account, saltedPINData))

The issuer of the PIN code stores the value saltedPIN for retrieval
using the key PinId.

The witness value for a Dare Envelope with payload digest
Payloadbigest authenticated by a PIN code whose salted value is
saltedPINData, issued by account Account is given by Pinwitness() as
follows:

witnessData =  Account.ToUTF8() + ClientNonce + PayloadDigest
witnessValue = MAC (witnessData , saltedPINData)

For example, to generate saltedPIN for the pin ADFR-TEQU-3HJD-IRND-
PATS-CRBD-NI used to authenticate a an action of type Device:

pin = ADFR-TEQU-3HJD-IRND-P4TS-CRBD-NI
action = message.

alg = UdfAlg (PIN)
= Authenticator_HMAC_SHA_2_512
hashalg = default (alg, HMAC_SHA 2_512)

pinData = UdfBDS (PIN)
= System.Byte[]

saltedPINData
hashalg(pinData, hashalg);
System.Byte[]

saltedPIN = UDFPresent (hashalg + saltedPINData)
= AAV6-EBKF-JIUO-B2UV-UQX7-0KHB-0AAX

The PinId binding the pin to the account alice@example.com is



Account = alice@example.com

PinId = UDFPresent (MAC (Account, saltedPINData))
= ADDU-7BE6-DN7R-U2BB-VST6-DYZL-YEZR

Where MAC(data, key) is the message authentication code algorithm
specified by the value of alg.

When an administrative device issues a PIN code, a Message PIN is
appended to the local spool. This has the MessageId PinId and
specifies the value saltedPIN in the field of that name.

When PIN code authentication is used, a message of type
MessagePinValidated specifies the values ClientNonce, PinWitness and
PinId in the fields of those names. These values are used to
authenticate the inner message data specified by the
AuthenticatedData field.

7.4. EARL

The UDF Encrypted Authenticated Resource Locator mechanism is used
to publish data and provide means of authentication and access
through a static identifier such as a QR code.

This mechanism is used to allow contact exchange by means of a QR
code printed on a business card and to connect a device to an
account using a static identifier printed on the device in the form
of a QR code.

In both cases, the information is passed using the EARL format
described in [draft-hallambaker-mesh-udf].

8. Mesh Assertions

Mesh Assertions are signed DARE Envelopes that contain one of more
claims. Mesh Assertions provide the basis for trust in the
Mathematical Mesh.

Mesh Assertions are divided into two classes. Mesh Profiles are
self-signed assertions. Assertions that are not self-signed are
called declarations. The only type of declaration currently defined
is a Connection Declaration describing the connection of a device to
an account.
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Figure 1: Profiles And Connections
8.1. Encoding

The payload of a Mesh Assertion is a JSON encoded object that is a
subclass of the Assertion class which defines the following fields:

Identifier An identifier for the assertion.

Updated The date and time at which the assertion was issued or last
updated

NotaryToken An assertion may optionally contain one or more notary
tokens issued by a Mesh Notary service. These establish a proof
that the assertion was signed after the date the notary token was
created.

Conditions A list of conditions that MAY be used to verify the
status of the assertion if the relying party requires.

The implementation of the NotaryToken and Conditions mechanisms is
to be specified in [draft-hallambaker-mesh-callsign] at a future
date.




Note that the implementation of Conditions differs significantly
from that of SAML. Relying parties are required to process condition
clauses in a SAML assertion to determine validity. Mesh Relying
parties MAY verify the conditions clauses or rely on the
trustworthiness of the provider.

The reason for weakening the processing of conditions clauses in the
Mesh is that it is only ever possible to validate a conditions
clause of any type relative to a ground truth. In SAML applications,
the relying party almost invariably has access to an independent
source of ground truth. A Mesh device connected to a Mesh Service
does not. Thus the types of verification that can be achieved in
practice are limited to verifying the consistency of current and
previous statements from the Mesh Service.

8.2. Mesh Profiles

Mesh Profiles perform a similar role to X.509v3 certificates but
with important differences:

*Profiles describe credentials, they do not make identity
statements

*Profiles do not expire, there is therefore no need to support
renewal processing.

*Profiles may be modified over time, the current and past status
of a profile being recorded in an append only log.

Profiles provide the axioms of trust for the Mesh PKI. Unlike in the
PKIX model in which all trust flows from axioms of trust held by a
small number of Certificate Authorities, every part in the Mesh
contributes their own axiom of trust.

It should be noted however that the role of Certificate Authorities
is redefined rather than eliminated. Rather than making assertions
whose subject is represented by identities which are inherently
mutable and subjective, Certificate Authorities can now make
assertions about immutable cryptographic keys.

Every Profile MUST contain a SignatureKey field and MUST be signed
by the key specified in that field.

A Profile is valid if and only if:
*There is a SignatureKey field.

*The profile is signed under the key specified in the SignatureKey
field.



A profile has the status current if and only if:
*The Profile is valid

*Every Conditions clause in the profile is understood by the
relying party and evaluates to true.

8.3. Mesh Connections

A Mesh connection is an assertion describing the connection of a
device or a member to an account.

Mesh connections provide similar functionality to 'end-entity'
certificates in PKIX but with the important proviso that they are
only used to provide trust between a device connected to an account
and the service to which that account is bound and between the
devices connected to an account.

A connection is valid with respect to an account with profile P if
and only if:

*The profile P is valid

*The Authorityudf field of the connection is consistent with the
UDF of P

*The profile is signed under the key specified in the
AdministrationKey field of P.

*Any conditions specified in the profile are met

A connection has the status current with respect to an account with
profile if and only if:

*The connection is valid with respect to the account with profile
P.

*The profile P is current.

A device is authenticated with respect to an account with profile P
if and only if:

*The connection is valid with respect to the account with profile
P.

*The device has presented an appropriate proof of knowledge of the
DeviceAuthentication key specified in the connection.



8.4. Device Pre-configuration

The DevicePreconfiguration record provides a means of bundling all
the information used to preconfigure a device for use in the Mesh.
This comprises:

*The Enveloped ProfileDevice.

*A ConnectionDevice assertion credentialing the device to the
configuration provider Mesh Service.

*A ConnectionService assertion credentialing the device to the
configuration provider Mesh Service.

*The secret seed used to create the ProfileDevice data.

The DevicePreconfiguration record MAY be used as the means of
preconfiguring devices to allow connection to a user's account

profile using the Preconfigured/Static QR Code device connection
interaction.

For example, Alice's coffee pot was preconfigured for connection to
a Mesh account at the factory and the following
DevicePreconfiguration record created:



"DevicePreconfigurationPrivate":{

"EnvelopedProfileDevice":[{
"EnvelopeId":"MBOB-5GVY-Q43B-KODG-UJ3E-LY7V-36UV",
"dig":"s512",
"ContentMetaData":"ewogICJIVbmlxdwVJZCI6ICINQKOCLTVHV1KtUT

QzQilLTORHLVVKMOUtTFk3Vi0zN1VWIiwKICAiTWVZzC2FnZVR5CcGUi0iA1UHIVZm1
sZUR1dm1jZSIsCiAgImNOeSI6ICIhcHBsaWNhdGlvbi9tbwoOvb2JqZWNOIiwKICAL
Q3J1YXR1ZCI6GICIYMDIYLTAOLTIWVDE20jE30jU3W1iJ9"},
"ewogICJQcmOmawWx1RGV2aWN1IjogewogICAgI1lByb2ZpbGVTaWduYXR1cm@2Tjc2LVIYNTctQlUzTS1CUUPYLVFEQIMiLA0gICAgICAiUHVibG1jUG",
{
"signatures":[{
"alg":"S512",
"kid":"MBOB-5GVY-Q43B-KODG-UJ3E-LY7V-36UV",
"signature":"m10FQkPJzhAR2Cg2VfPzvSUt3XyQhOyjgqggXSep
nwz3NpDWrH6TZLNe00Gq-mogahTzGn_ZwW8aA6vuiuiqtDMy_avBf0g31nDpFyRDk6
9D5(gXBh8Br-4utT_Zxyzz3S2i63FGczDekAZTWZTQOQWTUA"}
1
"PayloadDigest":"-irGYEMwNtKfLTM8Ygprqww7Lr41K_2Recre202H
DP5CyC4Vk1JfYiDMR8822Sp50ALA-2aqQjDzIJKKEt50nhA"}
]l
"EnvelopedConnectionDevice": [{
"dig":"sS512",
"ContentMetaData":"ewogICINZXNzYWd1VH1wZSI6ICJIDb25uZWNOaw
9URGV2aWN1IiwKICAiY3R5IjogImFwcGxpY2FOaw9uL21tbS9vYmplY3QiLAogICJ
DcmVhdGVkIjogIjIwMjItMDQtMjBUMTYEMTCc6NTdaIn@"},
"ewogICJDb25uZWNOaW9uRGV2aWN1IjogewogICAgQIKkF1dGhlbnRpY2F0aw
9uIjogewogICAgICAIVWRMIjogIk1DSzItTOZTWS1DQVBKLUVavVTUtS08zNy1JSU5


®2SFhMIiwKICAgICAgI1B1YmxpY1l
BhcmFtZXR1cnMi0iB7CiAgICAQICAQI1B1YmxpYOtleUVDREgi0iB7CiAgICAQICA
gICAiY3J2IjogI1lgONDgiLA0gICAgICAQICAQI1B1YmxpYYyI6ICI2Q3BUVV9awnVB
YTdsQ051QTh1lSzhzaERS5R2XDLT1iV1dyTC14VDJItMVk2NzB1WkVXMjU3CiAgdHZKd
ERUMUt IM3dpeilpcHRUMUFUCGFBIN19fX19",
{
"signatures":[{
"alg":"S512",
"kid":"MBGZ-R2AS-DPME-4K0Z-KKF5-WLDO-IBZ0",
"signature":"pedKETfz7NgyGS4nz7VXBPZNCcX04Fnf5EVQXCg4A0
Z_XDKD3egMEeg5cStZALTB-yOkk44XLobyWAbxbhyeVFif7qZzAdzOhdk-h_o-di3h
ax-SVPdFpGHXeCeOMaEATSCOXTh90SVHGDNLUaRIfqOwiIA"}
1

"PayloadDigest":"0a@Yms70Z_buemEpSstfNAKSV1xUy7NoHKkZv_bA
90X9ZJIGkB3E4nNBfLG85arEixWQhkxFCwkHLVmIngkjYIQ"}

]I
"EnvelopedConnectionService":[{

"dig":"sS512",

"ContentMetaData" :"ewogICINZXNzYWd1VH1wZSI6ICJIDb25uZWNOaw
9uU2Vydml1ljZSIsCiAgImNOeSI6ICIhcHBsaWNhdGlvbi9tbwWOvb2JgZWNOIiwKICA
1Q3J1YXR1ZCI6ICIYMDIYLTAOLTIWVDE20jE30jU3W1iJ9"},

"ewogICJIDb25uZWNOaw9uu2VydmljZSI6IHSKICAgICJIBAXRoZW50aWNhdG
1vbiI6IHSKICAgICAQI1VkZiI6ICINQOSYLU9GU1ktQOFQSi1FWI1U1LUtPMzctSUL
0Qy02SFhMIiwKICAQICAQI1B1YmxpY1BhcmFtZXR1cnMi0iB7CiAgICAgICAQI1B1
YmxpYO@tleUVDREgQi0iB7CiAgQICAgICAQICAiLY3J2IjogI1lgONDgiLA0gICAgICAQI
CAgI1B1YmxpYyI6ICI2Q3BUVV9aWnVBYTdsQ051QThlSzhzaER5R2xDLT1iv1idyTC
14VDJtMVk2NzB1WkVXMjU3CiAgdHZKAERUMUt JIM3dpeilpcHRUMUFUCGFBIN19fX1
9”/

"signatures":[{
"alg":"S512",
"kid":"MBGZ-R2AS-DPME-4K0Z-KKF5-WLDO-IBZ0",
"signature":"mGzTozZ5fDt4p9-VSDGwWx6b9AUO_YDRIPLWXA]1m
ON5de75NXuZRdz_ENeTLuUlAtEzyYENDaQskAho664biw8I7DuRbNbLJ_AJLXQD99b
5kiizilLjavgl1RAdrdfHO5TDGHwW7eMP5aCEir_040S7zjTEA"}
1
"PayloadDigest":"97C6-ryQFiyRF-8NAP9pX7YvJEtcz-hexhvkHgsJ
2GUE17yW_-uhclWSuOF7eRrdENFRg8g-qJDXPJTmO8TYEA"}

1



"PrivateKey":{
"PrivateKeyUDF":{
"Privatevalue":"ZAAQ-A5KD-OPXN-5E7X-ZXRU-CRYP-B2N2-G6FY-MCO
H-GAIH-72GR-EZX0-LQIM-Z5GA",
"KeyType" :"MeshProfileDevice"}},
"ConnectUri":"mcu://maker@example.com/EBKG-ED30-HBHK-ZQGS-EX4H-
X22S5-X4"1}}

The use of the publication mechanism in device connection is
discussed further in [draft-hallambaker-mesh-protocol].

9. Architecture
The Mesh architecture has four principal components:

Mesh Account A collection of information (contacts, calendar
entries, inbound and outbound messages, etc.) belonging to a user
who uses the Mesh to management.

Mesh Device Management The various functions that manage binding of
devices to a Mesh to grant access to information and services
bound to that account.

Mesh Service Provides network services through which devices and
other Mesh users may interact with a Mesh Account.

Mesh Messaging An end-to-end secure messaging service that allows
short messages (less than 32KB) to be exchanged between Mesh
Accounts and between the Mesh devices connected to a particular
account.

The separation of accounts and services as separate components is a
key distinction between the Mesh and earlier Internet applications.
A Mesh account belongs to the owner of the Mesh and not the Mesh
Service Provider which the user may change at any time of their
choosing.

A Mesh Account May be active or inactive. By definition, an active
Mesh account is serviced by exactly one Mesh Service, an inactive
Mesh account is not serviced by a Mesh Service. A Mesh Service
Provider MAY offer a backup service for accounts hosted by other
providers. In this case the backup provider is connected to the
account as a Mesh device, thus allowing the backup provider to
maintain a copy of the stores contained in the account and
facilitating a rapid transfer of responsibility for servicing the
account should that be desired. The use of backup providers is
described further in [draft-hallambaker-mesh-discovery].




9.1. Mesh Account

Mesh Accounts contains all the stateful information (contacts,
calendar entries, inbound and outbound messages, etc.) related to a
particular persona used by the owner.

By definition a Mesh Account is active if it is serviced by a Mesh
Service and inactive otherwise. A Mesh user MAY change their service
provider at any time. An active Mesh Account is serviced by exactly
one Mesh Service at once but a user MAY register a 'backup' service
provider to their account in the same manner as adding an advice.
This ensures that the backup service is pre-populated with all the
information required to allow the user to switch to the new provider
without interruption of service.

Each Mesh account is described by an Account Profile. Currently
separate profile Account Profile are defined for user accounts and
group accounts. It is not clear if this distinction is a useful one.

9.1.1. Account Profile

A Mesh account profile provides the axiom of trust for a mesh user.
It contains a Master Signature Key and one or more Administration
Signature Keys. The unique identifier of the master profile is the
UDF of the Master Signature Key.

An Account Profile MUST specify an EscrowEncryption key. This key
MAY be used to escrow private keys used for encryption of stored
data. They SHOULD NOT be used to escrow authentication keys and MUST
NOT be used to escrow signature keys.

A user should not need to replace their account profile unless they

intend to establish a separate identity. To minimize the risk of

disclosure, the Profile Signature Key is only ever used to sign

updates to the account profile itself. This allows the user to

secure their Profile Signature Key by either keeping it on hardware

token or device dedicated to that purpose or by using the escrow

mechanism and paper recovery keys as described in this document.
9.1.1.1. Creating a ProfileMaster

Creating a ProfileMaster comprises the steps of:

0. Creating a Master Signature key.

1. Creating an Online Signing Key

2. Signing the ProfileMaster using the Master Signature Key



3. Persisting the ProfileMaster on the administration device to
the CatalogHost.

4. (Optional) Connecting at least one Administration Device and
granting it the ActivationAdministration activation.

9.1.1.2. Updating a ProfileMaster
Updating a ProfileMaster comprises the steps of:
0. Making the necessary changes.
1. Signing the ProfileMaster using the Master Signature Key

2. Persisting the ProfileMaster on the administration device to
the CatalogHost.

9.2. Device Management

Device management allows a collection of devices belonging to a user
to function as a single personal Mesh. Two catalogs are used to
manage this process:

*The Access catalog is used to instruct the Mesh Service how to
respond to requests from the device.

*The Device catalog records information for use by administration
devices managing the device.

9.2.1. The Device Catalog

Each Mesh Account has a Device Catalog CatalogDevice associated with
it. The Device Catalog is used to manage the connection of devices
to the Personal Mesh and has a CatalogEntryDevice for each device
currently connected to the catalog.

Each Administration Device MUST have access to an up-to-date copy of
the Device Catalog in order to manage the devices connected to the
Mesh. The Mesh Service protocol MAY be used to synchronize the
Device Catalog between administration devices in the case that there
is more than one administration device.

The CatalogEntryDevice contains fields for the device profile,
device private and device connection.

9.2.2. Mesh Devices

The principle of radical distrust requires us to consider the
possibility that a device might be compromised during manufacture.
Once consequence of this possibility is that when an administration



device connects a new device to a user's personal Mesh, we cannot
put our full trust in either the device being connected or the
administration device connecting it.

This concern is resolved by (at minimum) combining keying material
generated from both sources to create the keys to be used in the
context of the user's personal Mesh with the process being fully
verified by both parties.

Additional keying material sources could be added if protection
against the possibility of compromise at both devices was required
but this is not supported by the current specifications.

A device profile provides the axiom of trust and the key
contributions of the device. When bound to an account, the base keys
specified in the Device Profile are combined with the key data
provided in the Activation device to construct the keys the device
will use in the context of the account.

Activation Device

4 Device Profile ) 4 Device Connection
BaseSianature ! p DeviceSianature
BaseEncrvotion ! p DeviceEncrvotion
BaseAuthentication ! p DeviceAuthentication

- / -

Figure 2: Mapping of Device Profile and Device Private to Device
Connection Keys.

Unless exceptional circumstances require, a device should not
require more than one Device profile even if the device supports use
by multiple users under different accounts. But a device MAY have
multiple profiles if this approach is more convenient for
implementation.

9.2.2.1. Creating a ProfileDevice

Creating a ProfileDevice comprises the steps of:

0. Creating the necessary key



1. Signing the ProfileDevice using the Master Signature Key

2. Once created, a ProfileDevice is never changed. In the unlikely
event that any modification is required, a completely new
ProfileDevice MUST be created.

9.2.2.2. Connection to a Meh Account

Devices are only connected to a personal Mesh by an administration
device. This comprises the steps of:

0. Generating the PrivateDevice keys.

1. Creating the ConnectionDevice data from the public components
of the ProfileDevice and PrivateDevice keys and signing it
using the administration key.

2. Creating the Activations for the device and signing them using
the administration key.

3. Creating the CatalogEntryDevice for the device and adding it to
the CatalogDevice of the account.

4. Creating an AccessCapability granting the necessary access
rights for the device and adding that to the CatalogAccess of
the account.

These steps are usually performed through use of the Mesh Protocol
Connection mechanism. However, Mesh clients MAY support additional
mechanisms as circumstances require provided that the appropriate
authentication and private key protection controls are provided.

9.3. Mesh Services

A Mesh Service provides one or more Mesh Hosts that support Mesh
Accounts through the Mesh Web Service Protocol.

Mesh Services and Hosts are described by Service Profiles and Host
Profiles. The means by which services manage the hosts through which
they provide service is outside the scope of this document.

As with a Device connected to a Mesh Account, a the binding of a
Host to the service it supports is described by a connection record:



9.4.

4 Service Profile h 4 Host Profile h
ProfileSianature ProfileSianature
ServiceAddress BaseSianature
AdninistratorSia. BaseEncrvotion
ServiceEncrvotion BaseAuthentication
Sianature Value Sianature Value

- J - /

4 Host Connection h

ServiceAddress
DeviceSianature
DeviceEncrvotion
DeviceAuthentication

;—b Sianature Value
-

Figure 3: Service Profile and Delegated Host Assertion.

The credentials provided by the ProfileService and ProfileHost are
distinct from those provided by the WebPKI that typically services
TLS requests. WebPKI credentials provide service introduction and
authentication while a Mesh ProfileHost only provides
authentication.

Unless exceptional circumstances require, a service should not need
to revise its Service Profile unless it is intended to change its
identity. Service Profiles MAY be countersigned by Trusted Third
Parties to establish accountability.

Mesh Messaging

Mesh Messaging is an end-to-end secure messaging system used to
exchange short (32KB) messages between Mesh devices and services. In
cases where exchange of longer messages is required, Mesh Messaging
MAY be used to provide a control plane to advise the intended
message recipient(s) of the type of data being offered and the means
of retrieval (e.g an EARL).

All communications between Mesh accounts takes the form of a Mesh
Message carried in a Dare Envelope. Mesh Messages are stored in two



spools associated with the account, the SpoolOutbound and the
SpoolInbound containing the messages sent and received respectively.

This document only describes the representation of the messages
within the message spool. The Mesh Service protocol by which the
messages are exchanged between devices and services and between
services is described in [draft-hallambaker-mesh-protocol].

9.4.1. Message Status

As previously described in section ###, every message stored in a
spool has a specified state. The range of allowable states is
defined by the message type. New message states MAY be defined for
new message types as they are defined.

By default, messages are appended to a spool in the Initial state,
but a spool entry MAY specify any state that is valid for that
message type.

The state of a message is changed by appending a completion message
to the spool as described in [draft-hallambaker-mesh-protocol].

Services MAY erase or redact messages in accordance with local site
policy. Since messages are not removed from the spool on being
marked deleted, they may be undeleted by marking them as read or
unread. Marking a message deleted MAY make it more likely that the
message will be removed if the sequence is subsequently purged.

9.4.2. Four Corner Model

A four-corner messaging model is enforced. Mesh Services only accept
outbound messages from devices connected to accounts that it
services. Inbound messages are only accepted from other Mesh
Services. This model enables access control at both the outbound and
inbound services

Alice's w Bob's
VBP ) VBP
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The outbound Mesh Service checks to see that the request to send a
message does not violate its acceptable use policy. Accounts that
make a large number of message requests that result in complaints
SHOULD be subject to consequences ranging from restriction of the

Figure 4: Four Corner Messaging Model

number and type of messages sent to suspending or terminating

messaging privileges. Services that fail to implement appropriate

controls are likely to be subject to sanctions from either their

users or from other services.

Alice

Alice's
VBP Anproved
Messaoe
Site oolicv

Figure 5: Performing Access Control on Outbound Messages

The inbound Mesh Service also checks to see that messages received

>

are consistent with the service Acceptable Use Policy and the user's

personal access control settings.

Mesh Services that fail to police abuse by their account holders
SHOULD be subject to consequences in the same fashion as account

holders.
Messaae 4 Bob's h
—P VBP Accented
Messaoe
P
Site Policv
Bob Policv
- /

Bob

Figure 6: Performing Access Control on Inbound Messages

9.4.3. Traffic Analysis

The Mesh Messaging protocol as currently specified provides only
limited protection against traffic analysis attacks. The use of TLS
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to encrypt communication between Mesh Services limits the
effectiveness of na?ve traffic analysis mechanisms but does not
prevent timing attacks unless dummy traffic is introduced to
obfuscate traffic flows.

The limitation of the message size is in part intended to facilitate
use of mechanisms capable of providing high levels of traffic
analysis such as mixmaster and onion routing but the current Mesh
Service Protocol does not provide support for such approaches and
there are no immediate plans to do so.

Publications

Static QR codes MAY be used to allow contact exchange or device
connection. In either case, the QR code contains an EARL providing
the means of locating, decrypting and authenticating the published
data.

The use of EARLs as a means of publishing encrypted data and the use
of EARLs for location, decryption and authentication is discussed in
[draft-hallambaker-mesh-dare]

1. Profile Device
2. Contact Exchange

When used for contact exchange, the envelope payload is a
CatalogedContact record.

Besides allowing for exchange of contact information on a business
card, a user might have their contact information printed on
personal property to facilitate return of lost property.

Schema

1. Shared Classes

The following classes are used as common elements in Mesh profile
specifications.

1.1. Classes describing keys
1.2. Structure: KeyData

The KeyData class is used to describe public key pairs and trust
assertions associated with a public key.

Udf: String (Optional) UDF fingerprint of the public key parameters

X509Certificate: Binary (Optional) List of X.509 Certificates
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X509Chain: Binary [0..Many]
X.509 Certificate chain.

X509CSR: Binary (Optional) X.509 Certificate Signing Request.

NotBefore: DateTime (Optional) If present specifies a time instant
that use of the private key is not valid before.

NotOnOrAfter: DateTime (Optional) If present specifies a time
instant that use of the private key is not valid on or after.

1.3. Structure: CompositePrivate

Inherits: Key UDF fingerprint of the bound device key (if used).

DeviceKeyUdf: String (Optional)

11.2. Assertion classes

Classes that are derived from an assertion.

2.1. Structure: Assertion

Parent class from which all assertion classes are derived

Names: String [0..Many] Fingerprints of index terms for profile
retrieval. The use of the fingerprint of the name rather than the
name itself is a precaution against enumeration attacks and other

forms of abuse.

Updated: DateTime (Optional) The time instant the profile was last
modified.

NotaryToken: String (Optional) A Uniform Notary Token providing
evidence that a signature was performed after the notary token
was created.

2.2. Structure: Condition

Parent class from which all condition classes are derived.

[No fields]

2.3. Base Classes

Abstract classes from which the Profile, Activation and Connection
classes are derrived.

2.4. Structure: Connection
Inherits: Assertion UDF of the connection target.

Subjectudf: String (Optional)
Authorityudf: String (Optional) UDF of the connection source.
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2.5. Structure: Activation
Inherits: Assertion
Contains the private activation information for

a Mesh application running on a specific device

ActivationKey: String (Optional) Secret seed used to derive keys
that are not explicitly specified.

Entries: ActivationEntry [0..Many] Activation of named resources.
2.6. Structure: ActivationEntry

Resource: String (Optional) Name of the activated resource

Key: KeyData (Optional) The activation key or key share

2.7. Mesh Profile Classes

Classes describing Mesh Profiles. All Profiles are Assertions
derrived from Assertion.

2.8. Structure: Profile

Inherits: Assertion
Parent class from which all profile classes are
derived

ProfileSignature: KeyData (Optional) The permanent signature key
used to sign the profile itself. The UDF of the key is used as
the permanent object identifier of the profile. Thus, by
definition, the KeySignature value of a Profile does not change
under any circumstance.

2.9. Structure: ProfileDevice

Inherits: Profile
Describes a mesh device.

Description: String (Optional) Description of the device

BaseEncryption: KeyData (Optional) Base key contribution for
encryption keys. Also used to decrypt activation data sent to the
device during connection to an account.

BaseAuthentication: KeyData (Optional) Base key contribution for
authentication keys. Also used to authenticate the device during
connection to an account.

BaseSignature: KeyData (Optional) Base key contribution for
signature keys.
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2.10. Structure: ProfileAccount

Base class for the account profiles ProfileUser and ProfileGroup.
These subclasses may be merged at some future date.

Inherits: Profile The account address. This is either a DNS service
AccountAddress: String (Optional) address (e.g. alice@example.com)
or a Mesh Name (@alice).

ServiceUdf: String (Optional) The fingerprint of the service
profile to which the account is currently bound.

EscrowEncryption: KeyData (Optional) Escrow key associated with the
account.

AccountEncryption: KeyData (Optional) Key currently used to encrypt
data under this profile

AdministratorSignature: KeyData (Optional) Key used to sign
connection assertions to the account.

2.11. Structure: ProfileUser
Inherits: ProfileAccount
Account assertion. This is signed by the

service hosting the account.

AccountAuthentication: KeyData (Optional) Key used to authenticate
requests made under this user account.

AccountSignature: KeyData (Optional) Key used to sign data under
the account.

2.12. Structure: ProfileGroup
Inherits: ProfileAccount
Describes a group. Note that while a group

is created by one person who becomes its first administrator,
control of the group may pass to other administrators over time.

[No fields]

.2.13. Structure: ProfileService

Inherits: Profile
Profile of a Mesh Service
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ServiceAuthentication: KeyData (Optional)
Key used to authenticate
service connections.

ServiceEncryption: KeyData (Optional) Key used to encrypt data
under this profile

ServiceSignature: KeyData (Optional) Key used to sign data under
the account.

2.14. Structure: ProfileHost
Inherits: Profile Key used to authenticate service connections.
KeyAuthentication: KeyData (Optional)
KeyEncryption: KeyData (Optional) Key used to pass encrypted
data to the device such as a

2.15. Connection Assertions
Connection assertions are used to authenticate and authorize
interactions between devices and the service currently servicing the
account. They SHOULD NOT be visible to external parties.
2.16. Structure: ConnectionDevice
Inherits: Connection

Connection assertion used to authenticate
service requests made by a device.

AccountAddress: String (Optional) The account address

DeviceSignature: KeyData (Optional) The signature key for use of
the device under the profile

DeviceEncryption: KeyData (Optional) The encryption key for use of
the device under the profile

DeviceAuthentication: KeyData (Optional) The authentication key for
use of the device under the profile

2.17. Structure: ConnectionApplication
Inherits: Connection
Connection assertion stating that a particular
device is
[No fields]

2.18. Structure: ConnectionGroup

Describes the connection of a member to a group.
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Inherits: Connection
[No fields]
2.19. Structure: ConnectionService

Inherits: Connection
[No fields]

2.20. Structure: ConnectionHost

Inherits: Connection
[No fields]

2.21. Activation Assertions
2.22. Structure: ActivationDevice

Contains activation data for device specific keys used in the
context of a Mesh account.

Inherits: Activation The UDF of the account
AccountUdf: String (Optional)
11.2.23. Structure:

ActivationAccount

11.

11.

Inherits: Activation Grant access to profile online signing key

ProfileSignature: KeyData (Optional) used to sign updates to the
profile.

AdministratorSignature: KeyData (Optional) Grant access to Profile
administration key used to make changes to administrator
catalogs.

AccountEncryption: KeyData (Optional) Grant access to ProfileUser
account encryption key

AccountAuthentication: KeyData (Optional) Grant access to
ProfileUser account authentication key

AccountSignature: KeyData (Optional) Grant access to ProfileUser
account signature key

2.24. Structure: ActivationApplication

Inherits: Activation
[No fields]

3. Data Structures

Classes describing data used in cataloged data.



11.3.1. Structure: Contact

Inherits: Assertion
Base class for contact entries.

Id: String (Optional) The globally unique contact identifier.

Anchors: Anchor [0..Many] Mesh fingerprints associated with the
contact.

NetworkAddresses: NetworkAddress [0..Many] Network address entries

Locations: Location [0..Many] The physical locations the contact is
associated with.

Roles: Role [0..Many] The roles of the contact

Bookmark: Bookmark [0..Many] The Web sites and other online
presences of the contact

Sources: TaggedSource [0..Many] Source(s) from which this contact
was constructed.

11.3.2. Structure: Anchor

Trust anchor

Udf: String (Optional) The trust anchor.

Validation: String (Optional) The means of validation.
11.3.3. Structure: TaggedSource

Source from which contact information was obtained.

LocalName: String (Optional) Short name for the contact
information.

Validation: String (Optional) The means of validation.
BinarySource: Binary (Optional) The contact data in binary form.

EnvelopedSource: Enveloped (Optional) The contact data in enveloped
form. If present, the BinarySource property is ignored.

11.3.4. Structure: ContactGroup

Inherits: Contact
Contact for a group, including encryption groups.

[No fields]



11.3.5. Structure: ContactPerson

Inherits: Contact List of person names in order of preference

CommonNames: PersonName [0..Many]

11.3.6. Structure:

ContactOrganization

Inherits: Contact List of person names in order of preference

CommonNames: OrganizationName [0..Many]

11.3.7. Structure:

OrganizationName

The name of an organization

Inactive: Boolean (Optional) If true, the name is not in current
use.

RegisteredName: String (Optional) The registered name.

DBA: String (Optional) Names that the organization uses including
trading names and doing business as names.

11.3.8. Structure: PersonName
The name of a natural person

Inactive: Boolean (Optional) If true, the name is not in current
use.

FullName: String (Optional) The preferred presentation of the full
name.

Prefix: String (Optional) Honorific or title, E.g. Sir, Lord, Dr.,
Mr.

First: String (Optional) First name.

Middle: String [0..Many] Middle names or initials.

Last: String (Optional) Last name.

Suffix: String (Optional) Nominal suffix, e.g. Jr., III, etc.

PostNominal: String (Optional) Post nominal letters (if used).
11.3.9. Structure: NetworkAddress

Provides all means of contacting the individual according to a
particular network address

Inactive: Boolean (Optional)
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If true, the name is not in current use.

Address: String (Optional) The network address, e.g.
alice@example.com

NetworkCapability: String [0..Many] The capabilities bound to this
address.

EnvelopedProfileAccount: Enveloped (Optional) The account profile

Protocols: NetworkProtocol [0..Many] Public keys associated with
the network address

3.10. Structure: NetworkProtocol

Protocol: String (Optional) The IANA protocol|identifier of the
network protocols by which the contact may be reached using the
specified Address.

3.11. Structure: Role

OrganizationName: String (Optional) The organization at which the
role is held

Titles: String [0..Many] The titles held with respect to that
organization.

Locations: Location [0..Many] Postal or physical addresses
associated with the role.

3.12. Structure: Location

Appartment: String (Optional)

Street: String (Optional) 11.3.13. Structure: Bookmark
District: String (Optional)

Locality: String (Optional)

County: String (Optional)

Postcode: String (Optional)

Country: String (Optional)

Uri: String (Optional)
Title: String (Optional) 11.3.14. Structure: Reference
Role: String [0..Many]

MessageId: String (Optional) The received message to which this is
a response

ResponseId: String (Optional) Message that was generated in
response to the original (optional).
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Relationship: String (Optional)
The relationship type. This can be
Read, Unread, Accept, Reject.

3.15. Structure: Task
Key: String (Optional) Unique key.

Start: DateTime (Optional) 11.4. Catalog Entries

Finish: DateTime (Optional)

StartTravel: String (Optional) 11.4.1. Structure: CatalogedEntry
FinishTravel: String (Optional)

TimeZone: String (Optional) Base class for cataloged Mesh data.
Title: String (Optional)

Description: String (Optional)

Location: String (Optional)

Trigger: String [0..Many]

Conference: String [0..Many]

Repeat: String (Optional)

Busy: Boolean (Optional)

Labels: String [0..Many] The set of labels describing the entry
4.2. Structure: CatalogedDevice
Inherits: CatalogedEntry

Public device entry, indexed under the

device ID Hello

Udf: String (Optional) UDF of the signature key of the device in
the Mesh

DeviceUdf: String (Optional) UDF of the offline signature key of
the device

SignatureuUdf: String (Optional) UDF of the account online signature
key

EnvelopedProfileUser: Enveloped (Optional) The Mesh profile
EnvelopedProfileDevice: Enveloped (Optional) The device profile

EnvelopedConnectionUser: Enveloped (Optional) The public assertion
demonstrating connection of the Device to the Mesh

EnvelopedActivationDevice: Enveloped (Optional) The activation of
the device within the Mesh account

EnvelopedActivationAccount: Enveloped (Optional) The activation of
the device within the Mesh account
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EnvelopedActivationApplication: Enveloped [0..Many]
Application
activations granted to the device.

4.3. Structure: CatalogedPublication

Inherits: CatalogedEntry
A publication.

Id: String (Optional) Unique identifier code

Authenticator: String (Optional) The witness key value to use to
request access to the record.

EnvelopedData: DareEnvelope (Optional) Dare Envelope containing the

entry data. The data type is specified by the envelope metadata.
NotOnOrAfter: DateTime (Optional) Epiration time (inclusive)
4.4. Structure: CatalogedCredential

Inherits: CatalogedEntry

Protocol: String (Optional) 11.4.5. Structure: CatalogedNetwork
Service: String (Optional)

Username: String (Optional)

Password: String (Optional)

Inherits: CatalogedEntry

Protocol: String (Optional) 11.4.6. Structure: CatalogedContact
Service: String (Optional)

Username: String (Optional)

Password: String (Optional)

Inherits: CatalogedEntry Unique key.

Key: String (Optional)

Self: Boolean (Optional) If true, this catalog entry is for the
user who created the catalog.

4.7. Structure: CatalogedAccess

Inherits: CatalogedEntry
[No fields]

4.8. Structure: CryptographicCapability

Id: String (Optional) The identifier of the capability. If this is
a user capability, MUST match the KeyData identifier. If this is
a serviced capability, MUST match the value of ServiceId on the
corresponding service capability.
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KeyData: KeyData (Optional)
The key that enables the capability

EnvelopedKeyShares: Enveloped [0..Many] One or more enveloped key
shares.

SubjectId: String (Optional) The identifier of the resource that is
controlled using the key.

SubjectAddress: String (Optional) The address of the resource that
is controlled using the key.

4.9. Structure: CapabilityDecrypt
Inherits: CryptographicCapability
The corresponding key is a

decryption key
[No fields]
4.10. Structure: CapabilityDecryptPartial
Inherits: CapabilityDecrypt

The corresponding key is an encryption

key

Serviceld: String (Optional) The identifier used to claim the
capability from the service.[Only present for a partial
capability.]

ServiceAddress: String (Optional) The service account that supports
a serviced capability. [Only present for a partial capability.]

.4.11. Structure: CapabilityDecryptServiced

Inherits: CapabilityDecrypt
The corresponding key is an encryption
key

AuthenticationId: String (Optional) UDF of trust root under which
request to use a serviced capability must be authorized. [Only
present for a serviced capability]

4.12. Structure: CapabilitySign
Inherits: CryptographicCapability
The corresponding key is an

administration key

[No fields]
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4.13. Structure: CapabilityKeyGenerate

Inherits: CryptographicCapability
The corresponding key is a key
that may be used to generate key shares.

[No fields]
4.14. Structure: CapabilityFairExchange

Inherits: CryptographicCapability

The corresponding key is a
decryption key to be used in accordance with the Micali Fair
Electronic Exchange with Invisible Trusted Parties protocol.

[No fields]
4.15. Structure: CatalogedBookmark

Inherits: CatalogedEntry

Uri: String (Optional) 11.4.16. Structure: CatalogedTask
Title: String (Optional)

Path: String (Optional)

Inherits: CatalogedEntry Unique key.

EnvelopedTask: Enveloped (Optional)

Title: String (Optional) 11.4.17. Structure:
Key: String (Optional) CatalogedApplication

Inherits: CatalogedEntry Enveloped keys for use with Application

Key: String (Optional)

EnvelopedCapabilities: DareEnvelope [0..Many] 11.4.18. Structure:
CatalogedMember

ContactAddress: String (Optional)

MemberCapabilityId: String (Optional) 11.4.19. Structure:
ServiceCapabilityId: String (Optional) CatalogedGroup
Inherits: CatalogedEntry

Inherits: CatalogedApplication The Mesh profile
EnvelopedProfileGroup: Enveloped (Optional)
EnvelopedActivationAccount: Enveloped (Optional) The activation of
the device within
the Mesh account

4.20. Structure: CatalogedApplicationSSH

Inherits: CatalogedApplication
[No fields]

4.21. Structure: CatalogedApplicationMail
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Inherits: CatalogedApplication
[No fields]
4.22. Structure: CatalogedApplicationNetwork

Inherits: CatalogedApplication
[No fields]

5. Publications

5.1. Structure: DevicePreconfiguration

A data structure that is passed

EnvelopedProfileDevice: Enveloped (Optional) The device profile

EnvelopedConnectionDevice: Enveloped (Optional) The device
connection

ConnectUri: String (Optional) The connection URI. This would
normally be printed on the device as a QR code.

.6. Messages

6.1. Structure: Message

MessageId: String (Optional) Unique per-message ID. When
encapsulating a Mesh Message in a DARE envelope, the envelope
EnvelopeID field MUST be a UDF fingerprint of the MessageId
value.

Sender: String (Optional) 11.6.2. Structure: MessageError
Recipient: String (Optional)

Inherits: Message
ErrorCode: String (Optional) 11.6.3. Structure: MessageComplete

Inherits: Message
References: Reference [0..Many] 11.6.4. Structure:
MessagePinValidated

Inherits: Message Enveloped data that is authenticated by means of
AuthenticatedData: DareEnvelope (Optional) the PIN

ClientNonce: Binary (Optional) Nonce provided by the client to
validate the PIN

PinId: String (Optional) Pin identifier value calculated from the
PIN code, action and account address.



PinWitness: Binary (Optional)
Witness value calculated as KDF
(Device.Udf + AccountAddress, ClientNonce)

.6.5. Structure: MessagePin

Account: String (Optional) If true, authentication against the PIN

Inherits: Message code is sufficient to complete the associated

Expires: DateTime (Optional) action without further authorization.

Automatic: Boolean (Optional)

SaltedPin: String (Optional) PIN code bound to the specified
action.

Action: String (Optional) The action to which this PIN code is
bound.

.6.6. Structure: RequestConnection
Connection request message. This message contains the information

Inherits: MessagePinValidated

AccountAddress: String (Optional) 11.6.7. Structure:
AcknowledgeConnection

Connection request message generated by a service on receipt of a
valid MessageConnectionRequestClient

Inherits: Message The client connection request.
EnvelopedRequestConnection: Enveloped (Optional)
ServerNonce: Binary (Optional) 11.6.8.
Witness: String (Optional) Structure: RespondConnection

Respond to RequestConnection message to grant or refuse the
connection request.

Inherits: Message The response to the request. One of "Accept",
Result: String (Optional) '"Reject" or "Pending".

CatalogedDevice: CatalogedDevice (Optional) The device information.
MUST be present if the value of Result is "Accept". MUST be
absent or null otherwise.

.6.9. Structure: MessageContact

Inherits: MessagePinvalidated 1If true, requests that the recipient
Reply: Boolean (Optional) return their own contact information in
reply.

Subject: String (Optional) Optional explanation of the reason for
the request.



11.

11.

13.

14.

15.

PIN: String (Optional)
One time authentication code supplied to a
recipient to allow authentication of the response.

6.10. Structure: GroupInvitation

Inherits: Message
Text: String (Optional) 11.6.11. Structure: RequestConfirmation

Inherits: Message
Text: String (Optional) 11.6.12. Structure: ResponseConfirmation

Inherits: Message
Request: Enveloped (Optional) 11.6.13. Structure: RequestTask
Accept: Boolean (Optional)

Inherits: Message
[No fields]

6.14. Structure: MessageClaim

Inherits: Message

PublicationId: String (Optional) 11.6.15. Structure: ProcessResult
ServiceAuthenticate: String (Optional)

DeviceAuthenticate: String (Optional) For future use, allows

Expires: DateTime (Optional) logging of operations and
results

Inherits: Message The error report code.
Success: Boolean (Optional)
ErrorReport: String (Optional) 12. Security Considerations

The security considerations for use and implementation of Mesh
services and applications are described in the Mesh Security
Considerations guide [draft-hallambaker-mesh-security].

IANA Considerations

All the IANA considerations for the Mesh documents are specified in
this document
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