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Introduction

This document describes the data structures of the Mathematical Mesh
with illustrative examples. For an overview of the Mesh objectives
and architecture, consult the accompanying Architecture Guide
[draft-hallambaker-mesh-architecture]. For information on the




implementation of the Mesh Service protocol, consult the
accompanying Protocol Reference [draft-hallambaker-mesh-protocol]

This document has two main sections. The first section presents
examples of the Mesh assertions, catalog entries and messages and
their use. The second section contains the schema reference. All the
material in both sections is generated from the Mesh reference
implementation [draft-hallambaker-mesh-developer].

Although some of the services described in this document could be
used to replace existing Internet protocols including FTP and SMTP,
the principal value of any communication protocol lies in the size
of the audience it allows them to communicate with. Thus, while the
Mesh Messaging service is designed to support efficient and reliable
transfer of messages ranging in size from a few bytes to multiple
terabytes, the near-term applications of these services will be to
applications that are not adequately supported by existing protocols
if at all.

Definitions

This section presents the related specifications and standard, the
terms that are used as terms of art within the documents and the
terms used as requirements language.

.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

.2. Defined Terms

The terms of art used in this document are described in the Mesh
Architecture Guide [draft-hallambaker-mesh-architecture].

.3. Related Specifications

The architecture of the Mathematical Mesh is described in the Mesh
Architecture Guide [draft-hallambaker-mesh-architecture]. The Mesh
documentation set and related specifications are described in this
document.

.4. Implementation Status

The implementation status of the reference code base is described in
the companion document [draft-hallambaker-mesh-developer].




3. Actors

The Mesh mediates interactions between three principal actors:
Accounts, Devices, and Services.

Currently two account types are specified, user accounts which
belong to an individual user and group accounts that are used to
share access to confidential information between a group of users.
It may prove useful to define new types of account over time or to
eliminate the distinction entirely. When active a Mesh account is
bound to a Mesh Service. The service to which an account is bound
MAY be changed over time but an account can only be bound to a
single service at a time.

A Mesh account is an abstract construct that (when active) is
instantiated across one or more physical machines called a device.
Each device that is connected to an account has a separate set of
cryptographic keys that are used to interact with other devices
connected to the account and MAY be provisioned with access to the
account private keys which MAY or MAY NOT be mediated by the current
Mesh Service. A user's Mesh accounts and the devices connected to
them constitute that user's Personal Mesh.

A Mesh Service is an abstract construct that is provided by one or
more physical machines called Hosts. A Mesh Host is a device that is
attached to a service rather than an account.

3.1. Accounts
A Mesh Account is described by a Profile descended from Profile
Account and contains a set of Mesh stores. Currently two account
profiles are defined:

ProfileUser Describes a user account.

ProfileGroup Describes a group account used to share confidential
information between a group of users.

Both types of profile specify the following fields:



ProfileSignature
The public signature key used to authenticate the
profile itself

AccountAddress The account name to which the account is currently
bound. (e.g. alice@example.com, @alice).

ServiceUdf If the account is active, specifies the fingerprint of
the service profile to which the account is currently bound.

AdministratorSignature The public signature key used to verify
administrative actions on the account. In particular addition of
devices to a user account or members to a group account.

AccountEncryption The public encryption key for the account. All
messages sent to the account MUST be encrypted under this key. By
definition, all data encrypted under this account is encrypted
under this key.

User accounts specify two additional public keys, AccountSignature
and AccountAuthentication which allow signature and authentication
operations under the account context.

Every account contains a set of catalogs and spools that are managed
by the service as directed by the contents of the associated Access
catalog.
For example, the personal account profile Alice created in
For example, Alice creates a personal account:
Alice> meshman account create alice@example.com
Account=alice@example.com

UDF=MB3T-WIPZ-JRCW-QZFM-SCQL-0VVO-AHO2

The account profile created is:



"ProfileUser":{

"CommonSignature":{
"Udf":"MDE2-MKMI-773P-GJ3F-YYAI-UVCK-0OMKS",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":"Ed448",
"Public":"jROurPbosloSRu581kKG904L5BNzgbEs30g8IzwLqu2Qy
GRk8kWDok600whYOCRgXeot_eVOAGmMA"}}},

"AccountAddress":"alice@example.com",

"ServiceUdf":"MD3E-FN6W-3G45-YQ43-QXYR-CU4X-RKG5",

"EscrowEncryption":{
"Udf":"MBSK-2Y6G-DK6P-T6TU-0SLD-GCFW-MPHG",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":'"X448",
"Public":"R5WOTYUYCEMhGUXGUCKBTMYB1MgKZ036y052XLVbMsjxg
g9iDD-yVYVNe_yUCm8QGtpSt_8Eb3cA"}}},

"AdministratorSignature":{
"Udf":"MBL5-JSN3-V56Q-4ULY-GY7X-GM3V-KVPZ",
"PublicParameters":{

"PublicKeyECDH": {
"crv":"Ed448",
"Public":"Zc5n9q482E5RuHsJ4edWsr75axwzR3mwWbm5T51fnBTRIA
icaGPogbqa54ySA7sWjh490xrvrEyaA"}}},

"CommonEncryption": {
"udf":"MBUF-P7S2-WFEF-D3ML-0KCC-XYOT-6SLD",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":"X448",
"Public":"8ShFcmNz5BW9nGObu7_tUZD5hm5anS7Tar53RXDcg5ayi
Ppb7L8zVC11jjJeAu-hk9TUNUyXE7sA"}} 1},

"CommonAuthentication":{
"Udf":"MDYQ-JQB2-3EOC-N4ZD-FBJE-H3IY-WM6V",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":'"X448",
"Public":"2zP110gnzpGH_1idDFaVMyEymEf6ZmhMtzpmlGfZHZ2si
FCOSHI4wamghsYS3hFL_gX6mO-SQQuA"}}},

"ProfileSignature":{
"Udf":"MB3T-WIPZ-JRCW-QZFM-SCQL-0VVO-AHO2",
"PublicParameters":{

"PublicKeyECDH": {
"crv":"Ed448",
"Public":"or2X-rPOtaTX66FXY68RR4R7GTg3r6-MIc33QeEqgUiwKi
_HVKyiBnKDXZEexYtEC2ZH7CNqUC2QA"}}}1}1}



3.

2.

Device

Every Mesh device has a set of private keys that are unique to that
device. These keys MAY be installed during manufacture, installed
from an external source after manufacture or generated on the
device. If the platform capabilities allow, device private keys
SHOULD be bound to the device so that they cannot be extracted or
exported without substantial effort.

The public keys corresponding to the device private keys are
specified in a ProfileDevice. This MUST contain at least the
following fields:

ProfileSignature The public signature key used to authenticate the
profile itself.

Encryption Public encryption key used as a share contribution to
generation of device encryption keys to be used in the context of
an account and to decrypt data during the process of connecting
to an account.

Authentication Public authentication key used as a share
contribution to generation of device authentication keys to be
used in the context of an account and to authenticate the device
to a service during the process of connecting to an account.

Signature Public signature key used as a share contribution to
generation of device signature keys to be used in the context of
an account.

For example, the device profile corresponding to one of the devices
belonging to Alice is:



"ProfileDevice":{
"Encryption":{
"Udf":"MCFX-IUBA-KOCW-3FUS-23Z5-NR5U-YOLN",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":'"X448",
"Public":"BfwkRznFAQ@S1VirR_017VY-2B3mX8Nf_0tr50kyfLAWVO
BgMta5eovZBEW193_9S4VpbjOYU3cMA"} 1},
"Signature":{
"Udf":"MCGI-AARY-CKX6-0TD6-XLON-JIZK-HGE5",
"PublicParameters":{
"PublicKeyECDH": {
"crv":"Ed448",
"Public":"Bz5Ze08Ub_2VY7hwzy3fa_Gw6xsDaUMKxg9h3sX_cimQf
huwoi5Q4wC3QYPxEomeUfxy_q8YHdkA"}}},

"Authentication":{
"Udf":"MCRL-42BN-TYVI-BDGP-K2NJ-OGNI-QEA3",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":'"X448",
"Public":"Ezrv7Ku8k3odatUvfln__4zTYHOT8Ch-OP7H3MZMtRxjn
iHBS-m8USKGYYZUKgxXeB61lLa4_ sHGA"}}},

"ProfileSignature":{
"Udf":"MBYI-QYCM-JXEY-0J5D-40W2-RPIR-SHUM",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":"Ed448",
"Public":"zuSuzB2gaW_FEdWSromPIOcqY9eYHC7Zp-MA-t4zBRWCX
52UaLTUkDaOAEz18whmatsdZ9S71FmA"}}} 3}

.2.1. Activation

The device private keys are only used to perform cryptographic
operations during the process of connecting a device to an account.
During that connection process, a threshold key generation scheme is
used to generate a second set of device keys bound to the account by
combining the base key held by the device with a second device
private key provided by the administration device approving the
connection of the device to the account. The resulting key is
referred to as the device key. The process of combining the base
keys with the contributions to form the device keys is called
Activation.

For example, Alice connects the device whose profile is shown above
to her account:



Alice2> meshman device complete
Device UDF = MBYI-QYCM-JXEY-0J5D-40W2-RPIR-SHUM
Account = alice@example.com
Account UDF = MB3T-WIPZ-JRCW-QZFM-SCQL-0VVO-AHO2

The activation record granting the device rights to operate as a
part of the account is:

"ActivationAccount": {
"Accountudf":"MBYI-QYCM-JXEY-0J5D-40W2-RPIR-SHUM",
"ActivationKey":"ZAAQ-GK4M-VGOY -6ZKY-04GL-PR4C-VLDX-2REE-JWKT-U

Z4P-WURR-AUS5I-7643-GZKJ"}}

And:



"ActivationCommon":{
"Encryption":{
"Udf":"MBUF-P7S2-WFEF-D3ML-0KCC-XYOT-6SLD",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":'"X448",
"Public":"8ShFcmNz5BW9nGObu7_tUzZD5hm5anS7Tar53RXDcg5ayi
Ppb7L8zVC11jjJeAu-hk9TUNUyXE7sA"}},
"PrivateParameters":{
"PrivateKeyECDH":{
"Private":"sVRiHsLzUyNdLATaeG3d75Lb7vzWwse3uruhJCONdmmr
KIM5wMcrqlEWUpb5rwZm2jc6501D628",
"crv":"X448"}}},

"Authentication":{
"Udf":"MDYQ-JQB2-3EOC-N4ZD-FBJE-H3IY-WMEV",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":'"X448",
"Public":"2zP110gnzpGH_1idDFaVMyEymEf6ZmhMtzpmlGfZHZ2si
FCOSHI4wamghsYS3hFL_gX6mO-SQQuA"}},
"PrivateParameters":{
"PrivateKeyECDH":{
"Private":"iiKAixqSrf-v04PvRp3dTfr7rFU11ndEQdwP_FoXtrJ3
CXLrBF9t_28p7smwWM97Glrom4KuhawA",
"crv'":"X448"}}},
"Signature":{
"Udf":"MDE2-MKMI-773P-GJ3F-YYAI-UVCK-0OMKS",
"PublicParameters":{
"PublicKeyECDH": {
"crv":"Ed448",
"Public":"jROurPbosloSRu581kKG904L5BNzgbEs30q8IzwLqu2Qy
GRk8kWDok600whYOcRgXeot_eVOAGmMA"}},
"PrivateParameters":{
"PrivateKeyECDH": {
"Private":"uzZPrQk8XtRKRHxDaOFDimB7kWcpsDjgV2Zx2SV1wpmZc
7wmVPWnScBmVKMYyGJFNel1gRCTAYANtI",
"crv":"Ed448"}} 3},

"Entries":[{
"Resource":"Contact",
llKeyll : {

"Udf":"MCE3-MLLT-AICU-MQBL-ZQJ5-TBT4-A7AE",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":"X448",
"Public":"pm2dwPeH2FR2wt t 7mK5PGPquXtRh4qUJKNPbrkPZf
uJ709z-EQ9iBF2GOViCo0tySu6ILRuUzvX6A"}},
"PrivateParameters":{
"PrivateKeyECDH" : {



"Private":"4A8VYsoBNKkzLp_clmuXSKo37DjSVu7C_jo-vTj-
k9-NU9eYBz3zt9S9DZCsXVGms16qtwF1ZGo",
"crv":"X448"}1113,

"Resource":"Publication",
"Key":{
"Udf" :"MA7P-HMO7-0BDU-K5KP-ZTEJ-F4VI-MAP7",
"PublicParameters":{
"PublicKeyECDH": {
"crv":"X448",
"Public":"Vb8cnHtbqgch_67XkyNuxObw-jOLrxnKjVga2DAtOk
royjCaIi9Bdhja0jYPQctqdXFSQ5p9_LHGSA"}},
"PrivateParameters":{
"PrivateKeyECDH": {
"Private":"7HgWOueHftKdmOtn3TOAs9hw8_zAES5U82KJ5KEa
PyV8yObNKWADYbuk1EHMcVht_9goAOM1_hE",
"crv":"X448"}1}1}3,

"Resource":"Inbound",
"Key":{
"udf":"MBF6-A6BS-M3M3-BT6K-JS3R-UEUI-IRBT",
"PublicParameters":{
"PublicKeyECDH":{
"crv'":'"X448",
"Public":"wqSCFcY3p6-4j032u3DWI-8YGLpoBj3nboEM_gm4v
j_at2HY_ab4qCV1nkWRhVMrMD-WTox7GOsSA"}},
"PrivateParameters":{
"PrivateKeyECDH": {
"Private":"hSbexrjzeJzgJFVtOy4X0P2n84N4VLttgP6tbUDA
NdUoULQOW7QhRHEILN6iuug5XuxQqL2LTB4",
"crv":"X448"}1}1}3,

"Resource":"Outbound",
"Key":{
"udf":"MAY4-ZV3E-CCLL-GJ54-2TJU-K323-BJAE",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":"X448",
"Public":"Yo4h5mJsWOpocasjvnd839ICa-dqJKOQ6mNRBYyzmH
OWrmff62DuUPUgH5S11mQzQ3eYDj21vACQOA"}},
"PrivateParameters":{
"PrivateKeyECDH": {
"Private":"iWQoqRUkCeN9OKMHPpNMH17f0i0fXNbex1Cz-Y9j
KeR1llsfoZ-QpOHbru8HM_si8Ma@_ZanOvTw",
"crv":"X448"}1}13,

"Resource":"Network",
IIKeyll : {
"Udf" :"MDMP-ZV3Q-TL33-JKBK-0ONM5-CZ0OY-LPJD",



"PublicParameters":{
"PublicKeyECDH": {
"crv'":'"X448",
"Public":"7yrGvA-wVorqDfuS4KoxD4rosyCulae9gXL1lhyS8s
ubnwjM9xA_hvkwc7LQeaCOgD7SiV39Kj16A"}},
"PrivateParameters":{
"PrivateKeyECDH" : {
"Private":"EYOG1Vzx9yu_GJIXj4b1gOM1VGM_OKS_NuHF18c-m
IgHTpioTf2bOkesUJKpzqwMvciISqz4STzE",
"crv":"X448"}1}1}3,

"Resource":"Application",
"Key":{
"udf":"MCYA-ZVF4-3QCB-MEQN-7K3L-L6MW-FPMV",
"PublicParameters":{
"PublicKeyECDH": {
"erv'":"X448",
"Public":"IoJUXGYFCjQZPOZoLF50CiJeGA9UYZbATCiOFJIxfm
qdrkKwy138f8VZRKzBSefP3mgPcUARIXIOA"}},
"PrivateParameters":{
"PrivateKeyECDH": {
"Private":"GR5BbtfJGwAtLsD_VWSO9wofM6PadfcARTHIOTRGV
aki2GwoKT6rwc3UnbwWKYnXwdgakQcpnAphA",
"crv":"X448"}1}13,

"Resource":"Credential",
"Key":{
"Udf" :"MD5W-K3CL-LJ5Q-YVXA-CMFG-5SPX-TUXV",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":"X448",
"Public":"TdGC2V98FOC6E5WCOSIOT8STHVN8I4hO_AcJplQob
V0o0ZiAKkkCE3zUsjVmR4dHWFT1ARj6swnuA"}},
"PrivateParameters":{
"PrivateKeyECDH": {
"Private":"eIhnAG6b9MENMyqvUxznx61t4DiEXW1hL7yKOiDK
bOtT7BQkZKkDQ3p_Dwhy_IErcKgExXCQqS3pu",
"crv":"X448"}1}1}3,

"Resource":"Task",
"Key":{
"Udf":"MBI3-CXJZ-ZGOU-U72A-QL5W-ZHNF-RLG3",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":"X448",
"Public":"FS19fvdqdhRYdzzSjSwBuuc51nyDGzXWHjWj28u_L
r7Ppq3qpk7Tr447CwBwTQHdtTNkkrddqw2A"}},
"PrivateParameters":{
"PrivateKeyECDH" : {



"Private":"m4TFMtSo5LiaCLhMXQtTHUTksfocg29jDYT9umr9
j1iRMCJIWGDfMz24sptRRY15E8BjLRYCOOWSwW",
"crv":"X448"}1}1}3,

"Resource":"Bookmark",
"Key":{
"Udf" :"MDEC-T7A4-FMKQ-ARG4-A7XL-C5YG-6Z7P",
"PublicParameters":{
"PublicKeyECDH": {
"crv":"X448",
"Public":"ax1r7_wqg5r1ddHKMWCesTONhjN5kn81NOrI9_RTN
CDhda76PxB5piX7Z3_mIoUp9kC8SmR-KCeA"}},
"PrivateParameters":{
"PrivateKeyECDH": {
"Private":"mPdKM_St3NhCqz4pvx0J3suxYGP11yXpKc3ESn8z
IPSko9hffME6LGaorxBzZX78AC6imabN_ur4",
"crv":"X448"}1}1}1}

13}



The Mesh protocols are designed so that there is never a need to
export or escrow private keys of any type associated with a device,
neither the base key, nor the device key nor the contribution from
the administration device.

This approach to device configuration ensures that the keys that are
used by the device when operating within the context of the account
are entirely separate from those originally provided by the device
manufacturer or generated on the device, provided only that the key
contributions from the administration device are sufficiently random
and unguessable.

.2.2. Connection Assertion

The administration device combines the public keys specified in the
device profile with the public components of the keys specified in
the activation record to calculate the public keys of the device
operating in the context of the account. These public keys are then
used to create at a ConnectionDevice and a ConnectionService
assertion signed by the account administration signature key.

The ConnectionDevice assertion is used by the device to authenticate
it to other devices connected to the account. This connection
assertion specifies the Encryption, Authentication, and Signature
keys the device is to use in the context of the account and the list
of roles that have been authorized for the device..



"ConnectionDevice":{

"Roles":["message",

"web"
1

"Signature":{
"Udf":"MA72-GAIH-AETH-DMWS-6WMP-TX4P-4DSR",
"PublicParameters":{

"PublicKeyECDH": {
"crv":"Ed448",
"Public":"JT9yarzZYOkJ1cwW43IopCv60S40de9JCgz0Tys9XRVtDRE
Ajywgk70JbSzBucJL9u3egYKCOdUo4A"}}},

"Encryption":{
"Udf":"MARU-OXNG-MA6F-7LZQ-R75I-2DS0O-7RHN",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":"X448",
"Public":"sa2gD0J6TgmAYST2FM96001X]jIfMF_DsCzSrGAtQpOYAS8
gSF8_GGYT13xri1wJcYXkdTOpdUKNEOA"}} 1},

"ProfileUdf":"MB3T-WIPZ-JRCW-QZFM-SCQL-0VVO-AHO2",

"Authentication":{
"Udf":"MBGO-55A4-MBVM-L2G7-4T5B-NILX-AODX",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":'"X448",

"Public":"UnCaMwkkjEbs7jHvvKvz1LYCdnOjIIRRSNn_XEx-0_OEge
LLH2bsK2PqYr7tIsjmJGi84ry7FDB-A"}}1}1}3}

The ConnectionService assertion is used to authenticate the device
to the Mesh service. In order to allow the assertion to fit in a
single packet, it is important that this assertion be as small as
possible. Only the Authentication key is specified.

The corresponding ConnectionService assertion is:

"ConnectionService":{
"Profileudf":"MB3T-WIPZ-JRCW-QZFM-SCQL-0VVO-AHO2",
"Authentication":{

"udf":"MBGO-55A4-MBVM-L2G7-4T5B-NILX-AODX",
"PublicParameters":{
"PublicKeyECDH": {
"crv'":"X448",

"Public":"UnCaMwkkjEbs7jHvvKvz1LYCdnOjIIRRSNn_XEx-0_OEge
LLH2bsK2PqYr7tIsjmJGi84ry7FDB-A"}}1}1}3}

The ConnectionDevice assertion MAY be used in the same fashion as an
X.509v3/PKIX certificate to mediate interactions between devices
connected to the same account without the need for interaction with



the Mesh service. Thus, a coffee pot device connected to the account
can receive and authenticate instructions issued by a voice
recognition device connected to that account.

While the ConnectionDevice assertion MAY be used to mediate external
interactions, this approach is typically undesirable as it provides
the external parties with visibility to the internal configuration
of the account, in particular which connected devices are being used
on which occasions. Furthermore, the lack of the need to interact
with the service means that the service is necessarily unable to
mediate the exchange and enforce authorization policy on the
interactions.

Device keys are intended to be used to secure communications between
devices connected to the same account. All communication between
Mesh accounts SHOULD be mediated by a Mesh service. This enables
abuse mitigation by applying access control to every outbound and
every inbound message.

3.3. Service
Mesh services are described by a ProfileService. This specifies the

encryption, and signature authentication keys used to interact with
the abstract service.



"ProfileService":{

"ServiceAuthentication":{
"Udf":"MBC7-GBU6-CLL7-USIM-UCQ2-72R2-2H70",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":'"X448",
"Public":"TqIuOkEwjnjeXezZzeID53a9893eRH-BRPc5iQ1_d-J_A_E
2Gc1lqGT1aHJSOyf1bfu®Q2VNkWtiwUA"}}},

"ServiceEncryption":{
"Udf":"MBIH-BWP2-Z43Z-NIR6-SWLY-WIMD-S7AK",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":"X448",
"Public":"2eapnJ1gDZN4bHJGoHYLciCcLCMmnTZtaDF-e26BXJWE_
OVO5PAWCKc5xZeGeGr3ITpdzrWhAFiA"}} Y,

"ServiceSignature":{
"Udf":"MAYH-WLYU-U6TX-S64V-E5WS-5LLO-C4ZW",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":"Ed448",
"Public":"H_yTB3rN_OP86Njk1UOHr_WP1vgXQHoWXnOXRsQkvokgc
XrMD3FEBJAhxS4bFrQJ17p-GTVe20YA"}1}},

"ProfileSignature":{
"Udf":"MD3E-FN6W-3G45-YQ43-QXYR-CU4X-RKG5",
"PublicParameters":{

"PublicKeyECDH": {
"crv'":"Ed448",
"Public":"X-VsXh60gID4HH8Jh-H4Y1sgrCIyYS03rbErd7be7MVOE
6XG7XxsSe040CFQIBszhUa041KX2AMA"}}}3}

Since Mesh accounts and services are both abstract constructs, they
cannot interact directly. A device connected to an account can only
interact with a service by interacted with a device authorized to
provide services on behalf of one or more accounts connected to the
service. Such a device is called a Mesh Host.

Mesh hosts MAY be managed using the same ProfileDevice and device
connection mechanism provided for management of user devices or by
whatever other management protocols prove convenient. The only part
of the Service/Host interaction that is visible to devices connected
to a profile and to hosts connected to other services is the
ConnectionHost structure that describes the set of device keys to
use in interactions with that specific host.



"ConnectionService":{
"ProfileUdf":"MB7I-UXTA-P3GC-ARHP-QZFB-5254-LESZ",
"Subject":"MBCS-LJG2-NL6V-RZQB-HRVJ-JFII-C5VI",
"Authority":"MD3E-FN6W-3G45-YQ43-QXYR-CU4X-RKG5",
"Authentication":{

"PublicParameters":{
"PublicKeyECDH": {
"crv":"X448",
"Public":"8HSOcmDkhaPVc-ZCUg91bc6CzPkN5hU7884DodLYakJSu
JBE1Zc1movkB7hc4WRQMI794NAPdzoA"}}}}}

Mesh Services MAY make use of the profile and activation mechanism
used to connect devices to accounts to manage the connection of
hosts to services. But this is optional. It is never necessary for a
device to publish a ProfileHost assertion.

4. Catalogs

Catalogs track sets of persistent objects associated with a Mesh
Service Account. The Mesh Service has no access to the entries in
any Mesh catalog except for the Device and Contacts catalog which
are used in device authentication and authorization of inbound
messages.

Each Mesh Catalog managed by a Mesh Account has a name of the form:
<prefix>_<name>

Where <prefix> is the IANA assigned service name. The assigned
service name for the Mathematical Mesh is mmm. Thus, all catalogs
specified by the Mesh schema have names prefixed with the sequence
mmm_

The following catalogs are currently specified within the
Mathematical Mesh.

Access: mmm_Access Describes access control policy for performing
operations on the account. The Access catalog is the only Mesh
catalog whose contents are readable by the Mesh Service under
normal circumstances.

Application: mmm_Application Describes configuration information
for applications including mail (SMTP, IMAP, OpenPGP, S/MIME,
etc) and SSH and for the MeshAccount application itself.

Bookmark: mmm_Bookmark Describes Web bookmarks and other citations
allowing them to be shared between devices connected to the
profile.



Contact: mmm_Contact
Describes logical and physical contact
information for people and organizations.

Credential: mmm_Credential Describes credentials used to access
network resources.

Device: mmm_Device Describes the set of devices connected to the
account and the permissions assigned to them

Network: mmm_Network Describes network settings such as WiFi access
points, IPSEC and TLS VPN configurations, etc.

Member: mmm_Member Describes the set of members connected to a
group account.

Publication: mmm_Publication Describes data published under the
account context. The data MAY be stored in the publication
catalog itself or on a separate service (e.g. a Web server).

Task: mmm_CatalogTask Describes tasks assigned to the user
including calendar entries and to do lists.

The Access, and Publication catalogs are used by the service in
certain Mesh Service Protocol interactions. The Device and Member
catalogs are used to track the connection of devices to a user
account and members to a group for administrative purposes. These
interactions are further described below.

In many cases, the Mesh Catalog offers capabilities that represent a
superset of the capabilities of an existing application. For
example, the task catalog supports the appointment tracking
functions of a traditional calendar application and the task
tracking function of the traditional 'to do list' application.
Combining these functions allows tasks to be triggered by other
events other than the passage of time such as completion of other
tasks, geographical presence, etc.

In such cases, the Mesh Catalog entries are designed to provide a
superset of the data representation capabilities of the legacy
formats and (where available) recent extensions. Where a catalog
entry is derived from input presented in a legacy format, the
original data representation MAY be attached verbatim to facilitate
interoperability.

4.1. Access
The access catalog mmm_Access contains a list of access control

entries providing authorization to devices authenticated by a
particular credential. The access catalog provides information that



is necessary for the Mesh Service to act on behalf of the user. It
is therefore necessary for the service to be able to decrypt entries
in the catalog.

The entries in the catalog have type CatalogedAccess and specify a
capability. The following capabilities are defined:

NullCapability A capability granting no access rights. May be used
to establish a positive statement denying all access.

AccessCapability Authorizes a device authenticated by specified
means to request privileged account operations. For example,
requesting the status of an account catalog. Also used to
provision devices with a copy of their CatalogedDevice entry
encrypted under a key held by the device.

CryptographicCapability Specifies a private key encrypted under the
encryption key of the service and criteria specifying the parties
authorized to request use of the key.

PublicationCapability Authorizes a device authenticated by
specified means to obtain a data item.

The Access catalog plays a central role in all operations performed
by the service on behalf of the user.

Every access capability is gated by a specified set of
authentication criteria. The following authentication criteria are
currently defined:

Profile Authentication Key The account profile authentication key
authorizes any account action without the need for an access
catalog entry. This capability is normally only used during
account binding. Administration devices SHOULD NOT have access to
the account profile authentication key after binding is
completed.

Device Authentication Key The service will only perform the
operation if the device making the request presents the specified
authentication key.

This form of authentication is necessary to restrict access to
account operations so that only connected devices can interact
with stores, etc.

Account Profile Identifier The service will only perform the
operation if the device making the request presents an
authentication key that is credentialed by a connection assertion
to the specified account profile.



This form of authentication is necessary to perform
administration operations on a group account since it is the
account rather than the device that is authorized to perform the
operation.

Proof of Knowledge The service will only perform the operation if
proof of knowledge of the identified shared secret is provided.

This form of authentication criteria is used to allow device
connection and contact exchange by means of static (i.e. printed)
QR codes.
Future: Currently, the set of authentication criteria is limited to
direct grants of a single capability to a single specified device or
account. This approach may prove to be unnecessarily verbose
requiring the same information to be repeated multiple times.

4.1.1. Access Capability

The access capability permits a specified service operation on the
account. Optionally, an access capability MAY specify a Data entry
encrypted to a key held by the device.

The access capability specifies the set of rights granted to the
requester and optionally specifies an EnvelopedCatalogedDevice entry
containing the CatalogedDevice entry for the device encrypted under
the base encryption key or account encryption key of the device.

The CatalogedDeviceDigest value serves as a tag for the cached data.
4.1.1.1. Operation Rights

The reference code does not currently implement operation rights
beyond denying all operations to devices that do not have an access
capability entry.

Expansion of the rights handling is planned to permit granular
expression of access rights.

mmm_o_UnbindAccount UnbindAccount

mmm_o_Connect Connect

mmm_o_Complete Complete

mmm_o_Status Status (of specified catalogs or all catalogs)
mmm_o_Download Download (of specified catalogs or all catalogs)

mmm_o_Transact Transact (of specified catalogs or all catalogs)



mmm_o_Post
Post outbound message

4.1.1.2. Messaging
The reference code has limited messaging capabilities at present and
messaging rights are not specified. The following is a list of
possible rights:

mmm_m_Contact Contact messages from the specified subject.

mmm_m_Confirmation Confirmation messages from the specified
subject.

mmm_m_Async Asynchronous delivery messages (e.g. mail)

mmm_m_Sync Synchronous delivery messages (e.g. chat)
mmm_m_Presence Forward presence request.

The following media are defined

mmm_c_Text Text that MUST NOT contain links or external references
mmm_c_Linked Text that MAY contain links or external reference
mmm_c_Audio Audio data (e.g. VOIP, voicemail)

mmm_c_Video Video data

mmm_c_Code Content containing active code including macros, scripts
and executables.

4.1.2. Null Capability

The null capability is used to affirmatively deny access to a
function. This allows access requests from previously authorized
devices whose credentials have been revoked to be handled separately
from requests from devices that were never authorized.

4.1.3. Cryptographic Capabilities

A Mesh Service can perform cryptographic operations on a private key
according to access criteria specified by the user. This capability
is used to support use of threshold cryptography to mitigate
compromise of a particular device or individual. The splitting of a
cryptographic key into two or more parts allows the use of that key
to be split into two or more roles.



Note that this approach limits rather than eliminates trust in the
service. As with services presenting themselves as 'zero trust',6 a
Mesh service becomes a trusted service after a sufficient number of
breaches in other parts of the system have occurred. And the user
trusts the service to provide availability of the service.

A Mesh Service MAY also offer to perform private key operations for
other purposes. An embargo agent might offer to decrypt data under a
private key but only after a specified date and time. An expiry
agent might offer to decrypt data but only before a specified date
and time. Such services MAY be reserved to the customers of a
specified service or provided to the general public. Users of such
services MAY combine key services provided by multiple service
providers using threshold techniques to achieve separation of roles.

Since a service might not willingly co-operate with an account
transfer request, extension of the Mesh service protocol will be
required to enable threshold sharing of the keys required to effect
account transfer. This would require one administration device to
act as a proxy for threshold signature etc. operations being
requested by another administration device. While implementation of
such a scheme to support this limited function could be achieved
with little difficulty, such a scheme might not support the wider
range of peer-to-peer threshold capabilities that might be useful.
For example, the confirmation protocol might be modified so that
instead of merely providing non-repudiable evidence of the user's
response to a request, the confirmation device served as a policy
enforcement point through control of a necessary threshold share.

The following service cryptographic operations are specified:
4.1.3.1. Threshold Key Share

A private key share s, held by the service is split into key shares
X, Yy such that a = x + y. One key share is encrypted under a
decryption key held by the service. The other is encrypted under a
public key specified by the party making the request.

This operation is not currently implemented in the Reference code.
When implemented, it will allow the functions of the administration
device to be threshold shared between the device and the service,
thus allowing the administration capability to be revoked if the
device is lost, stolen or otherwise compromised.

Implementation of this capability is expected to be based on the
scheme described in . [draft-komlo-frost]




4.1.3.2. Key Agreement
A private key share s, held by the service is used to calculate the
value (sl + c).P where 1, c are integers specified by the requestor
and P is a point on the curve.
This operation is used

4.1.3.3. Threshold Signature

A private key share s, held by the service is used to calculate a
contribution to a threshold signature scheme.

The implementation of the cryptographic operations described above
is described in [draft-hallambaker-threshold].

Implementation of signatures is not currently covered pending
completion of [draft-irtf-cfrg-frost].

4.1.3.4. Fair Exchange
Perform a Micali Fair Exchange trusted intermediary operation.

On receipt of a signature SIGg(Z), where Z=Ey (A, B, M), the service
decrypts Z and returns the result to B.

4.1.4. Publication Capability

The publication capability is not currently implemented.
Implementation would allow the Claim/PollClaim mechanism to be
eliminated in favor of a mechanism capable of re-use for other
purposes.

4.2. Application

The application catalog mmm_Application contains
CatalogEntryApplication entries which describe the use of specific
applications under the Mesh Service Account. Multiple application
accounts for a single application MAY be connected to a single Mesh
Service Account. Each account being specified in a separate entry.

The CatalogEntryApplication entries only contain configuration
information for the application as it applies to the account as a
whole. If the application requires separate configuration for
individual devices, this is specified in the device activation
record.

Two applications are currently defined:

Mail



An SMTP email account and associated encryption and signature
keys for S/MIME and OpenPGP.

SSH Secure Shell Client.

Accounts MAY specify multiple instances of each but each application
instance is considered as describing a single application account.
Thus, if Alice has email accounts alice@example.com and
alice@example.net, she will have application entries for each.
Accounts connected to Alice's Mesh account may be authorized to use
either, both or none of the email accounts.

Note: The implementation of these features in the current
specification is considered to be a 'proof of concept' rather than a
proposed final form. There are many issues that need to be
considered when integrating a legacy protocol with extensive
deployment into a new platform.

.2.1. Mail

Mail configuration profiles are described by one or more
CatalogEntryApplicationMail entries, one for each email account
connected to the Mesh profile. The corresponding activation records
for the connected devices contain information used to provide the
device with the necessary decryption information.

Entries specify the email account address(es), the inbound and
outbound server configuration and the cryptographic keys to be used
for S/MIME and OpenPGP encryption.



"CatalogedApplicationMail":{
"AccountAddress":"alice@example.net",
"InboundConnect":"imap://alice@imap.example.net",
"OutboundConnect":"submit://alice@submit.example.net",
"SmimeSign":{

"Udf":"MAE2-33FZ-R2AP-BN50-YA04-VGQD-YTIZ",
"PublicParameters":{
"PublicKeyRSA": {
"n":"QiK8bTwWAC98EJt6mcDSNXBk7ybZFsHAvVJJIRBWWYmMr9fz95u9yr
gp1HBNrH1j1z4eCff1lzHiLFVK_QjPbfl1liylaqlsFcrzw8ZppkcXmaUVwkOuDsm6

VEbHLAPN3f4W1TKGYhTfCOTfaXu_X0JJQmg3RwWmqBawWz5BZK9zUq_KzoHf5WUfUHQ

giY_ix9Kd6XGpb4601aCgQliFGHt039QtnoNeg5mHN4egI7AX042XPwGvyvIWVsSt j

eM5TX77Iow5614-8MJ1u5B2KuwdmxaFJetss7paAf0o3GsZpgq9pKQ5b5sAvdl3PVg

WFFZDi61LXG3AnmFan1VOpS2jyLtEnhQ",

"e":"AQAB",
"kid":"MAE2-33FZ-R2AP-BN50-YA04-VGQD-YTIZ"}}},
"SmimeEncrypt":{
"Udf":"MANV-7HIN-RGQG-VOJF-IYQI-ORA4-ZDVA",
"PublicParameters":{
"PublicKeyRSA":{
"n":"gxhcmT2vmt9aXf1lFd1LCYWBWAN4Y23S_FDneSi4JIrQNer5ztl

Ctuc4AtJdoLMuMyfBFhbH6NW_5QzbuPgnK13uxeQDai501brg1izb1PnJFTM6ZYb1

XNX9hoMaveARs_A7EK6k01ij6BWz6aRhEUNBOR5h9006beKo01iBS4aTmtym586EL_

MOk9guFf1vCAUOGXCTRY61yNYZQRIX11DTLFAszYMbDE]jGeQbkcXRujwzZcQgthiFor

77KhEdnfcDh9f8Co2DgD5pa6vzHmiYcsJ1-By-TsMb714gP7DVRTE8iyUx2dYd-Gs

HFfUzA8]jKLLtYhMrKWoooyOVX4RtvgQ",

"e":"AQAB",

"kid":"MANV-7HIN-RGQG-VOJF-IYQI-ORA4-ZDVA"}}1},

"OpenpgpSign": {
"Udf":"MDGI-YJTT-N3G5-VQRV-V6HH-XNKA-5DG4",
"PublicParameters":{
"PublicKeyRSA":{
"n":"3_XUiJgDWbZn-h1NZDO7t805kp5K1hQv_MbrT1fT1LbRW1gxj7
xflcduhzBafh_Do7NWDtps21U53ZauC9dws4JHa7WkTRVTVAPleoj5EHUX3xJQTPS
C_0wU88c7ffOxetJEfIbTpDB7Hr7S6CsFpAGEk-7sIYK6_U8jUG_R3WD4z-GNgghb
gxjj9_v371DzIFdwF17srxjStdVnkGsytuVvsgyfImzeXPOuKamxj5ywWBYbrRKMqO
rnKGN57HNHT7x55D0XH7_5Kw5HQ9JOXPDOMBrgGOVVUISKESKkLCt JAMp4hpoAsPdQ
582X1xUJ0euS3h6KEwaDWSIKfoibJ5vQ",
"e":"AQAB",
"kid" :"MDGI-YJTT-N3G5-VQRV-V6HH-XNKA-5DG4"}}},
"OpenpgpEncrypt":{
"Udf":"MC2E-4BAB-AVZC-B6QY-UJZR-P73B-V26M",
"PublicParameters":{
"PublicKeyRSA":{
"n":"oFFbPPtT1pbNHOe2b1WGaeQCT-18AWUzkeOTfLOVVXZDjVzmQw2

IAnezIiH_xnh-RAR8163skPV9pMGLaQBJw2Ld90zjPilPIAq1gHWA_gsece®lfHmU

dG1HNc_gmkjD3t7IIm2Dn17GO9hgTRTdLb2Ktp3KdCIhSLBWHgCR3FGgqLRqV3ueZS

fBLW6ZVCOQiN_aIH8yuvF2KWE9bRTEYuUl85k_L91onplwWW709R4DbbSTf53Gv00yol



nm2gjP1l91sijTeavSmGxZ8B6m6gJUrACa38bVewyGWf21WP_Dbvg5h50kkn83roi-
37syrqga-KzzXmb8XkdssYBFfWGhXvIQ",
"e":"AQAB",
"kid":"MC2E-4BAB-AVZC-B6QY-UJZR-P73B-V26M"}} 7},
"Key":"mailto:alice@example.net",
"Grant":["web"
1
"EnvelopedEscrow": [[{
"enc":"A256CBC",
"kid":"EBQC-5T3E-MZPA-A5HZ-AJNY-GJIM-ID5L",
"Salt":"6sHLMXq_WNMYj_UUBJWkOg",
"recipients":[{
"kid":"MBSK-2Y6G-DK6P-T6TU-0OSLD-GCFW-MPHG",
"epk": {
"PublicKeyECDH": {
"crv'":'"X448",
"Public":"HKVJIsj9T6h00OKweUdIhBItF2sdF9752AHW2K
Lvyx-RbCV6yApzCSBDIfUgJ3rpbVB7pLEi-sb6A"}},
"wmk" :"QsJDbre@Nhgq8EvpVMO5klaakXjeCwIju2nemfiFUVYQgiA
jfGFSFak8w"}
1}
"KMX91W6YyFjbHZXrNDYmyfksxYAzOrAsBYDhna8XG9FrYy-9mtB-xir2e
H78gbX1nIiEo-vBjqzKJqJVW_ugKd7RXBzR5YhoI7K1KFLOEILIES8BQRmrAMhxvdd
sropv5NnvXeoa_xwDVeMiCNrak4CpfqgB_x0JuVx7aMcEgYL8Xg4mCehrCxn_L70Na
nedsxHIdk6Lmt8yJYQB6ESPYCc2B1PWtEXKENMs -9vXKoJsCCaw6_7GAPKImx-Sfor
C1lAzpAtJIKOjlUaeWNdoLGesUBKA1Xcx2GJIbP8Vif jmwWGaUO_1V2KmO4NNj8FwwMQw
4tF1ql019T2_ttJAXvKZHt1laT_X4wKcXhs3hwC9GI_YsB7_04HxdZS4FaFfSQtJIMw
XETMan4EUMfoKf3e@ITUwUQ39VBOEjwv1Yot3Bg2ZxeGiXcRjVmbf7L28vACUBWC]
5d2YxbuOyqRr_6-405WW8vg@bb8JZHeWpbQWc2Ku641iJtuw7KdD8OHKmrmks1gPk9
Lzc-_3ei9LgNrAaquG_qgBgpskfhFJIK _edlh-YwJt-GEp4iFmNb4YoFpYnXAlBbIelL
1_feémHmrQqw5FxfVrAohjBRHmcv2CnZakjCAxZ3yCwrXGzkxDoBAwKegToj1rb8kg
N1EAWTCPVOT3SVKitxsErE2eQTTZf8NrjB_h6sqasHjyvN3auB4wW_9vGPMwT5TKM(
1IGYdn_1C_rkpG9iARKr_2u-BDnvndHSGEt2CCOFg0T9d7eGSU9zn70QHC4uUro6pz
0-1gMAFpgViMSWgHDZrQk63u7Stj61t-5IjmQFDgicHONQjWUR1B1ggHKY73B2DpH
HQcB4YJAbvemOfPiI5uInezFwwUU50Ghsh-3vJdGFg-Lt3NOVEvaSvAFukR8WwKZo
K2nJ2CXbh4UPdwW6M3tRfbgIgdYHe6HMiIv28fsW908X-eQaSCLWzJuOQIZjkdNpOn
X401buLNSV70L-ya00I_L_evK4FV2XIDg5Vof4q6EmMHsSMkKG5pm17CwnKcS47ey5E
1sB4_YOONdiqFSLgLZXxGJIB8xsherxBt5ym95G0k3Tu_R2N8z0u-hX7Q3LR8TTLygp
XzfAMOsjymKOWcwgK_jYFWrpekhf7HZukik8s00ycF275qoMVxex7TjlrOESispos
PsgOLUCRULKLML1FX6A8-0UWCGL91XCQQvzkGHX7UPXV-hA480jYU6Xx3cOsnWMOV4
HYHbGt jbBATCEYYYGoWaNQLOIkwelLPVeLOEfurcIifu7GR5Anscu3C4Tx0a__Ff3K
6HmcuXrBaTNCudng8X69g3aB1Xn0@8bD48KYL6Zrel_E13on7juUqUdJHOha4c-XMeu
LVOuUSD2aVL90mdOU1tNVCw9i6-BCIhOWt6LGPpCcCVDNI3Z6X7 -4p4FS12K-nG6WcM
RFWhDIGjZKLUAWDC6tREt2zyfehe77eLXI0C46vSZCD4XGtHABQOXYY-BEbjZBdU]
4PAVOi60EGViISMUhIb8g2rfgs8-NxjzSpt23EWAKNShQJIUVD-04Q5YqgUeUQ2GIp
LYFjr9IXMTCHgrOKafgzZm5bySEyGCh7Vq9-VTPFsgpsPhS8SnmOXU6cUG-_mF_R_L
SrvQ1bOHUC92kqdyWFCv2DtkOchIQjusGaEktQj_FqLO9m019QQ2x1ZMh11x4kVY5n
zX0zNsu_MXitpFkm6jBAMN6YVLXW-thClHC-SL1fkvcIDgC7ZCdgdb30GTcewVYPo
0AV2-2XSE9QwWFbI6NaTWEYgB5qfbK176mjetsv7WdmXGXEe7tHn_B36PtCLJQQt-03



kIhrmQhaA_mJINtdTBOUKuaCcTQPLSKPfx6wXVvRNiG2vdic6fiBpQS-Ej2-fTNtLR-
D-165vsGVFirSpoakXM-971cCHGIMYVIErnifJPLnoioTYVIHoyGrsgrro0J8wuyP
JRI70CLpoOWZpA3sz6I_trBKFjr7F49uo0aS1JiDNcbYdJIWVWjFta7mKiuCiLtLn89
D1iADowWzVMY87E84bRnUrEZBnXxmLbNUR2FRaNn-D72-1BL_EYicfqUEqelLWk59d
UHW_73_J5L110b4CDII95cWMzMH305vZ2eWXxWPT8b1NB4YAcHavVOh4ZvpaFnmbk-d
1F7TyiZo2bIXsSNUZAEEyn2QJa_BSJyJx9nEHLZZRQKR6GOU6XXi5IgNrAzqTrQzIT
ICs-5X6nRvfImenfGkiYtkFdZpg8mFdWAGTK -aWhDAPBXTChBVMU2naxPjIcp4cqu
yNYY2faw9sDa7-296gKasHwG1IpbPghXDRgaS8c_0ZU9d3RbrfJbw_R5JnU5t09jd
W7ITfWfeaCS21rdJCH8pHPUM3kbAz-0pWC87NkmdhpvSXn5hG4BkkMLKgCc2XGGgOr
eM2gq4AFqdIuVXFhLZ_SZaMgoZ1xZ6R-zKu®6njyduJVtE2p7-0QhB_biSecuVeVH
M4KMS5LUWN2q_KsQ8YfoJ_UQVUXiWBC4Tyf6AJifOIVQjR-P_vgi_w_gUU2e33xCM
VEUJUZBAE8SFPgt5fbbz138QzzXXrW9WI7ezk3jOBTgKWelFAnhX8eX5R3BQ9aBeqw
1YQhWkF9i2YfBrwWk8y5vKWIXCNaa9GwKe6D0305YsKx4zsWU19SWrufb2vysLhnd-
3nXuO25RAHgN__BRL8KC1zV_7QuP21vwIZjsaqbGvChGjVKI_OCLgAG7-rKryEJN4
JGFOmMOp_KMIwsjU3SrXvpX9frRaP2Gmwa70_QHODgLSgA-UggN6Y8z_GALKWawd2J
18bYU5yRXialLc8htuvNqtKIJSTAK_iICyc4Yv31L80TfgOThsNvXzIVXKFI8H75Vd
E1LUoVYyODD7QkepBAGOqzBQCRYb_JXax0Z8enZUCjoNBTzbL_2kDF60Y7JUCR4JzK
3HT2Sj5KVIVUXUREZO_9wZBS1H1IsbJhNNSFPNAV497R1ywTKV4571yZRSmHEbLT js
-0_5bmYZa4cgEaYa2VOrAHOXb5yh6xzihToXjdiVr5U_YX1FyZ9yStH4SGFg2fR7qa
2Q0SOEQrtDS73VVQHYNN1jnBTLrHWRwY2yYEikilaJgyDm2Y73A_CAplGW5eYFA2X
_BTTGXKDRh-D1Wx(3pjiVLM1Gr2c8SCIpuQXPTZB2-q2hVid16yIMfT-413vLOEVS
I0taADONSNkXdVDiJx1fLB61Iao9hsIJF1Bd3EeX63j2MXA"

1

[{
"enc":"A256CBC",

"kid":"EBQG-6MHH-4MKO-A3BW-4QAT-5G4V-KGPN",
"Salt":"4rEUyqJfh9INQXTMWQN_kw",
"recipients":[{
"kid":"MBSK-2Y6G-DK6P-T6TU-0SLD-GCFW-MPHG",
"epk":{
"PublicKeyECDH": {
"crv'":'"X448",
"Public":"RMvPIefL9-VCMhjeqEDHtoypp8zhJEeaJFA7y
_2NS6X0OWiDrDK_zy2Qzq3G1l4wSoqfB7vk30vteA"}},
"wmk" :"2QrhwRJV3-vzfCX72DIp5t5d-103JVpncvIilar6hJibD
Sk7HPsMCvA"}
1}
"gOrrPHXEVZN1OMNnuVb_7QcRweV96um9vKhQBEU-ykzzey wD5k1gY_G
CYRVKA_riis8pe6e0dfeUNbYAOW6riyrayzYJKDtW8BifDTYZi9poWfRkSFgNP2nk
QxyAyeUVFBDrHVTsKLODXxLZiFe19To5xyl-wer71J4ZBNrhZzm2F3811NmwFiGpCrd
TakW1Gu5ND1rUMbAGh6wWjyLSomYVO9bunkafA7A4JzI_sg6BLMorOkjbz2k5sITQ
nQ2ba8h1ffeXOLFOCU36H]j_ub2n75kXoHy1hIbErC6scXPvqRKVXXk1T4Ronq2ItY
Mj7D_a7Ap7vIHkbgPv1wR93mvJI3MuwQfNIPVYS1i5XwEI7uJXCKOPXCtLC-GYinn3
Dvb5BAJ-2kiFQVGsQAaxP6woOH(Qj5V31inom9YZ6BMG29xaAXUB7PMySICcRxvIps3u
R4Mr21ZDEkB6h92WU0g3R2mGwpIy1H3UIZzzngRg_8nwx63vIm7cZ8AQFQvvcc487q
UK7rC1eJJIKbwdIQ1RNptBs6MLFewmKGOUMKWMWKJIIhFeM33hVxxMz4REFgGUQaRm2
-booDUKwSOUOGLhd20WWOTINNLGgiZDT2qdM1Iwr8KUIE88GM65c47je_NeldLKjw
8_WxWIwv7QLYd4einZlswYtubzjTcUi8QCW8Xqu5KdiCjrMhmovX1jklywui8D4eS
Z1QVnwmAAUuAkVan61BFJPBDm2c7cZ7WgYs8XvaH2MUXYvI3GkwSimtzSc1Q9-fLGA



0qvbesohM1s7RQhDRUiHaF79s3SqrkY4KtOdwOm2t255PTkOtrVTTmVDS40CcIXiA
-XTCG1iRWUOWGA17pmxt8um1C9GhvRZGw_NSIaE_gDT9GNEAgX5zio_p56qaTzYKiW
9He2wOIN1IXMLla8kWwLufUngqoJKyqSY1tFnuJdcd9nU4aBjGf-ImwrhbBc60GqzzWr
n_PYfMrQyw3qCC1iEexqpq9YBQX97D-MxL8XohsRXx7MSjVioBhi3G_5CatiHjOpH
YudnUNZVH-umi8MM39KguMMMk2BczErevI_GD31fKFKeC-W064SeXPbtWlmyV8x1E
3Xf550Mc2 - cWXMWwZw-Ukr7gP5IkpJ7FdcgQAgzEJ4NULxA2bamnjbwWfmXBOvvgbs
9pxF7WcQCIPKkXB5LTNhMYXxJe031Z0jIMU1XK5YPe@pDzR581JbDOA9pWYbKdA4012R
s8_I4VQ9cogYmwkeGcHrSLrgRf_owOwd-vVYIO]j7v_yTRQX3Eh4tNcLE4ylVWXtCT
icxa_kYCVTOAHXjXCmWmKNLBPrTBVCc7j6Y_OLBLxdWasz19pWJuuMkZtD1l_QN1Xd8
T8N30-vr1tV6F7hdpldNyKkaQ2YFyHKOEI4siu7s35RJ_6HOExwcaTQXalsACnn7Q
14z1d1bCEkffvocV_UuRDCFIQWSO6KLFZdG5re@jsfCze8I_EhJMhKEBtUHUtw1q8E
4KbPIHbeqZ8iZN1YFdDyONn5ie485Z6r5ga777rkgFDHO5LkuM43xgnvCEW3FNIHKB
pdjasFI2QuZbpMWDGRNVkzIJpTyTBMOtjCDn4hi-YPSSGgbAy11VozSC5KIPCZ9qQT
krf2zEu5-ETMvamYjZp-CiZiWansT_tcHAz7TGpwNpgyixkJeVvJtY2CJdbgjgb3gq
VIMJIZ_B9_GgzGv8WKNy8LfdP4HDzuPDV1dNRCMSNLroQEz6L1LVG2hN2eJLmz1iYS
My9y8W4tsleXYBdmcM781wpfx1x0Z_Kc75CssI8hXg5TUEQpIQwjogqbBNHh_OMFSt
eMbK1UqZ2exrRGdrmHJYk925PagRH4 -HFOFt4faQ6éwgbsLg2xBDUaCbht6g2Umm4Km
99E2B2zZKR-0LU_6LORGEMXY0132W8aH18R37CAU8SPRJ1KsaVjIOxX940groC9Z8X
sjuiPrKpxJK2MwQiackcwH7rwhvWbcUccFi7blvgr7EjRrNmABh4bX4KS7fnwvquj
875B4zQ2j5emZtCAp7ihr_RtY1OVkghrskzjH4DAI_MKXA9ZtyEZWez jRSOEYBBwz
3GVv855L1qlLUJ4om8t7PUcWbrIaAHNrnsTxgC68-RggTf_iLdjph2TnYSjPLJIgLQ7
JpYXFUfyUlotkQF6Wc7PWLrNDxa7F4T]jpVev04I8fLI9bkxauDC3xvU2vkxNtdBv7V
bXkHYwWO4ZEbNLVULTrW_bfGhiiT1pVsliexx-ux233tegsASABISFmBg7j4i2cThV
2mYjwb5xa@0Dt9aV6DIp6CcRrIPNQUOYA-VTOifgQtwYNW72hwIvXXecE_jAjq95ky
drxpJHX9A20DNYKQLlF44DamyZLGhbn9cn4uoX_brLtphn2V8gMMhD9NcayVj_FLDo
4FN8NYavCqrncl-B04jFHOVz1vHNADPFK6YKjKNKpFW_FHhh3PtzDYvWymA1tizTl
Ien3QR8eBgz00CEZGTKFjRbFSP_1TKkSAMftIS3KyLXxA74BzAQ2s010UQGZ7apalei
1sZ5vApQn405JHUX_BLak9cdAVcjPYswllLi-d5dkGPDZmV_Tv8r8AawWC_34u5MrPn
9LEzDmi®8_JPm4y5anNpITqUellG7vdOONLHFNntD1Wiligr8WReNCPT1Ub_miPe9V
ex6FjFXqvJIx0fqzUw95ibTkwsgVeZv5DCAHPSGMW8KYVzmzj5taaxR_KNeNWuvPwOi
H1k_k8HUZDbuuN6D8Sag@Dv2YqVF3-WOg-bjhVO1HeIONKkO5YUSegv2TnMFWThbD1
xjYcvrGdD7gpYqI5bgTvwe jVFk6MIEFTNNUOPINRLWSXHkgQVhR316bTiWPn - COKB
LTHoypudzbZZHsOurryxgdCI2Pwy@uT1TWsHsdRDEANCha®mGhQ82kclyjchTvajF
r4pYCmD703j TNZSqHGJEOS3BSXnLpqQJH4bpiwlFjAZ53tY8W_0OYKiyctuTFlawwLD
2D0IDi-HXJHpxgeCMfHpGTNmwwAazo3uaRtPG-WT6GQQNI5eizvm95EgQVWHLAXVWT
CTf1zpACXDXFNFZOmllzJaxeihkG_kqBh-iG6BNHNKudjpkFx1v_akgviZVTgRRHoH
dwvAIXEbv8FKPAL11MOVv5VCcTZCqyFYXIu3y6znNcgDXZPugmpabL1DRQth8-rnCod8
R1YX5-ZnKjrk2yVyFX3CLBf1d3I5VVVNAHVJtUVA2Xqb3w"
1,

[{
"enc":"A256CBC",

"kid" :"EBQK-73NN-Y6SF-V705-RFW6-LT46-ILTA",
"Salt":"dBmXzbaps7tStwW6lyYKNA",
"recipients":[{
"kid":"MBSK-2Y6G-DK6P-T6TU-0SLD-GCFW-MPHG",
"epk":{
"PublicKeyECDH": {
"crv'":"X448",
"Public":"Q1lxU®Yn3qvnLAXHZUEXwWRXsQlE4sFn8uAdDkP



DiFBCnEkAiSqfphZjgQeicj4MxSe8XDO-6Y1CkA"}},
"wmk" : "55EUMGK8r - -mJ07y007COPxQDrq9s8EmxPMQqJcEz1U1
X-aHdCelwg"}
1}
"rH4yVLgpJWWC4JBLk3glokm-MDAaW-0Y-MUaNuCN3R3BgjnVrrHALyUM

PGL60rSsKRRS850yKM8W4NuUl78K5pDrCcQD9vu8rIPKzJ2GozV1_ZnJ9n_EEgCOnMB
Z8CM3-4IA7WW8S-ct1Tmh7wW2xUDTmYKk1B7RPzOg0Y9IsGVING3xAybw4Q62MLOOIP
bJhPd-v2yJ4TwVSPk9QYOIh7-3v_6BHU2S1HQygMwuOKkRQ5wnMFWxBaespX7QeVUp
woWdZwkhudzyg3ab202msU-HNqUU1HUHEnoC_TkkLRNQ5jsqpsCNvaATML8INnFjp0O
X1IUKY-w8azjbdTr_Ne37rji7HiTKGi9Ucc9oetLnceOgSkY5pVlzsuE4eld-V3tK
1SGIFS_817UIVcnOL8vtLVzgrJlgJgCo-thCUezrdcranPKM4YSKQEipO1w8_vpjBK
JCcThJJyrHqf15tg7gQpT9iwWa8fwtxibw4SsZrA_9uuSx0fC40i6vrEqVkLqddXGhV
g_2_5V9cspGVvIqvfdmafphzA7uj4HOTYXACZONb4hhTNUVRGR8bCN_8915RXCH52zB
QNHEsil2gTVwjgOu4mAVUHacC-BrjNL7pmmfCoLFsCgzPrtTswW8QyF3fCt7FTssdb
vzZzHK(g5X8sc80YH3_ulqgp4Pmhcun8awWgbW5Ng2BNBJY2aNyc7WK_dJW3WOTFKw4901
0sHUeiy42PD-ZI7ANdRpPHN8CLtCZNREGY6TgORh0jDh8Qa70P4HOKkN9VaU6LhpOT
FZsSohgaS02Mapzc47MTw8vnFEQy5nlaKrfxkcfbk3WESXUEh_rD4MTSIUrTIDPOJ
VCVZEB3VMEB2-RNJIIA8iAUbTzPsSN4HO1X40k-gLhoulcS4RISrEgNVTPD6SThyZe
2DgCWTzeRCyqQrHJI4fDr7wEpni®@hu5JzvMkRZmMOBLDgOQwL1Z3XrkB1hgSxzhSreF
Ki3bd20eTYPtXU8XT4wlCVSAAIBASK_2TLge7wXM3yEzMKp9dRpP1eAqwD657uxrzZ
02HhNKwWZKkVImSf-nbn1M9ES81jEsMB5rythupRth5arm7mTdEKfGdbbwUMNn_dwxk
sJrcmXenfuRhrwyFe5WkukCoyDGIg3mycSsMfCtO60FOUSIFY1r8RI6GEMMS52VE0O7XT
-cD7ir67xbIR5D9t -x5HI2HXg4Acf0s0001Z27b932As4KbGfmjglVF8sWi8sZxPCg
Ywzr6Al72e18VaG8jhHWWNIZHL18sQdD5Am1VGKPDFCWraYUARNAMUimO6yAIP7RB
dFIbJOmM-PusdwYS0118bGVfFgdFOdDxedF7-06eySt9AG9eavGOJ_eiGdR-NZGYQE
T2-QwWE51YLVY200hL6Sh7UJG6TDaHU9eD18GOBIYEK(q8vrXiuaLuwhAXyCV4YeiUO
1fVgX8ir00vgRVizqiindHXyxJOMjlcW5CST902fJE_2zk2c45STXNOHAL-00UR2S
dbTFMZSktuQrhw7_ONu4wlr_BLuXabNBTNEEMvef3_Jte_uiQyQAU6ZZG9qUBuq9k
ckOMQD2Unrix9DOC7V1iwOmy36WAFMOppQfdNuvIw5Q7mC3-hAMcl_SVpQLslemo4u
IcRrtPzJJ9mXEJPiBg6VvDKqOQXULKkXLSmWuUKS1ImdyKf5-sgE9EL5ZGKcz4s1leg9ra
BM5vP4DFOCLcujo3r83gxfr-KXN2HUikU7A18tPsistAHcvTex12FDFpJ73Ktocvc
_gOv-0WmIrfe6iS4pgFX3gGkVixI7q32ALKKVQbxQx2Z1R8xYt04LHhoaSB15pEThx
B8NeimvmTgSrwF2KghrpYbzCcsLuiWgQ1l4RHXVDsRTgx7rLWzEp-41Vhtzks9va4dn
pJGvueiv4GEIT7LB2L4E-t8u56KWyGwtba9N_02DWP7uB819uSxeUi7fZ7WycO-Hk
aFRH8NjTfjm-jXckbmImg51IVgH94jFhaUngTW_3F6UARF6FKjacQwCiBQpYFAcJz
-NNNukfQ6RQ_QeXONT3_3xPrzRfn4092Au_fOIZNA8Bn9DNIz0tOcOeERNXyEoX1rD
K_d10g5TIGQF7p_krpK-Tim4ygSQbHYbxmK3MowcCHO-BRjkbfhuzUUsSRTLmjauz_
ru3V7KQHE80fX-Z8HYM-XVARr JInG5uUEi9j4ZciWchJIhGYENGNYyX8xCvl_Gr3hyzDv
dO8AGAUOO5WTLHCDOX65HWNKCekrNNTAX_33jspnxcH-nB7muYdXGtF-hqVe5RhHK
PORX04X01vSezWJikMZzuQOX-_e3gQr7-1aAVvVY59q2MP-m6CzYnhLLSKGE71i0MRL
4AmbJkGdWnFv1HLYjoae6KgWKANIjwr871Y641D4DHHCNWGUGC5Q40cyn9Cp0IMAQl
H8yHWTUgrDDVA5Jcy0YBdbzVvQf_9zbsCltWH4eBQXwbr1tWFOOPCkwPZdqEWC94um
JfkBuzZwWx9b_yUU39wAVMgOazegTjGrTutXCO4honzfy_uqE1BgQ8zyyFuYe79xyQc
7I5Lg1I8ZCXSN_RTeIo7WCP80_30UkbgNQtDwkpvKYk_ JPcJs3mRsSNymBceThEk
XGCOUIHMCISYj413T_1d8g51-kVircxRtWugs7onhlD2wW3d6GmNHqUdmYk2pNHMFp
ank9J1coiMlayn-GS97F2zX5n1dTN742DAE3ve3nShePXhCfw3C8RUXpGLPIQQGBN
NKAYUWxhH6jSJTWXFHCUDdOPC7MqIt-boTyefzM5jAZN3DR13nxcXxdXEZzQV12KHa
wWm81UGjubwIPzx1i3BpFbuiSQ8toHD1knnDDzZ0S_wMixJEUCrd7M1VitU4XP7zX
5VhSxYLypzsPK5gFORT411X84e0R610mk0eOmj6CHzZRMYOiRZpAiNLEd1ZPLRFEDM



8TZZHBWKBiP1lbf_60gMT5XcmWeY5E764WGNTt1fDp4MRUOTua7KAOeqACzdKypPz1
PZUFA7WwUzygiEbZisinzkQIoep_TyynKyR8bLJFd_Pv8rxzG9uZsyOTBdIKqoO_-
8sv4z4e5k-Y4wt 9KFx3AXH58rKT9qpTfPedNHGXbUPRXp0osSSQIhMMNXFwB47_5KOKt
Hz3qgykaqjyCbZujoOPucdww04mofgsvwiWuddv35r19kUXDFEW-SK223jneCrC3Dge
aR0O9Prek4H_vPdNECAvfeDFk3U6d71eh®@1mlLTsJjo_gIw"

1

[{
"enc":"A256CBC",

"kid":"EBQD-2DHN-IDSY-TPRB-ZFN5-6UXR-AJPE",
"Salt":"ACti9vLtuWjsv2shn-jhDA",
"recipients":[{
"kid":"MBSK-2Y6G-DK6P-T6TU-0SLD-GCFW-MPHG",
"epk":{
"PublicKeyECDH": {
"crv'":'"X448",
"Public":"wBc9syGLbS0I0179_Ir15VuHBTjgH8__Gcbht5
t8rP9Y56wWNSpzsDTzNY8VHzW72THOf6POG16BEA" }},
"wmk" :"_9wsar -YambFEL1bqeKizG81M-RBIGV1-3FBeNlgznaa
viihI2vSLA"}
1}
"6w7ZHeK1CmbmuLLTBMOwWKSBrUuDBh3ZssoRvSPOLT13PLfmNToUi7-0t
GCHQNoJSFzewfJjINtfSSoOqMpMIP4jqYla-2MSt17P8XE5UPUOMHY_XHSLA8VBD_
O1YIRUOGV-8n4BAWBEiLddP7cClfnKiS1lhqgFVNNnrXmFiTDhJbIUMBBNmkB8kVsCwZ
G5pvpnBssxRIjl8w_RFtaJzq8vVUoOHDXYZqvNdmn0iVi4ivNzzDvquFUOCTJImU7mF
IA8qzDcbmkfPdfimYhudRenhIFaGmPY26mtO3wHT_s3trbte2n-j4HOuDNH8CFs50
SFub4WfbJ5AZGcCMORmMDDthQCEONi1gXVcGdK40a3UmfYcO90EOcdMXfOaFe01Z280S
elPn6dLWx_uEezNuv7CGEWi3hGCd00qybGkkxSLQd1lndh_BFFCwo_yvfW8Btrs4Jd
yNB3NdA9OLHN3GET06KTebwInTubLruCeCMg9XvIhfuM-1Q131huhRHiZQISFoiDi
2WszPxqCADaVvVdrtI3fCrVNZAtIZWaw8WqFg3EESiHOh50s0aw-F27wm6zN3BnIXID
VvZQ-8YtL-_Xmi1MaOn8HS8M2TWn-fL1kioRkQVvgbovVdeOukliwIrYHc4nNJifB1GO
hofverQ801lygOPiCAtxYRwWGD1G53ekwOOk598BXBKHE2nVq_V80mvu6Q2EG565851
ZXXcpMcJuv1BLiH9ImzMWRvVTfmh2PsUAtRnZN9P_Ci0A3Q3x_BRCoOdTHOARVGmMN3V
M-QKkNzTbYQYmymxipmj2VBznfLKYzMaSSoplnH61eVd2RoYEZQa2yv3EiIvsJF2fd
Nw-ACWJI3gNXoPgYcn7HeImR_ytCgnlf4v7d-d13tlododCW1lt6LOKQBRCOWO9a-T5
bKN3MKMRWAQULA6kUuEZz0zT5yVq4IgBYuafJql2wxyJq9GKKtKII_Sv_A1WCqS_r1R
eSI_G5ZEUejrpyre_68WyKWjIejDjstCdXIRgb8vVO3DdQDXMssilTgax]jffPI6yxQ
ejrLOKC59sZCzHWeQ6wHIhAe7LRK0o55wTgZcc8bBQ_k2KQgmtAybwPFFgISBR062 ]
at_h8rTBOQU912-3Fq4J03JTPpOkDKkBe3rljQz4feG8IhF7YnSCraqleBGGtIAIJ
w7¢J4iYcm8RUG41XiPixQRUNSjIVhNWpPYFUVLrAmstZ7DRWH-16tcG40YGBUW-7g
forQeRO8Lc9_hntOgVFGpefxtrGzUtkMgnON8WIlnxzId2crbQplIsSs2fxgOqc56
hprmrQc50p0YOWTVZ8WGARUMYwsWqlEzO4na9FFAclwWk3yefnSz-X7Pwyxatal8Yn
VPKEW-AZ9GafulvigdlK2widewWKz298tfb80_PCHy-ev1Zzv6f4hl5KkpVji9zuuz
rLZ-vadRrFb409gmys4Z1-qpHjynMXWgvz_7TZKmy6p3_gNLasUaTKOPVeMC81xmn
8K1gsfI7-OuMNrNoUyDfigaX0Ov-GCTUOP19xrm-8pHUO5GpLFhdvA3YOKZ07g7mdt
TawWP1x3_gJxdBsZFVv8ia_LGMKHuaucvD-iGfOHFrwV1oPFOnkQVKTOHLNYKSV3N-v
0J8wuCGphe3A5UUjxalhiAAybjCeV8s0OV6]jp8eRM4AMgE]jeFnUXM3GV8hbj8SB70COD
THPULUIIVILIStSYPrBtCGyNrKzuBaie7GzZ3B69kfZ40-kNXSTARAYM5BAbXcGb-R
hf6WAJA3isL9GUMBCNdTqaEZp2FIHUYV8VVFIDzWrifyiAAU2gzNIHbn9igzEDjmz
ri_Ew429KPeujH2YWOsXGRVX5I81S4qNJUWS5AXDSEWIkwW_L-6L4VvEP8SYRDK520r



51e_T9iCQNbOLDRW-HSdObtilLP8e0oBL78wUS_qvz5chtrHX4cUUvOk24T-BLp5tsD
4dbaDC2G0qs8f-1iiE2AjcTuKITAdes_7Ca__fYE8w8FNr4f0iwP81mTXoHEbjciRx
B35_yDjzrVNUmQK7N8onVebMOPgnfzNLm7vanFOfKqD56pbI6BIUDYLN2_q8RG4G-
yKfmsXHLQNEF1FFVQcolgulHyGMDOaxcT4foZPyv8QYTHvz9Q1jNPh2IdDVXAZNYV
9JtRIORSPTftNdAcCWSeHI3Vu2gd7Dja2EsOHS2va6f1qUREOKOUOMT1sSDgFRPNVLPVR
x114K44ufFLz9dKLggE9kKpuLohUUO3p6020MYh4SxkwdVtzylL ti66MVR1taOMUg -
62htY-jlecoYpPe3fUJTVBTKhXxPBUEJ1JSuZAbmCLQyvm1bHbgONSSRt1NVDCKMTS
zwCjMB6aS12Z4FyJ5hn_zjtG2kGSI8w9riKCRsuteluFa-2fTjxXoSvb7zrrusiu4
6oaYbUhhslbtl_d3doyA0Z-q-W4ZTC1FfFFOZ3ARFUiEZeFMEPKUBV8EHCalBWCKV
2TKAVTK5ZrhdRaGC6Lb70kz0iiKVihaVx7kubK_MwW-6dFLRQ9Ve8mU8uet5Mp4_TI
cmr5gQxtimawC9doF8ngyBDPsJJ7fa6kd1S31SbwW65qyXVW8hcBK1XHUVaNKoQfjD
gfFYuq7sq2n70xwWX8giI7MBXpDv0JpyfOgjm8kbRyFbPXQC6ZXQI30gq8gAnll_ot
GCx6qJYpyAnLdzOOw1Q4JAasZKS6eSeHjM4vb8FHaXF4fRcr4VHMOURRJI0Qo2XL -d
2flfa709-BCaWNt -EX2W5Q9Az11ufESTgXBtOK51C5rx0Yqmg_39vhuwlj6548u7F
zThwUagkXg_yPFnPs2aN1XNIh-Qvj70cYhv_znzhc9vXGdheuMNUjSpK7QPsF1l5a
hjQncodbfwMO1lwYtaCC92nopf-cvXAqQtMyEWGICcdwq6FxLxa7YB7FEa7pNvMgYK
1rIwWfLD4k512tMepW7euuS48i7mBYqRJIdDaMzZ1ffWfkteH1k65P31-084bb9J-ZF
z7ycD7IziQndvRbmghZodu7zY4AJgnMv585FIKYZWDWV1IF8XpVnXFXN1Zf0ob1z2ZB
vsHgc6m_y9euKhFWOXC8qXuXMMe6LzZGqlGP1WXkr_mEiTozZVi5QIO0r4A3DyAIKmq
kHBJ1MPDiNCECDttU1BbBsGr1C2vc4ROXY8WNT15t-1zdZqyYFbB61iuVzDL81KnYt
fGOO8JRUtBmMOS_2IUAWUUZzTBABZ4tepyA-cxzZALgK29Bw"

]
13}



Note that the inbound and outbound server configuration does not
specify the access credentials to be used to access the service.
These are specified in the Credential catalog.

Future: The mail application should support automated means of
credentialling the public key including obtaining an X.509v3
certificate or uploading the key to a key service.

.2.2. SSH

SSH configuration profiles are described by entries in multiple
catalogs

CatalogedApplicationSsh entries in the Applications catalog.
Specify an SSH client credential or certificate signing
credential

CatalogedCredential entries in the Credential catalog. Specify SSH
host keys (i.e. contents of the known hosts file)

CatalogedContact entries in the Contacts catalog. Specify SSH
client keys (i.e. material from which an authorized_key file
entry might be constructed).

Future: Client and Host certificates are not currently supported.
This is clearly desirable but requires additional implementation
considerations.

Future: Provisioning of SSH host private keys is currently out of
scope. This is best considered as part of the device provisioning
and authorization flow and will lead to entries being created/
updated in the device catalog.

A user may have separate SSH configurations for separate purposes
within a single Mesh Account. This allows a system administrator
servicing multiple clients to maintain separate SSH profiles for
each of her customers allowing credentials to be easily (and
verifiably) revoked at contract termination.



"CatalogedApplicationSsh": {
"ClientKey":{
"Udf":"MAOY-3KTL-BIW6-BS7V-EANA-AZTL-5Q2Y",
"PublicParameters":{
"PublicKeyRSA":{
"n":"wKWNnEU61lrwi@oY@5uOlefbOLf1dowBgBAJcoTKmabaZuIdv8G-
4950J-QyzRI8YRAgPMWFhUidHMpN9h_8D5mXXzFee34iULjfdwdteEMBM2XKGCcKa?2
-81QNAVXX4VX6ZfPOgUJ9xn7a0_j-5cnbMsKpchcG5CcOK5NbBWiA-GOwr28Z3dNm
f73h6k1WF5X7EgMiXXSTPOmMpivyNOewrN6tOIM7P_3B6YJpk-SiVKVKCoSK6RsmMMs
LvuV9yKh7K28Y2fSI1lrz0S3AyZnoR_gUlgovVxsr-gwTjrQo_UDfRoJIN_AGEtOsSGY
suGaqPFpXw-4QDSJtC2Qqnwéwt7ovcaQ",
"e":"AQAB",
"kid" :"MAOY-3KTL-BIW6-BS7V-EANA-AZTL-5Q2Y"}}},
"Key" :"MAQY-3KTL-BIW6-BS7V-EANA-AZTL-5Q2Y",
"Grant":["web",
"threshold"
1
"EnvelopedEscrow": [[{
"enc":"A256CBC",
"kid":"EBQM-5LE4-Z26W-WCG6-0SZ3-CLO2-7DDM",
"Salt":"vOLe6bnYg2hisQRiYi-1RdQ",
"recipients":[{
"kid":"MBSK-2Y6G-DK6P-T6TU-0SLD-GCFW-MPHG",
"epk":{
"PublicKeyECDH": {
"crv'":'"X448",
"Public":"Xmlb80F5xDelLqrzGB1tAvvoV2AqUOFNImeVGW
sdcUmht9z01X00Td5EZodFnr5NORNaafrhOEsyA"}},
"wmk" : "wqcv5AGKFpMePLROSZUEG6UZ81j - -UOYF-uC-8Cc21MSN
vrcvlksceQ"}
13
"KEXzFK9QHjuDjo0dxsG3xhpULXCder_shCN5rWeymF805vj748CXhkLb
gd7vQul_dfFAQcsmRM-VmeNLtqOpPbGSOKabYIbk91B_0YqYaAnPkc-dgMXsR33gI
16w2bMmpPoVvGKOBOb1XTNj6WpbPZgn5aDrq5T6evtGPZ_g50Seil120BpDEST-0e39
hallNxVAVN9FnepvHW20x9A8441CLXu9Z2U7XFFtqh7XNKFT-cz7pYMag8usEOQu6V
7TMJIBWQg1l-sxoumN_cE_oFyzZnMdEifaVvYEPRU29BERBzkRC8hoP1W1lUC965ffRuqo
veZzXp-4WrlXbJ_s9EI5SDUXNXpjrfmoEOBfv6fVXvyjEstc3viXbXnyYrHJi0OYOF5
wBODS_1ydIROXx4Y85ZNLh9JFESVUQXMHeYpwnb63jj-RaEFoUMJOuUqjnt4Bpg5zkn0
mcYTKme46JGyBpj_07KWP5WE1VMMZRpdXv3AK2tpwWOuUzikQ3UU3HWHUqqoVoumsm
9LChaVIUOK2aGqrMXRbE1fXqffDcFn5Ec0qDBjb09DJ4R5CjdQvBqzCZI39ZBizPZ
j2yAYPr2ewSTfhBKDR1FG418gH2J1QfjjhtvfyGeq-opuwh3p0OvaMx55pIaZu8yUH -
1myKKy9hn8EJPMR7X4Yf1B6motQP -Uw80oVYN6NQN8_05HD1ux8n_ggyaXxu7dYH3gB
6X2WMEmMrqv48Qpmrw_ftSVXTrog8_1txHuY-xL8J_6tINEASOMMiQZ14HvdD4Hnpa
_2tGDfXLOX-0XItgrGgF_kUEPatIZX6px2A8SMh18ZCpr5EppAuGzgHFfS8WNA8iL
PT5Q__1QqtIrslSe5jrqGuwTJlus7EkUIXxRapnZxasnvdGXxCROY3E-hLOb-Kn861I
ayfkuG4lnmDEv7a-x5NIPuK_DmgL2DfgyhrxuJibvfUhjGOD3iWIhkLZMJ1FHel1llK
SqUO0-9UZBqx2fNjZyXryPE6CKKXNICTfTNax5q0d609SGh8E7YwKsczJcT41JhIikf
LVIENMu3Kco_PXxYgl1XJvy4DToZ_i53S0rMdYFYjGuUE7PH9eX9ah_pIPvD32hl1AA



dOgcu8Ib2FCi7Bx0S6FURhr8FBZh-ZSsFuYzjIcBvtOKg6zeRMridocp723Ni5d4E
NZFXbFibISMPI2edm1V5kR-Deo5z1ZzqfkvFglHPROANFVKAGUwWHUFVS84es0eVvn
8B8fn05svk-9iBQNN90spsU0JLVAh4S-_EGSxRePfTv2qIVC3I8pVQa2D4_UP9C2p
1z6rEkEhZz2ThnUhKb6Mc6z11kpjPO0OzDATjRYpOVVdbz1CtsbBq8KM2HYOhORGC63
GUSWJIwW1BUV3DEL -WBiE5bsRX2BA9E5-MdtSD1IM3Nwps5a6]jIhEirEWhSP1wGHes8q
B7mBijuNzN70TKOINK4NbXx8YmCQzQXAYbgGsUSZ1FY75VCRNQp8YIX7C4IXPloELT
FH7UXoUOSNBXbVLr_xntPFSiDKKf-A10nq7LVNSTAEGArLKX6jQLileNonHY3QjD2
zAdvWeQWw5j_iabXUV2DMeEC9DaSuwWYcVNpK16PZKrNDOIS480jZ1Hczk_VXbVv5NR8
CBFqpkPSDCRKFLSWSP8mGsLiufihLr6Kc5wdPnckuYDCNQSagHR2UwwHNPgcwpFfF
ZkZf3uygVyuzymG_fbgThNI650K31m7HalCT2G_WrgzZfeT3_eJBwB95QtQn-atbzs
Hsk81F2hRLYyVSM_X9bqTcyWksFKENGERNIDpw1V6Ge41U3YTsde8NzDdQru6gYlIz
kqPfrvizLgdIPe_kVvd7QW-MMr2v2q66XC0115iv0iuCrNz2xytKsN1bXZonQ6YVZ7
B_dqwXZdzd-1Tun@iVfRyyIW0q436pNvyJI5xovAbuBluwgvfNbC7xzkeUfg21d0z
f_e9hRH1Mbbfv3BAMD6T4HtMkd20iVm4ehsImRrjPTOrnzaXP8wmT9IB4Usap4PpD
2K3yTnLT5VXEL8hq_dKrqHZGbHp3kNcqJ6DPo0ObQ7veIS0ZY2CWTPUFQ5d89EVXX8
4GejO7yMKK10Cvf4bwchDYSSjyj5rU2ICBO9omSAlhg6E7 -ODWOKk32KK-ESjK4ANNpg
mI4Y1lkHArct5PshPKuCDeuR8-Aa71lrgLNIS2w2ZdLsn0c9dk4wWnf8hxgOBKbkgF8F
Wmv_uOvVvaYrrJJzYdNhMYaGcKtSL7gPG3LKQKEAuU_NShgOrkCFR5Xx3JYP7SnAUT9X
homtf28t0nil8BloHevWhWgqg-HXeIKUEVTAP13Nua®OXNwXfL1k8UHEGtCaXD4C1lIR
bA10d6QchxyDG81wXBZxyXuhlwdGT6nacjXXFrRaAjAKKAkgmZ7LrNic5C6F7zsgX
2L5BRTtt6DNXHUZJIhiUUpVNbc3ZGzNPh8WokgQpVsT11iYJ12d3dM9oWcOsVDGQ-n
DHe3Hwb-SX2_0Ei_mzp21XgX7_QG1l83_CTAnaQQKtVvQTV5v3Vdul4gDvwmmuM3spl
XrsavUldzb2-07AwW7739aF-Z1SAupVKFtb1lvWwgJ_ DwW36gF-peeJNzQuUhnlih_9uFq
R7u1A1diUu2tWOk4SRRdpw2FDx5QfEgn1f3PYvq8DM1de5yiWb5gPx7si03XWhQFA
4FRBcQZCP9gT_BXqowSF50MH5c1lcjVDp2DjU-_7iFKilL9gUtzt69pUtBWLt2uy-VI
1ulkZAwk1lbtUKB61esVLbcv7EwWQBHAr1AwTFar5K7i2doBNxGneZvYNm153MRbhTM
6S-y_ZvaAl1l9uAEjtD4Lkgz3ufaRBcylbr0aJgJxdwaXPOPjM18S7e8i79omhwWo2Cu
VTPjHOABpB1SZ1030yPQXKZzTalYZeyDVD30iNI4C1cTKO8goCFXsSKocsBuydqZE
f3MR_URBiy7wn7CMs4q6_vzxbjSEUndFwfSJZRo6yuMYiQb69ijMoMMv8U2pzBS7q
Bu-5hvcKfaizqTYgmjCwDFe8wljpwuZ76Vw8]j1XxbWpfs8NCTMDXuBWCAOMK7itZ]
EQn26pXsmsPyKNzxofpBoU2pnu8WEOOpmMXym8xWj3tM_XCX54x8s0QFiAhrPYeHjk
wf JI3wwu8hWVwC2 - fAG85bHUZHO8Qgry7-1zbQj4ChrjDzgodImXmhWTEYQfkBGm-X
c7hkjCw_90WzRJIDKKUcU4wbHLpODQTD6ENU_fanVv-10k01Q"

]
1

"LocalName":"ssh"}}



4.3. Bookmark

4.4.

The bookmark catalog mmm_bookmark contains CatalogEntryBookmark
entries which describe Web bookmarks and other citations allowing
them to be shared between devices connected to the profile.

The fields currently supported by the Bookmarks catalog are
currently limited to the fields required for tracking Web bookmarks.
Specification of additional fields to track full academic citations
is a work in progress.

CatalogedBookmark":{
"Uri":"http://www.example.com",
"Title":"sitel",

"LocalName":"Sites-1",
"Uid" :"ND3H-L37J-BWNZ-NERL-XWFR-ZC46-CW53"}}

Contact

The contact catalog mmm_contact contains CatalogEntryContact entries
which describe the person, organization or location described.

The fields of the contact catalog provide a superset of the
capabilities of vCard [RFC2426].



"CatalogedContact":{
"Key" :"MB3T-WIPZ-JRCW-QZFM-SCQL-0VVO-AHO2",
"Self":true,
"Contact":{
"ContactPerson":{
"Id":"MB3T-WIPZ-JRCW-QZFM-SCQL-0VVO-AHO2",
"Anchors": [{
"udf":"MB3T-WIPZ-JRCW-QZFM-SCQL-0VVO-AHO2",
"Validation":"Self"}
1
"NetworkAddresses":[{
"Address":"alice@example.com",
"EnvelopedProfileAccount":[{
"EnvelopeId":"MB3T-WIPZ-JRCW-QZFM-SCQL-0VVO-AHO2",
"dig":"S512",
"ContentMetaData":"ewogICJVbmlxdwVJZCI6ICINQjNULV
dJUFotS1JDVYy1RWKZNLVNDUUWtT1ZWTYy1BSE8YIiwKICAiTWVZCc2FnZVR5cGUi01iA
iUHJvZm1lsZVVzZXIiLAogICJjdHki0iAiYXBwbG1ljYXRpb24vbwltL29iamVjdCIs
CiAgIKNYyZWFOZWQi0iAiMjAYyMyOwNiOyOFQxNzowMDoxNVoifQ"},
"ewogICJQcmOmawWx1VXN1ciI6IHSKICAQICJIDb21th25TawduYX
R1cmUi0iB7CiAgICAQICJIVZGY1i0iAiTURFMi1NSO1JLTc3M1AtRO0ZzZR11ZWUFJILVV
WQOstTO1LUYyISCiAgICAgICIQdWIsaWNQYXJIhbWVOZXJzIjogewogICAgICAgICJIQ
dwJsaWNLZX1FQORIIjogewogICAgICAgICAgIMNYdiI6ICIFZDQOOCISCiAgICAgI
CAgICAiUHVibG1ljIjogImpSOXVyUGJIvc2xvU1JINThsa®@tHOUBOTDVCTnpxYkVzM2@0TB4cnZyRX1hQSJ9fX0s
CiAgICAi1Q29tbWOuRW5jcnlwdGlvbiI6IHSKICAgQICAgI1VKZiI6ICINQLVGLVA3U
zItVOZFRi1EMO1IMLU9LQOMtWF1PVCO2UOXEIiwKICAgICAQI1B1YmxpY1BhcmFtZX
R1cnMi0iB7CiAgICAQICAgQI1B1YmxpYOtleUVDREgi0iB7CiAgICAgICAQICALY3J
2I1j0gI1gONDgiLA0gICAGICAgICAQI1B1YmXpYYyI6ICI4U2hGY210ejVCVZz1uR0O9i
dTdfdFVaRDVobTVhb1IM3VGFYNTNSWER]jZzVheWlQcGI3TDh6CiAgVkMxbGpgSmVBd
S10azlUVU51eVhFN3NBIN19fSWKICAQICJIDb21tb25BdXRoZW50awWNhdGlvbiI6IH
SKICAQICAQI1VkZiI6ICINRF1IRLUPRQjItMOVPQY10NFPELUZCSKUtSDNIWSIXTTZ
WIiwKICAgICAQI1B1YmxpY1BhcmFtZXR1cnMiOiB7CiAgICAgICAgI1B1YmxpYOtl
eUVDREQi0iB7CiAgICAgICAQICAiY3J2IjogI1gONDgilLAogICAgICAgICAQI1BLY
mxpYyI6ICIyelBsMTBxbnpwROhfMW1KREZhVK15RX1tRWY2Wm10TXR6CcG1sR2ZaSF



0yc21GQzBTSEkOCiAgd2FtZ2hzWVMzaEZMX3FYNm1PLVNRUXVBIN19fSWKICAQICJ
Qcm9mawx1U21nbmFOdXJ1IjogewogICAgICAIVWRMIjogIk1CM1QtVO1QWilKUKNX
LVFaRkOtUONRTC1PV1ZPLUFITZzIiLAogICAgICAiUHVibGljUGFyYW11dGVycyI6I
HSKICAgICAgICAiUHVibG1ljS2V5RUNESCI6IHSKICAgICAgICAgICIjcnYi0iAiRW
QONDgiLA0gICAgICAGICAGI1B1YmXpYyI6ICJIvc]jIYLXIQMHRhVFg2NKZAWTY4ULT
OUjdHZmczcjYtTULjMzZNRZUVNVTF3S21fSFZLeWlCCiAgbktEWFpFZXhZdEVDM1pI
NONOCVVDM1FBIN19fX19",
{
"signatures":[{
"alg":"S512",
"kid":"MB3T-WIPZ-JRCW-QZFM-SCQL-0VVO-AHO2",
"signature":"1lhicUvvDwdI2cJGDmMMDmMEYhZIDOp®be5
I1jb1zGnAUycnu30dE_h5jGOY3W58R1XBr_NHUWHTAbGAHCigqzKxUJGrMOMKXzgYF
5JUx7uHSN4gXpAcBPHHNU1qLepITOSRMoT92a3KmLGskrt902P1gBQA"}
1
"PayloadDigest":"hg5Z9SBDURLEje8R3-0KZFBNHW738wlk
0ZVF-nNJKZ4acEZKjmAwOzx3chf6HXJoWy3elLs4BqYdhXQwkftirlig"}
1
"Protocols":[{
"Protocol":"mmm"}

1}
1
"Sources": [{
"Validation":"Self",
"EnvelopedSource": [{
"dig":"S512",
"ContentMetaData":"ewogICINZXNzYWd1VH1wZSI6ICJIDb2
50YWNOUGVYC29uIiwKICAiY3R5IjogImFwcGXpY2F0awouL21tbhS9vYmplY3QiLAo
gICJIDcmVhdGVkIjogIjIwMjMtMDYtMjhUMTC6MDABMTVaAIne"},
"ewogICJIDb250YWNOUGVYc29uIjogewogICAgIkFuY2hvenMioi
zkwWDJIWV1QwRkhiVUVpZ1gx0UxBb2dJQOFnSWtGalkyOTFiblJCwkdSeVpYTnpJam
9NSW1GC2FXTgogIGXRR1YOWVCXd2JHVXVZM]10SW13S01DQWdIQOPUWLIhKMmMFEXTmx®k2SUhzSO1DQWdJIQOEKICBnSWxWa
1ppSTZIQOPOUWE3MUXVCcFRUak10VmpVM1VTMDBWVXhaTFVKWk4xZ3RSMDB6VMKXTF
ZsQmFJaXdLSQogIENBZO1DQWdAJIbEIxWW14cFkxQmhjbUzZzOwWlhSbGNuTW1PauI3Q21l
BZ01DQWdJQOFNSWXCMV1teHBZMHRsZVVWCiAgRFJFZ21PaUI3Q21BZz01DQWdJQOFN
SUNBaVkzSjJJam9nSWtwWa®5EUTRIaXdLSUNBZO1DQWd IJQOFNSUNKUWQKICBXSnNhV
01pT21BaVdt TTFiamx4TkRneVJIUVINKVWh6U2pSbFpGZHpjamMxWVhoM2VsSXpivm
RpY1RWVU5XeAogIG1lia®pVVWtsQmFXTmhSMUJ2WndvZO1HSNnhZVFUwZVZ0Qk4zT1lh
hbWcwT1RCNGNuWNn1SWGXoUVNKOWZYMHNDCiAgaUFnSUNBaVEYyOXRiVz1iUlclamNu
bHdkR2x2Ym1INk1IcOtJQOFNSUNBZOlsVmtaaUk2SUNKT1FsVkdMVKEKICAzVXpJd
FYWWkZSaTFFTTAXTUXVOUXRME10VOZSUFZDMDJVMHhFSW13S01DQWdJQOFNSWXCMV
1teHBZMUJOoYwogIG1GdFpYUmxjbk1pT21CNONpQWdJIQOFNSUNBZO1sQjFZbXhwWTB
ObGVVVKRSRWApT21CNONpQWd JQOFNSUNBCiAgZ01DQW1ZMO0oySWpvZ01lsZzBORGdp
TEFvZO1DQWdJIQOFNSUNBZO1sQjFZbXhwWX1INKk1DSTRVMmhHWTIXT2UKICBqVkNWe
mx1UjA5aWRUZGZKR1ZhUkRWb2JUVmhibEOzVkdGeU5UTINXRVIgWnpwWaGVXbFFjRO
kzVERONKNpQQogIGdwWa@14YkdwcVNtVkIKkUzFVYXpSVVZVNTFLVMhGTjNOQk1uMT1
mU3dLSUNBZO1DSKRiMjFOYjI1QmRYUm9aCiAgVzUwYVdOaGRHbHZiaUk2SUhzSO1D
QWdJQOFNSWXxWalppSTZJQOpOUkZsUkxVcFIRak1l@TTBWUFF5MU90RNAKICBFTFVaQ
INrVXRTRES5KV1IMXWFRUW1dJaXdLSUNBZO1DQWdIbEIxWW14cFkxQmhjbUzowlhSbG
NuTW1lPaUI3QwogIG1BZ01DQWdJIQOFNSWXCMV1teHBZMHRSZVVWRFJIFZ21PauI3Q21
BZ01DQWdJQOFNSUNBaVkzSjJJam9nSWxnCiAgME5SEZ21MQWIONSUNBZO1DQWdJIQOFN
SWXCMV1teHBZeUk2SUNJeWVsQnNNVEJ4Ym5wd1IwaGZNV2xrUkVaaFYKICBrMTVSW
GXx0U1ldZM1dtMWOUWFI2YOcXc1IyWmFTRmM95YzJsR1IF6Q1IRTRWswWQ21BZ2QyRnRaMm
h6V1ZNemFFWgogIE1YMOZZTmOXUEXWTL1IVWFZCSW4XOWZTdOt JQOFNSUNKUWNtOW1hSMyOwS1pGQk5IVzczOHcxazBadkYtbk5KS100YWMKICBFWktqbUF3T3p4M2NizZjZ
IWEpVV3kzZUXxzNEJIXWWROWFFXa2Z0aXIxZy J9XSwWKICAgQICAgQICAiUHIvdG9jb2xz
IjogW3sKICAgICAQICAgICAQI1BYb3RVY29sIjogIml1thSJoXX1dfXe",
{
"signatures":[{
"alg":"S512",
"kid":"MDE2-MKMI-773P-GJ3F-YYAI-UVCK-0OMKS",
"signature":"rX3vdDg4XwWLs91hy8okzai4Rw6nwBSGR
YxxgrCIM41JImKRGM8MVFLM7x17qsZE-rI0pDuoyXulAAiVcUtUpqYHFDHb7Rg7ApT
PDsgomlhVMT3UOaUPXJ1dCUAN3LMySBnMz0Z5wBVKHV35gb_-nu_iAA"}
1
"PayloadDigest":"PJFh1hJR7pOWt1dJFU1mOca6Z051jM1z
abR5BiHDHvVpLZpUWVQAPCOr6U9A-qF08qyiLPru6YRWgaKjEgyA3Jg"}

1}
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The Contact catalog is typically used by the MeshService as a source
of authorization information to perform access control on inbound
and outbound message requests. For this reason, Mesh Service SHOULD
be granted read access to the contacts catalog by providing a
decryption entry for the service.

4.5. Credential

The credential catalog mmm_credential contains
CatalogEntryCredential entries which describe credentials used to
access network resources.

"CatalogedCredential":{
"Service":"ftp.example.com",
"Username":"alicel",
"Password":"password"}}

Only username/password credentials are stored in the credential
catalog. If public key credentials are to be used, these SHOULD be
managed as an application profile allowing separate credentials to
be created for each device.

4.6. Device

The device catalog mmm_Device contains CatalogEntryDevice entries
which describe the devices connected to the account and the
permissions assigned to them.

Each device connected to a Mesh Account has an associated
CatalogEntryDevice entry that includes the activation and connection
records for the account. These records are described in further
detail in section ?7?7?.

4.7. Network

The network catalog contains CatalogEntryNetwork entries which
describe network settings, IPSEC and TLS VPN configurations, etc.

"CatalogedNetwork": {
"Service":"mywWiFi",
"Password":"securePassword"}}

4.8. Publication

[Note, this catalog is obsolete, the functions provided by this
catalog are being merged with the Access catalog]



The publication catalog mmm_Publication contains
CatalogEntryPublication entries which describe content published
through the account.

If the data being published is small, it MAY be specified in the
CatalogEntryPublication entry itself as enveloped data. Otherwise a

link to the external content is required.

The Publication catalog is currently used to publish two types of
data:

Contact Used in the Static QR Code Contact Exchange interaction.

Profile Device Used in the Preconfigured Device Connection
interaction.

The interactions using this published data are described in
[draft-hallambaker-mesh-protocol].

>>>> Unfinished SchemaEntryPublication
Missing example 13
4.9. Task

The Task catalog mmm_Task contains CatalogEntryTask entries which
describe tasks assigned to the user including calendar entries and
to do lists.

The fields of the task catalog currently reflect those offered by
the iCalendar specification [REC5545]. Specification of additional
fields to allow task triggering on geographic location and/or
completion of other tasks is a work in progress.

{
"CatalogedTask":{
"Title":"SomeItem",
"Key":"NB57-PDLZ-LSIV-DJVF-0QGD-APGT-0ZM0"}}
5. Spools

Spools are DARE Sequences containing an append only list of messages
sent or received by an account. Three spools are currently defined:



Inbound
Messages sent to the account. These are encrypted under the
account encryption keys of the sender and receiver that were
current at the time the message was sent.

Outbound Messages sent from the account. These are encrypted under
the account encryption keys of the sender and receiver that were
current at the time the message was sent.

Local Messages sent from the account for internal use. These are
encrypted under the encryption key of the intended recipient
alone. This is either the account administration encryption key
or a device encryption key.

Every Mesh Message has a unique message identifier. Messages created
at the beginning of a new messaging protocol interaction are
assigned a random message identifier. Responses to previous messages
are assigned message identifiers formed from the message identifier
to which they respond by means of a message digest function.

Every Mesh Message stored in a spool is encapsulated in an envelope
which bears a unique identifier that is formed by applying a message
digest function to the message identifier. Each stored message has
an associated state which is initially set to the state Initial and
MAY be subsequently altered by one or more MessageComplete messages
subsequently appended to the spool. The allowable message states
depending upon the spool in question.

5.1. Outbound

The outbound spool stores messages that are to be or have been sent
and MessageComplete messages reporting changes to the status of the
messages stored on the spool.

Messages posted to the outbound spool have the state Initial, Sent,
Received or Refused:

Initial The initial state of a message posted to the spool.

Sent The Mesh Service of the sender has delivered the message to
the Mesh Service of the recipient which accepted it.

Received The Mesh Service of the sender has delivered the message
to the Mesh Service of the recipient and the recipient has
acknowledged receipt.

Refused The Mesh Service of the sender has delivered the message to
the Mesh Service of the recipient which refused to accept it.
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MessageComplete messages are only valid when posted to the spool by
the service.

2. Inbound

The inbound spool stores messages that have been received by the
Mesh service servicing the account and MessageComplete messages
reporting changes to the status of the messages stored on the spool.

Messages posted to the outbound spool have the state Initial, Read:
Initial The initial state of a message posted to the spool.
Read The message has been read.

A message previously marked as read MAY be returned to the unread
state by marking it as being in the Initial state.

3. Local

The local spool stores messages that are used for administrative
functions. In normal circumstances, only administrator devices and
the Mesh Service require access to the local spool.

The local spool is used to store MessagePin messages used to notify
administration devices that a PIN code has been registered for some
purpose and RespondConnection messages used to inform a device of
the result of a connection request.

The local spool is used in a device connection operation to provide
a device with the activation and connection records required to
access the service as an authorized client. Servicing these requests
requires that the service be able to access messages stored in the
spool by envelope id.

Messages posted to the outbound spool have the states Initial,
Closed:

Initial The initial state of a message posted to the spool.
Closed The action associated with the message has been completed.
Future: Redefining the role of the Local spool would allow the
Claim/PollClaim operations used in device connection to be
eliminated and greater consistency achieved between the device
connection interactions.

4. Log

The log spo



6. Logs
The logging functions are not currently implemented.

Logs are records of events. Mesh logs SHOULD be encrypted and
notarized.

The following logs are specified:

Service A log written by the Mesh Service containing a list of all
actions performed on the account

Exception A log written by the Mesh Service containing a list of
all exception events such as requests for access that were
refused.

Notary A log written by administration devices connected to the
account containing a sequence of status entries and cross
notarization receipts.

The notary log will perform a particularly important role in future
Mesh versions as it provides the ultimate root of trust for the
account itself through cross notarization with the account holder's
MSP which in turn achieves mutual cross notarization with every
other MSP by cross notarizing with the Callsign registry. Thus every
Mesh user is cross notarized with every other Mesh user making use
of the Callsign registry through a graph with a diameter of 4.

7. Cryptographic Operations

The Mesh makes use of various cryptographic operations including
threshold operations. For convenience, these are gathered here and
specified as functions that are referenced by other parts of the
specification.

7.1. Key Derivation from Seed

Mesh Keys that derived from a seed value use the mechanism described
in [draft-hallambaker-mesh-udf]. Use of the keyname parameter allows
multiple keys for different uses to be derived from a single key.
Thus escrow of a single seed value permits recovery of all the
private keys associated with the profile.

The keyname parameter is a string formed by concatenating
identifiers specifying the key type, the actor that will use the key
and the key operation:



7.2. Message Envelope and Response Identifiers.

Every Mesh message has a unique Message Identifier MessagelId. The
MakeID() function is used to calculate the value of Envelope
Identifier and Response identifier from the message identifier as
follows:

static string MakeID(string udf, string content) {
var (code, bds) = udf.Parse(udf);
return code switch
{

UdfTypeIdentifier.Digest_SHA_3_512 =>
udf.ContentDigestOfDataString(
bds, content, cryptoAlgorithmId:

CryptoAlgorithmId.SHA_3_512),
_ => Udf.ContentDigestOfDataString(
bds, content, cryptoAlgorithmId:

CryptoAlgorithmId.SHA_2 512),

3
Where the values of content are given as follows:

application/mmm/envelopeid The proposed IANA content identifier for
the Mesh message type.

application/mmm/responseid The proposed IANA content identifier for
the Mesh message type.

For example:

MessageID
= NCO5-AV7A-DZYY-A5JD-GGWI-KH3Y-0JND

EnvelopeID
= MBDW-KFHR-0R66-UG6CR-CCEV-N4DD-MXXQ

ResponseID
= MACQ-IGXA-ZT5G-4GCI-CR4X-R5CS-Y4TY

7.3. Proof of Knowledge of PIN

Mesh Message classes that are subclasses of MessagePinValidated MAY
be authenticated by means of a PIN. Currently two such messages are
defined: MessageContact used in contact exchange and
RequestConnection message used in device connection.

The PIN codes used to authenticate MessagePinValidated messages are
UDF Authenticator strings. The type code of the identifier specifies
the algorithm to be used to authenticate the PIN code and the Binary
Data Sequence value specifies the key.



The inputs to the PIN proof of knowledge functions are:

PIN: string A UDF Authenticator. The type code of the identifier
specifies the algorithm to be used to authenticate the PIN code
and the Binary Data Sequence value specifies the key.

Action: string A code determining the specific action that the PIN
code MAY be used to authenticate. By convention this is the name
of the Mesh message type used to perform the action.

Account: string The account for which the PIN code is issued.

ClientNonce: binary Nonce value generated by the client using the
PIN code to authenticate its message.

PayloadDigest: binary The PayloadDigest of a DARE Envelope that
contains the message to be authenticated. Note that if the
envelope is encrypted, this value is calculated over the
ciphertext and does not provide proof of knowledge of the
plaintext.

The following values of Action are currently defined:

Device Action info for device PIN

Contact Action info for contact PIN

These inputs are used to derive values as follows:

alg = UdfAlg (PIN)

pinData = udfBDS (PIN)

saltedPINData = MAC (Action, pinData)

saltedPIN = UDFPresent (HMAC_SHA_2_512 + saltedPINData)
PinId = UDFPresent (MAC (Account, saltedPINData))

The issuer of the PIN code stores the value saltedPIN for retrieval
using the key PinId.

The witness value for a Dare Envelope with payload digest
PayloadDigest authenticated by a PIN code whose salted value is
saltedPINData, issued by account Account is given by PinwWitness() as

follows:
witnessData =  Account.ToUTF8() + ClientNonce + PayloadDigest
witnessvValue = MAC (witnessData , saltedPINData)

For example, to generate saltedPIN for the pin AAKI-IIAD-GQ3H-JUY3-
SXZN-PENW-PQ used to authenticate a an action of type Device:



pin = AAKI-IIAD-GQ3H-JUY3-SXZN-PENW-PQ
action = message.

alg = UdfAlg (PIN)
= Authenticator_HMAC_SHA_2_512
hashalg = default (alg, HMAC_SHA_2_512)

pinData = UdfBDS (PIN)
= System.Byte[]

saltedPINData
hashalg(pinData, hashalg);
System.Byte[]

saltedPIN = UDFPresent (hashalg + saltedPINData)
= AA6H-GDQF-3QDF-B7MB-GBAO-RJ40-ZTPI

The PinId binding the pin to the account alice@example.com is
Account = alice@example.com

PinId = UDFPresent (MAC (Account, saltedPINData))
= ACVB-JSGA-EUN7-QIGS-XYWQ-G30U-77IZ

Where MAC(data, key) is the message authentication code algorithm
specified by the value of alg.

When an administrative device issues a PIN code, a Message PIN 1is
appended to the local spool. This has the MessageId PinId and
specifies the value saltedPIN in the field of that name.

When PIN code authentication is used, a message of type
MessagePinValidated specifies the values ClientNonce, PinWitness and
PinId in the fields of those names. These values are used to
authenticate the inner message data specified by the
AuthenticatedData field.

7.4. EARL

The UDF Encrypted Authenticated Resource Locator mechanism is used
to publish data and provide means of authentication and access
through a static identifier such as a QR code.

This mechanism is used to allow contact exchange by means of a QR
code printed on a business card and to connect a device to an
account using a static identifier printed on the device in the form
of a QR code.



8.

In both cases, the information is passed using the EARL format
described in [draft-hallambaker-mesh-udf].

Mesh Assertions

Mesh Assertions are signed DARE Envelopes that contain one of more
claims. Mesh Assertions provide the basis for trust in the
Mathematical Mesh.

Mesh Assertions are divided into two classes. Mesh Profiles are
self-signed assertions. Assertions that are not self-signed are
called declarations. The only type of declaration currently defined
is a Connection Declaration describing the connection of a device to
an account.

4 Account Profile ) 4 Device Profile )
ProfileSignature ProfileSignature
AccountAddress BaseSignature
Serviceldf BaseEncryption
AdninistratorSig. BaseAuthentication
Signature Value Signature Value

- / - /

4 Device Connection )
AccountAddress
DeviceSignature
DeviceEncryption
DeviceAuthentication

;—b Signature Value
- /
Figure 1: Profiles And Connections
1. Encoding

The payload of a Mesh Assertion is a JSON encoded object that is a
subclass of the Assertion class which defines the following fields:

Identifier An identifier for the assertion.



Updated
The date and time at which the assertion was issued or last
updated

NotaryToken An assertion may optionally contain one or more notary
tokens issued by a Mesh Notary service. These establish a proof
that the assertion was signed after the date the notary token was
created.

Conditions A list of conditions that MAY be used to verify the
status of the assertion if the relying party requires.

The implementation of the NotaryToken and Conditions mechanisms is
to be specified in [draft-hallambaker-mesh-callsign] at a future
date.

Note that the implementation of Conditions differs significantly
from that of SAML. Relying parties are required to process condition
clauses in a SAML assertion to determine validity. Mesh Relying
parties MAY verify the conditions clauses or rely on the
trustworthiness of the provider.

The reason for weakening the processing of conditions clauses in the
Mesh is that it is only ever possible to validate a conditions
clause of any type relative to a ground truth. In SAML applications,
the relying party almost invariably has access to an independent
source of ground truth. A Mesh device connected to a Mesh Service
does not. Thus the types of verification that can be achieved in
practice are limited to verifying the consistency of current and
previous statements from the Mesh Service.

8.2. Mesh Profiles

Mesh Profiles perform a similar role to X.509v3 certificates but
with important differences:

*Profiles describe credentials, they do not make identity
statements

*Profiles do not expire, there is therefore no need to support
renewal processing.

*Profiles may be modified over time, the current and past status
of a profile being recorded in an append only log.

Profiles provide the axioms of trust for the Mesh PKI. Unlike in the
PKIX model in which all trust flows from axioms of trust held by a
small number of Certificate Authorities, every part in the Mesh
contributes their own axiom of trust.
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3.

It should be noted however that the role of Certificate Authorities
is redefined rather than eliminated. Rather than making assertions
whose subject is represented by identities which are inherently
mutable and subjective, Certificate Authorities can now make
assertions about immutable cryptographic keys.

Every Profile MUST contain a SignatureKey field and MUST be signed
by the key specified in that field.

A Profile is valid if and only if:
*There is a SignatureKey field.

*The profile is signed under the key specified in the SignatureKey
field.

A profile has the status current if and only if:
*The Profile is valid

*Every Conditions clause in the profile is understood by the
relying party and evaluates to true.

Mesh Connections

A Mesh connection is an assertion describing the connection of a
device or a member to an account.

Mesh connections provide similar functionality to 'end-entity'
certificates in PKIX but with the important proviso that they are
only used to provide trust between a device connected to an account
and the service to which that account is bound and between the
devices connected to an account.

A connection is valid with respect to an account with profile P if
and only if:

*The profile P is valid

*The Authorityudf field of the connection is consistent with the
UDF of P

*The profile is signed under the key specified in the
AdministrationKey field of P.

*Any conditions specified in the profile are met



A connection has the status current with respect to an account with
profile if and only if:

*The connection is valid with respect to the account with profile
P.

*The profile P is current.

A device is authenticated with respect to an account with profile P
if and only if:

*The connection is valid with respect to the account with profile
P.

*The device has presented an appropriate proof of knowledge of the
DeviceAuthentication key specified in the connection.

8.4. Device Pre-configuration

The DevicePreconfiguration record provides a means of bundling all
the information used to preconfigure a device for use in the Mesh.
This comprises:

*The Enveloped ProfileDevice.

*A ConnectionDevice assertion credentialing the device to the
configuration provider Mesh Service.

*A ConnectionService assertion credentialing the device to the
configuration provider Mesh Service.

*The secret seed used to create the ProfileDevice data.

The DevicePreconfiguration record MAY be used as the means of
preconfiguring devices to allow connection to a user's account
profile using the Preconfigured/Static QR Code device connection
interaction.

For example, Alice's coffee pot was preconfigured for connection to
a Mesh account at the factory and the following
DevicePreconfiguration record created:



"DevicePreconfigurationPrivate":{
"EnvelopedConnectionDevice":[{

"dig":"S512",

"ContentMetaData":"ewogICINZXNzYWd1VH1wZSI6ICJIDb25uZWNOaw
9URGV2aWN1IiwKICAiY3R5IjogImFwcGXpY2F@awouL21tbS9vYmplY3QiLAogICJ
DcmVhdGVkIjogIjIwMjMEMDYtMjhUMTCc6MDAGNTBaING®"},

"ewogICJIDb25uZWNOaW9uRGV2aWN1IjogewogICAgQI1NpZ25hdHVYZSI6IH
SKICAQICAQI1VkZiI6ICJINQ1JIQLTAPUVALTFpFRY1LREhULVAUT1EtSIMOQS1QROZ
SIiwKICAQICAQI1B1YmxpY1BhcmFtZXR1cnMiOiB7CiAgICAgICAQI1B1YmxpYOtl
eUVDREgi0iB7CiAgICAgICAgICAiY3J2IjogIkVKNDQ4IiwKICAgICAgICAGICJIQd
WJsaWMi0iAiVjFQAS1FQTE5Z1ZU0OG5ibHMyewWgweUNmdUdENVRvaUhHeWY4czBsd]j",

{

"signatures":[{

"alg":"S512",
"kid":"MAN2-ANEE-HJR4-I4T2-PKID-AZ4K-ESR4",
"signature":"CUZYibn1PlgpCZuoqiKFZT1AKXDFe3EEmuSaTKoo
TRH860VdEeYNcVgzzn7sjFv0OTgDUVGK6saACRsKDjTharvVnLx3TnVHRmofUN5igK
YU9RWWC16bdvsOV4W7j70hHrjC41Drp-MPozT3bHfaG7j0A"}
1

"PayloadDigest":"VHfvwZ_1GC1Q40Q1-Qv2rZatLkVyEiGTjZi7-JIMN
dJ7QGF7My1VdsepgSoSc1Gs1m8fvFz2N1KMPA-LCx1Povg"}

1

"EnvelopedConnectionService":[{

"dig":"S512",

"ContentMetaData" :"ewogICINZXNzYWd1VH1wZSI6ICJIDb25uZWNOaw
9uU2VydmljZSIsCiAgImNOeSI6ICIhcHBsaWNhdGlvbi9tbwWOvb2JgZWNOIiwKICA
1Q3J1YXR1ZCI6ICIYMDIZLTA2LTI4VDE30jAWOjUWWiJ9"},

"ewogICJIDb25uZWNOaw9uuU2VydmljZSI6IHSKICAgICJIBAXRoZW50aWNhdG
1vbiI6IHSKICAgQICAQI1VkZiI6ICINREYOLUNNQ1EtQktRWCOYUDZQLVAYSzItMijd
VRCO3QUASIiwKICAgICAQI1B1YmxpY1BhcmFtZXR1cnMi0iB7CiAgICAgQICAgI1B1
YmxpYQtleUVDREgQi0iB7CiAgQICAgICAQICAiLY3J2IjogI1lgONDgiLA0ogICAgICAQI
CAgI1B1YmXxpYYyI6ICJGOEIOZWIOYSXZ6X0tXxSGplckzZybkRgbkdjR3JjVD1YOTMOMN
Q2WEpNeS1VY1FXRUt6Cc1VNCiAgRGESSTFTUULjVOXESGIYQUJItTUZKZMFBIN19fX1
9”/

"signatures":[{



"alg":"S512",

"kid":"MAN2-ANEE-HJR4-I4T2-PKID-AZ4K-ESR4",

"signature":"wYdQgPUrZcRUEVtZX55jZ-5aTnf5xN1TZ6pNHTD1
Oy3wlEXgKRPOKSMOLNRgZA0O7eblK8NvsxVcAcQ9c8owiqffZz6gDhiwH78XCreEeA
062KkaYnN7rhcJ-4veoqc4Kz8dulxCRRjKDCOWi7EqBTfBsSA"}

1
"PayloadDigest":"YyVytW08cXC2U1lAnQgNVkhi6_2ab5Gmy90WzFzBG
-bDKpzRgbiK2vuaQpV1IRdZ5PYVee01QtGnu877sO8E3YQg"}
]I
"PrivateKey":{
"PrivateKeyUDF": {
"Privatevalue":"ZAAQ-BIPI-QZV3-UXRZ-TRIO-S5XC-GEOJ-GELH-TXM
6-CBIN-QKF3-AWWC-HTO0-DJOG",
"KeyType" :"MeshProfileDevice"}},
"ConnectUri":"mcu://maker@example.com/ECHI-CYLR-Y22Q-60ME-0AWV -
WIQD-YM",

"EnvelopedProfileDevice": [{
"EnvelopeId":"MBAI-IMKY-GI2T-D472-4VP5-SKRF-ZXYW",
"dig":"s512",
"ContentMetaData":"ewogICJVbmlxdwWVJZCI6ICINQKFILUINS1ktRO

kyVC1ENDCYLTRWUDUtUOtSRil1laWF1XIiwKICAiTWVzCc2FnZVR5cGUi0iAiUHJIvZm1
SZUR1dm1jZSIsCiAgImNO@eSI6ICIhcHBsaWNhdGlvbi9tbwOvb2JqZWNOIiwKICAL
Q3J1YXR1ZCI6ICIYMDIZLTA2LTI4VDE30jAWOjUwWWiJ9"},
"ewogICJQcm9mawWx1RGV2aWN1IjogewogICAgIkVuY3J5cHRpb2410iB7Ci®1kUHh5Wk9mY1N2SEIOWU1EOUhqCiAgMHRsMO1lad
1JQdjluc25Pc2hpZWR1IMDJIBIN19fSWKICAgICJIQcm9mawWx1U21nbmFOdXJ1Ijogew
0gICAQICAiVWRMIjogIk1CQUKtSU1LWSIHSTIJULUQONZItNFZQNS1TS1JGLVpYWVC
iLA0gICAgICAiUHVibG1ljUGFYYW11dGVycyI6IHSKICAgICAgICALUHVibG1jS2V5
RUNESCI6IHSKICAGICAgICAQICJIjcnYi0iAiRWQONDgiLA0gICAgICAgICAgI1B1Y
mxpYyI6ICJIkdTBFenhUdEZWa3BqWnphTil3LXBkR1IFZMUpPWDRrQmlyX0pVUEdoQ3
M3Sz1ELUpqTmV1CiAgNjdtMDCcXR3AXSGOYZFILeUIWSWB8wWWmtBIN19fX19",
{
"signatures":[{
"alg":"S512",
"kid":"MBAI-IMKY-GI2T-D472-4VP5-SKRF-ZXYW",



"signature":"7ECNMccaM24RWF00JJVU55zb1XfgLFisbc15VIvd
B_k6xeVGmpchztgVrdeDjHgpesIqgJmbB7yAdPoIEUsSu8pgY_0c6BjMARJIYASOYW
bfE4UX2HB1WViyY7I2RUMO_VvcOgtBFc3XMXCtvbsAG4gwA"}

] 4
"PayloadDigest":"xalDY6z0XjHmqlXWGKtyOQkSsPfDQ5tuDHY - Tm8R
e7UuxXEfjvZnpTBtes9EtXx86yn55D24AGSF199ejrRu8o5A" }

13}



The use of the publication mechanism in device connection is
discussed further in [draft-hallambaker-mesh-protocol].

9. Architecture
The Mesh architecture has four principal components:

Mesh Account A collection of information (contacts, calendar
entries, inbound and outbound messages, etc.) belonging to a user
who uses the Mesh to management.

Mesh Device Management The various functions that manage binding of
devices to a Mesh to grant access to information and services
bound to that account.

Mesh Service Provides network services through which devices and
other Mesh users may interact with a Mesh Account.

Mesh Messaging An end-to-end secure messaging service that allows
short messages (less than 32KB) to be exchanged between Mesh
Accounts and between the Mesh devices connected to a particular
account.

The separation of accounts and services as separate components is a
key distinction between the Mesh and earlier Internet applications.
A Mesh account belongs to the owner of the Mesh and not the Mesh
Service Provider which the user may change at any time of their
choosing.

A Mesh Account May be active or inactive. By definition, an active
Mesh account is serviced by exactly one Mesh Service, an inactive
Mesh account is not serviced by a Mesh Service. A Mesh Service
Provider MAY offer a backup service for accounts hosted by other
providers. In this case the backup provider is connected to the
account as a Mesh device, thus allowing the backup provider to
maintain a copy of the stores contained in the account and
facilitating a rapid transfer of responsibility for servicing the
account should that be desired. The use of backup providers is
described further in [draft-hallambaker-mesh-discovery].

9.1. Mesh Account

Mesh Accounts contains all the stateful information (contacts,
calendar entries, inbound and outbound messages, etc.) related to a
particular persona used by the owner.

By definition a Mesh Account is active if it is serviced by a Mesh

Service and inactive otherwise. A Mesh user MAY change their service
provider at any time. An active Mesh Account is serviced by exactly
one Mesh Service at once but a user MAY register a 'backup' service



provider to their account in the same manner as adding an advice.
This ensures that the backup service is pre-populated with all the
information required to allow the user to switch to the new provider
without interruption of service.

Each Mesh account is described by an Account Profile. Currently
separate profile Account Profile are defined for user accounts and
group accounts. It is not clear if this distinction is a useful one.

9.1.1. Account Profile

A Mesh account profile provides the axiom of trust for a mesh user.
It contains a Master Signature Key and one or more Administration
Signature Keys. The unique identifier of the master profile is the
UDF of the Master Signature Key.

An Account Profile MUST specify an EscrowEncryption key. This key
MAY be used to escrow private keys used for encryption of stored
data. They SHOULD NOT be used to escrow authentication keys and MUST
NOT be used to escrow signature keys.
A user should not need to replace their account profile unless they
intend to establish a separate identity. To minimize the risk of
disclosure, the Profile Signature Key is only ever used to sign
updates to the account profile itself. This allows the user to
secure their Profile Signature Key by either keeping it on hardware
token or device dedicated to that purpose or by using the escrow
mechanism and paper recovery keys as described in this document.
9.1.1.1. Creating a ProfileMaster

Creating a ProfileMaster comprises the steps of:

0. Creating a Master Signature key.

1. Creating an Online Signing Key

2. Signing the ProfileMaster using the Master Signature Key

3. Persisting the ProfileMaster on the administration device to
the CatalogHost.

4. (Optional) Connecting at least one Administration Device and
granting it the ActivationAdministration activation.

9.1.1.2. Updating a ProfileMaster
Updating a ProfileMaster comprises the steps of:

0. Making the necessary changes.



1. Signing the ProfileMaster using the Master Signature Key

2. Persisting the ProfileMaster on the administration device to
the CatalogHost.

9.2. Device Management

Device management allows a collection of devices belonging to a user
to function as a single personal Mesh. Two catalogs are used to
manage this process:

*The Access catalog is used to instruct the Mesh Service how to
respond to requests from the device.

*The Device catalog records information for use by administration
devices managing the device.

9.2.1. The Device Catalog

Each Mesh Account has a Device Catalog CatalogDevice associated with
it. The Device Catalog is used to manage the connection of devices
to the Personal Mesh and has a CatalogEntryDevice for each device
currently connected to the catalog.

Each Administration Device MUST have access to an up-to-date copy of
the Device Catalog in order to manage the devices connected to the
Mesh. The Mesh Service protocol MAY be used to synchronize the
Device Catalog between administration devices in the case that there
is more than one administration device.

The CatalogEntryDevice contains fields for the device profile,
device private and device connection.

9.2.2. Mesh Devices

The principle of radical distrust requires us to consider the
possibility that a device might be compromised during manufacture.
Once consequence of this possibility is that when an administration
device connects a new device to a user's personal Mesh, we cannot
put our full trust in either the device being connected or the
administration device connecting it.

This concern is resolved by (at minimum) combining keying material
generated from both sources to create the keys to be used in the
context of the user's personal Mesh with the process being fully
verified by both parties.

Additional keying material sources could be added if protection
against the possibility of compromise at both devices was required
but this is not supported by the current specifications.



A device profile provides the axiom of trust and the key
contributions of the device. When bound to an account, the base keys
specified in the Device Profile are combined with the key data
provided in the Activation device to construct the keys the device
will use in the context of the account.

Activation Device

4 Device Profile ) 4 Device Connection )
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BaseEncryption & p DeviceEncryption
BaseAuthentication a p DeviceAuthentication
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Figure 2: Mapping of Device Profile and Device Private to Device
Connection Keys.

Unless exceptional circumstances require, a device should not
require more than one Device profile even if the device supports use
by multiple users under different accounts. But a device MAY have
multiple profiles if this approach is more convenient for
implementation.
9.2.2.1. Creating a ProfileDevice
Creating a ProfileDevice comprises the steps of:
0. Creating the necessary key
1. Signing the ProfileDevice using the Master Signature Key
2. Once created, a ProfileDevice is never changed. In the unlikely
event that any modification is required, a completely new
ProfileDevice MUST be created.

9.2.2.2. Connection to a Meh Account

Devices are only connected to a personal Mesh by an administration
device. This comprises the steps of:

0. Generating the PrivateDevice keys.




1. Creating the ConnectionDevice data from the public components
of the ProfileDevice and PrivateDevice keys and signing it
using the administration key.

2. Creating the Activations for the device and signing them using
the administration key.

3. Creating the CatalogEntryDevice for the device and adding it to
the CatalogDevice of the account.

4. Creating an AccessCapability granting the necessary access
rights for the device and adding that to the CatalogAccess of
the account.

These steps are usually performed through use of the Mesh Protocol
Connection mechanism. However, Mesh clients MAY support additional
mechanisms as circumstances require provided that the appropriate
authentication and private key protection controls are provided.

9.3. Mesh Services

A Mesh Service provides one or more Mesh Hosts that support Mesh
Accounts through the Mesh Web Service Protocol.

Mesh Services and Hosts are described by Service Profiles and Host
Profiles. The means by which services manage the hosts through which
they provide service is outside the scope of this document.

As with a Device connected to a Mesh Account, a the binding of a
Host to the service it supports is described by a connection record:



9.4.
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Figure 3: Service Profile and Delegated Host Assertion.

The credentials provided by the ProfileService and ProfileHost are
distinct from those provided by the WebPKI that typically services
TLS requests. WebPKI credentials provide service introduction and
authentication while a Mesh ProfileHost only provides
authentication.

Unless exceptional circumstances require, a service should not need
to revise its Service Profile unless it is intended to change its
identity. Service Profiles MAY be countersigned by Trusted Third
Parties to establish accountability.

Mesh Messaging

Mesh Messaging is an end-to-end secure messaging system used to
exchange short (32KB) messages between Mesh devices and services. In
cases where exchange of longer messages is required, Mesh Messaging
MAY be used to provide a control plane to advise the intended
message recipient(s) of the type of data being offered and the means
of retrieval (e.g an EARL).

All communications between Mesh accounts takes the form of a Mesh
Message carried in a Dare Envelope. Mesh Messages are stored in two



spools associated with the account, the SpoolOutbound and the
SpoolInbound containing the messages sent and received respectively.

This document only describes the representation of the messages
within the message spool. The Mesh Service protocol by which the
messages are exchanged between devices and services and between
services is described in [draft-hallambaker-mesh-protocol].

9.4.1. Message Status

As previously described in section ###, every message stored in a
spool has a specified state. The range of allowable states is
defined by the message type. New message states MAY be defined for
new message types as they are defined.

By default, messages are appended to a spool in the Initial state,
but a spool entry MAY specify any state that is valid for that
message type.

The state of a message is changed by appending a completion message
to the spool as described in [draft-hallambaker-mesh-protocol].

Services MAY erase or redact messages in accordance with local site
policy. Since messages are not removed from the spool on being
marked deleted, they may be undeleted by marking them as read or
unread. Marking a message deleted MAY make it more likely that the
message will be removed if the sequence is subsequently purged.

9.4.2. Four Corner Model

A four-corner messaging model is enforced. Mesh Services only accept
outbound messages from devices connected to accounts that it
services. Inbound messages are only accepted from other Mesh
Services. This model enables access control at both the outbound and
inbound services

Alice's w Bob's
VBP ) VBP
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The outbound Mesh Service checks to see that the request to send a
message does not violate its acceptable use policy. Accounts that
make a large number of message requests that result in complaints
SHOULD be subject to consequences ranging from restriction of the

Figure 4: Four Corner Messaging Model

number and type of messages sent to suspending or terminating

messaging privileges. Services that fail to implement appropriate

controls are likely to be subject to sanctions from either their

users or from other services.

Alice

Alice's
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Message
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Figure 5: Performing Access Control on Outbound Messages

The inbound Mesh Service also checks to see that messages received

>

are consistent with the service Acceptable Use Policy and the user's

personal access control settings.

Mesh Services that fail to police abuse by their account holders
SHOULD be subject to consequences in the same fashion as account

holders.
Message 4
—>
\
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>
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Figure 6: Performing Access Control on Inbound Messages

9.4.3. Traffic Analysis

The Mesh Messaging protocol as currently specified provides only
limited protection against traffic analysis attacks. The use of TLS
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to encrypt communication between Mesh Services limits the
effectiveness of na?ve traffic analysis mechanisms but does not
prevent timing attacks unless dummy traffic is introduced to
obfuscate traffic flows.

The limitation of the message size is in part intended to facilitate
use of mechanisms capable of providing high levels of traffic
analysis such as mixmaster and onion routing but the current Mesh
Service Protocol does not provide support for such approaches and
there are no immediate plans to do so.

Publications

Static QR codes MAY be used to allow contact exchange or device
connection. In either case, the QR code contains an EARL providing
the means of locating, decrypting and authenticating the published
data.

The use of EARLs as a means of publishing encrypted data and the use
of EARLs for location, decryption and authentication is discussed in
[draft-hallambaker-mesh-dare]

1. Profile Device
2. Contact Exchange

When used for contact exchange, the envelope payload is a
CatalogedContact record.

Besides allowing for exchange of contact information on a business
card, a user might have their contact information printed on
personal property to facilitate return of lost property.

Schema

1. Shared Classes

The following classes are used as common elements in Mesh profile
specifications.

1.1. Classes describing keys
1.2. Structure: KeyData

The KeyData class is used to describe public key pairs and trust
assertions associated with a public key.

Udf: String (Optional) UDF fingerprint of the public key parameters

X509Certificate: Binary (Optional) List of X.509 Certificates
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X509Chain: Binary [0..Many]
X.509 Certificate chain.

X509CSR: Binary (Optional) X.509 Certificate Signing Request.

NotBefore: DateTime (Optional) If present specifies a time instant
that use of the private key is not valid before.

NotOnOrAfter: DateTime (Optional) If present specifies a time
instant that use of the private key is not valid on or after.

1.3. Structure: KeyShare

Inherits: Key The identifier used to claim the capability from the
Serviceld: String (Optional) service.[Only present for a partial
key.]

ServiceAddress: String (Optional) The service account that supports
a serviced capability. [Only present for a partial key.]

1.4. Structure: CompositePrivate

Inherits: Key UDF fingerprint of the bound device key (if used).

DeviceKeyUdf: String (Optional)

11.2. Assertion classes

Classes that are derived from an assertion.

2.1. Structure: Assertion

Parent class from which all assertion classes are derived

Names: String [0..Many] Fingerprints of index terms for profile
retrieval. The use of the fingerprint of the name rather than the
name itself is a precaution against enumeration attacks and other

forms of abuse.

Updated: DateTime (Optional) The time instant the profile was last
modified.

NotaryToken: String (Optional) A Uniform Notary Token providing
evidence that a signature was performed after the notary token
was created.

2.2. Structure: Condition

Parent class from which all condition classes are derived.

[No fields]
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2.3. Base Classes

Abstract classes from which the Profile, Activation and Connection
classes are derrived.

2.4. Structure: Activation
Inherits: Assertion
Contains the private activation information for

a Mesh application running on a specific device

ActivationKey: String (Optional) Secret seed used to derive keys
that are not explicitly specified.

Entries: ActivationEntry [0..Many] Activation of named account
resource activations. These are separate from Application
activations which are

2.5. Structure: ActivationEntry
Resource: String (Optional) Name of the activated resource
Key: KeyData (Optional) The activation key or key share

Serviceld: String (Optional) The identifier used to claim the
capability from the service.[Only present for a partial
capability.]

ServiceAddress: String (Optional) The service account that supports
a serviced capability. [Only present for a partial capability.]

2.6. Mesh Profile Classes

Classes describing Mesh Profiles. All Profiles are Assertions
derrived from Assertion.

2.7. Structure: Profile

Inherits: Assertion
Parent class from which all profile classes are
derived

Description: String (Optional) Description of the profile

ProfileSignature: KeyData (Optional) The permanent signature key
used to sign the profile itself. The UDF of the key is used as
the permanent object identifier of the profile. Thus, by
definition, the KeySignature value of a Profile does not change
under any circumstance.
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2.8. Structure: ProfileDevice

Inherits: Profile
Describes a mesh device.

Encryption: KeyData (Optional) Base key contribution for encryption
keys. Also used to decrypt activation data sent to the device
during connection to an account.

Signature: KeyData (Optional) Base key contribution for signature
keys.

Authentication: KeyData (Optional) Base key contribution for
authentication keys. Also used to authenticate the device during
connection to an account.

2.9. Structure: ProfileAccount

Base class for the account profiles ProfileUser and ProfileGroup.
These subclasses may be merged at some future date.

Inherits: Profile The account address. This is either a DNS service
AccountAddress: String (Optional) address (e.g. alice@example.com)
or a Mesh Name (@alice).

ServiceUdf: String (Optional) The fingerprint of the service
profile to which the account is currently bound.

EscrowEncryption: KeyData (Optional) Escrow key associated with the
account.

AdministratorSignature: KeyData (Optional) Key used to sign
connection assertions to the account.

CommonEncryption: KeyData (Optional) Key currently used to encrypt
data under this profile

CommonAuthentication: KeyData (Optional) Key used to authenticate
requests made under this user account. This key SHOULD NOT be
provisioned to any device except for the purpose of enabling
account recovery.

2.10. Structure: ProfileUser
Inherits: ProfileAccount
Account assertion. This is signed by the

service hosting the account.

CommonSignature: KeyData (Optional) Key used to sign data under the
account.
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2.11. Structure: ProfileGroup

Inherits: ProfileAccount
Describes a group. Note that while a group

is created by one person who becomes its first administrator,
control of the group may pass to other administrators over time.

Cover: Binary (Optional) HTML document containing cover text to be
presented if a document encrypted under the group key cannot be
decrypted.

2.12. Structure: ProfileService

Inherits: Profile
Profile of a Mesh Service

ServiceAuthentication: KeyData (Optional) Key used to authenticate
service connections.

ServiceEncryption: KeyData (Optional) Key used to encrypt data
under this profile

ServiceSignature: KeyData (Optional) Key used to sign data under
the account.

.2.13. Structure: ProfileMeshService

Inherits: ProfileService
Profile of a Mesh Service

[No fields]
2.14. Structure: ProfileHost
Inherits: ProfileDevice
Profile of a Mesh Host providing one or
more Mesh Services.
[No fields]

2.15. Connection Assertions

Connection assertions are used to authenticate and authorize
interactions between devices and the service currently servicing the
account. They SHOULD NOT be visible to external parties.

2.16. Structure: Connection
Inherits: Assertion UDF of the connection target.

Subject: String (Optional)
Authority: String (Optional) UDF of the connection source.
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Authentication: KeyData (Optional)
The authentication key for use

of the device under the profile
2.17. Structure: CallsignBinding

Inherits: Assertion The canonical form of the callsign.
Canonical: String (Optional)
Display: String (Optional) The display form of the callsign. This
MAY include characters such as
whitespace, trademark signifiers, etc. that are omitted of
trranslated in the canonical form.

CharacterPage: String (Optional) Specifies the page to which the
Description"CharacterPageLatin"

ProfileUdf: String (Optional) The profile to which the name is
bound.

TransferUdf: String (Optional) The profile to which the name has
been transfered.

Services: NamedService [0..Many] List of named services. If
multiple service providers are specified for a given service,
these are listed in order of priority, most preferred first.

ServiceAddress: String (Optional) The Mesh service address.

CommonEncryption: KeyData (Optional) Key currently used to encrypt
data under this profile

2.18. Structure: Accreditation

Registration of a trusted third party accreditation of a callsign/
profile binding.

Callsign: String (Optional) The callsign to which the accreditation
applies

ProfileUdf: String (Optional) The profile to which the
accreditation applies.

SubjectNames: String [0..Many] The validated names of the subject

SubjectLogos: String [0..Many] Mesh strong URIs from which a
validated logo belonging to the subject MAY be retreived and
validated.

Issued: DateTime (Optional) The time the assertion was issued.
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Expires: DateTime (Optional)
The time the assertion is due to
expire

Policy: String (Optional) The issuing policy under which the
validation was performed.

Practice: String (Optional) The issuing practices under which the
validation was performed.

2.19. Structure: ConnectionStripped
Asserts that a profile is connected to an account address.

Inherits: Connection
Stripped down connection assertion

Account: String (Optional) To be removed
2.20. Structure: ConnectionService
Inherits: Connection

Asserts that a device is connected to an
account profile
ProfileUdf: String (Optional) The account address
2.21. Structure: ConnectionDevice
Inherits: ConnectionService

Asserts that a device is connected to

an account profile

Roles: String [0..Many] The signature key for use of the device
Signature: KeyData (Optional) under the profile

Encryption: KeyData (Optional) The encryption key for use of the
device under the profile

2.22. Structure: ConnectionApplication

Inherits: Connection

Connection assertion stating that a particular

device is
[No fields]
2.23. Structure: ConnectionGroup

Describes the connection of a member to a group.
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Inherits: Connection
[No fields]
2.24. Structure: AccountHostAssignment

Inherits: Assertion The account being bound

AccountAddess: String (Optional)

HostAddresses: String [0..Many] Host address in Callsign, DNS or
IP format in order of preference.

AccessEncrypt: KeyData (Optional) Encryption key to be used to
encrypt data for the service to use.

CallsignServiceProfile: ProfileAccount (Optional) Profile of the
callsign registry used by the service.

2.25. Structure: ConnectionHost

Inherits: Connection
[No fields]

2.26. Activation Assertions
2.27. Structure: ActivationAccount

Contains activation data for device specific keys used in the
context of a Mesh account.

Inherits: Activation The UDF of the account

AccountUdf: String (Optional)
11.2.28. Structure: ActivationHost

Contains activation data for device specific keys used in the
context of a Mesh host

Inherits: ActivationAccount
[No fields]

2.29. Structure: ActivationCommon

Inherits: Activation Grant access to profile online signing key
ProfileSignature: KeyData (Optional) used to sign updates to the
profile.

AdministratorSignature: KeyData (Optional) Grant access to Profile
administration key used to make changes to administrator
catalogs.

Encryption: KeyData (Optional) Grant access to ProfileUser account
encryption key



Authentication: KeyData (Optional)
Grant access to ProfileUser
account authentication key

Signature: KeyData (Optional) Grant access to ProfileUser account
signature key

11.2.30. Structure: ActivationApplication

Inherits: Activation
[No fields]

11.2.31. Structure: ActivationApplicationSsh

Inherits: ActivationApplication The SSH client key.

ClientKey: KeyData (Optional)

11.2.32. Structure:

ActivationApplicationMail

Inherits: ActivationApplication The S/Mime signature key

SmimeSign: KeyData (Optional)

SmimeEncrypt: KeyData (Optional) The S/Mime encryption key

OpenpgpSign: KeyData (Optional) The OpenPGP signature key

OpenpgpEncrypt: KeyData (Optional) The OpenPGP encryption key
11.2.33. Structure: ActivationApplicationGroup

Inherits: ActivationApplication Key or capability allowing account

AccountEncryption: KeyData (Optional) encryption keys to be created

for new members.

AdministratorSignature: KeyData (Optional) Key or capability
allowing account updates, connection assertions etc to be signed.

AccountAuthentication: KeyData (Optional) Key or capability
allowing administration of the group.

EnvelopedConnectionService: Enveloped (Optional) Signed connection
service delegation allowing the device to access the account.

11.3. Application Data
11.3.1. Structure: ApplicationEntry
Identifier: String (Optional)
11.3.2. Structure:

ApplicationEntrySsh

Inherits: ApplicationEntry



EnvelopedActivation: Enveloped (Optional)

.3.3. Structure: ApplicationEntryGroup

Inherits: ApplicationEntry

EnvelopedActivation: Enveloped (Optional) 11.3.4. Structure:

ApplicationEntryMail

Inherits: ApplicationEntry
EnvelopedActivation: Enveloped (Optional) 11.4. Data Structures

Classes describing data used in cataloged data.
.4.1. Structure: Contact

Inherits: Assertion
Base class for contact entries.

Id: String (Optional) The globally unique contact identifier.
Local: String (Optional) The local name.

Anchors: Anchor [0..Many] Mesh fingerprints associated with the
contact.

NetworkAddresses: NetworkAddress [0..Many] Network address entries

Locations: Location [0..Many] The physical locations the contact is
associated with.

Roles: Role [0..Many] The roles of the contact

Bookmark: Bookmark [0..Many] The Web sites and other online
presences of the contact

Sources: TaggedSource [0..Many] Source(s) from which this contact
was constructed.

.4.2. Structure: Anchor

Trust anchor

Udf: String (Optional) The trust anchor.

Validation: String (Optional) The means of validation.
.4.3. Structure: TaggedSource

Source from which contact information was obtained.

LocalName: String (Optional)



Short name for the contact information.
Validation: String (Optional) The means of validation.
BinarySource: Binary (Optional) The contact data in binary form.

EnvelopedSource: Enveloped (Optional) The contact data in enveloped
form. If present, the BinarySource property is ignored.

11.4.4. Structure: ContactGroup

Inherits: Contact

Contact for a group, including encryption groups.

[No fields]
11.4.5. Structure: ContactPerson

Inherits: Contact List of person names in order of preference

CommonNames: PersonName [0..Many]

11.4.6. Structure:

ContactOrganization

Inherits: Contact List of person names in order of preference

CommonNames: OrganizationName [0..Many]

11.4.7. Structure:

OrganizationName

The name of an organization

Inactive: Boolean (Optional) If true, the name is not in current

use.
RegisteredName: String (Optional) The registered name.
DBA: String (Optional) Names that the organization uses including
trading names and doing business as names.

11.4.8. Structure: PersonName

The name of a natural person

Inactive: Boolean (Optional) If true, the name is not in current
use.

FullName: String (Optional) The preferred presentation of the full
name.

Prefix: String (Optional) Honorific or title, E.g. Sir, Lord, Dr.,
Mr .
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First: String (Optional)
First name.

Middle: String [0..Many] Middle names or initials.

Last: String (Optional) Last name.

Suffix: String (Optional) Nominal suffix, e.g. Jr., III, etc.
PostNominal: String (Optional) Post nominal letters (if used).
4.9. Structure: NetworkAddress

Provides all means of contacting the individual according to a
particular network address

Inactive: Boolean (Optional) If true, the name is not in current
use.

Address: String (Optional) The network address, e.g.
alice@example.com

NetworkCapability: String [0..Many] The capabilities bound to this
address.

EnvelopedProfileAccount: Enveloped (Optional) The account profile

Protocols: NetworkProtocol [0..Many] Public keys associated with
the network address

4.10. Structure: NetworkProtocol

Protocol: String (Optional) The IANA protocol|identifier of the
network protocols by which the contact may be reached using the
specified Address.

4.11. Structure: Role

OrganizationName: String (Optional) The organization at which the
role is held

Titles: String [0..Many] The titles held with respect to that
organization.

Locations: Location [0..Many] Postal or physical addresses
associated with the role.

4.12. Structure: Location

Appartment: String (Optional)
Street: String (Optional)
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District: String (Optional)

Locality: String (Optional)

County: String (Optional) 11.4.13. Structure: Bookmark
Postcode: String (Optional)

Country: String (Optional)

Uri: String (Optional)
Title: String (Optional) 11.4.14. Structure: Reference
Role: String [0..Many]

MessageId: String (Optional) The received message to which this is
a response

ResponseId: String (Optional) Message that was generated in
response to the original (optional).

Relationship: String (Optional) The relationship type. This can be
Read, Unread, Accept, Reject.

4.15. Structure: Engagement
Key: String (Optional) Unique key.

Start: DateTime (Optional) 11.5. Catalog Entries

Finish: DateTime (Optional)

StartTravel: String (Optional) 11.5.1. Structure: CatalogedEntry
FinishTravel: String (Optional)

TimeZone: String (Optional) Base class for cataloged Mesh data.
Title: String (Optional)

Description: String (Optional)

Location: String (Optional)

Trigger: String [0..Many]

Conference: String [0..Many]

Repeat: String (Optional)

Busy: Boolean (Optional)

Labels: String [0..Many] The set of labels describing the entry
LocalName: String (Optional) User specified identifier.
Uid: String (Optional) Globaly unique identifier
5.2. Structure: CatalogedDevice
Inherits: CatalogedEntry
Public device entry, indexed under the

device ID Hello

Updated: DateTime (Optional) Timestamp, allows
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Udf: String (Optional)
UDF of the signature key of the device in
the Mesh

DeviceUdf: String (Optional) UDF of the offline signature key of
the device

SignatureUdf: String (Optional) UDF of the account online signature
key

EnvelopedProfileUser: Enveloped (Optional) The Mesh profile. Why is
this still here? This is not specific to the device.

EnvelopedProfileDevice: Enveloped (Optional) The device profile

EnvelopedConnectionService: Enveloped (Optional) Slim version of
ConnectionDevice used by the presentation layer

EnvelopedConnectionDevice: Enveloped (Optional) The public
assertion demonstrating connection of the Device to the Mesh

EnvelopedActivationAccount: Enveloped (Optional) The activation of
the device within the Mesh account

EnvelopedActivationCommon: Enveloped (Optional) The activation of
the device within the Mesh account

5.3. Structure: CatalogedSignature

Inherits: CatalogedEntry
Cataloged Signature

[No fields]
5.4. Structure: CatalogedPublication

Inherits: CatalogedEntry
A publication.

Id: String (Optional) Unique identifier code

Authenticator: String (Optional) The witness key value to use to
request access to the record.

EnvelopedData: DareEnvelope (Optional) Dare Envelope containing the
entry data. The data type is specified by the envelope metadata.

NotOnOrAfter: DateTime (Optional) Epiration time (inclusive)

5.5. Structure: CatalogedCredential
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Inherits: CatalogedEntry
Protocol: String (Optional) Specifies the client identification key

Service: String (Optional)

Username: String (Optional) Means of authenticating the host key
Password: String (Optional)

ClientAuthentication: KeyData [0..Many] 11.5.6. Structure:
HostAuthentication: KeyData [0..Many] CatalogedApplicationSsh

Inherits: CatalogedApplication The S/Mime encryption key
ClientKey: KeyData (Optional)
11.5.7. Structure: CatalogedNetwork

Inherits: CatalogedEntry

Protocol: String (Optional) 11.5.8. Structure: CatalogedContact
Service: String (Optional)

Username: String (Optional)

Password: String (Optional)

Inherits: CatalogedEntry Unique key.

Key: String (Optional)

Self: Boolean (Optional) If true, this catalog entry is for the
user who created the catalog.

5.9. Structure: CatalogedAccess

Inherits: CatalogedEntry
[No fields]

5.10. Structure: Capability

Id: String (Optional) The identifier of the capability. If this is
a cryptographic capability, this is the KeyIdentifier of the
primary key that was shared. If this is an access capability,
this is the KeyIdentifier of the authentication key being
authorized for access.

Active: Boolean (Optional) The authentication mode: Device,
Issued: Integer (Optional) Account, PIN
Mode: String (Optional)
Udf: String (Optional) Identifies the authentication credential.
For a device, this is the authentication key
identifier, for an account, the profile identifier, for a PIN,
the locator value of the PIN.

Witness: String (Optional) The verification value used to perform
proof of knowledge of the secret.

5.11. Structure: NullCapability

Inherits: Capability
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[No fields]
5.12. Structure: AccessCapability

Inherits: Capability Access rights associated with the key

Rights: String [0..Many]

EnvelopedCatalogedDevice: Enveloped (Optional) Digest value used to

CatalogedDeviceDigest: String (Optional) signal updates to
envelope

5.13. Structure: PublicationCapability

Inherits: Capability Selector allowing a specific document to be
Identifier: String (Optional) requested.

Digest: String (Optional) Document digest, this allows a status/
claim request to request an update to be returned only if the
document has changed.

Data: Binary (Optional) The published document.
5.14. Structure: CryptographicCapability

Inherits: Capability The key that enables the capability

KeyData: KeyData (Optional)

GranteeAccount: String (Optional) One or more enveloped key shares.
GranteeUdf: String (Optional)

EnvelopedKeyShare: Enveloped (Optional) 11.5.15. Structure:

CapabilityDecrypt
Inherits: CryptographicCapability
The corresponding key is a
decryption key
[No fields]

5.16. Structure: CapabilityDecryptPartial

Inherits: CapabilityDecrypt
The corresponding key is an encryption
key

[No fields]

.5.17. Structure: CapabilityDecryptServiced

Inherits: CapabilityDecrypt
The corresponding key is an encryption
key

AuthenticationId: String (Optional)



UDF of trust root under which request to use a serviced
capability must be authorized. [Only present for a serviced
capability]

11.5.18. Structure: CapabilitySign
Inherits: CryptographicCapability
The corresponding key is an
administration key
[No fields]
11.5.19. Structure: CapabilityKeyGenerate
Inherits: CryptographicCapability
The corresponding key is a key
that may be used to generate key shares.
[No fields]
11.5.20. Structure: CapabilityFairExchange
Inherits: CryptographicCapability
The corresponding key is a

decryption key to be used in accordance with the Micali Fair
Electronic Exchange with Invisible Trusted Parties protocol.

[No fields]
11.5.21. Structure: NamedService
Prefix: String (Optional) The IANA service name (e.g. dns)

Mapping: String (Optional) Optional name mapping, (e.g.
alice@example.com -> alice.pmesh)

Endpoints: String [0..Many] The service endpoints. This MAY be
specified as a callsign (@alice), a DNS address (example.com), an
IP address (10.0.0.1) or a fully qualified URI.

11.5.22. Structure: ServiceAccessToken

Inherits: NamedService Session initiation token
Token: Binary (Optional)
SharedSecret: Binary (Optional) Session shared secret

11.5.23. Structure: CatalogedBookmark
Inherits: CatalogedEntry

Uri: String (Optional)
Title: String (Optional)



Comments: String [0..Many]
User comments on bookmark entry

11.5.24. Structure: CatalogedTask

Inherits: CatalogedEntry Unique key.

EnvelopedTask: Enveloped (Optional)

Title: String (Optional) 11.5.25. Structure:
Key: String (Optional) CatalogedApplication

Inherits: CatalogedEntry Enveloped keys for use with Application
Default: Integer (Optional)

Key: String (Optional) Escrow entries for the application.
Grant: String [0..Many]

Deny: String [0..Many] 11.5.26. Structure: CatalogedMember
EnvelopedCapabilities: DareEnvelope [0..Many]

EnvelopedEscrow: Enveloped [0..Many]

ContactAddress: String (Optional)

MemberCapabilityId: String (Optional) 11.5.27. Structure:
ServiceCapabilityId: String (Optional) CatalogedGroup
Inherits: CatalogedEntry

Inherits: CatalogedApplication The connection allowing control of
EnvelopedConnectionAddress: Enveloped (Optional) the group.

EnvelopedProfileGroup: Enveloped (Optional) The Mesh profile

EnvelopedActivationCommon: Enveloped (Optional) The activation of
the device within the Mesh account

11.5.28. Structure: CatalogedApplicationMail

Inherits: CatalogedApplication The S/Mime signature key
AccountAddress: String (Optional)

InboundConnect: String (Optional) The S/Mime encryption key
OutboundConnect: String (Optional)

SmimeSign: KeyData (Optional) The OpenPGP signature key
SmimeEncrypt: KeyData (Optional)
OpenpgpSign: KeyData (Optional)
OpenpgpEncrypt: KeyData (Optional)

The OpenPGP encryption key

11.5.29. Structure:
CatalogedApplicationNetwork

Inherits: CatalogedApplication
[No fields]

11.5.30. Structure: MessageInvoice

Inherits: Message
[No fields]



11.5.31. Structure: CatalogedReceipt

Inherits: CatalogedEntry
[No fields]

11.5.32. Structure: CatalogedTicket

Inherits: CatalogedEntry
[No fields]

11.6. Publications
11.6.1. Structure: DevicePreconfigurationPublic
EnvelopedProfileDevice: Enveloped (Optional) The device profile
Hailing: String [0..Many] A list of URIs specifying hailing
transports that may be used to initiate a connection to the
device. This allows a device to specify that it can be reached by
WiFi transport to a particular private SSID, or by Bluetooth, IR
etc. etc.
11.6.2. Structure: DevicePreconfigurationPrivate
Inherits: DevicePreconfigurationPublic
A data structure that is

passed

EnvelopedConnectionDevice: Enveloped (Optional) The device
connection

EnvelopedConnectionService: Enveloped (Optional) The device
connection

ConnectUri: String (Optional) The connection URI. This would
normally be printed on the device as a QR code.

11.7. Messages
11.7.1. Structure: Message
MessageId: String (Optional) Unique per-message ID. When
encapsulating a Mesh Message in a DARE envelope, the envelope
EnvelopeID field MUST be a UDF fingerprint of the MessageIld

value.

Sender: String (Optional) 11.7.2. Structure: MessageError
Recipient: String (Optional)

Inherits: Message
ErrorCode: String (Optional) 11.7.3. Structure: MessageComplete



Inherits: Message

References: Reference [0..Many]
11.7.4. Structure:

MessageValidated

Inherits: Message Enveloped data that is authenticated by means of
AuthenticatedData: DareEnvelope (Optional) the PIN

ClientNonce: Binary (Optional) Nonce provided by the client to
validate the PIN

PinId: String (Optional) Pin identifier value calculated from the
PIN code, action and account address.

PinwWitness: Binary (Optional) Witness value calculated as KDF
(Device.Udf + AccountAddress, ClientNonce)

11.7.5. Structure: MessagePin

Account: String (Optional) If true, authentication against the PIN

Inherits: Message code is sufficient to complete the associated

Expires: DateTime (Optional) action without further authorization.

Automatic: Boolean (Optional)

SaltedPin: String (Optional) PIN code bound to the specified
action.

Action: String (Optional) The action to which this PIN code is
bound.

Roles: String [0..Many] The set of rights bound to the PIN grant.
11.7.6. Structure: RequestConnection

Connection request message. This message contains the information

Inherits: MessageValidated

AccountAddress: String (Optional) 11.7.7. Structure:

AcknowledgeConnection

Connection request message generated by a service on receipt of a
valid MessageConnectionRequestClient

Inherits: Message The client connection request.
EnvelopedRequestConnection: Enveloped (Optional)
ServerNonce: Binary (Optional) 11.7.8.
Witness: String (Optional) Structure: RespondConnection

Respond to RequestConnection message to grant or refuse the
connection request.

Inherits: Message
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Result: String (Optional)
The response to the request. One of
"Accept", "Reject" or "Pending".

CatalogedDevice: CatalogedDevice (Optional) The device information.
MUST be present if the value of Result is "Accept". MUST be
absent or null otherwise.

7.9. Structure: MessageContact

Inherits: MessageValidated If true, requests that the recipient
Reply: Boolean (Optional) return their own contact information in
reply.

Subject: String (Optional) Optional explanation of the reason for
the request.

PIN: String (Optional) One time authentication code supplied to a
recipient to allow authentication of the response.

7.10. Structure: GroupInvitation

Inherits: Message
Text: String (Optional) 11.7.11. Structure: RequestConfirmation

Inherits: Message
Text: String (Optional) 11.7.12. Structure: ResponseConfirmation

Inherits: Message
Request: Enveloped (Optional) 11.7.13. Structure: RequestTask
Accept: Boolean (Optional)

Inherits: Message
[No fields]

7.14. Structure: MessageClaim

Inherits: Message

PublicationId: String (Optional) 11.7.15. Structure: ProcessResult
ServiceAuthenticate: String (Optional)

DeviceAuthenticate: String (Optional) Report result of message
Expires: DateTime (Optional) processing.

Inherits: Message The error report code.

Success: Boolean (Optional)

ErrorReport: String (Optional) 11.7.16. Structure:
ProcessResultNotSupported

The message type is not supported.

Inherits: ProcessResult
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[No fields]
7.17. Structure: ProcessResultNotFound

Inherits: ProcessResult
[No fields]

Security Considerations
The security considerations for use and implementation of Mesh

services and applications are described in the Mesh Security
Considerations guide [draft-hallambaker-mesh-security].

IANA Considerations

All the IANA considerations for the Mesh documents are specified in
this document
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