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Abstract

This specification defines the Generic UDP Encapsulation (GUE)
checksum and an associated header option. This checksum covers the
GUE header, IP addresses, UDP ports, and optionally all or part of
the encapsulated payload. It provides verification of protocol header
elements, and is particularly relevant in the case where the UDP
checksum is set to zero.
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Introduction

The UDP checksum provides a method to detected corrupted packets
[RECO768]. The covered checksum includes a pseudo header consisting
of IP addresses, payload length, and protocol number (17 for UDP).
The pseudo header checksum protects against misdelivery due to
corrupted IP addresses, as well as some other issues occurring when
the IP header is corrupted. The IPv4 header contains its own header
checksum, however IPv6 does not. In the latter case there is
motivation when using UDP to enable the UDP checksum to protect
against misdelivery due to address corruption.

For UDP tunnels, there may be performance disadvantages in enabling
the UDP checksum. This may, for instance, be an issue in switch
hardware which might only have access to a limited portion of the
packet for inspection. Therefore, there is motivation to use zero
checksums with UDP tunneling. The requirements and applicability of
using zero UDP checksums with IPv6 are in RFC 6935 [RFC6935] and RFC
6936 [RFC6936].

In this document we define the Generic UDP Encapsulation [GUE]
checksum. This provides a checksum that covers the GUE header and a
GUE pseudo header. The GUE pseudo header includes the corresponding
IP addresses as well as the UDP ports of the encapsulating headers.
This checksum should provide adequate protection against address
corruption in IPv6 when the UDP checksum is zero. Additionally, the
GUE checksum provides protection of the GUE header when the UDP
checksum is set to zero with either IPv4 or IPv6. In particular, the
GUE checksum can provide protection for some sensitive data, such as
the virtual network identifier [GUENVO3], which when corrupted could
lead to misdelivery of the packet.

The GUE header checksum may optionally cover all or part of the
encapsulated payload. This is similar to the model of UDP-Lite
[REC3828] where an additional field indicates the portion of the
payload that is covered in the checksum.

Option format

The GUE header checksum is sent in an optional field in the GUE
header. The format of the GUE checksum option field is:

0 1 2 3
©01234567890123456789012345678901
ottt -t-tot-t-t-t-t-t-t-d-F-t-t-F-t-t-t-F-t-t-t-F-F-t-F-F-+-+-+
| Checksum | Payload coverage |
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
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0 Checksum: GUE checksum. This checksum covers the GUE header,
GUE pseudo header, and optionally all or part of the payload

(encapsulated p

acket).

o Payload coverage: Number of bytes of payload to cover in the
checksum. Zero indicates that the checksum only covers the GUE
header and GUE pseudo header. If the value is greater than the

encapsulated payload length,

payload length

The format of the checksum option within the GUE header is:

0

is UDP_length - 12 - (Hlen * 4).

1 2

the packet must be dropped. The

012345678901 23456789012345678901
B s S ST P S S S k o SIS APPSRy i Sy S

| Source port

| Destination port

B s st T e SPE U S Sy S S s o S S

| Length | Checksum
+-t-t-t-t-F-t-t-F-F-t-F-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
|ox0|C| Hlen | Proto/ctype |V|SEC|K| Flags

IPI

B S s st T o e S T ot o S S

|
~ VNI

and Security fields (optional)

Fot-tott-t-t-t-t-t-F -ttt -ttt -ttt -ttt -F-F-F-F+-+-+

| Checksum

| Payload coverage

B S e e ST S s T S e R stSt SPEP S S

Private flags(optional)

e

Private fields (optional)

T

the

o K bit - Indicates presence of the checksum and payload coverage

fields.
3 Operation

3.1. Requirements

The GUE header checksum must be set on transmit when using a zero UDP

checksum with IPv6.

The GUE header checksum must be set when the UDP checksum is zero for
IPv4 if the GUE header includes data that when corrupted can lead to
misdelivery or other serious consequences, and there is no other
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mechanism that provides protection (no security field for instance).
Otherwise the GUE header checksum should be used with IPv4 when the
UDP checksum is zero.

The GUE header checksum should not be set when the UDP checksum is
non-zero. In this case the UDP checksum provides adequate protection
and this avoids convolutions when a packet traverses NAT that does
address translation (in that case the UDP checksum is required).

3.2. GUE pseudo header

The GUE pseudo header checksum is included in the GUE checksum to
provide protection for the IP and UDP header elements which when
corrupted could lead to misdelivery of the GUE packet. The GUE pseudo
header checksum is similar to the standard IP pseudo header defined
in [RECO768] and [RFC0793] for IPv4, and in [RFC2460] for IPv6.

The GUE pseudo header for IPv4 is:

+-t-t-t-t-F-t-t-F-F-t-F-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
| Source Address |
-ttt -ttt -F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
| Destination Address |
+-t-t-t-t-F-t-t-t-F-t-t-F-F-t-t-F-F-F-F-F-F-F-t-F-F-F-F-F-+-+-+-+
| Source port | Destination port |
+ot-t-t-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+

The GUE pseudo header for IPv6 is:

FotodototototototototototototoFototototoFototototot-Fot-tot-+-+

Source Address

e S S s b o ST S Sy S S Sy Sy Sy S S S L o r e o

Destination Address

—_— + — 4+ — + — F — + — + — 4+ —

Fot-t-t-t-F-F-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
Source port Destination port |

+ -
|
+
|
+
|
+
|
+-
|
+
|
+
|
+
|
+-
|
Fodbototototototodb oottt ototod oottt ottt ottt ob oottt
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Note

that the GUE pseudo header does not include payload length or

protocol as in the standard IP pseudo headers. The length field is
deemed unnecessary because:

(6]

If the length is corrupted this will usually be detected by a
checksum validation failure on the inner packet.

Fragmentation of packets in a tunnel should occur on the inner
packet before being encapsulated. GUE packets are not expected
to be fragmented when using IPv6. See RFC6936 for considerations
of payload length and IPv6 checksum.

0o A corrupted length field in itself should not lead to

misdelivery of a packet.

o Without the length field, the GUE pseudo header checksum is the

same for all packets of flow. This is a useful property for
optimizations such as TCP Segment Offload (TSO).

3.3. Checksum computation

The GUE checksum is computed and verified following the standard
process for computing the Internet checksum [REC1071]. Checksum
computation may be optimized per the mathematical properties
including parallel computation and incremental updates.

3.4. Transmitter operation

The procedure for setting the GUE checksum on transmit is:

1)

2)

3)

4)

5)

Create the GUE header including the checksum and payload
coverage fields. The checksum field is initially set to zero.

Calculate the 1's complement checksum of the GUE header from
the start (GUE version) through the its length as indicated in
GUE Hlen.

Calculate the checksum of the GUE pseudo header for IPv4 or
IPVG6.

Calculate checksum of payload portion if payload coverage is
enabled (payload coverage field is non-zero). If the length of
the payload coverage is odd, logically append a single zero
byte for the purposes of checksum calculation.

Add and fold the computed checksums for the GUE header, GUE
pseudo header and payload coverage. Set the result in the GUE
checksum field.
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3.5. Receiver operation

[

(S}

6

If the GUE checksum is option is present, the receiver must validate
the checksum before processing any other fields or accepting the
packet.

The procedure for verifying the checksum is:

1)

2)

3)

4)

5)

If the payload coverage length is greater than the length of
the encapsulated payload then drop the packet. The length of
the encapsulated payload is: UDP_length - 12 - (Hlen * 4).

Calculate the checksum of the GUE header from the start of the
header to the end as indicated by Hlen.

Calculate the checksum of the appropriate GUE pseudo header.

Calculate the checksum of payload if payload coverage is
enabled (payload coverage is non-zero). If the length of the
payload coverage is odd logically append a single zero byte for
the purposes of checksum calculation.

Sum the computed checksums for the GUE header, GUE pseudo
header, and payload coverage. If the result is all 1 bits (-0
in 1's complement arithmetic), the checksum is valid and the
packet is accepted; otherwise the checksum is considered
invalid and the packet must be dropped.

Security Considerations

The checksum option is only a mechanism for corruption
detection, it is not a security mechanism. To provide integrity
checks or authentication of the GUE header, the GUE security
option should be used [GUESEC].

IANA Considerations

There are no IANA considerations in this specification. One of
the GUE reserved flag bits is allocated to indicate presence of
the checksum field.
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