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Abstract

This document describes the NSIS Signaling Layer protocol (NSLP) for
network traffic authorization on the Internet, the Permission-Based
Sending (PBS) NSLP. This NSLP aims to prevent Denial-of-Service
(DoS) attacks and other forms of unauthorized traffic. PBS NSLP is
based on a hybrid approach: a proactive approach of explicitly
granting permissions and a reactive approach of monitoring and
countering attacks. Signaling installs and maintains the permission
state of routers for a data flow. A monitoring mechanism provides a
second line of defense against attacks. PBS NSLP uses two security
mechanisms: message security for protecting the integrity of the
message on end-to-end traffic and channel security for protecting the
integrity and confidentiality between adjacent nodes. To
authenticate data packets, the PBS NSLP requests a sender to use an
existing security protocol, the IPsec Authentication Header (AH).
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1.

Introduction

This document defines an NSIS Signaling Layer Protocol (NSLP) for
network traffic authorization to prevent Denial-of-Service (DoS)
attacks and other forms of unauthorized traffic, the Permission Based
Sending (PBS) NSLP. PBS NSLP is within the signaling application
layer of the NSIS protocol suit which is described in [REC4080].

In the PBS NSLP, a sender of IP data packets first has to receive
permission from the intended receiver before it injects any packets
into the network. The term "permission" represents the authority to
send data. Therefore, unauthorized packets without permission and
attack packets that exceed the permission given to the flow are
dropped at the first router that is aware of the PBS NSLP. By
default, routers only forward packets that are covered by a
permission or may be rate-limited to a very small volume for high-
assurance networks. The PBS NSLP has a network traffic monitoring
mechanism, the PBS Detection Algorithm (PDA). In PDA, the periodic
signaling messages are used to detect the attack flows. PDA provides
the second line of defense against malicious traffic, which may have
circumvented the permission-based mechanism. If it detects attacks,
the signaling message triggers a reaction against the detected
attack.

The PBS NSLP exploits the General Internet Signaling Transport (GIST)
[REC5971] that delivers the signaling messages along the data path to
configure permission state of routers for a data flow. The message
security (public key cryptography) is used to protect messages from
being modified by attackers. The channel security (TLS and DTLS) is
used to distribute a shared key for IPsec of data packets to the
routers along the data path. The IPsec Authentication Header (AH) is
used for authentication of the data packets.

Below, Section 4 gives an overview of the design. The PBS NSLP
architecture is presented in Section 5. Section 6 describes the PBS
NSLP operation. Section 7 presents the security of the message. The
PBS detection algorithm is described in Section 8. Section 9
describes PBS NSLP message and object formats. Section 10 describes
security considerations.
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2. Requirements Notation

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].
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3. Terminology
The terminology defined by GIST [RFC5971] are used in this document.
In addition, the following terms are used:
Attack: Denial-of-Service (DoS) attack.

Permission: The authority to send data. It is granted by a intended
receiver who receives a request from a sender.

Trustworthy network: Routers are trusted and are not compromised. 1In
this, DoS attacks from end users are not considered.

Byzantine network: Neither the sender nor the routers are trusted.
On-path: The data flow path.

On-path attacker: An attacker on on-path, such as a compromised
router.

Off-path attacker: An attacker who inserts packets into the data
path, but is not located on the data path himself.

Packet drop attack: An on-path attacker that drops legitimate
packets.

PBS NE: NSIS Entity (NE) that supports the functions of PBS NSLP.

Flow identifier: A descriptor of data flow. The information in the
flow identification are source IP address, destination IP address,
protocol identifier, and source and destination port numbers.


https://datatracker.ietf.org/doc/html/rfc5971
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4. Design Overview

There are four design requirements: robust, secure, scalable, and
able to deflect DoS attacks.

4.1. Robust system

The PBS NSLP should be robust for changes of state. Soft-state
supports the robustness of the system. Thus, the permission state is
periodically refreshed by signaling messages. At the absence of the
state refresh, the permission state is eliminated. The periodic
refreshing of the state guarantees the awareness of changes of the
permission state and data path.

'S

.2. Secure system

The permission state setup and management should be secure. The
signaling messages that install and modify the permission state and
distribute cryptography keys should not be forgeable. PBS NSLP uses
message and channel security to protect authentication and integrity
of messages. The authentication and integrity of the data messages
should be guaranteed. PBS NSLP requests to use IPsec to protect the
authentication and integrity of data message.

4.3. Scalable system

PBS NSLP should be scalable to be applicable in high-speed and large
scale networks. PBS NSLP functionality does not need to be
implemented in all routers. Thus, some of the routers that have PBS
NSLP functionality should properly handle the authorization of data
flows. 1In addition, the computational and signaling overhead should
be small for scalability.

4.4. Defense against DoS attacks

The PBS NSLP should properly prevent DoS attacks in various network
environments. The PBS NSLP uses the hybrid approach of proactive and
reactive approaches. This hybrid approach can compensate the

disadvantages of both approaches and accelerate the advantages of
both approaches.

4.4.1. Proactive Approach

A recelver grants a sender a permission that represents an authority
to send data. Therefore, data packets are categorized into two
types; authorized packets and unauthorized packets. In the closed
network in which all end users have a PBS NSLP functionality, the
unauthorized packets without permission are dropped at the first
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router by default. In the open Internet in which some end users do
not have a PBS NSLP functionality, the flows from the end users who
do not have a PBS NSLP functionality are rate-limited by default.
This explicit permission can control resources on the path from a
sender to a receiver. This permission for each flow mitigates the
attacks since the attacker cannot exceed the spoofed permission.

4.4.2. Reactive Approach

Even though the attack flow does not have permission, the attack flow
might spoof the permission. Therefore, we need to monitor the
traffic flow and react against the detected attack. The PBS NSLP has
a detection algorithm called PBS Detection Algorithm (PDA). Based on
the detection, the PBS NSLP triggers the reaction against the
attacks. The details of the PDA are described in Section 8.
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5. PBS NSLP Architecture

The PBS NSLP architecture has three components: on-path (path-
coupled) signaling, authorization, and traffic management. Figure 1
shows the PBS NSLP architecture.

oo +

| On-path signaling |

I + | S +

| | PBS NSLP | ***xxxxkxkxxxxk | Aythorization |

| | Processing | | Fom e +

| - - + | *

I (I I *

I * I I *

| - + | *

| | NTLP (GIST) | | *

| | Processing | | *

| - - + | *

I I I *

oo - - + *

*
*

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo o +
< L ->] Traffic Management < .->
====>| | ====>

o oo e e e e e e e e e e e e e e e e e e e e e e e e mmmemo oo +

< -.- > = signaling flow
======> = data flow
¥**xx%%x = configuration

Figure 1: PBS NSLP architecture
5.1. On-path Signaling

On-path signaling installs and maintains permission state, monitors
attacks, and triggers the authentication mechanism. The NTLP (GIST)
[REC5971] handles all incoming signaling messages and it passes the
signaling messages related to the PBS NSLP. The delivery of
signaling messages is handled using a peer-to-peer approach. Thus,
each PBS NE forwards the signaling message to the next PBS NE when it
receives the PBS NSLP message.

5.2. Authorization

The authorization component decides the granting of permission
(amount of volume) for a flow. One of main objectives of this
component is to detect and identify the attack. The authorization
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component also decides the solution against an attack. There are
three solutions: IPsec AH using symmetric cryptography algorithm,
IPsec AH using public key cryptography algorithm, and changing the
flow path. The details of the detection of and solution against the
attack are described in Section 8.

5.3. Traffic Management

The traffic management component handles all incoming packets,
including signaling messages and data packets. It passes signaling
messages up to NTLP (GIST). Based on the permission state of flows,
the traffic manager screens the data packets to see whether the data
packets are authorized. An IP packet filter is used to filter the
unauthorized packets. To see whether the flow exceeds the given
permission, this component monitors the volume of the data flow that
it has received since the permission state was set up. The
authentication of packets is verified by this component.



Hong & Schulzrinne Expires April 17, 2014 [Page 10]



Internet-Draft PBS NSLP: Network Traffic Authorization October 2013

6. PBS NSLP Operation

o

.1. Basic Operation

PBS NSLP follows NSIS framework [RFC4080]. Thus, it works on top of
the GIST (the implementation of the NTLP). There are two message
types in the PBS NSLP, namely Query (Q) and Permission (P) messages.
The Query message is sent by a sender to request permission to send
data, specifying the volume of data. It contains the flow
identification object, 5-tuple (source IP address, destination IP
address, source port, destination port, and protocol identifier),
describing a data flow. The Permission message is sent by the
receiver who grants the permission to the sender along the reverse
path of the Query message. The reverse path is set up by the GIST
reverse routing state. The Permission message is used to set up
(grant), remove (revoke) and modify permission state for a flow. The
Permission message contains the flow identification, the allowed
volume in bytes, the time limit for the permission, and the refresh
time for soft-state. PBS NE stores this information to keep track of
permission states. The delivery of signaling messages is performed
hop-by-hop between the adjacent PBS NEs. The Query and Permission
messages are periodically transmitted to establish soft-state that
enables the detection of permission state and security algorithm
changes.

Figure 2 shows how permissions are set up between a sender and a
receiver. A sender sends a receiver a Query message to request a
permission. The receiver returns a Permission messages to allow
incoming data packets. After the permission state is set up between
the sender and the receiver, the sender can send the allowed volume
of data to the receiver during the time interval specified. The
sender and receiver periodically sends Query and Permission messages
after each soft-state period T.
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Sender

I
| Q (FID, RV)

|P (FID, AV, TTL,

FID
RV
AV
TTL
RT

PBS NE PBS NE Receiver
I
I
I

[P (FID, AV, TTL, RT) |< =-----cmmmmmmmm - +
RT) |< ------mmmmmmmmme oo +

|P (FID, AV, TTL, RT) |< =cccmmcmmmoaaaaoo +
3 1 Y s +

Flow identification

The volume of data that the sender requests
The volume of data that the receiver grants
Time limit for the permission

Refresh time for soft-state

Figure 2: Basic operation of PBS NSLP

6.2. Asymmetric Operation

The PBS NSLP supports the asymmetric transmission of Query/Permission
messages. After the permission state is set up, if the receiver
wants to change the permission state or security algorithm, it sends
the Permission message without receiving the Query message.
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7.

Security of Messages

For secure permission state setup and management, PBS NSLP uses a
public key cryptography mechanism for the authentication and
integrity of signaling messages. Each sender and receiver generates
a public/private key pair, and generates a digital signature by
encrypting the objects of signaling messages using its own private
key (i.e., the sender encrypts the objects of the Query message and
the receiver encrypts the objects of the Permission message). Each
public key in the form of the X.509 certificate [RFC5280], which is
certified by a certificate authority, is distributed by a signaling
message to the PBS NEs. The certificate is used to bind a public key
and a user name (which includes the common name, an email address and
an IP address). The Query message carries the sender's public key
and the Permission message carries the receiver's public key. To
validate the authentication and integrity of the signaling messages,
each PBS NE decrypts the digital signature using the distributed
public key. The sequence number of the PBS NSLP message is used to
prevent replay attacks.

For the authentication and integrity of data packets, the IPsec
Authentication Header (AH) is used. The Permission message carries
the shared key and security parameter index (SPI), which are
generated by the receiver and will be used for IPsec. When each PBS
NE receives the Permission message, it stores the shared key and
installs the security association (SA). For each flow, the SA has
field values for destination IP address, IPsec protocol (AH or ESP)
and SPI. To securely deliver the key and SPI value, channel security
(TLS or DTLS) is used between adjacent PBS NEs. PBS NSLP
functionality allows PBS NEs to validate the IPsec header that uses
transport mode between the two end hosts (sender and receiver) using
the shared key.

For the authentication data field in IPsec AH, the sender uses
symmetric key cryptography or public key cryptography. In symmetric
key cryptography, the shared symmetric key that is delivered in the
Permission message is used for the encryption. The public key
cryptography method entails using the sender's private key for
encryption. The receiver has the right to choose a cryptography
algorithm for IPsec based on the policy, network and applications,
and this notification is carried in the Permission message.

Figure 3 shows the secure two-way handshakes for permission state
setup and how PBS NSLP can prevent attack flows. The authentication
field is encrypted by one's private key. The defense object (DF) has
the indicated solution against the attack, the cryptographic
algorithm for the IPsec authentication field, a shared key, and SPI
value. Since the attacker does not have the shared key, the attack
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flow failed during IPsec verification.
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Flow identification
The volume of data that the sender requests
The volume of data that the receiver grants
Time limit for the permission
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The certificate of a public key
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Figure 3: Basic operation of prevention
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8. PBS Detection Algorithm (PDA)

Routers that do not have PBS functionality cannot generate bogus data
packets because they do not have the shared key. A compromised PBS
NE that knows the shared key, however, can generate and insert attack
packets when symmetric key cryptography is used in IPsec AH.
Furthermore, an off-path attacker (i.e., external attacker) might
obtain the shared key by controlling compromised PBS NEs. 1In
addition, compromised routers, which may or may not be PBS NEs, can
drop legitimate packets. To prevent these attacks in this Byzantine
network, PBS NSLP requires monitoring of network traffic and
detecting attacks. The detection algorithm is called the PBS
Detection Algorithm (PDA). PDA uses a soft-state mechanism of PBS
NSLP, where a sender periodically sends the Query message that
contains the volume of data it has sent after permission was granted.
The receiver compares the volume of data in the signaling message
with the volume of data that has been received. If they differ, the
receiver suspects that there is an attack. Based on the detection, a
receiver requests the senders to respond to the attack (using methods
like changing the encryption algorithm or changing the path) using
the indication in the Permission message.

o)

.1. Basic Operation of PDA

Figure 4 shows the example of the PDA basic operation. The first two
signaling messages (Query and Permission messages) are used to set up
the permission state for a flow between the sender and the receiver.
We assume that the receiver grants permission to the sender to send a
flow of size 10 MB. After setting up the permission state, the
sender sends data packets whose total volume is 1 MB. There is an
attacker A who spoofs the sender's address and has the shared key,
and it sends additional attack packets whose total volume is 2 MB
with the correct IPsec header. After the soft-state period T, the
sender sends a Query message indicating that it has sent 1 MB of
data. The receiver can detect the attack by comparing the volume (1
MB) in the Query message and total volume of data (3 MB) that it has
received. After the receiver detects the attack, it sends the
Permission messages with an indication to use public key cryptography
to generate the authentication field of IPsec header. After that,
the attack packets are dropped at a PBS NE because of the IPsec
verification failure.
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Sender PBS NE PBS NE Receiver
I
I
I

I

|

I

| =====================oooooosoo oo oo oo oo oo oo s oo s s mes> |

I I I I

I I I I

T | I I I

[ Attacker Attack flow (size = 2 MB) / IPsec (symm key) |
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|1 I I I

|1 I I |

|1 I I I
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V| Q(sv=1MB) I I

B > | Q (SV = 1 MB) | |

| R >| Q (SV = 1 MB) |

I I oo >|

[ | [P (public key crypto) |

[ |P(public key crypto) |< -----------cmn---- +
|P (public key crypto)|< --------c-mmmmmon-- +

RV : The volume of data that the sender requests
AV : The volume of data that the receiver grants
SV : The volume of data that the sender has sent

Figure 4: Basic operation of PBS detection algorithm (PDA)
8.2. Example of Detecting a Packet Drop Attack (Black Hole Attack)

Drop attack is one of the on-path attacks. It is also known as the
black hole attack. A compromised router drops all packets (including
signaling messages) or selected packets (e.g., every n packets). PDA
can detect the packet dropping attacks by a compromised router.



Hong & Schulzrinne Expires April 17, 2014 [Page 16]



Internet-Draft

8.2.1. Drop All Packets

8.2.2. Drop Selected Packets (Drop Only Data Packets)

2

2

PBS NSLP: Network Traffic Authorization

As shown in Figure 5, when a compromised router drops all packets,
since the sender does not receive a Permission message after two
tries, the sender suspects that the packets have been dropped.
Therefore, the sender changes the path. To change the path, the
sender can use a relay node used for tunneling or path diversity by

October 2013

multihoming.

Sender PBS NE Attacker Receiver
I | | |
I Query | | |

————— S R Query |
AU - > | |
[ | | |
[ | | |
T.0. | | | |
[ | | |
[ | | |
v Query | | |

————— TS| Query |
AU oo e - - >| |
[ | | |
[ | | |
T.0. | | | |
[ | | |
[ | | |
Vo | | |
----- + | | |

(Change path)

Figure 5: Drop all packets (signal and data packets)

As shown in Figure 6, when a compromised router drops some data
packets, the amount of volume (0 byte in the figure) that the

receiver has received and the volume information (1 MB) in the Query

message differ, so the receiver suspects that packets have been
dropped and sends a Permission message indicating a request to change

path.

Data packet loss due to natural causes is also possible, and this is

not an attack. Because of PDA, the natural packet loss might be
regarded as a dropping attack. To avoid this, we apply a threshold-
based decision scheme. If the difference between the amount of

delivered packets and the volume information in the Query message is

within a defined threshold,

this is not regarded as a dropping
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attack. The threshold value can be defined by the receiver based on
the network environment. PDA can also detect the heavy congestion
link where there is significant packet loss.

Sender PBS NE Attacker Receiver

R >| Q (RV = 10 MB) | |
A R > | Q (RV = 10 MB) |
| | R EREEEREEEEE >|
| | | P (AV =10 MB) |
| ] | P (AV = 10 MB) [< == - +
|| P (AV = 10 MB)  |< ----mmmmmmmmmmmoao - + |
| 1S mmmmm e + | |
| | Data flow (size = 1 MB) | |
| |s=========================================>X |
|| I I I
I I I I
T | I I I
I I I I
|| I I I
|| I I I
|| I I I
|| I I I
|| I I |
|| I I I
vV Q (SV =1 MB) I I I
B > | Q (SV = 1 MB) | |
| L >| Q (SV = 1 MB) |
I I L >|
[ | | P (change the path) |
[ | P (change the path) |< ----------------- +
| P (change the path) |< ------------------- +
I
I

RV : The volume of data that the sender requests
AV : The volume of data that the receiver grants
SV : The volume of data that the sender has sent

Figure 6: Drop only data packets
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9.

9

9.2.1. Query

9.2.2. Permission

PBS NSLP Messages Format

A PBS NSLP message consists of a common header and type-length-value
(TLV) objects.

.1. Common Header

All PBS NSLP messages carry a common header. The Figure 7 shows the
common header format.

0 1 2 3
©1234567890123456789012345678901
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
| Message Type | Reserved | Reserved |
B e T S S b a s s o s e e S

Figure 7: Common PBS NSLP Header
The fields in the common header are the following.
Message type (8 bits):

0 1=Query

0 2=Permission

.2. Message Formats

Query message is used to request permission and monitor traffic flow.

Query = Common Header / Flow Identification / Message Sequence Number
/ Requested Volume / Sent Volume / Public Key Certificate /
Authentication Data

Permission message is used to set up, remove, and modify permission
state for a flow.

Permission = Common Header / Flow Identification / Message Sequence
Number / Allowed Volume / TTL / Refresh Time / Public Key Certificate
/ Defense / Authentication Data
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9.3.

Object Format

PBS NSLP objects begin with the common object header. The Figure 8
shows the common object header format.

0 1 2 3
©1234567890123456789012345678901
+ot-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-F-+-+-+
|[A|B|r|r| Object Type |r|r|r]|r] Length |
+-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-F-F+-+-+-+

Figure 8: Common Object Header
Object Type (8 bits): The type of the object.

AB=00 ("Mandatory"): If the object is not understood, the entire
message containing it MUST be rejected, and an error message sent
back.

AB=01 ("Ignore"): If the object is not understood, it MUST be deleted
and the rest of the message processed as usual.

AB=10 ("Forward"): If the object is not understood, it MUST be
retained unchanged in any message forwarded as a result of message
processing, but not stored locally.

Length (16 bits): The byte length of the object.

9.4. PBS NSLP Objects

4.1. Flow Identification (FID)

9.

Type: FID

Length: Variable

Version (4 bits): IP address version (version 4 or 6).

Protocol (8 bits): Protocol identifier.

Source Port (16 bits): The port number of the sender.

Destination Port (16 bits): The port number of the intended receiver.
Source IP Address (variable): IP address of the sender.

Destination IP Address (variable): IP address of the intended
receiver.
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0 1 2 3
©012345678901234567890123456789601
ottt totot-totototot-totot-t-toF-t-t-t-t-t-t-t-t-t-t-F-F-+-+-+
|[Version | Protocol | Reserved |
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
| Source Port | Destination Port |
B e T S S b a s s o s e e S
// Source IP Address //
B T S I e o o ot S S S S S S S T S S S S
// Destination IP Address //
B s ST S s s o S S e b ot ok Sk s

9.4.2. Message Sequence Number
Type: Message-Seq
Length: 32 bits

Value: An incrementing sequence number. Used to prevent a replay
attack.

0 1 2 3
012345678901 23456789012345678901
+-t-t-t-t-F-t-t-t-F-t-t-F-F-t-t-F-F-F-F-F-F-F-t-F-F-F-F-F-+-+-+-+
| Message Sequence Number |
+ot-t-t-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
9.4.3. Requested Volume (RV)
Type: Reqg-vol
Length: 32 bits

Value: The number of bytes that a sender requests for a flow.

0 1 2 3
01234567890123456789012345678901
B b ek o e e e e e e e ke it A T e e e st et ST T
| Requested Volume (RV) |
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
9.4.4. Sent Volume (SV)
Type: Send-vol
Length: 32 bits

Value: The number of bytes that a sender has sent since the sender
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received the permission.

(C] 1 2 3
©1234567890123456789012345678901
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

| Sent Volume (SV) |
ottt totot-totototot-totot-t-toF-t-t-t-t-t-t-t-t-t-t-F-F-+-+-+

9.4.5. Allowed Volume (AV)
Type: Allow-vol
Length: 32 bits
Value: The number of bytes that a receiver allows for a flow.
0 1 2 3
©012345678901234567890123456789601
ottt totot-totototot-totot-t-toF-t-t-t-t-t-t-t-t-t-t-F-F-+-+-+
| Allowed Volume (AV) |
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
9.4.6. TTL
Type: TTL
Length: 32 bits
Value: The time limit for the permission state of a flow.
(C] 1 2 3
012345678901234567890123456789601
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
| TTL |
B e T S S b a s s o s e e S
9.4.7. Refresh Time
Type: Refresh
Length: 32 bits
Value: The period for the soft-state.
0 1 2 3
©012345678901234567890123456789601

ottt totot-tototot-t-totot-t-tot-t-t-tot-t-t-t-F-F-t-F-F-+-+-+
| Refresh Time
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+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
9.4.8. Public Key Certificate
Type: PK-cert
Length: Variable
Value: The X.509 certificate of a node's public key.
(C] 1 2 3
012345678901 23456789012345678901
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
// Public Key Certificate //
ottt totot-totototot-totot-t-toF-t-t-t-t-t-t-t-t-t-t-F-F-+-+-+
9.4.9. Defense
Type: Defense
Length: Variable
Solution (8 bits): The indicated solution against an attack.
0o 1=No action
0 2=IPsec with symmetric key cryptography for a flow
o 3=IPsec with public key cryptography for a flow

0 4=Change the path to avoid the compromised router

IPsec authentication algorithm (8 bits): The cryptography algorithm
for the IPsec authentication field.

0 1=HMAC-SHA1l

0 2=HMAC-SHA-256
0 3=HMAC-MD5

0 4=RSA-1024

0 5=RSA-2048

0 6=ECC-160
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o 7=ECC-224
0 8=DSA-1024
0 9=DSA-2048

0 10=Algorithm from X.509 certificate

0 1 2 3
012345678901 23456789012345678901
B s e ST S S S S ST AU g S R S s ok S
| Solution |[Auth Algorithm | Reserved |
B T e n b e e T e el e T P P Sy S S S

IPsec key (variable): The key for the IPsec authentication field.

0 1 2 3
012345678901 23456789012345678901
ottt tototototototototot ottt ottt otototot ottt -t-+-+
// IPsec Key //
BT R b E b e e ok T e S T TP SN S S Sy S o

9.4.10. Authentication Data
Type: Auth-data
Length: Variable

Value: The encrypted data of message fields for authentication and
integrity. Public key is used for the encryption.

0 1 2 3
012345678901 234567890123456789601
ottt totot-totototot-totot-t-toF-t-t-t-t-t-t-t-t-t-t-F-F-+-+-+
// Authentication Data //
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
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l10.

Security Considerations

This document describes how to authorize the network traffic between
a sender and a receiver along the data path. The authorization is
controlled by a receiver by granting the permission to a sender. To
prevent spoofing of the legitimate sender's address, IPsec AH is used
for data packets.

There are two IPsec headers; the Authentication Header (AH) and
Encapsulating Security Payload (ESP). 1IPsec ESP [RFC4303] can also
be used for authentication. However, IPsec AH [RFC4302] suffices the
authentication of packets.

The Cryptographically Generated Addresses (CGA) [REC3972] can work
with IPv6 to bind an IPv6 address and a public key, instead of a
public key certificate, but cannot work with IPv4,

An attacker can send a lot of signaling messages to make the PBS NE
incur computational overhead to validate them. To resolve this
problem, PBS NSLP can use a puzzle-based mechanism for per-
computation fairness. Since a sender has to spend its CPU time to
solve a puzzle before requesting permission, it can provide fairness.


https://datatracker.ietf.org/doc/html/rfc4303
https://datatracker.ietf.org/doc/html/rfc4302
https://datatracker.ietf.org/doc/html/rfc3972
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