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Abstract

   This document describes the monitoring aspect usage in RTCWeb.  It
   also gives some guidelines for which RTCP XR metrics and extentions
   need to be supported.
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1.  Introduction

   RTP usage in RTCWEB framework is discussed in
   [I-D.ietf-rtcweb-rtp-usage].  It specifies how RTP is used in the
   RTCWEB context, and gives requirements of which RTP features and
   extensions should be included.  It briefly describes the performance
   monitoring as one of RTP usages in RTCWEB framework, but it doesn't
   go into further discussion.

   To help participants to know better the quality of RTCWEB services,
   it is required that RTCWEB framework should provide some means to
   estimate the services quality and to inform about network problems.
   This memo discusses the monitoring issues in RTCWEB framework, and
   makes recommendations about the selection of monitoring metrics in
   RTCWEB applications.

2.  Terminology

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
   document are to be interpreted as described in [RFC2119].

3.  Monitoring Issues for End Systems

   Since the intention of monitoring is to reflect the service quality
   and the network conditions, some information, such as statistics of
   media packets and calculations of delay, should be provided to the
   participants, or even service providers.  This kind of information
   could be presented from the signaling path (such as the total session
   setup time), and from the media path.  Monitoring of the signal path
   is outside the scope of the RTCWEB standards suite, so only
   monitoring of the media path will be discussed in the document.  This
   section mainly discusses the monitoring issues for participants,
   while section 4 talks about the monitoring models for service
   provider.

   As depicted in the RTCWEB architecture, the media path goes directly
   between the browsers, so browsers are the entities obtaining the
   monitoring information directly.  That means some APIs must be
   provided for Javascript application to take advantage of this
   information.  An undecided issue is what kind of monitoring
   information should be offered by Javascript APIs.  There are two
   models can be applied.  One model is that the browser collects the
   raw information from media path, does some calculation, and provides
   some new accumulated information to Javascript Applications through
   APIs.  In this model, the accumulated information reflecting the

https://datatracker.ietf.org/doc/html/rfc2119
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   quality of media transmission informed from the APIs should be very
   common to any Javascript applications, so that each Javascript
   application would do nothing but convey the information to web
   server, or interpret it to user.  Another alternative model is that
   the browser conveys the raw information collected from media path to
   the Javascript applications through APIs.  As the browser is on the
   media path, it is possible for the browser to report all monitoring
   information, such as RTCP information, to the Javascript application.
   This model is more flexible than the previous one.  Different
   Javascript applications can apply different calculations and
   statistics according to their respective demands.  The only shortage
   is that it may be too much information which may be not required.

   Another uninvestigated problem is what kind of monitoring information
   should be collected from the media path.  In chapter 5,
   recommendations are provided to choose monitoring metrics from RTP
   layer.

4.  Monitoring Models for Service Provider

   From the perspective of service providers who wish to comply with
   service-level-agreements, they need to monitor the performance of the
   infrastructure and to provide a good service experience for their
   users, monitoring information should be passed to the providers'
   server (maybe web server).  Based on the use-cases described in
   [I-D.ietf-rtcweb-use-cases-and-requirements], the monitoring
   implementation may vary in different scenarios.  In this chapter, the
   monitoring models in RTCWEB will be discussed.  Note in these models,
   no other new requirements for RTCWEB API are raised other than those
   discussed in chapter 3.

4.1.  JS Dependent Monitoring

   In this model, monitoring data goes from the browser to Javascript
   application through API, and then flows to Web Server through the
   signaling protocol.  In this case, the Web Server is the monitoring
   server to collect all the monitoring information from all the end
   users for service provider.  The browser-to-browser use-cases,
   telephony terminal and Fedex call of browser-GW/server use-cases
   specified in [I-D.ietf-rtcweb-use-cases-and-requirements] are all
   applicable to this model.  However, there exists minor difference
   between these use-cases.  For the cases of sharing one operator, two
   users have logged into the same web server.  The web server can get
   monitoring data from both users, therefore the network condition
   between the two users can be inferred easily.  While for the service
   with inter-operator calling, two users have logged into two different
   web servers provided by different service providers.  Each web server
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   can only get its subscriber's monitoring data.  If the monitoring
   information of the other user is needed, some additional agreements
   between two web servers will be needed, which will increase the
   complexity of the whole system.  Actually, the media path in RTCWEB
   is a point-to-point unicast connection.  Each side of the connection
   can obtain or calculate all the transport information from this
   unicast connection.  So it is required that the browser can get
   monitoring data as much as it could in the JS dependent monitoring
   model.

4.2.  JS Independent Monitoring

   In this model, monitoring data may not go through Javascript
   applications.  It flows in the media path, directly collected by some
   central server provided by service providers.  In this case, the
   central server is the monitoring server.  Note that the central
   server is not some new entity that will be added to the media path
   just for monitoring purpose.  The central server is a participant in
   the RTCWEB session.  Use-cases, which the browser of each participant
   establishes connections with a central server, such as the video
   conferencing system with central server specified in
   [I-D.ietf-rtcweb-use-cases-and-requirements]belong to this model.  In
   this case, the central server is the other side of the media path.
   Monitoring data can be obtained directly from the media path by the
   central server.  As long as adequate information is collected, the
   central server can easily give service quality evaluation and network
   condition diagnosis.  There is no additional APIs required.  All can
   be done according to the current RTP monitoring activities.  The
   communication from the central server to the web server or other
   servers is based on monitoring implementation of service operator
   which is out of scope here.

5.  Guideline for Selecting Monitoring Metrics

   Since RTP is the media transport protocol in RTCWEB, we mainly
   discuss the RTP based monitoring metrics.  RTCP SR/RR collects
   information and reports it periodically.  But it only provides
   partial information, which means that you can use it in a limited way
   to solve issues such as congestion.  It's not sufficient for problem
   diagnosis or performance monitoring.  In this chapter some guidelines
   are provided for RTCWEB to choose the statistics metrics specified in
   RTCP XR and other extensions defined in xrblock working group.

5.1.  Metrics from RFC3611

   RTP Control Protocol Extended Reports [RFC3611]extends the statistics
   specified in the RTCP SR/RR.  It defines a set of metrics that

https://datatracker.ietf.org/doc/html/rfc3611
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   contain information for assessing media quality, especially VoIP, and
   diagnosing problems.  The information includes 4 kinds of metrics:
   packet-by-packet metrics, reference time related metrics, statistics
   summary metrics and VoIP metrics.  Packet-by-packet metrics are
   usually applied to some network tomography applications, such as
   multicast inference of network characteristics (MINC).  VoIP metrics
   are used for VoIP performance monitoring and diagnosis.  These two
   kinds of metrics are not generic enough to be implemented in RTCWEB.
   While the other two kinds of metrics, reference time related metrics
   and statistics summary metrics, are relatively useful for RTCWEB
   services.

   Reference time related metrics include two report blocks defined in
RFC3611.  They are receiver reference time report block and DLRR

   report block.  These two report blocks enable the receivers the
   ability to calculate the round-trip time (RTT) between sender and
   itself.  Reference time related metrics are very useful for the
   receiver to report the transmission time.  In RTCWEB services, each
   browser participating in the session may have the requirement to
   measure or calculate the media path transmission time.  It is
   recommended that the reference time related metrics SHOULD be
   implemented in the browser so that each side either receiver or
   sender can calculate the transmission time in the media path and
   other related .

   Statistics summary report block is defined to contain statistics
   summary metrics.  The report block records statistics about lost
   packets, duplicated packet, jitter information and TTL or Hop limit
   values.  Lost packets and duplicated packets give more precise
   statistics than the loss statistics specified in [RFC3550].  Jitter
   information metrics includes minimum jitter, max jitter, mean jitter
   and deviation jitter values.  These metrics evaluate the transmission
   quality during an interval.  In RTCWEB services, each browser
   participating in the session acts as both sender and receiver.  When
   the browser acts as a receiver, it can calculate these metrics by
   itself.  While when browser is a sender, it could get this kind of
   information by itself.  One of the resolutions is that the receiver
   receiving the media issued from the browser sends these metrics by
   RTCP XR block.  As what is discussed in chapter 4, each user in
   RTCWEB service SHOULD try to collect enough monitoring data from both
   sides.  So if you have the requirements to present detail statistics
   information of the media transmission, you SHOULD implement these
   metrics in your browsers.  TTL or Hop limit values convey the
   information about the path characteristics change during an interval.
   The change may lead to the increasing or decreasing of delay and
   packet losses.  But in RTCWEB services, the transport of media is
   point-to-point and best-effort.  The variety of hops in media path
   isn't the most direct information for user or service provider.  It

https://datatracker.ietf.org/doc/html/rfc3611
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   is not required to be implemented in the browsers.  While TTL or Hop
   limit values are included in the one statistics summary report block.
   It is recommended to set the TTL/Hop limit related fields to 0.

   Note that the measurement intervals may be different from the RTCP
   SR/RR transmission interval specified in [RFC3550].  It is
   recommended that the RTCP XR report blocks are compounded with RTCP
   SR/RR and sharing the same interval for simplification.

5.2.  Other Extended Metrics

   New report blocks containing new metrics are being discussed in the
   XRBLOCK working group.  Some of them may be useful to RTCWEB
   applications.

   RTCP SR/RR and RTCP XR have defined some metrics regarding loss/
   jitter statistics and calculations.  These metrics are all about per
   call statistics and average packet loss rates which are too coarse,
   not detailed enough to capture some transitory nature of the
   impairments, such as transient network
   congestions.[I.D-ietf-xrblock-rtcp-xr-burst-gap-discard] and
   [I.D-ietf-xrblock-rtcp-xr-burst-gap-loss]define new report blocks
   beyond the information in VoIP metrics of RFC3611 for usage in a
   range of RTP applications.  More burst-related metrics are reported
   in either cumulative or interval reports, which gives a flexible
   algorithm usage.  If RTCWEB services have the requirement to see the
   transient problems, it is recommended to implement the metrics
   defined [I.D-ietf-xrblock-rtcp-xr-burst-gap-discard] and
   [I.D-ietf-xrblock-rtcp-xr-burst-gap-loss]in the browsers.  If both of
   them are applied, it is recommended to compound them together.  Note
   the use of these two report blocks in RTCWeb applications must follow
   the framework defined in [I.D-ietf-avtcore-monarch].

   [I.D-ietf-xrblock-rtcp-xr-discard]] defines a report block to report
   the number of packets discarded due to the jitter.  It augments the
   statistics summary metrics specified in RFC3611.  Using this metric,
   discard rate can be calculated.  This kind of granular statistics
   supply accurate metrics for troubleshooting and SLA delivery.  It is
   applicable to the applications with jitter buffer, which RTCWEB end
   users definitely have.  If you have the requirement to get accurate
   monitoring information, you SHOULD implement the metrics defined in
   [I.D-ietf-xrblock-rtcp-xr-discard] along with the statistics summary
   report block of RFC3611, and keep the report interval of this metric
   accordance with the interval of the statistics summary report block.
   Note the use of the report block in RTCWEB applications must follow
   the framework defined in [I.D-ietf-avtcore-monarch].

   [I.D-ietf-xrblock-rtcp-xr-delay] defines a new report block including

https://datatracker.ietf.org/doc/html/rfc3550
https://datatracker.ietf.org/doc/html/rfc3611
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   metrics beyond the delay metrics of VoIP metrics report block
   specified in RFC3611.  It augments the information with the mean,
   minimum and maximum values of round-trip delay, which can be
   calculated by RTCP SR/RR or RTCP XR.  These metrics can be used by
   the receivers to report the delays the receivers apperceive to the
   senders.  In RTCWEB services, each browser participating in the
   session acts as both sender and receiver.  When it acts as a sender,
   it has the requirement to know the delay information of the media
   stream sent by itself.  As the browser of RTCWEB services all have
   the requirement to obtain the delay of bidirectional connections, it
   is recommended to implement the delay metrics defined in
   [I.D-ietf-xrblock-rtcp-xr-delay] in browsers.  Note that the interval
   of this report block may be consistent with the RTCP SR/RR or RTCP
   XR.  If they use the same interval with RTCP SR/RR or RTCP XR, the
   mean, minimum and maximum values of round-trip will have the same
   value.  The one way symmetric media path delay can be calculated from
   the round trip and end system delay.  The use of the report block in
   RTCWEB applications must follow the framework defined in
   [I.D-ietf-avtcore-monarch].

6.  IANA Considerations

   There is no IANA action in this document.

7.  Security Considerations

   The monitoring activities are implemented between two browsers or
   browser-to-server.  Also encryption procedures, such as those being
   suggested for a Secure RTCP (SRTCP), can be used.  It is believed
   that monitoring in RTCWEB introduces no new security considerations
   beyond those described in [I-D.ietf-rtcweb-rtp-usage] and
   [I-D.ietf-rtcweb-security].
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