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Abstract

[RFC4684] defines Multi-Protocol BGP (MP-BGP) procedures that allow
BGP speakers to exchange Route Target reachability information (RT-
Constrain) to restrict the propagation of Virtual Private Network
(VPN) routes. 1In network scenarios where hierarchical route
reflection (RR) is used, the existing RT-Constrain mechanism may
result in persistent routing oscillations within RRs. This document
describes the problem scenario and proposes solutions to address
persistent routing oscillations in hierarchical RR scenario.

This document updates RFC 4684 by proposing solutions to avoid the
persistent routing oscillations in hierarchical RR scenario.

Status of This Memo

This Internet-Draft is submitted in full conformance with the
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Internet-Drafts are working documents of the Internet Engineering
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Introduction

[RFC4684] defines Multi-Protocol BGP (MP-BGP) procedures that allow
BGP speakers to exchange Route Target reachability information to
restrict the propagation of Virtual Private Network (VPN) routes.

[RFC4684 section 3.2 ] defines a new route advertisement rule for
Route Target membership information. When advertising a RT
membership NLRI to a non-client peer, if the best path as selected by
the path selection procedure described in Section 9.1 of the base BGP
specification [4] is a route received from a non-client peer, and if
there is an alternative path to the same destination from a client
peer, then the attributes of the client path are advertised to the
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peer. [REC4684] does not clarify which path to choose in case there
are multiple client paths to the same destination.

In network scenarios where hierarchical route reflection (RR) is
used, in case there are multiple such client paths existing,
persistent routing oscillations might be formed based on which client
path attributes are advertised to the non-client peers.

1.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [RFC2119].

Problem Statement - Persistent Routing Oscillations
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Figure 1. RT-Constrain with Hierarchical Route-reflector

In Figure 1, Hierarchical RRs are deployed. RR3 and RR4 are first
level Router Reflectors and RR1 and RR2 are the second level Route
Reflectors. PE1l and PE2 are Route Reflector clients of RR3 and RR4
while RR3 and RR4 are Route Reflector clients of RR1 and RR2. Both
PE1 and PE2 are advertising route-target information of RT-1 to first
level Router Reflectors RR3 and RR4. RR3 and RR4 are also
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(%M

advertising route-target information to second level Router
Reflectors RR1 and RR2. The numbers in the parentheses are metric to
the nexthop.

At step #0 on RR3, RT-1 has two paths one path from PE1 and the other
path from PE2. The path from PE1 has next hop metric 3040 and the
path from PE2 has nexthop metric 3030. The path from PE2 is selected
as a best path (lower metric) on RR3 and RR4. RR3 and RR4 advertise
their best path for RT-1 to the second level router reflectors RR1
and RR2.

At step #1 on RR1, RT-1 has two paths one path from RR3 and the other
path from RR4. The next hop metric to reach PE1l and PE2 are same
900. The path from RR4 get selected as best path because of lower
originator id. RR1 advertise the RT-1 back to RR3. On RR1 and RR2
if originator is same, then the lower peering address will be used to
select the best path.

At step #2 RR3 now has three or (four) paths: one from PE1, second
one from PE2, and the third (and possibly forth) from RR1 ( and/or
RR2). The non-client path from RR1 to PE2 is selected as best path
because of lower router id (or originator id). Since there are
client path available to reach Route-target of RT-1, RR3 advertises
the path attribute of a client path to RR1 according [RFC4684 section
3.2 ]. RR3 choose path attribute of RT-1 from PE1 randomly.

At step #3 RR1 receives the updates and recalculates the best path.
The path from RR3 is selected as best path because of the lower
peering address. RR1 updates the originator and send it back to RR3.

At step #4 RR3 receives the updates from RR1 and drop the updates
since its own cluster-id is in the cluster list. Now RR-3's route
state goes back to step #0 with 2 paths from clients and the whole
cycle starts again.

Same thing happens on RR4 as on RR3 and same thing happens on RR2 as
on RR1.

These iterations results in a persistent route oscillation for RT-1
prefix of RT-Constrain address-family on RR1, RR2, RR3 and RR4.

Potential Solution

This Draft specifies three solutions to the persistent routing
oscillation issue described above.

First solution is that the attributes of client's best path should be
advertised to the non-client peer. If the best path is from a non-
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client peer, then select a client best path among all available and
valid client paths. 1In such a case, at step #2 the path from PE2
will be selected as client best path. This is the same path as the
best path at Step #0. So at step #3 on RR1 there is no best path
change. The oscillation terminates.

Second solution is that Route Reflector always prefers the client
paths when selecting a best path. So at Step #3 on RR1, the best
path is still the path from PE2. The oscillation terminates with
PE2's path. We could give client path the same priority as the local
originated path. So client path will be preferred comparing to non-
client path when calculate the best path.

Note that the scenario can not happen if RR1 and RR2 are part of the
same cluster domain. So at step #2 RR3 only has two client paths.
The update from top level Route Reflector will be dropped because of
cluster id check. The oscillation never happens with such a
topology.

4. TIANA Considerations
This draft makes no request of IANA.
5. Security Considerations

This extension to BGP does not change the underlying security issues
inherent in the existing [RFC4271] and [REC4271].
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