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Status of this Memo

   By submitting this Internet-Draft, each author represents that any
   applicable patent or other IPR claims of which he or she is aware
   have been or will be disclosed, and any of which he or she becomes
   aware will be disclosed, in accordance with Section 6 of BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF), its areas, and its working groups.  Note that
   other groups may also distribute working documents as Internet-
   Drafts.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   The list of current Internet-Drafts can be accessed at
http://www.ietf.org/ietf/1id-abstracts.txt.

   The list of Internet-Draft Shadow Directories can be accessed at
http://www.ietf.org/shadow.html.

   This Internet-Draft will expire on April 9, 2009.

Abstract

   IPv6 specifies a model of a subnet that is different than the IPv4
   subnet model.  The subtlety of the differences has resulted in
   incorrect implementations that do not interoperate.  This document
   spells out the most important difference; that an IPv6 address isn't
   automatically associated with an IPv6 on-link prefix.  This document
   also invalidates (partially due to security concerns) a part of the
   definition of on-link from [RFC4861].
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1.  Introduction

   IPv4 implementations typically associate a netmask with an address
   when an IPv4 address is assigned to an interface.  That netmask
   together with the IPv4 address designates an on-link prefix.
   Addresses that are covered by this prefix are viewed as on-link i.e.,
   traffic to these addresses is not sent to a router.  See section

3.3.1 in [RFC1122].  Prior to the deployment of Classless Intern-
   Domain Routing (CIDR), an address's netmask could be derived directly
   from the address.  In the absence of specifying a specific netmask
   when assigning a address, some implementations would fall back to
   deriving the netmask from the class of the address.

   The behavior of IPv6 as specified in Neighbor Discovery [RFC4861] is
   quite different.  The on-link determination is separate from the
   address assignment.  A host can have IPv6 addresses without any
   related on-link prefixes or have on-link prefixes that are not
   related to any IPv6 addresses that are assigned to the host.  Any
   assigned address on an interface should initially be considered as
   having no internal structure as shown in [RFC4291].

   In IPv6, by default, a host treats only the link-local prefix as on-
   link.

   The reception of a Prefix Information Option (PIO) with the L-bit set
   [RFC4861] and a non-zero valid lifetime creates an entry (or updates
   the valid lifetime for an existing entry) in the Prefix List.  All
   the prefixes that are on the Prefix List, i.e., have not yet timed
   out, are on-link.

   The on-link definition in the Terminology section of [RFC4861], as
   modified by this document, defines the complete list of cases where
   an address is considered on-link.  Note, in particular, that Redirect
   Messages can also indicate an address is off-link.  Individual
   address entries can be expired by the Neighbor Unreachability
   Detection mechanism.

   A host only performs address resolution for IPv6 addresses that are
   on-link.  Packets to any other address are sent to a default router.
   If there is no default router, then the node should send an ICMPv6
   Destination Unreachable indication as specified in [RFC4861] - more
   details are provided in the Host Behavior and Rules section.  (Note
   that [RFC4861] changed the behavior when the Default Router List is
   empty.  The behavior in the old version of Neighbor Discovery
   [RFC2461] was different when there were no default routers.)

   Failure of host implementations to correctly implement the IPv6
   subnet model can result in lack of IPv6 connectivity.  See the
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   Observed Incorrect Implementation Behavior section for details.

   Host behavior is clarified in the Host Behavior and Rules section.

2.  Host Behavior and Rules

   A correctly implemented IPv6 host MUST adhere to the following rules:

   1.  By default only the link-local prefix is on-link.

   2.  The configuration of an IPv6 address, whether through IPv6
       stateless address autoconfiguration [RFC4862], DHCPv6 [RFC3315],
       or manual configuration MUST NOT implicitly cause a prefix
       derived from that address to be treated as on-link.  A host
       considers a prefix to be on-link only through explicit means,
       such as those specified in the on-link definition in the
       Terminology section of [RFC4861], as modified by this document,
       or via manual configuration.  Note that the requirement for
       manually configured addresses is not explicitly mentioned in
       [RFC4861].

   3.  Note that the following items (from the definition of on-link in
       [RFC4861]):

          - a Neighbor Advertisement message is received for the
          (target) address, or

          - any Neighbor Discovery message is received from the address.

       are not sufficient to consider an address to be on-link and will
       be removed in a future update to [RFC4861].  A literal reading of
       the second test would allow a neighboring intruder to generate
       bogus ND messages that result in a spoofed address being
       improperly treated as on-link.  This vulnerability is a specific
       instance of the broad set of attacks that are possible by an on-
       link neighbor [RFC3756].  The threat is particularly problematic
       in the case of routers which allow such a spoofed message to
       update their forwarding tables (which can happen if a neighbor
       cache entry can update the forwarding table).  Only addresses
       that are covered by the modified on-link definition should be
       treated as on-link from a sending or forwarding perspective, and
       it should be noted that routers should generally obtain on-link
       information from sources other than RAs and Redirects.

   4.  To maintain consistency with the invalidation of the last two
       bullets of the on-link definition in [RFC4861], the following
       text from section 7.2.3 of [RFC4861] will also be augmented:

https://datatracker.ietf.org/doc/html/rfc4862
https://datatracker.ietf.org/doc/html/rfc3315
https://datatracker.ietf.org/doc/html/rfc4861
https://datatracker.ietf.org/doc/html/rfc4861
https://datatracker.ietf.org/doc/html/rfc4861
https://datatracker.ietf.org/doc/html/rfc4861
https://datatracker.ietf.org/doc/html/rfc3756
https://datatracker.ietf.org/doc/html/rfc4861
https://datatracker.ietf.org/doc/html/rfc4861#section-7.2.3
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          If the Source Address is not the unspecified address and, on
          link layers that have addresses, the solicitation includes a
          Source Link-Layer Address option, then the recipient SHOULD
          create or update the Neighbor Cache entry for the IP Source
          Address of the solicitation.

       changes to:

          If the Source Address is not the unspecified address and, on
          link layers that have addresses, the solicitation includes a
          Source Link-Layer Address option, then the recipient SHOULD
          create or update the Neighbor Cache entry for the IP Source
          Address of the solicitation provided that the source address
          of the NS is deemed on-link through other indications.

   5.  In the absence of other sources of on-link information, including
       Redirects, if the RA advertises a prefix with the on-link(L) bit
       set and later the Valid Lifetime expires, the host MUST then
       consider addresses of the prefix to be off-link, as specified by
       the PIO paragraph of section 6.3.4 of [RFC4861].

   6.  Newer implementations, which are compliant with [RFC4861] MUST
       adhere to the following rules.  Older implementations, which are
       compliant with [RFC2461] but not [RFC4861] may remain as is.  If
       the Default Router List is empty and there is no other source of
       on-link information about any address or prefix:

       1.  The host MUST NOT assume that all destinations are on-link.

       2.  The host MUST NOT perform address resolution for non-link-
           local addresses.

       3.  Since the host cannot assume the destination is on-link, and
           off-link traffic cannot be sent to a default router (since
           the Default Router List is empty), address resolution cannot
           be performed.  This case is specified in the last paragraph
           of section 4 of [RFC4943]: when there is no route to
           destination, the host should send an ICMPv6 Destination
           Unreachable indication (for example, a locally delivered
           error message) as specified in the Terminology section of
           [RFC4861].

       On-link information concerning particular addresses and prefixes
       can make those specific addresses and prefixes on-link, but does
       not change the default behavior mentioned above for addresses and
       prefixes not specified.  [RFC4943] provides justification for
       these rules.

https://datatracker.ietf.org/doc/html/rfc4861#section-6.3.4
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   Using cached on-link determination information without first
   verifying that the information is still valid after IPv6 interface
   re-initialization may lead to lack of IPv6 network connectivity.  For
   example, a host receives an RA from a router with on-link prefix A.
   The host reboots.  During the reboot, the router sends out prefix A
   with on-link bit set and a zero lifetime to indicate a renumbering.
   The host misses the renumbering.  The host comes online.  Then, the
   router sends an RA with no PIO.  The host uses cached on-link prefix
   A and issues NS's instead of sending traffic to a default router.
   The "Observed Incorrect Implementation Behavior" section below
   describes how this can result in lack of IPv6 connectivity.

3.  Observed Incorrect Implementation Behavior

   One incorrect implementation behavior illustrates the severe
   consequences when the IPv6 subnet model is not understood by the
   implementers of several popular host operating systems.  In an access
   concentrator network ([RFC4388]), a host receives a Router
   Advertisement Message with no on-link prefix advertised.  The host
   incorrectly assumes an invented prefix is on-link and performs
   address resolution when the host should send all non-link-local
   traffic to a default router.  Neither the router nor any other host
   will respond to the address resolution, preventing this host from
   sending IPv6 traffic.

4.  Conclusion

   This document clarifies and summarizes the relationship between links
   and subnet prefixes described in [RFC4861].  Configuration of an IPv6
   address does not imply the existence of corresponding on-link
   prefixes.  One should also look at API considerations for prefix
   length as described in last paragraph of section 4.2 of [RFC4903].
   This document also invalidates a part of the definition of on-link
   from [RFC4861].

5.  Security Considerations

   This document addresses a security concern present in [RFC4861].  As
   a result, the last two bullets of the on-link definition in [RFC4861]
   have been invalidated.

6.  IANA Considerations

   None.

https://datatracker.ietf.org/doc/html/rfc4388
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Appendix A.  CHANGE HISTORY

   [NOTE TO RFC EDITOR: PLEASE REMOVE THIS SECTION UPON PUBLICATION.]

   Changes in draft-ietf-6man-ipv6-subnet-model-02.txt since -01.txt
   are:

   o  Augmented Abstract to say an important change to [RFC4861] is
      being made by this document.

   o  Removed the following sentence at the end of the Introduction
      section: "Finally, this document mainly restates and clarifies
      [RFC4861]."

   o  Added new bullet three to the "Host Behavior and Rules" section
      where the bullet invalidates bullets three and four from the on-
      link definition from [RFC4861].

   o  Added new bullet four to the "Host Behavior and Rules" section
      where the bullet proposes changes to text in section 7.2.3 of
      [RFC4861].

   o  The security section has been modified to reflect the important
      invalidation proposed by this document.

   o  Modified minor text in the "Observed Incorrect Implementation
      Behavior" section to explain what the prefix is in the second
      sentence.

   o  Changed bullet 3 from a new rule with normative language to just a
      paragraph of text describing behavior for a host blindly caching
      on-link determination and a possible severe consequence of that.
      The text also includes a solution for the problem.  The new text
      lies at the end of section 2 as a new paragraph.

   o  The title of section 2 has been changed to Host Behavior and
      Rules.  Also changed Host Behavior Rules to Host Behavior and
      Rules in two places in the Introduction section.

   Changes in draft-ietf-6man-ipv6-subnet-model-01.txt since -00.txt
   are:

https://datatracker.ietf.org/doc/html/rfc4943
https://datatracker.ietf.org/doc/html/draft-ietf-6man-ipv6-subnet-model-02.txt
https://datatracker.ietf.org/doc/html/rfc4861
https://datatracker.ietf.org/doc/html/rfc4861
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   o  Changed Introduction section to remove any mention of src address
      of ND message as a means for on-link determination.  Also reworded
      first paragraph of Introduction section.

   o  Reworded bullet 2 of section 2 and added text to clarify on-link
      definition.

   o  Added text to bullet 3 of section 2 to make explicit that this is
      a new rule.

   o  Reworded bullet 5 of section 2 to clearly explain where ICMPv6
      Destination Unreachable is sent to.
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