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Abstract

This memo specifies validation rules for IPv6 Neighbor Discovery (ND)
Options. In order to avoid pathological outcomes, IPv6
implementations validate incoming ND options using these rules.
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Introduction

IPv6 [REC2460] nodes use Neighbor Discovery (ND) [REC4861] to
discover their neighbors and to learn their neighbors' link-layer
addresses. IPv6 hosts also use ND to find neighboring routers that
can forward packets on their behalf. Finally, IPv6 nodes use ND to
verify neighbor reachability, and to detect link-layer address
changes.
ND defines the following ICMPv6 [RFC4443] messages:
0o Router Solicitation (RS)
0 Router Advertisement (RA)
o Neighbor Solicitation (NS)

o Neighbor Advertisement (NA)

0 Redirect
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ND messages can include options that convey additional information.
Currently, the following ND options are specified:

0 Source link-layer address(SLLA) [REC4861]

0 Target link-layer address (TLLA) [RFC4861]

0 Prefix information [RFC4861]

0 Redirected header [RFC4861]

0 MTU [RFC4861]

0o Route Information [RFC4191]

0 Recursive DNS Server (RDNSS) [REC6106]

0 DNS Search List (DNSSL) [RFC6106]

This memo specifies validation rules for the ND options mentioned
above. 1In order to avoid pathological outcomes (such as

[FreeBSD-rtsold]), IPv6 implementations validate incoming ND options
using these rules.

Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [RFC2119].

Methodology

Section 4 through Section 11 of this document define validation rules
for ND options. These sections also specify actions that are to be
taken when an implementation encounters an invalid option. Possible
actions are:

0 The entire option MUST be ignored. However, the rest of the ND
message MAY be processed.

0 The entire ND message MUST be ignored

In the spirit of "being liberal in what you receive", the first
action is always preferred. However, when an option length attribute
is invalid, it is not possible to parse the rest of the ND message,
and therefore subsequent ND options should be ignored.
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We note that an implementation SHOULD NOT assume a particular length
of an option (based on the option type) when it moves to the next
option (whether it handles or ignores the current option) and SHOULD
always use the length field of the option.

The Source Link-Layer Address (SLLA) Option

The SLLA Option is employed with NS, RS, and RA messages. If any
other ND message contains an SLLA Option, the SLLA Option MUST be
ignored. However, the rest of the ND message MAY be processed. (As
per [REC4861]).

Figure 1 illustrates the SLLA Option:

0] 1 2 3
©1234567890123456789012345678901
+-+-F-F-+-+-F-F-+-F-F-F-+-F-F-F-F-F-F-F-F-F-F-+-F-F-F-+-F-F+-+-+-+

| Type | Length | Link-Layer Address
+ot-F-t-F-t-t-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+

Figure 1: Source Link-Layer Address Option
The Type field is set to 1.

The Length field specifies the length of the option (including the
Type and Length fields) in units of 8 octets. The Length field MUST
be valid for the underlying link layer. For example, for IEEE 802
addresses the Length field MUST be 1 [REC2464]. If an incoming ND
message does not pass this validation check, the entire ND message
MUST be discarded.

The Link-Layer Address field specifies the link-layer address of the
packet's originator. It MUST NOT be any of the following:

0 a broadcast address (see Appendix B for rationale)
0 a multicast address (see Appendix B for rationale)

0 an address belonging to the receiving node (see Appendix A for
rationale)

If an incoming ND message does not pass this validation check, the
SLLA Option MUST be ignored. However, the rest of the ND message MAY
be processed.

An ND message that carries the SLLA Option MUST have a source address
other than the unspecified address (0:0:0:0:0:0:0:0). If an incoming
ND message does not pass this validation check, the SLLA Option MUST


https://datatracker.ietf.org/doc/html/rfc4861
https://datatracker.ietf.org/doc/html/rfc2464
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be ignored. However, the rest of the ND message MAY be processed.
(As per [REC4861]).

o

The Target Link-Layer Address (TLLA) Option

NA and Redirect messages MAY contain a TLLA Option. If any other ND
message contains an TLLA Option, the TLLA Option MUST be ignored.
However, the rest of the ND message MAY be processed. (As per
[RFC4861]) .

Figure 2 illustrates the Target link-layer address:

0 1 2 3
©1234567890123456789012345678901
tot-t-t-t-tot-t-totot-t-t-toF-t-t-dt-t-t-t-F-F-t-t-F-F-t-F-F-+-+-+

| Type | Length | Link-Layer Address
B e n e e T s b T S S Sy Sy S S

Figure 2: Target link-layer address option format
The Type field is set to 2.

The Length field specifies the length of the option (including the
Type and Length fields) in units of 8 octets. The Length field MUST
be valid for the underlying link layer. For example, for IEEE 802
addresses the Length field MUST be 1 [RFC2464]. If an incoming ND
message does not pass this validation check, the entire ND message
MUST be discarded.

An ND message that carries the TLLA option also includes a Target
Address. The TLLA Option Link-Layer Address maps to the Target
Address. The TLLA Option Link-Layer Address MUST NOT be any of the
following:

0 a broadcast address (see Appendix B for rationale)
0 a multicast address (see Appendix B for rationale)

0 an address belonging to the receiving node (see Appendix A for
rationale)

If an incoming ND message does not pass this validation check, the
TLLA Option MUST be ignored. However, the rest of the ND message MAY
be processed.


https://datatracker.ietf.org/doc/html/rfc4861
https://datatracker.ietf.org/doc/html/rfc4861
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6.

The Prefix Information Option

The RA message MAY contain a Prefix Information Option. If any other
ND message contains a Prefix Information Option, the Prefix
Information Option MUST be ignored. However, the rest of the ND
message MAY be processed. (As per [RFEC4861]).

Figure 3 illustrates the Prefix Information Option:

0] 1 2 3
012345678901 23456789012345678901
+ot-t-t-F-F-F-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+
| Type | Length | Prefix Length |L|A|R|Reservedl|
Rl T T S R kit s T R S S S e e R ke s L R S e S e e e ek ik
| Valid Lifetime |
+ot-t-t-F-F-F-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+
| Preferred Lifetime [
Bk e T e R e e eh ek R S e e T R e R S b ik st ;T S S P
| Reserved2 |
+ot-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+

I I
+ +
I I
+ Prefix +
I I
+ +
I I
B e n e e T s b T S S Sy Sy S S
Figure 3: Prefix Information option format

The Type field is set to 3.

The Length field MUST be set to 4. If an incoming ND message does
not pass this validation check, the entire ND message MUST be
discarded.

As stated in [REC4861] the Preferred Lifetime MUST be less than or
equal to the Vvalid Lifetime. If an incoming ND message does not pass
this validation check, the Prefix Information Option MUST be ignored.
However, the rest of the ND message MAY be processed.

The Prefix Length contains the number of leading bits in the prefix
that are to be considered valid. It MUST be greater than or equal to
0, and smaller than or equal to 128. If the field does not pass this
check, the Prefix Information Option MUST be ignored. However, the
rest of the ND message MAY be processed.


https://datatracker.ietf.org/doc/html/rfc4861
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The Prefix field MUST NOT contain a link-local or multicast prefix.
If an incoming ND message does not pass this validation check, the
Prefix Information Option MUST be ignored. However, the rest of the
ND message MAY be processed.

The Redirected Header Option

The Redirect message MAY contain a Redirect Header Option. If any
other ND message contains an Redirect Header Option, the Redirect
Header Option MUST be ignored. However, the rest of the ND message
MAY be processed. (As per [RFC4861]).

Figure 4 illustrates the Redirected Header option:

0] 1 2 3
©1234567890123456789012345678901
+-+-F-F-+-+-F-F-+-F-F-F-+-F-F-F-F-F-F-F-F-F-F-+-F-F-F-+-F-F+-+-+-+
| Type | Length | Reserved |
ottt -t-t-t-F-t-F-t-F-F-F-F-F-F-F-t-t-F-F-F-F-F-F-F-F-F-F-+-+-+
| Reserved |
+-+-F-F-+-+-F-F-+-F-F-F-+-F-F-F-F-F-F-+-F-F-+-+-F-F-F-+-F-F+-+-+-+
I I

~ IP header + data ~

B b e e n e T e T e S S S s
Figure 4: Redirected Header Option format

The Type field is 4.

The Length field specifies the option size (including the Type and
Length fields) in units of 8 octets. 1Its value MUST be greater than
or equal to 6. If an incoming ND message does not pass this
validation check, the entire ND message MUST be discarded.

The value 6 was chosen to accommodate mandatory fields (8 octets)
plus the base IPv6 header (40 octets).

The MTU Option
The RA message MAY contain an MTU Option. If any other ND message
contains an MTU Option, the MTU Option MUST be ignored. However, the

rest of the ND message MAY be processed. (As per [REC4861]).

Figure 5 illustrates the MTU option:


https://datatracker.ietf.org/doc/html/rfc4861
https://datatracker.ietf.org/doc/html/rfc4861
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0 1 2 3
©1234567890123456789012345678901
totot-t-t-tot-t-tot-t-t-tot-F-t-t-t-t-t-t-t-t-t-t-t-Ft-t-t-F-+-+-+
| Type [ Length | Reserved |
ottt -ttt -ttt -ttt -ttt -t -F-F-F-F-+-+-+
| MTU |
totod-tototot-tototot-t-totot-t-todtot-t-tot-t-t-tot-t-t-F-F-+-+-+

Figure 5: MTU Option Format
The Type field identifies the kind of option and is set to 5.

The Length field MUST BE set to 1 by the sender. If an incoming ND
message does not pass this validation check, the entire ND message
MUST be discarded.

The MTU field is a 32-bit unsigned integer that specifies the MTU
value that should be used for this link. [RFC2460] specifies that
the minimum IPv6 MTU is 1280 octets. Therefore, the MTU MUST be
greater than or equal to 1280. If an incoming ND message does not
pass this validation check, the MTU Option MUST be ignored. However,
the rest of the ND message MAY be processed.

Additionally, the advertised MTU MUST NOT exceed the maximum MTU
specified for the link-type (e.g., [RFEC2464] for Ethernet networks).
If an incoming ND message does not pass this validation check, the
MTU Option MUST be ignored. However, the rest of the ND message MAY
be processed.

The Route Information Option

The RA message MAY contain a Route Information Option. If any other
ND message contains a Route Information Option, the Route Information
Option MUST be ignored. However, the rest of the ND message MAY be

processed.

Figure 6 illustrates Route Information option:


https://datatracker.ietf.org/doc/html/rfc2460
https://datatracker.ietf.org/doc/html/rfc2464
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0 1 2 3
©1234567890123456789012345678901
totot-t-t-tot-t-tot-t-t-tot-F-t-t-t-t-t-t-t-t-t-t-t-Ft-t-t-F-+-+-+
| Type [ Length | Prefix Length |Resvd|Prf|Resvd|
ottt -ttt -ttt -ttt -ttt -t -F-F-F-F-+-+-+
| Route Lifetime |
totod-tototot-tototot-t-totot-t-todtot-t-tot-t-t-tot-t-t-F-F-+-+-+
| Prefix (Variable Length) |

ottt -t-t-t-t-t-t-t-F-t-F-t-F-F-F-t-t-F-F-t-t-F-F-F-F-F-F-+-+-+
Figure 6: Route Information Option Format
The Type field is 24.

The Length field contains the length of the option (including the
Type and Length fields) in units of 8 octets. Its value MUST be at
least 1 and at most 3. If an incoming ND message does not pass this
validation check, the entire ND message MUST be discarded.

The Prefix Length field indicates the number of significant bits in
the Prefix field that are significant. 1Its value MUST be less than
or equal to 128. If the field does not pass this check, the Route
Information Option MUST be ignored.

The Length field and the Prefix Length field are closely related, as
the Length field constrains the possible values of the Prefix Length
field. If the Prefix Length is equal to 0, the Length MUST be equal
to 1. If the Prefix Length is greater than 0 and less than 65, the
Length MUST be equal to 2. If the Prefix Length is greater than 65
and less than 129, the Length MUST be equal to 3. If an incoming ND
message does not pass this validation check, the entire ND message
MUST be discarded.

The Prefix field MUST NOT contain a link-local unicast prefix
(fe80::/10) or a link-local multicast prefix (e.g., ff02::/64). If
an incoming ND message does not pass this validation check, the Route
Information Option MUST be ignored. However, the rest of the ND
message MAY be processed.

The Recursive DNS Server (RDNSS) Option
The RA message MAY contain a Recursive DNS Server (RDNSS) Option. If
any other ND message contains an RDNSS Option, the RDNSS Option MUST

be ignored. However, the rest of the ND message MAY be processed.

Figure 7 illustrates the syntax of the RDNSS option:



Gont, et al. Expires September 9, 2015 [Page 9]



Internet-Draft Validation of ND options March 2015

0 1 2 3
©12345678901234567890123456789601
+ot-F-t-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+
| Type [ Length | Reserved |
+-+-F-F-+-F-F-F-+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-F-F-F-+-F-F+-+-+-+
| Lifetime |
+ot-F-t-F-t-t-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+
I I
: Addresses of IPv6 Recursive DNS Servers :
I I
+ot-F-t-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+
Figure 7: Recursive DNS Server Option Format

The Type field is 25.

The Length field specifies the length of the option (including the
Type and Length fields) in units of 8 octets. Its value MUST be
greater than or equal to 3. Additionally the Length field MUST pass
the following check:

(Length -1) % 2 ==
Figure 8

If the option does not pass these validation checks, the entire ND
message MUST be discarded.

The RDNSS address list MUST NOT contain multicast addresses or the
unspecified address. If an incoming ND message does not pass this
validation check, the RDNSS Option MUST be ignored. However, the
rest of the ND message MAY be processed.

The DNS Search List (DNSSL) Option
The RA message MAY contain a DNS Search List (DNSSL) Option. If any
other ND message contains a DNSSL Option, the DNSSL Option MUST be

ignored. However, the rest of the ND message MAY be processed.

Figure 9 illustrates the syntax of the DNSSL option:
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0 1 2 3
©12345678901234567890123456789601
totot-t-t-tot-t-tot-t-t-tot-F-t-t-t-t-t-t-t-t-t-t-t-Ft-t-t-F-+-+-+
| Type [ Length | Reserved |
ottt -ttt -ttt -ttt -ttt -t -F-F-F-F-+-+-+
| Lifetime |
totod-tototot-tototot-t-totot-t-todtot-t-tot-t-t-tot-t-t-F-F-+-+-+
I I
: Domain Names of DNS Search List :
I I
totod-tototototototototototototototototototototototot-totot-F-+-+
Figure 9: DNS Search List Option Format

The Type field is 31.

The Length field specifies the length of the option (including the
Type and Length fields) in units of 8 octets. Its value MUST be
greater than or equal to 2. If an incoming ND message does not pass
these validation checks, the entire ND message MUST be discarded.

[RFC6106] specifies the valid format of domain suffixes. If a suffix
is not validly encoded as specified, the corresponding DNSSL option
MUST be ignored.

IANA Considerations
There are no IANA registries within this document. The RFC-Editor
can remove this section before publication of this document as an
RFC.

Security Considerations

This document specifies sanity checks to be performed on Neighbor
Discovery options. By enforcing the checks specified in this
document, a number of pathological behaviors (including some leading
to Denial of Service scenarios) are eliminated.
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| Attacker |
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Figure 10: Unicast Forwarding Loop

In Figure 10, an on-link attacker sends Router A a crafted ND message
that maps Host C's IPv6 address to the link-layer address of Router
A's interface to Network 1. The crafted ND message causes Router A
to map Host C's IPv6 address to the link layer address of its own
interface to Network 1 and sets up the scenario for a subsequent
attack.

A packet is sent to Router A with the IPv6 Destination Address of
Host C. Router A forwards the packet on Network 1, specifying its
own Network 1 interface as the link-layer destination. Because
Router A specified itself as the link layer destination, Router A
receives the packet and forwards it again. This process repeats
until the IPv6 Hop Limit is decremented to © (and hence the packet is
discarded). In this scenario, the amplification factor is equal to
the Hop Limit minus one.

An attacker can realize this attack by sending either of the
following:

0 An ND message whose SLLA maps an IPv6 address to the link layer
address of the victim router's (Router A's in our case) interface
to the local network (Network 1 in our case)

0 An ND message whose TLLA maps an IPv6 address to the link layer
address of the victim router's (Router A's in our case) interface
to the local network (Network 1 in our case)

Appendix B. Mapping a Unicast IPv6 Address to A Broadcast Link-Layer
Address
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E R —_— + Fomm oo - + F R —_— +
| Router A | | Host C | | Router B |
B + B + . +
N N N
[
]
Fom e oo - +
| Attacker |
Fommmeeeea- +

Figure 11: Broadcast Forwarding Loop

In Figure 11, the Attacker sends one crafted ND message to Router A,
and one crafted ND message to Router B. Each crafted ND message
contains the Target Address set to Host C's IPv6 address, and a TLLA
option set to the Ethernet broadcast address (ff:ff:ff:ff:ff:ff).
These ND messages causes each router to map Host C's IPv6 address to
the Ethernet broadcast address. This sets up the scenario for a
subsequent attack.

The Attacker sends a packet to the Ethernet broadcast address
(ff:ff:ff:ff:ff:ff), with an IPv6 Destination Address equal to the
IPv6 address of Host C. Upon receipt, both Router A and Router C
decrement the Hop Limit of the packet, and resend it to the Ethernet
broadcast address. As a result, both Router A and Router B receive
two copies of the same packet (one sent by Router A, and another sent
by Router B). This would result in a "chain reaction" that would
only disappear once the Hop Limit of each of the packets is
decremented to 0. The equation in Figure 12 describes the
amplification factor for this scenario

HopLimit-1
\ X
Packets = / Routers

X=0
Figure 12: Maximum amplification factor

This equation does not take into account ICMPv6 Redirect messages
that each of the Routers could send, nor the possible ICMPv6 "time
exceeded in transit" error messages that each of the routers could
send to the Source Address of the packet when each of the "copies" of
the original packet is discarded as a result of their Hop Limit being
decremented to 0.
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An attacker can realize this attack by sending either of the
following:

o0 An ND message whose SLLA maps an IPv6 address not belonging to the
victim routers to the broadcast link-layer address

0 An ND message whose TLLA maps an IPv6 address not belonging to the
victim routers to the broadcast link-layer address

An additional mitigation would be for routers to not forward IPv6
packets on the same interface if the link-layer destination address
of the received packet was a broadcast or multicast address.
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