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Abstract

The IPv6 specification allows IPv6 header chains of an arbitrary
size. The specification also allows options which can in turn extend
each of the headers. 1In those scenarios in which the IPv6 header
chain or options are unusually long and packets are fragmented, or
scenarios in which the fragment size is very small, the first
fragment of a packet may fail to include the entire IPv6 header
chain. This document discusses the interoperability and security
problems of such traffic, and updates RFC 2460 such that the first
fragment of a packet is required to contain the entire IPv6 header
chain.
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1.

Introduction

wWith IPv6, IPv6 options are carried inside one or more IPv6 Extension
Headers [RFC2460]. A sequence of more than one IPv6 Extension
Headers in a row is commonly called an "IPv6 Header Chain". In those
scenarios in which the IPv6 header chain is unusually long and
packets are fragmented, or scenarios in which the fragment size is
very small, the first fragment of a packet may fail to include the
entire IPv6 header chain.

While IPv4 had a fixed maximum length for the set of all IPv4 options
present in a single IPv4 packet, IPv6 does not have any equivalent
maximum limit at present. This document updates the set of IPv6
specifications to create an overall limit on the size of the
combination of IPv6 options and IPv6 Extension Headers that is
allowed in a single IPv6 packet. Namely, it updates RFC 2460 such
that the first fragment of a fragmented datagram is required to
contain the entire IPv6 header chain.

It should be noted that this requirement does not preclude the use of
e.g. IPv6 jumbo payloads but instead merely requires that all
*headers*, starting from IPv6 base header and continuing up to the
upper layer header (e.g. TCP or the like) be present in the first
fragment.


https://datatracker.ietf.org/doc/html/rfc2460
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2.

Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [RFC2119].

IPv6 Extension Headers:
Any Extension Headers as described in Section 4 of [RFC2460], and
specified in [REC2460] or any subsequent documents.

Entire IPv6 header chain:
All protocol headers starting from the fixed IPv6 header up to
(and including) the upper layer protocol header (TCP, UDP, etc. --
assuming there is one of those), including any intermediate IPv6
extension headers.

Note: If there is an upper layer header, only the header (and
not its payload) are considered part of the "entire IPv6 header
chain". For example, if the upper layer protocol is TCP, only
the TCP header (and not its possible data bytes) should be
considered part of the "entire IPv6 header chain".


https://datatracker.ietf.org/doc/html/rfc2119
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3.

Interoperability Implications of Oversized IPv6 Header Chains

Some transition technologies, such as NAT64 [RFC6146], might need to
have access to the entire IPv6 header chain in order to associate an
incoming IPv6 packet with an ongoing "session".

For instance, Section 3.4 of [RFC6146] states that "The NAT64 MAY
require that the UDP, TCP, or ICMP header be completely contained
within the fragment that contains fragment offset equal to zero".

Failure to include the entire IPv6 header chain in the first-fragment
might cause the translation function to fail, with the corresponding
packets being dropped.
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4. Forwarding Implications of Oversized IPv6 Header Chains

A lot of the switches and Routers in the internet do hardware based
forwarding. To be able to achieve a level of throughput, there is a
fixed maximum number of clock cycles dedicated to each packet.
However with the use of unlimited options and header interleaving,
larger packets with a lot of interleaving might have to be forwarded
to the software. This is one reason why the maximum size of valid
packets with interleaved headers needs to be limited.
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5.

Security Implications of Oversized IPv6 Header Chains

Most firewalls enforce their filtering policy based on the following
parameters:

0 Source IP address

o Destination IP address

o Protocol type (e.g. ICMPv6, TCP, UDP, SCTP)
0 Transport-layer Source Port number

0 Transport-layer Destination Port number

Some firewalls reassemble fragmented packets before applying a
filtering policy, and thus always have the aforementioned information
available when deciding whether to allow or block a packet. However,
other stateless firewalls (generally prevalent on small/ home office
equipment) do not reassemble fragmented traffic, and hence have to
enforce their filtering policy based on the information contained in
the received fragment, as opposed to the information contained in the
reassembled datagram.

When presented with fragmented traffic, many of such firewalls
typically enforce their policy only on the first fragment of a
packet, based on the assumption that if the first fragment is
dropped, reassembly of the corresponding datagram will fail, and thus
such datagram will be effectively blocked. However, if the first
fragment fails to include the entire IPv6 header chain, they might
have no alternative other than "blindly" allowing or blocking the
corresponding fragment. If they blindly allow the packet, then the
firewall can be easily circumvented by intentionally sending
fragmented packets that fail to include the entire IPv6 header chain
in the first fragment. On the other hand, first-fragments that fail
to include the entire IPv6 header chain have never been formally
deprecated and thus, in theory, might be legitimately generated.
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6. Updating RFC 2460

If an IPv6 packet is fragmented, the first fragment of that IPv6
packet (i.e., the fragment having a Fragment Offset of @) MUST
contain the entire IPv6 header chain.

A host that receives an IPv6 first-fragment that does not contain the
entire IPv6 header chain SHOULD drop that packet, and also MAY send
an ICMPv6 error message to the (claimed) source address (subject to
the sending rules for ICMPv6 errors specified in [RFC4443]).

An intermediate system (e.g. router, firewall) that receives an IPv6
first-fragment that does not contain the entire IPv6 header chain MAY
drop that packet, and MAY send an ICMPv6 error message to the
(claimed) source address (subject to the sending rules for ICMPv6
error messages specified in [RFC4443]). Intermediate systems having
this capability SHOULD support configuration (e.g. enable/disable) of
whether such packets are dropped or not by the intermediate system.

If a host or intermediate system drops an IPv6 first-fragment because
it does not contain the entire IPv6 Header Chain, and sends an ICMPv6
error message due to that packet drop, then the ICMPv6 error message
MUST be Type 4 ("Parameter Problem") and MUST use Code 3 ("First-
fragment has incomplete IPv6 Header Chain").

Implementations SHOULD support configuration of whether an ICMPv6
error/diagnostic message is sent when such packet drops occur.
Implementations might consider providing not only an enable/disable
configuration, but also other settings (e.g. rate-limit the sending
of this kind of ICMPv6 error message).

Sending this ICMPv6 error message when such packets are dropped can
be very helpful in diagnosing operational IPv6 network problems, for
example if recursive tunnels or certain link technologies have
reduced the end-to-end MTU from larger more common values. However,
such ICMPv6 messages also might be operationally problematic, for
example if an adversary forges the source address on IPv6 first-
fragment packets that do NOT contain the entire IPv6 Header Chain.
So configurability about sending these ICMPv6 error messages is very
important to network operators for this situation.


https://datatracker.ietf.org/doc/html/rfc2460
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7. IANA Considerations

IANA is requested that the "Reason Code" registry for ICMPv6 "Type 4
- Parameter Problem" messages be updated as follows:

CODE NAME/DESCRIPTION
3 IPv6 first-fragment has incomplete IPv6 header chain
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8.

Security Considerations

This document describes the interoperability and security

implications of IPv6 packets or first-fragments that fail to include
the entire IPv6 header chain. The security implications include the
possibility of an attacker evading network security controls such as
firewalls and Network Intrusion Detection Systems (NIDS) [CPNI-IPv6].

This document updates RFC 2460 such that those packets are forbidden,
thus preventing the aforementioned issues.

This specification allows nodes that drop the aforementioned packets
to signal such packet drops with ICMPv6 "Parameter Problem, IPv6
first-fragment has incomplete IPv6 header chain" (Type 4, Code 3)
error messages.

As with all ICMPv6 error/diagnostic messages, deploying Source
Address Forgery Prevention filters helps reduce the chances of an
attacker successfully performing a reflection attack by sending
forged illegal packets with the victim/target's IPv6 address as the
IPv6 Source Address of the illegal packet [RFC2827] [REC3704].



https://datatracker.ietf.org/doc/html/rfc2460
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