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Abstract

[REC8366] defines a digital artifact called voucher as a YANG-
defined JSON document that has been signed using a Cryptographic
Message Syntax (CMS) structure. This memo introduces a variant of
the voucher structure in which CMS is replaced by the JSON Object
Signing and Encryption (JOSE) mechanism described in RFC7515 to
better support use-cases in which JOSE is preferred over CMS.

In addition to explaining how the format is created, MIME types are

registered and examples are provided.
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1. Introduction

"A Voucher Artifact for Bootstrapping Protocols" [RFC8366] describes
a voucher artifact used in "Bootstrapping Remote Secure Key
Infrastructure" [BRSKI] and "Secure Zero Touch Provisioning" [SZTP]
to transfer ownership of a device from a manufacturer to an owner.
That document defines the base YANG module and the serialization to
JSON [RFC8259] with a CMS signature according to [REC5652]. The
resulting Voucher artifact has the media type "application/voucher -
cms+json".

Other work, [I-D.ietf-anima-constrained-voucher] provides a mapping
of the YANG to CBOR [RFC8949] with a signature format of COSE
[RFC8812].




This document provides an equivalent mapping of JSON format with the
signature format JSON Web Signature (JWS) [RFEC7515]. The encoding
specified in this document is used by [I-D.ietf-anima-brski-prm] and
may be preferred for use cases requiring signed JSON objects.

This document does not extend the YANG definition of [RFC8366].

wWith the availability of different encoded vouchers, it is up to an
industry specific application statement to indicate/decide which
voucher signature format is to be used. There is no provision across
the different voucher signature formats that a receiver could safely
recognize which format it uses unless additional context is
provided. For example, [BRSKI] provides this context via the MIME-
Type for the voucher artifact.

This document should be considered an update to [RFC8366] in the
category of "See Also" as per [I-D.kuehlewind-update-tag].

2. Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [REC2119] [REC8174] when, and only when, they appear in all
capitals, as shown here.

3. Voucher Artifact with JSON Web Signature

The voucher [RFEC8366] JSON structure consists of a nested map, the
outer part of which is:

{ "ietf-voucher:voucher" : { some inner items }}

this is considered the JSON payload as described in [REC7515]
section 3.

A JWS JSON Serialization Overview is given by The following
serializations are defined:[RFC7515] in section 3.2 and section 7
provides more details.

1. "JWS Compact Serialization", [REC7515] section 7.1

2. "JWS JSON Serialization" in, [REC7515] section 7.2

"General JWS JSON Serialization Syntax", [RFC7515] section
7.2.1

"Flattened JWS JSON Serialization Syntax", [RFEC7515] section
7.2.2



This document makes use of the "General JWS JSON Serialization
Syntax" to support multi signatures.

[RFC Editor: please delete] /* TODO: ... */

[RFC Editor: please delete] /*
TODO:
*/

There are a number of attributes. They are:
3.1. Unprotected Header

[RFC Editor: please delete] /* TODO: ... */
3.2. Protected Header

The standard "typ" and "alg" values described in [RFEC7515] are
expected in the protected headers.

It remains to be determined (XXX), what values, if any, should go
into the "typ" header, as in the [BRSKI] use cases, there are
additional HTTP MIME type headers to indicate content types.

The "alg" should contain the algorithm type such as "ES256".

If PKIX [REC5280] format certificates are used then the [RFC7515]
section 4.1.6 "x5c" certificate chain SHOULD be used to contain the
certificate and chain. Vouchers will often need all certificates in
the chain, including what would be considered the trust anchor
certificate because intermediate devices (such as the Registrar) may
need to audit the artifact, or end systems may need to pin a trust
anchor for future operations. This is consistent with [BRSKI]
section 5.5.2.

3.3. Voucher Representation in General JWS JSON Serialization Syntax



"payload": {
"ietf-voucher:voucher": {
"assertion": "logged",
"serial-number": "0123456789",
"nonce": "5742698422680472",
"created-on": "2022-07-08T03:01:24.618Z",

"pinned-domain-cert": "base64encodedvalue=="
3
3
"signatures": [
{
"protected": {
"x5c": [
"base64encodedvalue=="
1,
"alg": "ES256",
"typ": "voucher-jws+json"
3
"signature": "base64encodedvalue=="
3

Figure 1: Voucher Representation in General JWS JSON Serialization
Syntax

Privacy Considerations

The Voucher Request reveals the IDevID of the component (Pledge)
that is on-boarding.

This request occurs over HTTP-over-TLS, however the Pledge to
Registrar transaction is over a provisional TLS session, and it is
subject to disclosure via by a Dolev-Yao attacker (a "malicious
messenger")[onpath]. This is explained in [BRSKI] section 10.2.

The use of a JWS header brings no new privacy considerations.
Security Considerations

The issues of how [RFC8366] vouchers are used in a [BRSKI] system is
addressed in section 11 of that document. This document does not
change any of those issues, it just changes the signature technology
used for vouchers and voucher requests.

[SZTP] section 9 deals with voucher use in Secure Zero Touch
Provisioning, and this document also makes no changes to security.



6. IANA Considerations
6.1. Media-Type Registry

This section registers the 'application/voucher-jws+json' in the
"Media Types" registry.

6.1.1. application/voucher-jws+json

Type name: application

Subtype name: voucher-jws+json

Required parameters: none

Optional parameters: none

Encoding considerations: JWS+JSON vouchers are JOSE objects

signed with one signer.

Security considerations: See Security Considerations, Section

Interoperability considerations: The format is designed to be
broadly interoperable.

Published specification: THIS RFC.

Applications that use this media type: ANIMA, 6tisch, and other
zero-touch imprinting systems

Additional information:
Magic number(s): None
File extension(s): .Vvjj
Macintosh file type code(s): none

Person & email address to contact for further information: IETF
ANIMA WG

Intended usage: LIMITED

Restrictions on usage: NONE

Author: ANIMA WG

Change controller: IETF

Provisional registration? (standards tree only): NO

7. Changelog

*Added adoption call comments from Toerless. Changed from
[RFCxxxx] to [THING] style for some key references.

*Updated references "I-D.ietf-anima-brski-async-enroll" switched
to "I-D.ietf-anima-brski-prm"

*Switch from "JWS Compact Serialization" to "General JWS JSON
Serialization", as focus is now on "General JWS JSON
Serialization"

*Include Voucher representation in "General JWS JSON
Serialization" syntax

*Include examples A1, A2, A3 using "General JWS JSON
Serialization"



*Added optional "typ": "voucher-jws+json" header parameter to JWS

objects
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These examples are folded according to [REC8792] Single Backslash
rule.
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A.1. Example Pledge Voucher Request - PVR (from Pledge to Registrar)

The following is an example request sent from a Pledge to the
Registrar, in "General JWS JSON Serialization".



"payload":
"eyJpZXRmMLXZvdWNozZXItcmVxdwVzdDp2b3VjaGVyIjp7InNlcmlhbC1l
udwW1izZXIiOiIwMTIzNDU2Nzg5Iiwibm9uY2Ui0iI2R3RUK1pRSO4ySHF
ER1ZrQkV4AWkxRPTOiLCJjcmVhdGVKLWIOUIjoiMjAYyMiOwNyOwOFQwODO
OMDOOMi44MjBaliwicHJveGltaXR5LXJ1Zz21zdHIhciljZXJOIjoiTUl
JQjRgQONBWW1NQXdJIQkFnSUdBWFk3MmJiwk1BbO@dDQ3FHUG®OOUJIBTUN
NRFV4RXpBUkJINT1ZCQWINQ2sXNVFuVnphVzVsYzNNeERUQUXCZO5WQKF
jTUIGTNBKR1V4ARHpBTkJINT1ZCQUINQmMXSbGMzUKkRRVEF1RNncweU1ERX1
NRGN3TmpFNE1USMFGdzB6 TURFeU1EY3d0akUOTVRKYU1ENHhFekFSQmd
OVkJBbO1DazE1UWS5WemFXNWXjMO14RFRBTEINT1ZCQWNNQkZOCGRHVXh
HREFXQmdOVkJBTU1EMFJ2Y1dGcGJIsSmxaMmx6ZEhKaGNgQlpNQk1HQNn1
XRINNND1BZOVHQONXRINNND1BdOVIQTBJIQUJICazE2Sy9pNzlvUmtLNV1
1ZVBnOFVTUjgvdXMxZFBVaVpITXRvalNkcUtXNWZuV3NCZCtxUkw3V1J
mZmVXa31nzZwWJvSmZJbGx1cmNpMjV3bmhpT1ZDR2plekI1TUIWROEXVWR
KUVFXTUJRRONDcOABUVVGQNANQkJInZ3JCZOVGQLFjREhEQUICZO5WSFE
4QkFmOEVCQU1DQjRBAINBWURWU jBSQkVFA1AOSWRjbVZUYVhOMGNtRN1
MWFJSYzNRdWMybGxiV1Z1Y3kxaWRDNXVaWFNDSG5KbFoybHpkSEpoY2k
XMFpYTjB0aTVeYVdWdFpXNXpMVOowTGO1bGREQUtCZ2dxaGtqT1BRUUR
BZ05JQURCRkFpQnhsZEJOWNEWRXY1SkwyUHJXQ3R5UzZoRF1XMX1DTy9
SYXVicEM3TWFJRGAJaEFMUOPiZOxuzZ2hiYKkFnMGRjVOZVVm8vZOdOMC9
qd3pKWjBTbDJONHhJIWGSXIN19",

"signatures": [

{

"protected":

"eyJANWMiOlsiTU1JQitUQONBYUNNQXdJQkFnSUdBWG5WanNVNU1Bbod
DQ3FHUGOOOUJBTUNNRDB4Q3pBSkInT1ZCQV1UQWtGUK1SVXdFd11EV1F
RSORBeEthVzVuU21sdVowTnZjbkF4RnpBVkINT1ZCQUINRGtwWCcGJItZEL
hVzVuVkdwemRFTKkIJNQOFYRFRJeE1EWXdOREEXTKRZeESGh11Eems1T1R
reE1gTXhNakOxT1RVNVAqQ1NNUXN3Q1FZRFZRUUAFdOpCVVRFVK1CTUd
BMVVFQ2d3TVNtbHVaMHBWYM1kRGIzSndNUK13RVFZRFZRUUZFd293TVR
Jek5EVTJI0emc1TVJIjdOZRWURWUVFEREE1S2FXNW5ThWx1WjBSbGRtbGp
aVEJaTUJINROJI5cUdTTTQ5QWAFRONDcUdTTTQ5QXdFSEEWSUFCQzc5bG1l
humNCalpjRUVYdzdyVWVhdnRHSKF1SDRwazRJINDJ2YUJNCc1UXMWIMREN
DTGtWaHRVV]jIXbXZhSON2TXgyWStTTWAROGZmdOwyM30zVEIWQLldqZFR
Cek1DcOdDQ3NHQVFVRkJI3RWACQjhXSFcxaGMyRXRkR1Z6ZEM1emFXVnR
aVzV6TFAKMEXtNWxkRG81TkRRek1COEdBMVVKSXdRWU1CYUFGR1FMak5
6UFwvUlwva291alF3amc1RTVmdnd jWWJINQK1HQTFVZEpRUUINQWOHQON
ZROFRVUZCdO1DTUEOROEXVWREJOVCXC93UUVBAO1IZORBSOJInZ3Foaz2p
PUFFRREFNTKkhBREJFQW1CATN3UkJMcOpNUDVZTTA3MEgrvUZyeU5VNmd
LekxPUmMNGeVJIST2xxcUhpZO1lnWENtSkxUekVsdkQycGILNmMR4ANmwxXC9
1eW1UbmJIRRERMSMXhdHVYM1JvTOU9I10sSInR5cCI6InZvdwWNoZXItand
zK2pzb24iLCIhbGci0iJFUZzIINiJ9",

"signature":

"abVvVg4TDGzST]jVHkQ1INeIW3ABU5ZXdM11cEqwcIAIHFW4Br1GbO-DRTK
fyCOGXxSW49-ktJcrvlYgKqC4axmZoyeQ"



Figure 2: Example Pledge Voucher Request - PVR

A.2. Example Parboiled Registrar Voucher Request - RVR (from Registrar
to MASA)

The term parboiled refers to food which is partially cooked. In
[BRSKI], the term refers to a Pledge voucher-request (PVR) which has
been received by the Registrar, and then has been processed by the
Registrar ("cooked"), and is now being forwarded to the MASA.

The following is an example Registrar voucher-request (RVR) sent
from the Registrar to the MASA, in "General JWS JSON Serialization".
Note that the previous PVR can be seen in the payload as "prior-
signed-voucher-request".



"payload":
"eyJpZXRmMLXZvdWNozZXItcmVxdwVzdDp2b3VjaGVyIjp7InNlcmlhbC1l
udwW1izZzXIiOiIwMTIzNDU2Nzg5IiwiaWR1ldmlkLW1lzc3V1ciI6IkJICZ3d
GbOFVVKF1TTNNLZ1MKINPpNKSEQO9Ea1RsKy9CeGhzPSIsIm5vbmN1Ijo
iNkdObitaUUtOMKhxREZWa®JFeFpMUTO9IiwicHIpb3Itc21lnbmVkLXZ
vdWNozZXItcmVxdwWVzdCI6ImV5SndZWGxzYjJGaolgh2laWGxLY®ZwWVV
tMULIXRNAYWKZKT2IXCcF1TWFJqY1lZaNFpGZFd1bVJIFYORKaUOXWNFZVWR
XZVVsCcWNEZEpiazVzWTIXC2FHSKRNWFZrVnpGecFdsaEphVT1lwU1lhkT1Z
FbDZUa1lJWTWS1N1p6VKkphWGRWWWOWNWRWa31wV2xQYVVreVVgqT1INKVXN
4YOZKVE1EU]jVVMGhHU1ZKc1duS1JhMVKkwVjJONFVSQ1VNR2XNUTBwcVk
yMVdhR1JIVmM10TVZ6bDFTV3B2YVUXCVFYbBEShVEIZVG5rd2QwOUdVWGR
QUKCc4d1RVUNZNRTFWTKRSTmMFrSmhTV2wzYVdOSVNuWmxSMngwwWVZoU05
VeF1TbXhhTW14NlpFaEthRO5SwWTVdwYVdFb3dTV3B2YVZSVmIFcFJIhbEp
4VVRCT1FsZFhiRzVSV0OdSS1VXdEdibESWWKVKWFJItc3pUVzFLYVZkckl
VSmINR1JFVVRORINGVXANREJQV1VwWQ1ZGVKOUbEpHVMpSU1dIQkNWV3R
LYmxSc1drT1lJIwWemxPVVRKemVFNVdSb1ZXYm5Ch1ZucFdjMWw2VGs1bFJ
WS1ZVV1YOUTFvdO5SWZFIhMFpXxVKZWS1IXUnVRbXRTTVZZMFVraHdRbFJ
yU201VWJIGCERVV1V4VGXxGdGVGTm1SMDE2V1dOU1VsWkZSbXhTYm10M1p
WVXhSVkpZYkU1U1IWNHpWRZF3Ums1Rk1WV1RiVVpIWkhwQO5sUlzValp
SV1IRGR1AUTMtUMkZYV1RCVVZSsSkxXV1V4UlU1SWFFWmxhMFpUVVcxalQ
XWnJTaOppTURGRV1YCEZNV1ZYT1ZkbGJIVW11UbGQOYWswdO1UUINSbEp
DVkVWS2JsUnNNXa®5SVjA1T1VXdGFUMk5IVWtoVlidHaE1ValZHVOZGdFp
FOVdhMHBDVkZVeFJVMUdTakpaYkdSSFkwZEt jMU50ZUdGTmIYZzJXalZ
vUzJGSFRURL1JiSEJPVVdzeFNGRNViSGhTTVU1T1RrUnNRbG93VmtoUk1l
FNTRVakZPVGS1RWJIFSmtNR1pKVVZSQINsSR1ZTa050ZWtVeVUzazVjRTU
2YkhaVmJYUk1UbFpzYVZwV1FtNVBSbFpVV1dwbmRtU11UWGhhUmtKvV1l
WWndTV1JZVW5aaE1VNXJIZMVYwVOU1IWFduV1dNMDVEV2tOMGVGVYnJkek5
XTVVwdFdtMVAXROVEYKc1YVYWCDIVMjFhU21KSGVERMpiVTV3VFdwVO0
ySNRhSEJVTVZWRVV(QSndiR1ZyU1RGVVZVbDNVakJGZUZaWFVrdFZWalp
ZVKZWS1VsSXdUalJqTudSQ1ZwwldSMUZ1WkU1lUmEwcHVXak5LUTFvd1Z
rZFJiRVpxVWtwb1JWR1ZPVU5hTURWWFUWWKZORKZYUmOXUF JWWKRVV1V
4UKZGcVVrSmtNVTVDVjFWU1YXVNFRbDESSYTFaR1pERKINRKS5YVWiwavz
SCDFXV1pVvVDAXSFRUUINibXhOVjBaS2MxbDZUbEprVjAXNV1rZDRhV11
4V2pGWkOydDRZVmMRTUKUIWVZtR1hSazVFVTBjMVMySkdiM2xpuU@hCcluU
wVndiMWt5YTNoT1JuQlpwWR3BDVDJIGVVZgWlpWbVJIYWkVadldFNV1jRTF
XTUC5M1ZFY3dNVOpIVWtWU1ZYUkRXakprZUdGSGRIR1VNVUPTV1ZWULF
sb3dOVXBSV1ZKRFVtdEdjRkZ1YUhOYVJIVCHZWMjVGZDFKWVdURIRhM2Q
1V1VoS1dGRXpValZWZWxwd1VrWnNXRTFZYKVSVWVUbFRXVmMhXYVdJOR1R
UT1VWMFpLVWtkalNtRkZSazFWTUhCcFdqQjRkVm95YUdsWmEWWNVUVWR
TYWxZd1dswW1ldiVGgyV2pCalQWMURPWEZr TTNCTFYYCENWROpPFU205TIN
HaEtWMGR6ZUVsdU1Ua21MQOp6YVdkdV1YUjFjbVvZ6SWpwYmV5SndjbTk
wW1dOMFpXUW1lPaUpsZVVVMFRSZEShVT1zYzJsVVZXeEtVV2wwV1ZFd1R
rS1pwvTVvivVvZoalNsRnJSbTVUV1dSQ1YwYzFWMkZ1VGxaT1ZURkNZakJ
rukzZFelJraFZNREF3VDFWS1FsUlZUazVTUkVJIMFVUTNdRbESYyU201VWJ
GCERVV1pzV1ZGWGRFZFZhekZUVmxoalJtUXhiRVZXYkVaUlV6Q1NRbVZ
GZEdoV2VsSWjFWVE14YzJSV2IzZFVibHBXWW10RO5GSnVjRUpXYTBwdVZ
HeGFRMUZWTVU1U1IzUjNZMGRLZEZwWRmRHaFd1bFoxVm10alYyVnRValp
VYTBWT1VUQKdXVkpHVWtwbFJURKZWMWhrVDFKR1JYaFVhMUphW1VVMVI



ySXhiRVZsY1hNeFZERINjbVZGTVhGVVdHaE9ZV3N3ZUZReFVsWkowbVJ
4VVd4T1RsV11Uak5STvVaYVVrwmFVbFZWwWkVaa®1IQkRWbFpTUmxackl
VT1VWV1JIDVFZaV1JsRX1aRE5VVms1MF1lraFdzZVTFJUWS5kWmJURNJVa2R
KZWx0dVpFNVZhekV6VWxaR1dsSKkdXbEpWV1ZwWR1pESTVNMVIXVWtwhGF
6VKZWbFJLVDJIWdF16R1VWa3BxWKRCYVVsZFZVbGRWVmtaR1VrVkZNVk1
5Umx0T1Z6V1VZbGQOTVZKkcVFsTm1lSMUowWWt kd11WWkZTbUZVV1IVWT1V
gQktOoVvesSWWKkZSVVZGRTFVVMRrUmxJd1RrUmpwV1JVVKkZSUk5WR11aRVp
UULVWM1UxVkdRMUY2WXpWaVIyeGOWVzFPUTJGC2NHCFNWV1pawkhwa2V
WW1lhWbWhrYmxKSVUydEANVk5FVW5kaGVsSktUalJLTWXSVINrNWpNV1Y
OVFZkc1RWSkZUalJVUjNSWF1VaFNWbFpxUlhoaVdGcG9Vek JPTWXSWVo
zbFhVM1JVVkZkalVrOoUhXbTFrTUhKNVRUTNnZ1bFpGYkZkUmJHUnhXalp
TUTIWCck1VUmMpNRLIFVVROTINGR1IASbFpTYTBvelVsZGtRMUZXYUZOVFJ
tTJRZVWROZVZKWVVtdAFNNVmM8YV2tWTKk1XVNRSbGhXYmxKaFZucFdObFJ
HWkVOT1JYaDBUbGQOYTFKSE9ER1VhMUpTW1ldzeFEwOUZaRUpOVmxaclu
xaGtVbhGRWTVVOW1ZVWkhVbXhHVFdGck5UW1ZSbmQyV1RGM2RtRX1PVEZ
oYkVZellXMWpNVKpVVmOxa2JtUnFWMWRLVGXGck1VaFJWRVpXV2twd1V
SV1ZNVTVSVnpsSVVUQKk91bE13UmxKV1ZWcERaREF4UkZSV1JUQLINNRVY
OVmxkU1JIXUXdWa@5ZUXprelZwWV1dRbVF3YkVsYU1GSKkNVekJLYmxveld
tOWhNbkJRV1VaR1VsSkZSbTVVYTJoQ1VrVKtSbEZYYkVOalZFNHpWV3R
LVFANd2NFNVZSR102VkZSQkOwMUZaMOpXV1ZwNVpWVTFWazVewkV4bGE
zaFFWVZzFPUj JWVINST1VNbmgOWTFWb2NGb3diRzVYUlU1MFUydDRWV1Z
yVm50a2ExRjVZMGM1VEU1dFVqUk9iwWGQOVOVNNU1XV1hNV1ZpY1VwUlV
rv1INivk50ZUdoalNGW1pUV3hLZGXxRdA1ZUbEpiREJBU1Cc1UBS5XTKRTVFp
KYmxwM1pGZE9iMXBZU1hSaGJtUjZTekp3ZW1JeU5HbE1RMHBVWWt kamF
VOXBTalpwWzZWtreFRtbEtPUO1zSW50cFoyNWhkSFZ5WINJINK1tRm1wbwM
wVKVSSGVST1VhbFpJYTFGCc1RtVkpWek5CUW5VMVdsaGtUV3d4wTBWeGQ
yTkpRV3hJUmxjMFFUuSNNSMkpQTFVSU1ZFdG11VU5QUjNoVFZ6UTVMV3Q
wU210eVZteFpaMHR4UXpSNGIWCHZ1VEJSSWA4XZGZRPTOiLCJjcmVhdGY
KLWOUIjoiMjAyMiOwNyOwOFQWODOOMDOOMi44NDhaIn19",
"signatures": [

{

"protected":

"eyJANWMiOlsiTU1JIQm96QONBVXFnQXdJQkFnSUdBVzB1THVJRk1BbOd
DQ3FHUGOOOUJIBTUNNRFVARXpBUKJINT1ZCQWIONQ2sXNVFuVnphVzVsYzN
NeERUQUXCZO5WQKFjTUJGTNBkR1VARHpBTKJINT1ZCQUINQmMmxShGMzUKR
RVEF1RncweE9QUQTVNVEV3TWpNMO16SmFGdzB5T1RBNULURXdNak@zTXp
KYU1GUXhFekFSQmdOVkJIBbO1DazE1UW5WemFXNWX jMO14RFRBTEINT1Z
CQWNNQkZOcGRHVXhMakFzQmdOVk JBTU1KVkpsWjJsemRISmhjaUJXYjN
WamFHVN1JRkpsY1hWbGMzUWdVMmxuYmisdVp5QkxaWGt3V1RBVEJINY3F
0a2pPUFFJQkJInZ3Foa2pPUFFNQkJ3TKNBQVQ2eFZ2QXZxVHoxW1VpdU5
XaFhwUXNrYVB5NOFISFFMd1hpSjBpRUXONNVOUGFUQU4WUWSXTV1PXC8
WQORFaklrQlFvYnc4wWUtxanR4Skhwu@dUajlLT295Y3dKVEFUQmdOVkh
TVUVEREFLQMdNnckJNRUZCUWNESERBTOJINT1ZIUThCQWY4RUJBTUNCNEF
3Q2dZSUtvWkl6ajBFQXdJRFJI3QXdSQUINWXIYTGZxb2FDSORGNFJIBYO1
tSmkrTkNacwWRTaXVwdwdJUGE3T2hLUNEZWUNJRHhUuUE1NbnBYQU1Uc1B
KdVBXeWN1RVIXMVB4SEQuUKzBDCFNIaTJIxZ3BXWCIsIk1JSUJWRENDQVV
tZOF3SUJBZO1HQVCcWZUX1SCtNQWOHQONXRINNND1CQU1DTURVEEV6QVJ
CZO5WQKFVTUNrMTVRb1Z6YVc1bGMzTXhEVEFMQMdOVKJIBYO1CRk5wZEd
VeER6QU5CZO5WQKFNTUJSUmXxjM1JEUVRBZUZ3MHhPVEEL1TVRFAO1gTTN



NekphRncweU9UQTVNVEV3TWpNMO16SmFNRFV4ARXpBUKJINT1ZCQWIONQ2s
XNVFuVnphVzVsYzNNeERUQUXCZO5WQkFjTUJGTNBKR1V4RHPBTKINT1Z
CQUINQMxSbGMzUKRRVEJaTUJINROJI5cUdATTTQ5QWAFRONDCUATTTQ5QXd
FSEEWSUFCT2t2a1RIdThRbFQzRKhKMVVhSTCcrV3NIT2IwVVMzUOFMdEC
1d3VLUURgaWV4MDZcLINjWTVQSm1idmdIVEIrR1wvUVRQZ2VSSEdA5MV1
LcHdjTk1jc1IN5YWpSVEJETUJIROEXVWRFAOVCXCO3UUINQV1CQWY4QOF
RRXdEZ11EV1IWUEFRSFwWVQKFRREFNSUVNQjBHQTFVZERNUVACQ1RvWK1
NelFkcORcL2pcLytnWFwvN2NCSnVjSFwvWG1qQUtCZ2dxaGtqT1BRUUR
BZO5KQURCROFpPRUFOeFEzZKO1MROJIQSXRTaDRiOVdYaFhOdwhxU1A2SCt
iXCIOMQ1wvZ1ZZRGPRNMIDSVFERZzJ1UKNIbFZxM310QjU4VFhNVWJI6SDg
rT72xoV1V2T2XSRDNWRXFEZGNRAzO9I10sINR5cCI6INnZvdwWNozZXItand
zK2pzb24iLCIhbGci0iJFUZzIINiJ9",
"signature":

"0fzugvdyhemwWsu_HQeF-CmQwJeLp9IStNf-bWZwz6S0ojrEOR4aDq6VS
tyG8eWXjGHNZiRyyLJo7RP1rKatuS2w"



Figure 3: Example Parboiled Registrar Voucher Request - RVR
A.3. Example Voucher Response (from MASA to Pledge, via Registrar)

The following is an example voucher response from MASA to Pledge via
Registrar, in "General JWS JSON Serialization".



"payload":
"eyJpPZXRMLXZvdWNoZXI6dm91Y2hlciI6eyJhc3NlcnRpb24i0iJsh2
dnZWQiLCJIzZXJIpYWwtbnVtYmVyIjoiMDEYyMzQ1Njc40SIsIm5vbmN1I
j0i1ZGR0OSGQ4M1FpUGtzMDBTCck1USTI1EUTO9IiwiY3J1YXR1ZC1vbiI6
IjIwMjItMDctMDAUMTc6NDC6MDEUODKkWWiIsInBpbm51ZClikb21haw4
tY2VydCI6Ik1JSUIJWRENDQVVtZOF3SUJBZO1HQVCWZUX1SCtNQWIHQO
NXRINNND1CQU1DTURVeEV6QVJICZO5WQKFVTUNrMTVRb1Z6YVC1bGMzT
XhEVEFMQmdOVk JBYQ1CRk5wZEdVeER6QU5CZO5WQKFNTUJsSUmX jM1JE
UVRBZUZ3MHhPVEE1TVRFdO1qTTNNekphRncweUQUQTVNVEV3TWpNMO1
6SMFENRFV4RXpBUKJINT1ZCQWIONQ2sXNVFuVnphVzVsYzNNeERUQUXCZ0O
5WQKFjTUJGTNBKR1VARHPBTKINT1ZCQUINQmxSbGMzUKRRVEJaTUJINR
0J5cUdTTTQ5QWAFRONDCUdTTTQ5QXdFSEEWSUFCT2t2a1RIdThRbFQz
RKhKMVVhSTcrV3NIT2IwVVMzUOFMdEc1d3VLUURgawWVv4MDYVU2NZNVB
KawJ2Z0hUQitGL1FUamd1bEhHeTFZS3B3YO5NY3NTeWFqU1IRCREL1CSU
dBMVVKRXdFQi193UULNQV1CQWY4QOFRRXAEZ11EV1IWUEFRSCOCQVFEQ
WdJRU1CMEdBMVVKRGARVOJCVG9aSU16UWRZRCIOqLYtNWC83YOJIKAWNI
LihtakFLQmdncWhrak9QUVFEQWdOSkFEQkdBaUVBdHhRMyt JTEdCUEL
0U2g0Yj1XWGhYTnVocVNQNKkgrYioMQy9omV11EalE2bONJUURHMNVSQO
hsVNEzeWhCNThUWE1VYNnpIOCtPbGhXVXZPbFJEM1ZFcURKY1F3PTOif
xo",

"signatures": [

{
"protected":
"eyJANWMi01siTUlJIQmt 6QONBVG1NQXdJIQkFnSUdBVOZCakNrwui1B
bOdDQ3FHUGOOOUJIBTUNNRDB4Q3pBSkInT1ZCQV1UQWtGUk1SVXdFd
11EV1FRSORBeEthVzVuU21sdVowTnZjbkF4RNpBVkINT1ZCQUINRG
twcGJItZEthVzVuVkdwemRFTKINQjRYRFRFNE1ERX1PVEV3T1RJIMEL
Gb1hEVEKOTURFeUQURXdAOVEKWTUZVA1R6RUXNQWtHQTFVRUJOTUNR
VKV4R1RBVEJINT1ZCQWIONREVWCGJItZEthVzVuUTI5eWNERXBNQ2NHQ
TFVRUF3d2dThbWx1WjBwcGJtZERiIMOp3SUZadmRXTm9aWE1lnVTJIsbm
JtbHVaeUJMWlhrd1dUQVRCZ2NxaGtqT1BRSUJCZ2dxaGtqT1BRTUJ
CdO5DQUFTQzZiZUXxBbWVXMVZ3Nm1RCc1JzOFIwWlcrNGIXR1d5Z2G1X
€czJHQU1GV3diaXRmMm5JWEQzT3FIS1Z10HMyUnZpQkdOaXxZPSOdCS
EhOQmRpRkVaWnZiN294SXdFREFPQmAdOVKhROEJBZjhFQkFNQOIOQX
dDzZ113S29aSXpgMEVBAO1EU1FBd1InSWhBSTRQWWJ4dHNZzSFAYVkKh
4XC90elVvUVWVU3N5ZEwzMERRSUS5FAGNOOW1DVFhQQW1FQXZJY jNv
KOZPMOJUbmMNMRNNhS1pSQWtKN3pPdXNUXCOCL1pLT2FFS2JzVKRpV
TOiXSwidHlwIjoidm91Y2hlcilgqd3MranNvbiISImFSZyI6IKVTM]
u2Ine",
"signature":

"y1HLYBF1lwouf42XWSKUWjeYQHNG2Q6A4bjA7hvTkB3z1dPwTULjP
HtuN2Qex6gDxTfaSiKeoXGs0D4JWOgQJIPg"

Figure 4: Example Voucher Response
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