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Abstract

[REC8366] defines a digital artifact called voucher as a YANG-
defined JSON document that is signed using a Cryptographic Message
Syntax (CMS) structure. This document introduces a variant of the

voucher artifact in which CMS 1is replaced by the JSON Object Signing

and Encryption (JOSE) mechanism described in [RFC7515] to support
deployments in which JOSE is preferred over CMS.

In addition to explaining how the format is created, the

"application/voucher-jws+json" media type is registered and examples

are provided.
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1. Introduction

"A Voucher Artifact for Bootstrapping Protocols" [RFC8366] defines a
YANG-based data structure used in "Bootstrapping Remote Secure Key
Infrastructure" [BRSKI] and "Secure Zero Touch Provisioning" [SZTP]
to transfer ownership of a device from a manufacturer to a new owner
(site domain). That document provides a serialization of the voucher
to JSON [REC8259] with a signature according to the Cryptographic
Message Syntax (CMS) [REC5652]. The resulting voucher artifact has
the media type "application/voucher-cms+json".



[I-D.ietf-anima-constrained-voucher] provides a serialization of the
voucher to CBOR [RFC8949] with the signature format of COSE
[REC8812] and the media type "application/voucher-cose+cbor".

This document provides a serialization of the voucher to JSON
[REC8259] with the signature in form of JSON Web Signature (JWS)
[REC7515] and the media type "application/voucher-jws+json". The
encoding specified in this document is used by
[I-D.ietf-anima-brski-prm] and may be more handy for use cases
requiring signed JSON objects.

This document does not extend the YANG definition of [RFC8366].

wWith the availability of different encoded vouchers, it is up to an
industry specific application statement to indicate/decide which
voucher signature format is to be used. There is no provision across
the different voucher signature formats that a receiver could safely
recognize which format it uses unless additional context is
provided. For example, [BRSKI] provides this context via the media
type for the voucher artifact. This document utilizes the optional
"typ" (Type) Header Parameter of JWS [RFEC7515] to provide
information about the signed object.

This document should be considered an update to [RFC8366] in the
category of "See Also" as per [I-D.kuehlewind-update-tag]. TODO:
double check with RFC8366bis

Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [REC2119] [REC8174] when, and only when, they appear in all
capitals, as shown here.

Voucher Artifact with JSON Web Signature
[REC7515] defines the following serializations for JWS:
1. "JWS Compact Serialization" in Section 7.1 of [REC7515]

2. "JWS JSON Serialization" in Section 7.2 of [RFC7515] - "General
JWS JSON Serialization Syntax" in Section 7.2.1 of [REC7515]
"Flattened JWS JSON Serialization Syntax" in Section 7.2.2 of
[RFC7515]

This document makes use of the "General JWS JSON Serialization
Syntax" to support multiple signatures, as already supported by
[REC8366] for CMS-signed vouchers.


https://rfc-editor.org/rfc/rfc7515#section-7.1
https://rfc-editor.org/rfc/rfc7515#section-7.2
https://rfc-editor.org/rfc/rfc7515#section-7.2.1
https://rfc-editor.org/rfc/rfc7515#section-7.2.2

The [RFC8366] voucher data structure consists of a nested map, the
outer map of which is:

{ "ietf-voucher:voucher" : { inner map }}

This outer map is considered the JWS Payload as described in

Section 3 of [REC7515]. A "JWS JSON Serialization Overview" is given
in Section 3.2 of [REC7515] and more details on the JWS
serializations in Section 7 of [RFC7515].

3.1. Voucher Representation in General JWS JSON Serialization Syntax

The following figure gives an overview of the Voucher representation
in "General JWS JSON Serialization Syntax":

{
"payload": "BASE64URL(ietf-voucher:voucher)",
"signatures": [
{
"protected": "BASE64URL(UTF8(JWS Protected Header))",
"signature": "base64encodedvalue=="
}
1
3

Figure 1: Voucher Representation in General JWS JSON Serialization
Syntax

3.2. JWS Payload of Voucher in General JWS JSON Serialization

The following figure depicts the decoded JWS Payload in JSON syntax:

"ietf-voucher:voucher": {
"assertion": "logged",
"serial-number": "0123456789",
"nonce": "5742698422680472",
"created-on": "2022-07-08T03:01:24.618Z",
"pinned-domain-cert": "base64encodedvalue=="

Figure 2: Decoded JWS Payload in JSON Syntax
3.3. JWS Protected Header of Voucher in General JWS JSON Serialization

The standard header parameters "typ" and "alg" as described in
[REC7515] are utilized in the protected header. The "alg" header
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MUST contain the algorithm type used to create the signature, e.g.,
"ES256". The "typ" header SHOULD contain the value "TODO: voucher -
jws+json", if present.

If X.509 (PKIX) certificates [RFC5280] are used, then the "x5c"
parameter defined in Section 4.1.6 of [RFC7515] SHOULD be used to
contain the certificate and chain. Vouchers will often need all
certificates in the chain, including what would be considered the
trust anchor certificate, because intermediate devices (such as the
Registrar) may need to audit the artifact, or end systems may need
to pin a trust anchor for future operations. Note, a trust anchor
SHOULD be provided differently to be trusted. This is consistent
with Section 5.5.2 of [BRSKI].

The following figure gives the decoded JWS Protected Header in JSON
syntax:

{
"alg": "ES256",
"typ": "voucher-jws+json",
"x5c¢": [
"base64encodedvaluel==",
"base64encodedvalue2=="
I
}

Figure 3: JWS Protected Header in JSON Syntax
Privacy Considerations

The Voucher Request reveals the IDevID of the component (Pledge)
that is in the process of bootstrapping.

This request occurs via HTTP-over-TLS, however, for the Pledge-to-
Registrar TLS connection, the Pledge is provisinally accepting the
Registrar server certificate. Hence it is subject to disclosure by a
Dolev-Yao attacker (a "malicious messenger")[onpath], as explained
in Section 10.2 of [BRSKI].

The use of a JWS header brings no new privacy considerations.
Security Considerations

The issues of how [RFC8366] vouchers are used in a [BRSKI] system is
addressed in Section 11 of [BRSKI]. This document does not change
any of those issues, it just changes the signature technology used
for voucher request and response artifacts.
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Section 9 of [SZTP] deals with voucher use in Secure Zero Touch
Provisioning, for which this document also makes no changes to
security.

6. IANA Considerations
6.1. Media-Type Registry

This section registers the "application/voucher-jws+json" in the
"Media Types" registry.

6.1.1. application/voucher-jws+json

Type name: application

Subtype name: voucher-jws+json

Required parameters: none

Optional parameters: none

Encoding considerations: JWS+JSON vouchers are JOSE objects

signed with one or multiple signers.

Security considerations: See section [Security Considerations]

Interoperability considerations: The format is designed to be
broadly interoperable.

Published specification: [THIS RFC].

Applications that use this media type: ANIMA, 6tisch, and other
zero-touch bootstrapping/provisioning solutions

Additional information:
Magic number(s): None
File extension(s): .vj]j
Macintosh file type code(s): none

Person & email address to contact for further information: IETF
ANIMA WG

Intended usage: LIMITED

Restrictions on usage: NONE

Author: ANIMA WG

Change controller: IETF

Provisional registration? (standards tree only): NO

7. Acknowledgments
We would like to thank the various reviewers for their input, in
particular Steffen Fries, Ingo Wenda, ...TODO Support in PoC
implementations Hong Rui Li and He Peng Jia, ...TODO
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8. Changelog [RFC Editor: please delete]

*Added adoption call comments from Toerless. Changed from
[RFCxxxx] to [THING] style for some key references.
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*Updated references "I-D.ietf-anima-brski-async-enroll" switched
to "I-D.ietf-anima-brski-prm"

*Switch from "JWS Compact Serialization" to "General JWS JSON
Serialization", as focus is now on "General JWS JSON

Serialization"

*Include Voucher representation in "General JWS JSON
Serialization" syntax

*Include examples Al, A2, A3 using "General JWS JSON
Serialization"

*Added optional "typ": "voucher-jws+json" header parameter to JWS
objects

*Examples folded according to RFC8792, Single Backslash rule
*Restructuring and clean-up, preparation for WGLC
*Included feedback from shepherd review
-- back
9. Examples

These examples are folded according to [REC8792] Single Backslash
rule.

9.1. Example Pledge Voucher Request - PVR (from Pledge to Registrar)

The following is an example request sent from a Pledge to the
Registrar, in "General JWS JSON Serialization".



—============== NOTE: '\' line Wrapping per RFC 8792 ================

"payload": "eyJpZXRmLXZvdWNoZXItcmVxdwVzdDp2b3VjaGVyIjp7InNlcmlhbC\
1udwW1iZXIiO0iIwMTIzNDU2Nzg5IiwibmOuY2Ui0iI2R3RUK1pRSO4ySHFER1ZrQkV4Wk\
XRPTOiLCJjcmVhdGVKLWOUIjoiMjAyMiOwNyOwOFQwWODOOMDOoOMi44MjBaliwicHIveG\
1taxXR5LXJ1Z21zdHJhci1jZXJ0IjoiTU1JQjRqQONBWWINQXdJIQkFnSUdBWFk3MmJIiwk\
1BbOdDQ3FHUBOOOUJIBTUNNRFV4RXpBUKJINT1ZCQWIONQ2sXNVFuVnphVzVsYzNNeERUQU\
XCZO5WQkFjTUIGTNBKR1V4ARHPBTKkINT1ZCQUINQMXShGMzUKRRVEF1RNCweU1ERXINRG\
N3TmpFNE1USMFGdzB6 TURFeU1EY3d0akUOTVRKYU1ENHhFekFSQmdOVkJIBb@1DazE1UW\
5WemFXNWX jMO14RFRBTEINT1ZCQWNNQkZOCGRHVXhHREFXQmdOVKJIBTU1EMFJ2Y1dGcG\
JsSmxaMmx6ZEhKaGNgQ1lpNQk1HQN1XRINNND1BZOVHQONXRINNND1BAOVIQTBJIQUJICaz\
E2Sy9pNz1vUmtLNV1iZVBnOFVTUjgvdXMxZFBVaVpITXRvalNkcUtXNWZuV3NCZCtxUk\
w3V1ImZmvVXa31lnzZwWJvSmzZJIbGx1cmNpMjV3bmhpT1ZDR2plekI1TUIWROEXVWRKUVFXTU\
JRRONDCcOABUVVGQNANQkJInZ3JICZOVGQLFjREhEQUICZO5WSFE4QkFMOEVCQU1DQjRBd1\
NBWURWU jBSQkVFd1AOSWRjbVZuYVhOMGNtRNIMWFJISsYzZNRAWMybGxiV1Z1Y3kxaWRDNX\
VaWFNDSG5KbFoybHpkSEpoY2kxMFpYTjB0aTV6YVdWdFpXNXpMVOowTGO1bGREQUtCZ2\
dxaGtqT1BRUURBZO5JQURCRKFpQNhsZEJoOWNEWRXY1SkwyUHJXQ3R5UzZORF1XMX1DTy\
9SYXVicEM3TWFJRGAJaEFMUGOPiZOxuz2hiYKkFnMGRjVOZVYVm8vZOdOMCIqd3pKWjBTbhD\
JONHhJWGsxIn19",

"signatures": [{

"protected": "eyJ4NWMiOlsiTU1lJQitUQONBYUNNQXdJQkFnSUdBWG5WanNVNU\
1BbOdDQ3FHUOEOOUJIBTUNNRDB4Q3pBSkInT1ZCQV1UQWtGUk1SVXdFd11EV1FRSORBeE\
thVzvuu21sdvVowTnZjbkF4RnpBVkInT1ZCQUINRGtwcGJItZEthVzVuVkdwWemRFTKINQO\
FYRFRJeE1EWXJOREEXTKkRZeES5Gh11Eems1T1RreE1qTXhNakOXT1RVNVAqQLINNUXN3Q1\
FZRFZRUUdFdOpCVVRFVk1CTUdBMVVFQ2d3TVNtbHVaMHBWYM1kRGIzSNndNUk13RVFZRF\
ZRUUZFd293TVRJek5EVTJI0emc1TVJIjdOZRWURWUVFEREE1S2FXNW5ThWx1WjBSbGRtbG\
paVEJaTUINROJI5cUdTTTQ5QWAFRONDcUdATTTQ5QXdFSEEWSUFCQzc5bG1lhUmNCalpjRU\
VYdzdyVWVhdnRHSKkF1SDRwazRJINDJ2YUJINC1UXMWIMRENDTGtWaHRVV]IXbXZhSON2TX\
gyWStTTWdROGZmdOwyM30zVE1IWQldqZFRCek1DcOdDQ3NHQVFVRKJI3RWACQjhXSFcxaG\
MyRXRkR1Z6ZEM1emFXVnRaVzV6 TFAKMEXtNWxKRG81TkRRek1COEdBMVVKSXdRWU1CYU\
FGR1FMak56UFwvUlwva291alF3amc1RTVmdndjWWINQK1HQTFVZEPRUUINQWOHQONZRO\
FRVUZCdO1DTUEOROEXVWREdOVCXC93UUVBAO1IZORBSOINZ3Foa2pPUFFRREFNTKhBRE\
JFQW1CATN3UKJIMcOpNUDVZTTA3MEgrVUZyeU5VNmdLekxPUMNGeVJIST2xxcUhpZO1lnwWE\
NtSkxUekVsdkQycGILNmRANmwxXC91leW1lUbmIRRERmMSMxhdHVYM1JIvTOU9I10sINR5cC\
I6InZvdwWNozXItandzK2pzb24ilL.CJhbGciO0iJFUZI1NiJ9",

"signature": "abVvg4TDGzSTjVHKkQ1NeIW3ABu5ZXdM1l1lcEqwcIA1HFW4Br1GbOo\
-DRTKfyCOGXSW49-ktJcrV1YgKgC4xmZoyoQ"

1]
Figure 4: Example Pledge Voucher Request - PVR

9.2. Example Parboiled Registrar Voucher Request - RVR (from Registrar
to MASA)

The term parboiled refers to food which is partially cooked. In
[BRSKI], the term refers to a Pledge voucher-request (PVR) which has



been received by the Registrar, and then has been processed by the
Registrar ("cooked"), and is now being forwarded to the MASA.

The following is an example Registrar voucher-request (RVR) sent
from the Registrar to the MASA, in "General JWS JSON Serialization".
Note that the previous PVR can be seen in the payload as "prior-
signed-voucher-request".



—============== NOTE: '\' line Wrapping per RFC 8792 ================

"payload": "eyJpZXRmLXZvdWNoZXItcmVxdwVzdDp2b3VjaGVyIjp7InNlcmlhbC\
1udwW1iZXIiO0iIwMTIzNDU2Nzg5IiwiaWR1dmlkLW1zc3V1ciI6IKkJICZ3dGhbOFVVKFITT\
NNLz1MKINpNKk5SEQO9Ea1RsKy9CeGhzPSIsIm5vbmN1IjoiNkd®bitaUUtOMKhxREZWa0O\
JFeFpMUTO9IiwicHJIpb3Itc21lnbmVKLXZvdWNoZXItcmVxdwWVzdCI6ImV5SndZWGxzYj\
JGa0lgh21laWGXLYOZWWVVtMUIXRNAYWKZKT2IXCF1TWFJqY1lZaNFpGZFd1lbVJIFYORKaU\
OXWNFZVWRXZVVSCWNEZEpiazVzWTIXCc2FHSKRNWFZrVnpGcFdsaEphVT1wU1hkT1ZFbD\
ZUalJIWTWsIN1p6VkphWGRWWWOWNWRWa31WV2xQYVVreVVqT1NkVXN4YOZKVEL1EUjVVMG\
hHU1ZKc1duS1JhMVkwVjJONFVSQ1VNR2XNUTBwWcVKYMVdhR1JIVM10TVZ6bDFTV3B2YV\
UXCVFYbE5hVEIZzVG5rd2QwOUdVWGRQUKc4d1RVUNZNRTFWTKRSTMFrSmhTV2wzYVdOSV\
NUWmxSMngwwWVZoUe5VeF1TbXhhTW14N1pFaEthROSwWTVdAwYVdFb3dTV3B2YVZSVmJIFCF\
JhbEp4VVRCT1FSZFhiRzVSVOdSS1VXdEdibESWWKkVKWFJtc3pUVzFLYVZKck1VSmMINRIN\
JFVVROR1INGVXANREJQV1VWQ1ZGVKOUbEpHVMpSU1dIQKNWV3RLYmXxSc1dr T1IWemxPVV\
RKemVFNVdSb1zXYm5Cb1ZucFdjMwWw2VGs1bFJIWS1ZVV1YOUTFvdO5SWZFIhMFpxVkZWS1\
IXUNVRbXRTTVZZMFVraHdRbFJyU201VWJGCERVV1V4VGXGAGVGTM1ISMDE2V1dOU1VsWk\
ZSbXhTYm10M1pWVXhSVKpZYkU1U1IwWNHpWRZF3UMs1Rk1WVI1RiVVpIWkhwQO5sUlZzVal\
psV1RGR1dUTMtUMkZYyV1RCVVZsSkxXV1V4UlU1SWFFWmxhMFpUVVcxalQxwWnJTa0ppTU\
RGRV1YCEZNV1ZYT1ZkbGJVW11UbGQOYWswdO®1UUINSbEpDVKVWS2JIsUNNXa@5SVjAL1T1\
VXdGFUMK5IVWtoVlidHaElvValZHVOZGdFpFOVdhMHBDVkZVeFJVMUdTakpaYkdSSFKkwZE\
tjMU50ZUdGTmIYZzJIXa1lZvUzJIGSFRURLJiSEJPVVdAzeFNGRNViSGhTTVU1T1RrUnNRbG\
93VmtoUk1FNTRVakZPVGS1RWIFSmtNR1pKVVZSQ1NsR1ZTa050ZWtVeVUzazVjRTU2Yk\
haVmJYUK1UbFpzYVZwWV1FtNVBSbFpVV1dwbmRtUL1UWGhhUmtKV11WwwndTV1JZVW5aaE\
1VNXJIZMVYWVOUIWFduV1dNMDVEV2tOMGVGVNJkek5XTVVWdFdtMVAXROVEYKc1YVYwcD\
JVMJjFhU21KSGVERmMpiVTV3VFdwVOOYySNnRhSEJVTVZWRVVqSNdiR1ZyU1RGVVZVbDNVak\
JGZUZaWFVrdFZWalpzZVkZWS1VsSXdUa1JqTudSQ1ZwWw1ldSMUZ1WkU1UmEwcHVXak5LUT\
Fvd1ZrZFJiRVpxVWtWb1JWR1ZPVU5hTURWWFUWWKZORKZYUmOXUFIJWWKRVV1V4UKZGcV\
VrSmENVTVDVjFWU1YXVNFRBESSYTFaR1pERKJINRKS5YVWlwaVZscDFXV1pVVDAXSFRUULN
NibXh0OVjBaS2MxbDZUbEprVjAxNV1rZDRhV114V2pGWkOydDRZVmMRTUKUIWVZtR1hSaz\
VFVTBjMVMySkdiM2xpUOhCclUwVndiMWt5YTNoT1JuQlpwWR3BDVDJIGVVZqWlpWbVJIYWk\
Vad1dFNV1jRTFXTUC5M1ZFY3dNVOpIVWEWU1ZYUKRXakprZUdGSGRIRIVNVUpTV1ZWU1N
Fsb3dOVXBSV1ZKRFVtdEdjRkZ1YUhOYVJIVcHZWMjVGZDFKWVAURIRhM2Q1V1VoS1dGRX\
pValZwWZwxwd1VrWnNXRTFZYkVSVWVUbFRXVMhXYVAORIRUT1VWMFpLVWtkalNtRkZSaz\
FWTUhCcFdgQjRkVm95YUdSWmEWWNVUVWRTYWxZd1dswW1diVGgyV2pCalQwMURPWEZrTT\
NCTFYyCENWROpFU205T1INHaEtWMGR6ZUVsdU1Ua21MQOp6YVdkdV1YUjFjbVZ6SWpwYm\
V5SndjbTkwwWldOMFpXUW1PaUpsZVVVMFRSZE5hVT1zYzJsVVZXeEtVV2wwV1ZFd1RrS1\
pWVTV1VVZ0alNsSRnJISbTVUV1dSQ1lYwYzFWMkZ1VGxaT1ZURKNZakJrUkZFelJraFZNRE\
F3VDFWS1FsUl1ZUazVTUkVIMFVUTNdRbESYU201VWJIGCERVV1pzV1ZGWGRFZFZhekZUVm\
x0alJtUXhiRVZXYkVaU1lV6QLINRbVZGZEdoV2VsWjFWVE14YzJSV2IzZFVibHBXWW10RO\
5GSnVjRUpXYTBwdVZHeGFRMUZWTVU1U1IzUjNZMGRLZEZWRmMRHaFd1bFoxVm10alYyVvn\
RValpVYTBwWT1VUQkdXVkpHVWtwbFJURKZWMWhrVDFKR1JYaFVhMUphW1VVMVIySXhiRV\
ZsY1hNeFZERINjbVZGTVhGVVdHaE9ZV3N3ZUZReFVsWk9WbVJ4VVd4T1RsV11Uak5STV\
VaYVVrWmFVbFZWwWkVaa@1lIQkRWbFpTUmxackl1VT1VWV1JDVFZaV1JsRX1aRE5VVmMS1MF\
lraFdzVTFJUW5kWmJURNJIVa2RKZWx0dVpFNVZhekV6VWxaR1dsSkdXbEpWV1ZwWR1pEST\
VNMVIXVWtwbGF6VKZWbFJILVDIWdF16R1VWa3BXWKkRCYVVSZFZVbGRWVYmtaR1VrVKZNVk\
15Umx0T1Z6V1VZbGQOTVZkcVFsTm1SMUOWWWE Kd11WWKkZTbhUZVV1IVWT1VqQktOoVe5WWk\
ZSVVZGRTFVVMRrUmxJd1RrUmpWV1JVVkZSUk5WR11aRVpUUI1VWMIUXVKdRMUY2WXpwWaV\
IyeGO9WVzFPUTJGCc2NHCFNWV1pawkhwa2vVwwlhwbWhrYmxKSVUydEdNVK5FVW5kaGVsSk\



tUalJLTWXxSVINrNWpNV1YOVFZkc1RWSkZUalJVUjNSWF1VaFNWbFpxUlhoavVdGecG9Vek\
JPTWxSWVozbFhVM1JVVkZkalVrOUhXbTFrTUhKNVRUTNZ1bFpGYkZkUmJHUNhXalpTUT\
JWck1VUmMpNRLIFVVROTINGR1ASbFpTYTBvelVsZGtRMUZXYUZOVFJItTjRZVWROZVZKWV\
VEtdFNNVmM8yV2tWTk1XVnRShGhXYmxKaFZucFdObFJHWkVOT1JYaDBUbGQOYTFKSEQERI\
VhMUpTW1ldzeFEwOUZaRUpOVmxaclUxaGtVbGRWTVVOW1ZVWKkhVbXhHVFdGck5UW1ZShm\
QyV1RGM2RtRX1PVEZ0oYkVZellXMWpNVKkpVVmOxa2JtUnFWMWRLVGxGck1VaFJWRVpXV2\
tWd1VsV1ZNVTVSVnpsSVVUQK91bE13UmxKV1ZWCERaREF4UkZSV1JUQINNRVYOVmMXKUL\
JIXUXdWae5ZUXprelzZwWV1dRbVF3YkVsYU1GSkNVekJLYmxvelJtOwWhNbkJRV1VarR1VsSk\
ZSbTVVYTJ0oQ1VrVktSbEZYYkVOalZFNHpWV3RLVFANd2NFNVZSR102VKkZSQkOwMUZaMO\
pPXV1ZWNVpWVTFWazVowkV4bGEzaFFWVzFPUJj JWVINST1VNbmgOWTFWb2NGhb3diRzVYUL\
U1MFUydDRWV1ZyVm50a2EXRjVZMGM1VEU1dFVqUK9iWGQOVOVNNUIXVIhNV1ZpY1lVvwU1\
VrVINiVk50ZUdoalNGW1pUV3hLZGXRA1ZUbEpiREJ6UL1CIUOSXTKRTVFpKYmMXwM1pGZE\
9iMXBZU1hSaGJtUjZTekp3ZW1JeU5HbE1RMHBVWWt kamFVOXBTalpwWZWt reFRtbEtPUO\
1zSW50cFoyNWhkSFZ5WINJINK1tRm1WbWMwVkVSSGVST1VhbFpJYTFGCc1RtVkpWek5CUW\
5VMVdsaGtUV3d4wTBWeGQyTkpRV3hJUmxjMFFUSNNSMkpQTFVSU1ZFdG11VU5QUjNOVF\
Z6UTVMV3QwU210eVZteFpaMHR4UXpSNGIWCHZ1VEJSSWAXZGZRPTOiLCJIjcmVhdGVKLW\
9uIjoiMjAyMiOwNyOwOFQWODOOMDOOMi44NDhaIni9",
"signatures": [{

"protected": "eyJ4NWMiOlsiTUlJQm96QONBVXFNQXdJQkFNSUdBVZzBLTHVJIRK\
1BbOdDQ3FHUBOOOUJIBTUNNRFV4RXpBUKJINT1ZCQWIONQ2sXNVFuVnphVzVsYzNNeERUQU\
XCZO5WQkFjTUIGTNBKR1V4ARHPBTKkINT1ZCQUINQMXSbGMzUKRRVEF1RNCWeEQUQTVNVE\
V3TWpNMO16SmFGdzB5T1RBNU1URXdANak@zTXpKYUL1GUXhFekFSQmdOVkJIBbO1DazE1UW\
5WemFXNWX jMO14RFRBTEINT1ZCQWNNQkZOCcGRHVXhMakFzQmdOVkJIBTU1KVKkpsWjJsem\
RISmhjaUJXYjNwamFHVNn1JRkpsY1hwWbGMzUWdVMmxuYmisdVp5QkxaWGt3V1RBVEJInY3\
Foa2pPUFFJQkJInZ3Foa2pPUFFNQkJ3TkNBQVQ2eFZ2QXZxVHoxW1VpdU5XaFhwUXNrYV\
BSNOFISFFMd1hpSjBpRUXONNVOUGFUQU4AWUWS5XTV1PXC8WQORFaklrQlFvYnc4wUtxan\
R4SkhwuodUajlLT295Y3dKVEFUQmAdOVKhTVUVEREFLQMdnckJNRUZCUWNESERBTOJINT1\
ZIUThCQWY4RUJBTUNCNEF3Q2dZSUtvWk16ajBFQXdJRFJI3QXdSQUInWXIYyTGZxb2FDSO\
RGNFJBYO1tSmkrTkNacwWRTaXVWdwdJUGE3T2hLUnEZWUNJRHhUUELINbNBYQU1UC1BKdV\
BXeWN1RVIXMVB4SE9QuUKzBDCFNIaTJIXxZ3BXWCIsIk1JSUJWRENDQVVtZOF3SUJBZO1HQV\
CWZUX1SCtNQWIHQONXRINNND1CQU1DTURVeEV6QVICZO5WQKkFVTUNrMTVRb1Z6YVC1bG\
MzTXhEVEFMQmdOVkJIBYO1CRk5wWZEdVeER6QU5CZO5WQKFNTUJSUmXxjM1JEUVRBZUZ3MH\
hPVEE1TVRFAO1qTTNNekphRncweUQUQTVNVEV3TWpNMO16SMFNRFV4ARXpBUKJINT1ZCQW\
9NQ2sxXNVFuVnphVzVsYzNNeERUQUXCZO5WQkFjTUJGTNBKR1V4ARHPBTKkJINT1ZCQUINQmM\
XSbGMzUKRRVEJaTUJNROJI5cUdTTTQ5QWAFRONDCUdTTTQ5QXAFSEEWSUFCT2t2a1RIdAT\
hRbFQzRKhKMVVhSTcrV3NIT2IwVVMzUOFMdEc1d3VLUURgawWV4MDZcLINFWTVQSmlidm\
dIVEIrR1wvUVRQqZ2VsSEd5MV1LCcHAjTk1jcINSYWpSVEJETUJIROEXVWRFAOVCXCO3UU\
1INQV1CQWY4QOFRRXAEZ11EV1IWUEFRSFWVQKFRREFNSUVNQJjBHQTFVZERNUVACQIRVWK\
INelFkcORcL2pcLytnWFwVN2NCSNVjSFwvWG1qQUtCZ2dxaGtqT1BRUURBZO5KQURCRO\
FPRUFOeFEzKO1MROJIQSXRTaDRi0OVdYaFhOdWhxU1A2SCtiXCOMQ1wvZ1ZZRGpRNmMODSV\
FERZJ1UKNIbFZXM310QjU4VFhNVWJI6SDgrT2xoV1V2T2XSRDNWRXFEZGNRAzO9I10sIn\
R5cCI6InZvdwWNozXItandzK2pzb24ilCIJhbGci0iJFUZI1NiJ9",

"signature": "OfzugVdyhemwWsu_HQeF-CmQwJeLp9IStNf-bWZwz6S0jrEOR4a\
Dg6VStyG8eWXjGHNZiRyyLJo7RP1rKatuS2w"

1]



Figure 5: Example Parboiled Registrar Voucher Request - RVR

9.3. Example Voucher Response (from MASA to Pledge, via Registrar)

The following is an example voucher response from MASA to Pledge via

Registrar, in "General JWS JSON Serialization".

—============== NOTE: '\' line Wrapping per RFC 8792 ================

"payload": "eyJpZXRmLXZvdWNozZXI6dm91Y2hlciI6eyJhc3NlcnRpb24i0iJsb2\
dnZWQiLCJzZXJIpYWwtbnVtYmVyIjoiMDEYyMzQ1Njc40SIsIm5vbmN1IjoiZGRoSGQ4M1N\
FpUGtzMDBTCck1USTI1EUTO9IiwiY3J1YXR1ZC1vbiI6IjIwMjItMDCctMDAUMTCENDCEMD\
EuODkwWiIsInBpbm51ZCikb21hawW4tY2VydCI6Ik1JSUJWRENDQVVtZOF3SUJBZO1HQV\
CWZUX1SCtNQWOHQONXRINNNDICQUIDTURVeEEV6QVICZO5WQKFVTUNrMTVRb1Z6YVCc1bG\
MzTXhEVEFMQmdOVkJIBYO1CRKk5wWZEdVeER6QU5CZO5WQKFNTUJsUmXxjM1JEUVRBZUZ3MH\
hPVEE1TVRFAO1qTTNNekphRncweUQUQTVNVEV3TWpNMO16SMFNRFVARXpBUKJINT1ZCQW\
9NQ2sxNVFuVnphVzVsYzNNeERUQUXCZO5WQkFjTUJGTNBKR1V4ARHPBTkJINT1ZCQUINQmM\
XSbGMzUKRRVEJaTUJINROJI5cUDTTTQ5QWAFRONDcUATTTQ5QXdAFSEEWSUFCT2t2a1RIdT\
hRbFQzRKhKMVVhSTcrV3NIT2IwVVMzUOFMdEc1d3VLUURgawV4MDYVU2NZNVBKawJ2Z0\
huQitGL1FUamd1lbEhHeTFZS3B3YO5NY3NTeWFqUIRCRE1CSUdBMVVKRXAFQi1i93UULINQV\
1CQWY4QOFRRXJEZ11EV1IWUEFRSC9CQVFEQWdJRU1CMEdBMVVKRGARVOJICVG9aSU16UW\
RzRC9gLYytnWC83YOJKdAWNIL1htakFLQmdncWhrak9QUVFEQWdOSKkFEQkdBaUVBdHhRMy\
tJTEdCUE1OU2g0Yj1XWGhYTnVocVNQNkgrYioMQy9mV11lEalE2bONJUURHMNVSQOhsVNn\
EzeWhCNThUWE1VYnpIOCtPbGhXVXZPbFJEM1ZFCURKY1F3PTOifX0",

"signatures": [{

"protected": "eyJ4NWMi0lsiTUlJQmt6QONBVGLnQXdJIQkFnSUdBVOZCakNrwu\
1BbOdDQ3FHUGOOOUJIBTUNNRDB4Q3pBSkInT1ZCQV1UQWEtGUK1SVXdFd11EV1FRSORBeE\
thvzvuu21sdvowTnZjbkF4RnpBVkINnT1ZCQUINRGtwcGJItZEthVzVuVkdwWemRFTKINQJ\
RYRFRFNE1ERX1PVEV3T1RJIME1Gb1hEVEKOTURFeU9URXAOVEKWTUZVA1R6RUXNQWEHQT\
FVRUJOTUNRVKV4R1RBVEJINT1ZCQWIONREVWCGJItZEthVzVuUTI5eWNERXBNQ2NHQTFVRU\
F3d2dTbwWx1WjBwcGJtZERiIMOp3SUZadmRXTm9aWE1nVTJIsbmJtbHVaeUIMW1lhrdl1duQVv\
RCZ2NxaGtqT1BRSUJCZ2dxaGtqT1BRTUJCAO5DQUFTQZzZiZUXBbWVXMVZ3Nm1Rc1Jz0OF\
IWwW1lcrNGIXR1d5ZG1XczJHQU1GV3diaXRmMm5JIJWEgzT3FIS1Z10HMyUnZpQkd0aXZPS0O\
dCSEhOQmMRpRkVawWnzZiN294SXdFREFPQMdAOVKhROEJBZjhFQkFNQOIOQXdDZ11J3S29aSX\
POMEVBAO1EU1FBd1InSWhBSTRQWWJI4dHNZSFAYVkh4XC90elVvUVwVU3N5ZEWzZMERRSU\
5FdGNOOW1DVFhQQW1FQXZJYjNVKOZPMOJUbmNMRNNhS1pSQWtKkN3pPdXNUXCOcL1pLT2\
FFS2JzVKRpVTOiXSwidH1wIjoidm91Y2hlcilqd3MranNvbiIsImFsZyI6IkVTMju2In\
o",

"signature": "yl1HLYBFlwouf42XWSKUWjeYQHNG2Q6A4bjA7hvTkB3z1dPwTU1\
jPHtuN2Qex6gDxTfaSiKeoXGs0D4JwW0gQJPg"

1]
Figure 6: Example Voucher Response
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