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Abstract

This document defines SRTP crypto suites based on the ARIA block
cipher algorithm for use with the Session Descritpion Protocol (SDP)
security descriptions.
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Introduction

This document defines the SDP Security Descriptions attributes
[REC4568] corresponding to the ARIA transforms which are defined in
[I-D.ietf-avtcore-aria-srtp].

.1. ARIA

ARIA is a general-purpose block cipher algorithm developed by Korean
cryptographers in 2003. It is an iterated block cipher with 128-,
192-, and 256-bit keys and encrypts 128-bit blocks in 12, 14, and 16
rounds, depending on the key size. It is secure and suitable for
most software and hardware implementations on 32-bit and 8-bit
processors. It was established as a Korean standard block cipher
algorithm in 2004 [ARIAKS] and has been widely used in Korea,
especially for government-to-public services. It was included in
PKCS #11 in 2007 [ARIAPKCS]. The algorithm specification and object
identifiers are described in [REC5794].

2. SRTP Crypto Suites

The transforms based on ARIA and the correspoding SRTP protection
profiles for DTLS-SRTP are defined in [I-D.ietf-avtcore-aria-srtp].
The SDP Security Descriptions [RFC4568] crypto suites corresponding
to ARIA transforms [I-D.ietf-avtcore-aria-srtp] are sets as shown in
Table 1.
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1.3.

N

oo e e oo oo - - S
| Name | Enc. Key Len
g S
| ARIA_128_CTR_HMAC_SHA1_80 | 16 octets
| ARIA_ 128 CTR_HMAC_SHA1_32 | 16 octets
| ARIA_192 CTR_HMAC_SHA1 80 | 24 octets
| ARIA_192_CTR_HMAC_SHA1_32 | 24 octets
| ARIA_256_CTR_HMAC_SHA1_80 | 32 octets
| ARIA_256_CTR_HMAC_SHA1 32 | 32 octets
| AEAD_ARIA_128_GCM | 16 octets
| AEAD_ARIA_256_GCM | 32 octets

Table 1: ARIA Crypto Suites
Terminology

The key words "MUST", "MUST NOT", "REQUIRED

10 octets
4 octets
10 octets
4 octets
10 octets
4 octets
16 octets
16 octets

for SRTP

" "SHALL", "SHALL NOT",

"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this

document are to be interpreted as described
Parameters

The parameters in each crypto suite listed
for use with the SDP Security Descriptions

Master key length

Master salt length

Key Derivation Function

Default key lifetime (SRTP)
Default key lifetime (SRTCP)
Cipher (for SRTP and SRTCP)
SRTP authentication function
SRTP authentication key length
SRTP authentication tag length
SRTCP authentication function
SRTCP authentication key length
SRTCP authentication tag length

in [REC2119].

in Table 1 are described
attributes [RFC4568].

128 bits

112 bits
ARIA_128_CTR_PRF
2N48 packets
2731 packets
ARIA 128 CTR
HMAC-SHA1
160 bits

80 bits
HMAC-SHA1
160 bits

80 bits

Table 2: The ARIA_ 128 CTR_HMAC_SHA1_80 Crypto Suite
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oo e e e e m oo oo - - O +
| Parameter | value |
oo e e e e eeooo-- Fom e e oo +
Master key length 128 bits
Master salt length 112 bits

ARIA_ 128 CTR_PRF
2748 packets
2731 packets
ARIA_128_CTR

Key Derivation Function

Default key lifetime (SRTP)
Default key lifetime (SRTCP)
Cipher (for SRTP and SRTCP)

SRTP authentication function HMAC - SHA1
SRTP authentication key length 160 bits
SRTP authentication tag length 32 bits
SRTCP authentication function HMAC - SHA1
SRTCP authentication key length 160 bits
SRTCP authentication tag length 80 bits
o e e e e e e e e o e e +

oo e e e e m oo oo - - O +
| Parameter | value |
oo e e e e eeooo-- Fom e e oo +
Master key length 192 bits
Master salt length 112 bits

ARIA_ 192 CTR_PRF
2748 packets
2731 packets
ARIA_192_CTR

Key Derivation Function

Default key lifetime (SRTP)
Default key lifetime (SRTCP)
Cipher (for SRTP and SRTCP)

SRTP authentication function HMAC - SHA1
SRTP authentication key length 160 bits
SRTP authentication tag length 80 bits
SRTCP authentication function HMAC - SHA1
SRTCP authentication key length 160 bits
SRTCP authentication tag length 80 bits
o e e e e e e e e o e e +

Table 4: The ARIA_192_CTR_HMAC_SHA1_80 Crypto Suite
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oo e e e e m oo oo - - O +
| Parameter | value |
oo e e e e eeooo-- Fom e e oo +
Master key length 192 bits
Master salt length 112 bits

ARIA_ 192 CTR_PRF
2748 packets
2731 packets
ARIA_192_CTR

Key Derivation Function

Default key lifetime (SRTP)
Default key lifetime (SRTCP)
Cipher (for SRTP and SRTCP)

SRTP authentication function HMAC - SHA1
SRTP authentication key length 160 bits
SRTP authentication tag length 32 bits
SRTCP authentication function HMAC - SHA1
SRTCP authentication key length 160 bits
SRTCP authentication tag length 80 bits
o e e e e e e e e o e e +

oo e e e e m oo oo - - O +
| Parameter | value |
oo e e e e eeooo-- Fom e e oo +
Master key length 256 bits
Master salt length 112 bits

ARIA_256_CTR_PRF
2748 packets
2731 packets
ARIA_256_CTR

Key Derivation Function

Default key lifetime (SRTP)
Default key lifetime (SRTCP)
Cipher (for SRTP and SRTCP)

SRTP authentication function HMAC - SHA1
SRTP authentication key length 160 bits
SRTP authentication tag length 80 bits
SRTCP authentication function HMAC - SHA1
SRTCP authentication key length 160 bits
SRTCP authentication tag length 80 bits
o e e e e e e e e o e e +

Table 6: The ARIA_256_CTR_HMAC_SHA1_ 80 Crypto Suite
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oo e e e e m oo oo - - O +
| Parameter | value |
oo e e e e eeooo-- Fom e e oo +
Master key length 256 bits
Master salt length 112 bits

ARIA_256_CTR_PRF
2748 packets
2731 packets
ARIA_256_CTR

Key Derivation Function

Default key lifetime (SRTP)
Default key lifetime (SRTCP)
Cipher (for SRTP and SRTCP)

SRTP authentication function HMAC - SHA1
SRTP authentication key length 160 bits
SRTP authentication tag length 32 bits
SRTCP authentication function HMAC - SHA1
SRTCP authentication key length 160 bits
SRTCP authentication tag length 80 bits
o e e e e e e e e o e e +

oo e e e e e e oo o - R +
| Parameter | Value |
B B S +
Master key length 128 bits
Master salt length 96 bits

I I I
I I I
| Key Derivation Function | ARIA_128 CTR_PRF |
| Default key lifetime (SRTP) | 2748 packets |
| Default key lifetime (SRTCP) | 2A31 packets |
| Cipher (for SRTP and SRTCP) | AEAD_ARIA 128 _GCM |
| AEAD authentication tag length | 128 bits |

Fmm e e e e e e em oo Fom e e e e oo oo +
| Parameter | Value |
o e oo o e oo S +
Master key length 256 bits
Master salt length 96 bits

I I |
I I I
| Key Derivation Function | ARIA_256_CTR_PRF |
| Default key lifetime (SRTP) | 2n48 packets |
| Default key lifetime (SRTCP) | 2A31 packets |
| Cipher (for SRTP and SRTCP) | AEAD_ARIA_256_GCM |
| AEAD authentication tag length | 128 bits |

Table 9: The AEAD_ARIA_256_GCM Crypto Suite
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