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Abstract

This document describes JSON and CBOR serializations for CRYSTALS
Dilithium, a Post-Quantum Cryptography (PQC) based suite.

This document does not define any new cryptography, only
seralizations of existing cryptographic systems.

This document registers key types for JOSE and COSE, specifically
LWE.

Key types in this document are specified by the cryptographic
algorithm family in use by a particular algorithm as discussed in
RFC7517.

This document registers signature algorithms types for JOSE and
COSE, specifically CRYDI3 and others as required for use of various
parameterizations of the post-quantum signature scheme CRYSTALS
Dilithium.

Status of This Memo

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
working documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of six
months and may be updated, replaced, or obsoleted by other documents
at any time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress."

This Internet-Draft will expire on 13 September 2023.


https://datatracker.ietf.org/drafts/current/

Copyright Notice

Copyright (c) 2023 IETF Trust and the persons identified as the
document authors. All rights reserved.

This document is subject to BCP 78 and the IETF Trust's Legal
Provisions Relating to IETF Documents
(https://trustee.jietf.org/license-info) in effect on the date of
publication of this document. Please review these documents
carefully, as they describe your rights and restrictions with
respect to this document. Code Components extracted from this
document must include Revised BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided without
warranty as described in the Revised BSD License.

Table of Contents

Notational Conventions
Terminology
CRYSTALS-Dilithium
1. Overview
Parameters
.2.1. Parameter sets
Core Operations
Using CRYDI with JOSE
3.4.1. CRYDI Key Representations
3.4.2. CRYDI Algorithms
3.4.3. CRYDI Signature Representation
3.5. Using CRYDI with COSE

W IN =

g
N

w
w |w

w
IN

4. Security Considerations
4.1. Validating public keys
4.2. Side channel attacks
4.3 Randomness considerations
5. IANA Considerations
6. Appendix

6.1. Test Vectors
6.1.1. LWE CRYDIS5
7 Normative References
8. Informative References
Authors' Addresses

~

1. Notational Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

2. Terminology

The following terminology is used throughout this document:


https://trustee.ietf.org/license-info
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PK : The public key for the signature scheme.

SK : The secret key for the signature scheme.

signature : The digital signature output.

message : The input to be signed by the signature scheme.
sha256 : The SHA-256 hash function defined in [REC6234].
shake256 : The SHAKE256 hash function defined in [RFC8702].
CRYSTALS-Dilithium

1. Overview

This section of the document describes the lattice signature scheme
CRYSTALS-Dilithium (CRYDI). The scheme is based on "Fiat-Shamir with
Aborts"[Lyu0@9, Lyul2] utlizing a matrix of polynomials for key
material, and a vector of polynomials for signatures. The parameter
set is strategically chosen such that the signing algorithm is large
enough to maintain zero-knowledge properties but small enough to
prevent forgery of signatures. An example implementation and test
vectors are provided.

CRYSTALS-Dilithium is a post-quantum approach to digital signatures
that is an algorithmic apprach that seeks to ensure key pair and
signing properties that is a strong implementation meeting
Existential Unforgeability under Chosen Message Attack (EUF-CMA)
properties, while ensuring that the security levels reached meet
security needs for resistance to both classical and quantum attacks.
The algoritm itself is based on hard problems over module lattices,
specifically Ring Learning with Errors (Ring-LWE). For all security
levels the only operations required are variants of Keccak and
number theoretic transforms (NTT) for the ring zq[X]/(X256+1). This
ensures that to increase or decrease the security level involves
only the change of parameters rather than re-implementation of a
related algorithm.

While based on Ring-LWE, CRYSTALS-Dilithium has less algebraic
structure than direct Ring-LWE implementations and more closely
resembles the unstructured lattices used in Learning with Errors
(LWE). This brings a theorectical protection against future
algebraic attacks on Ring-LWE that may be developed.
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CRYSTALS-Dilithium, brings several advantages over other approaches
to signature suites:

*Post-quantum in nature - use of lattices and other approaches
that should remain hard problems even when under attack utilizing
guantum approaches

*Simple implementation while maintaining security - a danger in
many possible approaches to cryptography is that it may be
possible inadvertently introduce errors in code that lead to
weakness or decreases in security level

*Signature and public key size - compared to other post-quantum
approaches a reasonable key size has been achieved that also
preserves desired security properties

*Conservative parameter space - parameterization is utilized for
the purposes of defining the sizes of matrices in use, and
thereby the number of polynomials described by the key material.

*Parameter set adjustment for greater security - increasing this
matrix size increases the number of polynomials, and thereby the
security level

*Performance and optimization - the approach makes use of well
known transforms that can be highly optimized, especially with
use of hardware optimizations without being so large that it
cannot be deployed in embedded or IoT environments without some
degree of optimization.

The primary known disadvantage to CRYSTALS-Dilithium is the size of
keys and signatures, especially as compared to classical approaches
for digital signing.

Parameters

Unlike certain other approaches such as Ed25519 that have a large
set of parameters, CRYSTALS-Dilithium uses distinct numbers of
paramters to increase or decrease the security level according to
the required level for a particular scenario. Under CRYSTALS-
Dilithium, the key parameter specification determines the size of
the matrix and thereby the number of polynomials that describe the
lattice. For use according to this specification we do not recommend
a parameter set of less than 3, which should be sufficient to
maintain 128 bits of security for all known classical and quantum
attacks. Under a parameter set at NIST level 3, a 6x5 matrix is
utilized that thereby consists of 30 polynomials.

1. Parameter sets

Parameter sets are identified by the corresponding NIST level per
the table below



NIST Level Matrix Size memory in bits

2 4x4 97.8

3 6Xx5 138.7

5 8x7 187 .4
Table 1

3.3. Core Operations

Core operations used by the signature scheme should be implemented
according to the details in [CRYSTALS-Dilithium]. Core operations
include key generation, sign, and verify.

3.4. Using CRYDI with JOSE

This sections is based on CBOR Object Signing and Encryption (COSE)
and JSON Object Signing and Encryption (JOSE)

3.4.1. CRYDI Key Representations

A new key type (kty) value "LWE" (for keys related to the family of
algorithms that utilize Learning With Errors approaches to Post-
guantum lattice based cryptography) is defined for public key
algorithms that use base 64 encoded strings of the underlying binary
material as private and public keys and that support cryptographic
sponge functions. It has the following parameters:

*The parameter "kty" MUST be "LWE".

*The parameter "alg" MUST be specified, and its value MUST be one
of the values specified in the table below

alg Description

CRYDI5 CRYSTALS-Dilithium paramter set 5

CRYDI3 CRYSTALS-Dilithium paramter set 3

CRYDI2 CRYSTALS-Dilithium paramter set 2
Table 2

*The parameter "pset" MAY be specfied to indicate the not only
paramter set in use for the algorithm, but SHOULD also reflect
the targeted NIST level for the algorithm in combination with the
specified paramter set. For "alg" "CRYDI" one of the described
parameter sets "2", "3", or "5" MUST be specified. Parameter set
"3" or above SHOULD be used with "CRYDI" for any situation
requiring at least 128bits of security against both quantum and
classical attacks

*The parameter "x" MUST be present and contain the public key
encoded using the base64url [REC4648] encoding.
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*The parameter "d" MUST be present for private keys and contain
the private key encoded using the base64url encoding. This
parameter MUST NOT be present for public keys.

Sizes of various key and signature material is as follows (for
"pset" value "2")

. Paramter Paramter . base64url encoded

Variable Size .

Name Set size
Signature sig 2 3293 4393
Public Key X 2 1952 2605
Private

d 2 4000 5337
Key

Table 3

When calculating JWK Thumbprints [REC7638], the four public key
fields are included in the hash input in lexicographic order: "kty",
Ilalg", and IIXII

3.4.2. CRYDI Algorithms

In order to reduce the complexity of the key representation and
signature representations we register a unique algorithm name per
pset. This allows us to omit registering the pset term, and reduced
the likelyhood that it will be misused. These alg values are used in
both key representations and signatures.

kty alg Paramter Set
LWE CRYDI5 5
LWE CRYDI3 3
LWE CRYDI2 2
Table 4

3.4.2.1. Public Key

Per section 5.1 of [CRYSTALS-Dilithium]:

The public key, containing p and tl1, is stored as the concatenation
of the bit-packed representations of p and t1 in this order.
Therefore, it has a size of 32 + 288 kbytes.

The public key is represented as x and encoded using base64url
encoding as described in [REC7517].

Example public key using only required fields:



—============== NOTE: '\' line Wrapping per RFC 8792 ================

"kty": "LWE",

"alg": "CRYDI3",

"x": "z7u7GwhsjjnfHH3NKrs2xvvwO20Rcw5ymd1lTnhRenjDdr00+nfXRVUZVYy9q1\
5zDn77zTgrIskM3wX8bgslc+B1fql2iA/wxD2jc1d6j+YjKCtkGH260R7vcOYC2ZiMzW\
zG1l7yebt7JkmjRbNIN+u/2fAKFLUZiMCLNPBWLOWbMgX0C2X00VNAWX3Q]jXrCcGU23Nr\
imtdmwWz5NrP43E592Sctt5M+SV1fgQeYv8pHmMtkQknE8/jr7TrgNpuiV7nXmhWHTMJI4I\
z0GXgQq430dFFthboEdKNT/enyu+VvUGOIJ6cN8C/1B601W1YHEALOBEIFFbAiAhZ/vnf\
cUYMaVPqsDJUETsjetcE32kGCD7Jkume2t068D1IhB/2Z22JIX8mkchxFI6KrmXiRxXQjo\
9LVNn1fEzdf3Vfpcs/C3omsFGmTpLDK+AVW/SWVKDi2NKg7hL/Ayx1wW2u2cqVErQzUTS\
Z+ic6V8kZfxr3gRMNHOKuUF5BtjlezZ/yVvqqPjwP0ZegCKE12Gd8duhcUde7CR55pilio\
UXy5AwgCcZTdEcJIn10P0bGoots9T19gwlx4vnZCQUKVDPZuZ1gIkGgDUYXSO1cNTjCMs\
mMiFEmn0ZvB88jxULpb1v19HoQ30CcM20Zu4AZRt9G/LO7MwcuiOUFCWtATIau+2gqNAn/Z\
AS1010j2NOLLtAaOX0oF+Ctzscrt®@zZMyGHmoQ9daHkpUVEQqOc08hDtLplng31QIIIfROQ\
JCNs9VNKBuU87C0OBjukzZD+L8vV4zy8FNO59MCSh9UCLwz2xvfdI1js9/J7hTGaVec8VPx\
md42yPFrGw5Naloefm8vwW49EDmevc8AjAtwDirRBDFVIPX3+5S+M6jhteSLYvVvpKIXQT1N
251379KVIHWKN9VHpA+PiUUWOTgF6XF8XWEGSN1001VnixtM3givehjYxJ5p5/KkBEFZI\
DCyFzstAirJ2GadNhae+P1JFZzJWnX5jalwzldquZwF3yTzNho4sgBA+fKgiXcgn2nwil\
vzODkbxr6cMauool0eFScU1nAz1Z39W64LtT2NEUYSORX/ht2RzIxxFc21X3nLeEDFCe\
NKNDxQFBSTpZjKKgJtXEx23mp+CbBVMrbagsLnzsAGLYbnroVmATUSIqr6LgYBpuFs+N\
Rkq7ZzXh6CZPukMGQbcOGUNwWOBNBUUMNhir5ayGk1ZBiwW82C7NuGhs2pLcgNgwMt t1+LW\
8R96Ky0SCc784ZYAZ40QqvoySwWmxQPBRTRJI+wBOsSVPGBLTXxdY9Gw3pXeXN5nao340d2ZA\
7YEM1qCcTHCAV3F8B9ewl70fQlmg6bvdMuoVdVE+pOer7IAmMWMRgViIzYVOSKEEQrCmua\
2(qL5XPSbDO5KRT8ZAZ2B81SCDR1NzXrQXZbXBKJivsCVQDuzxrwGEOgqRMpbk4f5GYCG\
4i/08Knoru+jjfewvQDYKfyz1QUGRIXHkGUG1XFvO3r7UbJugycjVo5kbGxhozkqoq8z\
ZEpkefvrrNoxeotw/z4QpjI8J1Y97GDbOMGVHbmdHUgjMtVTGhVIFBbPIinmR+emt70+\
4q0r7ywRxCvt21ziwtpPBwaf/1XDnN5Gesex1gR1YrcTRNmB808b0O1sxLQmxcTt4eQ0/\
LUkas7qTJ3AQThOfDdtIpkgsthsBFy+WjSQuoXCYMRcPi6M1pxJIndDF321CnL1lranvee\
F2STOSYT+NwNDesMzTRmNbHUWS5KAhuOk9OWABTvCcM5ba@uq6itaiNsFrcLag+KhxN6HPN\
00bwJ/EsDi15S7TA18Wr jqIhz8x6h9eRRXerpaOw/FYk+2MpWByp/98VE12/EwWOqATIiPp\
elAvUeMO1RkpG64bJsmyYtHUNWgcv5Qiy7/eGw9ZpvB3J3G3jxvbynExqdFyDcO67EKI\
5WXDFPuzZUjkfKpekNvzQuIrgs49BzcRyMt5ndEVE21TPPfZ/R8B7Rxnb2LiK+hQc+cc9o\
pPEEaWgwAOiMILcp/1CyY6ImdO6RHSXxwf1MH7gej+hN41kaoEghIO19kMGTLZbg5Pc8Pz\
6F2LKTBMJIWg90/0b1lvilMH9EPblcLeF/bR1AZTUD6ZFAi2TXNGEPN3QVgeG/qPM1EBTF\
Gw1Vv92m6/08Dd6zI1HPqwKbkHX4F5670wofKHaM2imin@yVUpwxoRJrulRHMCB3tn8C4\
ZpFl+sGV3Gip3tK1S7PKQkTqI6DMwxEbdrvtdYlsHZagpclLDisA/yFT4RR2m3VNJIRIP\
6Nx3teqN1eg6RXmD/M1KCdWrlcjZ/6yeIQYwbr9CjItY/tLQX2gtAR1SXOh99UUBVV+Z\
EO3VOZ+Ecsc781SB9G/6n6CFz1bk/HgAF+cu@yMbGNEM8BW3mTUSpS4IBACWK5WOXWNNQ\
DWVEdgzUuLGhPg+hYEXDjVZrLELhkH8YgZA+7RXXUZHM/ jONOGHUhpUG/bFo3ktnaILCu\
XSOXMUbDC3VcitFFHsGK1svtcERDFXxk1HA8pGa59]jTOdo6n3wEbNBDU1SOKNFtpmcVKEN\
U1l3XpvuowW3BgCwJzBUCWVPs47DJRgGXx011bSaEYY1lhTVaaShcvzgz46Akq0+Q7TjckDP\
/8uzsSQkOAbuhXxWFQpSiBP80Z/U="

}

Example public key including optional fields:



—============== NOTE: '\' line Wrapping per RFC 8792 ================

"kid": "key-0",

"kty": "LWE",

"alg": "CRYDI3",

"key_ops": ["verify"],

"x": "z7u7GwhsjjnfHH3NKkrs2xvvw020Rcw5ymd1lTnhRenjDdr00+nfXRVUZVY9ql\
5zDn77zTgrIskM3wx8bgslc+B1fq12iA/wxD2jc1d6j+YjKCtkGH260R7vCcOYC2ZiMzW\
zG1l7yebt7JkmjRbNIN+u/2fAKFLUziMCLNPBWLOWbMgXx0C2X00VNAWX3QjXrCcGU23Nr\
imtdmwWz5NrP43E592Sct t5M+SV1fgQeYv8pHmMtkQKknE8/jr7TrgNpuiV7nXmhWHTMJ4I\
z0GXgq430dFFthboEdKNT/enyu+VvUGoIJ6cN8C/1B601W1YHEALOBEIFFbAiAhZ/vnf\
cUYMaVPQqsDJUETsjetcE32kGCD7Jkume2t068D1IhB/2Z2JIX8mkCchbxFI6KrmXiRxXQj9\
9LVn1fEzdf3Vfpcs/C3omsFGmTpLDK+AVW/SWVKDi2NKg7hL/Ayx1wW2u2cqVErQZUTS\
Z+1c6V8kZfxr3gRMNnHOKUF5BtjleZ/yVvqqPjwP0ZegCKE12Gd8duhcUde7CR55pilio\
UXy5AwgCcZTdEcJIn10P0bGoots9T19gwlx4vnZCQUKVDPZuUZ1gIkGgDUYXSO1cNTjCMs\
miFEmn0ZvB88jxULpb1v19H0Q30CcM20Zu4AZRt9G/LO7MwcuiOUFCWtATau+2gqNAn/Z\
AS1010j2NOLLtAaOXoF+Ctzscrt0ZMyGHmoQ9daHkpUVvEqOcO08hDtLplng31QIIIFROQ\
JjCNs9VNKBuU87COBjukZD+L8vV4zy8FNO59MCShOUCLwz2xvfdI1js9/JI7hTGaVec8VPx\
md42yPFrGw5Naloefm8vwW49EDmevc8AjAtwDirRBDFVIpX3+5S+M6jhteSLYVpKIXQT1N
251379KVIHWKkn9VHpA+PiUUWOTgF6XF8XWEGSN1001Vn1xtM3givehjYxJ5p5/KkBEFZI\
DCyFzstAirJ2GadNhae+P1JFZzJIWnX5jalwzldquZwF3yTzNho4sgBA+fKgiXcgn2nwil\
vzODkbxrécMalool@eFScU1nAz1Z39W64LtT2NEUYSORX/ht2RzIXXFc21X3nLeEDFCe\
NKNDXQFBSfpZjKKgJtXEx23mp+CbhBVMrbagsLnzsAGLYbnroVmATUSIqr6LgYBpuFs+N\
Rkq7ZXh6CZPukMGQbcOGUNWOGNBUUMNhir5ayGk1ZBiw82C7NuBhs2pLcgNgwMt t1+LW\
8RI96Ky0SCc784ZYAZ40QqvoySwWmXQPBRTRJI+wBOSVPGBLTXdY9Gw3pXeXN5nao0340d2ZA\
7YEM1qcTHCAV3F8B9ewl70fQlmg6bvdMuoVdVE+pOer7IAmMWMRgViIzYVISKEEQrCmua\
2qL5XPSbDO5KRT8ZAZ2B81SCDR1NzXrQXZbXBKJivsCVQDuzXxrwGEOgqRMpbk4f5GYCG\
4i/08Knoru+jjfewvQDYKfyz1QUGRIXHkGUG1XfvO3r7UbJugycjVvO5kbGxhozkq0q8z\
ZEpkefvrrNoxeotw/z4QpjI8J1Y97GDbOMGVHbmdHUgjMtVTGhVIFBbPIinmR+emt70+\
4q0r7ywRxCvt21lziWtpPBwaf/1XDnN5Gesex1gR1YrcTRNmB808bO1sxLQmxcTt4eQ0/\
LUkas7qTJ3AQThOfDdtIpkqsthsBFy+WjSQuoXCYMRcPi6M1pxJndDF321CnLlranVvee\
F2STOSYT+NwNDesMzTRmNbHUW5KAhuOk9OWABTvCcM5ba@Uqg6iO0alNsFrcLag+KhxN6HPN\
00bwJ/EsDi15S7TAl18WrjqIhz8x6h9eRRXerpaOw/FYk+2MpWByp/98VE12/EWOqATIiPp\
elAvUeMO1RkpG64bJsmyYtHUNWgcv5Qiy7/eGw9ZpvB3J3G3jxvbynExqdFyDcO67EKI\
5WXDFPuzUjkfKpekNvzQuIrgs49BzcRyMt5ndEVE21TPPfZ/R8B7Rxnb2LiK+hQc+cc9o\
pEEaWgwAOiMILcp/1CyY6ImdO6RHsxwf1MH7gej+hN41kaoEghIO19kMGTLZbg5Pc8Pz\
6F2LKTBMIWg90/0b1lvilMH9EPblcLeF/bR1AZTUD6ZFAi2TXNGEPN3QVgeG/qPM1EBTF\
Gw1Vv92m6/08Dd6zI1HPqwKbkHX4F5670wofKHaM2imin@yVUpwxoRJrulRHMCB3tn8C4\
ZpF1l+sGV3Gip3tK1S7PKQkTqI6DMwXEbdrvtdY1lsHZagpclLDisA/yFT4RR2m3VNJIRIP\
6Nx3teqN1eg6RXmD/M1KCdwWrlcjZz/6yeIQYwbr9CjItY/tLQX2gtAR1SXOh99UUBVV+Z\
EO3V0Z+Ecsc781SB9G/6n6CFz1bk/HgAF+cu@yMbGNEMBW3mTUspS4IBACWKSWOXWNNQ\
DWVEdgzuLGhPg+hYEXDjVZrLELhkH8YgZA+7RXXUZHM/joNOGHUhpUG/bFo3ktnaILCu\
XSOXMUbDC3VcitFFHSGK1svtcERDFxk1HA8pGa59jTodo6n3wEbNBDU1SOKNFtpmcVKEN\
Ul3Xpvuow3BgCwJzBUCWVPs47DJRgGXx011bSaEYY1lhTVaaShcvzgz46Akq0+Q7TjckDP\
/8uzsSQkOAbuhxWFQpSiBP80Z/U="

}



3.4.2.2. Private Key

Per section 5.1 of [CRYSTALS-Dilithium]:

The secret key contains p,K,tr,s1,s2 and t0 and is also stored as a
bit-packed representation of these quantities in the given order.
Consequently, a secret key requires 64 + 48 + 32((k+1l) * dlog (2n+
1)e + 14k) bytes. For the weak, medium and high security level this
is equal to 112 + 576k+ 1281 bytes. With the very high security
parameters one needs 112 + 544k + 961 = 3856 bytes.

The private key is represented as d and encoded using base64url
encoding as described in [REC7517].

Example private key using only required fields:



—============== NOTE: '\' line Wrapping per RFC 8792 ================

"kty": "LWE",

"alg": "CRYDI3",

"x": "z7u7GwhsjjnfHH3NKrs2xvvwO20Rcw5ymd1lTnhRenjDdr00+nfXRVUZVYy9q1\
5zDn77zTgrIskM3wX8bgslc+B1fql2iA/wxD2jc1d6j+YjKCtkGH260R7vcOYC2ZiMzW\
zG1l7yebt7JkmjRbNIN+u/2fAKFLUZiMCLNPBWLOWbMgX0C2X00VNAWX3Q]jXrCcGU23Nr\
imtdmwWz5NrP43E592Sctt5M+SV1fgQeYv8pHmMtkQknE8/jr7TrgNpuiV7nXmhWHTMJI4I\
z0GXgQq430dFFthboEdKNT/enyu+VvUGOIJ6cN8C/1B601W1YHEALOBEIFFbAiAhZ/vnf\
cUYMaVPqsDJUETsjetcE32kGCD7Jkume2t068D1IhB/2Z22JIX8mkchxFI6KrmXiRxXQjo\
9LVNn1fEzdf3Vfpcs/C3omsFGmTpLDK+AVW/SWVKDi2NKg7hL/Ayx1wW2u2cqVErQzUTS\
Z+ic6V8kZfxr3gRMNHOKuUF5BtjlezZ/yVvqqPjwP0ZegCKE12Gd8duhcUde7CR55pilio\
UXy5AwgCcZTdEcJIn10P0bGoots9T19gwlx4vnZCQUKVDPZuZ1gIkGgDUYXSO1cNTjCMs\
mMiFEmn0ZvB88jxULpb1v19HoQ30CcM20Zu4AZRt9G/LO7MwcuiOUFCWtATIau+2gqNAn/Z\
AS1010j2NOLLtAaOX0oF+Ctzscrt®@zZMyGHmoQ9daHkpUVEQqOc08hDtLplng31QIIIfROQ\
JCNs9VNKBuU87C0OBjukzZD+L8vV4zy8FNO59MCSh9UCLwz2xvfdI1js9/J7hTGaVec8VPx\
md42yPFrGw5Naloefm8vwW49EDmevc8AjAtwDirRBDFVIPX3+5S+M6jhteSLYvVvpKIXQT1N
251379KVIHWKN9VHpA+PiUUWOTgF6XF8XWEGSN1001VnixtM3givehjYxJ5p5/KkBEFZI\
DCyFzstAirJ2GadNhae+P1JFZzJWnX5jalwzldquZwF3yTzNho4sgBA+fKgiXcgn2nwil\
vzODkbxr6cMauool0eFScU1nAz1Z39W64LtT2NEUYSORX/ht2RzIxxFc21X3nLeEDFCe\
NKNDxQFBSTpZjKKgJtXEx23mp+CbBVMrbagsLnzsAGLYbnroVmATUSIqr6LgYBpuFs+N\
Rkq7ZzXh6CZPukMGQbcOGUNwWOBNBUUMNhir5ayGk1ZBiwW82C7NuGhs2pLcgNgwMt t1+LW\
8R96Ky0SCc784ZYAZ40QqvoySwWmxQPBRTRJI+wBOsSVPGBLTXxdY9Gw3pXeXN5nao340d2ZA\
7YEM1qCcTHCAV3F8B9ewl70fQlmg6bvdMuoVdVE+pOer7IAmMWMRgViIzYVOSKEEQrCmua\
2(qL5XPSbDO5KRT8ZAZ2B81SCDR1NzXrQXZbXBKJivsCVQDuzxrwGEOgqRMpbk4f5GYCG\
4i/08Knoru+jjfewvQDYKfyz1QUGRIXHkGUG1XFvO3r7UbJugycjVo5kbGxhozkqoq8z\
ZEpkefvrrNoxeotw/z4QpjI8J1Y97GDbOMGVHbmdHUgjMtVTGhVIFBbPIinmR+emt70+\
4q0r7ywRxCvt21ziwtpPBwaf/1XDnN5Gesex1gR1YrcTRNmB808b0O1sxLQmxcTt4eQ0/\
LUkas7qTJ3AQThOfDdtIpkgsthsBFy+WjSQuoXCYMRcPi6M1pxJIndDF321CnL1lranvee\
F2STOSYT+NwNDesMzTRmNbHUWS5KAhuOk9OWABTvCcM5ba@uq6itaiNsFrcLag+KhxN6HPN\
00bwJ/EsDi15S7TA18Wr jqIhz8x6h9eRRXerpaOw/FYk+2MpWByp/98VE12/EwWOqATIiPp\
elAvUeMO1RkpG64bJsmyYtHUNWgcv5Qiy7/eGw9ZpvB3J3G3jxvbynExqdFyDcO67EKI\
5WXDFPuzZUjkfKpekNvzQuIrgs49BzcRyMt5ndEVE21TPPfZ/R8B7Rxnb2LiK+hQc+cc9o\
pPEEaWgwAOiMILcp/1CyY6ImdO6RHSXxwf1MH7gej+hN41kaoEghIO19kMGTLZbg5Pc8Pz\
6F2LKTBMJIWg90/0b1lvilMH9EPblcLeF/bR1AZTUD6ZFAi2TXNGEPN3QVgeG/qPM1EBTF\
Gw1Vv92m6/08Dd6zI1HPqwKbkHX4F5670wofKHaM2imin@yVUpwxoRJrulRHMCB3tn8C4\
ZpFl+sGV3Gip3tK1S7PKQkTqI6DMwxEbdrvtdYlsHZagpclLDisA/yFT4RR2m3VNJIRIP\
6Nx3teqN1eg6RXmD/M1KCdWrlcjZ/6yeIQYwbr9CjItY/tLQX2gtAR1SXOh99UUBVV+Z\
EO3VOZ+Ecsc781SB9G/6n6CFz1bk/HgAF+cu@yMbGNEM8BW3mTUSpS4IBACWK5WOXWNNQ\
DWVEdgzUuLGhPg+hYEXDjVZrLELhkH8YgZA+7RXXUZHM/ jONOGHUhpUG/bFo3ktnaILCu\
XSOXMUbDC3VcitFFHsGK1svtcERDFXxk1HA8pGa59]jTOdo6n3wEbNBDU1SOKNFtpmcVKEN\
U1l3XpvuowW3BgCwJzBUCWVPs47DJRgGXx011bSaEYY1lhTVaaShcvzgz46Akq0+Q7TjckDP\
/8uzsSQkOAbuhxWFQpSiBP80Z/U=",

"d": "z7u7GwhsjjnfHH3Nkrs2xvvw020Rcw5ymd1lTnhRenjDUBgL6FKk1HURZz5btM5\
yrI5FQdwWk+U2srvVuSmfDV7EYG897mUFY35Z0WQOMZI9XVIOKCh+GFFOk56b5F0Fq6xXxnV8\
UDQNFYY2JREUOHd1iUjcUNXA1YXR3QiQOBKE1AUBMFEOAUHZGBZzQAU2dXxVIgTQRV3U3g4\
GG1iISEYQhHRSWDIBQ2Z3UIIWdSV1EWhwBTYiWGI3VmJVI1UIU2REAUhHB0J2gRhFUThy\
BSQnhBIGI1A0MVB2MCNhUXQiNUGCKHgzUmQxU3dEgBhmQyIQgmFjdxY1dCJIgGBSEBAIj\



CEJOMBGIQWRRN3QjRmMRSQWQIJgNjcjdnM1JIhJIUIM1JRAINMF4dwhHIIdEYYCAhEC1BQ\
JJESAiBwWBQYzY1AIIocBcoZFcGVKA2SDMCVTB]jgzCAAZNNQGYHI1VwIzYXQRckBIZBV4\
VXZmZiV1YXgHFRNJdEFIYVOFIVdhcnIINEhhIURjgOCcXJOSCIWYUUVCHIZdDUTASCiAWN
UiJAglIoQKIWNjMlcwACZXcHZVJIAh4ENNNWAZVVOBjNNNECicTdyEEUHBVFFETETNjdO\
YUFmFDVXNUCHFVJ0OE2A1VwWFhMzc@dQckMYJUaBJOJkUBdyd1AnZiJ3hYYkWAQYR1VZziD\
BERVhINQAFIGWIhUZXCEQXIThyR1FIGGNTKACWARNBGDYEd2RVEWUDMZWAAhNQEEMYAS\
hUSCgTJ3VIdXU1FBFxFkhVCCZEABJjQCAXFGNkhHQzM1YSSHN1EBEmMJkgWZCVWZHRSVD\
GDZzRCQiNhE3IghDhSFOBYCHNFVHMXZAZTSGAVMUQKhBKIFRQEVBBOCHNGEiJVVScQQh\
hzQiBzKBYRY4QOR2MVU1ldwVCIKQYEEgQFYEREY2NERYFVdHJIZzdAZHBmhmdSCFIgh1IwGB\
AXNzFjEOUWFCF4AhZRJISEROEEThXAGYBJTgUcUdFJIBOFRmMcVYNZUUFCAY1ANZEZBVThS\
ECBQYBNGeAdzQ3KGhIE3ZiFxQoVCgQBjEFdFcIVOIAaFcgIOiAgAUVQAhEINQWECY1I4\
E2UOMKAXQSZKASRRc2I4BjEiSGd4hgQEEDCTRMhFA3MBMmMY2gERXNWiISAVKFVETGCCIN
gYhzRXByGBgzKGVXJUhoGEY1hgFmZWgmEWYWV0ISd4V1hid4VUMHgSZXhXUSaCgmJ3Eg\
MQIzIDIThwRSARQhBFB2QQBjEgIOEHN1BhMCiIIBU1ZWCHABMYZFQ0Q2UUJXJCFNZyFD\
RTFUUTQoQmUjBOaHJXJHeDZ1JGBCEXATEUEDg3BTAChWIMNOAWCFB3IUgBEARXVUREdX\
QzhVBEBBF4UgcRhCg4gUcoRkdYCAIUQBRUJUY jFjEBYUhSBjIyV2cXBYCckEiMic1N4ED\
gDUGVSCHhCYURXcQB10Dg4hDJFJ3J1d2gyYnQYCc1RjE3VWCQNXJIBYNOGhYFOU2dHATAW\
OEeBUGQ]j JHCDgUJTRXBXJ3IAEjEXhXeEEmghIAAGdjUVBNdnI2FCAVcyV4cxIyZ2dYELN\
ZEiHcYJYaCcXQXJCaER1coIDRWJIKcSNhEVF3JGOCQkYWYkcndRA1QThOMFgzIyVocYJY\
CWIAFRNiE1VAUECBI3MzQiZKUhR1cid1NSAXFXNOgUNNRCVOISNMYNB3NIZYMIQWEVVZ\
E1EohnQyKBNoY1cCdmdjVYiGhVU1IAOGCHMTZIURBgR4aIJwJQJ1IDMYhwNGNwiGCIBUdA\
NXMBETUgGICJyMKMIN1BAIAB4gEMDUwhndFJkQDEgRRM1d4EZzhRMOZhGAYHMgZANhEEhN\
U2I2VicBBXZUFUNoczcmBzBnUEBXUWcDg4RHUXZSOEZogABHRAISVEAZdoQhRMBgEWYE\
Z4U1dgQ2gjgQuUjiMScgIIFQR3YFczhTYoB1IiVCYGBAVMVAFIdhRMZ1InhwdTRjJNhVX\
IzcWgjFlFCaChlIWUySIaDFWAWV3RAIXg2QWYgAYMUjP7wmwOwPp7Uk13L1KalY/6dN4\
dBr1AYS8JnkVvqg6pPeBf07ccX95SrVFfAO7EX7RVEYYhVRI9QOQYEpLBUMcfcfnHCZWKMOO\
OBF7BXiWMR9BQ04ybtpJGKQ+IZyCKUJVRhZ+uael82qYCcBKFMd00zX1i08kAa98eUy6SR\
pPfKPD6D+xXgtJOFWtYnp1Jy2aIlG3HqMiTHOSdVIvccGkT94gpVWTMeJQsQpgq7dAJid\
5J0MQjk7JIHcIzxb4T8sQHzAS55MFfVM7HUS/8FUX7NTIN1IRmc2zHL/7kdfCFSWG67iW\
U40b2kTwdKzPvOL+d3e+AOEOP1hJ4vVJIA0jhWmO2fIFNVFhNgPhOMSiSkatPGbSVdqgQl\
PsG6C+1YgMrTM7KFr4hTQM8a3+tA0SImMM]jXSSPDkVeuJFglrw642SJJIx8yZTXVe8g75D\
ZTYghbeX5LLzavVktOmzS7cW16Zy+C3MwnWDrGQ6hUDxYaYJp7S0GJIHepcmVV2140D6nw\
5QprgpGIxVcdXQUOOfhKwerYDkoOIj+uqk7NYDvOt8zANphYCE3v+6yVFyYh3eg7DYRJ\
rIzIcbaG91ySv2iRRC+cWaymH6xuqaHRwZu/p962/u8/c3rITJzCoVc+0bnZ50ItZFBe\
AYFhLBx7PvPdBULXyCqmtkOtnT/jnaCUvxtGeaIleQmmeM4yPq3d5uWBfOvIyuPmfBSKd\
YONETG1lsaoQuqFpOkCmQdMVZKh3UZ8A0jw22L1qazlrufeakbOfs71e2HT47KVOYOJHC\
tec9t jHUeBVmMmMa504A0TGcVXLbkqKv+Soax9GooHVOv+uxa8iwjAdTZKtqwKnKDx4jaR\
+z0tCsY1i4BuB2JbkjnHGENL7ubN+aNKnwnzZnMKQZIh2Q7vSRYKTM83790GLq7IP8q2NS\
0C7iT//eAvb4oF6LaY7qebxQ6ROXCSRrrXgpo+pw31ltfuUCuGzAXD4+wMZU3d1XsivhJ\
PnTEjI/V6GMKR1TZOXnYfj8SILETWKkO3dMFJIh3LmUwkbRV+C3mL2GzjgQVTKkvP82KDBL\
DAR9iKyPkJInMNK9Ix/StVyJbGAtGp4jHNp+PSjz9ja4qIl9jVRjGgIUQhwODNIOfnplun\
Qhz3F9MQXMPLSPVFW8MOXKUKSACXQVXZGb5LKYBYZOZr0/ipphwnE6zQuOva+8uTyBX/\
BOVR24tUItvlhy7SS6JrULrvTA+D/ZCiqKRx61iF6pU3B0C8fgA9D/AifiQnPzOSI5Skx\
FIJfDTz1LWMjUL1QKBHFVRFLE9eFDOrnwAGX7Pgpyc/KrLqVmcmj/96TYtoedp/iWdasfY\
C2vs+GVyxVoumIdFPHJIpencWbE/nizZnVDaJCih1iqgXzDsI8bENh2B9cutDWX+bsHZSC\
jSQb9YKGN+MON1J1XmQHSJIDYfPhzWPibdS/1pS90ppPWIY+PpLOfzDSGFFWswQ4q5Phc\
PLWHX51wOKSye+T86p6kadnBBTLTYfnOdG7NpO9QKQObMNEOMNYbkVGX5nHIYLJ1FImV\
OH+KOVZIKM4UZYV+RYFqqXYtMgTQxeQ1lU7L700H+6ViErxuKj5rS3i+rirdfECAGgCoq\
OMixXATHISAH12eSV5fk3r5xMkKSwWwWPIRUMt50+kk1RPUOLOhTj7G1CNnL602XxwBdQMTUX\



43q5JBWnfB+U4D9n0si1DwikIhpaUyOoBeaWo4iFQiWVLwjeeQvY6zj66170XsPHjZXg\
UCitswWfp5MYV3cLTkb8OuCM/xhp4YOEdobt6x3k1FD8vbh8g3YAGOXe/U+Iz3k1lnpCt2\
R0Q21GQa®JIM14nbQr3tqTLoXv4szaErfP/XwO5Cnt9DsBzN5DNrmfF6EDCcTVT/hn8v9a\
wrg6Rfv8JpyslYFpwLanhb3wz+xlyaDsa54Id1FOFnyBxv8GppbFrMpVFx/nLAXGIocc\
WjCcRKsOtBJUW/IoXeKOMPUd1wHR4dqUCEXsoexHJiNe5sH+akr6UIDObF70hhupBoiY9\
AzVXi5zXf2vdafyQrkGfKz4BEUkiqcaajHr1CF9ZJ+Mjdmfr3z0xyCmCAWir5ZLOBXDj\
T7sYCV3QjCz4a2mGvee9IxXCOkSLapCq9OUMAXNTL]jIGQM/d1lpgjDsjsCZX5wKdsnMs79\
60Z75BGDOC1dDINj4f5kHZmwwemw/04mi/1RPBUABXse3Up3eJQ0X2hazPqmYO+2PZTF\
exku9pETHtKcfSdRe10JLm1B34JSogRmNpleBxakcILO9huiFVtGVZng/pC/ryod/Tog\
9w4aV5H+4u2dHc29Vb77SasxCdRHOsDaLaPpesRXsrdJIwjbiz0gzR1IXx+83007NUhE+C\
kKfO07¢cZMrFm8r8giM1zDiFrTf3RTusMtiW6CV1VUTROPZFngqaR5yeYPprpSELtQHSwWz\
U5AaY5Qd8tbky5ec+2/QkX0+cdyWhQUUBRpibwpRpD3X1yTgT4EQ1CWTFpVSLK54ZHT+\
D3EsZfOPYMN6d4jVdh9iv+0tCebnfMqP65wY26YBOpSLtCXXblanU1RP1zPzRq99yKnt\
FM7gK1XnBAZ0ZBBqCyZw9OHWmMt t IFWcm14Wd5BXxF9uzh2Y8gtcN8UKWHv43tsNBa7j/T\
ikIBSKIVI/6EQvYPW4YTdyz2V8RKHN5XcdpdwWFavhgSJMC4I6BmOLwenhkmal7Sd247qg\
uCtEow8qh+w7Jk4SxrmvJIxd5sBnvz150KEaHPeWNNJIWOObWEDT+0ZzzD8VMN1/GkbbB3\
s7UfcIXZbRu7HtQ+wHIb1BKVstX3hMonra+k6wS9KPhcAaC3IjZz7ZApSedKk1swiSuDg\
148YW2/cyS3LvmISQnOKPWK7yEpNQNVOVUrn3ZF0G00eDjSXUjI+xIrRia5GQ1yb31ima\
nJnf2PdHcMmVrOwu41MGno7al4nMRdnXkBU8bVOp8wF6Toz59hBJ3a/F+mP4/al19Ixra\
wiVVeEPg0i9QQ9NcLgQEFCOSKA+EpPCLKOFXV2rYI9QJFNF/nDxP5nmGtnkmlFaLo+pleH\
CJYSOOTGKQre6xX+Y65N011x5nNwsnwWkIUkCodoSt4Givdoe/S9QINIu8tW+jTBae2hNr9oc\
glErCNKDYel+T+Ldyr9rfOKmOLKNYTBsodgF4KI/hFh9Iv/i55DTWtqjpNOeQnPTB3/6\
+7KzTfSE9115UMCcP3zKKC2mAQVtyYXF3kOm24ZTwPs2LAPJkr/xtPH3BNGE/UfUDmvDS\
TBp9mMO49Nh90oDZVI4HKsY8auiyENkOys67F9GTHhOYMOFgHYP5qk4/IR5YC31nq7xx61i\
owebEJAy63htMytq+xd3cJyZRO1WBUOgqvSpd/A=="

}



Example private key using optional fields:



—============== NOTE: '\' line Wrapping per RFC 8792 ================

"kid": "key-0",

"kty": "LWE",

"alg": "CRYDI3",

"key_ops": ["sign"],

"x": "z7u7GwhsjjnfHH3NKkrs2xvvw020Rcw5ymd1lTnhRenjDdr00+nfXRVUZVY9ql\
5zDn77zTgrIskM3wx8bgslc+B1fq12iA/wxD2jc1d6j+YjKCtkGH260R7vCcOYC2ZiMzW\
zG1l7yebt7JkmjRbNIN+u/2fAKFLUziMCLNPBWLOWbMgXx0C2X00VNAWX3QjXrCcGU23Nr\
imtdmwWz5NrP43E592Sct t5M+SV1fgQeYv8pHmMtkQKknE8/jr7TrgNpuiV7nXmhWHTMJ4I\
z0GXgq430dFFthboEdKNT/enyu+VvUGoIJ6cN8C/1B601W1YHEALOBEIFFbAiAhZ/vnf\
cUYMaVPQqsDJUETsjetcE32kGCD7Jkume2t068D1IhB/2Z2JIX8mkCchbxFI6KrmXiRxXQj9\
9LVn1fEzdf3Vfpcs/C3omsFGmTpLDK+AVW/SWVKDi2NKg7hL/Ayx1wW2u2cqVErQZUTS\
Z+1c6V8kZfxr3gRMNnHOKUF5BtjleZ/yVvqqPjwP0ZegCKE12Gd8duhcUde7CR55pilio\
UXy5AwgCcZTdEcJIn10P0bGoots9T19gwlx4vnZCQUKVDPZuUZ1gIkGgDUYXSO1cNTjCMs\
miFEmn0ZvB88jxULpb1v19H0Q30CcM20Zu4AZRt9G/LO7MwcuiOUFCWtATau+2gqNAn/Z\
AS1010j2NOLLtAaOXoF+Ctzscrt0ZMyGHmoQ9daHkpUVvEqOcO08hDtLplng31QIIIFROQ\
JjCNs9VNKBuU87COBjukZD+L8vV4zy8FNO59MCShOUCLwz2xvfdI1js9/JI7hTGaVec8VPx\
md42yPFrGw5Naloefm8vwW49EDmevc8AjAtwDirRBDFVIpX3+5S+M6jhteSLYVpKIXQT1N
251379KVIHWKkn9VHpA+PiUUWOTgF6XF8XWEGSN1001Vn1xtM3givehjYxJ5p5/KkBEFZI\
DCyFzstAirJ2GadNhae+P1JFZzJIWnX5jalwzldquZwF3yTzNho4sgBA+fKgiXcgn2nwil\
vzODkbxrécMalool@eFScU1nAz1Z39W64LtT2NEUYSORX/ht2RzIXXFc21X3nLeEDFCe\
NKNDXQFBSfpZjKKgJtXEx23mp+CbhBVMrbagsLnzsAGLYbnroVmATUSIqr6LgYBpuFs+N\
Rkq7ZXh6CZPukMGQbcOGUNWOGNBUUMNhir5ayGk1ZBiw82C7NuBhs2pLcgNgwMt t1+LW\
8RI96Ky0SCc784ZYAZ40QqvoySwWmXQPBRTRJI+wBOSVPGBLTXdY9Gw3pXeXN5nao0340d2ZA\
7YEM1qcTHCAV3F8B9ewl70fQlmg6bvdMuoVdVE+pOer7IAmMWMRgViIzYVISKEEQrCmua\
2qL5XPSbDO5KRT8ZAZ2B81SCDR1NzXrQXZbXBKJivsCVQDuzXxrwGEOgqRMpbk4f5GYCG\
4i/08Knoru+jjfewvQDYKfyz1QUGRIXHkGUG1XfvO3r7UbJugycjVvO5kbGxhozkq0q8z\
ZEpkefvrrNoxeotw/z4QpjI8J1Y97GDbOMGVHbmdHUgjMtVTGhVIFBbPIinmR+emt70+\
4q0r7ywRxCvt21lziWtpPBwaf/1XDnN5Gesex1gR1YrcTRNmB808bO1sxLQmxcTt4eQ0/\
LUkas7qTJ3AQThOfDdtIpkqsthsBFy+WjSQuoXCYMRcPi6M1pxJndDF321CnLlranVvee\
F2STOSYT+NwNDesMzTRmNbHUW5KAhuOk9OWABTvCcM5ba@Uqg6iO0alNsFrcLag+KhxN6HPN\
00bwJ/EsDi15S7TAl18WrjqIhz8x6h9eRRXerpaOw/FYk+2MpWByp/98VE12/EWOqATIiPp\
elAvUeMO1RkpG64bJsmyYtHUNWgcv5Qiy7/eGw9ZpvB3J3G3jxvbynExqdFyDcO67EKI\
5WXDFPuzUjkfKpekNvzQuIrgs49BzcRyMt5ndEVE21TPPfZ/R8B7Rxnb2LiK+hQc+cc9o\
pEEaWgwAOiMILcp/1CyY6ImdO6RHsxwf1MH7gej+hN41kaoEghIO19kMGTLZbg5Pc8Pz\
6F2LKTBMIWg90/0b1lvilMH9EPblcLeF/bR1AZTUD6ZFAi2TXNGEPN3QVgeG/qPM1EBTF\
Gw1Vv92m6/08Dd6zI1HPqwKbkHX4F5670wofKHaM2imin@yVUpwxoRJrulRHMCB3tn8C4\
ZpF1l+sGV3Gip3tK1S7PKQkTqI6DMwXEbdrvtdY1lsHZagpclLDisA/yFT4RR2m3VNJIRIP\
6Nx3teqN1eg6RXmD/M1KCdwWrlcjZz/6yeIQYwbr9CjItY/tLQX2gtAR1SXOh99UUBVV+Z\
EO3V0Z+Ecsc781SB9G/6n6CFz1bk/HgAF+cu@yMbGNEMBW3mTUspS4IBACWKSWOXWNNQ\
DWVEdgzuLGhPg+hYEXDjVZrLELhkH8YgZA+7RXXUZHM/joNOGHUhpUG/bFo3ktnaILCu\
XSOXMUbDC3VcitFFHSGK1svtcERDFxk1HA8pGa59jTodo6n3wEbNBDU1SOKNFtpmcVKEN\
Ul3Xpvuow3BgCwJzBUCWVPs47DJRgGXx011bSaEYY1lhTVaaShcvzgz46Akq0+Q7TjckDP\
/8uzsSQkOAbuhxWFQpSiBP80Z/U=",

"d": "z7u7GwhsjjnfHH3NKrs2xvvwO20Rcw5ymd1lTnhRenjDUBgLE6Fk1HURZ5btM5\
yrI5FQdWk+U2srVuSmfDV7EYG897mUFY35Z0WQOMZ9XvIOKCh+GFFOk56b5F0Fq6XNV8\
UDQNFyY2JREUOHdiUjcUNXA1YXR3QiQOBKE1AUBMFEOAUHZGBZzQAU2dxVIgTQRV3U3g4\



GG1iISEYQhHRSWDIBQ2Z3UIIWdSV1EWhwBTYiWGI3VmJVI1UIU2REAUhHB0J2gRhFUThy\
BSQNhBIGI1A0MVB2MCNhUXQiNUGCKHgzUmQxU3dEgBhmQyIQgmFjdxY1dCJIgGBSEB4Ij\
CEJOMBGIQWRRN3QjRMRSQWQIJgNjcjdnM1JhJIUIM1JIRAINMF4dwhHIIdEYYCAhEC1BQ\
JJESAiBwWBQYzY1AIIocBcoZFcGVKA2SDMCVTB]jgzCAAZNNQGYHI1VwIZYXQRCckBIZBV4\
VXZmZiV1YXgHFRNJjdEFIYVOFIVdhcnIINEhhIURjgOCcXJOSCIWYUUVCHIZADUTASCiAWN
UiJAg1I0QkIWNjM1cwACZXCHZVIAh4ENNNWAZVVOBjNNNECicTdyEEUHBVFFETETNjdO\
YUFmFDVXNUCHFVJoOE2A1VWFhMzc@dQckMYJUaBJOJkUBdyd1AnZiJ3hYYkWAgQYR1VziD\
BERVhINQAFIGWIhUZXCEQXIThyR1FIGGNTKACWARNBGDYEd2RVEWUDMZWAAhNQEEMYAS\
hUSCgTJ3VIdXUlFBFxFkhVCCZEABJjQCAXFGNkhHQzM1YSSHN1EBEmMJkgWZCVWZHRSVD\
GDZzRCQiNhE3IghDhSFoBYCHNFVHMXZAZTSGAVMUQKhBKIFRQEVBBOCHNGELJVVScQQh\
hzQiBzKBYRY4QOR2MVU1ldwVCIKQYEEgQFYEREY2NERYFVdHJIZzdAZHBmhmdSCFIgh1IwGB\
AXNzFjEOUWFCF4AhZRJISEROEEThXAGYBJTgUcUdFJIBOFRMCVYNZUUFCAY1ANZEZBVThS\
ECBQYBNGeAdzQ3KGhIE3ZiFxQoVCgQBjEFdFcIVOIAaFcgIOiAgAUVQAREINQWECY1I4\
E2UOMKAXQSZKdSRRCc2I4BjEiSGd4hgQEEDCTRMhFA3MBMmMY2gERXNWiISAVKFVETGCCI\
gYhzRXByGBgzKGVXJUhOGEY1hgFmZWgmEWYWV0ISd4V1hid4VUMHgSZXhXUSaCgmJ3Eg\
MQIzIDIThwRSARQhBFB2QQBjEgIOEHN1BhMCiIIBUlZWCHABMYZFQ0Q2UUJXJCFNZYyFD\
RTFUUTQoQmUjB0aHJIXJHeDZ1JGBCEXATEUEDg3BTAChWIMNOAWCFB3IUgBEARXVUREAX\
QzhVBEBBF4UgcRhCg4gUcoRkdYCAIUQBRUJUYjFJEBYUhSBjIyV2cXBYCKEiMic1N4ED\
gDUGVSCHhCYURXcQB10Dg4hDJFJ3J1d2gyYnQYc1RjE3VWCQNXIBYNOGhYFOU2dHATAWN
OEeBUGQj JHCDgUJTRXBXJ3IAEjEXhXeEEmghIAAGdjUVBNdnI2FCAVCcyV4cxIyZ2dYEL\
ZEiHcYJYaCcXQXJCaER1coIDRWJIKCcSNhEVF3JGOCQkYWYkcndRALIQThOMFgzIyVocYJY\
CWIAFRNiE1VAUECBI3MzQiZKUhR1cid1NSAXFXNOgUNNRCVOISNMYNB3NIZYyMIQWEVVZz\
E1EohnQyKBNoYl1cCdmdjVYiGhVU1AGCHMTZIURBgR4aIJwJQJ1IDMYhwNGNwiGCcIBUdA\
NXMBETUgICJYMKMIN1BAIAB4gEMDUwhndFJkQDEgRRM1d4EzhRMOZhGAYHMgZ4ANhEEhN\
U2I2VicBBXZUFUNoczcmBzBnUEBXUWcDg4RHUXZSOEZOgABHRAISVEAZdOQhRMBgEWYE\
Z4U1dgQ29jgQUjMScgIIFQR3YFczhTYoB1IiVCYGBAVMVAFIdhRMZ1InhwdTRjJjNhVX\
IzcWgjFlFCaChlIWUySIaDFwWAWV3RAIXg2QWYgAYMUjP7wmwOwPp7Uk13L1KalY/6dN4\
dBr1AYS8JnkVvq6pPeBf07ccX95SrVFfAO7EX7RVEYYhVR9QOQYEpLBUMcfcfnHCZWKMOO\
OBF7BXiWMR9BQo04ybtpJGKQ+IZyCKUJVRhZ+uael182qYCcBKFMd00zXi08kAa98eUy6SR\
pPfKPD6D+xXgtJOFWtYnp1lJy2aIG3HqMiTHoSdVIvccGkT94gpVWTMeJQsQpgq7dAJidN\
5J0MQjk7JIHcIzxb4T8sQHzAS55MFfVM7HUS/8FUX7NTIN1IIRmc2zHL/ 7kdfCFSWG671iW\
U4ob2kTwdKzPvOL+d3e+AOEOP1hJ4vVIAOjhWmO2fIFNVFhNgPhOMSiSkatPGbSvdqQi1\
PsG6C+1YgMrTM7KFr4hTQM8a3+tA0SImMMjXSSPDkVeuJFqlrw642SJJIx8yZTXVe8g75D\
ZTYghbeX5LLzaVktImzZS7cW16Zy+C3MwnWDrGQ6hUDXxYaYJp7S0GJIHepcmVV2140D6nw\
5QprgpGIxVcdXQUOOfhKwerYDkoOIj+ugk7NYDvOt8zANphYcE3v+6yVFyYh3eg7DYRJI\
rIzIcbaG91ySv2iRRC+cWaymH6xuqaHRwZu/p962/u8/c3rITJzCoVc+0bnZ50ItZFBe\
AYFhLBXx7PvPdBULXyCgmtkOtnT/jnaCUVvxtGealeQmmeM4yPq3d5uwBfOvIyuPmfBSKd\
YONETG1lsaoQuqFpOkCmQdMVZKh3UZ8A0jw22L1gazlrUfeakb0fs71e2HT47KVOyOJHC\
tec9tjHUeBVMma504AofGecVXLbkgKv+Soax9GooHVOv+uxa8iwjAdTZKtqwKnKDx4jaR\
+z0tCsY14BuB2JbkjnHG6NL7ubN+aNKnwnzZnMKQZIh2Q7vSRYKTM8j90GLq7IP8q2NS\
0c7iT//eAvb4oF6LaY7qebxQ6ROXCSRrrXgpo+pw31ltfuUCuGzAXD4+wMZU3d1XsivhJ\
PnTEjI/V6GMKRLfZOXnYfj8SILETWKkO3dMFIh3LmUwkbRV+C3mL2GzjgQVTkvP82KDBL\
DAR91KyPkJINMNK9Ix/StVyJbGAtGp4jHNp+PSjz9ja4qI9jVRjGgIUQhwODNIOfnplun\
Qhz3F9MQXMPLSPVFW8MOXKUKSACXQVXZGh5LKYBYZ0Zr0/ipphwnE6zQuOva+8uTyBX/\
BOVR24tUItvlhy7SS6JrULrvTA+D/ZCiqKRx61iF6pU3B0C8fgA9D/AifiQnPzOSISkx\
FIfDTz1LWMjULQKBHFVRFLE9eFDOrnwAGX7Pgpyc/KrLqvmcmj/96TYtoedp/iWdasfY\
C2vs+GVyxVoumIdFPHJIpencWbE/niZnVDaJCih1igqgXzDsI8bENh2B9cutDWX+bsHZSC\
jSQb9YKGN+MONiJ1XmQHSJIDYFPhzWPibdS/1pS90ppPWIY+PpLOTfzDSGFFWswQ4q5Phc\
PLWHX51wOKSye+T86p6kadnBBTLTYfnOdG7NpO9QKQObMNEOMNYbkVGX5nHIYLJ1FImV\



OH+KOVZIKMA4UZYV+RYFqqXYtMgTQxeQ1lU7L700H+6ViErxuKj5rS3i+rirdfECAGgCoQ\
OMixXATHISAH12eSV5fk3r5xMkKSwwPIRUMt50+kk1RPUOLOhTj7G1CnL602XxwBdQMTUX\
4J95JBWnfB+U4D9n0silDwikIhpaUyOoBeaWo4iFQiwWVLwjeeQvY6zj66170XsPHjZXg\
UCitswWfp5MYV3cLTkb8OuCM/xhp4YOEdobt6x3k1FD8vbh8g3YAGOXe/U+Iz3k1lnpCt2\
R0Q21GQa0JM14nbQr3tqgTLoXv4szaErfP/XwO5Cnt9DsBzNSDNrmfF6EDCTVT/hn8v9a\
wrg6Rfv8JIpys1YFpwLanhb3wz+xlyaDsa54Id1FOFnyBxv8GppbFrMpVFEx/nLAXGIocc\
WJjCcRKsOtBJUW/IoXeKOMPUd1wHR4dqUCEXsoexHJiNe5sH+akr6UIDObF70hhupBoiY9\
AzVXi5zXf2vdafyQrkGfKz4BEUkiqcaajHr1CF9ZJ+Mjdmfr3z0xyCmCAWir5ZLOBXDj\
T7sYCV3QjCz4a2mGvee9IxCokSLapCq9OUMAXNTLjIGQM/d1lpgjDsjsCZX5wKdsnMs79\
60Z75BGDOC1dDINj4f5kHZmwwemw/04mi/1RPBUABXse3Up3eJQ0X2haZzPqmYO+2PZTF\
exku9pETHtKcfSdRe1o0JLm1B34JSogRmNpleBxakcILO9huiFVtGVZng/pC/ryod/Tog\
9w4aV5H+4u2dHc29Vb77SasxCdRHOsDaLaPpesRXsrdJwjbiz0gzR1IX+83007NuhE+C\
kKfO07¢cZMrFm8r8g1M1zDiFr Tf3RTusMtiW6CV1VUTROPZFnggaR5yeYPprpSELtQHSwWz\
U5AaY5Qd8tbky5ec+2/QkX0+cdyWhQUuBRpibwpRpD3x1yTgT4E91CWTFPVSLK54ZHT+\
D3EsZfOPYMN6d4jVdh9iv+0tCebnfMgP65wY26YBopSLtCXXblanU1RP1zPzRq99yKnt\
FM7gK1XnBAZ0ZBBgCyZw9OHWmMt t IFWcm14Wd5BXFOuzh2Y8gt cN8UKWHvA43tsNBa7j/T\
ikIBSKIVI/6EQvYyPW4YTdyz2V8RKHN5XcdpdwWFavhgSJIMC4I6BmOLwenhkmal7Sd247qg\
uCtEow8gh+w7Jk4SxrmvJIxd5sBnvz150KEaHPeWNNJIWOObWEDT+0ZzzD8VMN1/GkbbB3\
s7UfcIXZbRu7HtQ+wHIb1BKVstX3hMonra+k6wS9KPhcAaC3IjZ7ZApSedKk1swWiSuDg\
148YW2/cyS3LvmISQnOKPWK7YEPNQnVOVUrn3ZF0GO00eDjSXUjI+xIrRia5GQ1lyb31ima\
nJnf2PdHcMmVrOwu41MGno7al4nMRAnNXkBU8bVOp8wF6T0oz59hBJ3a/F+mP4/al19Ixra\
wiVVeEPg0i9QQ9NCLgQEFCOSKA+EPCLKOFXV2rYI9JFNF/nDXxP5nmGtnkmlFaLo+pleH\
CJYSOOTGKQr6X+Y65N011x5nNwsnWkIUkCodoSt4Givdoe/S9INIu8twW+jTBae2hNroc\
glErCNKDYel+T+Ldyr9rfOKmOLKNYTBsodgF4KI/hFhOIv/i55DTWtq]jpNOeQnPTB3/6\
+7KzTfSE9115UMCcP3zKKC2mAQVtyYXF3kOm24ZTwPs2LAPJKr/xtPH3BNGE/UfUDmvDS\
TBp9MO49Nh90DZVI4HKsY8auiyENkOys67F9GTHhOYMOFgHYP5qk4/IR5YC31ng7xx6i\
owebEJAy63htMytqg+xd3cJyZROIWBUOqVSpd/A=="

}



3.4.3. CRYDI Signature Representation
For the purpose of using the CRYSTALS-Dilithium Signature Algorithm
(CRYDI) for signing data using "JSON Web Signature (JWS)" [REC7515],
algorithm "CRYDI" is defined here, to be applied as the value of the
"alg" parameter.

The following key subtypes are defined here for use with CRYDI:

"paramter" CRYDI Paramter Set

5 CRYDIS5
3 CRYDI3
2 CRYDI2

Table 5

The key type used with these keys is "LWE" and the algorithm used
for signing is "CRYDI". These subtypes MUST NOT be used for key
agreement.

The CRYDI variant used is determined by the subtype of the key
(CRYDI3 for "pset 3" and CRYDI2 for "pset 2").

Implementations need to check that the key type is "LWE" for JOSE
and that the pset of the key is a valid subtype when creating a
signature.

The CRYDI digital signature is generated as follows:

1. Generate a digital signature of the JWS Signing Input using
CRYDI with the desired private key, as described in Section
3.2. The signature bit string is the concatenation of a bit
packed representation of z and encodings of h and c in this
order.
2. The resulting octet sequence is the JWS Signature.
When using a JWK for this algorithm, the following checks are made:

*The "kty" field MUST be present, and it MUST be "LWE" for JOSE.

*The "alg" field MUST be present, and it MUST represent the
algorith and parameter set.

*If the "key_ops" field is present, it MUST include "sign" when
creating an CRYDI signature.

*If the "key_ops" field is present, it MUST include "verify" when
verifying an CRYDI signature.

*If the JWK "use" field is present, its value MUST be "sig".



Example signature using only required fields, represented in compact
form:

eyJhbGci0iJQUzMANCIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzX
hhbXBszSJ9

SXTigJ1zIGEQZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcgb3VOIH
1vdXIgzZG9vcidgWW91IHNOZXAgh250byBOaGUgcmOhZCwgYWS5kIGImIH1vdSBK
b24ndCBrzZWVwIH1vdXIgZmV1dCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgewW91IG1pZ2hOIGJI1IHN3ZXBOIGI9MZiBOby4

cu22eBgkYDKgI1lTpzDXGvaFfz6wWGoz7fUDcTfTOkkOy42miAh2qyBzk1xEsnk2I
pN6-tPid6Vrk1lHkqsGgDgHCAP608TTB5dDDIt11Vo6_10LPpcbUrhiUSMxbbXU
vdvWXzg-UD8biiReQF1fz28zGWVsdiNAUTf8ZnyPEgQVFN442ZdNgiVJRmBqrYRX
e8P_1jQ7p8VvVdzOTTrxUeT31m8d9shnr21fJT8ImUjVvAA2Xez2M1p8cBES5awDzT
0qIOn6uiP1aCN_2_jLAeQT1lqRHtfa64QQSUMFAAjVKPbByi7xhoOuTOcbH510a
6GYMIUAfmWjwZ60D41ifKo8DYM-X72Eaw

The same example decoded for readability:



—============== NOTE: '\\' line Wrapping per RFC 8792 ===============

"header": { "alg": "CRYDI3", "kid": "did:example:123#key-0" },

"payload": "It's a dangerous business, Frodo, going out your door.\
\ You step onto the road, and if you don't keep your feet, there's\

\ no knowing where you might be swept off to.",

"signature": "2As8T1AHenWzLuTojCcAYFDNnTO5n4bmDGIWenHqoXVizL7311HtVg\
\7PEJHYmpc1fIVFNrmOxJt0asD5bQk3ZY8WUEQDUjsn4j+zbyob8MPQI5u3p5ZkglLhG\
\6Q8p1gOHd5voY4a78VNXFIPYSETCObDECATt1962z5hm12VjubDBqI7W4ju/iDKambJIDz\
\NLYgYinNyPcHj1fBP7aCf0qGBAOQrwWuVgrAkdeM+uH6djaXw25+FeUl4Lglu0IBPrcj\
\ZJ04M07j7BmiuHIDB74QG/ifVqnvr4z2alMwWH]jjR7nPPr2CIKpuRthSpNWYVTRSN3mM\
\vOGjVLyaghJpmUmewhjaQCi3iP7c59yKatGYjLPPEapsbN7ypIolBod/R2PZROzeo00l1\
\d9k30VmGsSVLKJ40EIFNn1A8epv+bJISApZWrGuU6NBP8vr4UB2D9DRA8zwvd/vIOBWdQg\
\nfglX4x181wWe8Tnd+21UC9n4zUb+KQ1o9RR14VFXEOt9g5a0IzCWjAN+0z8vqJl/ZwgH\
\zZotZNF+nZehtFPcPLM3dpoUKEI391VH3QQ6VTYfbMWOwGJI6Uny1xZFEzZNCNMFF9Qhs\
\7Xehy4yEDgJBFYIVbTRCTD+EbZbWQANLKsM7UXXBR7HAUSIMhTkwdffGziWJIBTT1UsG\
\tgaCF1bvXgbcCSe®XGhcOQkQKwwj3kNWY9/hnhH1bn7kyySqaI+W4Ph3pKwRb38sCS/\
\Gb3ryptI8zez0JR+1C1Wnul8noJjGinczq7jCGMiMCRFpzUV6rpY/FiM26IpZ8MIShF\
\BHSTN7KGpyIqG6Yc3Gz0J/4ir7V3I3wYguK7iBUiuTM+OKwxtM75carzJPX/21kn2Hh\
\TC+JVb2/yaHS20Dr1CwQosNhA/cB/cm+YmYgHC3KQwrZ/3AXreweUSrwJ8qV+vJI5QKK\
\al+CLrkVGJIX6vh+ps1iNB5EVOyyMhBXAbbJZ3K+dGed3G7Vj/qF2kbnIUlSIeP1f6LSH\
\XASUVLTU6qQGOrTaCMYKwaAc5ROwWAgyZmPXuOUwyCtNFbO+S73uX5/N2drrUPdXiURW+\
\1uFKCtaNimu8myoz6YkoY234kz8pedST8eqBZAioe8HeYEKtZSAyYov4YfLgkqHqJG6\
\ycD2uA33kwnMim+jg/hIrWAIYYPOROOKECTVFR877RtfFgfn3+tZjwWlmsxHZ5pNSTIA\
\dNR+VmNpoUZkQOdgHuUFLztyAnCaumL38LHYHFH]j2boa0zYsMGw8WtpEQ3+BNgoanNax\
\dJ5THRRmMhvMS3EDwanERimsZ6ZjdK8uchuVhytNiiKvBwWwEFWYIyoKQuUUMBOETDje4DX\
\wWIAefXYCqPK8eXhL+9gDLXAD1DQbCu+Ey3whX/r4r2Q61+34HpRrn3g50k+Gt0/3ni9\
\dYiIYpcXYFhMGDOXJLZ3IMKK7L6e5u4/Wye710t2B5ekSGRrkLKkjv+bTIkppxbTUu4Pi\
\n40gbD91sRzw2/GzZmJsfcFaKbj5dhoNWyh5cZr1PqsxMISEdXSxJ69VWT8e+h4iPoB\
\YS1JInUjhicVWs1pA1lrdAvTKAsSVY8rC22e@9Hxzbkb/E7bt3iLDpekbbQAghZ31AwDvV5\
\KEG72bBbXIYHzPVvhJzr1S2LROXKTJIVd8tAX0SdxQDOt8tE2eKpmWZ38MJIFRIXt2Rz01\
\p+bpKrR++pMLRrpViekVpzZl/t1E0ojImMNO5SrLgxZhLxvZOyDfcT37jcloqire527/Y9L\
\3k894eHNYCcXxjbOLGGPDeLUTSEX+afHZLNbd93Qa5VTmLWSPXEW/EruaénXUrAR/87P\
\0gIyce3h3s15jzCXsQm/i0Dgyn7PTE05ksQCFRPiyXq5xgiXGKGGkqTGg280hdby+1N\
\DPNNHU2JOF6GLTqwK3gGbBLZDGIMR2sePGpxZ/pecoX7yn5bTOf4iY10CyLo5nEgSeb\
\JdBJhOZU+QodLRNOchenLmP1oNK2yCuUT9QUIAIWHOC1CLhBiEOT0IS9/rAW1XHPiPsX7\
\c21w+B1IPfzUX1cVdndnNo4XdH19CH1tYJDLr8LfeuYnz+bnaF1lqEUryTc8zUl4A+qB\
\SIDDDjefCbmDsTrdqzGT2J89MKViOogy3qJzyt3jo04xq+Q30GjbOFJikyJEqUM8BmMX\
\d3ctGfzsEr+5w7fDRco40/tDQUSHOqOWOSPkhuellLgKDziJXwhPQI42miVN2A4+0AS4\
\f2uTgpDNn1gIfH2+d0CkBjlhZeA1Tgrp8FHQxcaO5kut6cTLrL7CSBqINa7KhelzyXa\
\PZG/tXUk+ivOBYT92b7CRNmg1qhEOG8V3(q3QrB6EePYalWxRQ7ij4rRcQWcj66A1hZ5\
\KjDUVJIh+02cZTFrv97wM/im3vb3dbiSxAiQEXSa2KATfLI20S+y7R1RNJ+9nF/vTaFc\
\OHOdKfmuJAUkAcyk/heQuvdaf9jxEcstjo9bsmva+HkIqPuFifidlvGiafKr4fHZryplh\
\g7QUtDRU2a4BRfzcLz6PKOBFV3xVI7qoQbKEqQyldv8mZRAOLBRKprxHW7PdUqutH2V\
\GEMZ4UuCYXT11UweBXx2W91HrQX+xaKAjTu6oLYIOVMFVCUr4mCrYRcLZnzwORcsqIl4\
\G88x8r5aeill41sQZ03kNotR4n0OqzFVRU2+EX07QJFm+NKXxB7aRZ50H+dSy+Ye6aMeG\
\Epv491LUOLVNZNMBP2eUhoE0oOgimmZGtUobjRdALUYyNiJfJzVkjwF3gYQtY59zb+46N\
\SzvWUqpFUG80Vswns8GNAQ5hTLOH80GGOhT+UvoqvpTEXhiAAFStT/EQrHLZrYpXHJII\



\YaICW+6u09ixLOoWkfIOHlYaXyNkaFKHQ5ZbPaP45dbwWg/dgXdrRe2YU8AqdjCxyyz0\
\1yZR6zH9WHjOk1AIOHVNKZ/B2v4bS8YAtNZ1zgKbOvM4qqSIFETTfr8N4yIteumHEZznP\
\prD7Gr6wW2VCS/0FXnQt5y0QC8z4ffrnggwPjcZfsCRSknktQB1q6Cx8KUOipf+RhOvs\
\HNNN3gqJZmxz6YCvo2M7fxJtyRvm34UEVaj8QKXrmzX70Y9rD16wEhhvSThaeq4dcfAC\
\vCczGXWgCLB10gl+Iz6hVDTgCXx7bC2BQ20HtzSDc+v/UuJewvVaIlL9tn4CtMZUB6T3Zc\
\fTN2zke5alNpoJP9A+mkbcfy®aD6yFcn3nw2ueFDsssRg1ZcS5CujNeylAwxRYaNSmU\
\zDzMygHUOCTxfGEG2c63J32HkG4Ds58KSk7HSD587gScBv+QjBUAGSJ0ZzFGIy7yIF5R\
\kD74aSJIMYmuzow2UnGayR9yM50NbwW1brD4wNyJHqDIroCUvrL8zu24Er FWDKy6Vazom\
\ggPVvX38I0XIPNE+PmOtRGr+uad9r9z047TtEOAD]jIEtwQuUNemOS1fgeVx2Fd1TmKc5+v\
\cXMsmUuEKQiewTbviLdIWHTz4snU/dt77cXQEFWkS3pu31kCLyLbpiCKMrnlnELafNBg\
\RbzwEQGTT0124Kz/kvC5RYr2USuHKksZxPfgx7Y00pY3IbemFO11EmMNGOodSwnVcww+\
\9/IIevZHUw1lqqTxZulre/AMfghKgaD8XiwuKxPZQQo7Z67jj3yOugAVWYOw/88bAX02k\
\deVcOmG53sKHIChLg35LdPrpLgHeFjIHJ27L9ucqUw70Pu58vRIUNYDey997y57k1vh\
\9RWPKNVIS269v6s/xTfg9VMIN4aY4X25EWCXchMW1HILMamYF6JTPOV7vOOcdHycmX5D\
\EnwqgspYYNomVpJ100xgMAO9oy1E4dhg3IJo+fJgL9rgOxJ4INTJO0g/9tUz21LPI3c1ic\
\D5pPs/y0zy0cF9f6ahaYxMDk/nfout2FGmoesMCaTN11JngYYC5H95cDeMWErm6ppSU\
\woCqut45n0JqOVS4V3PKFASIfuUwP3vgFKo+82Wy3dqEr+sBAsve44CKQ8TqlGLYjet\
\L3xugCklOuaGh6TFQqj2X/vJ1X0OWO0uyvzt62fxeQ4esOrs4LdRxkJIJbKT2I2p6rQA1Bi\
\GazLvOuccQh7NSt7BEJBY8QUrPV10vPMCNGQrKS6alC/JINFLaxmsP4CPQqwRQ3fg2ia\
\qQR01OhtD+UFjWUBXrQdrs48b9TdLHMbPHPbG6+ZeuCi87kJ/zJyjHAOSYUP6awkfga\
\ckiLUppo@®oNIc9/qsVr21FIWI09+UWNnIFRONNFPzgbqw/cMOC/uWAOOSGS8ADQ/rePO\
\fTXx0mfkvI2YeTdiIayy+uwUxoLdz90DGhUysP+JGUIKZTqYNJIYs]jC40gLXS+gKCYai\
\oW/1leFs1fdP6SH+E24p00JARU/f/ZajcMMXAWQdIVe0o07jvDhMydne90/18fcwpNVNO\
\tswhRsnW4uMCSAAAAAAAAAAAAAAAAAAAAAAAAAAAAAATEBMZHYE=""

}



3.5. Using CRYDI with COSE

The approach taken here matches the work done to support secp256k1l
in JOSE and COSE in [RFC8812].

The following tables map terms between JOSE and COSE for signatures.

Name Value Description Recommended
CRYDI5 TBD CRYSTALS-Dilithium with parameter set 5 No
CRYDI3 TBD CRYSTALS-Dilithium with parameter set 3 No
CRYDI2 TBD CRYSTALS-Dilithium with parameter set 2 No
Table 6

The following tables map terms between JOSE and COSE for key types.

Name Value Description Recommended
kty for Learning with Errors based
LWE TBD . No
Signatures
Table 7

4. Security Considerations

The following considerations SHOULD apply to all parmeter sets
described in this specification, unless otherwise noted.

Care should be taken to ensure "kty" and intended use match, the
algorithms described in this document share many properties with
other cryptographic approaches from related families that are used
for purposes other than digital signatures.

4.1. Validating public keys

All algorithms in that operate on public keys require first
validating those keys. For the sign, verify and proof schemes, the
use of KeyvValidate is REQUIRED.

4.2. Side channel attacks

Implementations of the signing algorithm SHOULD protect the secret
key from side-channel attacks. Multiple best practices exist to
protect against side-channel attacks. Any implementation of the the
CRYSTALS-Dilithium signing algorithms SHOULD utilize the following
best practices at a minimum:

*Constant timing - the implementation should ensure that constant
time is utilized in operations

*Sequence and memory access persistance - the implemention SHOULD
execute the exact same sequence of instructions (at a machine
level) with the exact same memory access independent of which
polynomial is being operated on.



*Uniform sampling - uniform sampling is the default in CRYSTALS-
Dilithium to prevent information leakage, however care should be
given in implementations to preserve the property of uniform
sampling in implementation.

*Secrecy of S1 - utmost care must be given to protection of S1 and
to prevent information or power leakage. As is the case with most
proposed lattice based approaches to date, fogery and other
attacks may succeed, for example, with Dilithium through leakage
of S1 through side channel mechanisms.

Randomness considerations

It is recommended that the all nonces are from a trusted source of
randomness.

IANA Considerations

The following has NOT YET been added to the "JSON Web Key Types"
registry:

*Name: "LWE"
*Description: LWE family post-quantum signature algorithm key
pairs

*JOSE Implementation Requirements: Optional
*Change Controller: IESG
*Specification Document(s): Section 3.1 of this document (TBD)

The following has NOT YET been added to the "JSON Web Key
Parameters" registry:

*Parameter Name: '"pset"

*Parameter Description: The parameter set of the crypto system
*Parameter Information Class: Public

*Used with "kty" Value(s): "LWE"

*Change Controller: IESG

*Specification Document(s): Section 2 of this document (TBD)

The following has NOT YET been added to the "JSON Web Key
Parameters" registry:

*Parameter Name: "d"

*Parameter Description: The private key
*Parameter Information Class: Private

*Used with "kty" Value(s): "LWE"

*Change Controller: IESG

*Specification Document(s): Section 2 of RFC 8037


https://eprint.iacr.org/2018/821.pdf
https://eprint.iacr.org/2018/821.pdf

The following has NOT YET been added to the "JSON Web Key
Parameters" registry:

*Parameter Name: "x"

*Parameter Description: The public key

*Parameter Information Class: Public

*Used with "kty" Value(s): "LWE"

*Change Controller: IESG

*Specification Document(s): Section 2 of RFC 8037

The following has NOT YET been added to the "JSON Web Signature and
Encryption Algorithms" registry:

*Algorithm Name: "CRYDI2"

*Algorithm Description: CRYDI2 signature algorithms

*Algorithm Usage Location(s): "alg"

*JOSE Implementation Requirements: Optional

*Change Controller: IESG

*Specification Document(s): Section 3.1 of this document (TBD)
*Algorithm Analysis Documents(s): (TBD)

The following has NOT YET been added to the "JSON Web Signature and
Encryption Algorithms" registry:

*Algorithm Name: "CRYDI3"

*Algorithm Description: CRYDI3 signature algorithms

*Algorithm Usage Location(s): "alg"

*JOSE Implementation Requirements: Optional

*Change Controller: IESG

*Specification Document(s): Section 3.1 of this document (TBD)
*Algorithm Analysis Documents(s): (TBD)

The following has NOT YET been added to the "JSON Web Signature and
Encryption Algorithms" registry:

*Algorithm Name: "CRYDI5"

*Algorithm Description: CRYDI5 signature algorithms

*Algorithm Usage Location(s): "alg"

*JOSE Implementation Requirements: Optional

*Change Controller: IESG

*Specification Document(s): Section 3.1 of this document (TBD)
*Algorithm Analysis Documents(s): (TBD)

6. Appendix

*JSON Web Signature (JWS) - RFC7515
*JSON Web Encryption (JWE) - REC7516
*JSON Web Key (JWK) - REC7517

*JSON Web Algorithms (JWA) - RFC7518
*JSON Web Token (JWT) - REC7519


https://tools.ietf.org/html/rfc7515
https://tools.ietf.org/html/rfc7516
https://tools.ietf.org/html/rfc7517
https://tools.ietf.org/html/rfc7518
https://tools.ietf.org/html/rfc7519

*JSON Web Key Thumbprint - RFC7638

*JWS Unencoded Payload Option - REC7797

*CFRG Elliptic Curve ECDH and Signatures - RFC8037
*CRYSTALS-Dilithium - Dilithium


https://tools.ietf.org/html/rfc7638
https://tools.ietf.org/html/rfc7797
https://tools.ietf.org/html/rfc8037
https://www.pq-crystals.org/dilithium/data/dilithium-specification-round3-20210208.pdf

6.1. Test Vectors



6.1.1. LWE CRYDI5



6.1.1.1. publicKeyJwk



{"kty":"LWE", "alg":"CRYDI5", "x":"1gNFI62eq4YKxuvpM12V9SVtGV5z_vQQzZei\
\1CziAVcFMuUUzjpbwrd7uKHRbtXNPWsLI1fYKmM5SM-0LeoDII-GNQYJfm3QRt9133P\
\AOyJpbelLidJg6e4UAIZIQX-KbKrIVqK6F42P8WmhDWxgc5xJZXUabUtMHV -irm9pMP8\
\kjrlRFuIenHS_YY]j3RrX9yeAZKmD6YJSROVMEpPrjR1B7uOQxJYX1IWNNRD5AEiGL8TKF\
\oxb0g-qDIP-M6ubjukzqlhd3_-z1bLJIDVKN_uh9hSI1lqpghWD7niD1dxKBAUldyELgn\
\WzvadJyhKTt3KevLOWGUPJGCc927VgDnTVSvaiOwobZu3wHEUpP5PXxsqymxGEuUJGkiY6Q\
\zL15KWzr4jdhq-_HpknGUjg2LbCOQ-f5rauUm27vkT8EI7A3i-ar5Jhd91hfXpGJ4Ui6\
\amgeTedhqJCKOzTrEF12ecwQ9ERhjdsksC8XMDe21QS1W-AyHfntg20PeC7020q0E46J\
\MG_OUcLtMo3ShprY1VF930bswsozfXemmwqinQvYSpDAC7HHA39mp6CwJIulOauoPi7H\
\DEAb0aS0-qUgdh8WOPgyCEe0GJ_Hpl7sokVq5dXthV4458_zDtc-pUcX7C8I30UgLFN\
\KsZze0xQhggkkOnG56CT1leN_9u4rfwWQzQZBH50fr_biWHgrO5HZ-UdjL4ezXxPUIGW7M\
\_HvwktpowTnXfV4-6HTF16jqgmH-Am0O5XJ1wjP44IbRMNk5m-vHOBJj6ELGiDuUNQoiat\
\hKHS_-LOAO-7d2IXxcpVUNWZfz1SvHzZC4XPHt21p01l Rp9vu70bwGlFRrnLX1IrWcKen\
\R3ux80DJTM3H8J4cdRgzKaPM9_1BMhamWnpCXFThwRWshaTapgnLEfEXpMjikdho-SP\
\8DH6YyddFrV-S1_1Z8relvD5CUXh50EcOepvnDYK5deW-Jgh6e_wGGlrwD7d9XZK9hKQ\
\0oX1cYPsTkdgRIBywrD1bMIs7pyu5PVNSR39HD5WOEXply5bKgCaJDF-tBS11tGQV11U\
\pZzENPHMi6fTCsvOOtEuvPZJIkDVE-0sJ_3Ajj9eTdKilJIDdIYzSKu2Uodc96vaH3bXJW\
\05iBprV6h-nG6MUQuUXIrUNiG9h8nQ7MmaJl_Jdr58_cBChxYZRulzaJcSwpTecAtktv3\
\R-Yp2Lc7LxebwbEa19598X7CQtyS4RoUKor LOX4FkuXplJZduQbM2QftVqABufBkFH2\
\3Axy_fZo0oaz0@oBM8YYBAIqJAs2YalilLfrdqo42rDLOK_VXmVGqctgKhMeetvM2nfx_8\
\VbsdoSmionB4d2Ur3no@AvzZbHcmIdHFg-EgJzfoIAhgKdHIZSN_AWECOCFApOdPwdi\
\MUsOsPhkWNAfs9OhmnEX-Izx057IyxE_iLKkI9smuR6f2NkU23279NaZHBmIpmPUltryg\
\SZ018yssFgKCDpRZwVV83F1Wcg3pnGsh9HXHC7rqI3-TBO_KxbTEmgKVspoido3T12Z\
\9Dx-9Jawe6rd7g1lheMOz1BWEfHFWWDTr5TXhE0059zATIaJu4DXWKKFFQj4iXMYP-R\
\hA8QxNe82yUX0JGJo04f-C7N1xXJ64dOPoWOJINeDyM71iqtAQQgR6TNZzVIVOb97E4WIN
\AAC2gYTXGS8kOawcTyeWdytjXs8fqwOPJ30r2HZK1jnXZ10GeSJIILXHOQt12PDM2k -W\
\OKZ1CPzbzjqQwQdg9CZ1F02b1Kus142T20jUylXsDGg4vaF-_IYuc07js31adyf90Gz\
\sMeoLqrwE1tXxMYJSKkOSWSkjpLOCcSNDHH_sh5911010gQk6QoUIf_1Ma-hg7EWKJAKP2\
\wW2NsxPqr8vIAcdyCO_t5b6XpYCp7gkZiVXFn8tSrlofZbyW-zT1gplgVEMhrWK5tIBZ\
\gE2ftMnG-AGekLYFD3aMzF3YZIDa3-Fs-_-YBOjx4pt0OLCa8mXMUTj9sOKTXyB3BhYA\
\V7n8MDBRYITV17KMKLrY9vUluhkxzSrNnBtSewEXf8Q4sGv2wEJjRIZYNPQzGtXRHNKr\
\FKwWCG3TVk1lCwc1d5C2Ttwh5HBtMtCBXTKkAchRgRZshMWyVjnUiPn4rcGA-5XP6N8EZM\
\XO0P09VYkFuvb83GSB1g56jNCKGNStA-ZP33KKw_U8zdGz1fKX5XGVWrTUIMKhTST -ax\
\DHgpKjFTPU2M3wfraj371fYK42rUYR-VviKHYRXVH221DI6Ke-s1rKQxzSSHjSUB13ID\
\eHtFb-pklL_JqIabpAKh_LkSthBvsiM1M8PUkiw30zzKQqScYiMx1l_ Ns3yvoahiwWDhO\
\X038smAiws9FjgI71mRywWBGJj4z21HTWfMAwWWbzb1dOMqz4AW4zN6e - pMSTnPLl-jFI\
\2C-FcXG58UQuBociY7JwpglXvWrVsTo3I8QedzplRYVV8qu3TQCCiCLom-UOwehbPdE\
\hp3ugI2nYjVyghbk2QwseoRISKEylUlJ vveItZCkinsK5Cy5g90D59Ym4wWzpdXjtRIP\
\k1ilfyLYcFwgdnNVLSNk1hb1liHgde9rghymzaUkEDdQw]fjXu8BsjKABdVYyJwqF2r3g\
\V5U1K300F8Etd7n36y3RBxIx1fqkpCD-G-tePQOzkbYWROUMC5P7Ws_Qj1WPAQOVIVF\
\WYDmMRCXN4PKLb94qOQuU8EV2MTffDKDTVUPWU33Uv0d3KbzKd3Jyfpq62wWheXEr_JgJ6\
\0442fEaWx4gh9tqi1XZFQ4Wb9GzTuGz_hLkpCd0Qd7snxiHPSxYq0jd9g81lYcsQKOhw_\
\dHCUSKyxXIAMI2MwLmMGp6YnhY_JrfuUpZ1ljfwcSCUqrzEVAS7CDvwzJ6-PAi2X0430u\
\SP1-CGg9JS5hIiiIR5hpW3-Fgg2tOeqv7fFn_fAGYEtpHWDxkLJIDTDcIzL2eU2umYUr\
\dbPyn09J99cEW3MU956D6LbmgRWK61xQ5m539KMP7D4KQPPDt6CRA3YgAZzZw-Vga8zd\
\2UxphCkORsaAs8pBihHwwe4zhQl5qolmFKtQT2chngVkn6nmpQmH3Th13XGTfOR1Byq-\
\bTEcwboddD_vYorb6HHyv9ciMOgh4g7tgmiphuR5b6L1VyqwxrMAN13cU8TiNIveY9A\
\fbS6qIMshNi611kux4wnM6fpENDXCVRVCCYLBANhS57fYddsTPiGZ6wlPeS_2Be8J9h\
\IN1g_yLmN8C1-9dgSx3yYYJIZ4MGBNzxtbQIYcdHO_1mraXouf7hkhHAVbDPEcpCfUXt\



\mMAI8hlYy-Pql1fjQTHoaEm9XaVeOSQFfNEESrbcXF2zjrG2uJuglRRM-IowhleeMc11v8\
\WCi33fB2KJhNo-iTK1hFYQms06qJyxusPu5Bmcl1EzONbBuHOeIHxzWBF0z504z1iz3A\
\C1sD7eTc5-bF9enC-6J70zRTx6mft5GwF8-FkQFJdqulPfgnr-_TYQZScKHWOIki8kp\
\TUTr"}



6.1.1.2. privateKeyJwk



{"kty":"LWE", "alg":"CRYDI5", "x":"1gNFI62eq4YKxuvpM12V9SVtGV5z_vQQzZei\
\1CziAVcFMuUUzjpbwrd7uKHRbtXNPWsLI1fYKmM5SM-0LeoDII-GNQYJfm3QRt9133P\
\AOyJpbelLidJg6e4UAIZIQX-KbKrIVqK6F42P8WmhDWxgc5xJZXUabUtMHV -irm9pMP8\
\kjrlRFuIenHS_YY]j3RrX9yeAZKmD6YJSROVMEpPrjR1B7uOQxJYX1IWNNRD5AEiGL8TKF\
\oxb0g-qDIP-M6ubjukzqlhd3_-z1bLJIDVKN_uh9hSI1lqpghWD7niD1dxKBAUldyELgn\
\WzvadJyhKTt3KevLOWGUPJGCc927VgDnTVSvaiOwobZu3wHEUpP5PXxsqymxGEuUJGkiY6Q\
\zL15KWzr4jdhq-_HpknGUjg2LbCOQ-f5rauUm27vkT8EI7A3i-ar5Jhd91hfXpGJ4Ui6\
\amgeTedhqJCKOzTrEF12ecwQ9ERhjdsksC8XMDe21QS1W-AyHfntg20PeC7020q0E46J\
\MG_OUcLtMo3ShprY1VF930bswsozfXemmwqinQvYSpDAC7HHA39mp6CwJIulOauoPi7H\
\DEAb0aS0-qUgdh8WOPgyCEe0GJ_Hpl7sokVq5dXthV4458_zDtc-pUcX7C8I30UgLFN\
\KsZze0xQhggkkOnG56CT1leN_9u4rfwWQzQZBH50fr_biWHgrO5HZ-UdjL4ezXxPUIGW7M\
\_HvwktpowTnXfV4-6HTF16jqgmH-Am0O5XJ1wjP44IbRMNk5m-vHOBJj6ELGiDuUNQoiat\
\hKHS_-LOAO-7d2IXxcpVUNWZfz1SvHzZC4XPHt21p01l Rp9vu70bwGlFRrnLX1IrWcKen\
\R3ux80DJTM3H8J4cdRgzKaPM9_1BMhamWnpCXFThwRWshaTapgnLEfEXpMjikdho-SP\
\8DH6YyddFrV-S1_1Z8relvD5CUXh50EcOepvnDYK5deW-Jgh6e_wGGlrwD7d9XZK9hKQ\
\0oX1cYPsTkdgRIBywrD1bMIs7pyu5PVNSR39HD5WOEXply5bKgCaJDF-tBS11tGQV11U\
\pZzENPHMi6fTCsvOOtEuvPZJIkDVE-0sJ_3Ajj9eTdKilJIDdIYzSKu2Uodc96vaH3bXJW\
\05iBprV6h-nG6MUQuUXIrUNiG9h8nQ7MmaJl_Jdr58_cBChxYZRulzaJcSwpTecAtktv3\
\R-Yp2Lc7LxebwbEa19598X7CQtyS4RoUKor LOX4FkuXplJZduQbM2QftVqABufBkFH2\
\3Axy_fZo0oaz0@oBM8YYBAIqJAs2YalilLfrdqo42rDLOK_VXmVGqctgKhMeetvM2nfx_8\
\VbsdoSmionB4d2Ur3no@AvzZbHcmIdHFg-EgJzfoIAhgKdHIZSN_AWECOCFApOdPwdi\
\MUsOsPhkWNAfs9OhmnEX-Izx057IyxE_iLKkI9smuR6f2NkU23279NaZHBmIpmPUltryg\
\SZ018yssFgKCDpRZwVV83F1Wcg3pnGsh9HXHC7rqI3-TBO_KxbTEmgKVspoido3T12Z\
\9Dx-9Jawe6rd7g1lheMOz1BWEfHFWWDTr5TXhE0059zATIaJu4DXWKKFFQj4iXMYP-R\
\hA8QxNe82yUX0JGJo04f-C7N1xXJ64dOPoWOJINeDyM71iqtAQQgR6TNZzVIVOb97E4WIN
\AAC2gYTXGS8kOawcTyeWdytjXs8fqwOPJ30r2HZK1jnXZ10GeSJIILXHOQt12PDM2k -W\
\OKZ1CPzbzjqQwQdg9CZ1F02b1Kus142T20jUylXsDGg4vaF-_IYuc07js31adyf90Gz\
\sMeoLqrwE1tXxMYJSKkOSWSkjpLOCcSNDHH_sh5911010gQk6QoUIf_1Ma-hg7EWKJAKP2\
\wW2NsxPqr8vIAcdyCO_t5b6XpYCp7gkZiVXFn8tSrlofZbyW-zT1gplgVEMhrWK5tIBZ\
\gE2ftMnG-AGekLYFD3aMzF3YZIDa3-Fs-_-YBOjx4pt0OLCa8mXMUTj9sOKTXyB3BhYA\
\V7n8MDBRYITV17KMKLrY9vUluhkxzSrNnBtSewEXf8Q4sGv2wEJjRIZYNPQzGtXRHNKr\
\FKwWCG3TVk1lCwc1d5C2Ttwh5HBtMtCBXTKkAchRgRZshMWyVjnUiPn4rcGA-5XP6N8EZM\
\XO0P09VYkFuvb83GSB1g56jNCKGNStA-ZP33KKw_U8zdGz1fKX5XGVWrTUIMKhTST -ax\
\DHgpKjFTPU2M3wfraj371fYK42rUYR-VviKHYRXVH221DI6Ke-s1rKQxzSSHjSUB13ID\
\eHtFb-pklL_JqIabpAKh_LkSthBvsiM1M8PUkiw30zzKQqScYiMx1l_ Ns3yvoahiwWDhO\
\X038smAiws9FjgI71mRywWBGJj4z21HTWfMAwWWbzb1dOMqz4AW4zN6e - pMSTnPLl-jFI\
\2C-FcXG58UQuBociY7JwpglXvWrVsTo3I8QedzplRYVV8qu3TQCCiCLom-UOwehbPdE\
\hp3ugI2nYjVyghbk2QwseoRISKEylUlJ vveItZCkinsK5Cy5g90D59Ym4wWzpdXjtRIP\
\k1ilfyLYcFwgdnNVLSNk1hb1liHgde9rghymzaUkEDdQw]fjXu8BsjKABdVYyJwqF2r3g\
\V5U1K300F8Etd7n36y3RBxIx1fqkpCD-G-tePQOzkbYWROUMC5P7Ws_Qj1WPAQOVIVF\
\WYDmMRCXN4PKLb94qOQuU8EV2MTffDKDTVUPWU33Uv0d3KbzKd3Jyfpq62wWheXEr_JgJ6\
\0442fEaWx4gh9tqi1XZFQ4Wb9GzTuGz_hLkpCd0Qd7snxiHPSxYq0jd9g81lYcsQKOhw_\
\dHCUSKyxXIAMI2MwLmMGp6YnhY_JrfuUpZ1ljfwcSCUqrzEVAS7CDvwzJ6-PAi2X0430u\
\SP1-CGg9JS5hIiiIR5hpW3-Fgg2tOeqv7fFn_fAGYEtpHWDxkLJIDTDcIzL2eU2umYUr\
\dbPyn09J99cEW3MU956D6LbmgRWK61xQ5m539KMP7D4KQPPDt6CRA3YgAZzZw-Vga8zd\
\2UxphCkORsaAs8pBihHwwe4zhQl5qolmFKtQT2chngVkn6nmpQmH3Th13XGTfOR1Byq-\
\bTEcwboddD_vYorb6HHyv9ciMOgh4g7tgmiphuR5b6L1VyqwxrMAN13cU8TiNIveY9A\
\fbS6qIMshNi611kux4wnM6fpENDXCVRVCCYLBANhS57fYddsTPiGZ6wlPeS_2Be8J9h\
\IN1g_yLmN8C1-9dgSx3yYYJIZ4MGBNzxtbQIYcdHO_1mraXouf7hkhHAVbDPEcpCfUXt\



\mMAI8hlYy-Pql1fjQTHoaEm9XaVeOSQFfNEESrbcXF2zjrG2uJuglRRM-IowhleeMc11v8\
\WCi33fB2KJhNo-iTK1hFYQms06qJyxusPu5Bmcl1EzONbBuHOeIHxzWBF0z504z1iz3A\
\C1sD7eTc5-bF9enC-6J70zRTx6mft5GwF8-FkQFJdqulPfgnr-_TYQZScKHWOIki8kp\
\TUTr", "d":"1gNFI62eq4YKXuvpM1l2V9SVtGV5z_vQQZeiiCziAVCFVyXWhRDNGPXKI\
\ -p70KAXRHM3Z7G8D21xfkTEWSO4DNJIgtngBBjiKbqrqLXMEK5vvJIe5WI6PyYr1ThImN\
\DBL6YQOZIYBYJIm4YtmygJAakg2bQoyRAwIzMgIpBBKAgAFJIMg1MgMUBgEYoQhGUOMma\
\R10oDABmgCKGhmN3IgQI4KECMEXwBBNwWoOR1khQpYbYwHKMFkaQtoaRgysBQm4YE1CYgQ\
\7hBAcaEAgOGHLAskqRBOOCQVKCMiKhx2wZkYAJKEQGN1ihogoQOEQYKAYCISxJIXWLhx\
\GZUlkKkRFISQwWGiVNA4WBJIDCMOCZFE6VBGSWAWjKFWsSNUaYIRBAMGqFhWSAuYjaISMg\
\MowIlwOBloThlpLCRJIDIqHAQAWWZYBMCRSRQNHCJIYyWABJCCJISIbWNYIiTIJEFiwOhwEj\
\Nug4RgSgAB2iAsgpRtYgCO1IAtHATUUQIA3IIJ3MggyyBgGkWMm8QAhBaAgCIMScQkw\
\QCFk5RNxJRFCqkgHDVmwkhEBAFNNEQ00O5YJyYBRg4QgCAiF4ZiNCRkgJI1s24hB2Uhp\
\YSYBWKkJtUrYx4TCGo7Y1IDguXAZKAgWRY4QRgYBs0aiBA®JAkJICQO4Ask4IByyhiigK\
\BE8GQNAIAjAIp2Shl1ERCCGEEsSUiJtkoiQErhpSYAXJAUEYwgQEDKNOiIKEYMITCBI4j\
\ZOXJAJOcZsIkiADDIIGAJBYBCFQwWIuzLJQIKBIAYMAIUZJJLB1QAJhiCJtVMRpPSARpPQg\
\LQAIrZIOiAImygl5MRpUpSF2aAJokYAwgRQIJBtAyhRkhhuQhZGEieKSIASEbUww]jCE\
\01QgVBBCCZRJIWJIRWCOZGOSZ12rBBGKgo5CIEAr FwSzBAGOh1kJQMGgc1lwgQm2AIQETE\
\kSYgtCLQPELFBGAIEWBhEYsRQ2UgCkwgJgbhg2IYtFCZqEBZx0BJOpJIBjERpSahAwb\
\iMTKKIyihqwJKFGhCMwkBSUTaRiLSNjAKJoihwGchAy7JgAoYtSShyg8YNIEKIZ2hYhI\
\hdyCUVJ3CCSVIJgSDINgSKMkJCEOEYFACURWYBxQagJoIIIAZFBRMZXmCguIjMxo6KJI\
\UOABO7aN0qQQgzhtHKglCwYKCCZsUAhh1DYOgUYMSZaB1ERBDEKpw7YtGgNOUQYFC6J\
\h2ZQNCQaBWCIhozIKDDhpZChuRIKA5AaFIhiREU1QJMAN1AZR1KhQYUJyGiFgGUdqgQw\
\BS3IJh1CiGyoiFI7MApIKFWKANCZYSygQlkSgpnKSBikIqYiIFBLAKICGMwrQJYCAKI\
\acEiSACyoJkCBQKQkIg4xZMECBgkphtBBgtmDQpCqWJIIgAWCAWGIpPEBIhaEXDYIUWRI\
\gAKBIaeQEoUglMgMgCZCGpcwwpQp2YKMygaRCkhQowQBOYBBhBghC71QRDYpFAghS8C\
\IAYc1lGDmSFCEQ2aaNgEBsygRBpBaFIRMs4xgMCUJgArVk3AJoEbkxCSBI4haCI5VJ1J\
\RQYYAFgSYJAUdJjAAqSYZRCgIQYiZJywYkUIaEAZYIWahBSwZ0iTYgk4YpECcmCyFhE\
\WIXEjFy43jYQwTJIJwkAQEUqIMXChuDIKkhCiBJiAhGmMCBOgxQJTBJukzYkm4JomUZtHDeG\
\CAhpS6QkABUSWMIFS6QgShgpmKYpwASE2hYIiwBIAzVgKERNZAY1GA1FgOBMQQRRWYi\
\OkohJERItyJhEEONwWKkbREmMIBFGgWIkOBhRBBOSgBNYRZJFKOITAJghARtIwVxmZaQCh\
\RpXBAM1jIMYYAhKTQwWibIXwTRCA8dNIJJgW5KNDJIYAELiM0OSCIGqZBVKAgSURtYDgMx\
\Dgk4IYgFCCEwhaG45IwY5CNzKJQIAUKBEQEOARMHCBIWDggmM4YsyUAKUMQIXKAtwiJS\
\FKIMUjBpYgAJA8BFwzgIGOaRVBCIASBBYIhkFLMgGCMgI®WCEjgAAJBtCZhBCSUQiyR\
\UUEItYkakK2agNAEQM4ESREhNmMIreMAXYUETZpEYyJBUAJUuJBRuU7kh_85-NnVUlybdxVvd\
\53EQwXd5rJr3r9buUz9en2KzzPDgzcTPEBfQk6JsroofVPkTLuUv91Qj4vyeB31IohvBL\
\bh8fgaYioveZBPNbp2I_J9RFfRRCxdSXau28NFfYfc5aeDMHTOM_UKQqIIu-hUZNtGUNR\
\NxS58X2hiJPFORU5EjJDMagA9t jYrRggbZuwkcpf67BUt2NMG68z1j27rB3th3NwPzf\
\zr1PJOuVNnOQql7uZr5H0zPSIMHQU]j fIFXeMLXLNpYfIyxkMjlKT_WsvQiWacudZKFwWk6\
\IJhi8Pwp7wBXeF2zzDfZkpMtRKNeQxLGeJ5RCWqCcW40FIOFzkVI1p-fckThXEROUXJIL\
\j_50d5_KhazP022eM3MMOAVDhg3ZcoKKGIOXtLOWGS3Cg5xMrtiJOwN42YyehXXGUN8\
\NYZL3nufSS0zs1Dq3SmQ6dM-SzsAB1oYw9g-DBO7Y2XxcPsNzH6Qvc0c60a9t0JIKIRYF\
\BySCyH9ZSCwfij1FFD81Zgd80ociINcPU8BFVOWpnOcYdRWmzX6czabmaVWCdGcBfCIB\
\8kNw28PZhYmrzkgF3Ti8(qDTCrZFMay1lknaSOqRX3NDWIES4fU_rYiMKsYi9dIEmXqPj\
\zknXYi-Sj21mjx1iPWZkT1Iqbh7d141i-1C4c9WASHCXPSPNa8VRb-dmVvjdZz9ZBv1YzU\
\BiaRLfxwx6pbdslldHxDgFFBc8J9eDsH_-9dQgDmgGrgQgNI9Itl1ZwpvrTLb-n3YZmo\
\ZhCdOMWgTZNuUMRSCMWPT]j_2iHgtgX-EHjOhOjgXXfu7t54FMSgyKYMiu8ql_xm_Xztg\
\CPjE8tkCqlbAXZ-VwAMXTfOks9tiiUMEXVLzT7hEgQTVreY0OqB_oTozVd_BVJqvbCNDe\
\GBp3Sd8qg2VdWr_X3ISmriSBacl7l1oRwsVElEEa6a_unR2CpkOM_j9wMXAR_-0pnYOsO\
\GJIKVv9_1mWEMc8393npbg5P7I7cTS6bJ0pcopRX2mlwof_QB65633bf51FBpmJI7qI-9e\



\1EzOEJ4046RN0990ZEEJ62z7HLCE_IJJwnnRQbaNUPymZhoJ7ALMTxU-TODBL1jotS-_\
\2ZJPbS_yIOnx7sD1Gk4IqF39TDWUhqEdDbXR31aEJHTfeCezn32UBDuz_Jp3yl6nSrw\
\htiFk-gZPfHf-6cz8C1QCV7ez]l_HiwIflF2RSVT3ZNkkisfkvRnwJpK_RS5H87jVvVMR3\
\UVUE3MLVKznPg7Y5cbUEROCL_6DE6FHpZqPa6HOWKg7SE3bZpXbQiTnfol7kZqpYBCo\
\KBjDkHzQgMNNA-11Z2Pdzkumgz_volZ08WuK2pNg47c44Yenm2RBxvaglKsI8ZWSK_n\
\X1a9yzygQHVh2h89MV2z1bynRinC5VysJ5KG1Zya_0jgLOmXOD1MG2m6mwmQ50zHeJe\
\ymk87uzKJIDfdCACrUSRR1VYBFO4Fxe2fd158q1lofIrI6S1juh@gbOwPryCy5Izh4aaP\
\gSpGYG706Eddi_8pdmIluXr7eSkwIqsQCTOeLYtXDmOWMMh5W4QDBZHrV_iA7nNM1PW\
\fynapnsoyiCewwqIeForRRbYEnNMHUd5ksFYH1LtAbsqvB90Im98crCkN3VOewWg8Tzti\
\f11S8JqD5G5QY8CdvxXzh5Ae0IUziedqZzdOtrBhswRDpaM7n61vPt3wurgDgHktFJIn1\
\VVQtgIEqjMFP_lwWfrDwaVSCgd5ekSvuPmYdjatIp3vON5uyj_GqkCUBO98X7NcywWfBA\
\gGtbTmn5y125HFqPsLYGNDOsuzXj0eNX9N4eO@1lu7d-2Z57-9ba04sEJ1sHQ3PGTwc6Sa\
\Y1BR-EF79WZBES9VIOAE1kSkdMHIAVAQ9-JJIxxJgNbdcWLbmrdH5- fWtEKRYROA9LOO\
\pe6ry1kBv3uOMgAKn7uneUr vADZmHxrVgAP1TV401YBdq0iz5QfauvgCM-V4S16D3Rd\
\Nr8KWbYOuqSVI2Jc12AAbcwBTMDqLAKpIXUSXE_LYjjXXaBhKbtvtN3Qh712ge-d7RD\
\DxefPgpafrQoad4K0o_-YyfNgnIEGO1VWp3sZPenUnq2tEpgDAUIXcy2zMH4G5CmU_0zb\
\fh9iT97h5K3LLG7InM_E-jneyEO6KKYIH1VEUC5J4PC84ixUWqr7xNNfE2URYmh1E_s\
\VX5UZObF2MYRsOfb6dtVfojyliW_IN2n3KmggYfmvnQE11XPC7dyN9gXfheu3agxDnw\
\UjgbRj790QdxmXHOhzE2JzhcglYD9BSPYyfRH801PNP86LRAVGaYUmMS8HILZOESEJ3PYQ\
\P8K-uVY2P4P081bHgnFtHOU6807j1qZ65rs1K5IKLCctRZ7i58m055jXAaEMpfOg-91Zy\
\imJkJ09DeZ6-sI166y2hw70fAUK9ZboFXYNtIQKuUlbIrncUILwvDXTCHCy4QPX1hMVgc\
\6YF_VIrQFINILZ8tyYgqaoJlMd9YQENGMIfqIWkcZtj4X1zJ-wFRxg_VXoT3thIHDuo\
\kdOp5WGmMuY5kmpa®CmYG6ZZLYIMGSYzT-80Zm3t_4_AHZWCPXfui8kCFOP_OEJSv1wo\
\X_baoet6d4-u342BjgHnd9a2uOHgazyY_YHwdy3LXEVrusMxUqqUhjIPZfJJIGhopUVOy\
\KRXYyP6NFMY8Z4rAs5fkrtURL2mjOfDIBAWO0611tBTyscVFfSHBayMffby2glDPzmH21\
\kSAffOWLRXx07pRM6TLXAjXTr4Rk-7CLQt8zURy8rdy815xVAEVtCweMeyWqjMDzJ I3\
\fX3jMr6Sjw_yQ7J0Z1VPBLa5APNJKt81i1KSTO1W_gQMPIoVDZSAdnmjqlEytPfXfDDg\
\CeC6166gDuox07h00HTrGzlztsduzsN7J81Rckp5SAuBuUpmD3pQKeWRDKgoMx1uTrt60\
\V_7HtORNg-NCiWSejwOYGrboqyShJ5efIVOvzmh6-N1X6y5s0GShHgiWIo8xYFdshP-\
\ilwzUoOAmMPTaBiLHDjbOM7keH8HEpTmgnRWfIDZQ3TI9XHIQXHCQYa8ggRGKAhcijr_x\
\qdYN58YmNDRR5IKAPisnfe6jRxhIQXE4Pvphmpgq4pRRTDI8Ui6AXbUMEQUZgHJIe2506\
\tgYIrvemsY2dtUZiMr5QzXDaAvWBJ2060n1kWn2ucFATTjHipHLfs-tsuMova-XIKYo\
\VfJI3MeX3nxQHbMGzYhKTOYMYNRQ7YoOnYcBraTia3bprcStwTySZgUP314ybRQJrcso\
\nwIVk11C7XSaxKIhznwViTGpCSBwctn46yHMr1lvvgNt8TCwC1Kk-8_0OFSNxXBhSjFXxZC\
\Y62(q-HaQeOHP59tDDEUUA]kcgfGNh5A] _JGrz1WVnyDVrXGXZ6BpzqPbJdJypjXukZpv\
\U3yCcPNYVRKIU1stKFC43rN2XMQS-_KONwWGXxbrHUiGO1ApRg21ACLNjXQuO1l_H5IMPP\
\fUMPWXZrLNIVBmJjTnylI8uNwBmU1WRF-2v_jfdVqPvdHZtw3xodwWSZuZmzgMvMVL11\
\sa78QCo0ZAgBEpPgYEOXvw199r1TPhnqHYM5Az41CWBY1c01AKCTfBpCcBXKE9QdpVpIPH\
\U1diCScJITEq1f3A_pMr-HrWrmpnk-KXRBgogRp4Hjezk9HyhxTfQAOORCPQPuUDVXTul\
\EIVMhar4TdUjfA30hQeigoXbRGIObCAFTI6q3LiHAQRNgMZGIFWAZFgyTQXUASt4BVmH\
\cS45n-d12eeye8i7gi5vOvnfgCdhzCMGHhOgt1Vg50stA93XxBPLJIVudYcwUDitSHSs3\
\AmakHXG8YHYOZUIJFvj_UtiMC7k4YMmMF6ZTzOU2F7wmNgIdplI-UgKPitk5BIWZbDpx\
\jSwyfjty5bfM41sONII38-TFGF6cWNWC-QC1BhxYsn1l8cUfZwoEiShOPK4iyOpMVpYr\
\kfivcXzDYPfpWBEKE4BRCTRqrs4w5TK_zqLbt9tv8V_CLNIXEYMIrIdF6tVyIf2bGPK\
\p58YF8QuUPJjJArNc4qVC1R9yyKs7hxNb4wLawWsDQPYEY1bJeTJ8TSCPM7mSvp7F3weqi\
\AwbLAd5f8girEKeYSjx0j1K3zWbOBL7u_07a8kJZYkt7L9sn5jnGumeLedvabOcwP-1\
\g6hCjHN1BVvVpI665p04i90ZSVMEPCXWWUUMrXxG373uuZlAqVbQuemYuMINwavv4hf53\
\GWPRytC46rfTLIDVOBKVYTLRpGCQsSWXqww- IHAYLWOTOOIZ695XxePq52z030-Sek-Kxj\
\UgGg91tIm74KuaMYIrMQCyNDv_-Qdj_OEDAXRj2V4w5TS3c04Dy2IPftmSjOxivXS8S\



\YJQNsncI1tXA2-di2gyvsr6qf2ae91QpCadP3viWw9golEge04Mg6lo4VAzaNrmPJIhellL\
\aQyE_NsYEfJhvI9EAAAbg4Q28Dg1GSXErZHd4tgy82nRqlYdPFzjGUVYFzS41ePnQ"}



6.1.1.3. jws



eyJhbGci0iJDUI1ESTUifQ.O0TA4NWQyYmVmMNkyODZhNmNiYjUXNjIzYzhmYTI10DYyO\
\TKkONWNKNTVjYTcwNWNjNGU2NjcwMDM5Nj g5NGUWYw . 8XELCU6FTHpMy THWLqwmHJIDck\
\Zdm7J6zLy1lwT6XtW52zG9qBQoCP2dBULaulYkM7ZECnZ09h8XEa_7L8dfiIsOdwWHdAbOr\
\S5-0dQ1DMbLEA8zgn8Jb12RygqH2EhwIPsSRCxp4BtyqvnZCnpV_UHYKYdMVtUQ2NKLT8\
\XrzZfJIwXcG4dzz-GddE6jIQPMKDzBQtOCsmaEwQl_WzN-167I0mPMmzwx0JcfjerwWg6H\
\4wcwMj_0WPeAe5iMygAWCIIIFp72crFyLjWu3zilojmKO65UL9_a99C_YbzagwNjYc7\
\2SJVYDcabDWiyajvnXfGM-e9hpMO-SeX79p-U8P1KNKBb8aPzP7LSUXrwCdf_xFPS68d\
\OQE6NnjannI7Dbamw- - LZMcRwKI6zUvdBVnOhYpM32fg2T-aOmwW3KIL-aQZZOWWH850E\
\JVeUrSVX2uaGp2eFbNY6Y_C40wByKLmME50trQUsLYwzkfHu9jaTwhBfUXhkdQLGy1qO\
\1xf1lJIpbYfed4Doy7vOXFgDEYVGVYOD-1PZ78d7WyrYLxJCSQGUUG8K2u7_g2QWORC5ESN\
\D4adRMMBBGORTRJ1IXMN3Fem8Si2rV5k-eoT-sMs81sQcLWEHWMS38hH4IuRtsUmfXnz\
\cq-X7mljwAKB6fnnU6poZvBOagOMFNIJha76NOfmdz3HeH4dK7fODR2wt 7pw_16h20SD\
\XASLLMTeIYPVN4Vzi63KfZ23FsXcnqBAwaK4ihBC70LWUNkwfZ0110SxivX1k00eVqT\
\RiJe_VgDgxRk5sSgnakBs_wk1lPeEG1K_cXLWcxplakyC-e5kYdu3HX1g6005MIdFPZzO\
\E4JX5LCNU5W5CrkoJSKHCyys3KHCT6vmnpyMesJWhywuGPa®iS65Q2brkwCgqg-pUCJI\
\BeyqpzSV1J-89xPPhU2BE6XSorXXAhr09S_FehFw8ypNh2uS9S42Ul5vY4ccy-Jc6Tw\
\y4Pwgecsr7AlnSsvHDrUebItid2Pqa9DHa9gN_1zS6f-u9ne7tC7_PnYS9M5warHhDt\
\LTwm9k9z8bVtR7pHYKPWoutVtWaoI-ZOVVOvnZmKYL26gt1KJI7qUfvUOvzxNdkDHVV_\
\IQ1Ax9U_uQdrm0glz1F2Ia967tMA-x2xQt1NAOkcc6e8ZZeW40eGOXXIgV7pYmsGtPN\
\JVATMTCCEEQJ2rzG99PNAbNgon1UWz6 - X3mRBXr5Kt75wPOI_IG3-k7SjqoTu0YmnOW\
\pzaIK1lsG8wL_VKOr3x1gN3DjBxuA6_LmUSRyyCP1fPB7ZtxJKSiB707IGLJIBmeYVnAL\
\11-24Nvy2jXjfeQJ1I8crOMQEglV1iCci6XKmjtG_T8m5KkTXrRLOYP64jir4M8H_tkL\
\TKCW1DH51K_U7genF9auecB8ASy8Uj9X129A2ccvP58PDYsP8YHpASwsfixDtJotfLg\
\j3wsA-baB4hdQnhhz0-K5Qufa8TIiCyyyIuJ1iVO4I0sKWMAUWOePGrFQwksbha8Giw-\
\b15CXP8jC_DPtR60ULeaxLIBjtykIm_pOhL6JprKV8FAD6QFCMlyHapirma8ubLdyx9\
\p5c2STHQ1UTCss8xTUybDcIz70Y_sVhk5Pelv5HFRpBRaoaVe2pcIcgAZ2uVOP8KO9Nne\
\WdbBOwWKXwZm1lVdnCLXe-ylscsb6NyvMEdMWSrer jSv2CSFA_HHfiKCYJ8BC_DPEUedv\
\nrAx4XOMGEnThIUah®AORL41gp-AKUOpO1lHTtC2zBhHDXxKeJpBS5UQqTY7v8s1Tr6z1h\
\cGbLUaNzBC7U5QXxiHGZVtcN2s1wW4v6ilEa0JKj72FUBt6MEQV22sGphJaDJ1iGfktr\
\LPSPAvVp-6X6d0_pIbMydMyWABd-Ch9GOE4n-WXOcPUUIepm510RUX7-dKGIMfmmUOOQ\
\dL1Ew_Dwn299TGGKFyDVWNNCNnGGEDKEfmgJcvUOCD_i5JChe4QKwuM7wU3KBOtDhQag\
\KLbIFa-4SZitqws8fn6TaH5DCi9E8JL7r3zvsfsIwj5-951ZIKTcBO57cXynNkUT6C_\
\bucH1ReBj8n8mGp7ZtTNusV9OMManLzpDlizgUlwDi9Gv4rH6VgqwuSndnozLKkzIdrj\
\a5iVvV9QuGgkuwCxkgcVCOO0mixik9eBxkGdXbiUz8xdyYh21RLPLMHHELQQUUZMMCQGGF\
\Bg_DH0zNMT48-1mS4MdkA8FUAaAUOXBPA9Qkangh1AJQf2jnw63J-1iK2A6U410cxpzEN\
\-S2XXu51g6sgStI8iWrA803Xit8HenL_SNsNNk8tO_Vwa06VjOpoENKNGZS6M]SWRBY\
\nbvItMz8ANt8ZLhCAlJIRXSFwWGO-t3CHVbh6GTsbPSe4H6UGG91y4sJ-Shmebl9eMzxJID\
\ay2bi@7COIrRowWkAQsawu8Vbyyb8Pm40LqBgxbajimBELTDSNUZNMKHFWOUR50QKXoe\
\Yaet_LCpRzAv-tj3JIpC8vJIYWMdPwpcheIVjoqw2abjOoNDNRFZNbCUAHLjeqECOINwWX\
\kb1Nw_cUlGo41iuREMbgr9qqBpiELsr_qk9vIEB3Acg07TJu-fq21jQ9AdKLHtyXHwWZz\
\JGLER3YwW71i3qqgqcKcoCJbv9PPaFD4Wob3tZ_0Ki2mOKvHQ8cIjyEb1xGdXt73T9cima\
\-dxshgiaayVzpMUSdVdHyvATjK2JPpUEMJ-t3SCPN7QrPkmVhhUYCdxot3dIQ35TR4F\
\V9sp-52UckVckfLSPZmthJ2XAG_a2xt8Jnek8uhgYslYhwkaCfbq-PVTGKLLGeDgIdc\
\W-vwzygAcMyMrH8CoSt6Zm3YL1pTaFN3eGODImvd7mSBcn7B_D7tQ2INEPKIOYJKfjXs\
\JEfEIi881p4ZkMk81Nv7k-Cs7m3Qi47HeMA6dchLHpq3OUENCNEZgI2-S-ZIB-m9Tno\
\AenT3evvivdrK-B3Gg6nONOxmhxM-jlH-Ad_99io03ZqdOvIz6LSIZ6QbZmXewjCcehh\
\hiY8-iHWw3eYZ8MvxkfgcsBtkxu2jRhHYM-nftbFt6Cgd2Yu47P71K9A1s81hG6gjao\
\hh_mVLq0BaHTrgQ7D0-D-9N-BJSrXWe-Ev6hx_NAQjmDuYa2ReGInvOJ1CHXeau9Bsw\
\ZzRB3EwcnlevorMhgDWSnOYmM6OwWGiwAswssoel7Df3wcdt - sDyPBUqVPRaXGm88GPV\



\XEJNESK6Z1920H2r6u8JehAejnr20Kt3-sCEEDIpR6K81go-TaMTiF8WUylUWTfpym5\
\veaDgFmp_Ao0B_0qPLDCp1TLPetVImQh1iT2tgODM5AdtJuz2eQ-jog_ENCIeofo70g_\
\QYTNR6RFGz1CVStRD7YGP0zz_SCOYN_sYpMpQ39glIOI36DX]jdBOX3gcMN4esHXHHpS\
\YttwxegCuGMbOAzMgG-ZGpC1lYC5NHIOVGAa2kXQwz1zuAQZPEN5YAMNbN4jJInugbSZoi\
\GzN4zu7hEX1IXOXvwVKLr4UJ1ox1IcVXVYFO_AjaRn-V4g7EdBCQA-FrlcXmLcGKUN2U\
\aX0Gj-qLn9bP0Orz2G1lkQy5QXy32axxurIJRpAbA60-yclqy54jzto7fg5gn1VRggMKT\
\NPROZ9eyfQ_DmrH-60eoyJ1rDZ6NafR4gRWCXQtOOFOWze7H1bGpbbfrJbeXDbroLns\
\1EjHzaqyVstqpKOGcxQaDsdqNciHTo-mhKGqB2LgyQ4z4iIrcmaHEfc4NIUM_MghxPF\
\wi9w7kB8900y41LUs6dHdu2ea-W1T_OmDXXdTWOTXNXQRATKPWSSICi8vMMOBSN4k4F\
\or7n73x5Rvzv800CcHA3GeEOBY8ymVXxuyRq2csGv2nAMIH2f8erKxh4Id_foQbnJyQF_\
\SMZw1Fs6PC7UtRXxL16xgT7_Ynfhx-sgg38Ro_qgMkwmJdBbwEPY4Vv-1iu-PMKWpOXXxQD\
\_0iTjS2yuf27B729TOREZc4hUUGNNhG_6CNsCn68W-E6S-koJRg633jMCHX3SVOIFb6\
\DP3AggcLSaFd1s2V5zR4Y6PLUZHWgOM5kQbU17zDpHwsI_ANmFMyf6KQU3XLiKgog2k\
\CcVP2RyGT5CDQk5HWVXXm7TDGV7AYPKThtU4AzOOHRKN8UYPjPJuOv73DRNDVXEEYV32\
\hV1EYE3AYXRGrY61l0OrAU1xXrATJIBxJypIaaYXw-HVKwVcQYbbGyNCROUWRaRO®aZ4LFX\
\MCLEE1Vs7G6I7pIgubDWKCY702dpaxBKDIOKbUP1VWWF1qDdJ2sH2iCYdfK20ZfXOFiU\
\uK6JSaME4a2RGaT5uC712bGxw7zuK2n16xzH861vM_kVQzTMgYQhpS7to2_xnEvrQOH\
\ogrSCf6Yd215g7NtTDMjo56gBi1TwXUdyCmGHaoFZRDCrLsyw5G0vz100C29Hv28ecs\
\XtkFohjNNi_1Mw7wgBDMTRsSLLbOpQ_LTMOZRwIaJfsGpa7FuCwvaQ8QTDFNMX1hdMzD\
\e-gNpew9gwWubhlw_SXEWKyqpsx0jqWNpTQLCJIFW4_54HmV]jQGs -0JqUoRWXEmOXQnEh\
\5F5t0AepJuDeAaSnPcJHqC1G4WAPhIY4c2HiH1GHX1zjQnkMe7wmm1K5v7zsGxh1hCt\
\pw_yCVH7_1i1fB38k8XKsq2-sVNCsUWYvgAe2hVdIwv4CVNVRohkxBn9uJ-76nTxPbL3\
\jJg5uUqD8kTpAV8LDOHT3V107tYAMh4S6gbME7dw6I3U1cKAUMKX0s_AwbskXKL801qg\
\CnzZ1lZRpJoMXbL1e-nT40pAHSzDTiVb9fWwWUF5d2aeylzQxWlucbEhFTtJK1tGa®EL1EV\
\Iz2_XfQu649ToHwsXJGiL_qLuX-v_HcO01hhm6d8_KYH1sXZm6sFVSp19QJPu5X163j6A\
\wSj4A1k56nVzCYL4A7fT-c087s_parbwfHOWdTEfawWf1XEKRdqQvIW4bhzLE@8XIligw_\
\bd26QkWXWiKOCBaz_zNFptXbYIhjb599Ew_vN4jRRAU3k_UzUJIN6-3fMCImNgbh8389\
\KSzsx2VRQWN3vP1QQcS3-0xTq-dks-PIA8G_Gz07bTY1i9957dy3z9k07Z6grSNu_eY\
\pmuROVhscOCr30iXWSFpo8VkN49MAalSX1pNmQKQIn9sYCebf1Mxz6KeTBINB4E_u5_\
\mz7JjoinhYBUIRgmGiDFVeOkfToZToG7Qf6F2f3M3XTMDkQBHI3RIBhRWXjD4gUIjTB\
\VvMehuU1Vz57CKR0O1LAbiDb4fimCrofTmXUvsX9zv7CWNMXnPgRmMWVUHYSAORgB6SNDE\
\kTwf82i6yubpBo9ZAwtsz72LjdsQbscn35hp9-gak3ZsRhstnyApD4i16TMze7smwNb\
\doDnXKmi560P6 - F2ACCNRQCcDTXYZFf0C9gDVJIQs1Korz8DGuwPN1IgnuozSTVzCNhQI1\
\ZfpYEB19FL6SYKPe1XzgSQo6s - IKo_90KbMgMpPaMwgNjGMFYAKcX4Sx1FzeoVuvgms\
\5LEyJa_viB-1KbnrwbcaSj8pI_xqg8E2dBWuU2YKJIvCcyxz7ZTF6YwySuVJHYIfOIVWsp\
\_vd_LUj6ySe2NAOsMqOxceJFM6ssTfhURjsUGZcQ6prm18t1AKeyWhnWl-cOALCDYNyX\
\UozNt07kuCVFJt jEK5P9DdKdwgQaaTyEr JCEA6TD3b3mfouzZQ6PBQQTSAYEMrNARraA\
\78_10pZEZgone5LN3e-mhFK-NpFhteOKzV870Air3dEXVo6RodykqYCH6dberJdzdcj\
\6C0q6YRABmMdiXXcaZzE6alfkuEWRTFPBA9LZojPTfgh2000_MZ8h4qgD-Ky4ixKZMWiwX\
\FAWE7JicpFC94bZqK_XQ78n9HIytd6gLh5UwIhHrShfNwOunnTOyaV4e_Abf73zxmV8\
\OryQvoaDobxAnsiEBE5B-7-QjSI-2MBm3meII1GMgz-jLtz4LoT1tBKgzxalhS83s47\
\U12S0JtOnkstYtefZjKwsQOVsn3nS4ioYDn9J49tt2MEznNMOKIAY3y3bypoFL1ibeHN\
\pXs6A9WREKKfd1wC2ytSZ_Glx-IRBtwtWoictr7U2uY_QWSYnq2yEC8xfpmhz9kIFxx\
\ceZjN-QQna3xVZIWw3_0HDSQxatTXAAOCH3CPNLQAAAAAAAAAAAAAAAAAAAAAAAAJEB\
\ggJCoxOWV5SmhiR2NpT21KRFVSbEVTVFVPZ1EUT1RBNESXUX1ZbVZtTmpreU9EWmMhOb\
\U5pWWpVeE5qSXpZemhtWVRIMUSEWX1PVGsSwT1d0a05UVmpZVGN3T1dOak5HVTJI0amN3\
\TURNNU5qZzVOR1V3WXc
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