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Abstract

This document describes JSON and CBOR serializations for Falcon, a
Post-Quantum Cryptography (PQC) signature suite.

This document does not define any new cryptography, only
seralizations of existing cryptographic systems.

This document registers key types for JOSE and COSE, specifically
NTRU.

Key types in this document are specified by the cryptographic
algorithm family in use by a particular algorithm as discussed in
RFC7517.

This document registers signature algorithms types for JOSE and
COSE, specifically FALCON1024 and others as required for use of
various parameterizations of the Falcon post-quantum signature

scheme.
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1. Notational Conventions
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD'", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

2. Terminology

The following terminology is used throughout this document:

PK : The public key for the signature scheme.
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SK : The secret key for the signature scheme.

signature : The digital signature output.

message : The input to be signed by the signature scheme.
sha256 : The SHA-256 hash function defined in [RFEC6234].
shake256 : The SHAKE256 hash function defined in [REC8702].
Falcon

1. Overview

This section of the document describes the lattice signature scheme
[Falcon], the "Fast Fourier lattice-based compact signatures over
NTRU". Falcon is based on the GPV hash-and-sign lattice-based
signature framework introduced by Gentry, Peikert and Vaikuntanathan
[GPVE8], which is a framework that requires a class of lattices and
a trapdoor sampler technique. For the class of lattices, Falcon uses
the well-known NTRU lattices, while for the trapdoor sampler, it
uses a new fast Fourier sampling technique [DP16]. The underlying
hard problem is the short integer solution problem (SIS) over NTRU
lattices, for which no efficient solving algorithm is currently
known for both classical as well as quantum settings.

The main design principle of Falcon is compactness, i.e. it was
designed in a way that achieves minimal total memory bandwidth
requirement (the sum of the signature size plus the public key
size). This is possible due to the compactness of NTRU lattices.
Falcon also offers very efficient signing and verification
procedures. The main potential downsides of Falcon refer to the non-
triviality of its algorithms and the need for floating point
arithmetic support.

The GPV framework, which underpins the Falcon design, is proven to
be secure in the (quantum) random oracle model as long as the SIS
problem remains intractable. Falcon requires an adaption of this
prove to account for the fact it uses NTRU lattices.

Falcon brings several advantages over other approaches to signature
suites:

*Post-quantum secure as long as the NTRU-SIS problem remains
intractable.

*Compactness: Falcon aims at minimum signature plus public key
sizes. This should be contrasted with hash-based signature
schemes (e.g. SPHINCS+), which minimizes public key sizes but
suffer from long signatures, and multivariate quadratic schemes,
which minimizes signatures sizes but suffers from long public



keys. It also offers substantially shorter signatures than other
lattice schemes while public keys are about the same size.

*Efficiency: Falcon can produce thousands of signatures per second
on a common computer, while verification is up to ten times
faster. The operations in Falcon have 0(n log n) complexity for
degree n.

*Side-channel resistance: Falcon may still have an important
limitation regarding side-channel attacks due to the hardness of
implementing discrete Gaussian sampling over the integers in
constant-time. This gap that may have recently filled, but is
under active investigation.

3.2. Core Operations
Core operations used by the signature scheme should be implemented
according to the details in [Falcon]. Core operations include key
generation, sign, and verify.

3.3. Using FALCON with JOSE

This sections is based on CBOR Object Signing and Encryption (COSE)
and JSON Object Signing and Encryption (JOSE)

3.3.1. FALCON Key Representations

A new key type (kty) value "NTRU" (for keys related to the family of
algorithms that utilize NTRU based approaches to Post-quantum
lattice based cryptography) is defined for public key algorithms
that use base 64 encoded strings of the underlying binary material
as private and public keys and that support cryptographic sponge
functions. It has the following parameters:

*The parameter "kty" MUST be "NTRU".

*The parameter "alg" MUST be specified, and its value MUST be one
of the values specified the below table

alg Description

FALCON512 Falcon with parameter set 512

FALCON1024 Falcon with parameter set 1024
Table 1

*The parameter "pset" MAY be specfied to indicate the parameter
set in use for the algorithm, but SHOULD also reflect the
targeted NIST level for the algorithm in combination with the
specified parameter set. For "alg" "FALCON" one of the described
parameter sets "512" or "1024" MUST be specified. Parameter set
"512" or above SHOULD be used with "FALCON" for any situation
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requiring at least 128bits of security against both quantum and
classical attacks

*The parameter "x" MUST be present and contain the public key
encoded using the base64url [RFC4648] encoding.

*The parameter "d" MUST be present for private keys and contain
the private key encoded using the base64url encoding. This

parameter MUST NOT be present for public keys.

Sizes of various key and signature material is as follows

Variable Paramter Name Paramter Set Size
Signature sig 512 666
Public Key X 512 897
Private Key d 512 1281
Signature sig 1024 1280
Public Key X 1024 1793
Private Key d 1024 2305
Table 2

When calculating JWK Thumbprints [REC7638], the four public key
fields are included in the hash input in lexicographic order: "kty",
IlalgH, and "X”.

When using a JWK for this algorithm, the following checks are made:
*The "kty" field MUST be present, and it MUST be "NTRU" for JOSE.

*The "alg" field MUST be present, and it MUST represent the
algorith and parameter set.

*If the "key_ops" field is present, it MUST include "sign" when
creating an NTRU signature.

*If the "key_ops" field is present, it MUST include "verify" when
verifying an NTRU signature.

*If the JwWK "use" field is present, its value MUST be '"sig".
3.3.2. FALCON Algorithms

In order to reduce the complexity of the key representation and
signature representations we register a unique algorithm name per
pset. This allows us to omit registering the pset term, and reduced
the likelyhood that it will be misused. These alg values are used in
both key representations and signatures.



kty alg Paramter Set
NTRU FALCON512 512
NTRU FALCON1024 1024

Table 3

3.4. Using FALCON with COSE

The approach taken here matches the work done to support secp256k1l
in JOSE and COSE in [RFC8812].

The following tables map terms between JOSE and COSE for signatures.

Name Value Description Recommended
FALCON512 TBD Falcon with parameter set 512 No
FALCON1024 TBD Falcon with parameter set 1024 No

Table 4

The following tables map terms between JOSE and COSE for key types.

Name Value Description Recommended
NTRU TBD kty for NTRU based digital signatures No
Table 5

4. Security Considerations

The following considerations SHOULD apply to all parmeter sets
described in this specification, unless otherwise noted.

Care should be taken to ensure "kty" and intended use match, the
algorithms described in this document share many properties with
other cryptographic approaches from related families that are used
for purposes other than digital signatures.

4.1. Falcon specific Security Considerations

Falcon utilizes floating point multiplications as part of fast
Fourier transforms in its internal operations. This is somewhat
novel and care should be taken to ensure consistent implementation
across hardware platforms. Well tested underlying implementations
should be selected for use with JOSE and COSE implementations.

4.2. Validating public keys
All algorithms in that operate on public keys require first

validating those keys. For the sign, verify and proof schemes, the
use of KeyvValidate is REQUIRED.



4.3. Side channel attacks

Implementations of the signing algorithm SHOULD protect the secret
key from side-channel attacks. Multiple best practices exist to
protect against side-channel attacks. Any implementation of the the
Falcon signing algorithm SHOULD utilize the following best practices

at a minimum:

*Constant timing - the implementation should ensure that constant
time is utilized in operations

*Sequence and memory access persistance - the implemention SHOULD
execute the exact same sequence of instructions (at a machine
level) with the exact same memory access independent of which
polynomial is being operated on.

*Uniform sampling - care should be given in implementations to
preserve the property of uniform sampling in implementation.

4.4. Randomness considerations

It is recommended that the all nonces are from a trusted source of

randomness.

5. IANA Considerations

The following has NOT YET been added to the "JSON Web Key Types"

registry:

*Name: "NTRU"
*Description: NTRU family post-quantum signature algorithm key

pairs

*JOSE Implementation Requirements: Optional
*Change Controller: IESG
*Specification Document(s): Section 3.1 of this document (TBD)

The following has NOT YET been added to the "JSON Web Key
Parameters" registry:

*Parameter
*Parameter
*Parameter
*Used with

Name: "pset"

Description: The parameter set of the crypto system
Information Class: Public

"kty" Value(s): "NTRU"

*Change Controller: IESG
*Specification Document(s): Section 2 of this document (TBD)

The following has NOT YET been added to the "JSON Web Key
Parameters" registry:

*Parameter
*Parameter
*Parameter

Name: "d"
Description: The private key
Information Class: Private



*Used with "kty" Value(s): "NTRU"
*Change Controller: IESG
*Specification Document(s): Section 2 of RFC 8037

The following has NOT YET been added to the "JSON Web Key
Parameters" registry:

*Parameter Name: "x"

*Parameter Description: The public key

*Parameter Information Class: Public

*Used with "kty" Value(s): "NTRU"

*Change Controller: IESG

*Specification Document(s): Section 2 of RFC 8037

The following has NOT YET been added to the "JSON Web Signature and
Encryption Algorithms" registry:

*Algorithm Name: "FALCON512"

*Algorithm Description: FALCON512 signature algorithms
*Algorithm Usage Location(s): "alg"

*JOSE Implementation Requirements: Optional

*Change Controller: IESG

*Specification Document(s): Section 4.1 of this document (TBD)
*Algorithm Analysis Documents(s): (TBD)

The following has NOT YET been added to the "JSON Web Signature and
Encryption Algorithms" registry:

*Algorithm Name: "FALCON1024"

*Algorithm Description: FALCON1024 signature algorithms
*Algorithm Usage Location(s): "alg"

*JOSE Implementation Requirements: Optional

*Change Controller: IESG

*Specification Document(s): Section 4.1 of this document (TBD)
*Algorithm Analysis Documents(s): (TBD)

6. Appendix

*JSON Web Signature (JWS) - RFC7515

*JSON Web Encryption (JWE) - RFC7516

*JSON Web Key (JWK) - RFC7517

*JSON Web Algorithms (JWA) - RFC7518

*JSON Web Token (JWT) - REC7519

*JSON Web Key Thumbprint - RFC7638

*JWS Unencoded Payload Option - RFC7797

*CFRG Elliptic Curve ECDH and Signatures - RFC8037
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6.1. Test Vectors
6.1.1. NTRU FALCON512
6.1.1.1. publicKeyJwk

{"kty":"NTRU", "alg" :"FALCON512","x":"CjcORWYeLyAc50SAR5tLh2bnOKXRCAP\
\CAssTzZu2nYLIatsrnlb2j23yBKQNdC_ak2axFDLyj8QeWtIyNphAjVTqC8Nfz6cuoHA\
\GIPMV7rwWxdOWYYJTWUZUHJIbJGIO75KV7-eQGQ2KUDCcyQgjhcBWCXOwPXyYUN1EC138\
\onR_xvcakAhjagU1lGNowliiWVwEOVVK80PtE-m8Wz8u4TfQ6wWROrRZ1IMSQENBHeSWEL\
\5H5UIGYhyck7hXVF4FHpLFEIVXSTjDUm30ZQXEmMRM_4WARVQQnya7MM3Z6FIzJvoPV7\
\IXGBgsaLrqwCpHOPBKEC]jzK4YIilVDA51UR9gdbjAmjJqSgpHfMFWi90G1hARYI-j12\
\t8f3KykkFlyqHUuhulI7Y7Az3nAwXgePqsise7fSMIssXmtaFUag4g0k1QBklpwUiY4\
\h9aNN4SjYKZQ07m1ZU9YJIK7bVG3hmlaAKDiUXmasOtUTkh8K1ld_oFS9Bt0X15Q200EqQ\
\Yd6YAJhY5lebavuaVtWTO9U4uzhPQt1ljcoRZKITdB8igKbrjxgxFdJ6mUlIuvFpE6eQ\
\qAZ4M6U6 jRVMZWZRSCPOCOWXSPNn1xrfJ1bEvhXNIepUmLsjjwWKFuMbYCEjo2e4g85KA\
\2bBsgfmqoUVE7M7KHrqUKdMZjkXdOnOaEg41gRmSUC3ASK20qlWhV1H1K1rzDFO1hBp\
\L3yErDiT_Ng4Q6yrcE9rjAv2qSdigBwK3Jujeh50GFr5eKZR157001App_Bs5v17Cqi\
\8Q3VSUbKuBWT2HybcjOKpgnmOWM8ZN6IxeA9AOTfc8CRNWUMWZYWOLVSMVKBTYAAUSK\
\EGmMmMRY6cCXZJ9zv580T0Q5Bm-bMSnydrY4z0lawthXDE1EWMFK23zQyYHkPzG1JvIuf\
\AUagNCQGQUy1_iwWdpN0Z5D1DSJ1CIpWHASdrvnJl5ggqUeYh-_1Bt7wVV9rknBQHQKe6C\
\9rxgJhLqOerQ4BkyaDwWF6EDMUDJ9gLE20DcNY JK6KUBSTjzZRIPWi5TANMQQWgZ1gC\
\mVezZQ_ Zt6wB46mHKFxMzkQgIwPLVmMVLt5dWJIS1Cf8Bn13yYqCcOR59cifsW61GTnmigk\
\LLKeU6Iu3eWo20LhHXIUSLeGIWwYV2HzjNirrvVi2LdRzo90ogkb_EiLagseRL6s4vaPqg\
\BB9UIVQYURDXRJIXJUNSj2yNREPNDCICOAiJYRX1ZHCS_46kGKkDs04t4Z1SAdGXWAEW\
\Ns40-GWwjKyok6EYT1pa5mc6CEdpSN3A2h6kvxRPSZcDBETKB3cWzQsbwWkGbvoNXaxa\
\HWKkbEa®OkZIDgKiRiInC-iVoRzqqXRBKFBMLG6QPIm61pK2VLXrJCjPI9qw19300yUKif\
\QzgswOnYwDamsekYHOAmTL2b_kciRzZ16EaVS1lbnCYBKLVyiUOuTrcigrWLRtG10JUKN\
\1YCVF2AGx8TihI86WV3BZFCrVNjsyqucRhmOXxd6RQEZTge7i4bzWx4zAKzRZKJIyovV\
\1VtoX8Ct36hVtXVKsFn9vxqz60dZtaWV12PG7CFCLGVNYKCONSX2s9YHO2AhXXRE74s\
\hAUaD2APOKPXT0laA_ BvgcssHJ3Jqsdy72JTImu24-mYpFLN8PIAKOY8BAGGNYMFNXdI\
\z60NVSXNH6T-0apAGJ8EYaTtsXDy25cJkalyBanxiIW20CuoDVzu7jiPjwUuGLMUC27\
\EpJAr2fGT3A50kzEdXN-Ii0f3iwm5GfBUNRKLiD_kbIve4nOb_RKEVKRDY2i51fRKwk\
\BXTpt0O3P06r1ZRKyr4SDgaNNwV1jxc-Rcy7VORDWkjqesoR_SkNy_e-1Bev8DexEAHX\
\crghqifuLCa@fzn5GC6t-aidmy_tvMTKVSMBfW11SRfYKtw3VvILELOLGJirs1l1zGyZp\
\WYHMHKOFKOTPLNYystG67f1lhWbORM4awAyh4UZUK1QYWYEkK - okmRtSmbJCCkoXFCcRX5J\
\B1E1SMgWGaKGLt9AYAOTMORNMStBXHU9dTJIOV20LVITAfgS3KOaHEW7KkIOShtPP6SPh\
\XyYql-ijPQ3aPBBldkhfi21wiDBmhLA-yxUxcrV1Z2NkZtj34QchOrzQoNLLVDpgLsm\
\Z9yRNiXzEMxEaKmY5rXhngKhBcXuRP2p7SUZN5L6pEqaYncYWqUi4XAD1iYHxngDBAL\
\kKyUhgwWDcRZacAKLUK5NW]jcNXce5RNDVMt i5WFguGRNZ5QuU8XSK6X1Ez9kO1NKVTUNV\
\SQtBbFbGYWIFN13KYcgHEbMpSS5p60YQhH1_8eqqIrWCvrC413ENMeFnHRsSQrErnlzw\
\SmSz4BDFAOGCUyNvVWt5_BUKx94IqY2ra_LQ-Lz8j5JDSzNXWJORBAA2S803ml1teTEQ\
\KANewDdZTcvsVAQ"}



6.1.1.2. privateKeyJwk



{"kty":"NTRU", "alg" :"FALCON512","x":"CjcORWYeLyAc50SAR5tLh2bn@KXRCAP\
\CAssTZu2nYLIatsrnlb2j23yBKQNdC_ak2axFDLyj8QeWtIyNphAjVTqC8Nfz6cuoHA\
\GIPMV7rwWxdOWYYJTWUZUHJIbJGIO75KV7-eQGQ2KUDcyQgjhcBWCXOwPXyYUN1EC138\
\onR_xvcakAhjagU1lGNowliiWVwEOVVK80PtE-m8Wz8u4TfQ6wROrRZ1IMSQENBHesSWEL\
\5H5UIGYhyck7hXVF4FHpLFEIVXSTjDUmM30ZQXEmMRM_4WARVQQnya7MM3Z6FIzJvoPV7\
\IXGBgsaLrqwCpHIPBKECjzK4YIilVDA5iUR9gdbjAmjIqSgpHFMFWi90G1hARYI-j12\
\t8f3KykkFlyqHUuhulI7Y7Az3nAwXgePqsise7fSMIssXmtaFUag4g0Ok1QBklpwUiY4\
\h9aNN4SjYKZQ07m1ZU9YJIK7bVG3hmlaAKDiUXmasOtUTKkh8K1ld_oFS9Bt0X15Q200EqQ\
\Yd6YAJhY51lebavuaVtWTO9U4uzhPQtljcoRZkITdB8igKbrjxgxFdJémUlIuvFpE6eQ\
\qAZ4M6U6 jRVMZWZRSCPOCOWXSPn1xrfJ1bEvhXNIepUmLsjjwWKFuMbYCEjo2e4g85KA\
\2bBsgfmgqoUVE7M7KHrqUKdMZjkXdOn0aEg41gRmSUC3ASK20q1lWhV1H1K1rzDFO1hBp\
\L3yErDiT_Ng4Q6yrcE9rjAv2qSdigBwK3Jujeh50GFr5eKZR157001App_Bs5v17CqJ\
\8Q3VSUbKuGWT2HybcjOKpgnmOWM8ZN6IxeA9AOTfc8CRNWUMWZYWOLVSMVKBTYAAUSK\
\EGMMRY6cCXZJ9zv580T0Q5Bm-bMSnydrY4z0lawthXDE1EWMFK23zQyYHkPzG1JvIuf\
\AUagNCQGQUy1_iwdpN0Z5D1DSJ1CIpWHASArvnJ5gqUeYh-_1Bt7wVVIrknBQHQKe6c\
\9rxgJhLg@erQ4BkyaDwWF6EDMUDJ9gLE20DcnYJK6KUBSTjzZRIPWi5TANMQQWgZ1gC\
\mVeZQ_Zt6wB46mHKFxMzkQgIwPLVMVLt5dWJIS1CF8BN13yYqcOR59cifswW61GTnmigk\
\LLKeU6Iu3eWo20LhHXIUSLeGIWwYV2HzjNirrV12LdRzo90ogkb_EilLagseRL6s4vaPqg\
\BB9UIVQYURDXRJIXJUNSj2yNREPNDCICOAiJYRX1ZHCS_46kGKkDs04t4Z1SAdGXWAEW\
\Ns40-GWwjKyok6EYT1pa5mc6CEdpSN3A2h6kvxRPSZcDBETKB3cWzQsbwWkGbvoNXaxa\
\HWKkbEa®kZIDgKiRiInC-iVORzqqXRBKFBMLG6QPJIM61pK2VLXrJCjPIqw19300yUKif\
\QzgswOnYwDamsekYHOAmMfL2b_kciRZ16EaVS1bnCYBKLVyiUOuTrcigrWLRtG10JUKN\
\1YCVF2AGx8TihI86WV3BZFCrVNjsyqucRhmOXxd6REZTge714bzWx4zAKzRZKJIyovV\
\1VtoX8Ct36hVtXVKsFn9vxqz60dZtaWV12PG7CFCLGVNYKCONSX2s9YHO2AhXXRE74s\
\hAUaD2APOKPXT0laA_BvgcssHJI3Jqsdy72JTImu24-mYpFLN8PIAKOY8BAGGNYMFNXdI\
\z60NVSXNH6T-0apAGJ8EYaTtsXDy25cJkalyBanxiIwW20CuoDVzu7jiPjwUuGLMUC27\
\EpJAr2fGT3A50kzEdXN-Ii0f3iwm5GfBUNRKLiD_kbIve4nOb_RKEVKRDY2i51fRKwk\
\BXTptO3P06r1ZRKyr4SDgaNNwV1jxc-Rcy7VORDWkjqesoR_SkNy_e-1Bev8DexEAHX\
\crghqifuLCa®@fzn5GC6t-aidmy_tvMTKVSMBfW11SRfYKtw3VvILELOLGJirsl1zGyZp\
\WYHMHKOFKOTPLNYystG67f1lhWbORM4awAyh4UZUK1QYWYEK - okmRtSmbJCCkoXFCcRX5J\
\B1lE1SMgWGaKGLt9AYAOTMORNMStBXHU9ATJIOV20LVITATgS3KOaHEW7KkIOShtPP6SPh\
\XyYql-1ijPQ3aPBBldkhfi21wWiDBmhLA-yxUxcrV1Z2NkZtj34QchOrzQoNLLVDpgLsm\
\Z9yRNiXzEMxEaKmY5rXhngKhBcXuRP2p7SUZN5L6pEqaYncYWqUi4XAD1iYHXxngDBdL\
\kKyUhgwWDcRZacAKLUK5NWjcNXce5RNDVMt i5WFguGRNZ5QU8XSK6X1EzZ9kO1NKVTUNV\
\SQtBbFbGYWIFN13KYCcgHEbMpSS5p60YQhH1_8eqqIrWCvrC413ENMeFNHRSQrErnlzw\
\SmSz4BDFAOGCcuUyNvVWt5_BUKx94IqY2ra_LQ-Lz8j5JDSzNXWJORBAA2S803ml1teTEQ\
\KANewDdZTcvsVAQ", "d": "WiAGIXAgz4HzCD33-d9wvue8JPXC-AIO-EEIN-__Gx9AI\
\g_gB3Ih-AIHfcOMQf-AL4V7L7wdfAAYOhEL__jEP4idAXX_f_OAAMF7vOmAMpQfB8nM\
\ED7pPh173wi90IA_KIIQ-D8IRf4T_hjCLyCD58PQd98w_A8MIwh9_wAB8QJBb__ dk-\
\Mmeh8EIwA73wwb4EXgfEUgP-8D_VviEPwWBg94H_hIPIfeED2wD_7wwBAIPdDB4fggH_3\
\wWAJ8YBbCEPxc6L_fhEIASd8Dnfh__mgi__4_eEH5Q7IEiv-_4PQ9EQBObAMBT11_4fh\
\GkgA_-fn_CAEBU_Frv-jbwJ0OeIlL4_cB7g_5CH_xB-EPyC3_3RDEDgN7FgAgh70PAj_8\
\XSB8DwvgAHWRCc8D5WDEEPQEEL5CAHWXWhH8XNgKDgQQEOAG1_7coP_GUG_hFwAQCH73w\
\CEMnh_EEZSB6QG_87_4PA7_2QfKEI--Dz3_-AIIvDDwfii2EZAB4EIyBCL-y_TIHwQh-\
\L_ygKIg-jKDoe_-IJgB-Dvu-CEPwWA-AZf_-MPVCKIBRTf8YHRESL3VAAD3Ah8EQ-E6MP\
\wiIH_U8OLZP-EEgAjCDVRKIMIPgBz3fC6QHA9IJCPE-EQQE6AQQ-_ -wh90XVB6IQAE\
\AL4R19340h4MPyC30eejB_4g9D__ VhGIXiE-MHwi-ARAhBsYQZ-HgO-6XwAkFO4PbCA\
\AXTGTXdmF4IvaP4Hx8CITOBAL4eeGAXw_H33XdGAY-A-EJRbIEYvV_GAX_B_3wxhAAHR\
\e8ER]jDDwJIP_EDWwTfCAwdi4Pv-k9_5fCD7XdhEEPwg-AffC7_3AcB4wQ_BwPu9F74d9J\



\wX_eB_f-cIHnvgFOn_AB7_tf_z_ wfBv3B_7_w09ALxfCCUJgg_35BbCHfe_4EQiD3zQ\
\_a78HthGXZeB9wAsg4EYBCCIBN_wH_SB_4PieH8HBcGLWfBTvnf--IAPe_3YA-8Dge_\
\KE4CCOX_ygyL_h74P4ff9s0yB98AWBMIPXiMDATjCEIVBF8HR-F8Pf9__3xc8HgPgEX\
\3wfF7wv1ED_RBB8P-CP8HS86DWRZ5_4vn9_vuCAHQg- IMQMACIPXD8POofkFwYPfB_wP\
\kD3_wA__2_1i7zgh_-YgfgD_5ScH8Ht_CPQP-AHo_DAL2gh8D__dCPngc78nQAAMHwWhB\
\7f-9_wYwjEHQCDHVWPgIMYiaEHgt8CLwc_ML_A9FOQx16AIyiGL3yB8APC-AEGQE9I3F\
\g92EQCBH4X0-B8Ygd1lsJv_GDv-8CT4_k__aAc8DwgkD_H_i9wAPhAEAfh4D4f -CAPXB\
\AEY-9AAHjd_zXhjELpfdAToAN-cvwi8YYATEUg_FH_v_gJ4HW9AAQQCGHgej93w0-D8\
\ohg-EXh_EMH-7GL4Q-4EA0i5sQ-hBkQA1HsBgg2P4x_IA397ED2XCAMWXA5SPBX9vvT\
\ACX3heCDwR_AEQ-g6P4gBwHN-94AIBi8MXTf4EHPCDwey8H_4x95_gBe-IPxaAEYxeG\
\HgwgCHwW99J3YNgJ83wDJ4AR]jJ40h-18exez_wRgEAIBeAf3vjGDoffAMH_a6P_P9GP4\
\Ph8EgwZGAofk5wfiB_3fAeMAGwWi8MAOHD8HgfF8AehCDo_A4LYA_MHvyi_74BE70v_7\
\AEIS_D_O0AEDOgPi-Mv-eCEJBhB3pC_94wMiB8ARF6AAOh4TWCB__RO-LDH1_h_05_80\
\19gT8-QaAPLQq7xvz5gop5Qf - -0f - IBQKDXP_8eXU-Qwl2Q_uz071A0bM-evnKd71QPc\
\CFQfsLOb-4dI0-QO0SEhPsOhsBQXTh1uwRA-QS9QYBFV8KAwWIU4er BHAAOHOALBVTNDV\
\gK9-P3yiA48gc0OCXxYs2VvAGO0gnGiTMEYsU29r9-uIS8dX5--0EQP71_gI2IDUK7-HZF\
\_UE3fL8OUEK7vX_1BfbASAKE6QPpPAWP5B-nsQ0cJ7QH_MgH2ycgrQSX1CVgn9QwAuvwi\
\7BLdGR4f70DS-gAQ7-MQGYygSJAYMAU3y8CUGDYywPBSw1 - XEXG_VYDV3PEQj8FgX60xP\
\_9ifi1034Dvv5CPVVEhDY-gYHEWTC7P8R6-HJEN0jDBMMGuUks_cvoIQgP9_cA4wYWF_\
\T3FwbX3hznHOgpFiL03-sF7uYi-g3g6VvAT59z5GAET_BzpCNOGAWKHHtgTIPr55dOLEN\
\AwD7iME__khGQYYK93c0Cza90EN2fHt8vMO_wT88ukP70v8ATU8GgjtFQPh8Qbu6bgjv\
\8_AISA8m6iz3_wO0Aesh508HFQ4zAegODXIMBPcCHuzm-yfbBvvr5vPOA9fewOkRAUUN\
\HBssYFrkjERIZ9h3r8CP03dso9gUK9ecJ8t0Q2CEe2f3hEBLz7WASDWMbBVYCFPs1-w\
\r49tvp9CgE-xQT8PUQGdviBXxnY1xwwWBdX-CAvXJu4MLgPO7Xx70K0zZWBREIORUM-VSQE\
\PLi19Qj94u_3CezpABPk1AWZBAXbKOCcNn4076F -4wW5w4uzPfqlw4gAfcm-vLVIU3FF_H4\
\9N7CHVIJ6AZWAPKA-w_UCiz4FT4D5-IBAUKSEAIR-VvDr8wPpBsgKA 3_5v4LDxXMX4fk\
\bBw7wBVYNBAAC4_UU7Q7uKM3x_gOBD_3m5xn86wQH4e78608hATQR4_0ODDg717N_OFd\
\73E-sBIAP1ABH99BcgAyfH_-vS7uLcB-3u5fjvIfAyERbtB_8g_SEu__zVvNRzrAA798\
\TLU9RLU-BP7DRbnNC-kmxACAQRDsFwvuGxf5A_QA3BTnAtXuFNv48ePawvi_GfHwWGTHT\
\NPL7--nj_Rzu3AnsCuoTJAX0Q7Q_q-fH7BCcXHOzzHOCSs-eDYE-A1J_H39t3-zPgUBx0\
\I300SMAUH9VMS1BAC9vob_VMRATHmMBfV48R_ZAu7k39spBvUU5XX5ACWB-fv-HU8JHQ\
\DoJecN7eAzJuDUDhKTE_YT-dS7-gYaFCLg9fcO5RT-6hOWISJIBAOtY5BkLsvoX4gThG\
\TEEOPQQ-V_gA_sP9BYk_AsI_N8EGXUIHAny5A4J6k769_MB6-8Z5wh6BSkp8vn4FBQK\
\9_XZ9-YUCP4AJA"}



6.1.1.3. jws

eyJhbGci0iJGQUXDTO4IMTIifQ.0TA4ANWQYYmVmMN]jkyODZhNmMNiYjUXNjIzYZzhmYTI10\
\DYyOTkONWNKNTV]YTCcwNWNjNGU2NjcwMDM5N G g5NGUWYw . 9AQ6WQIM_MmPTDW7hPx_Z\
\905wyLaeoXIFfI_hQr97PwDGOuzKFKZTotDdde_4_zuBTc2u25bdkf9JCm2m6QVzYza\
\083MV0GzGL1igqICdSm1WXOHP_7bT9w4fMGq2Pc0zMaak9wNG6pFblUnciqruqaJcvoDX\
\qO0tZs6efS2d2LT3FSMkMzC7rSTypHF2bp3PsxJHOX33Z3uVDTXXHTZt8hFW8DUJLBD\
\Nt5p2IG2Kde50a2VIHhUnYnaSazb9HHR2PQ4Myv5irbJfsoRjNI5Mxe62sqGnKx0Xjj\
\g_BRfTtjKSp9V5ZGkccNjPTXIZZ9jCqGS-tzNoXzMDBYnmU4gqallUFTfCOhVsSqeIl\
\9NNVe6_8zZxaQUt5gE1cj76P4n-onBEkb_RTE7xuhJ3Re91GW-dRRVOJAYXVIV_bkx2\
\QruU0zZNp97TajoobODNETIwm7MtinzorVYfNBkbd5FKIPX872zINJtyuTRNUCVCYT7mK\
\MK7EQ1qA52yZR1HENTg90affxQsTG1_3cjnM94_NG8IsvjwxKcT000626pvoz2mnysr\
\wYhZOC8tM1POUrMnSLDQCIPRGDMQV5YEL1tokXFATAGrZ6Em4yX1leIiZkFDzKPvDc8LO\
\WpbBf_tcrrzuT36_yhJFsTqulLOz-bsjaKf45tjCKw56ho0iSi1M6hDUSM7TLSjyyyxV\
\1Iiakh2k67tN42MwWBlpcdBrKavE_ZN1VZwpjnzNdBLOizesskTk7-UE3_hy6UyKbLeg\
\BfdusKv83Er71lp_oVdYorMQVCNz19GPVQdnd8SA17VpZgraUHu-aAcVKd1lr4XawLd08\
\FMPC1moVTny2SHKe - BK4xTPbdtpawprmilaYsWw4zaUhMdgZNtPQnGIy0@6b18UUbJEJIW\
\0001G2Uu3cnPfIYLGUXM_FYrUetHpp2G7NG3KrwBeumirLOD1YUNTEISf2dRyMbBfGi\
\9NFqziixaursfgXijbDuq-q6PQgAv9Oh_TikSMbElHa9qi-a-VVbmsTOUisE1dN6yk500\
\tTFmsqcecBiVTdukZXR8yG8SJUDt23fIb0z_Idj5TnFLiRbYLjawWgNyz-aw_hxBNOMg\
\cQ9ughpAMjIFNarTpPTLDV_n9JHUMJe_mlabZJy9tKFaxCIIExw3cvyaORIkNla_r9S\
\SIOVAjRKmMATi06v101xjy6jM1T--MN3J2RYGFuUttORY5LGOWPR8TF1f768iVD40a800\
\QI7A_dd3bmF1MY51pSW_dvW5pG4Vyc5kvvhok59gYVoJJIfJEjzpoZQUFtuzlFI3slvVz\
\a07WJ03SROpPHMARrkO1lwnLXDOe4ilLJrx6XHav2bVT3vxqVTacIC4b461AUHQVhzcX3T\
\UTzGTs6kHF4jrMFNDNbXOPVDvtoGriHtu-FNYVdOjSTHBcIhnOp-fzaAXKDIVVsSSim\
\pXn9hJfdJITQO_duwwxgtZaXibdpBikU3nk90puTUttVUIJUXSXK2TTpT-JIIRwkcVpBo\
\s37kK8myWo8Qo4b29hBs1RcC1D1PjXfRvpEX7bfVuhaY9ZVu6cHmdRK_RKvwqfyMASX\
\nMit_doSmbnBrpwWelzdcZpy0g9s7XxCIUVjZhCYegS50tA4ygmvxu69BBcem@BaGGI3h\
\fnysq4EpOuMzQgS6dafqdQFIwsPZmLGBOCYPKgTHIRNWTZCzzrqNZ7-hYYhcNWp5AAA\
\AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAN
\AAAAAAAAAAAAAZX1KaGJIHY21PaUpHUVVARFQWNDFNVEL1pZ1EUT1RBNESXUX1ZbVZtTm\
\preU9EWmhObU5pWWpVeE5qSXpZemhtWVRIMUSEWX1PVGswT1d0a05UVmpZVGN3T1d0oa\
\k5HVTJ0amN3TURNNU5qZzVOR1V3WXc
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