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Abstract

   The DHCP Relay Agent Information Option (RFC 3046) conveys
   information between a DHCP relay agent and a DHCP server.  This
   specification defines a  mechanism for securing the messages
   exchanged between a relay agent and a server using IPsec (RFC 2401).

1.  DHCP Terminology

   This document uses the terms "DHCP server" (or "server") and "DHCP
   client" (or "client") as defined in RFC 2131.  The term "DHCP relay
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   agent" refers to a "BOOTP relay agent" as defined in RFC 2131.

2.  Introduction

   DHCP (RFC 2131 [5]) provides IP addresses and configuration
   information for DHCP clients.  It includes a relay agent capability
   (RFC 951 [6], RFC 1542 [7]), in which processes within the network
   infrastructure receive broadcast messages from clients and forward
   them to servers as unicast messages.  In network environments like
   DOCSIS data-over-cable and xDSL, for example, it has proven useful
   for the relay agent to add information to the DHCP message before
   forwarding it, using the relay agent information option, RFC 3046
   [1].  The kind of information that a relay agent adds is often used
   in the server's decision making about the addresses and configuration
   parameters that the client should receive.  The way that the relay
   agent data is used in server decision-making tends to make that data
   very important, and highlights the importance of the trust
   relationship between the relay agent and the server.

   The existing DHCP Authentication specification (RFC 3118) [8] only
   secures communication between the DHCP client and server.  Because
   relay agent information is added after the client has signed its
   message, the DHCP Authentication specification explicitly excludes
   relay agent data from that authentication.

   The goals of this specification is to define a method that a relay
   agent can use to:
      1.  protect the integrity of the data that the relay adds
      2.  provide replay protection for that data
      3.  leverage the existing IPsec mechanism

3.  Deployment of Relay Agents in a DHCP Service

   DHCP relay agents forward messages between DHCP clients and DHCP
   servers, so that the DHCP service can be provided without requiring a
   DHCP service on each network segment.  Usually, there is a DHCP relay
   agent on the same network segment as the client, and the relay agent
   forwards messages directly between the client and DHCP server, as
   illustrated in Figure 1.
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                                         ______
                  _____                 /      \
      +------+   /     \   +-------+   /        \   +------+
      | DHCP |--|Network|--| Relay |--| internet |--| DHCP |
      |client|  |Segment|  |Agent A|   \        /   |server|
      +------+   \_____/   +-------+    \______/    +------+
   .
   Deployment of a DHCP relay agent to forward messages between a DHCP
   client and a DHCP server

                                 Figure 1

   In some deployments, there may be more than one relay agent between
   the DHCP client and server.  In Figure 2, relay agent A is configured
   to forward DHCP messages to relay agent B. Relay agent B is
   configured to forward DHCP messages to relay agent C, which is, in
   turn, configured to forward DHCP messages to the DHCP server

   In the case where multiple relay agents are deployed between the DHCP
   client and server, the responses from the server to the client are
   sent directly to the relay agent closest to the DHCP client.  In
   Figure 2, the DHCP server will send its responses to the DHCP client
   directly to relay agent A.
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                                         ______
                  _____                 /      \
      +------+   /     \   +-------+   /        \
      | DHCP |--|Network|--| Relay |--| internet |
      |client|  |Segment|  |Agent A|   \        /
      +------+   \_____/   +-------+    \______/
                                            |
                                            |
                                        +-------+
                                        | Relay |
                                        |Agent B|
                                        +-------+
                                            |
                                         ______
                                        /      \
                                       /        \
                                      | internet |
                                       \        /
                                        \______/
                                            |
                                        +-------+
                                        | Relay |
                                        |Agent C|
                                        +-------+
                                            |
                                         ______
                                        /      \
                                       /        \
                                      | internet |
                                       \        /
                                        \______/
                                            |
                                        +-------+
                                        | Relay |
                                        |Agent D|
                                        +-------+
                                            |
                                         ______
                                        /      \
                                       /        \   +------+
                                      | internet |--| DHCP |
                                       \        /   |server|
                                        \______/    +------+

   Deployment of multiple relay agents between a DHCP client and server

                                 Figure 2
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4.  Relay Agent Message Threat Model

   DHCP messages are forwarded by DHCP relay agents between DHCP clients
   and DHCP servers.  The messages exchanged between relay agents and
   servers, in addition to carrying the contents of the messages between
   the clients and server, may carry additional information in relay
   agent information options.  The information in the relay agent
   information options may be used by the relay agent, for example to
   track the physical interface to which a DHCP client is attached, and
   by the server, for example to affect the selection of an IP address
   and other configuration information to be assigned to the client.

   Because the information carried in the relay agent information option
   may affect the behavior of relay agents and servers, operation of a
   DHCP service may be disrupted through malicious attacks on DHCP
   messages carrying relay agent information options.

   The attacks available to a malicious attacker through the relay
   information option include inserting new relay information options,
   modifying the contents of existing relay information options or
   deleting relay information options.  There is no attack available
   through examining the contents of relay information options so there
   is no requirement for privacy of the contents of relay information
   options.

   A malicious attacker might mount the following denial of service
   attacks against a DHCP client:
   o  Change the contents of the Agent Circuit ID sub-option or the
      Agent Remote ID sub-option [1], causing the relay agent to be
      unable to return DHCP messages from the server to the client
   o  Change the contents of the DOCSIS Device Class sub-option [9],
      causing the DHCP server to provide incorrect configuration
      parameters to a DOCSIS device
   o  Change the contents of the Link Selection sub-option [10], causing
      the DHCP server to assign an IP address from an incorrect subnet
      to the DHCP client

   In some networks, hosts are assigned to different VLANs that provide
   different types of access to the network depending on the identity of
   the host or the user of that host.  For example, a host might be
   assigned to an internal company VLAN or an isolated VLAN that
   provides only external Internet access depending on the identity of
   the host.  A malicious attacker might mount the following attacks
   designed to gain unauthorized network access:
   o  Change the contents of the Link Selection sub-option to cause the
      DHCP client to be assigned an IP address from an inappropriate
      VLAN
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   o  Change the contents of the RADIUS Attributes sub-option [11] to
      cause the DHCP client to be authorized to access inappropriate
      network resources
   o  Replay an earlier DHCP message that contained a valid RADIUS
      Attributes sub-option to cause the DHCP client to be authorized to
      access inappropriate network resources

5.  Use of IPsec to secure DHCP messages

   Relay agents and servers can use IPsec mechanisms [2] to exchange
   messages securely as described in this section.  If there is a single
   relay agent between the DHCP client, there is an IPsec trust
   relationship established between the relay agent and the DHCP server.
   In Figure 1, relay agent A and the DHCP server must have an IPsec
   session through which DHCP messages are exchanged.

   If a client message is relayed through multiple relay agents, there
   are independent, pairwise IPsec sessions among the relay agents.  In
   a deployment with multiple relay agents, the relay agents are assumed
   to belong to a single administrative domain or otherwise have the
   ability to establish IPsec sessions.  For example, in Figure 2, there
   must be an IPsec session between pairs of relay agents A and B, B and
   C, and C and D. There must also be be a IPsec session between relay
   agent D and the DHCP server.  In addition, there must be an IPsec
   session between the DHCP server and relay agent A, for messages that
   will be returned from the server directly to relay agent A.

   Relay agents and servers that support secure relay agent to server or
   relay agent to relay agent communication use IPsec under the
   following conditions:
   Selectors:  Relay agents are manually configured with the addresses
               of the relay agent or server to which DHCP messages are
               to be forwarded.  Each relay agent and server that will
               be using IPsec for securing DHCP messages must also be
               configured with a list of the relay agents to which
               messages will be returned.  The selectors for the relay
               agents and servers will be the pairs of addresses
               defining relay agents and servers that exchange DHCP
               messages on the DHCP UDP ports 67 and 68.
   Mode:       Relay agents and servers use transport mode and ESP [3].
               The information in DHCP messages is not generally
               considered confidential, so encryption need not be used
               (i.e., NULL encryption can be used).
   Key management: Because the relay agents and servers are used within
               an organization, public key schemes are not necessary.
               Because the relay agents and servers must be manually
               configured, manually configured key management may
               suffice, but does not provide defense against replayed
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               messages.  Accordingly, if replay protection is required,
               IKE [4] with preshared secrets must be used.  IKE with
               public keys may be used.
   Security policy: DHCP messages between relay agents and servers
               should only be accepted from DHCP peers as identified in
               the local configuration.
   Authentication: Shared keys, indexed to the source IP address of the
               received DHCP message, are adequate in this application.
   Availability: Appropriate IPsec implementations are likely to be
               available for servers and for relay agents in more
               featureful devices used in enterprise and core ISP
               networks.  IPsec is less likely to be available for relay
               agents in low end devices primarily used in the home or
               small office markets.

6.  IANA Considerations

   There are no IANA considerations for the authentication mechanisms
   described in this document.

7.  Security Considerations

   The threat model for messages exchanged between DHCP relay agents and
   DHCP servers is described in Section 4.  In Section 5, this
   specification describes a mechanism that can be used to provide
   authentication and message integrity protection to the messages
   between DHCP relay agents and DHCP servers.

   The use of IPsec for securing relay agent options in DHCP messages
   requires:
   o  the existence of an IPsec implementation available to the relay
      agents and DHCP servers
   o  that the DHCP relay agents and servers be under appropriate
      administrative control so that IPsec sessions can be established
      among the relay agents and servers
   o  manual configuration of the participants, including manual
      distribution of key

   The dhc WG has developed two documents describing authentication of
   DHCP relay agent options to accommodate the requirements of different
   deployment scenarios: this document and "The Authentication Suboption
   for the DHCP Relay Agent Option" [12].  In deployments where IPsec is
   readily available and pairwise keys can be managed efficiently, the
   use of IPsec as described in this document may be appropriate.  If
   IPsec is not available or there are multiple relay agents for which
   multiple keys must be managed, the protocol described in "The
   Authentication Suboption for the DHCP Relay Agent Option" may be
   appropriate.  As is the case whenever two alternatives are available,



Droms                   Expires November 27, 2005               [Page 7]



Internet-Draft     Use of IPsec with DHCP Relay Agents          May 2005

   local network administration can choose whichever is more
   appropriate.  Because the relay agents and the DHCP server are all in
   the same administrative domain, the appropriate mechanism can be
   configured on all interoperating DHCP server elements.
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