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Abstract

   This document discusses a Rendezvous extension for the Host Identity
   Protocol (HIP).  The Rendezvous extension extend HIP and the HIP
   registration extension for initiating communication between HIP nodes
   via HIP Rendezvous Servers.  Rendezvous Servers improve operation
   when HIP nodes are multi-homed or mobile.
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1.  Introduction

   The current Internet has a dual use of IP addresses.  First, they are
   topological locators for network attachment points.  Second, they act
   as names for the attached network interfaces.  Saltzer [6] discusses
   these naming concepts in detail.  Routing and other network-layer
   mechanisms are based on the locator aspects of IP addresses.
   Transport-layer protocols and mechanisms typically use IP addresses
   in their role as names for communication endpoints.  This dual use of
   IP addresses limits the flexibility of the Internet architecture.
   The need to avoid readdressing in order to maintain existing
   transport-layer connections complicates advanced functionality, such
   as mobility, multi-homing, or network composition.

   The Host Identity Protocol (HIP) architecture [1] defines a new third
   namespace.  The Host Identity namespace decouples the name and
   locator roles currently filled by IP addresses.  Transport-layer
   mechanisms operate on Host Identities instead of using IP addresses
   as endpoint names.  Network-layer mechanisms continue to use IP
   addresses as pure locators.  Because of this decoupling the HIP layer
   needs to map Host Identities into IP addresses.

   Without HIP, a node needs to know its peer IP address to make an
   initial contact.  The Host Identity Protocol architecture [1]
   introduces an additional piece of infrastructure, the Rendezvous
   Server (RVS), which serves as an initial contact point (rendezvous)
   for nodes trying to reach the RVS clients.  A RVS offers to a peer it
   serves to relay to its IP address the first packet of a HIP exchange
   incoming at the RVS IP address and with the peer receiver HIT.  A
   peer uses the HIP Registration Protocol [2] to register its HIT->IP
   address mapping with its RVS.  Then an initiator and responder can
   have rendezvous together at the RVS IP address.  The initiator would
   send a I1 packet to the RVS IP address, which would then relay the I1
   to the responder IP address.  Then, further communications would
   typically occurs directly without further assistance from the RVS.

   After the Base Exchange, HIP nodes use Host Identities instead of IP
   addresses to name transport-layer endpoints.  The HIP layer in the
   network stack internally translates Host Identities (HI) into
   network-layer IP addresses.

2.  Terminology

   This section defines terms used throughout the remainder of this
   specification.

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED",  "MAY", and "OPTIONAL" in this
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   document are to be interpreted as described in RFC 2119 [3].

   Rendezvous Service : A HIP Service provided by a HIP Rendezvous
   Server to its Rendezvous Clients.  The Rendezvous Server offers to
   relay some of the incoming HIP packets exchanged during a HIP
   exchange to the owner of their receiver HIT (i.e.  the Rendezvous
   Client or one of its correspondent nodes).

   Rendezvous Server (RVS): A HIP Registrar providing the Rendezvous
   Service.

   Rendezvous Client (RVC): A HIP Requester which has registered for the
   Rendezvous Service at a Rendezvous Server.

   Rendezvous Registration (RVR): A HIP Registration for the Rendezvous
   Service, established between a Rendezvous Server and a Rendezvous
   Client.

3.  Overview of Rendezvous Server Operation

   HIP decouples domain names from IP addresses.  Because transport
   protocols bind to Host Identities, they remain unaware if the set of
   IP addresses associated with a Host Identity changes.  This change
   can have various reasons, including, but not limited to, mobility and
   multi-homing.

   +-----+                +-----+
   |     |-------I1------>|     |
   |  I  |<------R1-------|  R  |
   |     |-------I2------>|     |
   |     |<------R2-------|     |
   +-----+                +-----+

         Figure 1: HIP Base Exchange without Rendezvous Server

   Figure 2 shows a simple HIP Base Exchange (without Rendezvous Server)
   in which the initiator initiates the exchange directly with the
   responder by sending an I1 packet to the responder IP address, as per
   the HIP base specification [4].

   Proposed extensions for mobility and multi-homing [5] allow a HIP
   node to notify its peers about changes in its set of IP addresses.
   These extensions require an established HIP association between two
   nodes, i.e., a completed HIP Base Exchange.

   However, such a HIP node might also want to be still reachable by
   potential future correspondent peers unaware of its location change.
   The HIP architecture [1] introduces Rendezvous Servers at which a HIP

https://datatracker.ietf.org/doc/html/rfc2119
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   node register its current HIT and IP addresses.  The RVS basically
   relays HIP packet incoming at this HIT to the node IP address.  Thus,
   a peer publishing its RVS IP address instead of its own is reachable
   by means of rendezvous at its RVS IP address.

               +-----+
      +--I1--->| RVS |---I1--+
      |        +-----+       |
      |                      v
   +-----+                +-----+
   |     |<------R1-------|     |
   |  I  |-------I2------>|  R  |
   |     |<------R2-------|     |
   +-----+                +-----+

           Figure 2: HIP Base Exchange with Rendezvous Server

   Figure 2 shows a HIP Base Exchange involving a Rendezvous Server RVS.
   It is assumed that HIP node R precedently used the HIP registration
   protocol [2] to register with the RVS its HIT and IP address.  When
   the initiator I tries to establish contact with the responder, it
   does not need to know the current IP address of R.  Instead, I is
   aware of the RVS IP address of R, at which it sends an I1 packet.
   The RVS, noticing that the receiver HIT is not its own, but the HIT
   of a HIP node registered for the rendezvous Service, would relay the
   I1 to the responder IP address.  Typically the responder would then
   complete the exchange without further assistance from the RVS by
   sending an R1 directly to the initiator IP address.
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3.1  Diagram Notation

   Notation     Significance
   --------     ------------

   I, R         I and R are the respective source and destination IP
                addresses of the IP header

   HIT-I,HIT-R  HIT-I and HIT-R are respectively the Initiator and the
                Responder HIT of the packet

   REA:I                A REA parameter containing the IP address i is
                present in the HIP header

   FROM:I               A FROM parameter containing the IP address I is present
                in the HIP header

   TO:I         A TO parameter containing the IP address I is present
                in the HIP header

   VIA:RVS              A VIA_RVS parameter containing IP addresses RVS
                is present in the HIP header

   EREQ         An ECHO_REQUEST parameter is present in the HIP header

   EREP         An ECHO_REPLY parameter is present in the HIP header

   RREQ         A REG_REQUEST parameter is present in the HIP header

   RRES         A REG_RESPONSE parameter is present in the HIP header

   RVR:t1,t2    A RVR_TYPE parameter with Type value t1 and t2 is present
                in the HIP header.

3.2  Rendezvous Client Registering with a Rendezvous Server

   Before the Rendezvous Server starts to relay HIP packets to their
   receiver HIT owner (i.e.  a Rendezvous Client or one of its
   correspondent node), the Rendezvous Client needs to register with its
   Server for the Rendezvous Service, as shown in the following schema:
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   +-----+                            +-----+
   |     |            I1              |     |
   |     |--------------------------->|     |
   |     |<---------------------------|     |
   | RVC |    R1(REG_INFO,RVR:1,2)    | RVS |
   |     |      I2(REG_REQ,RVR:2)     |     |
   |     |--------------------------->|     |
   |     |<---------------------------|     |
   |     |      R2(REG_RES,RVR:2)     |     |
   +-----+                            +-----+

3.3  Establishing HIP Associations via Rendezvous Servers

3.3.1  Encapsulating I1 into a Tunnel

   If a HIP node and one of its Rendezvous Servers have a Rendezvous
   Registration of type TUNNEL_I1, the Rendezvous Server tunnels up to
   this node I1s incoming to this node's HIT using the appropriate
   encapsulation technique.  The technique to be used is determined
   based on the kind of association established between the RVS and its
   client, and differs only by the type of header prepended to the HIP
   packet (e.g.  HIP, ESP or UDP).

                                          ENCAP(RVS, R)[ I1(I, RVS,    ]
                                                       [ HIT-I, HIT-R, ]
    I1(I, RVS, HIT-I, HIT-R) +---------+               [ FROM:I)       ]
    +----------------------->|         |--------------------+
    |                        |   RVS   |                    |
    |                        |         |                    |
    |                        +---------+                    |
    |                                                       V
   +-----+    R1(R, I, HIT-R, HIT-I, REA:R, VIA:RVS)    +-----+
   |     |<---------------------------------------------|     |
   |     |                                              |     |
   |  I  |            I2(I, R, HIT-I, HIT-R)            |  R  |
   |     |--------------------------------------------->|     |
   |     |<---------------------------------------------|     |
   +-----+             R2(R, I, HIT-R, HIT-I)           +-----+

 Figure 5: I1_TUNNEL: Rendezvous Server Encapsulating I1 into a Tunnel

3.3.2  Rewriting I1 IP Header

   If a HIP node and one of its Rendezvous Servers have a Rendezvous
   Registration of type REWRITE_I1, the Rendezvous Server relays up to
   this node I1s incoming to this node's HIT by merely rewrite the IP
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   header.  The destination IP address of the I1 is replaced by the IP
   address of the receiver HIT owner (i.e.  the Rendezvous Client).

   However, because of egress filtering, a HIP Rendezvous Server might
   also need to replace the original source IP address of an I1 by its
   own IP address, thus concealing the Initiator's IP address to the
   Responder.  Hence, such a node MUST append I1 packets with a FROM
   parameter containing the original source IP address of the packet.
   This FROM parameter MUST be integrity protected by a RVR_HMAC keyed
   with the corresponding rendezvous registration integrity key [2].

                                             I1(I, RVS, HIT-I,
       I1(I, RVS, HIT-I, HIT-R) +---------+     HIT-R, FROM:I, VIA:RVS)
       +----------------------->|         |--------------------+
       |                        |   RVS   |                    |
       |                        |         |                    |
       |                        +---------+                    |
       |                                                       V
      +-----+     R1(R, I, HIT-R, HIT-I, REA:R, VIA:RVS)   +-----+
      |     |<---------------------------------------------|     |
      |     |                                              |     |
      |  I  |            I2(I, R, HIT-I, HIT-R)            |  R  |
      |     |--------------------------------------------->|     |
      |     |<---------------------------------------------|     |
      +-----+             R2(R, I, HIT-R, HIT-I)           +-----+

    Figure 6: I1_REWRITE: Rendezvous Server Rewriting I1 Source and
                        Destination IP Addresses

3.3.3  Bidirectional Forwarding of HIP packets

   In some cases it is useful to have a RVS which relay further HIP
   packets in a bidirectional manner, i.e.  from the initiator to the
   responder but also from the responder to the initiator.  These
   further packets would typically be either an R1 or an UPDATE.  A RVS
   behaves accordingly when the Rendezvous Registration Type is
   BIDIRECTIONAL.

   However, because such packets are larger than I1 (they contain a
   signature), their relaying create an opportunity for denial of
   service attacks.  To defend against these attacks, the Rendezvous
   Server needs to differentiate between legitimate HIP packets (i.e.,
   I1 and subsequent HIP packets triggered by an I1) and illegitimate
   ones.

   For the sake of reducing the load incurred on the RVS, an RVS is not
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   required to keep track of IP addresses and other pieces of state
   associated with ongoing HIP exchanges.  Such behavior is OPTIONAL.
   Instead, the relaying facility SHOULD make use of ECHO_REQUEST and
   ECHO_RESPONSE parameters.

   Each time a packet is being relayed and will possibly trigger an
   answer, the RVS MUST augment it with an ECHO_REQUEST parameter
   containing a chunk of opaque data.  The receiver of such a packet
   MUST augment any packet answering to this packet with an ECHO_REPLY
   parameter containing the same chunk of opaque data.  This opaque data
   allows an RVS to find and validate the answered packet IP addresses
   and HITs.  When successfully validated, ECHO_REPLY parameters MUST be
   removed from the packet before relaying.

       I1(I, RVS,                    I1(RVS, R, HIT-I, HIT-0
          HIT-I, HIT-0)   +---------+   FROM:I, EREQ)
    +-------------------->|         |----------------------+
    |+--------------------|         |<--------------------+|
    || R1(RVS, I, HIT-R,  |   RVS   | R1(R, RVS, HIT-R,   ||
    ||    HIT-I, REA:R,   |         |    HIT-I, REA:R,    ||
    ||    VIA:RVS)        |         |    TO:I, EREP)      ||
    ||                    |         |                     ||
    ||                    +---------+                     ||
    |V                                                    |V
   +-----+             I2(R, I, HIT-R, HIT-I)          +-----+
   |     |-------------------------------------------->|     |
   |  I  |<--------------------------------------------|  R  |
   |     |             R2(I, R, HIT-I, HIT-R)          |     |
   +-----+                                             +-----+

  Figure 7: BIDIRECTIONAL: Responder replying via the RVS to Initiator

3.3.4  Implication on the HIP integrity checks

   The establishment of HIP associations via one or more Rendezvous
   Servers causes HIP packets flowing between the HIP nodes to be
   modified during transmission.  Several kinds of modifications to both
   the IP and HIP headers are possible.  The HIP protocol uses two kinds
   of packet integrity checks: hop-by-hop and end-to-end.  The HIP
   checksum is a hop-by-hop check and SHOULD be verified and recomputed
   by each of the on-path HIP middle-boxes (e.g., Rendezvous Servers).
   The HMAC and SIGNATURE are end-to-end checks and MUST be computed by
   the sender and verified by the receiver.
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3.3.4.1  Checksum

   The checksum field of a HIP header to be modified MUST be verified
   before applying the modification and recomputed accordingly after.

3.3.4.2  HMAC and SIGNATURE

   The HMAC and SIGNATURE field of a HIP header MUST be computed and
   verified based on a "sender view" or "receiver view" of the HIP
   header.  In particular, this implies that SIGNATURE and HMAC MUST NOT
   cover FROM and TO parameters added or removed by Rendezvous Servers
   and that the HIP pseudo-header used to compute and verify them MUST
   contain the IP addresses as seen by the remote HIP peer.  In case of
   IP address concealment by the RVS, this means that the IP address of
   this RVS MUST be used in the pseudo-header in place of the IP address
   of the end host it conceals.

3.3.4.3  Example

   Here is an example showing how to compute the different integrity
   checks (end-to-end and hop-by-hop) when two Rendezvous Servers are
   cascaded and conceals the Responder IP address (packet flowing along
   the path I -> RVS1 -> RVS2 -> R)

   End-to-end integrity checks: HMAC and SIGNATURE are computed with a
   pseudo-header containing RVS1 as a place holder for the destination
   IP address, the rationale being that RVS1 is concealing the Responder
   IP address.  Therefore, R will verify the signature using RVS1 as the
   destination IP address in the pseudo-header.

   Hop-by-hop integrity checks: Checksum is computed hop-by-hop; first
   with I and RVS1, then with RVS1 and RVS2, and finally with RVS2 and
   R.

4.  RVS Extensions Definition

   The following sections describe extensions to:

   o  The HIP registration protocol [2], allowing a HIP node to register
      with its Rendezvous Server for the Rendezvous Service and maintain
      the RVS aware of its current location.

   o  The HIP protocol [4] itself, allowing to establish an HIP
      association via one or more HIP Rendezvous Server(s).
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4.1  Usage and Processing of Existing Parameters

4.1.1  ECHO_REQUEST and ECHO_REPLY Parameters

   A FROM parameter MAY be augmented by including an ECHO_REQUEST
   parameter to the carrying packet.  The contents of the ECHO_REQUEST
   MUST then be echoed back in ECHO_RESPONSE.

   A TO parameter MUST be augmented and authenticated by including an
   ECHO_REPLY parameter to the carrying packet.  The contents of the
   ECHO_REPLY MUST be copied from a previously received ECHO_RESPONSE.

   All the HIP packets requiring RVS relaying facility to carry an
   answer packet MUST be augmented by the RVS with an ECHO_REQUEST
   parameter.

   A possible packet answered via the RVS, thus requiring relaying
   facility, MUST be authenticated by an ECHO_REPLY parameter.  The
   contents of the ECHO_REPLY MUST be copied from a previously received
   ECHO_RESPONSE.

   On the receiving side, when a HIP node validates an ECHO_REPLY
   located after the signatures, it MUST remove it from the packet and
   recompute packet length and checksum accordingly.

4.1.2  REA Parameter

   A HIP node associated via an RVS MAY use a REA parameter to make its
   correspondent aware of its veritable current IP address.  If used,
   the REA parameter MUST be used in conformance with the guidelines
   specified in [5].

4.2  New Registration Type

   This specification defines an additional Registration Type to use
   within the HIP Registration protocol [2] while registering with a
   Rendezvous Server for the Rendezvous Service.

   Number Registration Type
   ------ -----------------
   1      RENDEZVOUS

4.3  New Parameter Formats and Processing
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4.3.1  RVR_TYPE Parameter

   The RVR_RYPE is an OPTIONAL parameter allowing a Rendezvous Server
   and its Requesters to negotiate the type of Rendezvous Service
   provided by a Rendezvous Registration.

      0                   1                   2                   3
      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
     |             Type              |             Length            |
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
     |  RVR Type #1  |  RVR Type #2  |                               |
     +-+-+-+-+-+-+-+-+---------------+        Padding                |
     |                                                               |
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   Type         [ TBD by IANA {110) ]
   Length       8
   RVR Type An 8 bit number indicating the specific type of the
   Rendezvous Server/Service.

      Number RVR Type       Definition

      ------ -------------  -----------------------

      1      TUNNEL_I1      Tunneling I1 - Section 3.3.1

      2      REWRITE_I1     Rewriting I1 - Section 3.3.2

      3      BIDIRECTIONAL  Rewriting I1 and followers - Section 3.3.3

      3-200     Reserved by IANA

      201-255   Reserved by IANA for private use

   A Requester of a Rendezvous Registration SHOULD include the RVR_RYPE
   parameter along with any REG_REQUEST for the Rendezvous Service.
   This parameter specifies the desired RVS Type (i.e.  TUNNEL_I1,
   REWRITE_I1 or BIDIRECTIONAL).  It SHOULD NOT include the parameter
   unless there is a REG_REQUEST parameter included along.

   A Rendezvous Server SHOULD include a RVR_TYPE parameter along with
   any REG_INFO announcing support for the Rendezvous Service.  This
   parameter SHOULD specify all the RVR Types supported by the
   Rendezvous Server, in preference order.

   A Rendezvous Server MUST include a RVR_RYPE parameter along with any
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   REG_RESPONSE establishing a Rendezvous Registration.  This parameter
   MUST specify a single RVR Type for the established Registration.

   A Rendezvous Server SHOULD NOT include the parameter unless there is
   a REG_INFO or REG_REQUEST parameter included along.

4.3.2  RVR_HMAC Parameter

   The RVR_HMAC is an OPTIONAL parameter whose only difference with the
   HMAC parameter defined in [4] is the Type code, making it situated
   after the TO and FROM parameters (as opposed to HMAC):

   Type         [ TBD by IANA {65320) ]
   Length       20
   HMAC         160 low order bits of a HMAC keyed with the appropriate
                HIP integrity keys (HIP_lg or HIP_gl) of the corresponding
                HIP Association. This HMAC is computed over the HIP packet
                excluding RVR_HMAC and any other following parameter.
                The checksum field MUST be set to zero and the HIP header
                length in the HIP common header MUST be calculated not to
                cover any excluded parameter when the Authenticator field
                is calculated.

   To allow a Rendezvous Client and its RVS to verify the integrity of
   packets flowing between them, both use an RVR_HMAC parameter keyed
   with a HMAC of HIP_lg and HIP_gl integrity keys.  One RVR_HMAC SHOULD
   be present on every packets flowing between a client and a server and
   MUST be present when FROM and TO parameters are processed.

   On the receiving side, when an RVR_HMAC is validated, it SHOULD be
   removed from the packet and if so, packet length and checksum MUST be
   recomputed accordingly.
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4.3.3  FROM Parameter

      0                   1                   2                   3
      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
     |             Type              |             Length            |
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
     |                                                               |
     |                             Address                           |
     |                                                               |
     |                                                               |
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   Type         [ TBD by IANA {65100 under signature, 65300 after) ]
   Length               16
   Address              An IPv6 address or an IPv4-in-IPv6 format IPv4 address

   A Rendezvous Server MAY add a FROM parameter containing the original
   source IP address of a HIP packet whose source IP address has been
   rewritten.  If one or more FROM parameters are already present, the
   new FROM parameter MUST be appended after the existing ones.

   Each time an RVS inserts a FROM parameter, it MUST also insert an
   RVR_HMAC protecting the packet integrity that the Rendezvous Client
   will use to validate this packet.

   If the type of the RVR allows the Rendezvous Client to answer to a
   relayed packet via the RVS, an ECHO_REQUEST MUST be included along
   with the FROM parameter.  It contains a chunk of opaque data allowing
   to validate TO parameters included in a subsequent answer.  These TO
   parameters MUST be protected by an ECHO_RESPONSE containing the same
   opaque data.

   When a HIP node validates a FROM parameter, it is removed from the
   packet and recorded for later use (i.e., for building the
   corresponding TO parameter to be piggy-backed onto a subsequent
   answer).  The packet's source IP address is also replaced by the
   address included in the first occurrence of FROM parameter.

   For each FROM parameter, a HIP node MAY add to its replies a TO
   parameter containing the IP address included in the FROM.  These
   replies will be sent via the RVS, which MUST remove the outer TO
   parameter from the packet and replace its destination address with
   the address contained in the TO parameter before relaying it.
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4.3.4  TO Parameter

      0                   1                   2                   3
      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
     |             Type              |             Length            |
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
     |                                                               |
     |                             Address                           |
     |                                                               |
     |                                                               |
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   Type         [ TBD by IANA {65102 under signature, 65302 after) ]
   Length               16
   Address              An IPv6 address or an IPv4-in-IPv6 format IPv4 address

   A HIP node MAY add one or more TO parameter containing the final
   destination IP address of a HIP packet whose destination IP address
   needs to be rewritten by an RVS.  This is essentially equivalent to
   loose source-routing.  If one or more TO parameters are already
   present, the new TO parameter MUST be appended after the existing
   ones.  Each time a node inserts a TO parameter, it MUST also insert
   additional parameters that will be used by the RVS for validation.
   These parameters are:

   o  An ECHO_RESPONSE, containing a chunk of opaque data allowing the
      RVS to validate the address contained in the TO parameter.

   o  A valid RVR_HMAC, protecting the packet integrity.

   When the RVS validates a TO parameter, SHALL remove it from the
   packet, and SHALL replace the packet destination IP address with the
   address included in the TO parameter.  Packet length and checksum
   MUST then be recomputed accordingly.

   For each FROM parameter, a HIP node MAY add to its replies a TO
   parameter containing the IP address included in the FROM.  These
   replies will be sent via the RVS, which MUST remove the outer TO
   parameter from the packet and replace its destination address field
   with the address contained in the TO parameter before relaying it.
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4.3.5  VIA_RVS Parameter

      0                   1                   2                   3
      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
     |             Type              |             Length            |
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
     |                                                               |
     |                            Address                            |
     |                                                               |
     |                                                               |
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
     .                               .                               .
     .                               .                               .
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
     |                                                               |
     |                            Address                            |
     |                                                               |
     |                                                               |
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   Type         [ TBD by IANA {65500) ]
   Length               Variable
   Address              An IPv6 address or an IPv4-in-IPv6 format IPv4 address

   At some point a, HIP endpoint might be in position to begin to send
   HIP packets directly towards the remote HIP endpoint's IP address,
   without further assistance from one or more of its RVS(s).  In that
   case, it MAY include in these packets a subset of the IP address(es)
   of its RVSs for debugging purposes.

   Similarly, a RVS relaying an I1 to the Responder or an R1 to the
   Initiator MAY include in these packets its IP address for debugging
   as well.

   When the IP address of a RVS need to be included in a packet, by
   either an end-node or the RVS itself, one of these two methods is
   used:

   o  Add RVS IP address into an existing VIA_RVS parameter situated at
      the end of the HIP packet, while modifying accordingly the size of
      the parameter.

   o  Append a newly created VIA_RVS parameter at the end of the HIP
      packet if it does not already contain a VIA_RVS parameter.

   Note that the main goal of using the VIA_RVS parameter is to allow
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   operators to diagnose possible issues encountered while establishing
   a HIP association via a RVS.

5.  Security Considerations

   The security aspects of different HIP rendezvous mechanisms are
   currently being investigated.  This section describes the known
   threats introduced by these HIP extensions, and implications on the
   overall security of HIP and IP.  In particular, the following tries
   to show that the extensions described in this document do not
   introduce additional threats in the Internet infrastructure.

   It is difficult to encompass the whole scope of threats introduced by
   Rendezvous Servers because their presence have implications both at
   the IP and HIP layer.  In particular, the extensions hereby described
   might allow for redirection, amplification and reflection attacks at
   the IP layer, as well as attacks on the HIP layer itself, for example
   Man-in-the-Middle attacks against the cryptographic core-protocol
   SIGMA used by HIP.

   If an Initiator has an a priori knowledge of the Responder's HI when
   it first contacts it via the RVS, it has a means to verify the
   signatures in the HIP exchange, thus conforming to the SIGMA protocol
   which is resilient to Man-in-the-Middle attacks.

   If an Initiator has not an a priori knowledge of the Responder's HI
   (so called Opportunistic Initiators), it is almost impossible to
   defend the HIP exchange against MitM attacks (cannot authenticate
   public keys exchanged).  The only solution is to mitigate hijacking
   threats on the HIP state by requiring an R1 answering an
   Opportunistic I1 to come from the IP address where the I1 was
   initially sent.  That way we retain a level of security which is
   equivalent to what exists today in the Internet: By sending an IP
   packet to an IP address, and receiving an answered IP packet from
   this same IP address, I know that the routing fabric trusts my
   correspondent to be represented by this IP address.  While it is true
   that such security is weak, it is better than none, and avoids to
   introduce additional threats at the IP layer.

6.  IANA Considerations

   This document updates the IANA Registry for HIP Parameters Types  by
   assigning new HIP Parameter Types values for the new HIP Parameters
   defined in Section 4.3:

   o  RVR_TYPE (defined in Section 4.3.1)

   o  RVR_HMAC (defined in Section 4.3.2)
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   o  FROM (defined in Section 4.3.3)

   o  TO (defined in Section 4.3.4)

   o  VIA_RVS (defined in Section 4.3.5)

   IANA needs to open a new registry specific to the HIP Rendezvous
   Extensions, for the Rendezvous Registration (RVR) Types values
   defined in Section 4.3.1:

      Type number       RVR Type

      -----------       --------

      0         Reserved by IANA

      1         TUNNEL_I1

      2         REWRITE_I1

      3         BIDIRECTIONAL

      3-200     Reserved by IANA

      201-255   Reserved by IANA for private use

   Adding new reservations requires IETF consensus RFC2434 [7].
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