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Abstract

This document describes a mechanism for delivering a usage-specific
root key (USRK), a domain-specific root key (DSRK) and a usage-
specific domain-specific root key (USDSRK) using RADIUS. The root
keys are derived as part of an Extended Master Session Key (EMSK)
hierarchy in Extensible Authentication Protocol (EAP), and delivered
from a server to an intended third-party key holder. The mechanism
supports different scenarios for key delivery, depending on the type
of keys being delivered. The mechanism description includes the
definition for a key distribution exchange (KDE) protocol.
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1.

N

Introduction

The ability of the Extensible Authentication Protocol (EAP) framework
[REC3748] to incorporate desired authentication methods and generate
master session keys (an MSK and an EMSK) [RFC5247] has led to the
idea of using the MSK and/or the EMSK for bootstrapping further keys
for a variety of security mechanisms. The MSK has been widely used
for bootstrapping the wireless link security associations between the
peer and the network attachment points. 1Issues arising from the use
of the MSK and the current bootstrapping methods when it comes to
mobility performance and security are described in [REC5169]. The
EMSK is used for bootstrapping of keys for use cases that are not
covered by the use case of the MSK [RFC5295]. For instance [RFC5295]
defines a way to create a usage-specific root key (USRK) for
bootstrapping security for a specific use case. [REC5295] also
defines ways to create domain-specific root keys for bootstrapping
security of a set of services within a domain.

Along with those lines, this document provides a specification of a
mechanism for secure delivery of such EMSK child keys from the EAP
server, holding the EMSK, to the intended third-party destinations by
using RADIUS [REC2865], [REC3579]. This document also describes
security requirements on delivery for this keying material over
RADIUS.

Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

USRK: Usage-Specific Root Key. A root key generated from the EMSK
and is used for a specific usage that is authorized for a peer,
following an EAP authentication. USRKs are domain independent.

USR-KH: USRK Holder. The USR-KH is responsible for receiving,
holding and protecting the USRK derived directly from the EMSK.

DSRK: Domain-Specific Root Key. A root key generated from the EMSK
and 1is used within a specific domain that EAP-authenticated peer
is authorized to receive services from or roam into. DSRKs are
usage independent.

DSR-KH: DSRK holder. The DSRK holder is responsible for receiving,
holding and protecting the DSRK derived directly from the EMSK.


https://datatracker.ietf.org/doc/html/rfc3748
https://datatracker.ietf.org/doc/html/rfc5247
https://datatracker.ietf.org/doc/html/rfc5169
https://datatracker.ietf.org/doc/html/rfc5295
https://datatracker.ietf.org/doc/html/rfc5295
https://datatracker.ietf.org/doc/html/rfc5295
https://datatracker.ietf.org/doc/html/rfc2865
https://datatracker.ietf.org/doc/html/rfc3579
https://datatracker.ietf.org/doc/html/rfc2119
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DSUSRK: Domain-Specific Usage-Specific Root Key. A root key
generated from the DSRK and is used for a specific usage within a
specific domain that an EAP-authenticated peer is authorized to
receive services from. DSUSRKs are both usage and domain
dependent.

DSUSR-KH: DSRK holder. The DSUSRK holder is responsible for
receiving, holding and protection of the DSUSRK.

Key Delivery Architecture

The EAP server is only responsible for performing EAP authentication
and is not expected to be involved in any service authorization
decisions, nor is the EAP server aware of the future service requests
at the time of authentication. The authorization decisions based on
the user service profile and provisioning of services including
support for service security is expected to happen by third-parties,
such as AAA servers or service servers. When EAP-based keying is
used, such servers will cache and use the USRKs, DSRKs or DSUSRKs,
generated from the EMSK, as root keys for derivation of further keys
to secure the services they are providing. Thus they are considered
third-party key holders (KH) with respect to the initial two EAP
parties (EAP peer and server). However, since the EMSK cannot be
exported from the EAP server, such third-parties need to request the
EAP server to generate the relevant root key (e.g., a USRK) from the
EMSK and deliver the requested key to them. The third-party needs to
provide the required input data to be used along with the pseudo
random function (PRF) to the EAP server to generate the requested
key. The following types of top level key holders can be envisioned:

USRK holder (USR-KH): An entity acting as a recipient and then
holder of the usage-specific root key (USRK). The USR-KH 1is
responsible for derivation and distribution of any child keys
derived from the USRK for that specific usage. We assume that the
USR-KH and the EAP server are separate entities, logically if not
physically, and we specify the delivery of the USRK from EAP
server to USR-KH accordingly.

DSRK holder (DSR-KH): An entity acting as a recipient and then
holder of the domain-specific root key (DSRK). The DSR-KH is
responsible for derivation and distribution of any child keys
derived from the DSRK for that specific domain. The most likely
realization of a DSR-KH is a AAA server in the corresponding
domain, responsible for setting the policies for usage of the DSRK
within the domain.
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DSUSRK holder (DSUSR-KH): An entity acting as a recipient and then
holder of the domain-specific usage-specific root key (DSUSRK)
delivered from the EAP server. The DSUSR-KH is responsible for
derivation and distribution of any child keys derived from the
DSUSRK for that specific domain and usage. The most likely
realization of a DSUSR-KH is a AAA server in the corresponding
domain, responsible for the service offered within the domain for
the specific usage at hand.

Fot-t-t-t-t-F-F-t-t-t-t-t-F-F-+-+-+
| EAP server |
+ot-t -ttt -+-+-+

/ | \ \
/ | \ \
USRK1 / | USRK2 \ USRK3 \ USRK4
(ABC) / | (XYZ) \(DSRK1) \ (DSRK2)
ottt -+ +ot-t-t-t-+-+ +ot-t-F-F-+ +-+-+-+-+-+
|  USR-KH1 | |  USR-KH2 | | DSR-KH1 | | DSR-KH2 |
| HOKEY server | | XYZ server| Fot-tot-t-t oottt

+-t-t-t-t-F-+-+-+ +-t-+-F-+-+-+ | |
B e ke ek ST T S T R P S e St S

| Domain 1 | | Domain 2 |
| DSUSR-KH1 | | DSUSR-KH2 |
| (home | |(visited |
| domain | | domain |

|HOKEY server)| |HOKEY server) |
+ot-t-F-F-F-F-+ -+ -+-+-+

+ot-t-t-t-+-+
| peer |
+ot-t-t-+-+-+

Figure 1: Key delivery for various EMSK child key cateories

USR-KHs and DSR-KHs are the top-level key holders where each key
holder has an interface with the EAP server. The interface between a
USR-KH and the EAP server is used for delivering usage-specific data
needed for generating a USRK to the EAP server and receiving the
resulting root key from the EAP server. Similary, the interface
between a DSR-KH and the EAP server is used for delivering domain-
specific data needed for generating a DSRK to the EAP server and
receiving the resulting root key from the EAP server. DSUSR-KHs are
considered a second-level key holder and has an interface with a
DSR-KH.
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4.

Key Distribution Exchange (KDE)

In the following we describe the generic mechanism for a key
distribution exchange (KDE), where a key is distributed from a
network server (with parent key holder) to a third-party. The
following shows a generic trust model for the key distribution
mechanism to the third-party. The peer (P) and a parent key holder,
called "server" (S) in this model share a parent key. The goal of
the keying solution is to use the parent key and generate a child key
(Kpt) to be shared between the peer and the third-party intermediary
(T). The peer is able to generate Kpt, but Kpt needs to be
distributed to a third-party intermediary (T). The goal of this
section is to provide a the general description of the KDE over
RADIUS for distribution of Kpt from S to T. It is required that the
communication path between the server (S) and the third-party (T) is
protected by use of an appropriate RADIUS transport security
mechanism (see Section 7).

+-4-+-+-+ +ot-F-F-t-t-+-+
| | shared SA1 | |
[ [----mmmm e - | server [
| Peer | | KH |
+-4-+-+-+ +-t-t-F-t-t-+-+
I
+-t-F-+-+-+-+ \Y
| 3 rd party| | SA2 (Kpt)
| KH | -mmmmoee- |

e

Figure 2: Distribution of a child key from a parent key key holder to
a 3rd party child key key holder

The key distribution to a third-party consists of 1 exchange, i.e. 2
messages between the third-party and the server. A RADIUS KDE
attribute is introduced for this exchange (see Section 5. A KDE-
Request is sent by the third-party as a RADIUS Access-Request message
with a KDE attribute with K-flag cleared. A KDE-Response is sent by
the server as a RADIUS Access-Accept message with a KDE attribute
with K-flag set.
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Third-Party Server

I
I
KDE-Request (TRT) |
(i.e., RADIUS Access-Request{KDE(K=0)}) |
I

I

I

| KDE-Response(TOK)
| (i.e., RADIUS Access-Accept{KDE(K=1)})

Figure 3: KDE Exchange

KDE-Request: Third-party sends a third party request token (TRT) to
the server. The contents of TRT are detailed below.

KDE-Response: Server sends the Kpt to third-party wrapped inside a
token called Key Token (TOK).

TRT : (PID, KT, KL)
TRT (Third-party Request Token) carries the identifiers of the
peer (PID) as well as the key type (KT) and the key label (KL).
See [REC5295] for the specification of key labels.

TOK : (KT, KL, Kpt, KN_Kpt, LT_Kpt)

TOK (Key Token) carries the key to be distributed to the third-
party (Kpt). LT_Kpt is the key lifetime for a Kpt.

IS

.1. Context and scope for distributed keys

The key lifetime of each distributed key MUST NOT be greater than
that of its parent key.

The key context of each distributed key is determined by the sequence
of KTs in the key hierarchy. When a DSRK is being delivered and the
DSRK applies to only a specific set of services, the service types
may need to be carried as part of context for the key. Carrying such
a specific set of services are outside the scope of this document.

The key scope of each distributed key is determined by the sequence
of (PID, KT, KL)-tuples in the key hierarchy. The Key Derivation
Function (KDF) used to generate the keys includes context and scope
information that binds the key to the specific channel [REC5295].


https://datatracker.ietf.org/doc/html/rfc5295
https://datatracker.ietf.org/doc/html/rfc5295
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4.2. Key distribution exchange scenarios

There are three scenarios for distribution of EMSK child keys third-
parties. We assume that the peer and the EAP server have mutually
authenticated to each other using an EAP method and have generated an
EMSK. For all scenarios, the trigger and mechanism for key delivery
may involve a specific request from the peer and another intermediary
(such as authenticator). For simplicity, we assume that USR-KHs
reside in the same domain as the EAP server.

Scenario 1: EAP server to USR-KH: 1In this scenario, an EAP server
delivers a USRK to a USR-KH.

Scenario 2: EAP server to DSR-KH: 1In this scenario, an EAP server
delivers a DSRK to a DSR-KH.

Scenario 3: DSR-KH to DSUSR-KH: 1In this scenario, a DSR-KH in a
specific domain delivers keying material to the DSUSR-KH in the
same domain.

The key distribution exchanges for Scenario 3 can be combined with
the key distribution exchanges for Scenario 2 into a single roundtrip
exchange as shown in Figure 4. KDE-Request and KDE-Response are
messages for Scenarios 2. KDE-Request' and KDE-Response' are
messages for Scenarios 3.

DSUSR-KH DSR-KH EAP Server
| KDE-Request'(TRT') | KDE-Request (TRT) |
R ERRREELEEEEE > >
| KDE-Response'(TOK'") | KDE-Response (TOK) |
| <o | <o |

Figure 4: Combined Message Exchange

5. RADIUS KDE Attribute

A RADIUS Key Distribution Exchange (KDE) attribute has the following
format. See Section 7 for security requirements on transporting this
RADIUS attribute.
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0] 1 2 3
012345678901 234567890123456789601
e

| Type | Length |K| Reserved | Key Type |
+ot-t-t-t-F-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
| Key Label

B e T S S b a s s o s e e S
| Key Name (included only when K=1)
B T S I e o o ot S S S S S S S T S S S S
| Key (included only when K=1)
B s ST S s s o S S e b ot ok Sk s
| Key Lifetime (included only when K=1)
B T e n b e e T e el e T P P Sy S S S
Type
= X (KDE) [X to be assigned by IANA].
Length
>4
K (Key included)
A flag to indicate whether this attribute contains a Key field.
This flag is set for a KDE-Response. This flag is cleared for a
KDE-Request.

Reserved

Reserved bits. All reserved bits MUST be set to 0@ by the sender
and ignored by the recipient.

Key Type

A field to contain a KT. The following KT values are defined: 0
(DSRK), 1 (USRK) and 2 (DSUSRK).

Key Label

A field to contain a key label (KL). The first octet contains the
length of the rest of this field in octets.

Key Name

A field to contain a KN_Kpt. The first octet contains the length
of the rest of this field in octets. This field is contained if



Ohba (Editor) Expires April 22, 2009 [Page 9]



Internet-Draft HOKEY Key Distribution Exchange October 2008

o

and only if K-flag is set.
Key

A field to contain a Kpt. The first octet contains the length of
the rest of this field in octets. This field is contained if and
only if K-flag is set.

Key Lifetime

A 4-octet unsigned integer to indicate a LT_Kpt. This field is
contained if and only if K-flag is set.

A KDE-Request, i.e., an RADIUS Access-Request message carrying a KDE
attribute with K-flag cleared, is transmitted by the third-party in
one of the following cases. One case is for explicit ERP
bootstrapping [RFC5296] in which an EAP-Initiate and EAP-Finish
exchange is performed between the peer and the home AAA server, with
the bootstrapping flag in the EAP-Initiate message set. 1In this
case, the third-party that requests a Kpt MUST include a KDE
attribute with K-bit cleared in a RADIUS Access-Request message that
carries an EAP-Initiate message with the bootstrapping flag turned on
[REC5296]. Another case is implicit ERP bootstrapping [REC5296] in
which Kpt key distribution occurs during initial EAP authentication.
In this case, the third-party that requests a Kpt MUST include a KDE
attribute with K-flag cleared in the RADIUS Access-Request message
that carries the first EAP-Response message from the peer. 1In both
cases, a value of the RADIUS User-Name attribute is used as the PID.

A KDE-Response, i.e., an RADIUS Access-Accept message carrying a KDE
attribute with K-flag set, is transmitted by a server in one of the
following ways. In the case of explicit ERP bootstrapping, the
server MUST include a KDE attribute with K-flag set in a RADIUS
Access-Accept message that carries an EAP-Finish message [RFC5296]
for which the bootstrapping flag is set. 1In the case of implicit ERP
bootstrapping, the server that received a valid KDE-Request includes
a KDE attribute with K-flag set in a RADIUS Access-Accept message
that carries an EAP-Success.

Conflicting Messages

In addition to the rules specified in Section 2.6.3. of [RFC3579],
the following combinations SHOULD NOT be sent by a RADIUS Server:



https://datatracker.ietf.org/doc/html/rfc5296
https://datatracker.ietf.org/doc/html/rfc5296
https://datatracker.ietf.org/doc/html/rfc5296
https://datatracker.ietf.org/doc/html/rfc5296
https://datatracker.ietf.org/doc/html/rfc3579#section-2.6.3
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Access-Accept/EAP-Message/EAP-Finish with 'R' flag set to 1
Access-Reject/EAP-Message/EAP-Finish with 'R' flag set to 0
Access-Reject/Keying-Material

Access-Reject/KDE

Access-Challenge/EAP-Message/EAP-Initiate
Access-Challenge/EAP-Message/EAP-Finish

Access-Challenge/KDE

Security Considerations

This section provides security requirements and an analysis on
transporting EAP keying material using RADIUS.

.1. Requirements on RADIUS Key Transport

RADIUS messages that carry a KDE attribute MUST be encrypted and
integrity and replay protected with a security association created by
a RADIUS transport protocol such as TLS [I-D.ietf-radext-radsec].
When there is an intermediary such as a RADIUS proxy on the path
between the third-party and the server, there will be a series of
hop-by-hop security associations along the path. The use of hop-by-
hop security associations implies that the intermediary on each hop
can access the distributed keying material. Hence the use of hop-by-
hop security SHOULD be limited to an environment where an
intermediary is trusted not to use the distributed key material.

.2. Distributing Kpt without Peer Consent

When a KDE-Request message is sent as a result of explicit ERP
bootstrapping [RFC5296], cryptographic verification of peer consent
on distributing a Kpt is provided by the integrity checksum of the
EAP-Initiate message with the bootstrapping flag turned on.

When a KDE-Request message is sent as a result of implicit ERP
bootstrapping [RFC5296], cryptographic verification of peer consent
on distributing a Kpt is not provided. As a result, it is possible
for a third-party to request a Kpt from the server and obtain the Kpt
even if a peer actually does not support ERP, which can lead to an
unintended use of a Kpt.


https://datatracker.ietf.org/doc/html/rfc5296
https://datatracker.ietf.org/doc/html/rfc5296
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8. IANA consideration

This document defines a new namespace for maintaining Key Type used
to identify the type of Kpt. The range of values 0 - 255 are for
permanent, standard message types, allocated by IETF Review [IANA].
This document defines the values 0 (DSRK) 1 (USRK) and 2 (DSUSRK).

This document defines a new RADIUS Attribute Type for KDE defined in
Section 5.
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