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Abstract

RFC2617 does not define how to treat Unicode characters [UNICODE]
   outside the ASCII range [RFC20] with the "Digest" scheme.  This
   document defines an extension to the "Digest" scheme, and a mechanism
   that enables the client and server to negotiate their support for the
   UTF-8 [RFC3629] character encoding scheme.
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   Provisions Relating to IETF Documents
   (http://trustee.ietf.org/license-info) in effect on the date of
   publication of this document. Please review these documents
   carefully, as they describe your rights and restrictions with respect
   to this document. Code Components extracted from this document must
   include Simplified BSD License text as described in Section 4.e of
   the Trust Legal Provisions and are provided without warranty as
   described in the Simplified BSD License.
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1  Introduction

RFC2617 does not define how to treat Unicode characters [UNICODE]
   outside the ASCII range [RFC20] with the "Digest" scheme.  This
   document defines an extension to the "Digest" scheme, and a mechanism
   that enables the client and server to negotiate their support for the
   UTF-8 [RFC3629] character encoding scheme.

   The encoding impacts the way the server and the user agent
   concatenate the username-value, realm-value, and password when they
   calculate A1, as defined in section 3.2.2.2 of RFC2617.

1.1  Terminology

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
   document are to be interpreted as described in RFC 2119 [RFC2119].

   Several terms used in this document are defined in [RFC6365] and
   [UNICODE].

2  The "charset" auth-param

   The "Digest" mechanism allows for new parameters to be defined and
   used with Authenticate and Authorization headers. This document
   defines a new optional "charset" auth-param that could be used by the
   client and the server to indicate the encoding scheme they support.

   The only allowed value is "UTF-8", to be matched case-insensitively.

https://datatracker.ietf.org/doc/html/rfc2617
https://datatracker.ietf.org/doc/html/rfc20
https://datatracker.ietf.org/doc/html/rfc3629
https://datatracker.ietf.org/doc/html/rfc2617#section-3.2.2.2
https://datatracker.ietf.org/doc/html/rfc2119
https://datatracker.ietf.org/doc/html/rfc2119
https://datatracker.ietf.org/doc/html/rfc6365
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3  Mechanism

   When a user agent attempts to access a resource and get challenged by
   the server, the server will indicate it supported encoding scheme,
   and in response the user agent will indicate whether it supports that
   encoding scheme or not in the subsequent request it sends to the
   server.

3.1  Server Behavior

   In challenges, servers MAY use the "charset" authentication parameter
   (case-insensitive) to express the character encoding they expect the
   user agent to use.

   When the server receives the subsequent request with the Proxy-
   Authenticate or WWW-Authenticate header fields, it looks for the
   "charset" parameter. If the "charset" parameter is present, and its
   value matches the encoding the server sent to the client, the server
   will continue with its normal operation using the encoding it sent to
   the client. If, on the other hand, the "charset" parameter value is
   preceded by an exclamation point (!), the server can immediately
   decline the request.

   If the new request with the Proxy-Authenticate or WWW-Authenticate
   header fields does not have the "charset" parameter, the server will
   know that it is dealing with a client that does not support this
   specification and should continue to perform its current operation.

3.2  Client Behavior

   A user agent that follows this specifications MUST NOT include the
   "charset" parameter in any subsequent request if it did not receive
   it from the server in a challenge.

   If the user agent supports the encoding indicated by the server, it
   SHOULD add the "charset" parameter, with the value it received from
   the server, to the Proxy-Authenticate or WWW-Authenticate header
   fields it sends back to the server.

   If the user agent does not support the encoding indicated by the
   server, it SHOULD add the "charset" parameter to the Proxy-
   Authenticate or WWW-Authenticate header fields it sends back to the
   server, but the value in the parameter should be preceded by an
   exclamation point (!).

   A user agent that does not follow this specification will ignore the
   parameter and will not include it in any subsequent request.
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4  Security Considerations

   <Security considerations text>

5  IANA Considerations

   <IANA considerations text>
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