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Status of this Memo

This document is an Internet-Draft and is in full conformance with all
provisions of Section 10 of RFC2026.

Internet-Drafts are working documents of the Internet Engineering Task
Force (IETF), its areas, and its working groups.  Note that other groups
may also distribute working documents as Internet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time.  It is inappropriate to use Internet-Drafts as reference material
or to cite them other than as ``work in progress.''

To view the list Internet-Draft Shadow Directories, see
http://www.ietf.org/shadow.html.

Distribution of this memo is unlimited.

The internet-draft will expire in 6 months.  The date of expiration will
be January 12, 2002.

Abstract

In IPv6 point-to-point link operation, there is a significant
possibility of aberrant behavior in that packets may ping-pong between
the two ends of the link.  The problem can lead to wasted bandwidth and
can possibly be abused by malicious parties.  This document provides an
analysis and solution to the problem.

1.  The problem

In IPv6 point-to-point link operation, there are cases where we assign
an IPv6 prefix (address block) to the link.  They include the following
cases:

https://datatracker.ietf.org/doc/html/rfc2026#section-10
http://www.ietf.org/shadow.html
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o Link-local prefix.  Each of the links has to have fe80::/64 associated
  with it.  Refer to IPv6 addressing architecture [Hinden, 1998] section
2.1 and 2.5.8.

o In some cases, we assign a global or site-local address prefix to a
  point-to-point link.

Let us assume that we have assigned P::/64 to a point-to-point link.
P::/64 could be the link-local address prefix (fe80::/64), a site-local
address prefix (fec0:0:0:x::/64) or a global address prefix.  Also
assume that the Router A, which is on one end of the link, has an
address P::a.  The Router B is on the other end, and has an address
P::b.

     Router B
       |P::b
       |
       | Point-to-point link, P::/64
       |
       |P::a
     Router A

In the above situation, we will see packets go ping-pong between Router
A and B under the following conditions:

o There is no link-layer address (like MAC address) for the point-to-
  point link, Link-layer address resolution procedure is not necessary.
  It is true for many of point-to-point medium, including PPP links and
  IPv6-over-IPv4 tunnels.

o A packet arrives to either of the routers, or one of the routers
  originates a packet.  The destination address of the packet is P::c
  (matches P::/64, and not equal to neither P::a nor P::b).

Now, suppose that Router A is about to forward a packet, destination
address is set to P::c.  The packet would leave the Router A to the
point-to-point link, as the destination address P::c satisfies the
following conditions:

o The destination address matches P::/64, and

o the destination address is not equal to P::a.

The packet reaches Router B.  The address P::c is not equal to P::b, so
the Router B would forward the packet back to the point-to-point link.
The packet will be sent back to the point-to-point link repeatedly,
until the hop limit field reaches 0.

If the packet in this example had originated at Router A, it would have
a source address of P::a.  This would cause Router B to hit the redirect



case given in RFC 2461, section 8.2.  In this case, Router B would not
only forward the packet back to A, but it would generate a useless
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redirect as well.

All IPv6 implementations are subject to the problem described in this
draft, because it is required for nodes to have a link-local address on
an interface.

1.1.  Why an address prefix on a point-to-point interface?

It seems that there are a couple of different design decisions made for
existing implementations.  Some of the IPv6 implementations do not
permit assigning an address prefix to a point-to-point link, and require
users to specify the whole (/128) IPv6 address on the both ends.  Some
other implementations assign a prefix to a point-to-point link, and lets
the user configure an address for only one end.  This is a matter of
implementation and operation choice.  This document does not try to
advocate either of the implementation decisions.

Independent from the above implementation decision, there are cases
where we need to consider a point-to-point as having an IPv6 address
prefix (or prefixes).

o Link-local address (fe80::/64).

o When a node is connected to an outside network by a point-to-point
  interface, and if the node would like to use temporary addresses on
  that point-to-point link [Narten, 2001] , we must assign an IPv6
  address prefix (/64) to that link.

1.2.  Why no link-layer address resolution?

When there is no link-layer address, or link-layer address resolution is
not necessary (for example, it is already configured beforehand), it is
not necessary to run Neighbor Discovery [Narten, 1998] (link-layer
address resolution).  Many of the existing implementations do not.  They
might run Neighbor Unreachability Detection (NUD) though, but NUD does
not really change the situation.

2.  Solution

When a router attempts to forward a packet, the router SHOULD
additionally make the following check:

o Check the incoming/outgoing interface of the packet.  If the interface
  is the same, is a point-to-point interface and the destination address
  on the packet seems to be on-link (in terms of Neighbor Discovery) on
  the point-to-point interface, the forwarding router SHOULD NOT forward
  the packet.  Also, in this case, the router SHOULD NOT generate ICMPv6
  redirect message even if the incoming packet meets conditions in
RFC2461 section 8.2.  The router SHOULD generate an ICMPv6 error

https://datatracker.ietf.org/doc/html/rfc2461#section-8.2


  message instead, with the type field being 1 (destination
  unreachable), and the code field being 3 (address unreachable).
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3.  Applicability statements

There is no change in node behavior, except for the error case.  The
change prevents the packet from going ping-pong, and consuming the
bandwidth on the link.  By implementing the change to only one of the
two routers, the ping-pong problem will go away.  Therefore, the change
can be deployed gradually.

One might think that it is better to mandate NS-NA exchange (link-layer
address resolution) even for links without link-layer addresses, or
point-to-point links in general.  However, from the following issues, we
have dropped the option:

o It will cause interoperability issues with existing implementations.
  If one end runs NS-NA exchange and the other end does not, they will
  not be able to exchange traffic.  The authors have actually seen this
  kind of interoperability issue on an ATM PVC link during the early
  stage of IPv6 deployment.

o It would be expensive to run NS-NA exchange, just to solve this corner
  case.  By adding NS-NA exchanges, it could cause packet drops during
  the "resolution" period, or at least could delay the arrival of the
  packet, while such drops and delay should not really be necessary.

4.  Security consideration

This draft describes a problem with point-to-point links which can be
abused by malicious parties to mount denial of service attacks from
remote locations.  Such attacks could fill up point-to-links with excess
traffic.  A solution to the problem is discussed and presented in the
draft.
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