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Abstract
   This document describes the SMI textual coventions required to
   support the definition of IPsec MIBs. It is necessary to separate
   the definition of the textual conventions into a separate document
   due to their dependence on IANA assigned numbers for transforms
   and Diffie-Hellman groups supported by IPsec protocol.
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1.  Introduction

1.1.  Overview

   To support the management needs of IPsec-based networks, we have
   defined the IPsec Flow Monitor MIB (module IPSEC-FLOW-MONITOR-MIB).
   The MIB defines a number of objects with enumeration syntax which
   refer to the numbers assigned by IANA to denote specific elements
   (e.g.: transforms and Diffie-Hellman groups).

   The IANA assigned numbers for ISAKMP and IPsec would continue to
   evolve as new transforms and Diffie-Hellman groups of standardized.
   To insulate the definition of the MIB from these changes, it is
   necessary to define the textual conventions for various types of
   MIB elements in a separate document.

   The purpose of this draft is to define these textual conventions.

   Sections 3, 4, 5, 6, 7, 8, 9, 10 and 11 are administrative in nature.

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED",  "MAY", and "OPTIONAL" in this
   document are to be interpreted as described in [RFC2119].

1.2.  The SNMPv2 Network Management Framework

   The SNMP Management Framework presently consists of five major
   components:

   1) An overall architecture, described in RFC 2271 [2271].

   2) Mechanisms for describing and naming objects and events for the
      purpose of management. The first version of this Structure of
      Management Information (SMI) is called SMIv1 and described in RFC

1155 [1155], RFC 1212 [1212] and RFC 1215 [1215]. The second
      version, called SMIv2, is described in RFC 1902 [1902],RFC 1903
      [1903] and RFC 1904 [1904].

   3) Message protocols for transferring management information. The
      first version of the SNMP message protocol is called SNMPv1 and
      described in RFC 1157 [1157]. A second version of the SNMP message
      protocol, which is not an Internet standards track protocol, is
      called SNMPv2c and described in RFC 1901 [1901] and RFC 1906
      [1906].  The third version of the message protocol is called
      SNMPv3 and described in RFC 1906 [1906], RFC 2272 [2272] and RFC

2274 [2274].

https://datatracker.ietf.org/doc/html/rfc2119
https://datatracker.ietf.org/doc/html/rfc2271
https://datatracker.ietf.org/doc/html/rfc1155
https://datatracker.ietf.org/doc/html/rfc1155
https://datatracker.ietf.org/doc/html/rfc1212
https://datatracker.ietf.org/doc/html/rfc1215
https://datatracker.ietf.org/doc/html/rfc1902
https://datatracker.ietf.org/doc/html/rfc1903
https://datatracker.ietf.org/doc/html/rfc1904
https://datatracker.ietf.org/doc/html/rfc1157
https://datatracker.ietf.org/doc/html/rfc1901
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   4) Protocol operations for accessing management information. The
      first set of protocol operations and associated PDU formats is
      described in RFC 1157 [1157]. A second set of protocol operations
      and associated PDU formats is described in RFC 1905 [1905].

   5) A set of fundamental applications described in RFC 2273 [2273] and
      the view-based access control mechanism described in RFC 2275
      [2275].

2.  MIB Definitions

   IPSEC-FLOW-MIB-TC DEFINITIONS ::= BEGIN

   IMPORTS
      experimental,
      MODULE-IDENTITY                     FROM SNMPv2-SMI
   -- mib-2                               FROM RFC1213-MIB
      TEXTUAL-CONVENTION                  FROM SNMPv2-TC;

   ipsecFlowMibTC MODULE-IDENTITY
      LAST-UPDATED "200302171158Z"
         ORGANIZATION "Tivoli Systems and Cisco Systems"
         CONTACT-INFO
            "Tivoli Systems
             Research Triangle Park, NC

             Cisco Systems
             170 W Tasman Drive
             San Jose, CA  95134
             USA

             Tel: +1 800 553-NETS
             E-mail: cs-ipsecmib@external.cisco.com
                     bret_harrison@tivoli.com"

      DESCRIPTION  "This MIB module defines the textual conventions
                   used in the IPsec Flow Monitoring MIB. This includes
                   Internet DOI numbers defined in RFC 2407, ISAKMP numbers
                   defined in RFC 2408, and IKE numbers defined in RFC 2409.

                   Revision control of this document after publication
                   will be under the authority of the IANA."

   -- Placeholder anchor
         ::= { experimental 170 }

https://datatracker.ietf.org/doc/html/rfc1157
https://datatracker.ietf.org/doc/html/rfc1905
https://datatracker.ietf.org/doc/html/rfc2273
https://datatracker.ietf.org/doc/html/rfc2275
https://datatracker.ietf.org/doc/html/rfc1213
https://datatracker.ietf.org/doc/html/rfc2407
https://datatracker.ietf.org/doc/html/rfc2408
https://datatracker.ietf.org/doc/html/rfc2409
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   -- +++++++++++++++++++++++++++++++++++++++++++++++++++
   -- Standard Textual Conventions
   -- +++++++++++++++++++++++++++++++++++++++++++++++++++

      ControlProtocol  ::= TEXTUAL-CONVENTION
         DISPLAY-HINT "d"
         STATUS     current
         DESCRIPTION
            "The protocol used for keying and control. The value of
            cp_none indicate manual administration of IPsec tunnels.
            This enumeration will be expanded as new keying protocols
            are standardized."

         SYNTAX INTEGER {
                   reserved(0),
                   cpNone(1),
                   cpIkev1(2),
                   cpIkev2(3),
                   cpKink(4),
                   cpOther(5)
                }

      Phase1PeerIdentityType  ::= TEXTUAL-CONVENTION
         DISPLAY-HINT "d"
         STATUS     current
         DESCRIPTION
            "The type of IPsec Phase-1 peer identity.
            The peer may be identified by one of the
            ID types defined in IPSEC DOI.

            id_dn represent the binary DER encoding of the
            identity."

         SYNTAX INTEGER {
                   reserved(0),
                   idIpv4Addr(1),
                   idFqdn(2),
                   idDn(3),
                   idIpv6Addr(4),
                   idUserFqdn(5),
                   idIpv4AddrSubnet(6),
                   idIpv6AddrSubnet(7),
                   idIpv4AddrRange(8),
                   idIpv6AddrRange(9),
                   idDerAsn1Gn(10),
                   idKeyId(11)
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                }

      IkeNegoMode  ::= TEXTUAL-CONVENTION
         DISPLAY-HINT "d"
         STATUS     current
         DESCRIPTION
            "The IPsec Phase-1 IKE negotiation mode."
         SYNTAX INTEGER {
                   reserved(0),
                   main(1),
                   aggressive(2)
                }

      IkeHashAlgo   ::= TEXTUAL-CONVENTION
         DISPLAY-HINT "d"
         STATUS     current
         DESCRIPTION
            "The hash algorithm used in IPsec Phase-1
            IKE negotiations."
         SYNTAX INTEGER {
                   reserved(0),
                   md5(1),
                   sha(2),
                   tiger(3),
                   sha256(4),
                   sha384(5),
                   sha512(6)
                }

      IkeAuthMethod ::= TEXTUAL-CONVENTION
         DISPLAY-HINT "d"
         STATUS     current
         DESCRIPTION
            "The authentication method used in IPsec Phase-1 IKE
             negotiations."
         SYNTAX INTEGER {
                   reserved(0),
                   preSharedKey(1),
                   dssSignature(2),
                   rsaSignature(3),
                   rsaEncryption(4),
                   revRsaEncryption(5),
                   elGamalEncryption(6),
                   revElGamalEncryption(7),
                   ecsdaSignature(8),
                   gssApiV1(9),
                   gssApiV2(10)
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                }

      DiffHellmanGrp ::= TEXTUAL-CONVENTION
         DISPLAY-HINT "d"
         STATUS     current
         DESCRIPTION
            "The Diffie Hellman Group used in negotiations.
                   reserved       -- reserved groups
                   modp768        -- 768-bit MODP
                   modp1024       -- 1024-bit MODP
                   modp1536       -- 1536-bit MODP group
                   ec2nGP155      -- EC2N group on GP[2^155]
                   ec2nGP185      -- EC2N group on GP[2^185]
                   ec2nGF163      -- EC2N group over GF[2^163]
                   ec2nGF283      -- EC2N group over GF[2^283]
                   ec2nGF409      -- EC2N group over GF[2^409]
                   ec2nGF571      -- EC2N group over GF[2^571]
            "
         SYNTAX INTEGER {
                   reserved(0),
                   modp768(1),
                   modp1024(2),
                   ec2nGP155(3),
                   ec2nGP185(4),
                   modp1536(5),       -- 1536-bit MODP group
                   ec2nGF163(6),
                   ec2nGF283(8),
                   ec2nGF409(10),
                   ec2nGF571(12)
                }

      EncapMode  ::= TEXTUAL-CONVENTION
         DISPLAY-HINT "d"
         STATUS     current
         DESCRIPTION
            "The encapsulation mode used by an IPsec Phase-2
            Tunnel."
         SYNTAX INTEGER{
                  reserved(0),
                  tunnel(1),
                  transport(2)
                }

      EncryptAlgo   ::= TEXTUAL-CONVENTION
         DISPLAY-HINT "d"
         STATUS     current
         DESCRIPTION
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            "The encryption algorithm used in negotiations."
         SYNTAX INTEGER {
                   reserved(0),
                   espDes(1),
                   esp3des(2),
                   espRc5(3),
                   espIdea(4),
                   espCast(5),
                   espBlowfish(6),
                   esp3idea(7),
                   espRc4(8),
                   espNull(9),
                   espAes(10)
                }

      Spi  ::= TEXTUAL-CONVENTION
         DISPLAY-HINT "x"
         STATUS     current
         DESCRIPTION
            "The type of the SPI associated with IPsec Phase-2 security
            associations."
         SYNTAX INTEGER (256..4294967295)

      AuthAlgo      ::= TEXTUAL-CONVENTION
         DISPLAY-HINT "d"
         STATUS     current
         DESCRIPTION
            "The authentication algorithm used by a
             security association of an IPsec Phase-2 Tunnel."
         SYNTAX INTEGER{
                   reserved(0),
                   hmacMd5(2),
                   hmacSha(3),
                   desMac(4),
                   hmacSha256(5),
                   hmacSha384(6),
                   hmacSha512(7),
                   ripemd(8)
                }

      CompAlgo      ::= TEXTUAL-CONVENTION
         DISPLAY-HINT "d"
         STATUS     current
         DESCRIPTION
            "The compression algorithm used by a
             security association of an IPsec Phase-2 Tunnel."
         SYNTAX INTEGER{
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                   reserved(0),
                   compOui(1),
                   compDeflate(2),
                   compLzs(3),
                   compLzjh(4)
                }

      EndPtType     ::= TEXTUAL-CONVENTION
         DISPLAY-HINT "d"
         STATUS     current
         DESCRIPTION
            "The type of identity use to specify an IPsec End Point."
         SYNTAX INTEGER {
                   reserved(0),
                   idIpv4Addr(1),
                   idFqdn(2),
                   idUserFqdn(3),
                   idIpv4AddrSubnet(4),
                   idIpv6Addr(5),
                   idIpv6AddrSubnet(6),
                   idIpv4AddrRange(7),
                   idIpv6AddrRange(8),
                   idDerAsn1Dn(9),
                   idDerAsn1Gn(10),
                   idKeyId(11)
                }
   END

3.  Intellectual Property

   The IETF takes no position regarding the validity or scope of any
   intellectual property or other rights that might be claimed to
   pertain to the implementation or use of the technology described in
   this document or the extent to which any license under such rights
   might or might not be available; neither does it represent that it
   has made any effort to identify any such rights.  Information on the
   IETF's procedures with respect to rights in standards-track and
   standards-related documentation can be found in BCP-11.  Copies of
   claims of rights made available for publication and any assurances of
   licenses to be made available, or the result of an attempt made to
   obtain a general license or permission for the use of such
   proprietary rights by implementors or users of this specification can
   be obtained from the IETF Secretariat.

   The IETF invites any interested party to bring to its attention any
   copyrights, patents or patent applications, or other proprietary

https://datatracker.ietf.org/doc/html/bcp11
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   rights which may cover technology that may be required to practice
   this standard.  Please address the information to the IETF Executive
   Director.
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5.  Security Considerations

   Since this MIB defines only textual conventions, there are no
   security considerations.  Security considerations exist only when
   managed objects are defined with these textual conventions.

6.  IANA Considerations

   This document is the MIB definitions corresponding to a group of
   assigned numbers which are maintained by the IANA.  The IANA will
   maintain the MIB in this document as they make new assignments.

   This MIB will be maintained in the same manner as the IANAifType-MIB.

7.  Revision History

   This section will be removed before publication.

   Mar 03, 2003.  Initial release as draft-ietf-ipsec-mib-tc-00.txt
                  by separating out the definitions from

draft-ietf-ipsec-flow-monitoring-mib-01.txt.
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