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Abstract

A set of examples of using JavaScript Object Signing and Encryption
(JOSE) to protect data. This document illustrates a representative
sampling of various JSON Web Signature (JWS) and JSON Web Encryption
(JWE) results given similar inputs.
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Introduction

=

The JavaScript Object Signing and Encryption (JOSE) technologies -
JSON Web Key (JWK) [I-D.ietf-jose-json-web-key], JSON Web Signature
(JWS) [I-D.ietf-jose-json-web-signature], JSON Web Encryption (JWE)
[I-D.ietf-jose-json-web-encryption], and JSON Web Algorithms (JWA)
[I-D.ietf-jose-json-web-algorithms] - collectively can be used to
protect content in a myriad of ways. The full set of permutations is
extremely large, and might be daunting to some.

This document provides a number of examples of signing or encrypting
content using JOSE. While not exhaustive, it does compile together a
representative sample of JOSE features. As much as possible, the
same signature payload or encryption plaintext content is used to
illustrate differences in various signing and encryption results.
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.1. Conventions Used in this Document

All instances of binary octet strings are represented using [RFC4648]
base64url encoding.

Wherever possible, the examples include both the Compact and JSON
serializations.

All of the examples in this document have whitespace added to improve
formatting and readability. Except for plaintext or payload content,
whitespace is not part of the cryptographic operations. Plaintext or
payload content does include whitespace (unless otherwise noted),
although line breaks (U+00GA LINE FEED) have replaced spaces (U+0020
SPACE) is some cases to improve readability.

Terminology

This document inherits terminology regarding JSON Web Key (JwK)
technology from [I-D.ietf-jose-json-web-key], terminology regarding
JSON Web Signature (JWS) technology from
[I-D.ietf-jose-json-web-signature], terminology regarding JSON Web
Encryption (JWE) technology from [I-D.ietf-jose-json-web-encryption],
and terminology regarding algorithms from
[I-D.ietf-jose-json-web-algorithms].

JSON Web Signature Examples

The following sections demonstrate how to generate various JWS
objects.

All of the succeeding examples use the following payload plaintext,
serialized as UTF-8, with line breaks (U+000A LINE FEED) replacing
some " " (U+0020 SPACE) characters to improve formatting:

It's a dangerous business, Frodo, going out your door. You
step onto the road, and if you don't keep your feet, there's
no knowing where you might be swept off to.

Figure 1: Payload content plaintext

The Payload - with line breaks (U+0O0QA LINE FEED) replaced with " "
(U+0020 SPACE) - encoded as [RFC4648] base64url:


https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648
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SXQncyBhIGRhbmdlcm91cyBidXNpbmVzcywgRnJvZG8sIGdvaws5nIG91dCB5b3
VYyIGRvb3IuIF1vdSBzdGVwIG9udG8gdGhlIHIVYWQSIGFuZCBpZiB5b3UgZGou
J3Qga2Vv1cCB5b3VyIGZ1ZXQsIHR0ZXJ1J3Mgbm8ga25vd21uzyB3aGVyZSB5b3
UgbwlnaHQgYmUgc3d1lcHQgb2ZmIHRVLg

Figure 2: Payload content, base64url-encoded

3.1. RSA v1.5 Signature

This example illustrates signing content using the "RS256" (RSASSA-
PKCS1-v1_5 with SHA-256) algorithm.

3.1.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 1,
encoded using [RFC4648] base64url to produce Figure 2.

0 RSA private key; this example uses the key from Figure 3.

o "alg" parameter of "RS256".

{
"kty": "RSA",
"kid": "bilbo.baggins@hobbiton.example",
"use": "sig",
"n": "n4EPtAOCC9AlkeQHPZzHStgAbgs7bTZLWUBZdR8_KUKPEHLd4rH

VTeT-0-XV2jRojdNhxIJWTDVNd7nqQOVEiZQHz_AJmSCpMaJMRB
SFKrKb2wgVwGU_NsYOYL-QtiWN21bzcEe6XCOdApr5ydQLrHgk
HHig3RBordaz6Aj-oBHQFEHYpPe7Tpe-0fVfHd1E6CS6M1FZcD
INNLYD51FHpPI9bTwJI1lsde3uhGqCOZCUEHg81hzwOHr t IQbSOF
Vbb9k3-tVTU4fg_3L_vniUFAKwuCLgKnS2BYwdq_mzSnbLY7h_
gixoR7jig3__kRhuaxwUkRz5iaiQkqgc5gHdrNP5zw",

"e":  "AQAB",

"d": "bWUC9B-EFRI08kpGfhOZuyGPVMNKVYWNtB_ikiH9k20eT-01q_
I78eiZkpXxXQOUTES2LSNRS-8uJbvQ-AlirkwMSMKK1J3XTGgd
rhCku9gR1dY7sNA_AKZGh-Q661_42rINLRCe8W-nz34ui_qOfk
LnK9QWDDgpaIsA-bMwWWSDFu2MUBYwWKHTMEZLYGqOe®4nogeql
hEXBTHBOBdKMX1iuFhUgq1BU61-DgEiWxqg82sXt2h-LMNT3046A
0YJoR10z75tSUQfGCshWTBnP5uDjd18kKhyve71hfSJdrPdM5P
lyl21ihsFf4L_mHCuoFau7gdsPfHPxxjVOcOpBrQzwQ",

"p": "3S1xg_DwWTXJch6095R0XYygQCAZ5RNAVZ1nolyhHtnUex_fp7AZ
_9nRa07HX_-SFfGQeutao2TDjDAWU4Vupk8rw9JIROAZZON2fvuU
IAmr_WCsmGpeNqQnevlT7IyEsnh8UMt-n5CafhkikzhEsrmndH
6Lx0rvRJ1sPp6Zv8buUqOk",

"q": "uKE2dh-cTf6ERF4k4e_jy78GfPYUIaUyoSSJuBzp3Cubk30Cqs
6grT8bR_cuODmiMZwwWmtdqDyI95HrUeq3MP15vMMON81HTeZu2


https://datatracker.ietf.org/doc/html/rfc4648
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ImKvwgW7anVv5UzhM1iZ7z4yMkuUwFWoBvYyY898EXVRD - hdqRxH
1SqAZ192zB3pVFJOs7pFc",

"dp": "B8PVvXkvJIrj2L-GYQ7v3y9r6Kw5g9SahXBwswWUzpl9TV1gI-YV
8501NIb1rxQtD-IsXXR3-TanevuRPRt50B0diMGQp8pbt26gl]j
YFKU_E9xn-RULHZO-ed9E9gXLKD4VGngpz-PfQ_q29pk5xWHoJ
pOO9Qf1HVChixRX59ehik",

"dg": "CLDmDGduhylc907r84rEUVn7pzQ6PF83Y-1iBZX5NT-TpnOZKF1
PErAMVeKzFE141D1HHqQBLSMOW1SOFbwTXYWZDm6sI60g5iThw
QGIC3gnJKbi_7k_vJgGHwHxgPaX2PnvP-zyEKDERUf-ry4c_z1
1Cq9AqC2yel 6kdKT1cYF8",

"gi": "3PiqvXQNOzwMeE-sBvZgi289XP9XCQF3VWqPzMKnIgQp7_Tugo
6-NZBKCQsMf3HaEGBjTVJs_jcK8-TRXvaKe-7ZMaQj8VfBdYks
Sbu®ONKDDhjJ-GtiseaDVWt7dcHOcfwxgFUHpQh7FoCrjFJ6h6Z
EpMF6xmujs4qMpPz8aaIl4"

Figure 3: RSA 2048-bit Private Key, in JWK format
3.1.2. Signing Operation
The following are generated to complete the signing operation:

0 Protected JWS Header; this example uses the header from Figure 4,
encoded using [RFC4648] base64url to produce Figure 5.

{
"alg": "RS256",

"kid": "bilbo.baggins@hobbiton.example"

Figure 4: Protected JWS Header JSON

eyJhbGci0iJSUzZIINIiIsImtpZCI6IMIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzX
hhbXBszSJ9

Figure 5: Protected JWS Header, base64url-encoded
Performing the signature operation over the combined protected JWS

header (Figure 5) and Payload content (Figure 2) produces the
following signature:


https://datatracker.ietf.org/doc/html/rfc4648
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jYCOQEV3V-RogN63dfD39ubQDVRFpqTOpYN2zmDfhxzLEqQVWNFMINXPHUBZYNb
8FDgfU70FPgLMdbzWP8dzebwCAQH1j_MV98HMMoaQweDy8L_6XBy6JjcxGne_o
GDYMM - gBm6VyW_xqKO3pLEvMUrULFLAVWUMpkd675wX81PtiiEmswOqph6aCtA
LNBDMTUO1FzPpOb6B60XCctf4AG1cTfzchyLWIGhGjgnPdgmoHldn-57eRT-G-R
-UR_XcxxvQ1lb7gYAhh5_367tNnlnhIvvORNr2UaqtnSG50B3TUVADUJOeHmPXW
dD6kVWiEIYeHPT4uhaRe2XgbTSx2pTQg

Figure 6: Signature, base64url-encoded
3.1.3. Output Results
The following compose the resulting JWS object:
0 Protected JWS header (Figure 4)
o Payload content (Figure 2)
0o Signature (Figure 6)
The resulting JWS object using the Compact serialization:

eyJhbGci0iJSUzZIAINIiIsImtpZCI6IMIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzX
hhbXBszSJ9

SXQncyBhIGRhbmdlcm91lcyBidXNpbmVzcywgRnJIvZG8sIGdvaw5nIG91dCB5b3
VYIGRVb3IuIFlvdSBzdGVwIGOudG8gdGhlIHIVYWQSIGFUZCBpZiB5b3UgZGou
J3Qga2Vv1cCB5b3VyIGZ1ZXQsIHR0zXJ1J3Mgbm8ga25vd21uzyB3aGVyZSB5b3
UgbwlnaHQgYmUgc3d1lcHQgb2ZmIHRVLg

jYCOQEV3V-RogN63dfD39ubQDVRFpqTOpYN2zmDfhxzLEqQVWNFMINXPHUBZYNb
8FDgfU70FPgLMdbzWP8dzebwCAQH1j_MV98HMMoaQweDy8L_6XBy6JjcxGne_o
GDYMM-gBm6VyW_xqKO3pLEvMUrULFLAVWUMpkd675wX81PtiiEmswOqph6aCtA
LNnBDMTUO1FzPpOb6B60Xctf4AGLlcTfzcbyLWIGhGjgnPdgmoHldn-57eRT-G-R
-UR_XcxxvQ1lb7gYAhh5_367tNnlnhIvvORNr2UaqtnSG50B3TUVADuUJOeHmPXW
dD6kVwiEIYeHPT4uhaRe2XghTSx2pTQg

Figure 7: Compact Serialization

The resulting JWS object using the JSON serialization:

{
"payload":
"SXQncyBhIGRhbmdlcm91lcyBidXNpbmVzcywgRnJvZG8sIGdvaw5nIG91d
CB5b3VYyIGRVb3IUuIFlvdSBzdGVwIGOudG8gdGh1IHIVYWQSIGFuUZCBpZi
B5b3UgZG9uJ3Qga2V1cCB5h3VyIGZ1ZXQsIHR0ZXJ1JI3Mghm8ga25vd21l
uzZyB3aGVyzSB5b3UgbwWlnaHQgYmUgc3d1lcHQgb2ZmIHRvVLG",
"signatures": [

{
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"protected":
"eyJhbGci0iJSUzIINIiISImtpZCI6ImIpbGIvLmIhZ2dpbnNAaGOiY
mlOb24uzXhhbXBszSJ9",
"signature":
"jYcOgEV3V-RogN63dfD39ubQDVRFpgTOPYN2zmDfhxzLEqVWNFmMIN
XPHUBZyNb8FDgfU70FPgLMdbzWP8dzebwCAQH1j_MV98HMMoaQweD
y8L_6XBy6JjcxGne_oGDyMM-gBm6VyW_xqKO3pLEvmUrU1FLAVWUM
pkd675wX81PtiiEmswOqph6aCtALNBDMTUOLFzPpOb6B60XCctf4AG
1cTfzcbyLWIGhGjgnPdgmoHldn-57eRT-G-R-UR_XcxxvQ1lb7gYAh
h5_367tNnlnhIvvORNr2UaqtnSG50B3TUVdDuUJOeHmPXxWdD6KkVwiE
IYeHPT4uhaRe2XghTSx2pTQg"

Figure 8: JSON Serialization
3.2. RSA-PSS Signature

This example illustrates signing content using the "PS256" (RSASSA-
PSS with SHA-256) algorithm.

3.2.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 1,
encoded using [RFC4648] base64url to produce Figure 2.

0 RSA private key; this example uses the key from Figure 3.
o "alg" parameter of "RS256".
3.2.2. Signing Operation
The following are generated to complete the signing operation:

0 Protected JWS Header; this example uses the header from Figure 9,
encoded using [RFC4648] base64url to produce Figure 10.

{
"alg": "PS384",

"kid": "bilbo.baggins@hobbiton.example"

Figure 9: Protected JWS Header JSON


https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648
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eyJhbGci0iJQUzMANCIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzX
hhbXBszSJ9

Figure 10: Protected JWS Header, base64url-encoded

Performing the signature operation over the combined protected JWS
header (Figure 10) and Payload content (Figure 2) produces the
following signature:

kmV2DSGzAWL3qq4fZ0p0fwlIn-qFa®0yEOtal-XiDt_JQVnhurpQlT698iBkiy
wXRzcvwyY-UgeTrCDT6KPAZHN3Tj61_bsPwHt7B1AaphzZz0bG94tYCdyQlwdrCy
1BBaDMwwjQuSVLIOMP40KLALV5BGMNps-2rAUK9VL_HmKRcjo2dQ_VRfbaCSmmI
-aohWvcdptMyI6kZhHL_zLCOWO5R0OY5YWV42u46ZdW-e06QgBZkzdHEMS2Aimx
EIy6PamU6FKVRLR3s8tiagdmBEwgiXUoRq513VL-XRvGMtk6jUonloTOii-nsuU
6 JN1AwWr FGwe7kd33X6AX9CaMt0Jauzvw

Figure 11: Signature, base64url-encoded
3.2.3. Output Results
The following compose the resulting JWS object:
0 Protected JWS header (Figure 10)
o Payload content (Figure 2)
o Signature (Figure 11)
The resulting JWS object using the Compact serialization:

eyJhbGci01JQUzMANCISImtpZCI6ImIpbGIvimIhZ2dpbnNAaG9iYm1leOb24uzX
hhbXBszSJ9

SXQncyBhIGRhbmdlcm91lcyBidXNpbmVzcywgRnJIvZG8sIGdvaws5nIG91dCB5b3
VYyIGRVb3IuIFlvdSBzdGVYWIG9udG8gdGhlIHJIVYWQSIGFuUZCBpZiB5b3UgZG9u
J3Qga2v1cCB5hb3VyIGZ1ZXQsIHR0ZXJ1J3Mgbm8ga25vd21luzyB3aGVyZSB5b3
UgbWlnaHQgYmUgc3dlcHQgb2ZmIHRvVLg

kmV2DSGzAWL3qq4fZ0pOfwlidn-gFa®0yEOtaL-XiDt_JQVnhurpQlT698iBkiy
wXRzcvwyY-UgeTrCDT6KPAZHN3Tj61_bsPwHt7B1Aaphz0bG94tYCdyQlwdrCy
1BBaDMwwjQuSVLIMP40KLALV5BGmMNps-2rAUK9VL_HmKRcjo2dQ_VRfbaCSmmI
-aohWvcdptMyI6kZhHL_zLCOWO5R0Y5YWV42u46ZdW-e06QgBZkzdHEMS2Aimx
EIy6PamU6FKVRLR3s8tiagdmBEwWqiXUoRq51i3VL-XRvGMtk6jUonloTOii-nsuU
67N1AwWr FGwe7kd33X6AX9CaMt0Jauzvw

Figure 12: Compact Serialization

The resulting JWS object using the JSON serialization:
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{
"payload":
"SXQncyBhIGRhbmdlcm91lcyBidXNpbmVzcywgRnJvZG8sIGdvaw5nIG91d
CB5b3VYyIGRVb3IUuIFlvdSBzdGVwIGOudG8gdGh1IHIVYWQSIGFuUZCBpZi
B5b3UgzG9uJ3Qga2Vv1cCB5b3VyIGZ1Z2XQsIHR0ZXJ1J3Mghm8ga25vd21l
uzZyB3aGVyzZSB5b3UgbwlnaHQgYmuUgc3d1lcHQgb2ZmIHRvVLG",
"signatures": [
{
"protected":
"eyJhbGci01iJQUzMANCISImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iY
m1l0b24uzXhhbXBszSJ9",
"signature":
"kmV2DSGzAWL3qq4fZ0OpOfwldn-gFa®OyEOtaL-XiDt_JQVnhurpQl
T6981iBkiywXRzcvwyY-UgeTrCDT6KPAZHN3Tj61_bsPwHt7BlAaph
Z0bG94tYCdyQlwdrCylBBaDMwwjQuSvVLIMP40KLALV5BGMNps-2rA
UK9VL_HmKRcjo2dQ_VRfbaCSmmI-aohWvcdptMyI6kZhHL_zLCOWO
5R0Y5YWV42u46ZdW-e06QgBZkzdHEMS2AimxETy6PamU6FKVRLR3s
8tiagdmBEwqiXUoRg5i3VL-XRvGMtk6jUonloT0ii-nsU6jN1AwrF
Gwe7kd33X6AX9CaMtOJauzvw"

Figure 13: JSON Serialization
3.3. ECDSA Signature

This example illustrates signing content using the "ES512" (ECDSA
with curve P-521 and SHA-512) algorithm.

3.3.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 1,
encoded using [RFC4648] base64url to produce Figure 2.

0 EC private key on the curve P-521; this example uses the key from
Figure 14.

o "alg" parameter of "ES512"

{
"kty": "EC",
"kid": "bilbo.baggins@hobbiton.example",
"use": "sig",

"crv": "P-521",
"x": "AHKZLLOsCO0zz5cY97ewNUajB957y-C-U88c3v13nmGZx6sY1l_0JX
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U9ASRKTKQgjqvjyekWF-7ytDyRXYgCF5cjoOKt",

"y": "AdymlHvOiLxXkEhayXQnNCvDX4h9htZaCJIN34kfmC6pV50hQHira
VySsUdaQkAgDPrwQrJImbnX9cwlGfP-HgHZR1",
"d": "CFE43av1ypdfWGD5GgjpHW1fmnatQBh2akdmgLVcOznog2xytfrN

SgK1CsJbOIZkfdPi5umehMosNgn98Xf-smo"

Figure 14: Elliptic Curve P-521 Private Key
3.3.2. Signing Operation
The following are generated before beginning the signature process:

0 Protected JWS Header; this example uses the header from Figure 15,
encoded using [RFC4648] base64url to produce Figure 16.

{
"alg": "ES512",

"kid": "bilbo.baggins@hobbiton.example"
Figure 15: Protected JWS Header JSON

eyJhbGci0iJFUZzUXMiIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzX
hhbXBszSJ9

Figure 16: Protected JWS Header, base64url-encoded
Performing the signature operation over the combined protected JWS
header (Figure 16) and Payload content ({{jws-payload_b64u) produces
the following signature:

GU4ic JRWWQPONDHX2HqiIZGueMWosZnx-RHjbNkkuJuVtweylbiHAHUOIUHORD
dnildrg7VGvnjVK2Jv_47gyLQc8kweURgG5Zg6vauwbTyH7feCxMpfZ8BEQLSL
cLa_UUwWYNLAFMB3FwWQMIQgSJJi7u510k1B6Nh-KcNImvViDeD2gA
Figure 17: Signature, base64url-encoded
3.3.3. Output Results
The following compose the resulting JWS object:
0o Protected JWS header (Figure 16)

o Payload content (Figure 2)

o Signature (Figure 17)
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The resulting JWS object using the Compact serialization:

eyJhbGci0iJFUzUXMiIsImtpZCI6ImIpbGIvimIhZ2dpbnNAaG9iYm1leOb24uzX
hhbXBszSJ9

SXQncyBhIGRhbmdlcm9lcyBidXNpbmVzcywgRnJIvZG8sIGdvaw5nIG91dCB5b3V
YyIGRVb3IuIF1lvdSBzdGVwIGOudG8gdGhlIHJIVYWQSIGFuZCBpZiB5b3UgZGOuJ3
Qga2v1cCB5b3VyIGZz1ZzXQsIHR0ZXJ1J3Mgbhm8ga25vd21luzZzyB3aGVyZSB5hb3Ugh
WlnaHQgYmUgc3dlcHQgb2ZmIHRvVLg

GU4icJRWWqPONDHX2HQiIZGueMWosZnx-RHjbNkkuJuVtweylbiHAHUOIUHORD
dnildrg7vGvnjVvK2Jv_47gyLQc8kweURgG5Zg6vauw6TyH7feCxMpfZ8BEQLSL
cLa_UUwWYNLAFMB3FwWQMIgSJJi7u510k1B6Nh-KcNImViDeD2gA

Figure 18: Compact Serialization

The resulting JWS object using the JSON serialization:

{
"payload":
"'SXQncyBhIGRhbmd1lcm91lcyBidXNpbmVzcywgRnJvZG8sIGdvaw5nIG9o1d
CB5b3VYyIGRVH3IuIF1lvdSBzdGVwIGOudG8gdGh1lIHIVYWQSIGFuUZCBpZi
B5b3UgzG9uJ3Qga2Vv1cCB5b3VyIGZ1ZXQsIHR0ZXJ1J3Mgbhm8ga25vd21l
uzZyB3aGVyzSB5b3UgbwWlnaHQgYmUgc3d1lcHQgh2ZmIHRvVLG",
"signatures": [
{
"protected":
"eyJhbGciOiJFUzUXMiIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iY
mlOb24uzXhhbXBszSJ9",
"signature":
"GU41icJRWWQPONDHX2HQiIZGueMwWosZnx-RHjbNkkuJuvVtweylbiHA
HUOIUH9RDANildrg7VvGvnjVK2Jv_47gyLQc8kweURgG5Zg6vauw6T
yH7feCxMpfZ8BEqLSLcLa_UUwYNLAFMB3FwWQMIQgSJJi7u510k1B6N
h-KcNJmviDeD2gA"

Figure 19: JSON Serialization
3.4. HMAC-SHA2 Integrity Protection

This example illustrates integrity protecting content using the
"HS256" (HMAC-SHA-256) algorithm.

3.4.1. Input Factors

The following are supplied before beginning the signing operation:



Miller Expires June 7, 2014 [Page 13]



Internet-Draft JOSE Cookbook December 2013
o Payload content; this example uses the content from Figure 1,
encoded using [RFC4648] base64url to produce Figure 2.
0o AES symmetric key; this example uses the key from Figure 20.

o "alg" parameter of "HS256".

{
"kty": "oct",
"kid": "@18c0ae5-4d9b-471b-bfd6-eef314bc7037",
"use": "sig",
k" "hJtXIZ2uSN5kbQfbtTNWbpdmhkV8FJG-0nbcémxCcYg"
}

Figure 20: AES 256-bit symmetric key
3.4.2. Signing Operation
The following are generated before completing the signing operation:

0 Protected JWS Header; this example uses the header from Figure 21,
encoded using [RFC4648] base64url to produce Figure 22.

{
"alg": "HS256",

"kid": "©18c0ae5-4d9b-471b-bfd6-eef314bc7037"
Figure 21: Protected JWS Header JSON

eyJhbGci0iJIUZIANiIsImtpZCI6IjAXOGMWYWULILTRKOWItNDCXYi1iZmQ2LW
V1ZjMXNGJIjNzAzNyJ9

Figure 22: Protected JWS Header, base64url-encoded
Performing the signature operation over the combined protected JWS
header (Figure 22) and Payload content (Figure 2) produces the
following signature:

BC8xgQaFNKezZieRIOz7wDzbpRyG_ombR9gDU22IBJEM

Figure 23: Signature, base64url-encoded
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3.4.3. Output Results
The following compose the resulting JWS object:
0 Protected JWS header (Figure 22)
o Payload content (Figure 2)
o Signature (Figure 23)
The resulting JWS object using the Compact serialization:

eyJhbGci0iJIUZIAINiIsImtpZCI6IjAXOGMWYWULLTRKOWItNDCXY11iZmQ2LW
V1ZjMXNGJIjNzAzNyJ9

SXQncyBhIGRhbmdlcm91cyBidXNpbmVzcywgRnJvZG8sIGdvaws5nIG91dCB5bh3
VYyIGRVb3IuIFlvdSBzdGVwWIG9udG8gdGhlIHIVYWQSIGFuUZCBpZiB5b3UgZG9u
J3Qga2Vv1cCB5b3VyIGZ1ZXQsIHR0ZXJ1J3Mgbm8ga25vd21uzZzyB3aGVyZSB5hb3
UgbwlnaHQgYmUgc3d1lcHQgb2ZmIHRVLg

BC8xgQaFNKeZieRI0Oz7wDzbpRyG_ombR9gDU22IBJEM
Figure 24: Compact Serialization

The resulting JWS object using the JSON serialization:

{
"payload":
"SXQncyBhIGRhbmdlcm91lcyBidXNpbmVzcywgRnJvZG8sIGdvaw5nIG91d
CB5b3VYyIGRVb3IuIFlvdSBzdGVwIGOudG8gdGh1lIHIVYWQSIGFuZCBpZi
B5b3UgzG9uJ3Qga2Vv1cCB5b3VyIGZ1ZXQsIHR0ZXJ1J3Mgbhm8ga25vd2l
uzZyB3aGVyzSB5b3UgbwlnaHQgYmUgc3d1lcHQgh2ZmIHRvVLG",
"signatures": [
{
"protected":
"eyJhbGciOiJIUzIINIiISImtpZCI6IjAXOGMWYWULLTRKOWItNDCXY
i1iZmQ2LWV1ZjMXNGJIjNzAzNyJ9",
"signature":
"BC8xgQaFNKeZieRIOz7wDzbpRyG_ombR9gDU22IBJEM"

Figure 25: JSON Serialization

3.5. Detached Signature
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3.5.

5

This example illustrates a detached signature. This example is
identical others, except the resulting JWS objects do not include the
Payload content. 1Instead, the application is expected to locate it
elsewhere. For example, the signature might be in a meta-data
section, with the payload being the content.

1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 1,
encoded using [RFC4648] base64url to produce Figure 2.

0o Signing key; this example uses the AES symmetric key from Figure
20.

0o Signing algorithm; this example uses "RS256".

3.

.2. Signing Operation
The following are generated before completing the signing operation:

0 Protected JWS Header; this example uses the header from Figure 26,
encoded using [RFC4648] base64url to produce Figure 27.

The protected JWS header parameters:
{
"alg": "HS256",
"kid": "018cOae5-4d9b-471b-bfd6-eef314bc7037"

Figure 26: Protected JWS Header JSON

eyJhbGci0iJIUZIANiIsImtpZCI6IjAXOGMWYWULLTRKOWItNDCXYi1iZmQ2LW
V1ZjMXNGJIjNzAzNyJ9

Figure 27: Protected JWS Header, base64url-encoded
Performing the signature operation over the combined protected JWS
header (Figure 27) and Payload content (Figure 2) produces the
following signature:

ns-fXWMROYjG5KJIK5VAVAEQC9ZEHL4S1njJvw2yiRQw

Figure 28: Signature, base64url-encoded
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3.5.3. Output Results
The following compose the resulting JWS object:
0 Protected JWS header (Figure 27)
o Signature (Figure 28)
The resulting JWS object using the Compact serialization:

eyJhbGci0iJIUZIINIISImtpZCI6IjAXOGMWYWULLTRKOWItNDCXYilizmQ2LW
V1ZjMXNGJIjNzAzNyJ9

ns-fXWMROYjG5KJIK5VAVAEQC9ZEHL4S1njJvw2yiRQw
Figure 29: JSON Serialization
The resulting JWS object using the JSON serialization:

{

"signatures": [
{

"protected":
"eyJhbGciOiJIUzI1INiJ9",

"header": {
"kid":

"018c0ae5-4d9b-471b-bfd6-eef314bc7037"
I

"signature":
"LHbXRdr8vWfAWIPsViW2RDE5edTLiChP_6fRTDbwHBM"

Figure 30: JSON Serialization
3.6. Protecting Specific Header Fields
This example illustrates a signature where only certain header
parameters are protected. Since this example contains both
unprotected and protected header parameters, only the JSON
serialization is possible.

3.6.1. Input Factors

The following are supplied before beginning the signing operation:
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3.6.

3.6.

o Payload content; this example uses the content from Figure 1,
encoded using [RFC4648] base64url to produce Figure 2.

o Signing key; this example uses the AES symmetric key from Figure
20.

0 Signing algorithm; this example uses "RS256".
2. Signing Operation
The following are generated before completing the signing operation:

0 Protected JWS Header; this example uses the header from Figure 31,
encoded using [RFC4648] base64url to produce Figure 32.

0 Unprotected JWS Header; this example uses the header from Figure
33.

The protected JWS header parameters:

{

"alg": "HS256"
}

Figure 31: Protected JWS Header JSON
eyJhbGci0iJIUzI1NiJ9
Figure 32: Protected JWS Header, base64url-encoded

{

"kid": "@18cOae5-4d9b-471b-bfd6-eef314bc7037"
}

Figure 33: Unprotected JWS Header JSON
Performing the signature operation over the combined protected JWS
header (Figure 32) and Payload content (Figure 2) produces the
following signature:
LHbXRdr8vWfAWIPsViW2RDE5edTLiChP_6TfRTDbwHBM

Figure 34: Signature, base64url-encoded

3. Output Results

The following compose the resulting JWS object:


https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648

Miller Expires June 7, 2014 [Page 18]



Internet-Draft JOSE Cookbook December 2013

0 Protected JWS header (Figure 32)

0 Unprotected JWS header (Figure 33)
o Payload content (Figure 2)

o Signature (Figure 34)

The resulting JWS object using the JSON serialization:

{
"payload":
"SXQncyBhIGRhbmdlcm91lcyBidXNpbmVzcywgRnJvZG8sIGdvaw5nIG91d
CB5b3VYyIGRVb3IuIF1lvdSBzdGVwIGOudG8gdGh1lIHIVYWQSIGFuZCBpZi
B5b3UgZG9uJ3Qga2V1cCB5b3VyI6Z212XQsIHR0ZXJ1JI3Mghm8ga25vd2l
uzZyB3aGVyzSB5b3UgbwWlnaHQgYmUgc3d1lcHQgh2ZmIHRvVLG",
"signatures": [
{
"protected":
"eyJhbGciOiJIUzI1INiJ9",
"header": {
"kid":
"018cPae5-4d9b-471b-bfd6-eef314bc7037"
}I
"signature":
"LHbXRdr8vWfAWIPsViW2RDE5edTLiChP_6fRTDbwHBM"

Figure 35: JSON Serialization
3.7. Protecting Content Only

This example illustrates a signature where none of the header
parameters are protected. Since this example contains only
unprotected header parameters, only the JSON serialization is
possible.

3.7.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 1,
encoded using [RFC4648] base64url to produce Figure 2.

o Signing key; this example uses the AES key from Figure 20.
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0o Signing algorithm; this example uses '"RS256"
3.7.2. Signing Operation
The following are generated before completing the signing operation:

0 Unprotected JWS Header; this example uses the header from Figure

36.
{

"alg": "HS256",

"kid": "018cOae5-4d9b-471b-bfd6-eef314bc7037"
}

Figure 36: Unprotected JWS Header JSON

Performing the signature operation over the combined empty string (as
there is no protected JWS header) and Payload content (Figure 2)
produces the following signature:

RDrY7zngV8MifagUZpwWOyS2wWSIziPs1f9tQl1QYXCO8
Figure 37: Signature, base64url-encoded
3.7.3. Output Results
The following compose the resulting JWS object:
0 Unprotected JWS header (Figure 36)
o Payload content (Figure 2)
o Signature (Figure 37)

The resulting JWS object using the JSON serialization:

{
"payload":
"SXQncyBhIGRhbmd1lcm91cyBidXNpbmVzcywgRnJvZG8sIGdvaw5nIG91d
CB5b3VYyIGRVb3IuIF1lvdSBzdGVwIGOudG8gdGh1IHIVYWQSIGFuUZCBpZi
B5b3UgzG9uJ3Qga2Vv1cCB5b3VyIGZ1ZXQsIHR0ZXJ1J3Mghm8ga25vd2l
uZyB3aGVyZSB5b3UgbWlnaHQgYmugc3d1lcHQgb2ZmIHRvVLg",
"signatures": [
{
"header": {
"alg":
"HS256",
"kid":
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"018c0ae5-4d9b-471b-bfd6-eef314bc7037"
+

"signature":
"RDrY7zngV8MifagUZpwWOyS2wSIziPs1f9tQl1lQYXCe8"

JSON Serialization
3.8. Multiple Signatures

This example illustrates multiple signatures applied to the same

2013

payload. Since this example contains more than one signature, only

the JSON serialization is possible.

3.8.1. Input Factors

The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 1,
encoded using [RFC4648] base64url to produce Figure 2.

o Signing keys; this example uses the following:
* RSA private key from Figure 3 for the first signature
* EC private key from Figure 14 for the second signature
* AES symmetric key from Figure 20 for the third signature
0o Signing algorithms; this example uses the following:
* "RS256" for the first signature
* "ES512" for the second signature
* "HS256" for the third signature
3.8.2. First Signing Operation

The following are generated before completing the first signing
operation:

0 Protected JWS Header; this example uses the header from Figure 38,

encoded using [RFC4648] base64url to produce Figure 39.
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0 Unprotected JWS Header; this example uses the header from Figure

40.
{

"alg": "RS256"
}

Figure 38: Signature #1 Protected JWS Header JSON

eyJhbGci0iJSUzI1NiJ9

Figure 39: Signature #1 Protected JWS Header, base64url-encoded
{

"kid": "bilbo.baggins@hobbiton.example"
}

Figure 40: Signature #1 JWS Header JSON

Performing the first signature operation over the combined protected
JWS header (Figure 39) and the Payload content (Figure 2) produces
the following signature:

B4yWtHdh1WkVAB7hYEczTe4fNixKRbOV6XNTZ_ LMIRabj3wWLZe61BgWsaE_tXI
LGjS_hxIKY1Y1luKOOmC80VMGF-0j5T6mGKgcHxApoXbhTls9utFReQgg70pXNB
r9F1-Dn4K1kTEiVWZMJIQSEJ1jrGcznKj3bJTcEQO0ZPf16Yig01l39Vifani_qY
QrOFLzSdOWTdO7M3b4WRCRYHGZQ9ssZXVFQ2A2C73zDARzK]j3YBuUvgzKKTB_H
_aoCUHB8t0OhjE6XU5A6U11508s1dyYo-sYIe9wawWwwchM4snN_uWCAMecr4wmRIO
sb8rz7cRXK9MeH_6w8YntuDtgkCScdxQ

Figure 41: Signature #1, base64url-encoded

The following is the assembled first signature serialized as JSON:
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"protected": "eyJhbGci0iJSUzI1NiJ9",

"header": {
"kid": "bilbo.baggins@hobbiton.example"

3

"'signature":
"B4yWtHdh1WkVAB7hYEczTe4fNixKRbOV6XNTZ_LMIRabj3wWLZe61BgWsa
E_tXILG]jS_hxIkY1Y1uKOOmC8OVMGF-0j5T6mGKqCcHXApoXbhT1sQutFR
€Qgg70pXNBr9F1-Dn4K1kTEiVWZMJIQSEJ1jrGcznKj3bJITCEQOOZPT16Y
1g0139vifani_qYQrOFLzSdOWTdO7M3b4WRCRYHGZQ9SSZXVFQ2A2C73z
DARzKj3YBuUvgzKKTB_H_aoCUH8tOhjE6XU5A6U11508s1dyYo-sYIe9w
aWwchM4snN_uWCAMecr4wWmRIOsb8rz7cRXK9OMeH_6w8YntuDtgkCScdxQ"

Figure 42: Signature #1 JSON

3.8.3. Second Signing Operation

The following are generated before completing the second signing
operation:

0 Unprotected JWS Header; this example uses the header from Figure

43.
{

"alg": "ES512",

"kid": "bilbo.baggins@hobbiton.example"
}

Figure 43: Signature #2 JWS Header JSON

Performing the second signature operation over the combined empty
string (as there is no protected JWS header) and Payload content
(Figure 2) produces the following signature:

GliCVJIY7BmMNEpRTLTpWIKBjczIXDJjF1X1luppc24eYWPCJICNP8z1YRpIOMBN7wq
UkUOxPaSzcq-GppxhQTUQq27TsORK11Ab3i74DiNmsy_usLDyz1Sh2UCW- jF6WA
H1jg0fCa32H4zxnTIJV_uwMDyLuuXdwgHLfDOA1lhEyUogeY50A

Figure 44: Signature #2, base64url-encoded

The following is the assembled second signature serialized as JSON:

{

"header": {
"alg": "ES512",
"kid": "bilbo.baggins@hobbiton.example"

iy
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"signature":
"G1iCVJIY7BmMN6pPRTLFpWIKB]jczIXDJIjF1X1luppc24eYWPCJICNP8Zz1YRpIm
Bn7wqUkU®xPaSzcq-GppxhQTUg27TsORK11Ab3174DiNmsy_usLDyz1Sh
2UCW- jF6WAH1jq0fCa32H4zxnTIJV_uwMDyLuuXdwgHLTfDoA1hEyUoqgeY
50A"

Figure 45: Signature #2 JSON
3.8.4. Third Signing Operation

The following are generated before completing the third signing
operation:

0 Protected JWS Header; this example uses the header from Figure 46,
encoded using [RFC4648] base64url to produce Figure 47.

{
"alg": "HS256",

"kid": "018cOae5-4d9b-471b-bfd6-eef314bc7037"
Figure 46: Signature #3 Protected JWS Header JSON

eyJhbGci0iJIUZIINiIsImtpZCI6IjAXOGMWYWULLTRKOWItNDCXY11iZmQ2LW
V1ZjMXNGJIjNzAzNyJ9

Figure 47: Signature #3 Protected JWS Header, base64url-encoded
Performing the third signature operation over the combined protected
JWS header (Figure 47) and Payload content (Figure 2) produces the
following signature:

RDrY7zngV8Mi0agUZpwWOyS2WSIziPs1f9tQ1l1QYXC08

Figure 48: Signature #3, base64url-encoded

The following is the assembled third signature serialized as JSON:

{
"protected":
"eyJhbGciO1iJIUzIINiISImtpZCI6IjAXOGMWYWUILTRKOWItNDCXYiliZm
Q2LWV1ZjMXNGJIjNzAzNyJ9",
"signature":
"BC8xgQaFNKeZieRIOz7wDzbpRyG_ombR9gDU22IBJEM"
}

Figure 49: Signature #3 JSON
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3.8.5. Output Results
The following compose the resulting JWS object:
o Payload content (Figure 2)
0 Signature #1 JSON (Figure 42)
0o Signature #2 JSON (Figure 45)
0 Signature #3 JSON (Figure 49)

The resulting JWS object using the JSON serialization:

{
"payload":
"SXQncyBhIGRhbmdlcm91lcyBidXNpbmVzcywgRnJvZG8sIGdvaw5nIG91d
CB5b3VYyIGRVb3IuIF1lvdSBzdGVwIGOudG8gdGh1lIHIVYWQSIGFuZCBpZi
B5b3UgzG9uJ3Qga2v1cCB5b3VyIGZ1ZXQsIHR0ZXJ1J3Mgbhm8ga25vd2l
uzZyB3aGVyzSB5b3UgbwWlnaHQgYmUgc3d1lcHQgh2ZmIHRvVLG",
"signatures": [
{
"protected": "eyJhbGci0iJSUzI1NiJ9",
"header": {
"kid": "bilbo.baggins@hobbiton.example"
}I
"signature":
"B4yWtHdh1WkVAB7hYEczTe4fNixKRbOV6XnTZ_LMIRabj3WLZe61B
gWsaE_tXILGjS_hxIKkY1Y1luKOOmC80vmMGF-0j5T6emGKqcHxApoXbh
T1s9utFReQgg70pXNBr9F1-Dn4K1kTEiVWZMJIQSEJ1jrGcznKj3bJ
TcEQO0ZPf16Yig0139Vifani_qYQroOFLzSdOWTdO7M3b4WRCRYHGZ
Q9sSZXVFQ2A2C73zDARzKj3YBuUvgzKKkTB_H_aoCUH8tOhjE6XU5A
6U11508s1ldyYo-sYIe9waWwchM4snN_uwWCAMecr4WmRIOsb8rz7cR
XK9MeH_6w8YntuDtgkCScdxQ"

iy
{

"header": {
"alg": "ES512",
"kid": "bilbo.baggins@hobbiton.example"
}I
"signature":
"G1iCVJIY7BmMN6pRTLFpWIKBjczIXDJIjF1X1luppc24eYWPCICNP8z1Y
Rp9mBn7wqUkUOXxPaSzcq-GppxhQTUq27TsORK11Ab3174DiNmsy_u
SLDyz1Sh2UCW- jF6WAH1jq0fCa32H4zxnTIJIV_uwMDyLuuXdwgHLf
DoAlhEyUogeY50A"
3
{

"protected":
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"eyJhbGciOiJIUzIINIiISImtpZCI6IjAXOGMWYWULILTRKOWItNDCXY1
11ZmQ2LWV1ZjMxNGJIjNzAzNyJ9",
"signature":
"BC8xgQaFNKezZieRIOz7wDzbpRyG_ombR9gDU22IBJEM"

Figure 50: JSON Serialization
4. JSON Web Encryption Examples

The following sections demonstrate how to generate various JWE
objects.

All of the succeeding examples (unless otherwise noted) use the
following plaintext content, serialized as UTF-8, with line breaks
(U+OO0A LINE FEED) replacing some " " (U+0020 SPACE) characters to

improve formatting:

You can trust us to stick with you through thick and thin--to
the bitter end. And you can trust us to keep any secret of
yours--closer than you keep it yourself. But you cannot trust
us to let you face trouble alone, and go off without a word.
We are your friends, Frodo.
Figure 51: Plaintext content

4.1. Key Encryption using RSA v1.5 and AES-HMAC-SHA2
This example illustrates encrypting content using the "RSA1_5"
(RSAES-PKCS1-v1_5) key encryption algorithm and the "A128CBC-HS256"
(AES-128-CBC-HMAC-SHA-256) content encryption algorithm.

4.1.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 51.
0 RSA public key; this example uses the key from Figure 52.

o "alg" parameter of "RSA1_5".

o "enc" parameter of "A128CBC-HS256".

"ktyll : ||RSAII,
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"kid": "frodo.baggins@hobbiton.example",

"use": "enc",

"n": "maxhbsmBtdQ3CNrKvprUE6Nn91YcregDMLYNeTAWCLj8NNPU9XIYe
gTHVHQjXKDSHP21-F5jS7sppGlwgdAqZyhnwWvXhYNvcM7RfgKxgN
X_XAHX6T3yy7s-MIPSNCwPC21h6UAKR4IOOENVI1lrypM9Pi41BUO
p9t5fS9W5UNwaAllhrd-0sQGPjIeIldeHTwx-ZTHU3C60PuU_LJI1
6hKn9wbwaUmA4cR5Bd2pgbaY7ASgsjCUbtYJaNIHSoHXprudJzZKU
MAzVOWOKPfA60PI4o0ypBadjvMz4ZAj3BnXaSYsEZhaueTXvZB4eZ
OAjIyh2e_VOIKVMsnDrJYAVotGlvMQ",

"e":  "AQAB",

"d": "Kn9tgoHfiTVi8uPu5b9TnwyHWG5dK6REOUFd1pCGNIN7ZEi963R7
wybQ1PLAHmMPIbNTztfrheoAniRVINCIgXaW_qS461xiDTp4ntEPnN
gcKsy05jMAji7-CL8vhpYYowNFvIesgMoVaPRYMYTOTW63hNMOaw
s7USZ_hLg60e1mYOVHTI3FucjSM86NTTf40IENt43r2fspgEPGRrd
E6fpLc90aq-qeP1GFULimrRdndm-P8q8kvN3KHINAtEgrQAgTTgz
80S-3VDOFgWfgnb1PNmiuPUX080pI9KDIfu_acc6fgldansNalgXe
6RESVhGPH2af jHqSy_Fd2vpzj85bQQ",

"p": "2DwQmZ43FoTnQ8IkUj3BmMKRT5EN2mizZASXEJ2MinUE3sdTYKSL
taEoekX9vbBZuwxHdVhM6UNKCJ_2iNk8Z0ayLYHLO_G21laxXf9-un
yNEPUSH7HHTKk1LpYAz00x1ZgV1joxAdWNn3hiEFrjZLZGS710H-a
3QQ1DDQ0J0J2VFmU",

"q": "te8LY4-W7IyagH1EXujjMgkTALTeRbvOVLQNTLY2XINNrWdwiQ93
_VF@99aP1ESeLja2nw-6iKIe-qT7mtCPozKfVtUYfz5HrJ_XY2kf
exJINb91hZHMv5p1skZpeIS-GPHCC6gR1Ko1qg-idn_gxyusfWv7w
Ax1SVfQfk8d6EtO",

"dp": "UfYKcL_or492vVcOPzwlLSplbg4L3-Z5wL48mwiswbpzOyIgd2xHT
HQmMJj JpFAIZ8q-zf9RMgIXkDrFs9rkdxPtAsL1WYdeCT5c125Fkdg
317JVRD01inX7x2Kdh8ERCreW8_4zXItuTl_KiXZNU51vMQjWwbIw
2eTx11lpsfloOryu",

"dg": "iEgcO-QfpepdH8FWdA7mUFyrXdnOkXJBCogChY6YKUIHGC_p8Le9M
bpFKESzEaL1N1EhTf3B60GB15Iz_ayUlZj2I0QZ82znoUrpa9fVYN
0t87ACfzIG7q9MVv7RiPAderZzi@3tkVXAdaBau_9vs5rS-7HMtxkV
rxSUvJY14TkX1HE",

"gi": "KkC-1zZOqoFazZCr510tOVtREKoVqaAYhQigqIRGL-MzS4sCmRkxm5v
Z1XYx6RtE1n_AagjgajlkjieG1xTTThHD8Iga6foGBMaAr5uR1hG
QpSc7G1l7CF1DZkBIMTQNGEsShYzZfxWO8mIO8M6RzuhObeL6fGImk
DcIyPrBXx2bQ_mM"

Figure 52: RSA 2048-bit Key, in JWK format
(*NOTE*: While the key includes the private parameters, only the
public parameters "e" and "n" are necessary for the encryption
operation.)

4.1.2. Generated Factors

The following are generated before encrypting:
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o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 53

o Initialization vector/nonce; this example uses the initialization
vector from Figure 54

vQ6_Pof-pnIBBB_ghAxzuusbc25hFCB1pJuBIN7yMNU
Figure 53: Content Encryption Key, base64url-encoded
mR-71neQlGq9vxe_udL4LA
Figure 54: Initialization Vector, base64url-encoded
4.1.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 53) with
the RSA key (Figure 52) results in the following encrypted key:

IDNYysyXa210ifTY_cy7sB7vAa90oHKE4RZZ78r88TdrGlKWbz1tMIw4dsJ7xpNo
VR8KZDHLeJUwiaQKIjwBFs2Dytdk4gHhVDc2rx9F2vHN2S1vQuC_TYs1bSDLHX
nnZkH2_yml1Jz2saY5RJAjh-90HCMcTJII-j7hJIpMEImvWt_XrDp9tBbyOxyjdwd
teAtwyJIxD5nyzBUGTsfaCzfqZTF_3BJUu2AKYUuE10KEMbBO8EJVT1PP1JSS73qy
UQEt80000H1YTicOwwwwhyiNshdrA4zQSeC2MOyxzDcQvXswQHQs1bXA8K-KJa
B-u6gkDMAWA1t JECh4R58z9WsYKyrhAw

Figure 55: Encrypted Key, base64url-encoded
4.1.4. Encrypting the Content
The following are generated before encrypting the plaintext:

0 Protected JWE Header; this example uses the header from Figure 56,
encoded using [RFC4648] base64url to produce Figure 57.

{
"alg": "RSA1_5",
"kid": "frodo.baggins@hobbiton.example",
"enc": "A128CBC-HS256"

}

Figure 56: Protected JWE Header JSON

eyJhbGci0iJSUGEXXzUiLCJIrawQiOiJmcm9kby5iYwWdnawW5zQGhvYmJpdG9uLm
V4YW1wbGUiLCJ1bmMi0iJBMTI4QOJIDLUNTMjU2INO

Figure 57: Protected JWE Header, base64url-encoded


https://datatracker.ietf.org/doc/html/rfc4648
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Performing the content encryption operation on the Plaintext (Figure
51) using the following:

o CEK (Figure 53);
o Initialization vector/nonce (Figure 54); and
0 Protected JWE header (Figure 56) as authenticated data
produces the following:
o Ciphertext from Figure 58.
0 Authentication tag from Figure 59.
LecEGK89H00zWbbh97kmO@4mExBgZpOKO8LMFTJIgfTgNjHW5VSPhOQMww7zqSkl
a_8ZPoWIzmlY6XGtKLA9enpRFTrHZXZXTH9eGOP9PjSIC20NsGVweYeYc_17m2
VvyC_E1BzTQ9jb3wS1DxrqSX6YR]jJI5mgXx8ZX3t IW-wWVZfW8-PSEXb4G1Bi221iQ
goXfx8yHYfv-1XWlaQ2HjDwWl21Mab41lawW4ZYKt8mawZiglK4XckGv7-whchA42
VB4pNOQMY7e9BTyvm-DwVSS3U12bX3jz9kB--aTLxGt19sR7z1ZgAyfRqoSs0OS
0p9J35heE89JveLIAjnuXH2ShsFOIW6T4HEYXFh9QsSAF4TRdAnpRs4
Figure 58: Ciphertext, base64url-encoded

3AIdt JkgAKkWuhBdF08ilL8A

Figure 59: Authentication Tag, base64url-encoded

4.1.5. Output Results
The following compose the resulting JWE object:

0 Protected JWE header (Figure 57).

0o Encrypted Key (Figure 55).

o Initialization vector/nonce (Figure 54).
o Ciphertext (Figure 58).

o Authentication Tag (Figure 59).

The resulting JWE object using the Compact serialization:

eyJhbGci0iJSUGEXXzUiLCJIrawQiOidmcm9kby5iYwWdnawW5zQGhvYmJpdG9uLm
V4YW1wbGUiLCJ1bmMi0iJBMTI4QOJIDLUNTMjU2INO

IDNYysyXa210ifTY_cy7sB7vAa9oHKE4RZZ78r88TdrGlKWbz1ltMIwdsJ7xpNo
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VR8KZDHLeJUwiaQKIjwBFs2Dytdk4gHhVDc2rx9F2vHN2S1vQuC_TYs1bSDLHX
nnZkH2_ym1Jz2saY5RJAjh-90HCMcTJII-j7hJIpMEImvWt_XrDp9tBbyOxyjdwd
teAtwyJIxD5nyzBUGTsfaCzfqZTF_3BJUu2AKYUuE10KEMbBO8EJVT1PP1JSS73qy
UQEt80000H1YTicOwwwwhyiNshdrA4zQSeC2MOyxzDcQvXswQHQs1bXA8K-KJa
B-u6gkDMAWA1t JECh4R58z9WsYKyrhAw

mR-71neQlGq9vxe_udL4LA

LecEGK89H00zWbbh97kmO4mEXBgZpOkO8LMFTJIgFTqNjHW5VSPhOQMww7 zqSk1
a_8ZPoWIzmlY6XGtKLA9enpRFTrHZXZXTH9eG9P9PjSIC20NsGVweYeYc_17m2
VyC_E1BzTQ9jb3wS1DXxrqSX6YR]jJI5mgx8ZX3t IW-wWVZTfW8-PSEXb4G1Bi221iQ
goXfx8yHYfv-1XwWlaQ2HjbDwWl21Mab41law4ZYKt8mawZiglK4XckGv7-whchA42
VB4pNOQMY7e9BTyvm-DwVSS3U12bX3jz9kB- -aTLxGt19sR7z1ZgAyfRqo0Ss0OS
0p9J35heE89JveLIAjnuXH2ShsFO1W6TA4HEYXFh9QsSAF4TRdnpRs4

3AIdtJkgAkWuhBdF08ilL8A
Figure 60: Compact Serialization

The resulting JWE object using the JSON serialization:

{
"recipients": {
"encrypted_key":
"IDNYysyXa210ifTY_cy7sB7vAa9oHKE4RZZ78r88TdrGlKwbz1tMJIw4
sJ7xXpNOoVR8KZDHLeJUwiaQKIjwWBFs2Dytdk4gHhVDc2rx9F2vHN2S1v
QUC_TYs1bSDLHxnnZkH2_yml1Jz2saY5RJAjh-90HCMcTJII-j7hIpMEJ
mvWt_XrDp9tBbyOxyjdwdteAtwyIxD5nyzBUGTsfaCzfqZTF_3BJu2A
KyuE10KEMbBO8EJVf1PP1JSS73qyUqEt80000H1YTicOwwwwhyiNshd
rA4zQSeC2MOyxzDcQvXswQHQs1bXA8K-KJaB-u6gkDMAwWALt JECh4R5
8z9WsYKyrhAw"
+
"protected":
"eyJhbGci0iJSUGEXXzUiLCJrawQi0iJmcm9kby5iYwWdnaw5zQGhvYmJpd
GOULmMV4YW1wbGUiLCJ1bmMiOiJBMTI4Q0JDLUNTMjuU2INn0",
"iv":
"mR-71neQlGq9vxe_udL4LA",
"ciphertext":
"LeCEGK89H00zWbbh97kmO4mEXBgZpOkO8LMFTJIgFfTqNjHWSVSPhOQMww7
zqSkla_8ZPoWIzmlY6XGtKLA9enpRFTrHZXZxTH9eG9P9PjSIC20NSGVw
eYeYc_17m2vyC_E1BzTQ9]jb3wS1DxrqSX6YR]jI5mqx8ZX3t IW-wWVZFw8
-PSEXb4G1Bi22iQgoXfx8yHYfv-1XwlaQ2HjDWl21Mab41law4ZYKt8maw
ZiglK4XckGv7-whchA42VB4pNOQMY7e9BTyvm-DwVSS3U12bX3jz9kB- -
aTLxGt19sR7z1Z2gAyfRqoSs0Sop9J35heE89JveLIAjnuXH2ShsFO1WET
AHEYXFh9QSAF4TRdnpRs4",
"tag":
"3AIdt JkgAkWuhBdFo8iL8A"
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Figure 61: JSON Serialization

4.2. Key Encryption using RSA-OAEP with A256GCM
This example illustrates encrypting content using the "RSA-OAEP"
(RSAES-0AEP) key encryption algorithm and the "A256GCM" (AES-GCM)
content encryption algorithm.

4.2.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the plaintext from Figure 51.
0 RSA public key; this example uses the key from Figure 62.

o "alg" parameter of "RSA-OAEP"

o "enc" parameter of "A256GCM"

{
"kty": "RSA",
"kid": "samwise.gamgee@hobbiton.example",
"use": "enc",
"alg": "RSA-OAEP",
"n": "wbdxI55VaanzXPY29Lg5hdmv2XhvgAhoxUkanfzf2-5zVUxa6prH

RrI4pP1AhoqJR1ZfYtWWd5mmHRG2pAHI1hOYySJIOwiOBioZB1l1XP2
e-C-FyXJGCTyOHdKQW1rfhTm42EW7VvO4r4gfaobuxjLGwfpGrZL
arohiWCPnkNrg71S2CuNZSQBIPGjXfkmIy2tl VWgGnL22GplyXj
5Y1BLdxXp3XeStsqo571utNfoUTUBE4qdzJ3U1DItoVKPGSMwlmm
NnJiwA7sXRItBCivR4M5qnZtdw-7v4WuR4779ubDuJ5nalMv2S66 -
RPcnNFAzZWSKXxtBDNFJJDGIUe7TzizjglnmsOXg_yPub_UOlwWnGec8
S5FCft1hACpWG8schroBeNgHBODFskYpUc2LC5JA2TaPF2dA67dgl
TTsC_FupfQ2kNGCE1LgprxKHcVWYQb86B-HozjHZcqtauBzFNV5t
bTuB-TpkcvJfNcFL1H3b8mb-H_ox35FjqBSAjLKyoeqfKTpVjvXh
dO9knwgJfeVKq6UC418_TOLljMVFFTWXUX1nfhOOnzW6HSSzD1c9w
rcuvVzsUMv54szidQ9owf1cYWf3g5qFDXxDQKis99gcDaiCAwWM3yEBI
zuNeeCab5dartHDb1XxEB_HcHSeYbghbMjGfasvKn@azRsnTyCOxhw

BlsolZzE",
IIeH: “AQAB",
"d": "n7fzJc3_WG59VEOBTkayzuSMM7800JQuZjN_KbH810ZG25Z0A7T4

BXxccOXxQn50ZE5uSCIwg910CtOIvxPcpmqzalZglnirjcwWzZ-oBtVk
79CAWq-B3ghfF3izlbkosrzjHajIcY33HBhsy4_WerrXg4MDNE4H
Yojy68TcXT2LYQRXUOCT5TtIXvM801lex1SGtVnQnDRUtXEUCwWiew
fmmrfveEogLX9EA-KMgAjTiISXXqIXQhWUQX1G7v_mV_Hr2YuImY
cNcHkRVp9E700k0876Dhk08v4U0ZLWA101UX98mkoqwc58A_Y21B
YbVx1_s51pPsEgbbH-nqIjhifLOgdNfihLxnclwWtW7pCztLnImZA
yeCWAG7ZIfv-Rn9fLIVIjZ6r7r-MSHIsqbuziHN2grGjD_jfR1uM
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Ha0184fFK16bcqN1JIWXxPVhzNZo@1lyDF-1LiQnqUYSepPf6X3a2S0
dkgqBR1iqUEGEVLUSYIDpJq3jDIsgoL8MolLoomgiJIxUwL_GWEOGuU2
8gplyzm-9QOUONyhEf1uhSR8aJAQWALIFIMWHS5W_IQT9I7-yrindr
_2fWQ_1i1UgMsGzA7a0GzZfP1jRy6z-tY_KuBGOO-28S_awWvjyUc-
Alp8AUYKjBZ-7CWH32fGWK48j1t-zomrwjL_mnhsPbGsOcOWsWgR
zI-K8gE",

"p": "7_2v30QZz1PFcHyYfLABQ3XP85Es4hCdwCkbDeltaUXgVy91l9etK
ghvM4hRkOvbbO1kYVULFMXIKCDtpi-zLCYAdXKrAK3PtSbtzld_X
Z9nlsYa_QZWpXB_IrtFjVfdKUdMz94pHUhFGFj7nr6NNxfpiHSHW
FE1zD_AC3mY46J961Y2LRnreVwAGNw53p07Db8yD_92pDa97vqcZ
0dgtybH9g6uma-RFNh01A0iJhYZj69hjmMRXx-x56H09cnXNbmzN
SCFCKNQmMNn4GQLMRj9sfhZRqL94bbtE4_e0Zrpo8RNO8VXRLOQNWI
y85fc6BRgBJomt8QdQvIgPgwWCv5HoQ",

"q": "zgOHK1P6WN_rHuUM7ZF1cXHOX6RUOHQ67WuUHiSkngQeefGBA9PWs6
ZyKQCO-06mKXtcgE8_Q_hA2kMRcKOcvHil11hgMCNSX1f1M7WPRPZ
u2qCbcqssd_uMbP-DqYthH_EzwL9KnYoH7 JQFxxmcv5An8oXUtTw
k4knKjkIYGRuUwWfQTusOwiNTjFAYyXx00iAQ37ussICE6C6ZSSM3n4
1U1lbJ7TCgewzVJaPJIN5cxjySPZPD3Vp01a9YgAD6a3IIakKJdIxJS
1ImnfPevSJQBE79-EXe2kSwVg0Ozvt -gsmM29QQ8veHy4uAqcasdZ
zZMs7hkkHtw1z@jHV90epQJJ1XXnH8Q",

"dp": "190DkBh1AXelMIXQFm2zZTqUhAzCIr4XNIGEPNoDt1jK83_FJA-X
nx5kA7-1erdHdms_Ef67HSONNV5A60JaR7w8LHNDiBGNnjdaummuO
8XAxQJ_iab5mxjxNjS6E2yD44US02JImHvzeeNczq25elqbTPLhUpPG
01IZuG72FZQ5gTjXoTXC2-xtCDEUZfaUNh4IeAipfLugbpe®@JAFL
FfrTDAMUFpC3iXjxqzbEanflwPvj6VvV9iDSgjj8SozSMOdLtxvueL
IeIQAeEQT_yXcrKGmpKdS008kLBx8VUjkbv_3Pn20Gyu2YEuwpFl
M_HINikuxJINKFGmnAQq9LcnwwTOjvoQ",

"dg": "S6p59KrlmzGzaQYQM300XFHCGVTgHLYjCO557HYQf7209kLMCTd_
1VBEqeD-1jjwELKDjck8k0OB15UvohK1oDfSP1DleAy-cnmL29DgW
mhgwM1ip@CCNmkmsmDS1qkUXDi6sAazuntyukyflI-qSQ3C_BafP
yFaKrtl1fgdyEwYa08pESKwwWisy7KnmoUval3SaHmohFS78TJ25c¢
fc1OwZ9hQNOrIChz1lkiOodFCtxDgdmCgNacnhgE3bZQjGp3n830DS
z9zwJcSUVOD1XBPCc2AycH6Ci5yjbxt4Ppox_5pjm6xnQkiPgj01G
psUssMmMBN7iHVSrE7N2iznBNCeOUIQ",

"qi": "FZhC1BMywVVjnuUud-05qd5CYUOdK79akAgy90X6RX6I3IIIPckC
CciRrokxglzZn-omAY5CnCe4KdrnjFOT5YUZE7G_Pg44XgCXaarLQf
4h1800PEf6-jJ5Iy6wPRX7G2e8qLxnh9c0df -kRgqg0S3F48Ucvw3
ma5V6KGMwWQqWFeV31Xtz815cVI-I3NzBS7qltpuvgz2Ju@2leyc?
I1qgzR98(gKON127DUEESOaKOWE97jnsy027Yp88wWa2RiBrEocM89
QZI1seJiGDizHRUP4UZxw9zsXww46wyOP6T9grnYp7t8LkyDDk8e
0I4KX6SNMNVCYVS9IWj1lq8EzqZEKIA"

Figure 62: RSA 4096-bit Key
(*NOTE*: While the key includes the private parameters, only the

public parameters "e" and "n" are necessary for the encryption
operation.)
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4.2.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption CEK (CEK); this
example uses the key from Figure 63.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 64.

O9ENDWFdf6KCPO9QbQQdhhoyFE5G0GAjdShgLGLo18k
Figure 63: Content Encryption Key, base64url-encoded
MKccO3TLKaMB67z]j
Figure 64: Initialization Vector, base64url-encoded
4.2.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 63))
with the RSA key (Figure 62) produces the following encrypted key:

WaQnEArx6u7NR1v6008qNgsMpo-UFVXs_ALQEbAhQJVOXMyNgacRhYoujIOF1lt
i0u_ofz6Yh93Pu83iTZYIGKOTFD4C62-kSiX5ENn1-UyORiMca925XxPItbOE6GYV
8sbzwzTBC-rzPXN9qrfPvKCdrlwbJv60QAUbtreKpG8yD17YYyKw9qgedx7BrSc
9TCVNH8ahrC9301Qp_rzIPdkt92A8yhAje_cxMMaMHZ4YmIN_u05120iJhp6bg
5S_zPlpgmd5-BrpUIGmHOhwuBk2Z5Djbm47Y10sNZUWIB69JBFazaDhGGRhsTM
eceRRhhGaG94gP2uzS42h1fZjYDH9ZNXVXXHJ-4zqj8sM-LHLH16uDTVkvYaUw
ZPTUAj55fBKBs-0807rLCce8AWXEDBugm-8rTnakLss5_Hc7161RC8K4IJWnwWB
ZGLF1M1jRApPbEWASHZ061ku45WLGC64NLDdNyGahFXWOEikKXCE21Jc7160RTF
EeiOXazZGtJIhYTjsuPr5IYJr8fWX_NC1lylxqYW1JInfLKklIemtznHTXvq7de6Vx
eSucwBk1B24oafBFSeMEGBqKFQPhCBaAqCdJL1NkMhA9D6gqJkjluT1Aj0_Dg8
ikwSP2dG3grGlrl16EtTuhA-j_ArrgLzvSoJU51Nu_1k3usrvgIWLZ891i8Zt05S
A

Figure 65: Encrypted Key, base64url-encoded
4.2.4. Encrypting the Content
The following are generated before encrypting the plaintext:

o Protected JWE Header; this example uses the the header from Figure
66, encoded using [RFC4648] base64url to produce Figure 67.

{
"alg": "RSA-OAEP",

"kid": "samwise.gamgee@hobbiton.example",


https://datatracker.ietf.org/doc/html/rfc4648
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"enc": "A256GCM"

Figure 66: Protected JWE Header JSON

eyJhbGci0iJSUGEtTOFFUCISImtpZCI6INNhbXdpc2UuZ2FtZ2V1QGhvYmIpdG
9uLMV4YWiwbGUiLCJ1bmMi0OiJBMjU2RONNING

Figure 67: Protected JWE Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 51) with the following:

0 CEK (Figure 63);

o Initialization vector/nonce (Figure 64); and

0 Protected JWE Header (Figure 67) as authenticated data
produces the following:

0 Ciphertext from Figure 68.

o Authentication tag from Figure 69.

dLMYOKvVtY8Adfc8Tg41SKE1vvzBi2MJcSKDss11-jjOS_NIjI3P956z_qhzgJd
3bVLTVPri1p8JcThDcqTZtrA4ShYpyyTrBnEzOOyyzv4h6WWiuoCJITFI1Gxzm-J
PINAPYifgOSOE5RKk5L64yDtotBPOAMTZZ4AWjatyA1lRcgD5hVhP2HrqIVGOj1S
b5g5tz4fi5vmSwIhGOeOxwgLvuryjn-8ECi_5LkdUiC3wQP53pZRtgmwmACy(q_
uxXvTpbUWSGnallLKaup-UC1PkOUGVHFa83wgkarkJbSkA0ZoVtebBJ_XvwNlfel
VRDk8hxh@AmPvvsMiantgQ4o0E6LCjOWK]j6C4UNSWgla8zhousjsSQ
Figure 68: Ciphertext, base64url-encoded
vCmVSWBtadRAKUhtizP5tw
Figure 69: Authentication Tag, base64url-encoded
4.2.5. Output Results
The following compose the resulting JWE object:
o Protected JWE header (Figure 67)

0o Encrypted key (Figure 65)

o Initialization vector/nonce (Figure 64)
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0 Ciphertext (Figure 68)
o0 Authentication tag (Figure 69)
The resulting JWE object using the Compact serialization:

eyJhbGCci0iJSUGEtTOFFUCISImtpZCI6INNhbXdpc2Uuz2FtZ2V1QGhvYmJIpdG
uULMV4YW1wbGUiLCJ1bmMi0iJIBMjU2RONNING

WaQnEArx6u7NR1v6008gNgsMpo-UFVXs_ALQEbAhQJIVOXMyNgacRhYoujIOF1lt
10u_ofz6Yh93Pu83iTZYIGKOTFD4C62-kSiX5ENn1-UyORiMca925XxPItbOE6GY
8sbzwzTBC-rzPXN9qrfPvKCdrlwWbJv60QAUbtreKpG8yD17YYyKw9qgedx7BrSc
9TCVvNH8ahrC9301Qp_rZIPdkt92A8yhAje_cxMMaMHZ4Ym1N_u05120iJhp6bg
5S_zPlpgmd5-BrpUIGmHOhwuBk2Z5Djbm47Y1osNZUWIB69JBFazaDhGGRhsTM
eceRRhhGaG94gP2uzS42h1fZjYDH9zZNXVXXHJ-4zqj8sM-LHLH16uDTVkvYauUw
ZPTUAj55fBKBs-0807rLCce8AWXEDBuUgm-8rTnakLss5_Hc7161RC8K4IJWnwB
ZGLF1M1jRApbEWASHZ061ku45WLGC64ANLDdNyGahFXWOEikKXCE21Jc7160RfF
EeiOXazGtJhYTjsuPr5IYJr8fWX_NClylxqYW1lInfLKklIemtznHTXvq7de6Vx
eSucwBk1B24o0afBFSeMEGBqKFQPhCBaAqCdJL1NkMhA9D6gqJkjluT1Aj0_Dq8
ikwSP2dG3grGlr16EtTuhA-j_ArrgLzvSoJU51Nu_1k3usrvgIWLZ891i8Zt05S
A

MKccO3TLKaMB67z ]

dLMYOKvVtY8Adfc8Tg41SKE1vvzBi2MJcSKDss11-jjOS_NIjI3P956z_qhzgJd
3bVLTVPri1p8JcThDcqTZtrA4ShYpyyTrBnEzOOyyzv4h6WWiuoCJITFI1Gxzm-J
PINdPYifgOSOE5RKKk5L64yDtotBPOAMTZZ4W]jatyAlRcgD5hVhP2HrqIVGOj1S
b5g5tz4fi5vmSwIhGOeOxwgLvuryjn-8ECi_5LkdUiC3wQP53pZRtgmwmACy(q_
uXvTpbUWSGnallLKaup-UC1PkOUGVHFa83wgkarkJbSkA0ZoVtebBJ_XvwNlfel
VRDk8hxhOAmPvvsMiantgQ4o0E6LCjOWK]j6C4UNSWgla8zhousjsSQ

vCmVSWBtadRAKUhtizP5tw
Figure 70: Compact Serialization

The resulting JWE object using the JSON serialization:

{
"recipients": [
{
"encrypted_key":
"WaQnEArx6u7NR1v6008qNgsMpo-UFVXs_ALgEbAhQJVOXMyNgacRh
YoujIOF1tiOu_ofz6Yh93Pu83iTZYIGKkOfFD4C62-kSiX5Enl-Uy0
RiMca925XxPItb0OE6vV8shbzwzTBC-rzPXN9qrfPvKCdrlwbJv60QAU
btreKpG8yD17YYyKw9qedx7BrSc9TCvNH8ahrC9301Qp_rzIPdkt9
2A8yhAje_cxMMaMHZ4Ym1N_u05120iJhp6bg5S_zPlpgmd5-BrpUI
GmHOhwuBk2Z5Djbm47Y1osNZUWIB69JBFazaDhGGRhsfMeceRRhhG
aG94gP2uzS42h1fZjYDH9ZNXVXXHJI-4zq]j8sM-LHLH16uDTVKkvYaU
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WZPTUAj55fBKBS-0807rLCce8AWXEDBugm-8rTnakLss5_Hc7161R
C8K4IJWnWBzGLF1M1jRApbEWASHZ061ku45WLGC64NLDdnyGahFxW
9Ei1ikKXCE21Jc7160RfFE€iO0XazGtIhYTjsuPr5IYJr8fwWX_NClylx
gYW1InfLKklIemtznHTXvq7de6VxeSucwBk1lB240afBFSeMEGBQKF
QPhCBaAqCdJL1INkMhA9D6gqJkjluT1AjO_Dg8ikwSP2dG3grGlrl6
EtTuhA-j_ArrgqLzvSoJU51Nu_1k3usrvgIWLZ8918ZtO5SA"
}
1

"protected":
"eyJhbGciO1iJSUGELtTOFFUCISImtpZCI6INNhbXdpc2UuZ2FtZ2V1QGhvY
mJIpdGOuLmMV4YW1wbGUiLCJ1bmMi0iJBMjU2RONNING",
"iv":
"MKcc03TLKaMB67zj",
"ciphertext":
"dLMYOKvVtY8Adfc8Tg41SKElvvzBi2MJCcSKDss11-jjOS_NIjI3P956z_
ghZgJ3bVLTVPri1p8JcThDcqTZtrA4ShYpyyTrBnEzOOyyzv4h6WwWiuoCJ
TfI1Gxzm-JPJINdPYifgOSOE5RKk5L64yDtotBP9AMTZZ4WjatyAlRcgD5
hVhP2HrqIVG0j1Sh5g5tz4fi5vmSwIhGOeOxwgLvuryjn-8ECi_5LkdUi
C3wQP53pZRtgmwmACYyq_uXvTpbUwWSGnallLKaup-UC1PkOUGVHFa83wgka
rkJbSkA0zoVtebBJ_XvwN1lfelVRDk8hxhOAmPvvsMiantgQ40E6LCjOWK
j6C4UNSWgla8zhousjsQ",
"tag":
"vCmvVSwWBtadRAKUhtizP5tw"

Figure 71: JSON Serialization

4.3. Key Wrap using PBES2-AES-KeyWrap with AES-CBC-HMAC-SHA2
The example illustrates encrypting content using the
"PBES2-HS512+A256KW" (PBES2 Password-based Encryption using HMAC-
SHA-512 and AES-256-KeyWrap) key encryption algorithm with the
"A128CBC-HS256" (AES-128-CBC-HMAC-SHA-256) content encryption
algorithm.

4.3.1. Input Factors

The following are supplied before beginning the encryption process:

o Plaintext content; this example uses the plaintext from Figure 72
(*NOTE* all whitespace added for readability)

0 Password; this example uses the password from Figure 73
o "alg" parameter of "PBES2-HS512+A256KW"

o "enc" parameter of "A128CBC-HS256"
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{
"keys": [

{
"kty": "oct",
"kid": "77c7e2b8-6e13-45cf-8672-617b5b45243a",
"use": "enc",
"alg": "A128GCM",
"k":  "XctOhJAKA-pD9Lh7Zgw_2A"

}/

{
"kty": "oct",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"use": "enc",
"alg": "A128KW",
k" "GZy6sIZ6w19NJOKB-jnmvQ"

}I

{
"kty": "oct",
"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
"use": "enc",
"alg": "A256GCMKW",
k" "qC571_uxcm7Nm3K-ct4GFjx8tM1U8CZONLBvdQstiS8"

}

]
}

Figure 72: Plaintext Content
entrap_o_peter_long_credit_tun
Figure 73: Password
4.3.2. Generated Factors
The following are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 74.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 75.

LbIgtugy30YW-gpNaXZro-2naGkhnyw9ONnXDrijI4EI

Figure 74: Content Encryption Key, base64url-encoded
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HnJgms6_fzON6mpsSMLONHA

.3.3.

Figure 75: Initialization Vector, base64url-encoded

Encrypting the Key

The following are generated before encrypting the CEK:

(6]

(o]

Salt; this example uses the salt from Figure 76.

Iteration count; this example uses the interaction count 8192.

8Q1SzinasR3xchYz6ZZcHA

Figure 76: Salt, base64url-encoded

Performing the key encryption operation over the CEK (Figure 74))
with the following:

(o]

(o}

(0]

Password (Figure 73;

Salt (Figure 76), encoded as an octet string; and

Iteration count (8192)

produces the following encrypted key:

WY1x1MsMrbQogWoeXDasyESSjYi-31S4p8Uj1WMwNIOSO]7_KFQEOW

3.

4.3.4.

Figure 77: Encrypted Key, base64url-encoded

Encrypting the Content

The following are generated before encrypting the content:

(o]

Protected JWE Header; this example uses the header from Figure 78,
encoded using [RFC4648] base64url to produce Figure 79.

llpzsll :
"pzcll :
"algll :

"cty

"enc":

"8Q1SzinasR3xchYz6ZZcHA",
8192,
"PBES2-HS256+A128KW",
"JWK-SET+JSON",
"A128CBC-HS256"

Figure 78: Protected JWE Header JSON


https://datatracker.ietf.org/doc/html/rfc4648
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eyJWMNMi0iI4UTFTemluYXNSM3hjaF1l6N1paYOhBIiwicDJjIjo4MTkyLCJIhbG
€ci0iJQQkVTMi1IUzI1INitBMTI4S1cilCJjdHki01iJKVOstUOVUKOpTTO4iLCI1
bmMi0iJBMTI4Q0JDLUhTMjU2ING

Figure 79: Protected JWE Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 72) with the the following:

0o CEK (Figure 74);

o Initialization vector/nonce (Figure 75); and

0 Protected JWE header (Figure 79) as authenticated data
produces the following:

0 Ciphertext from Figure 80.

o Authentication tag from Figure 81.

B3902LfmeYhS_FiszP560P1VkHWNS6vukmQruL2DdoQgzwz8debUcWgo1lA9JIXE
BUk4rr4ALHcn8wA1lyRuzWOUlpk@LNBmBfrvdRpgItUQiknwa5UlKY_PqWIZKpJ
J-GgOQTaBTsfnffUbk3BD7eilludg3poI7EFHLSE7GN3nyuJKaCCdIkFngEekt
jM2WMUPPMuXracPftXsxJDPnUAwtCAESShnHozPEUpMIIgWnnlM8dlofYaDewX
WySoYn321leWpLGCZVaJIEEgAttFH2iZpbb3MNV1UifDMgMCUS-Xbg4ohDcgu3
dvOxWg81PNib-GyXoFU93HN9HEb1g81iZ6CfKVZ_KKvNS1oCVaoMKgPIf6Jgo-i
G4S_bblOma9esofjwIp-RU9h3fpx-taoMRvjb2pLEM1FQrYXkx5i3hfNOESSHR
BW1WyCWnVK8M7mHJUHQQBLOFWZMKjpgWa®OuZOnpZteZ04eyQKYSsBgyMRSuhF
6tceKFfxIWtclIno

Figure 80: Ciphertext, base64url-encoded
YLeY6UpSeM3dUNqg51Eu6Q
Figure 81: Authentication Tag, base64url-encoded
4.3.5. Output Results
The following compose the resulting JWE object:
0 Protected JWE header (Figure 79)
o Encrypted key (Figure 77)
o Initialization vector/nonce (Figure 75)

o Ciphertext (Figure 80)
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0o Authentication tag (Figure 81)
The resulting JWE object using the Compact serialization:

eyJWMNMi0iI4UTFTemluYXNSM3hjaF16N1paYOhBIiwicDJjIjo4MTkyLCJIhbG
€ci0iJQQkVTMi1IUzI1INitBMTI4S1cilLCJjdHki01iJKVOstUOVUKOpTTO4iLCJI1
bmMi0iJBMTI4Q0JDLUhTMjU2ING

WY1Xx1MsMrbQogwWOeXDasyESSjYi-3iS4p8Uj1wWMwNJIOSO]j7_KFQEGOwW
HnJgms6_fzON6mpsSMLONHA

B3902LfmeYhS_FiszP560P1VKHWNS6vukmQruL2DdoQgzwz8debUcWgol1lA9JIXE
BUk4rr4ALHcn8wA1lyRuzWOUlpk@LNBmBfrvdRpgItUQiknwa5UlKY_PqwWIZKpJ
J-GgOQTaBTsfnffUbk3BD7eillUdg3poI7EFHLSE7GN3nyuJKaCCdIkFngEekt
jM2WMUPPMuXracPftXsxJDPnUAwtCAESShnHozPEUpMIIgWnnlM8dlofYaDewX
WySoYn321leWpLGCZVaJIEEgAttFH2iZpbb3MNV1UifDMgMCUS-Xbg4ohDcgu3
dvOxWg81PNib-GyXoFU93HN9HEb1g81iZ6CTfKVZ_KKVNS1oCVaoMKgPIf6Jgo-1i
G4S_bblOma9esofjwIp-RU9h3fpx-taoMRvjb2pLEM1FQrYXkx5i3hfNOESSHR
BW1WyCWNnVK8M7mHJUHQQBLOFWZMK]jpgWa®@uzOonpZteZ04eyQKYSsBgyMRSuUhF
6tceKFfxIWtclIno

YLeY6UpSeM3dUNqg51Eu0Q
Figure 82: Compact Serialization

The resulting JWE object using the JSON serialization:

{
"recipients": [
{
"encrypted_key":
"WY1x1MsMrbQogWOeXDasyESSjYi-3iS4p8Uj1WMWNIOSO]j7_KFQE®
Wll
3
1

"protected":
"eyJwMNMiOiI4UTFTemluYXNSM3hjaF16N1paYOhBIiwicDJjIjo4MTKkyL
CJhbGci0iJQQkVTMi1IUZzIINitBMTI4S1cilCJjdHki01JKVOStUOVUKO
pTTO4iLCJ1bmMi0iJBMTI4Q0JDLUNRTMjU2INO",
"iv'":
"HnJgms6_TfzON6mpsMLIONHA",
"ciphertext":
"B3902LfmeYhS_FiszP560P1VKHWNS6vukmQruL2DdoQgzwz8debUcWgol
A9JIXEBUK4rr4ALHCcn8wA1lyRuzWOUlpkOLNBmBfrvdRpgItUQiknwWa5U1K
Y_PqWIZKpJJ-GqOQTaBTsfnffUbk3BD7eillUdg3p0oI7EFHLSE7GN3nyu
JKaCCdIkFngEektjM2WMUPPMuXracPftXsxJDPnUAwtCAESShnHozPEUp
MIIgwWnnlM8dlofYaDewXWySoYn321leWpLGCZVaJIEEgAttFH21iZpbb3M
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4.4.

NV1UifDMgMCUS-Xbg4ohDcgu3dvOxwWg81PNib-GyXoFU93HN9HEb1g8izZ

6CTKVZ_KKVNS10CVaoMKqPIf6Jgo-iG4S_bbloma9esofjwIp-RU9h3fp

X -taoMRvjb2pLEM1FQrYXkx5i3hfNOESSHRBW1WYCWNVK8M7mHJIUHQqBL

OFWZMKjpgwWa®OuzOnpZtez04eyQKYSsBgyMRSuhF6tceKFfxIWtclIno",
"tag":

"YLeY6UpSeM3dUNqg51EueQ"

Figure 83: JSON Serialization

Key Agreement with Key Wrapping using ECDH-ES and AES-KeyWrap with

AES-GCM

This example illustrates encrypting content using the "ECDH-
ES+A128KW" (Elliptic Curve Diffie-Hellman Ephemeral-Static with

AES-128-KeyWrap) key encryption algorithm and the "A128GCM" (AES-GCM)

content encryption algorithm.

4.4.

The following are supplied before beginning the encryption process:

(0]

Input Factors

Plaintext content; this example uses the content from Figure 51

EC public key; this example uses the public key from Figure 84

"alg" parameter of "ECDH-ES+A128KW"

"enc" parameter of "A128GCM"

"kty": "EC",

"kid": "peregrin.took@tuckborough.example",

"use": "enc",

"crv": "P-384",

"x": "YU4rRUzdmVgmRtWOs20pDE_T5fsNIodcG8G5FWPrTPMyxpzsSOGa
QLpe2FpxBmu2",

"y "A8-yXCHxkfBz3hKZfI1jUYMjUhsEveZ9THUwFjH2sCNdtksRJU7D
5-SkgaFL1ETP",

"d": "iTx2pk7wW-GqJKkHCEKFQb2EFYyYcO7Rugmaw3mRrQVAOUiPommTOI

dnYK2xD1zh-3"

Figure 84: Elliptic Curve P-384 Key, in JwK format

(*NOTE*: While the key includes the private parameters, only the
public parameters "crv'", "x", and "y" are necessary for the
encryption operation.)



Miller Expires June 7, 2014 [Page 41]



Internet-Draft JOSE Cookbook December 2013

4.4.2. Generated Factors
The following are generated before encrypting:

o Symmetric AES key as the Content Encryption Key (CEK); this
example uses the key from Figure 85.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 86

C3eS2iNXmSTA7W8tBpjs3w
Figure 85: Content Encryption Key, base64url-encoded
ubzgaTluloMJR8EC
Figure 86: Initialization Vector, base64url-encoded
4.4.3. Encrypting the Key
To encrypt the Content Encryption Key, the following are generated:

o Ephemeral EC private key on the same curve as the EC public key;
this example uses the private key that matches the public key from

Figure 87.
{
"kty": "EC",
"crv": "P-384",
"x": "qMz7Lgb3Bc1GNuvVn4zZSxLDeDpihGWRwqA2fA1l-2TIJwDQtKMdpKY®
XjNgBbjigcL-",
"y "Ygt6Bc_029f-DJ_503YCMOX2tXXz1lysj9MFRnucByIQoROy3SVmq
BBwQISq9grwe"
}

Figure 87: Ephemeral Elliptic Curve P-384 Key, in JWK format

Performing the key encryption operation over the CEK (Figure 85) with
the following:

0 The static Elliptic Curve public key (Figure 84); and
0 The ephemeral Elliptic Curve private key (Figure 87);

produces the following JWE encrypted key:
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ZPCB20MXxJSGS6zA7zIYO2CcUE4YzZ5p7TY
Figure 88: Encrypted Key, base64url-encoded
4.4.4. Encrypting the Content
The following are generated before encrypting the content:

0 Protected JWE header; this example uses the header from Figure 89,
encoded to [RFC4648] base64url as Figure 90.

{
"alg": "ECDH-ES+A128KW",
"kid": "peregrin.took@tuckborough.example",
"epk": {
"kty": "EC",
"crv": "P-384",
"x":  "gMz7Lgb3Bc1GNUVNn4zZSxLDeDpihGWRwWgA2fA1-2IJwDQtKMdpK
YOXjNgBbjigcL-",
"y'": "Ygt6Bc_029f-DJ_503YCMOX2tXXz1lysj9OMFRnucByIQoROy3SV
mgBBwQISq9grwe"
+
"enc": "A128GCM"
}

Figure 89: Protected JWE Header JSON
eyJhbGCci0iJFQORILUVTKOEXMjhLVYyIsImtpZCI6InBlcmVncmluLnRvb2tAdH
Vja2Jvcm91Z2guzZXhhbXBsZSIsImVwayI6eyJrdHkiOiJFQyIsImNydiI6I1At
MzgOIiwieCI6INFNejdMZ2IzQmMxRO51VmM40WINATERIRHBpaEdXUndxQTImQT
EtMk1KdORRAEtNZHBLWTBYak5xQmJqawWdjTCOiLCJI5IjoiwWwWdONKJIjX28yOwYt
REpfNU8zWUNNb1lgydFhYejF5c205TUZSbnVjQnlJUW9SMHkzU1ZtcUJCd1FJU3
E5Z3JXZSJ9LCJ1bmMiOiJBMTI4RONNING

Figure 90: Protected JWE Header, base64url-encoded

Performing the content encryption operation on the Plaintext (Figure
51) using the following:

0o CEK (Figure 85);

o Initialization vector/nonce (Figure 86); and

0 Protected JWE header (Figure 90) as authenticated data
produces the following:

0o Ciphertext from Figure 91.


https://datatracker.ietf.org/doc/html/rfc4648
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0 Authentication tag from Figure 92.

zQVvyDdwBRVUVKPXQCHDOYtCihhKu462TdE4s4U8VDsCEvJ2t24YRChgKa-xC2
Ai-11AvpPIYpwWYgwk3r9QBDTXsHbyn7FVhoVesOYAMthhmnLgbgfO_TQqG9PK
VFOki83X3aZ2PIHGcjSifIT60QqXXE9YhdXwDObXpkXUlq-J1nQ3pssAqQLpUV
_-4Ne61Zj4gFLuUnBEDGVcfhLiviyAF2Bj1JG7mhToPq57d2Q99N10WfPmXVQ38
htg8thQ2qcenxi5Axd2PJXNjDsDroleU-0bLE3Bb8IJ1a04LzqB4Xmp_wgbwHC
VR-bgTKgth3h_NoDLgCXQOQCcGOE781361PJuLAzVgSOChHZzO5ULW

Figure 91: Ciphertext, base64url-encoded
5cJTRUT3KQRrw_UGwtMtDQ
Figure 92: Authentication Tag, base64url-encoded
4.4.5. Output Results
The following compose the resulting JWE object:
0 Protected JWE header (Figure 90)
0 Encrypted key (Figure 88)
o Initialization vector/nonce (Figure 86)
0 Ciphertext (Figure 91)
o Authentication tag (Figure 92)
The resulting JWE object using the Compact serialization:
eyJhbGCci0iJFQORILUVTKOEXMjhLVYyIsImtpZCI6InBlcmVncmluLnRvb2tAdH
Vja2Jvcm91z2guzXhhbXBszZSIsImVwayI6eyJrdHkiOiJFQyIsImNydiI6I1At
MzgOIiwieCI6INFNejdMZ2IzQmMxRO51VmM40WINATERIRHBpaEdXUndxQTJImQT
EtMk1KdORRAEtNZHBLWTBYak5xQmJqawWdjTCOiLCJI5IjoiwWwWdONKJIjX28yOwYt

REpfNU8zWUNNb1gydFhYejF5c205TUZSbnVjQnlJUW9SMHkzU1ZtcUJCd1FJU3
E5Z3JXZSJ9LCI1bmMiOiJBMTI4RONNINO

zPCB20MxJSGs6zA7zIYO2CcUE4Yz5p7TY
ubzgaTluloMJR8EC

zQVvyDdwBRVUVKPXQCHDOYtCihhKu462TdE4s4U8VDsCEvJ2t24YRChgKa-xC2
Ai-11AvpPIYpwWYgwk3r9QBDTXsHbyn7FVhoVesOYAMthhmnLgbgfO_TQqG9PK
VFOki83X3aZ2PIHGCjSifIT60QqXXE9QYhdXwDObXpkXUlg-J1nQ3pssAqQLpUV
_-4Ne61Zj4gFLunBEDGVcfhLiviyAF2Bj1JG7mhToPq57d2Q99N10WfPmXVQ38
htg8thQ2qcenxi5Axd2PJXNjDsDroleU-0bLE3Bb8IJ1a04LzqB4Xmp_wgbwHC
VR-bgTKgth3h_NoDLgCXxQOQCcGOE781361PJuLAzVgSOChHZzO5ULW



Miller Expires June 7, 2014 [Page 44]



Internet-Draft JOSE Cookbook December 2013

5cJTRUT3KQRrw_UGwtMtDQ
Figure 93: Compact Serialization

The resulting JWE object using the JSON serialization:

{
"recipients": [
{
"encrypted_key":
"zZPCB20MxJSGs6zA7zIY02CUE4Yz5p7TY"
}
]I

"protected":
"eyJhbGci0iJFQORILUVTKOEXMjhLVYyIsImtpZCI6InBlcmvVncmluLnRvb
2tAdHVja2Jvcm91Z2guzZXhhbXBsZSIsImVwayI6eyJrdHkiOiJFQyIsIm
NydiI6I1AtMzgOIiwieCI6InFNejdMZ2IzQmMXRO51VM4OWINATERIRHB
paEdXUndxQTImQTEtMk1KAORRAEtNZHBLWTBYak5xQmJqawdjTCOiLCJI5
IjoiwWwdONkJjX28yOWYtREpTNU8zWUNNblgydFhYejF5c205TUZSbnVjQ
n1JUW9SMHkzU1ZtcUJCd1FJU3E5Z3JXZSJ9LCI1bmMi0iIBMTI4RONNIN
0"1
"iv":
"ubzgaTluloMJR8EC",
"ciphertext":
"zQVvyDdwBRVUVKPXQCHDOYtCihhKu462TdE4s4U8VDSCEVJI2t24YRChqK
a-XC2Ai-11AvpPIYpwWYgwk3r9QBDTXsHbyn7FVhoVesOYAMthhmnLgbg
fO_TQqGOPKVFOki83X3aZ2PIHGCjSifIT60QqxXE9YhdXwDObXpkXUlq-
J1InQ3pssAgQLpUV_-4Ne61Zj4gFLUnBEDGVCcThLiviyAF2Bj1JIG7mhToP
q57d2Q99N16WFPMXVQ38htg8thQ2gqcenxi5Axd2PIXNjDsDroleU-0bLE
3Bb8IJ1a04LzqgB4Xmp_wgbwHCVR-bqTKgth3h_NoDLgCXxQOQCcG9E781i36
iPJuLAzVgSOChHzo5ULW",
"tag":
"5cJTRUT3kQRrw_UGwtMtDQ"

Figure 94: JSON Serialization

4.5. Key Agreement using ECDH-ES with AES-CBC-HMAC-SHA2

This example illustrates encrypting content using the "ECDH-ES"
(Elliptic Curve Diffie-Hellman Ephemeral-Static) key agreement
algorithm and the "A128CBC-HS256" (AES-128-CBC-HMAC-SHA-256) content
encryption algorithm.

4.5.1. Input Factors

The following are supplied before beginning the encryption process:
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o Plaintext content; this example uses the content from Figure 51.
0 EC public key; this example uses the public key from Figure 95.
o "alg" parameter of "ECDH-ES"

o "enc" parameter of "A128CBC-HS256"

{
"kty": "EC",
"kid": "meriadoc.brandybuck@buckland.example",
"use": "enc",
"crv": "P-256",
"x": "XnXXKEsaUU4hPZza_zSHIbt02UA505B1rDWc7JIN1cDE",
"y "Md5NgzfiXCytoaMglA-9MstvgOBdMSroXA2Hb6vR6dQ",
"d": "44eY-VRWsn1zdz3VawS6idEpOGt1ErydBARg7Iyh9pY"
}

Figure 95: Elliptic Curve P-256 Key
(*NOTE*: While the key includes the private parameters, only the
public parameters "crv'", "x", and "y" are necessary for the
encryption operation.)
4.5.2. Generated Factors

The following are generated before encrypting:

o Initialization vector/nonce; this examples uses the initialization
vector/nonce from Figure 96.

BMbSNYW2uC7RX3xql1gbQw
Figure 96: Initialization Vector, base64url-encoded

*NOTE*: The Content Encryption Key (CEK) is not randomly generated;
instead it is determined using key agreement.

4.5.3. Key Agreement
The following are generated to agree on a CEK:

o Ephemeral private key; this example uses the private that matches
the public key from Figure 97.

{
Ilktyll : "EC“,
"crv": "P-256",
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"x": "h_ImuH30W5JIXZNQZWIWCFTYAIigZYs1-QzsQROtCEQ4",
"y": "AZWIVVrTOWdEVbH266Nnb4Wy2QiwH_9XAcdpNh4S20X0"
Figure 97: Ephemeral public key, in JWK format

Performing the ECDH operation using the static EC public key (Figure
95) over the ephemeral private key Figure 97) produces the following
CEK:

W7j3XePj-1Id6Zn71dvib_QUQaNgJSMuxWhutlLqgxLFE
Figure 98: Agreed-to Content Encryption Key, base64url-encoded
4.5.4. Encrypting the Content
The following are generated before encrypting the content:

0o Protected JWE Header; this example uses the header from Figure 99,
encoded to [RFC4648] as Figure 100.

{
"alg": "ECDH-ES",
"kid": "meriadoc.brandybuck@buckland.example",
Hepkll : {
"kty": "EC",
"crv": "P-256",
"x": "h_ImuH30W5JIXZNQZWIWCFTYAIigZYs1-QzsQRO9tCEQ4",
"y'": "4ZWIVVrTOWdEVbH266Nnb4Wy2QiwH_9XAcdpNh4S20X0"
+
"enc": "A128CBC-HS256"
}

Figure 99: Protected JWE Header JSON

eyJhbGci0iJFQORILUVTIiwia2lkIjoibwWVyaWFkb2MuYnJhbmR5YnVjaoBidw
NrbGFuzC51eGFtcGx1IiwiZXBrIjp7Imt0eSI6IKkVDIiwiY3J2IjoiUCOYNTY1
LCJ4IjoiaF9JbXVIMOIXNUp4AWKk5RW1dJIVONGVF1BSW1nWl1zMS1RenNRUj10Q0
VRNCISInkiOiIOW1dKV1ZyVE9XZEVWYkgyNjZuYjRXeTJRaXdIXz1YQWNKCE50
NFMyb1gwInO@sImVuYyI6IKEXMjhDQKMtSFMyNTYifQ

Figure 100: Protected JWE Header, base64url-encoded

Performing the content encryption operation on the Plaintext (Figure
51) using the following:

o CEK (Figure 98);


https://datatracker.ietf.org/doc/html/rfc4648
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o Initialization vector/nonce (Figure 96); and

o Protected JWE header (Figure 100) as authenticated data
produces the following:

o Ciphertext from Figure 101.

0o Authentication tag from Figure 102.

mwSOHtsJDtD1R4Y4rOAds9Bc8nTgk_Y4wVe_4pJsb7RERAgnTFRYRmlgjSaGPM
M7PytxfLss6clzI7YW366xh8DiqOWUavR7VFGLZIOHKkrMsTPaehwWlQZrQz77Ie
dSM20wSGVj-E4TOKRtX3CrZsEPjtXqNbm_EmDPgxVYTaTthGdwbyDnPMvp6eGL
T6gsMkctSLIHgaGvI2VWBOONYdJKNCRU-p2JFKLUS5XQfOww4E5ZzKWIXycx3mkh_
gA1dFU28Zs_boX-mm4UYseIJfaZAX_eqs7NDMpbrb29frJCFI-rYfahoVz6QhN
QXQMNmMzL93pD0o5QE_1i9pIzR4KJu-ualtKTKNAdBKgSa9Jzfc21dSw

Figure 101: Ciphertext, base64url-encoded
kgeubaGyskAjcj8mDymY6A
Figure 102: Authentication Tag, base64url-encoded
4.5.5. Output Results
The following compose the resulting JWE object:
0 Protected JWE header (Figure 90)
o Initialization vector/nonce (Figure 86)
o Ciphertext (Figure 91)
0 Authentication tag (Figure 92)
the resulting JWE object using the Compact serialization:
eyJhbGCci0iJFQORILUVTIiwia2lkIjoibwWVyaWFkb2MuYnJhbmR5YnVjaoBidw
NrbGFuzC51eGFtcGx1IiwiZXBrIjp7Imt0eSI6IkVDIiwiY3J2IjoiUCOYNTY1
LCJ4IjoiaF9JbXVIMOIXNUp4WKk5RW1dJIVONGVF1BSW1nW1l1zMS1RenNRUJj10Q0

VRNCISInki0iIOW1dKV1ZyVE9IXZEVWYkgyNjZuYjRXeTJIRaXdIXz1YQWNKCES50
NFMyb1gwIn@sImVuYyI6IKExXMjhDQKMtSFMYNTYifQ

BMbSNYW2uC7RX3xql1gbQw

mwSOHtsJIDtD1R4Y4r0Ads9Bc8nTgk_Y4wVe_4pJsb7RERAgnTFRYRmlgjSaGPM
M7PytxfLss6clzI7YW366xh8DiqOWUavR7VFGLZIOHKkrMsTPaehwWlQZrQz77Ie
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dSM20wSGVj-E4TOKRtX3CrZsEPjtXqNbm_EmDPgxVYTaTthGdwbyDnPMvp6eGL
T6gsMkctSLIHgaGvI2VWBOONYdJKNCRU-p2JFKLUS5XQfOww4E5ZzKWI9Xycx3mkh_
gA1dFU28Zs_boX-mm4UYseIJfazZAX_eqs7NDMpbrb29frJCFI-rYfahoVz6QhN
QXQMNmMzL93pD0o5QE_i9pIzR4KJu-ualtKTKNAdBKgSa9Jzfc21dSw

kgeubaGyskAjcj8mDymY6A
Figure 103: Compact Serialization
the resulting JWE object using the JSON serialization:

{

"protected":

"eyJhbGciO1iJFQORILUVTIiwia2lkIjoibwVyawWFkb2MuYnJhbmR5YnVja
OBidWNrbGFuzZC51eGFtcGXx1IiwizZXBrIjp7Imt0eSI6IkVDIiwiY3J21]j
01iUCOYNTYiLCJ4IjoiaF9JbXVIMOOXNUp4AWK5RW1dJIVONGVF1BSW1lnWll
zZMS1RenNRUj10QOVRNCISInki0iIOW1dKV1ZyVE9IXZEVWYkgyNjZuYjRX
eTJRaXdIXz1lYQWNKkcE50NFMyb1gwInOsImVuYyI6IKEXMjhDQkMtSFMyN
TYifQ",

"iv":

"BMbSNYW2uC7RX3xqgligbQw",

"ciphertext":
"mwSOHtsJDtD1R4Y4r0Ads9Bc8nTgk_Y4wVe_4pJsb7RERAgNTFRYRm1gj
SaGPMM7PytxfLss6clzI7YW366xh8DiqOwWUavR7VFGLZIOHKkrMsTPaehwl
QZrQz77IedSM20wSGV]-E4TOKRtX3CrZsEPjtXqNbm_EmDPgxVYTaTthGd
WbyDnPMvp6eGLT6gsMkctSLIHgaGvI2VWBOONYdKNCRU-p2JFKkLU5XQfOw
W4E5zKW9Xycx3mkh_gAldFU28Zs_boX-mm4UYseIJfaZAX_eqs7NDMpbrb
29frJCFI-rYfahoVz6QhNQXQMNmzL93pDO5QE_1i9pIzR4KJu-uaItKTKNA
dBKgSa9Jzfc21idsw",

"tag":

"kgeubaGyskAjcj8mDymY6A"

Figure 104: JSON Serialization
4.6. Direct Encryption using AES-GCM
This example illustrates encrypting content using a previously
exchanged key directly and the "A128GCM" (AES-GCM) content encryption
algorithm.
4.6.1. Input Factors
The following are supplied before beginning the encryption process:

o Plaintext content; this example uses the content from Figure 51.
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o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 105.
o "alg" parameter of "dir"

o "enc" parameter of "A128GCM"

{
"kty": "oct",
"kid": "77c7e2b8-6e13-45cf-8672-617b5b45243a",
"use": "enc",
"alg": "A128GCM",
"k":  "XctOhJAKA-pD9Lh7Zgw_2A"
3

Figure 105: AES 128-bit key, in JWK format
4.6.2. Generated Factors
The following are generated before encrypting:

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 106.

OI-fESJKbHHK1-rA
Figure 106: Initialization Vector, base64url-encoded
4.6.3. Encrypting the Content
The following are generated before encrypting the content:

0 Protected JWE Header; this example uses the header from Figure
107, encoded as [RFC4648] base64url to produce Figure 108.

{
"alg": "dir",
"kid": "77c7e2b8-6e13-45cf-8672-617b5b45243a",
"enc": "A128GCM"

1

Figure 107: Protected JWE Header JSON

Encoded as [RFC4648] base64url:


https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648
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eyJhbGci0iJkaXIiLCJrawQiOiI3N2M3ZTJi0CO2ZTEZLTQ1Y2YtODY3Mi02MT
diNWIONTIOM2EiLCJ1bmMi0iJBMTI4RONNING

Figure 108: Protected JWE Header, base64url-encoded

Performing the encryption operation on the Plaintext (Figure 51)
using the following:

0 CEK (Figure 105);
o Initialization vector/nonce (Figure 106); and
0 Protected JWE header (Figure 108) as authenticated data
produces the following:
0o Ciphertext from Figure 109.
0 Authentication tag from Figure 110.
18KNUNRDhesDLNn7Ec4ui6q@aptYFNkbx6Vf64wWItX7hMQe2XgbNTt-GVG_3Dz
-5mscM9bKe@TkgEecWAOVITFkuwhL-TZhbcnYdMXtaNtqYe2TEZ5FF1RiEr9is
8gBeJ7Y0OwazxwtE806FwwqeAONR-PI8M300Dcq9B8UVZEISWU3Pf4yugvVMpLR
DXJEbyVDVr5MjiXsXpOkEdc7uUisJOHOygoP_mjSjUHROjh2_QVapTUwzx2qto
3KVDj-MZehUb2FivjT7FecB3Yz-m-KhYXvXR515XnoqCTOioaFzeW9zbhiAMj_o
1gvWgPLVBHRD9OXMERTCwbJt403baG9Roz-5Wel0Ohx - sbh2EKtNOg
Figure 109: Ciphertext, base64url-encoded
mBCmmmnOWOj4BS71n3nxVA
Figure 110: Authentication Tag, base64url-encoded
4.6.4. Output Results
The following compose the resulting JWE object:
0 Protected JWE header (Figure 108)
o Initialization vector/nonce (Figure 106)
0 Ciphertext (Figure 109)

o Authentication tag (Figure 110)

The resulting JWE object using the Compact serialization:
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eyJhbGciOiJkaXIilLCJIrawQiOiI3N2M3ZTJi0CO2ZTEZLTQ1Y2YtODY3Mi02MT
diNWIONTIOM2EiLCJ1bmMi0iJBMTI4RONNINGO

0I-fESJKbHHk1-rA

18KNUNRDhesDLNn7Ec4ui6q@aptYFNkbx6Vf64wWItX7hMQe2XgbNTt-GVG_3Dz
-5mscM9bKeO@TkgEecWAov1TFkuwhL-TZhbcnYdMXtaNtqYe2TEZ5FF1RiEr9is
8gBeJ7Y0OwazxwtE806FwwqeAONR-PI8M300Dcq9B8UVZEISWU3Pf4yugvVMpLR
DxJEbyVDVr5MjiXsXpOkEdc7uUisJOHOYgoP_mjSjUHROjh2_QVapTUwzx2qto
3KVD]j-MZehUb2Fiv]jT7FecB3Yz-m-KhYXvXR515XnoqCT@ioaFzeW9zbhiAMj_o
1gvWgPLVBHRDOOXMERTCwbJt403baG9R0z-5WelBhx - sbh2EKtNOg

mBCmmmnOWO j4BS71n3nxVA
Figure 111: Compact Serialization

The resulting JWE object using the JSON serialization:

{

"protected":
"eyJhbGci0iJkaXIiLCJraWQiOiI3N2M3ZTJi0CO2ZTEZLTQ1Y2YtODY3M
102MTdiNWIONTIOM2EiLCJI1bmMiOiJBMTI4RONNINGO",

"iv":
"0I-fESJKbHHk1-rA",

"ciphertext":
"18KNUNRDhesDLn7Ec4ui6g@aptYFNkbx6VTf64wwWItX7hMQe2XgbNTt -GV
G_3Dz-5mscM9bKe0TkgEecWAoVv1TFkuwhL-TZhbcnYdMXtaNtqYe2TEZ5
fF1RiEr9is8gBeJ7YOwazxwtE806FwwgeAONR-PI8M300DCcq9B8UVZEIS
Wu3Pf4yugvVMpLRDXJEbYVDVr5MjiXsXpOKkEdc7uUisJOHOYgoP_mjSju
HROjh2_QVgpTUwzx2qto3KVDj-MZehUb2FivjT7FecB3Yz-m-KhYXvXR5
15XnoqCT0io0aFzeW9zbiAMj_ol1gvWgPLV8HRD9OXMERTCwhJt403baG9R
0z-5Wel0hx-sb2EKtNOg",

"tag":
"mBCmmmMNOWOj4BS71n3nxVA"

Figure 112: JSON Serialization
4.7. Key Wrap using AES-GCM KeyWrap with AES-CBC-HMAC-SHA2
This example illustrates encrypting content using the "A256GCMKW"
(AES-256-GCM-KeyWrap) key encryption algorithm with the "A128CBC-
HS256" (AES-128-CBC-HMAC-SHA-256) content encryption algorithm.

4.7.1. Input Factors

The following are supplied before beginning the encryption process:
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o Plaintext content; this example uses the content from Figure 51.
0 AES symmetric key; this example uses the key from Figure 113.
o "alg" parameter of "A256GCMKW"

o "enc" parameter of "A128CBC-HS256"

{
"kty": "oct",
"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
"use": "enc",
"alg": "A256GCMKW",
k' "qC571_uxcm7Nm3K-ct4GFjx8tM1UBCZONLBvdQstiS8"
}

Figure 113: AES 256-bit Key
4.7.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 114.

o Initialization vector/nonce for content encryption; this example
uses the initilization vector/nonce from Figure 115.

a2gN8ASDdVKI861MJIC8rKI8BRVBUB01tR1VzygIo48NA
Figure 114: Content Encryption Key, base64url-encoded
Z3wPFyzW8czy88sUmzcnlg
Figure 115: Initialization Vector, base64url-encoded
4.7.3. Encrypting the Key
The following are generated before encrypting the CEK:

o Initialization vector/nonce for key wrapping; this example uses
the initialization vector/nonce from Figure 116.

311Igu3y7Vus5dzw7

Figure 116: Key Wrap Initialization Vector, base64url-encoded
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Performing the key encryption operation over the CEK (Figure 114)
with the following:

0 AES symmetric key (Figure 113);
0 Key wrap initialization vector/nonce (Figure 116); and
0 The empty string as authenticated data
produces the following:
0 Encrypted Key from Figure 117.
0 Key wrap authentication tag from Figure 118.
cfBkmK29hCy31FM6VhHHgqbGa2DQvXZgngSS18zcOsE
Figure 117: Encrypted Key, base64url-encoded

79iY1g0OLorD7ro67FZqYRw

Figure 118: Key Wrap Authentication Tag, base64url-encoded

4.7.4. Encrypting the Content
The following are generated before encrypting the content:

0o Protected JWE Header; this example uses the header from Figure
119, encoded to [RFC4648] base64url as Figure 120.

{
"alg": "A256GCMKW",
"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
"tag": "7qiY1gOLorD7ro67FZqYRw",
"iv'": "311Igu3y7Vus5dzw7",
"enc": "A128CBC-HS256"
}

Figure 119: Protected JWE Header JSON

eyJhbGci0iIBMjU2RONNS1CciLCIrawQi0iIx0GVjMDh1MS1iZmESLTRKOTULY j
IWNSOYYjRkZDFKNDMyMWQiLCJOYWci0iI3cW1ZMWdPTGOYRDAybzY3R1pxWVJI3
IiwiaXYi0iIzbGxJZ3UzeTdWdTVkWlc3IiwizW5jIjoiQTEYOENCQy1IUZIIN
J9

Figure 120: Protected JWE Header, base64url-encoded
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Performing the content encryption operation over the Plaintext
(Figure 51) with the following:

o CEK (Figure 114);

o Initialization vector/nonce (Figure 115); and

0o Protected JWE header (Figure 120) as authenticated data
produces the following:

o Ciphertext from Figure 121.

0 Authentication tag from Figure 122.

YS0JLPEGGMUOFM7zbKAwZivdakcAZWsyoQycpRG-4haDdLdXXGtLCev_HEs-Tu
5XR1K-4FFIQJ816bTSTR9glEa2FaVvS8tgkZ01X9BbPAY9_4SCuLL04n5LFKOMI
TQ8WOgpaOFTfG_1m176MWGVtgADHGZzV(QSib9xoW39YsIdOu3EvVj2GmvvPIm1wWZ
K3HjQhQkvfKbpSFLFRkH3XxsHYYYkKiH2PEOCZ0zHNzc8PRMavtkBO64zmpWT fy
tMshzmO@sgbroEBFU-vCHWzt5fVx_A90Un5szL7R1kXU12f0Cc7VI2X5TtYPPr_
bM4z6KB5FBLS3hVVfHZee83e9IDrkOk7AIcf3KpfzapImz3kdZzgog

Figure 121: Ciphertext, base64url-encoded
d7dahIDcO6hrpwgbiQzaXxQ
Figure 122: Authentication Tag, base64url-encoded
4.7.5. Output Results
The following compose the resulting JWE object:
0 Protected JWE header (Figure 120)
0 encrypted key (Figure 117)
o Initialization vector/nonce (Figure 115)
0o Ciphertext (Figure 121)
0o Authentication tag (Figure 122)
The resulting JWE object using the Compact serialization:
eyJhbGci0iJBMjU2RONNS1cilLCJrawQiOiIx0GVjMDh1MS1iZmESLTRKOTULY ]
IwNSOYYjRKkZDFKNDMyMWQiLCJOYWci0iI3cW1ZMWdPTGOYRDdAybzY3R1pxWVJ3

TiwiaXYi0iIzbGxJZ3UzeTdWdTVkW1lc3IiwiZW5jIjoiQTEYOENCQy1IUZzI1INi
J9
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cfBkmK29hCy31FM6VhHHgqbGa2DQvXZgnqSS18zcOsE
Z3wPFyzW8czy88sUmzcnlg

YS0JLPEGGMUOFM7zbKAwZivdakcAZWsyoQycpRG-4haDdLAXXGtLCev_HEsS-Tu
5XR1K-4FFIQJ816bTSTR9glEa2FaVvS8tgkZ01X9BbPAY9_4SCuLL04n5LFKOmMI
TQ8WOgpaOFTfG_1m176MWGVtgADHGZzV(qSib9xoW39YsIdOu3EVj2GmvvPIm1wWZ
K3HjQhQkvfKbpSFLFRkH3XxsHYYYkKiH2PEOCZ0OzHNzc8PRMavtkB064zmpWTfy
tMshzmO@sgbroEBFU-vCHWzt5fVx_A90Un5szL7R1kXU12f0Cc7VI2X5TtYPPr_
bM4z6KB5FBLS3hVVfHZee83e9IDrkOk7AIcf3KpfzapImz3kdzgog

W7cYYn27uUYttxShJ2yYhQ
Figure 123: Compact Serialization
The resulting JWE object using the JSON serialization:

{
"recipients": [
{
"encrypted_key":
"cfBkmK29hCy31FM6VhHHggbGa2DQvXZgnqSS18zcOsE"
3
] 4
"protected":
"eyJhbGci0iJBMjU2RONNS1ciLCIraWQiOiIX0GVjMDh1MS1iZmESLTRKO
TUtYJjIwNSOyYY]jRkZDFKNDMyMWQiLCJOYWCci0iI3cW1ZMWAPTG9YyRDdybz
Y3R1pxWVJI3IiwiaXYi0iIzbGxJZ3UzeTdWdTVkWlc3IiwiZW5jIjoiQTE
yOENCQy1IUzI1NiJ9",
"iv":
"Z3wPFyzW8czy88sUmzcnlg",
"ciphertext":
"YS0JLPEGGMUOFM7zbKAwZivdakcAZWsyoQycpRG-4haDdLdXXGtLCev_H
Es-Tu5xR1K-4FFIQJ816bfSTR9glEa2FavS8tgkZ01X9BbPAY9_4SCulL
04n5LFKOMITQ8WOgpa®FTfG_1ml76MWGVtgADHGZzv(qSib9xoW39YsIdOu
3Evj26mvvPIM1WZK3H]jQhQkvfKbpSFLFRkH3xsHYYYKKiH2PEOCZOZHNzZ
c8PRMavtkB064zmpWTfytMshzm@sgbroEBFU-vCHWzt5fVX_A9oUn5szL
7R1kXU12f0Cc7VI2X5TtYPPr_bM4z6KB5FBLS3hVVTHZee83e9IDrkok7
AIcf3KpfzapJmz3kdzgog",
"tag":
"W7cYYn27uUYttxShJ2yYhQ"

Figure 124: JSON Serialization

4.8. Key Wrap using AES-KeyWrap with AES-GCM
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The following example illustrates content encryption using the
"A128KW" (AES-128-KeyWrap) key encryption algorithm and the "A128GCM"
(AES-128-GCM) content encryption algorithm.

4.8.1. Input Factors

The following are supplied before beginning the encryption process:

o Plaintext content; this example uses the content from Figure 51.

(@]

AES symmetric key; this example uses the key from Figure 125.
o "alg" parameter of "A128KW"

o "enc" parameter of "A128GCM"

{
"kty": "oct",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"use": "enc",
"alg": "A128KW",
k" "GZy6sIZ6w1l9NJOKB-jnmvQ"
}

Figure 125: AES 128-Bit Key
4.8.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key; this example uses
the key from Figure 126.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 127.

"Hv3Kmjt7vR2in57dLm-Pfw
Figure 126: Content Encryption Key, base64url-encoded
wxdDTGO-QnGvBZew
Figure 127: Initialization Vector, base64url-encoded
4.8.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 126)
with the AES key (Figure 125) produces the following encrypted key:
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RMMWwegPo05GY -5DeqC51gevcIOQpc4CH
Figure 128: Encrypted Key, base64url-encoded
4.8.4. Encrypting the Content
The following are generated before encrypting the content:

0 Protected JWE Header; this example uses the header from Figure
129, encoded to [RFC4648] base64url as Figure 130.

{
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"

}

Figure 129: Protected JWE Header JSON

eyJhbGci0iJBMTI4S1cilCJIraWQiOiI4MWIyMDk2NS04MzMyLTQzZDktYTQ20C
04MjE2MGFKkOTFhYzgiLCJ1bmMiO1iJBMTI4RONNINO

Figure 130: Protected JWE Header, base64url-encoded

Performing the content encryption over the Plaintext (Figure 51) with
the following:

o CEK (Figure 126);

o Initialization vector/nonce (Figure 127); and

0 Protected JWE header (Figure 130) as authenticated data
produces the following:

o Ciphertext from Figure 131.

0 Authentication tag from Figure 132.
DoM1vil13RWus_t3EsvGWk4gDH3F8TGRNBo4p3uImtmboRrT1pniDLDQTipf0Oin
86hM1343jhxcRObGYyiKgIyPI-tG8MOE92VKHEOE8077 - S6WRjIOXXXES8zWIYPX
baILJYTbRSaWyRLpTwlEhAf5_DVL2b5vnvTNctEp5JaojvgXF5F3jkzAalwadu
IjhqGd7gJvf7zKbwF7Is_GbSm9rf9z0dacH5LQQn2P_VYEb8ptUWmgz4GglYFF
tGg16H5JAUtG9a6GqFUdkSZ-mKSothgDEHVOgNAqYnWKLaE3E2hzhxcgtNwNKT

1LSfmV247xbRYZhR8NeJ_GoKCjrH7isFvUMOUzx43cPpPDypyiGA

Figure 131: Ciphertext, base64url-encoded


https://datatracker.ietf.org/doc/html/rfc4648
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And authentication tag:
N7CDBxgruPcQozgqPeihlw
Figure 132: Authentication Tag, base64url-encoded

4.8.5. Output Results

The following compose the resulting JWE object:

0 Protected JWE header (Figure 130)

o encrypted key (Figure 128)

o Initialization vector/nonce (Figure 127)

0 Ciphertext (Figure 131)

0 Authentication tag (Figure 132)

The resulting JWE object using the Compact serialization:

eyJhbGci01JBMTI4S1cilCIraWQiOiI4MWIyMDk2NSO4MzMyLTQzZDktYTQ20C
04MjE2MGFkOTFhYzgilLCJ1bmMiOiJBMTI4RONNINO

RMMWwegPo05GY -5DeqC51gevcIOQpc4CH
wxdDTGO-QnGvBZew

DoM1vil3RWus_t3EsvGWk4gDH3F8TGRNBo4p3uImtmboRrT1pniDLDQTipf0Oin
86hM1343jhxcRObGYyiKgIyPI-tG8MOE92VKkHEOE8077 - S6WRjIOXXXES8zWIYPX
baILJYTbR5aWyRLpTwlEhAT5_DVL2b5vnvTNctEp5JaojvgXF5F3jkzZAaJwadu
IjhqGd7gJvf7zKbwF7Is_GbSm9rf9z0dacH5LQQn2P_VYEb8ptUWmgz4GglYFF
tGg16H5JAUtG9a6GqFUdKSZ -mKSothgDEHVIgNAqYnWKLaE3E2hzhxcgtNwNKT
1LSfmV247xbRYZhR8NeJ_GoKCjrH7isFvUMOUzx43cPpPDypyiGA

N7CDBxgruPcQozggPeihlw
Figure 133: Compact Serialization

The resulting JWE object using the JSON serialization:

{
"recipients": [
{
"encrypted_key":
"RMMWwegP0o5GY -5DeqC51gevcIOQpc4CH"
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1

"protected":
"eyJhbGci0iJBMTI4S1cilLCJIrawQiOiI4MWIyMDKk2NS04MzMyLTQzZDktY
TQ20CO4MJE2MGFKkOTFhYZzgilLCJ1bmMiOiJBMTI4RONNINGO",

"iv":
"wxdDTGO-QnGvBZew",

"ciphertext":
"DoM1vil13RWus_t3EsvGWk4gDH3F8TGRNBo4p3uImtmboRrT1pniDLDQTL
pf0in86hM1343jhxcRObGYyiKgIyPI-tG8MIE92VKkHeOE8077 - S6WRJIXX
XEs8zw9YPXbaILJYTbR5aWyRLpTwlEhAF5_DVL2b5vnvTNctEp5Jaojvq
XF5F3jkzAaJwad4uljhqGd7gJvf7zKbwF7Is_GbSm9rf9z0dacH5LQQNn2P
_VYEb8ptUWmgz4Gg1lYFFtGg16H5JAUtG9a6GqFUdkSZ-mKSothgDEHV9g
NAQYnWKLaE3E2hzhxcgtNwNKf1LSfmV247xbRYZhR8NeJ_GoKCjrH7isF
vUMOUzXx43cPpPDypyiGA",

"tag":
"N7CDBxgruPcQozggPeihlw"

Figure 134: JSON Serialization
4.9. Compressed Content
This example illustrates encrypting content that is first compressed.
It reuses the AES key, key encryption algorithm, and content
encryption algorithm from Section 4.8.
4.9.1. Input Factors
The following are supplied before beginning the encryption process:

o Plaintext content; this example uses the content from Figure 51.

0 Recipient encryption key; this example uses the key from Figure
125.

o Key encryption algorithm; this example uses "A128KW".
o Content encryption algorithm; this example uses "A128GCM".
o "zip" parameter as "DEF".
4.9.2. Generated Factors
The following are generated before encrypting:

o Compressed plaintext from the original plaintext content;
compressing Figure 51 using the DEFLATE [RFC1951] algorithm
produces the compressed plaintext from Figure 135.


https://datatracker.ietf.org/doc/html/rfc1951
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o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 136.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 137.

eJXxtjOEOwyAMBL -yDOjyh_bQL1Q9EMICCSKVMYry-zpEPVTqycizul5e30Bdgu
grilahjKrJb9iTRhyGNQq3Ndo8164s56uMoykl1EuakSgIqy4SbweNP4kbONueB
S15IweGUSRIHN7maW6M5TmdXJrOw5TDh3vSbwVh_YjNdKDhPBr jNmeAyFxp6z5
XtUug_YUtx2Fms5dNEQVOEgiRrXgc8hBeePt1uYQO
Figure 135: Compressed Plaintext, base64url-encoded
03x4Y5d1LkOK2VbMmePmMw
Figure 136: Content Encryption Key, base64url-encoded
9UNnGdOz8-Yx3BFV3
Figure 137: Initialization Vector, base64url-encoded
4.9.3. Encrypting the Key
Performing the key encryption operation over the CEK (Figure 136)
with the AES key ({{jwe-aeskw-key) produces the following encrypted
key:
fUGYywsdedwWwWr5JpNPOEMMN2XkXk8_h5
Figure 138: Encrypted Key, base64url-encoded
4.9.4. Encrypting the Content

The following are generated before encrypting the content:

0 Protected JWE Header; this example uses the header from Figure
139, encoded as [RFC4648] base64url as Figure 140.

{
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91acs",
"enc": "A128GCM",
llzipll : |IDEFII
}

Figure 139: Protected JWE Header JSON
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eyJhbGci0iJBMTI4S1cilCIraWQiOiI4MWIyMDk2NSO4MzMyLTQzZDktYTQ20C
04MjE2MGFKOTFhYzgiLCJ1bmMi0iJBMTI4RONNIiwiemlwIjoiREVGIn®

Figure 140: Protected JWE Header, base64url-encoded
Performing the content encryption operation over the compressed
Plaintext (Figure 135, encoded as an octet string) with the
following:

0o CEK (Figure 136);
o Initialization vector/nonce (Figure 137); and
0 Protected JWE header (Figure 140) as authenticated data
produces the following:
o Ciphertext from Figure 141.
0 Authentication tag from Figure 142.
b962BmMHXeA9iYY8u9GnpxtXnmelMNm7vhhBqcxJHofO8hGn11tC7MpfOdnl1BOy
ZgAlgBWDJrGs3eVseTlFEFMOpDHD1Iven74xwZPdJJEYy1DKPTeZLaCf6TjK46C
UfwJiBajPZ2wiupjQJIb5FYz_1KsWYCXAE4k6xt9vswkwm_FHpYevNXuE7hokcim
LRiCi1R_XjnG7sHCTWKb56L0ZsqgacWn_52jk09B3Q
Figure 141: Ciphertext, base64url-encoded

And authentication tag:
Im5q9_DU2ZafibIuj5GNI5Q

Figure 142: Authentication Tag, base64url-encoded

4.9.5. Output Results
The following compose the resulting JWE object:

0o Protected JWE header (Figure 140)
o encrypted key (Figure 138)
o Initialization vector/nonce (Figure 137)

0o Ciphertext (Figure 141)

0 Authentication tag (Figure 142)
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The resulting JWE object using the Compact serialization:

eyJhbGci0iJBMTI4S1cilCJIraWQiOiI4MWIyMDk2NS04MzMyLTQzZDktYTQ20C
04MjE2MGFkOTFhYzgilLCJ1bmMiOiJBMTI4RONNIiwiemlwIjoiREVGINO

fUGYywsd6dwWwWr5JpNPOEMMN2XkXk8_h5

9UnGd0Oz8-Yx3BFV3
b962BmHXeA9iYY8Bu9GnpxtXnmelMNm7vhhBqcxJHofO8hGn11ltC7MpfednlBOy
ZgAlgBWDJrGs3eVseT1lFEFMOpDHD1Iven74xwZPdJAEY1DKPTeZLaCf6TjK46C
UfwWJiBajPZ2wiupjQJIb5FYz_1KsWYCXAE4k6xt9vbswkwm_FHpYevNXuE7hokcim
LRiCi1R_XjnG7sHCTWKb56L0ZsqgacWn_527jk09B3Q
Im5qg_DuU2ZafibIuj5GNI5Q

Figure 143: Compact Serialization

The resulting JWE object using the JSON serialization:

{
"recipients": [
{
"encrypted_key":
"fUGYywsd6dWWr5JpNPOEMMN2XkXk8_h5"
}
]I
"protected":
"eyJhbGci0iJBMTI4S1cilLCJIraWQiOiI4MWIyMDk2NS04MzMyLTQzZDktY
TQ20CO4MjE2MGFKOTFhYZzgilLCJ1bmMiOiJBMTI4RONNIiwiemlwIjoiRE
VGIno",
"iv":
"9UnGdOz8-Yx3BFV3",
"ciphertext":
"b962BmMHXeA91YY8u9GnpxtXnmelMNm7vhhBgcxJHofO8hGn11ltC7Mpfod
n1BOYyZgAlgBWDJrGs3eVseT1FEFmOpDHD1Iven74xwZPdJdEy1DKPTeZL
aCf6TjK46CUfWIBajPZ2wiupjQJIb5FYz_1KSWYCXAE4k6xt9v5wkwm_FH
pYevNXuE7hokcimLRiCi1R_xjnG7sHCTWKb56L0ZsqacwWn_52jk09B3Q",
"tag":
"Im5q_DU2ZafibIuj5GNI5Q"
}

Figure 144: JSON Serialization
4.10. Including Additional Authenticated Data

This example illustrates encrypting content that includes additional
authenticated data. As this example includes an additional top-level
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property not present in the Compact serialization, only the JSON
serialization is possible.

4.10.1. Input Factors
The following are supplied before beginning the encryption process:

o Plaintext content; this example uses the content from Figure 51.

0 Recipient encryption key; this example uses the key from Figure
125.

o Key encryption algorithm; this example uses "A128KW".
0o Content encryption algorithm; this example uses "A128GCM".

0 Additional authenticated data; this example uses a
[I-D.ietf-jcardcal-jcard] vCard from Figure 145, serialized to

UTF-8.
[
"vcard",
[
[ "version", {3}, "text", "4.0" ],
[ "fn", {3}, "text", "Meriadoc Brandybuck" 1],
[ "n", {3},
"teXt", [
"Brandybuck", "Meriadoc", "Mr.", ""
]
1,
[ "bday", {3}, "text", "TA 2982" ],
[ Ilgenderll, {}, I|text||’ ||MII ]
]
]

Figure 145: Additional Authenticated Data, in JSON format
*NOTE* whitespace between JSON values added for readability.
4.10.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 146.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 147.
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0 Encoded additional authenticated data (AAD); this example uses the
additional authenticated data from Figure 145, encoded to
[REC4648] base64url as Figure 148.

UGL3QU7R3HMR31ik-0TW82w

Figure 146: Content Encryption Key, base64url-encoded

HOrZstLCLfNNC7TN

Figure 147: Initialization Vector, base64url-encoded

WyJ2Y2FyZCIsWlsidmVyc2lvbiIse30sINR1eHQiLCIOLJAiIXSXbImZuIix7fS
widGV4dCIsIk11lcmlhZG9jIEJyYW5keWJ1Y2siXSxbIm4ilLHt9LCJOZXhOIixb
IkJyYW5keWJ1Y2siLCINZXIpYWRVYYIsIk1lyLiIsIiJdXSxbImJKYXKiLHtOLC
JOZXhOIiwiVEEgMjk4MiJdLFsiZ2VuZGVyIix7fSwidGV4dCIsIkOixXVvid

Figure 148: Additional Authenticated Data, base64url-encoded
4.10.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 146)
with the AES key (Figure 125) produces the following encrypted key:

MJjYoJ6DKa__ OKTJP5PT8pROT_tybLRc
Figure 149: Encrypted Key, base64url-encoded
4.10.4. Encrypting the Content
The following are generated before encrypting the content:

0 Protected JWE Header; this example uses the header from Figure
150, encoded to [RFC4648] base64url as Figure 151.

{
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"

}

Figure 150: Protected JWE Header JSON

eyJhbGci0iJBMTI4S1cilCJIraWQiOiI4MWIyMDk2NS04MzMyLTQzZDktYTQ20C
04MjE2MGFKkOTFhYzgiLCJ1bmMiO1iJBMTI4RONNINO

Figure 151: Protected JWE Header, base64url-encoded


https://datatracker.ietf.org/doc/html/rfc4648
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Performing the content encryption operation over the Plaintext with
the following:

o CEK (Figure 146);

o Initialization vector/nonce (Figure 147); and

o Concatenation of the protected JWE header (Figure 151), ".", and
the [RFC4648] base64url encoding of Figure 145 as authenticated
data

produces the following:
o Ciphertext from Figure 152.
0 Authentication tag from Figure 153.
36gblaxXJa6X1M7EHkAWVCrAvUA-wOzUsaSiK9ajj1CsPp-oHpElk7bktsA2u9p
b_TOyeXpjeaGKcOtWO6VKMIpIEJed-relIzaHva_JrHKt63tKWRmMGDtQ9EHDCgw
Vv_OEwUoVW_RzfugR-71Is0TSYeziVi2XL_nsHpcVGFQOgD2C-nvwqo4_8f9pzZ
_bmK_kj@eAc54qp21aNG7odWGOSpOVW4AVr2ujw8QnHQlaKUNUgh@ODVCUOhFWN
pzxEgja4X6UlskY6uTQR-mBBpwlA4rAnjP-pnOzuq0T13vkCplokt2GKhRLYSE
6UgLjnyfexHG]jC349nzsBHoCXk2tKJIwrgPpssCnsqPaffu
Figure 152: Ciphertext, base64url-encoded
tp_Idm6BMHN31JQ86T4SRA
Figure 153: Authentication Tag, base64url-encoded
4.10.5. Output Results
The following compose the resulting JWE object:
o Protected JWE header (Figure 151)
o encrypted key (Figure 149)
o Initialization vector/nonce (Figure 147)
0 Additional authenticated data (Figure 148)
0 Ciphertext (Figure 152)

0o Authentication tag (Figure 153)

The resulting JWE object using the JSON serialization:
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"recipients": [
{
"encrypted_key":
"Aa2ArPkcYIHxd1A31sGWtcCOsBKkqTYHr"

b
1

"protected":
"eyJhbGci0iJBMTI4S1cilLCJIraWQiOiI4MWIyMDk2NS04MzMyLTQzZDktY
TQ20CO4MjE2MGFkOTFhYzgiLCJ1bmMiOiJBMTI4RONNING",
"iv":
"HorZstLCLTfNNC7TN",

"aad":
"WyJ2Y2FyZCIsWlsidmVyc21lvbiIse30sInR1eHQiLCIOLjAIXSxbImZul
ix7fSwidGV4dCIsIk1lcmlhZG9jIEJYyYW5keWJ1Y2siXSxbIm4iLHtOLCJ
0ZXhOIixbIkJyYW5keWJ1Y2siLCINZXIPYWRVYYISIK1yLiIsIiJdXSxbI
MmIKYXkiLHt9LCJOZXhOIiwiVEEgMjk4MiJdLFSi1Z2VuZGVyIix7fSwidGV
4dCIsIkOixvid",

"ciphertext":

"36gblaxXJa6X1M7EHKAWVCcrAVUA-wOzUsaSikK9ajjl1CsPp-oHpElk7bkts
A2u9pb_ToOyeXpjeaGKcOtWO6VKMIpIEJed-relzaHva_JrHKt63tKWRmMG
DtQ9EHDCgwVV_OEwUoVW_RzfugR-71Is0TSYeziVi2XL_nsHpcVGFQOgD
2C-nvwqo4_8f9pZ_bmK_kjoeAc54qp21aNG7odWGOSpOvVWAVr2ujws8QnH
Q1aKUNUgh®ODvVCUOhFWNpzxEgja4X6UlSkY6UTQR-mBBpwlA4rAnjP-pn
0zuqOT13vkCplokt2GKhRLYSE6UQLjnyfexHGjC349nzsBHOCXk2tKIwr
gPpssCnsqgPaffu",

"tag":

"tp_Idm6BMHN31JQ86T4sSRA"

Figure 154: JSON Serialization

4.11. Protecting Specific Header Fields
This example illustrates encrypting content where only certain JWE
header parameters are protected. As this example includes
unprotected JWE header parameters, only the JSON serialization is
possible.

4.11.1. Input Factors
The following are supplied before beginning the encryption process:

o Plaintext content; this example uses the content from Figure 51.

0 Recipient encryption key; this example uses the key from Figure
125.
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o Key encryption algorithm; this example uses "A128KW".

o Content encryption algorithm; this example uses "A128GCM".
4.11.2. Generated Factors

The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 155.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 156.

UGL3QU7R3HMR3ik-0TW82w
Figure 155: Content Encryption Key, base64url-encoded
HorZstLCLFNNC7TN
Figure 156: Initialization Vector, base64url-encoded
4.11.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 155)
with the AES key (Figure 125) produces the following encrypted key:

MJjYoJ6DKa__OKTJP5PT8pROT_tybLRcC
Figure 157: Encrypted Key, base64url-encoded
4.11.4. Encrypting the Content
The following are generated before encrypting the content:

0o Protected JWE Header; this example uses the header from Figure
158, encoded to [RFC4648] base64url as Figure 159.

{
"enc": "A128GCM"

Figure 158: Protected JWE Header JSON

eyJ1bmMiOiJBMTI4RONNINO

Figure 159: Protected JWE Header, base64url-encoded


https://datatracker.ietf.org/doc/html/rfc4648

Miller Expires June 7, 2014 [Page 68]



Internet-Draft JOSE Cookbook December 2013
Performing the content encryption operation over the Plaintext with
the following:

o CEK (Figure 155);
o Initialization vector/nonce (Figure 156); and
0o Protected JWE header (Figure 159) as authenticated data
produces the following:
o Ciphertext from Figure 160.
0 Authentication tag from Figure 161.
XR980r5bnT-qBoQO-K8WbR6hphUsS0JZdE6BWOC3CYJ2kSk-6NuycqF4ZrKy6YC
-Gs3jfCwkCmw955kmDgTIlc-fSQ-w__kwrM8wepylh610eY2HCM8-vJIpK3yHcW
HrbJhugqJEXRW1NR619y9kcAzc3F1YWBJI5B5uYOPVvbbbiQnRLS5A9VFXKZFjF8QT
a6T10sXR22bKkb-0G8JwWSiefhxZ1GQCpgRUfmYDRMZhfakIalhXVDaLzIapkka
gpw510A5ytOESW8qkcCrezJZtCSFeHTIJFqspCcnTvdfDgkGVQwolcxKrowu - 2K
wb3dP8T1ZJ2dMSOxXyMQavlingZcfKn2qg4xI87D5mhfCrw
Figure 160: Ciphertext, base64url-encoded

Hjccc2tFAQi12LH6FF-jFA

Figure 161: Authentication Tag, base64url-encoded

4.11.5. Output Results
The following compose the resulting JWE object:

0 Unprotected JWE header (Figure 162)

o Protected JWE header (Figure 159)

o encrypted key (Figure 157)

o Initialization vector/nonce (Figure 156)
0 Ciphertext (Figure 160)

0 Authentication tag (Figure 161)

The following unprotected JWE header is generated before assembling
the output results:
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{
"alg": "A128Kw",

"kid": "81b20965-8332-43d9-a468-82160ad91ac8"

Figure 162: Unprotected JWE Header JSON

The resulting JWE object using the JSON serialization:

{
"recipients": [
{
"encrypted_key":
"MJjYoJ6DKa__ OKTJP5PT8pROT_tybLRc"
}
]I
"unprotected": {
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8"
}I
"protected":
"eyJ1bmMiOiJBMTI4RONNINO",
"iv":
"HorZstLCLTfNNC7TN",
"ciphertext":
"XR980r5bnT-qBoQ0O-K8WbhR6hphUsS0JZdE6WOC3CYJ2kSk-6NuycqF4Zr
Ky6YC-Gs3jfCwkCmw955kmDgTI1c-fSQ-w___kwrM8wepylh610eY2HCM8
-vJIpK3yHcWHrbJhugqJEXRW1nR619y9kcAzc3F1YWBJI5B5uYOPVbbbiQnR
L5d9VFXKZFjF8qTa6T10sXR22bKkb-0G8JIWSiefhxZ1GQCpqRUfmYDRMZ
hfakIalhXvDaLZIapkkagpw510A5ytOESW8qkcCrezJZtCSFeHTJFqspC
cnTvdfDgkGVQwol1lcxKrowu-2Kwb3dP8T1ZJ2dMSOXxXyMQavingZcfKn2q
g4xI87D5mhfCrw",
"tag":
"Hjccc2tFAQil2LH6FF-jFA"
}

Figure 163: JSON Serialization
4.12. Protecting Content Only

This example illustrates encrypting content where none of the JWE
header parameters are protected. As this example includes only
unprotected JWE header parameters, only the JSON serialization is
possible.

4.12.1. Input Factors

The following are supplied before beginning the encryption process:
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o Plaintext content; this example uses the content from Figure 51.

0 Recipient encryption key; this example uses the key from Figure
125.

o Key encryption algorithm; this example uses "A128KW".

0o Content encryption algorithm; this example uses "A128GCM".
4.12.2. Generated Factors

The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key; this example the
key from Figure 164.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 165.

5UVirggilMhbwpSnM3aluQ
Figure 164: Content Encryption Key, base64url-encoded
zdbI14BrrziYK55_
Figure 165: Initialization Vector, base64url-encoded
4.12.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 164 with
the AES key (Figure 125 produces the following encrypted key:

yyuirCy7Hd_nYOgL5Jfq6sJ7RXRRODtF
Figure 166: Encrypted Key, base64url-encoded
4.12.4. Encrypting the Content

Performing the content encryption operation over the Plaintext
(Figure 51) using the following:

0 CEK (Figure 164);
o Initialization vector/nonce (Figure 165); and
o Empty string as authenticated data

produces the following:
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o Ciphertext from Figure 167.
0 Authenticated data from Figure 168.

3MtsMr7GhYafTv6KNiWMEg5v14tE2FHfmvExhTInioynNBD7G6LEEI6ULDHK-p
A2VINROQEAEiN9srAPN2gx11kxJs4FBBin21pErXalJF_yqotv50X-sXpyMSd2
X4peV29PRKVI2gaeVH8QjhuV5arl1UYaFwoqTgxwsN_NrbN8x709Exvh1l3LoX6H
5XH9KFACONEK_AXVAVtYbq3GpWu300NrXQuq60y7LCvBwC]j1SKUEMRO94sPim5
GVB7p_CX_xDuWGkPiaCTru@qJOfPjIbzzAjnf5m4NwOkB1lbMmY1l4k _nvBSbUal
-ybdYyGcK11dGbwWzYsCYZFII4DmK8rXHYDHRA1jR8StGEO

Figure 167: Ciphertext, base64url-encoded
OgbCArwBoY_iqVMwfjNC4Q
Figure 168: Authentication Tag, base64url-encoded
4.12.5. Output Results

The following unprotected JWE header is generated before assembling
the output results:

{
"alg": "A128Kw",
"kid": "81b20965-8332-43d9-a468-82160ad91acs",
"enc": "A128GCM"

by

Figure 169: Unprotected JWE Header JSON
The following compose the resulting JWE object:
0 Unprotected JWE header (Figure 169)
o encrypted key (Figure 166)
o Initialization vector/nonce (Figure 165)
o Ciphertext (Figure 167)
0o Authentication tag (Figure 168)

The resulting JWE object using the JSON serialization:

{
"recipients": [
{
"encrypted_key":
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"yyuirCy7Hd_nYOgL5Jfq6SJ7RXRRODtF"

}

1

"unprotected": {
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"

}I

"iv":
"zdbI1l4BrrziYK55_",

"ciphertext":
"3MtsMr7GhYafTv6KNiIWMEg5V14tE2FHfmvTXhTJIJnioynNBD7G6LEEI6UL
DHK-pA2vINROgEAEiIN9srAPN2gx11kxJs4FBBin21pErXalJF_yqotv50
X-sXpyMSd2X4peV29PRKVI2gaeVH8QjhuV5ariUYaFwoqTgxwsN_NrbN8
X709EXVh13LoX6H5XHIOKFACONEK_AXVAVtYbg3GpWu300NrXQug60y7LC
vBWCj1SKUEMR0O94sPim5GVB7p_CX_XDuWGkPiaCTru@qJOfPjIbzzAjnf
5m4Nw9kB1bMmY1l4k_nvBSbUal-ybdYyGcK11dGbwWzYsCYZFII4DmK8rXH
YDHRA1jR8StGE0",

"tag":
"@gbCArwBoY_iqVMwfjNC4Q"

Figure 170: JSON Serialization
4.13. Encrypting to Multiple Recipients
This example illustrates encryption content for multiple recipients.
As this example has multiple recipients, only the JSON serialization
is possible.
4.13.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the plaintext from Figure 51.
0 Recipient keys; this example uses the following:
* The RSA public key from Figure 52 for the first recipient.
* The EC public key from Figure 84 for the second recipient.
* The AES symmetric key from Figure 113 for the third recipient.
o Key encryption algorithms; this example uses the following:

* "RSA1_5" for the first recipient.
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* "ECDH-ES+A256KW" for the second recipient.
*  "A256GCMKW" for the third recipient.
0o Content encryption algorithm; this example uses "A128CBC-HS256"
4.13.2. Generated Factors
The following are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 171.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 172.

0Ys79mOf3LEUMZzmWBCYywRNn4u8BO9BVidJb9j00jDsY
Figure 171: Content Encryption Key, base64url-encoded
nY-xFgdefiLrsU7u
Figure 172: Initialization Vector, base64url-encoded
4.13.3. Encrypting the Key to the First Recipient

Performing the "RSA1_5" key encryption operation over the CEK (Figure
171 with the first recipient's RSA key (Figure 52 produces the
following encrypted key:

EBbDunXtz-joGnoq4cOvtueHlbOE-oBkSMNno9PUQg8eR7Y5T71aU9t0JkvxtKi0
XibNkeeUSYPLPGvXxs1WAYgmqYW- -uP_R64hQFp2fcB5MnyQ69GBkMUGPoie-Ct
Q2y9Z3Mv9-NMbT7L099A_2EUEXuxzGnHYSTtk7KKjyw38LBuvSOVdokkHWMP4p
VLeUJB1ovbT4M1j3pxUzyM2426sD6LTjorQhY8vsChyDaFSTO0e8uBvCRyA5ma
bEYRY1Uet8PRH_CjINMipv7LCDRsKVNr3oHWZEfCJIJFGNC-w_-Qn4xcmkmxyazl
-kZEpS_t2kWJIsFgx3mg7QAXJIBxdGmy6A

Figure 173: Recipient #1 Encrypted Key, base64url-encoded

The following are generated after encrypting the CEK for the first
recipient:

o Recipient JWE header from Figure 174

{
"alg": "RSA1.5",
"kid": "frodo.baggins@hobbiton.example"
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Figure 174: Recipient #1 JWE Header JSON

The following is the assembled first recipient JSON:

{

"encrypted_key":
"EBbDunXtz-3j0OGn0g4c9vtueH1lbOE-0BkSMN0o9PUg8eR7Y5T71aU9t0Jkv
XtKiOxibNkeeUSYPLPGvXxs1WAYgmqYW- - uP_R64hQFp2fcB5MnyQ69GBk
MU6Poie-CtQ2y9Z3Mv9-NMbT7L099A_2EUEXuxzGnHYSTtk7KKjyw38LB
uvSOvVdokkHWMP4pVLeUJB1ovbT4M1j3pxUzyM2426sD6LTjorQhY8vsCh
yDaFST00e8uBvcRyASmabEyRY1Uet8PRH_CjINMipv7LCDRSKVnr3oHwWZ
EfCIFGNC-w_-Qn4xcmkmxyazl-KkZEpS_t2kWJIsFgx3mg7QAXJIBxdGmy6A",

"header": {
"alg": "RSA1_ 5",
"kid": "frodo.baggins@hobbiton.example"

Figure 175: Recipient #1 JSON
4.13.4. Encrypting the Key to the Second Recipient

The following are generated before encrypting the CEK for the second
recipient:

o Ephemeral EC private key on the same curve as the EC public key;
this example uses the private key that matches the public key from

Figure 176.
{
"kty": "EC",
"crv": "P-384",
"x":  "-fcIsKguXqJTTsWdHbJ4iRY_xARz90_JdAXVEJInrxo7sJIRbkwH
mwlMi4AXxCVzG_1I",
"y "JcuN_3pDOdbTjry07BoFoJ-_W-SumUHHOXIAVXkKeFkJV4s5GM
CwXwxtgkNez32T"
}

Figure 176: Ephemeral public key for Recipient #2, in JWK format

Performing the "ECDH-ES+A256KW" key encryption operation over the CEK
(Figure 171 with the following:

0 Static Elliptic Curve public key (Figure 84).
o Ephemeral Elliptic Curve private key (Figure 176.

produces the following encrypted key:
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Dd1kQYNhhSI1KEAYE9QUYhjtUBGahteiYVnRUg_tWf8S9VJIZKL_8YOw
Figure 177: Recipient #2 Encrypted Key, base64url-encoded

The following are generated after encrypting the CEK for the second
recipient:

0 Recipient JWE Header from Figure 178.

{
"alg": "ECDH-ES+A256KW",
"kid": "peregrin.took@tuckborough.example",
"epk": {
"kty": "EC",
"crv": "P-384",
"x": "-fcIsKguXqJTTsWdHbJ4iRY_xARz90_JdAXVEJInrxo7sJRbkwH
mwlMi4AxCVzG_I",
"y': "JcuN_3pDedbTjry07BoFoJ-_W-SumUHHIOXIAvXkKeFkJV4sS5GM
CwXwxtgkNez32T"
}
}

Figure 178: Recipient #2 JWE Header JSON

The following is the assembled second recipient JSON:

{
"encrypted_key":
"Dd1kQYNhhSI1KEAYEQUYhjtUBGahteiYVnRUg_tWf8S9VJZKL_8YOw",
"header": {
"alg": "ECDH-ES+A256KW",
"kid": "peregrin.took@tuckborough.example",
"epk": {
"kty": "EC",
"crv'": "P-384",
"x'": "-fcIsKguXqJdTTsWdHbJ4iRY_xARz90_JdAXVEJInrxo7sJRbk
wHmwlMi4AXxCVzG_I",
"y'": "JcuN_3pD0edbTjry07BoFoJ-_W-SumUHHOXIAVXkKeFkJV4s5
GMCwXwxtgkNez32T"
}
}
}

Figure 179: Recipient #2 JSON

4.13.5. Encrypting the Key to the Third Recipient
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The following are generated before encrypting the CEK for the third
recipient:

o Initialization vector/nonce for key wrapping; this example uses
the initialization vector/nonce from {{jwe-multi-kwiv_3}

kZtitxRDXfzCS6ZK
Figure 180

Performing the "A256GCMKW" key encryption operation over the CEK
(Figure 171) with the following:

0 AES symmetric key (Figure 113; and
o Initialization vector/nonce ((Figure 180
produces the following:
0 Encrypted key from Figure 181.
0 Key wrap authentication tag from Figure 182
1iVL4XCDCnsWCSZCTysGx141vdnJgIThbumNa9wSQBo
Figure 181: Recipient #3 Encrypted Key, base64url-encoded
DOVpODvbotRWOHEQTRcXkg
Figure 182: Recipient #3 Encrypted Key, base64url-encoded

The following are generated after encrypting the CEK for the third
recipient:

0 Recipient JWE header; this example uses the header from Figure

183.
{
"alg": "A256GCMKW",
"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
"tag": "DOVpODvbotRWOHEQTRcXkg",
"iv": "kZtitxRDXfzCS6zZK"
}

Figure 183: Recipient #3 JWE Header JSON

The following is the assembled third recipient JSON:
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{

"encrypted_key":
"DOVpODVbotRWOHEQTRcXkg",

"header": {
"alg": "A256GCMKW",
"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
"tag": "DOVpODvbotRWOHEQTRcXkg",
"iv": "KZtitxRDXfzCS6ZK"

Figure 184: Recipient #3 JSON

4.13.6. Encrypting the Content

The following are generated before encrypting the content:

o Protected JWE Header; this example uses the header from Figure
185, encoded to [RFC4648] base64url as Figure 186.

{
"enc": "A128GCM"
Figure 185: Protected JWE Header JSON
eyJ1bmMi0iJBMTI4RONNINO
Figure 186: Protected JWE Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 51) with the following:

o CEK (Figure 171),

o Initialization vector/nonce (Figure 172), and

0 Protected JWE header (Figure 186) as the authenticated data
produces the following:

o Ciphertext from Figure 187

0o Authentication tag from Figure 188
aG6VvVrUIPIE5AuUNnujYfPvgolypah6leCfYeW721swKONr8ERrKJIn-HFKEkex2r
HnLgp33hKX6jPBW1SwilwG12e2xg3SxQiA90YncXBkpUcUK4KoIg7qCvtTsVFp

SVRJIYTBDqpGuecYdY0eZPWUuB1vX4jrCFIpHh3BIraAE6iTxdmxhHP-0XGZQpU
N4Y2qcromUQP2jSreVGp2Gn9b4bWELTLNYy4WqRVMB_bySnyUxdglzGAQEse7s_


https://datatracker.ietf.org/doc/html/rfc4648
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0ls_611f0ZnB5WzcoNo2aTZIKWLjJI347XL95KCF9aYWMAZS17N4n41Zs2Yaa8-
ue7Lpv9fQ7ubDQj1fQ4clpxPv_IDbHJI3tgd1H21WSHWZADWgPIOA

Figure 187: Ciphertext, base64url-encoded
ESZx8edqbU40sp8P8H0a5Q
Figure 188: Authentication Tag, base64url-encoded
The following is generated after encrypting the plaintext:

0 Unprotected JWE header parameters; this example uses the header
from Figure 189.

{
"cty": "text/plain"

}
Figure 189: Unprotected JWE Header JSON

4.13.7. Output Results

The following compose the resulting JWE object:

0 Recipient #1 JSON (Figure 175)

0 Recipient #2 JSON (Figure 179)

0 Recipient #3 JSON (Figure 184)

o Initialization vector/nonce (Figure 172)

0o Ciphertext (Figure 187)

0 Authentication tag (Figure 188)

The resulting JWE object using the JSON serialization:

{
"recipients": [
{
"encrypted_key":
"EBbDunXtz-3j0OGn0g4c9vtueH1bOE-0BkSMNo9PUg8eR7Y5T71aU9t
0JkvXxtKiOxibNkeeUSYPLPGvXxs1WAYgmqYW- -uP_R64hQFp2fcB5M
nyQ69GBKkMU6P0ie-CtQ2y9Z3Mv9-NMbT7L099A_2EUEXuxzGnHYST
tk7KKjyw38LBuvSOVdokkHWMP4pVLeUJB1ovbT4M1j3pxUzyM2426
sD6LfjorQhY8vsChyDaFSTO0e8uBvCcRyASmabEyRY1Uet8PRH_CjI
NMipv7LCDRsKVNr3oHWZEfCJFGNC-w_-Qn4xcmkmxyazl-KkZEpS_t
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2kWJIsFgx3mg7QAXJIBxdGmy6A",
"header": {
"alg": "RSA1_5",
"kid": "frodo.baggins@hobbiton.example"
}
3

{

"encrypted_key":
"Dd1kQYNhhSI1KEAYEQUYhjtUBGahteiYVnRUg_tWf8S9VJZKL_8YO
w',
"header": {
"alg": "ECDH-ES+A256KW",
"kid": "peregrin.took@tuckborough.example",
"epk": {
"kty": "EC",
"crv": "P-384",
"x":
"-fcIsKguXqJTTsWdHbJ4iRY_XARz90_JdAXVEJInrxo7sJRbkw
HmwlMi4AxCVzG_1I",
Hy|| :
"JcuN_3pD0dbTjry07BoFoJ-_W-SumUHHOXIAVXkKeFkJV4s5G
MCwXwxtgkNez32T"

3
3

{
"encrypted_key":

"iiVL4XCDCNsSWCSZCTysGx141vdnJqIThbumNa9wSQBo",
"header": {

"alg": "A256GCMKW",

"kid": "18ec@8el-bfa9-4d95-b205-2b4dd1d4321d",

"tag": "DOVpODvbotRWOHEQTRcXkg",

"iv": "KZtitxRDXfzCS6ZK"

}
b

1
"protected": "eyJlbmMiOiJBMTI4RONNINO",

"unprotected": {
"cty": "text/plain"

}I

"iv":
"nY-xFgdefiLrsu7u",

"ciphertext":
"aG6vVvrUIPIE5AunujYfPvgOlypah6leCfYeW721swKIONr8ERrKJIn-HFKE
kex2rHnLgp33hKX6jPBW1SwilwG12e2xg3SxQiA90YncXBkpUcUK4KoIg
79CvtTsVFpsVRIYTBDgpGuecYdY0eZPWUuB1vX4jrCFIpHh3BIraAEGLT
xdmxhHP-0XGZQpUN4Y2qcromUQP2jSreVGp2Gn9b4bWELfLNy4WqRVmMB_
bySnyUxdglzGAQEse7s_ols_61i1f0ZnB5WzcoNo2aTZIKWLjJ347XL95K
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o

o

I~

cF9aYwMAZSi7N4n41Zs2Yaa8-u@7LpVvVIfQ7ubDQj1fQ4clpxPv_IDbHJ3
tgd1H21WSHWZADwWgpIOA",
"tag":
"ESZx8edgbU40sp8P8HOa5Q"

Figure 190: JSON Serialization
Security Considerations
This document introduces no new security considerations over those
stated in [I-D.jietf-jose-json-web-algorithms],

[I-D.ietf-jose-json-web-encryption], [I-D.ietf-jose-json-web-key],
and [I-D.ietf-jose-json-web-signature].

IANA Considerations
This document has no actions for IANA.
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the novels "The Hobbit"; "The Fellowship of the Ring"; "The Two
Towers"; and "Return of the King", written by J. R. R. Tolkien.
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