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Abstract
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Encryption (JWE) results given similar inputs.
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Introduction

The JavaScript Object Signing and Encryption (JOSE) technologies -
JSON Web Signature (JWS) [I-D.ietf-jose-json-web-signature], JSON Web
Encryption (JWE) [I-D.ietf-jose-json-web-encryption], JSON Web Key
(JWK) [I-D.ietf-jose-json-web-key], and JSON Web Algorithms (JWA)
[I-D.ietf-jose-json-web-algorithms] - collectively can be used to
encrypt and/or sign content using a variety of algorithms. While the
full set of permutations is extremely large, and might be daunting to
some, it is expected that most applications will only use a small set
of algorithms to meet their needs.

This document provides a number of examples of signing or encrypting
content using JOSE. While not exhaustive, it does compile a
representative sample of JOSE features. As much as possible, the
same signature payload or encryption plaintext content is used to
illustrate differences in various signing and encryption results.

This document also provides a number of example JWK objects. These
examples illustrate the distinguishing properties of various key
types, and emphasize important characteristics. Most of the JwWK
examples are then used in the signature or encryption examples that
follow.

Conventions Used in this Document

This document separates data that are expected to be input to an
implementation of JOSE from data that are expected to be generated by
an implementation of JOSE. Each example, wherever possible, provides
enough information to both replicate the results of this document or
to validate the results by running its inverse operation (e.g.,
signature results can be validated by performing the JWS verify).
However, some algorithms inherently use random data and therefore
computations employing them cannot be exactly replicated; such cases
are explicitly stated in the relevant sections.

All instances of binary octet strings are represented using [RFC4648]
base64url encoding.

Wherever possible and unless otherwise noted, the examples include
the Compact serialization, JSON General Serialization, and JSON
Flattened Serialization.

All of the examples in this document have whitespace added to improve
formatting and readability. Except for JWE plaintext or JWS payload


https://datatracker.ietf.org/doc/html/rfc4648
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content, whitespace is not part of the cryptographic operations nor
the exchange results.

Unless otherwise noted, the JWE plaintext or JWS payload content does
include " " (U+0020 SPACE) characters. Line breaks (U+000A LINE
FEED) replace " " (U+0020 SPACE) characters to improve readability
but are not present in the JWE plaintext or JWS payload.

Terminology

This document inherits terminology regarding JSON Web Signature (JWS)
technology from [I-D.ietf-jose-json-web-signature], terminology
regarding JSON Web Encryption (JWE) technology from
[I-D.ietf-jose-json-web-encryption], terminology regarding JSON Web
Key (JWK) technology from [I-D.ietf-jose-json-web-key], and
terminology regarding algorithms from
[I-D.ietf-jose-json-web-algorithms].

JSON Web Key Examples

The following sections demonstrate how to represent various JwK and
JWK-set objects.

.1. EC Public Key

This example illustrates an Elliptic Curve public key. This example
is the corollary to Figure 2.

Note that whitespace is added for readability as described in
Section 1.1.

{
"kty": "EC",
"kid": "bilbo.baggins@hobbiton.example",
"use": "sig",
"crv": "P-521",
"x'": "AHKZLLOsSCOzz5cY97ewNUajB957y-C-U88c3v13nmGZx6sY1l_0JXu9
ASRKTKQgjqvjyekWF-7ytDyRXYgCF5cjOKt",
"y": "AdymlHvOiLxXkEhayXQnNCvDX4h9htZaCJN34kfmC6pV50hQHiraVvy
SsUdaQkAgDPrwQrJImbnX9cwlGfP-HqHZR1"
}

Figure 1: Elliptic Curve P-521 Public Key

The field "kty" value of "EC" identifies this as an elliptic curve
key. The field "crv" identifies the curve, which is curve P-521 for
this example. The fields "x" and "y" values are the base64url-
encoded X and Y coordinates (respectively).
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The values of the fields "x" and "y" decoded are the octets necessary
to represent each full coordinate to the order of the curve. For a
key over curve P-521, the values of the fields "x" and "y" are
exactly 66 octets in length when decoded, padded with leading zero
(Ox00) octets to reach the expected length.

3.2. EC Private Key

This example illustrates an Elliptic Curve private key. This example
is the progenitor to Figure 1.

Note that whitespace is added for readability as described in
Section 1.1.

{
"kty": "EC",
"kid": "bilbo.baggins@hobbiton.example",
"use": "sig",
"crv": "P-521",
"x": "AHKZLLOsCO0zz5cY97ewNUajB957y-C-U88c3v13nmGZx6sY1l_0JXu9
A5RKTKqjqvjyekWF-7ytDyRXYgCF5cjOKt",
"y": "AdymlHvOiLxXkEhayXQnNCvDX4h9htZaCJIN34kfmC6pV50hQHiraVvy
SsUdaQkAgDPrwQrJImbnX9cwlGfP-HgqHZR1",
"d": "AAhRON2r9cgXX1hg-RoOI6R1tX5p2rUAYdmpHZoC1XNM56KtscrX6zb
KipQrCwW9CGZH3T4ubpnoTKLDYJ_fF3_rJt"
}

Figure 2: Elliptic Curve P-521 Private Key

The field "kty" value of "EC" identifies this as an elliptic curve
key. The field "crv" identifies the curve, which is curve P-521
(also known as SECG curve secp521rl) for this example. The fields
"x" and "y" values are the base64url-encoded X and Y coordiates
(respectively). The field "d" value is the base64url-encoded private
key.

The values of the fields "d", "x", and "y" decoded are the octets
necessary to represent the private key or each full coordinate
(respectively) to the order of the curve. For a key over curve
"P-521", the values of the "d", "x", and "y" fields are each exactly
66 octets in length when decoded, padded with leading zero (0x00)
octets to reach the expected length.

3.3. RSA Public Key

This example illustrates an RSA private key. This example is the
corollary to Figure 4.
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Note that whitespace is added for readability as described in
Section 1.1.

{

"kty": "RSA",

"kid": "bilbo.baggins@hobbiton.example",

"use": "sig",

"n": "n4EPtAOCC9AlkeQHPZzHStgAbgs7bTZLWUBZdR8_KUKPEHLA4rHVTeT
-0-XV2jR0ojdNhxJIJWTDVNd7ngQOVEiZQHz_AJmSCpMaJMRBSFKrKb2wqV
WGU_NSYOYL-QtiWN21bzcEe6XCOdApr5ydQLrHgkHHig3RBordaz6A] -
OBHQFEHYpPe7Tpe-0fVFfHd1E6CS6M1FZCDINNLYDS51FHpPI9bTwI1lsde
3uhGqCOZCUEHg81hzwOHrtIQbSOFVbb9k3-tVTU4fg_3L_vniUFAKwuC
LgKnS2BYwdq_mzSnbLY7h_qixoR7jig3__kRhuaxwUkRz5iaiQkqggc5g
HdrNP5zw",

"e": "AQAB"

}

Figure 3: RSA 2048-bit Public Key

The field "kty" value of "RSA" identifies this as a RSA key. The
fields "n" and "e" values are the modulus and (public) exponent
(respectively) using the minimum octets necessary.

For a 2048-bit key, the field "n" value is 256 octets in length when
decoded.

3.4. RSA Private Key

This example illustrates an RSA private key. This example is the
progenitor to Figure 3.

Note that whitespace is added for readability as described in
Section 1.1.
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"kty": "RSA",

"kid": "bilbo.baggins@hobbiton.example",

"use": "sig",

"n": "n4EPtAOCC9AlkeQHPZzHStgAbgs7bTZLWUBZdR8_KUKPEHLd4rHVTeT
-0-XV2jRojdNhxJWTDVNd7nqQOVEiZQHz_AJImSCpMaJMRBSFKrKb2wqV
WGU_NSYOYL-QtiwWN21lbzcEe6XCOdApr5ydQLrHgkHHig3RBordaz6Aj -
OBHQFEHYpPe7Tpe-0fVfHd1E6CS6M1FZCDINNLYD51FHpPI9bTwI1lsde
3uhGqCOZCUEHg81hzwOHrtIQbSOFVbb9k3-tVTU4fg_3L_vniUFAKwuC
LgKnS2BYwdqg_mzSnbLY7h_qixoR7jig3__kRhuaxwUkRz5iaiQkggc5g
HdrNP5zw",

"e": "AQAB",

"d": "bWUC9B-EFRIO8kpGfhOZuyGPVMNKVYWNtB_ikiH9k20eT-01q_I78e
iZkpXxXQOUTES2LSNRS-8uJbvQ-A1irkwMSMkK1JI3XTGgdrhCku9gR1ld
Y7sNA_AKZGh-Q661_42rINLRCe8W-nZ34ui_qO0fkLnK9QwWDDgpaIsA-b
MwWWSDFuU2MUBYwWKHTMEZLYGqO0e0®4nogqeqlhExBTHBOBdkMXiuFhUql1BU
61-DqEiwWxqg82sXt2h-LMNT3046A0YJOR10z75tSUQfGCshWTBnP5uD]j
d18kKhyve71hfSJdrPdM5P1yl21hsFf4L_mHCuoFau7gdsPfHPxxjVOc
OpBrQzwQ",

"p": "3S1xg_DwTXJch6095R0XygQCAZ5RNAvVZInolyhHtnUex_fp7AZ_9nR
a07HX_-SFfGQeutao2TDjDAWU4VuUpk8rw9JIROAZZON2FvUIAmr_WCsmG
peNgQnevliT7IyEsnh8UMt -n5CafhkikzhEsrmndH6LX0rvRJ1sPp6Zv8
bugok",

"q": "uKE2dh-cTf6ERF4k4e_jy78GfPYUIaUyoSSJuBzp3Cubk30Cqs6grT
8bR_cu@Dm1MZwWmtdgDyI95HrUeq3MP15vMMON81HTeZu21lmKvwgwW7an
V5UzhM1iZ7z4yMkuUwFWoBvYyY898EXVRD-hdqRxH1SqAZ192zB3pVFJ0O
S7pFc",

"dp": "B8PVVXkvJrj2L-GYQ7v3y9r6Kw5g9SahXBwsWUzp19TV1gI-YV85q
1INIb1rxQtD-IsXXR3-TanevuRPRt50B0diMGQp8pbt26g1jYFKU_E9xn
-RULHZzO-ed9E9gXLKD4VGngpz-PfQ_q29pk5xWH0oJpOO9QTf1HVChixRX
59ehik",

"dq": "CLDMDGduhylc907r84rEUVN7pzQ6PF83Y-iBZX5NT-TpnOZKF1pEr
AMVeKzFE141D1HHQQBLSMOW1SOFbwTXYWZDm6sI60g5iThwQGIC3gnJK
bi_7k_vJgGHwHXxgPaX2PnvP-zyEKDERuUf-ry4c_zZ11Cq9AqC2yeL6kdK
TicYF8",

"gi": "3PigvXQNOzwMeE-sBvZgi289XP9XCQF3VWgPzMKNIgQp7_Tugo6-N
ZBKCQsMf3HaEGB]jTVJs_jcK8-TRXvaKe-7ZMaQj8VfBdYkssbu®ONKDDh
jJ-GtiseaDVWt7dcHOcTfwxgFUHpQh7FoCrjFJ6h6ZEpMF6Xxmujs4qMpP
z8aaIl4"

Figure 4: RSA 2048-bit Private Key

The field "kty" value of "RSA" identifies this as a RSA key. The
fields "n" and "e" values are the base64url-encoded modulus and
(public) exponent (respectively) using the minimum number of octets
necessary. The field "d" value is the base64url-encoded private
exponent using the minimum number of octets necessary. The fields
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"p", "q", "dp", "dq", and "qgi" are the base64url-encoded additional
private information using the minimum number of octets necessary.

For a 2048-bit key, the fields "n" and "d" values are 256 octets in
length when decoded.

3.5. Octet Key (MAC Computation)

This example illustrates a symmetric octet key used for computing
MACs.

Note that whitespace is added for readability as described in
Section 1.1.

{
"kty": "oct",
"kid": "018c@ae5-4d9b-471b-bfd6-eef314bc7037",
"use": "sig",
"alg": "HS256",
"k": "hJtXIZ2uSN5kbQfbtTNwbpdmhkV8FJG-0OnbcémxCcYg"
}

Figure 5: AES 256-bit symmetric signing key

The field "kty" value of "oct" identifies this as a symmetric key.
The field "k" value is the symmetric key.

When used for the signing algorithm "HS256" (HMAC-SHA256), the field

"k" value is 32 octets (or more) in length when decoded, padded with

leading zero (0x00) octets to reach the minimum expected length.
3.6. Octet Key (Encryption)

This example illustrates a symmetric octet key used for encryption.

Note that whitespace is added for readability as described in
Section 1.1.

{
"kty": "oct",
"kid": "1e571774-2e08-40da-8308-e8d68773842d",
"use": "enc",
"alg": "A256GCM",
"k": "AAPapAv4LbFbivawEjagUBluYgN5rhna-8nuldDvOx8"
}

Figure 6: AES 256-bit symmetric encryption key
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The field "kty" value of "oct" identifies this as a symmetric key.
The field "k" value is the symmetric key.

For the content encryption algorithm "A256GCM", the field "k" value
is exactly 32 octets in length when decoded, padded with leading zero
(0x00) octets to reach the expected length.

JSON Web Signature Examples

The following sections demonstrate how to generate various JWS
objects.

All of the succeeding examples use the following payload plaintext
(an abridged quote from "The Fellowship of the Ring"
[LOTR-FELLOWSHIP]), serialized as UTF-8. The sequence "\xe2\x80\x99"
is substituted for (U+2019 RIGHT SINGLE QUOTATION MARK), and line
breaks (U+0OOA LINE FEED) replace some instances " " (U+0020 SPACE)
to improve readability:

It\xe2\x80\x99s a dangerous business, Frodo, going out your
door. You step onto the road, and if you don't keep your feet,
there\xe2\x80\x99s no knowing where you might be swept off

to.

Figure 7: Payload content plaintext

The Payload - with the sequence "\xe2\x80\x99" replaced with (U+2019
RIGHT SINGLE QUOTATION MARK) and line breaks (U+0OOA LINE FEED)
replaced with " " (U+0020 SPACE) - encoded as UTF-8 then as [RFC4648]
base64url:

SXTigJ1lzIGEQZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcghb3VOIH
1vdXIgzG9vci4gWwW91IHNOZXAgh250byBOaGUgcmOhZCwgYW5kIGImIH1vdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgewW91IG1pZ2hOIGJ1IHN3ZXBOIGIO9MZiBOby4

Figure 8: Payload content, base64url-encoded

.1. RSA v1.5 Signature

This example illustrates signing content using the "RS256" (RSASSA-
PKCS1-v1_5 with SHA-256) algorithm.

Note that whitespace is added for readability as described in
Section 1.1.
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4.1.1. Input Factors

4.1.2. Signing Operation

1

1

The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

0 RSA private key; this example uses the key from Figure 4.

o "alg" parameter of "RS256".

The following are generated to complete the signing operation:

o JWS Protected Header; this example uses the header from Figure 9,
encoded using [RFC4648] base64url to produce Figure 10.

{
"alg": "RS256",

"kid": "bilbo.baggins@hobbiton.example"

Figure 9: JWS Protected Header JSON

eyJhbGci0iJSUzZIINIiIsImtpZCI6IMIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzX
hhbXBszSJ9

Figure 10: JWS Protected Header, base64url-encoded

The JWS Protected Header (Figure 10) and Payload content (Figure 8)
are combined as described in section 5.1 of
[I-D.ietf-jose-json-web-signature] to produce the JWS Signing Input
Figure 11.

eyJhbGci0iJSUzIINiIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzX
hhbXBszSJ9

SXTigJ1zIGEQZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcgb3VOIH
1vdXIgzZG9vcidgWwW91IHNOZXAgh250byBOaGUgcmOhZCwgYWS5kIGImIH1vdSBk
b24ndCBrZWVwIH1vdXIgZmV1dCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgewW91IG1pZ2hOIGJI1IHN3ZXBOIGI9MZiBOby4

Figure 11: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 11) produces the JWS Signature (Figure 12).


https://datatracker.ietf.org/doc/html/rfc4648
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MRjdkly7_-oTPTS3AXP41iQIGKa80A0ZmTuV5MEaHoxnW2e5CZ5N1KtainoFmK
ZopdHM102U4mwz JdQx9961ivp83xuglII7PNDi84wnB-BDkoBwA78185hX-Es4]
IwmDLJK31fWRa-XtLORN1tuYv746iYTh_gHRD68BNt1uSNCrUCTJIDt5aAEGX8w
W1Kt9eRo4QPocSadnHXFxnt8Is9UzpERVOePPQALUW3IS_de3xyIrDalLGdjluP
xUAhb6L2aXic1U12podGUOKLUQSE_o0I-ZnmKJ3F4u0ZDnd6QZWJushz41Axf_f
cIe8u9ipH840goree7vjbu5y18kDquDg

Figure 12: JWS Signature, base64url-encoded
4.1.3. Output Results
The following compose the resulting JWS object:
0 JWS Protected Header (Figure 9)
o Payload content (Figure 8)
o Signature (Figure 12)
The resulting JWS object using the Compact serialization:

eyJhbGci0iJSUzZIAINIiIsImtpZCI6IMIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzX
hhbXBszSJ9

SXTigJ1lzIGEQZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcgh3VOIH
1vdXIgzZG9vci4dgWW91IHNOZXAgh250byBOaGUgcm9OhZCwgYW5kIGImIH1vdSBk
b24ndCBrZWVwIHlvdXIgzZmv1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGJI1IHN3ZXBOIGOMZiBOby4

MRjdkly7_-oTPTS3AXP41iQIGKa80A0ZmTuV5MEaHoxnW2e5CZ5N1KtainoFmK
ZopdHM102U4mwz JdQx9961ivp83xuglII7PNDi84wnB-BDkoBwA78185hX-Es4J
IwmDLJK31fWRa-XtLORN1tuYv7461iYTh_qHRD68BNt1uSNCrUCTJIDt5aAE6X8w
W1Kt9eRo4QPocSadnHXFxnt8Is9UzpERVOePPQdLUW3IS_de3xyIrDalLGdjluP
XUAhb6L2aXic1lU12podGUOKLUQSE_o0I-ZnmKJ3F4u0ZDnd6QZWJushz41Axf_f
cIe8u9ipH840goree7vjbuUs5y18kDquDg

Figure 13: Compact Serialization

The resulting JWS object using the JSON General Serialization:
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{
"payload": "SXTigJlzIGEgZGFuz2Vyb3VzIGJ1c2luzZXNzLCBGcmOkbywg

Z29pbmcgb3VOIH1vdXIgZG9vci4gWWI1IHNOZXAgh250byBOaGUgcm9h

ZCwgYW5KIGImIH1vdSBkb24ndCBrZWVwIH1vdXIgZmv1ldCwgdGhlecmXi

gJ1zIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2h@IGJ1IHN3ZXBOIGOmM

ZiBOby4",

"signatures": [
{

"protected": "eyJhbGci0iJSUzIINiISImtpZCI6ImJIpbGJIvLmIhzZ2
dpbnNAaG9iYmleb24uzXhhbXBszSJ9",

"signature": "MRjdkly7_-oTPTS3AXP411iQIGKa80AO®ZmTuV5MEaHo
xnW2e5CZ5N1KtainoFmKZopdHM102U4mwz JdQx9961ivp83xuglII
7PNDi84wnB-BDkoBwWA78185hX-Es4JIwmDLJK31fWRa-XtLORN1lt
uYv746iYTh_qHRD68BNt1uSNCrUCTJIDt5aAE6Xx8wW1Kt9eR0o4QPo
cSadnHXFxnt8Is9UzpERVOePPQALUW3IS_de3xyIrDalLGdjluPxU
Ahb6L2aXic1U12podGUOKLUQSE_0I-ZnmKJ3F4u0ZDnd6QZWJush
Z41Axf_fcIe8u9ipH84o0goree7vjbusy18kDquDg"

Figure 14: JSON General Serialization

The resulting JWS object using the JSON Flattened Serialization:

{
"payload": "SXTigJlzIGEQZGFuzZ2Vyb3VzIGJ1lc2luzZXNzLCBGcm9kbywg

Z29pbmcgb3VOIH1vdXIgZG9vci4gWW9I1IHNOZXAgh250byBOaGUgcm9h
ZCwgYW5kIGImIH1vdSBkb24ndCBrZWVwIH1vdXIgZmV1dCwgdGhlcmXi
gJ1zIG5vIGtub3dpbmcgd2hlcmUgewW91IG1pZ2hOIGJIJ1IHN3ZXBOIGOm
ZiBOby4",

"protected": "eyJhbGciO0iJSUzIAINiIsImtpZCI6ImJIpbGJIvLmIhZ2dpbn
NAaG9iYmleb24uzXhhbXBszSJo",

"signature": "MRjdkly7_-oTPTS3AXP41iQIGKa80A®ZmTuV5MEaHoXNW2
e5CZ5N1KtainoFmKZopdHM102U4mwzJdQx996ivp83xuglII7PNDi84w
nB-BDkoBwA78185hX-Es4JIwmDLJK31fWRa-XtLORN1tuYv746iYTh_q
HRD68BNt1uSNCrUCTJDt5aAE6X8wW1Kt9eR0o4QPocSadnHXFxnt8Is9uU
ZpERVOePPQdLUW3IS_de3xyIrDalLGdjluPxUAhb6L2aXic1lU12podGUe
KLUQSE_0I-ZnmKJ3F4u0zZDnd6QzZwWJushz41Axf_fcIe8u9ipH84o0gore
e7vjbusy18kbqubDg"

Figure 15: JSON Flattened Serialization
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4.2. RSA-PSS Signature

This example illustrates signing content using the "PS256" (RSASSA-
PSS with SHA-256) algorithm.

Note that RSASSA-PSS uses random data to generate the signature; it
might not be possible to exactly replicate the results in this

section.

Note that whitespace is added for readability as described in
Section 1.1.

4.2.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

0 RSA private key; this example uses the key from Figure 4.
o "alg" parameter of "PS384".
4.2.2. Signing Operation
The following are generated to complete the signing operation:

o JWS Protected Header; this example uses the header from Figure 16,
encoded using [RFC4648] base64url to produce Figure 17.

{
"alg": "PS384",

"kid": "bilbo.baggins@hobbiton.example"
Figure 16: JWS Protected Header JSON

eyJhbGci01JQUzMANCISImtpZCI6IMIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzX
hhbXBszSJ9

Figure 17: JWS Protected Header, base64url-encoded
The JWS Protected Header (Figure 17) and Payload content (Figure 8)

are combined as described in [I-D.ietf-jose-json-web-signature] to
produce the JWS Signing Input Figure 18.



https://datatracker.ietf.org/doc/html/rfc4648
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eyJhbGci0iJQUzMANCIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzX
hhbXBszSJ9

SXTigJ1zIGEQZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcghb3VOIH
1vdXIgZG9vcidgWWO1IHNOZXAgh250byBOaGUgcm9hZCwgYW5kIG1ImIH1vdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgewW91IG1pZ2hOIGJ1IHN3ZXBOIGIO9MZiBOby4

Figure 18: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 18) produces the JWS Signature (Figure 19).

cu22eBgkYDKgI1lTpzDXGvaFfze6WGoz7fUDcTfTOkkOy42miAh2qyBzk1XEsnk2I

pN6-tPid6VrklHkgsGgDgHCAP608TTB5dDDIt11Vo6_10LPpcbUrhiUSMxbbXu

vdvWXzg-UD8biiReQF1fz28zGWVsdiNAUT8ZnyPEgQVFN442ZdNgiVJIRmBQrYRX

e8P_1jQ7p8vVdzOTTrxUeT31m8d9shnr21fJT8ImUjvAA2Xez2M1p8cBESawDzT

0qIOn6uiP1aCN_2_ jLAeQT1lgRHtfa64QQSUmMFAAjVKPbBYyi7xhoOuTOchH510a

6GYMIJUATmWjwZ60D41fKo8DYM-X72Eaw

Figure 19: JWS Signature, base64url-encoded

4.2.3. Output Results

The following compose the resulting JWS object:

o JWS Protected Header (Figure 17)

o Payload content (Figure 8)

o Signature (Figure 19)

The resulting JWS object using the Compact serialization:
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eyJhbGci0iJQUzMANCIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzX
hhbXBszSJ9

SXTigJ1zIGEQZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcghb3VOIH
1vdXIgZG9vcidgWWO1IHNOZXAgh250byBOaGUgcm9hZCwgYW5kIG1ImIH1vdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgewW91IG1pZ2hOIGJ1IHN3ZXBOIGIO9MZiBOby4

cu22eBgkYDKgI1lTpzDXGvaFfze6WGoz7fUDcTfTOkkOy42miAh2qyBzk1xXEsnk2I
pN6-tPid6VrklHkqsGgDgHCAP608TTB5dDDIt11Vo6_10LPpcbUrhiUSMxbbXu
vdvWXzg-UD8biiReQF1fz28zGWVsdiNAUT8ZnyPEgQVFN442ZdNgiVJIRmBqrYRX
e8P_1jQ7p8VvVdzOTTrxUeT31m8d9shnr21fJT8ImUjVvAA2Xez2M1p8CcBESawDzT
0qIOn6uiP1aCN_2_jLAeQT1lgRHtfa64QQSUmMFAAjVKPbBYyi7xhoOuTOchbH510a
6GYMIJUATmWjwZ60D41ifKo8DYM-X72Eaw

Figure 20: Compact Serialization

The resulting JWS object using the JSON General Serialization:

{

"payload": "SXTigJlzIGEQZGFuZ2Vyb3VzIGJ1c21luzZXNzLCBGcm9kbywg
Z29pbmcgb3VOIH1vdXIgZG9vci4gWW91IHNOZXAgh250byBOaGUgcm9h
ZCwgYW5KIGImIH1vdSBkb24ndCBrZWVwIH1vdXIgZmv1ldCwgdGhlemXi
gJ1zIG5vIGtub3dpbmcgd2hlcmUgewW91IG1pZ2h@IGJ1IHN3ZXBOIGOmM
ZiBOby4",

"signatures": [

{

"protected": "eyJhbGci0iJQUzMANCISImtpZCI6ImIpbGJIvLmIhzZ2
dpbnNAaG9iYmleb24uzXhhbXBszSJ9o",

"signature": "cu22eBqkYDKgI1lTpzDXGvaFfz6wWGoz7fUDcTTOkkOy
42miAh2qyBzk1xEsnk2IpN6-tPid6VrklHkqsGgqDgHCAP608TTB5S
dDDIt11Vo6_10LPpchUrhiUSMxbbXUvdvwXzg-UD8biiReQF1fz2
8zGWVsdiNAUT8ZnyPEgVFn4427ZdNgiVJRmBqrYRXe8P_ijQ7p8vd
ZOTTrxUeT31m8d9shnr21fJT8ImUjVvAA2Xez2M1p8cBE5awDzTOq
IOn6uiP1aCN_2_jLAeQT1lgRHtfa64QQSUMFAA]jVKPbByi7xhoQuT
0cbH510a6GYMIUATMWjwZ60D4ifKo8DYM-X72Eaw"

Figure 21: JSON General Serialization

The resulting JWS object using the JSON Flattened Serialization:
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{
"payload": "SXTigJlzIGEgZGFuz2Vyb3VzIGJ1c2luzZXNzLCBGcmOkbywg

Z29pbmcgb3VOIH1vdXIgZG9vci4gWWI1IHNOZXAgh250byBOaGUgcm9h
ZCwgYW5KIGImIH1vdSBkb24ndCBrZWVwIH1vdXIgZmv1ldCwgdGhlecmXi
gJ1zIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2h@IGJ1IHN3ZXBOIGOmM
ZiBOby4",

"protected": "eyJhbGci0iJQUzM4NCIsSImtpzZCI6ImJIpbGJIvLmIhZz2dpbn
NAaG9iYmleb24uzXhhbXBszSJ9",

"signature": "cu22eBgkYDKgIlTpzDXGvaFfz6WGoz7fUDcfTOkkOy42mi
Ah2qyBzk1xEsnk2IpN6-tPid6VrklHkqsGgDgHCAP608TTB5dDDIt11V
06_10LPpcbUrhiuUsSMxbbXuUvdvWXzg-UD8biiReQF1fz28zGWVsdiNAUT
8ZnyPEgVFNn442ZdNqiVJIRmBqrYRXe8P_ijQ7p8VvVdzOTTrxUeT31m8d9s
hnr21fJT8ImUjVvAA2Xez2M1p8cBE5awDzTOQqION6UiP1aCN_2_jLAeQT
1gRHt fa64QQSUMFAAjVKPbBYi7xho®uTOCcbH510a6GYmIJUAfMWjwZ60D
41fKo8DYM-X72Eaw"

Figure 22: JSON Flattened Serialization

4.3. ECDSA Signature

This example illustrates signing content using the "ES512" (ECDSA
with curve P-521 and SHA-512) algorithm.

Note that ECDSA uses random data to generate the signature; it might
not be possible to exactly replicate the results in this section.

Note that whitespace is added for readability as described in
Section 1.1.

4.3.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

0 EC private key on the curve P-521; this example uses the key from
Figure 2.

o "alg" parameter of "ES512"
4.3.2. Signing Operation
The following are generated before beginning the signature process:

o JWS Protected Header; this example uses the header from Figure 23,
encoded using [RFC4648] base64url to produce Figure 24.


https://datatracker.ietf.org/doc/html/rfc4648
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{
"alg": "ES512",

"kid": "bilbo.baggins@hobbiton.example"
Figure 23: JWS Protected Header JSON

eyJhbGci0iJFUzUXMiIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzX
hhbXBszSJ9

Figure 24: JWS Protected Header, base64url-encoded
The JWS Protected Header (Figure 24) and Payload content (Figure 8)

are combined as described in [I-D.ietf-jose-json-web-signature] to
produce the JWS Signing Input Figure 25.

eyJhbGci01iJFUZUXMiIsImtpZCI6IMIpbGIvLmIhZ2dpbnNAaG9iYm1loOb24uzX
hhbXBsZSJ9

SXTigJ1lzIGEQZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcghb3VOIH
1vdXIgZG9vcidgWWO1IHNOZXAgh250byBOaGUgcm9hZCwgYW5kIG1ImIH1vdSBk

b24ndCBrzZWVwIH1vdXIgZmV1dCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGJ1IHN3ZXBOIGOMZiBOby4

Figure 25: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 25) produces the JWS Signature (Figure 26).

AE_R_YZCChjn4791jSQCrdPZCNYQHXCTZHO-JZGYNlaAjP2kgaluUIIUnC9qvb

u9P1lon7KRTzoNEUT4Va2cmL1eJAQy3mtPBuU_u_sDDyYjnAMDXXPn7XrTOlw- kv

AD8907j18e2puQens_IEKBpHABlsbEPX6sFY80cGDgoRuBomu9xQ2

Figure 26: JWS Signature, base64url-encoded

4.3.3. Output Results

The following compose the resulting JWS object:

0o JWS Protected Header (Figure 24)

o Payload content (Figure 8)

o Signature (Figure 26)

The resulting JWS object using the Compact serialization:
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eyJhbGci0iJFUzUXMiIsImtpZCI6ImIpbGIvLmIhZ2dpbnNAaG9iYmlob24uzX
hhbXBszSJ9

SXTigJ1zIGEQZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcghb3VOIH
1vdXIgZG9vcidgWWO1IHNOZXAgh250byBOaGUgcm9hZCwgYW5kIG1ImIH1vdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgewW91IG1pZ2hOIGJ1IHN3ZXBOIGIO9MZiBOby4

AE_R_YZCChjn4791jSQCrdPZCNYQHXCTZHO-JZGYNlaAjP2kgaluUIIUnC9qvb
u9P1lon7KRTzoNEUT4Va2cmL1eJAQy3mtPBu_u_sDDyYjnAMDXXPn7XrTOlw- kv
AD8907j18e2puQens_IEKBpHABLlsbEPX6sFY80cGDgoRuBomu9xQ2

Figure 27: Compact Serialization

The resulting JWS object using the JSON General Serialization:

{
"payload": "SXTigJd1zIGEGZGFuz2Vyb3VzIGJ1c21uZXNzLCBGCmIkbywg

Z29pbmcgb3VOIH1vdXIgZG9vci4gWWI1IHNOZXAgh250byBOaGUgcm9oh

ZCwgYW5KkIGImIH1vdSBkb24ndCBrZWVwIH1vdXIgZmvV1ldCwgdGhlecmXi

gJ1zIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2h@IGJ1IHN3ZXBOIGOmM

ZiBOby4",

"signatures": [
{

"protected": "eyJhbGciO0iJFUzUXMiIsImtpZCI6ImJIpbGJIvLmIhz2
dpbnNAaG9iYmleb24uzXhhbXBszSJ9",

"signature": "AE_R_YZCChjn4791jSQCrdPZCNYQHXCTZHO-JZGYNL
aAjP2kqaluUIIUnC9qvbu9Plon7KRTzoNEuUT4Va2cmL1leJAQy3mt
PBu_u_sDDyYJjnAMDXxXPn7XrTOlw-kvAD8907j18e2puQens_IEKBp
HAB1sbEPX6sFY80cGDqoRuBomu9xQ2"

Figure 28: JSON General Serialization

The resulting JWS object using the JSON Flattened Serialization:
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{
"payload": "SXTigJlzIGEgZGFuz2Vyb3VzIGJ1c2luzZXNzLCBGcmOkbywg

Z29pbmcgb3VOIH1vdXIgZG9vci4gWWI1IHNOZXAgh250byBOaGUgcm9h
ZCwgYW5KIGImIH1vdSBkb24ndCBrZWVwIH1vdXIgZmv1ldCwgdGhlecmXi
gJ1zIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2h@IGJ1IHN3ZXBOIGOmM
ZiBOby4",

"protected": "eyJhbGciOiJFUzUXMiIsImtpzZCI6ImJIpbGJvLmJIhzZ2dpbn
NAaG9iYmleb24uzXhhbXBszSJ9",

"signature": "AE_R_YZCChjn4791jSQCrdPZCNYQHXCTZHO-JZGYN1laAjP
2kgaluUIIUnC9qvbu9Plon7KRTzoNEuT4Va2cmLleJAQy3mtPBu_u_sD
DYyYJjnAMDXXPn7XrTOlw-kvAD890j18e2puQens_IEKBpHABLsSbEPX6sF
Y80cGDqoRuBomu9xQ2"

Figure 29: JSON Flattened Serialization

4.4. HMAC-SHA2 Integrity Protection

This example illustrates integrity protecting content using the
"HS256" (HMAC-SHA-256) algorithm.

Note that whitespace is added for readability as described in
Section 1.1.

4.4.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

0 HMAC symmetric key; this example uses the key from Figure 5.
o "alg" parameter of "HS256".
4.4.2. Signing Operation
The following are generated before completing the signing operation:

0 JWS Protected Header; this example uses the header from Figure 30,
encoded using [RFC4648] base64url to produce Figure 31.

{
"alg": "HS256",

"kid": "018c0ae5-4d9b-471b-bfd6-eef314bc7037"

Figure 30: JWS Protected Header JSON


https://datatracker.ietf.org/doc/html/rfc4648
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eyJhbGci0iJIUZIINiIsImtpZCI6IjAXOGMWYWULLTRKOWItNDCXY11iZmQ2LW
V1ZjMXNGJIjNzAzNyJ9

Figure 31: JWS Protected Header, base64url-encoded
The JWS Protected Header (Figure 31) and Payload content (Figure 8)

are combined as described in [I-D.ietf-jose-json-web-signature] to
produce the JWS Signing Input Figure 32.

eyJhbGci0iJIUZIINiIIsImtpZCI6IjAXOGMWYWULLTRKOWItNDCXYilizmQ2Lw
V1ZjMXNGJIjNzAzNyJ9

SXTigJ1zIGEgZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcgh3VOIH
1vdXIgzG9vcidgWwW91IHNOZXAgh250byBOaGUgcm9OhZCwgYW5kIGImIH1vdSBk
b24ndCBrZWVwIHlvdXIgzmv1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGJI1IHN3ZXBOIGOMZiBOby4

Figure 32: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 32) produces the JWS Signature (Figure 33).

sOh6KThzkfBBBkLspW1h84VsJZFTsPPgQMDA7g1Md7p6
Figure 33: JWS Signature, base64url-encoded
4.4.3. Output Results
The following compose the resulting JWS object:
0o JWS Protected Header (Figure 31)
o Payload content (Figure 8)
o Signature (Figure 33)

The resulting JWS object using the Compact serialization:
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eyJhbGci0iJIUZIINiIsImtpZCI6IjAXOGMWYWULLTRKOWItNDCXY11iZmQ2LW
V1ZjMXNGJIjNzAzNyJ9

SXTigJ1zIGEQZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcghb3VOIH
1vdXIgZG9vcidgWWO1IHNOZXAgh250byBOaGUgcm9hZCwgYW5kIG1ImIH1vdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgewW91IG1pZ2hOIGJ1IHN3ZXBOIGIO9MZiBOby4

sOh6KThzkfBBBkLspW1h84VsJZFTsPPQMDA7g1Md7p0
Figure 34: Compact Serialization

The resulting JWS object using the JSON General Serialization:

{

"payload": "SXTigJlzIGEQZGFuzZ2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIH1vdXIgZG9vei4gWwW91IHNOZXAgh250byBOaGUgcmoh
ZCwgYW5kIGImIH1vdSBkb24ndCBrZWVwIH1vdXIgZmV1dCwgdGhlcmXi
gJ1zIG5vIGtub3dpbmcgd2hlcmUgewW91IG1pZ2hO@IGJIJ1IHN3ZXBOIGOmM
ZiBOby4",

"signatures": [

{
"protected": "eyJhbGciOiJIUzIAINiIsImtpZCI6IjAXOGMwWYWULLT
RKOWItNDcxYi11iZmQ2LWV1ZjMxNGJIjNzAzNyJ9",
"signature": "s®h6KThzkfBBBKLspW1h84VsJZFTsPPqMDA7g1Md7p
0”

Figure 35: JSON General Serialization
The resulting JWS object using the JSON Flattened Serialization:

{

"payload": "SXTigJlzIGEgZGFuZ2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIH1vdXIgZG9vei4gWwW91IHNOZXAgh250byBOaGUgcmoh
ZCwgYW5KIGImIH1vdSBkb24ndCBrZWVwIH1vdXIgZmvV1dCwgdGhlcmXi
gJ1zIG5vIGtub3dpbmcgd2hlcmUgewW91IG1pZ2hO@IGJ1IHN3ZXBOIGOmM
ZiBOby4",

"protected": "eyJhbGciOiJIUzIAINiISImtpZCI6IjAXOGMwYWULLTRKOW
ItNDcxYi1iZmQ2LWV1ZjMXNGJIjNzAzNyJ9",

"signature": "sOh6KThzkfBBBKLspW1h84VsJZFTsPPqQMDA7g1Md7p0"

}

Figure 36: JSON Flattened Serialization
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4

.5.

4.5.

4.5.

Signature with Detached Content

This example illustrates a signature with detached content. This
example is identical others, except the resulting JWS objects do not
include the Payload field. 1Instead, the application is expected to
locate it elsewhere. For example, the signature might be in a meta-
data section, with the payload being the content.

Note that whitespace is added for readability as described in
Section 1.1.

1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

o Signing key; this example uses the AES symmetric key from
Figure 5.

0 Signing algorithm; this example uses "HS256".
2. Signing Operation
The following are generated before completing the signing operation:

o JWS Protected Header; this example uses the header from Figure 37,
encoded using [RFC4648] base64url to produce Figure 38.

The JWS Protected Header parameters:

{
"alg": "HS256",
"kid": "©18c0ae5-4d9b-471b-bfd6-eef314bc7037"

Figure 37: JWS Protected Header JSON

eyJhbGciOiJIUzIINIiISImtpZCI6IjAXOGMWYWULLTRKOWItNDCXY11iZmQ2LW
V1ZjMXNGJIjNzAzNyJ9

Figure 38: JWS Protected Header, base64url-encoded
The JWS Protected Header (Figure 38) and Payload content (Figure 8)

are combined as described in [I-D.ietf-jose-json-web-signature] to
produce the JWS Signing Input Figure 39.
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eyJhbGci0iJIUZIINiIsImtpZCI6IjAXOGMWYWULLTRKOWItNDCXY11iZmQ2LW
V1ZjMXNGJIjNzAzNyJ9
SXTigJ1zIGEQZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcghb3VOIH
1vdXIgZG9vcidgWWO1IHNOZXAgh250byBOaGUgcm9hZCwgYW5kIG1ImIH1vdSBk
b24ndCBrZWVwIHlvdXIgZmV1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgewW91IG1pZ2hOIGJ1IHN3ZXBOIGIO9MZiBOby4

Figure 39: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 39) produces the JWS Signature (Figure 40).

sOh6KThzkfBBBkLspW1h84VsJZFTsPPQMDA7g1Md7p0
Figure 40: JWS Signature, base64url-encoded
4.5.3. Output Results
The following compose the resulting JWS object:
0 JWS Protected Header (Figure 38)
o Signature (Figure 40)
The resulting JWS object using the Compact serialization:

eyJhbGciOiJIUzIANIiISImtpZCI6IjAXOGMWYWULLTRKOWItNDCXY11iZmQ2LW
V1ZjMXNGJIjNzAzNyJ9

sOh6KThzkfBBBkLspW1h84VsJZFTSPPQMDA7g1Md7p0o
Figure 41: JSON General Serialization

The resulting JWS object using the JSON General Serialization:
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{
"signatures": [
{
"protected": "eyJhbGciO0iJIUzIINiIsImtpZCI6IjAXOGMwWYWULLT
RKOWItNDcxYi11iZmQ2LWV1ZjMxNGJIjNzAzNyJ9",
"signature": "s®h6KThzkfBBBkLspW1h84VsJZFTsPPqMDA7g1Md7p
0”
}
]
}

Figure 42: JSON General Serialization

The resulting JWS object using the JSON Flattened Serialization:

{
"protected": "eyJhbGciOiJIUzIAINiIsImtpZCI6IjAXOGMwYWULLTRKOW
ItNDcxYi1iZmQ2LWV1ZjMxXNGJIjNzAzNyJ9",
"signature": "sOh6KThzkfBBBKkLspW1h84VsJZFTsPPqMDA7g1Md7p0"
}

Figure 43: JSON Flattened Serialization
4.6. Protecting Specific Header Fields

This example illustrates a signature where only certain header
parameters are protected. Since this example contains both
unprotected and protected header parameters, only the JSON
serialization is possible.

Note that whitespace is added for readability as described in
Section 1.1.

4.6.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

o Signing key; this example uses the AES symmetric key from
Figure 5.

0o Signing algorithm; this example uses "HS256".
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4.6.2. Signing Operation
The following are generated before completing the signing operation:

0 JWS Protected Header; this example uses the header from Figure 44,
encoded using [RFC4648] base64url to produce Figure 45.

0 JWS unprotected Header; this example uses the header from
Figure 46.

The JWS Protected Header parameters:

{

"alg": "HS256"
}

Figure 44: JWS Protected Header JSON
eyJhbGci0iJIUzI1NiJ9
Figure 45: JWS Protected Header, base64url-encoded

{

"kid": "@18cOae5-4d9b-471b-bfd6-eef314bc7037"
}

Figure 46: JWS Unprotected Header JSON

The JWS Protected Header (Figure 45) and Payload content (Figure 8)
are combined as described in [I-D.ietf-jose-json-web-signature] to
produce the JWS Signing Input Figure 47.

eyJhbGci0iJIUzI1NiJ9

SXTigJ1zIGEQZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcgb3VOIH
1vdXIgzZG9vcidgWwW91IHNOZXAgh250byBOaGUgcmOhZCwgYW5kIGImIH1vdSBk
b24ndCBrZWVwIH1vdXIgZmV1dCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgewW91IG1pZ2hOIGJ1IHN3ZXBOIGI9MZiBOby4

Figure 47: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 47) produces the JWS Signature (Figure 48).

bwuSVaxorn7bEF1djytBdOkHv70LY5pvbomzMWSOr20

Figure 48: JWS Signature, base64url-encoded
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4.6.3. Output Results
The following compose the resulting JWS object:
0 JWS Protected Header (Figure 45)
0o JWS Unprotected Header (Figure 46)
o Payload content (Figure 8)
o Signature (Figure 48)

The Compact Serialization is not presented because it does not
support this use case.

The resulting JWS object using the JSON General Serialization:

{
"payload": "SXTigJlzIGEQZGFuZ2Vyb3VzIGJ1lc2luzZXNzLCBGcm9kbywg

Z29pbmcgb3VOIH1vdXIgZG9veci4gWWI1IHNOZXAgh250byBOaGUgcm9h
ZCwgYW5KkIGImIH1vdSBkb24ndCBrZWVwIHl1vdXIgZmvV1ldCwgdGhlecmXi
gJ1zIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2h@IGJ1IHN3ZXBOIGOmM
ZiBOby4",
"signatures": [
{
"protected": "eyJhbGci0iJIUzI1NiJ9",
"header": {
"kid": "©18c0ae5-4d9b-471b-bfd6-eef314bc7037"
3
"signature": "bWUSVaxorn7bEF1djytBdOkHv70Ly5pvbomzMWSOr2
0”

Figure 49: JSON General Serialization

The resulting JWS object using the JSON Flattened Serialization:
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"payload": "SXTigJlzIGEgZGFuZ2Vyb3VzIGJ1c21uZXNzLCBGcm9kbywg
Z29pbmcgb3VOIH1vdXIgZG9vci4gWWI1IHNOZXAgh250byBOaGUgcm9h
ZCwgYW5KIGImIH1vdSBkb24ndCBrZWVwIH1vdXIgZmv1ldCwgdGhlecmXi
gJ1zIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2h@IGJ1IHN3ZXBOIGOmM
ZiBOby4",

"protected": "eyJhbGciOiJIUzI1INiJ9",

"header": {

"kid": "018cOae5-4d9b-471b-bfd6-eef314bc7037"

+
"signature": "bwWUSVaxorn7bEF1djytBdOkHv70LYy5pvbomzMWSOr20"

Figure 50: JSON Flattened Serialization

IS

.7. Protecting Content Only

This example illustrates a signature where none of the header
parameters are protected. Since this example contains only
unprotected header parameters, only the JSON serialization is
possible.

Note that whitespace is added for readability as described in
Section 1.1.

4.7.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

o Signing key; this example uses the AES key from Figure 5.
0o Signing algorithm; this example uses '"HS256"
4.7.2. Signing Operation
The following are generated before completing the signing operation:

0 JWS Unprotected Header; this example uses the header from
Figure 51.
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{
"alg": "HS256",

"kid": "©18c0ae5-4d9b-471b-bfd6-eef314bc7037"

Figure 51: JWS Unprotected Header JSON

The empty string (as there is no JWS Protected Header) and Payload
content (Figure 8) are combined as described in
[I-D.ietf-jose-json-web-signature] to produce the JWS Signing Input
Figure 52.

SXTigJ1lzIGEgZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcghb3VOIH
1vdXIgzZG9vcidgWW91IHNOZXAgh250byBOaGUgcmOhZCwgYW5kIGImIH1vdSBk
b24ndCBrZWVwIHlvdXIgzZmv1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGJI1IHN3ZXBOIGIO9MZiBOby4

Figure 52: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 52) produces the JWS Signature (Figure 53).

xuLifgLGiblpv9zBpuZczWhNj1gARaLV3UxvxhJIxZuk
Figure 53: JWS Signature, base64url-encoded
4.7.3. Output Results
The following compose the resulting JWS object:
0 JWS Unprotected Header (Figure 51)
o Payload content (Figure 8)
o Signature (Figure 53)

The Compact Serialization is not presented because it does not
support this use case.

The resulting JWS object using the JSON General Serialization:
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{

"payload": "SXTigJlzIGEgZGFuZ2Vyb3VzIGJ1c21uZXNzLCBGcm9kbywg
Z29pbmcgb3VOIH1vdXIgZG9vci4gWWI1IHNOZXAgh250byBOaGUgcm9h
ZCwgYW5KIGImIH1vdSBkb24ndCBrZWVwIH1vdXIgZmv1ldCwgdGhlecmXi
gJ1zIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2h@IGJ1IHN3ZXBOIGOmM
ZiBOby4",

"signatures": [

{
"header": {
"alg": "HS256",
"kid": "018cOae5-4d9b-471b-bfd6-eef314bc7037"
}I
"signature": "xuLifqLGiblpv9zBpuZczWhNj1lgARaLV3UxvxhJIxZu
kll

Figure 54: JSON General Serialization
The resulting JWS object using the JSON Flattened Serialization:

{

"payload": "SXTigJlzIGEQZGFuzZ2Vyb3VzIGJ1lc2luzZXNzLCBGcm9kbywg
Z29pbmcgb3VOIH1vdXIgZG9vei4gWwWO1IHNOZXAgh250byBOaGUgcmoh
ZCwgYW5KIGImIH1vdSBkb24ndCBrZWVwIH1vdXIgZmvV1dCwgdGhlcmXi
gJ1zIG5vIGtub3dpbmcgd2hlcmUgewW91IG1pZ2hO@IGJIJ1IHN3ZXBOIGOmM
ZiBoby4",

"header": {

"alg": "HS256",
"kid": "©@18c0ae5-4d9b-471b-bfd6-eef314bc7037"
+
"signature": "xuLifqLGiblpv9zBpuZczWhNj1lgARaLV3UxvxhJIxZuk"

Figure 55: JSON Flattened Serialization

4.8. Multiple Signatures

This example illustrates multiple signatures applied to the same
payload. Since this example contains more than one signature, only
the JSON serialization is possible.

Note that whitespace is added for readability as described in
Section 1.1.
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4.8.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

o Signing keys; this example uses the following:
* RSA private key from Figure 4 for the first signature
* EC private key from Figure 2 for the second signature
* AES symmetric key from Figure 5 for the third signature
o0 Signing algorithms; this example uses the following:
* "RS256" for the first signature
* "ES512" for the second signature
* "HS256" for the third signature
4.8.2. First Signing Operation

The following are generated before completing the first signing
operation:

o JWS Protected Header; this example uses the header from Figure 56,
encoded using [RFC4648] base64url to produce Figure 57.

0 JWS Unprotected Header; this example uses the header from

Figure 58.
{
"alg": "RS256"
}
Figure 56: Signature #1 JWS Protected Header JSON
eyJhbGci0iJSUzI1NiJ9

Figure 57: Signature #1 JWS Protected Header, base64url-encoded
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{
"kid": "bilbo.baggins@hobbiton.example"

Figure 58: Signature #1 JWS Unprotected Header JSON
The JWS Protected Header (Figure 57) and Payload content (Figure 8)

are combined as described in [I-D.ietf-jose-json-web-signature] to
produce the JWS Signing Input Figure 59.

eyJhbGci0iJSUzI1NiJ9

SXTigJ1zIGEgZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcgh3VOIH
1vdXIgzG9vcidgWwW91IHNOZXAgh250byBOaGUgcm9OhZCwgYW5kIGImIH1vdSBk
b24ndCBrZWVwIHlvdXIgzmv1ldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2hOIGJI1IHN3ZXBOIGOMZiBOby4

Figure 59: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 59) produces the JWS Signature (Figure 60).

MIsjqtV1Opa7l1KE-Mss8_Ng2YH4FGhiocsqrgi5NvyG53uoimicltcMdSg-qgpt
rzZc7CG6Svw2Y13TDIqHZTUrL_1R2ZFcryNFiHkSw129EghGpwkpxaTn_THJTC
g1NbADko1MZBCdwz JIxwgZc-1R1p02HibUYyXSw097BSe0_evZKdjvvKSgsIqjy
tKSeAMbhMBdMma622_BG5t4sdbuCHtFjp9iJmkio47AIwgkZzV1ialZsv33uPUqgB
BCXbYoQJwt7mxPftHMN1IGOOSMXR_3thmXTCm4US-xiNOyhbm8afkKK64jU6_TPt
QHi1JeQJxz9G3Tx-083B745_AfYOn1lCOw

Figure 60: JWS Signature #1, base64url-encoded

The following is the assembled first signature serialized as JSON:

{
"protected": "eyJhbGci0iJSUzI1NiJ9",

"header": {
"kid": "bilbo.baggins@hobbiton.example"

}I

"signature": "MIsjqtV1Opa7l1KE-Mss8_Nq2YH4FGhiocsqrgi5NvyG53u
oimicltcMdSg-qptrzZc7CG6Svw2Y13TDIqHzTUrL_l1R2ZFcryNFiHkS
w129EghGpwkpxaTn_THJITCg1NbADko1MZBCdwz IXxwqZc-1R1p0O2HibUyY
yXSw097BSe0_evZKdjvvKSgsIqjytKSeAMbhMBdMma622_BG5t4sdbuC
HtFjp9iJmkio47AIwgkZV1aIlZsv33uPUgBBCXbYoQJIwt7mxPftHMN1GoO
OSMXR_3thmXTCm4US-xiNOyhbm8afKK64jU6_TPtQHiJeQJIxz9G3Tx-0
83B745_AfyonlCow"

Figure 61: Signature #1 JSON
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4.8

.3. Second Signing Operation

The following are generated before completing the second signing
operation:

0 JWS Unprotected Header; this example uses the header from
Figure 62.

{
"alg": "ES512",

"kid": "bilbo.baggins@hobbiton.example"

Figure 62: Signature #2 JWS Unprotected Header JSON

The empty string (as there is no JWS Protected Header) and Payload
content (Figure 8) are combined as described in
[I-D.ietf-jose-json-web-signature] to produce the JWS Signing Input
Figure 63.

SXTigJ1lzIGEgZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcgh3VOIH
1vdXIgzZG9vcidgWwW91IHNOZXAgh250byBOaGUgcmOhZCwgYW5kIGImIH1vdSBk
b24ndCBrZWVwIHlvdXIgzZmvldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgewW91IG1pZ2hOIGJI1IHN3ZXBOIGIO9MZiBOby4

Figure 63: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 63) produces the JWS Signature (Figure 64).

ARcVLNnaJJaUwG8fG-8t5BREVAUTY8n8YHjwDO1muhcdCoFZFFjfISu@Cdkn9Yb
d1mi54ho0x924DUz8sK7ZXkhc7AFM80bLTTVNCrqcI3Jk12US5IX3utNhODH6VY
xgy1Qahsn0fyb4zSAkje8bAwWz4vIfj5pCMYxxm4fgVv3q7ZYhm5eD

Figure 64: JWS Signature #2, base64url-encoded

The following is the assembled second signature serialized as JSON:
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{

"header": {
"alg": "ES512",
"kid": "bilbo.baggins@hobbiton.example"
}I
"signature": "ARcVLnaJJaUWG8TG-8t5BREVAUTY8n8YHjwDO1muhcdCoF
ZFFjfISueCdkn9Ybd1lmi54ho®x924DUz8sK7ZXkhc7AFM80bLTTVNCrq
cI3Jk12U5IX3utNhODH6V7Xgy1Qahsn@fyb4zSAkje8bAwWz4vIfj5pCM
Yxxm4fgv3q7ZYhm5eD"

Figure 65: Signature #2 JSON
4.8.4. Third Signing Operation

The following are generated before completing the third signing
operation:

o JWS Protected Header; this example uses the header from Figure 66,
encoded using [RFC4648] base64url to produce Figure 67.

{
"alg": "HS256",

"kid": "018c0ae5-4d9b-471b-bfd6-eef314bc7037"

Figure 66: Signature #3 JWS Protected Header JSON

eyJhbGci0iJIUZIAINIISImtpZCI6I AXOGMWYWULLTRKOWItNDCXYilizmQ2LW
V1ZjMXNGJjNzAzNyJ9

Figure 67: Signature #3 JWS Protected Header, base64url-encoded
The JWS Protected Header (Figure 67) and Payload content (Figure 8)

are combined as described in [I-D.ietf-jose-json-web-signature] to
produce the JWS Signing Input Figure 68.

eyJhbGci0iJIUZIINIISImtpZCI6IjAXOGMWYWULLTRKOWItNDCXYilizmQ2LW
V1ZjMXNGJIjNzAzNyJ9

SXTigJ1lzIGEgZGFuz2Vyb3VzIGJ1c21uZXNzLCBGcmOkbywgZ29pbmcgh3VOIH
1vdXIgzG9vci4dgWwW9O1IHNOZXAgh250byBOaGUgcm9hZCwgYW5kIG1ImIH1vdSBk
b24ndCBrzZWVwIHlvdXIgzZmvVldCwgdGhlcmXigJ1lzIG5vIGtub3dpbmcgd2hlcm
UgewW91IG1pZ2hOIGJI1IHN3ZXBOIGOMZiBOby4

Figure 68: JWS Signing Input
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Performing the signature operation over the JWS Signing Input
(Figure 68) produces the JWS Signature (Figure 69).
sOh6KThzkfBBBKkLspW1h84VsJZFTsPPGMDA7g1Md7p0
Figure 69: JWS Signature #3, base64url-encoded

The following is the assembled third signature serialized as JSON:

{
"protected": "eyJhbGciOiJIUzIINiIsImtpZCI6IjAXOGMwYWU1LTRKOW
ItNDcxYi1iZmQ2LWV1ZjMxNGJIjNzAzNyJ9",
"signature": "sOh6KThzkfBBBkLspW1h84VsJZFTsPPqMDA7g1Md7p0"
}

Figure 70: Signature #3 JSON
4.8.5. Output Results
The following compose the resulting JWS object:
o Payload content (Figure 8)
o Signature #1 JSON (Figure 61)
0o Signature #2 JSON (Figure 65)
o Signature #3 JSON (Figure 70)
The Compact Serialization is not presented because it does not
support this use case; the JSON Flattened Serialization is not

presented because there is more than one signature.

The resulting JWS object using the JSON General Serialization:
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{
"payload": "SXTigJlzIGEgZGFuz2Vyb3VzIGJ1c2luzZXNzLCBGcmOkbywg

Z29pbmcgb3VOIH1vdXIgZG9vci4gWWI1IHNOZXAgh250byBOaGUgcm9h
ZCwgYW5KIGImIH1vdSBkb24ndCBrZWVwIH1vdXIgZmv1ldCwgdGhlecmXi
gJ1zIG5vIGtub3dpbmcgd2hlcmUgeW91IG1pZ2h@IGJ1IHN3ZXBOIGOmM
ZiBOby4",
"signatures": [
{
"protected": "eyJhbGci0iJSUzI1NiJ9",
"header": {
"kid": "bilbo.baggins@hobbiton.example"
}I
"signature": "MIsjqtV1Opa7l1KE-Mss8_Ng2YH4FGhiocsqrgi5Nvy
G53uoimicltcMdSg-qptrzzc7CG6Svw2Y13TDIgHZTUrL_1R2ZFc
ryNFiHkSw129EghGpwkpxaTn_THJTCglNbADko1MZBCdwz JIXxwqgZc
-1R1p02HibUYyXSw097BSe0_evZKdjvvKSgsIqjytkKSeAMbhMBdM
ma622_BG5t4sdbuCHtFjp9iJmkio47AIwgkZV1ialZsv33uPUgBBC
XbYoQJIwt7mxPftHMN1GOOSMXR_3thmXTCm4US-xiNOyhbm8afKK6
4jU6_TPtQH1JeQJxz9G3Tx-083B745_AfYOnlCow"
3
{

"header": {
"alg": "ES512",
"kid": "bilbo.baggins@hobbiton.example"
3
"signature": "ARcVLnaJJaUWG8fG-8t5BREVAUTY8N8YHjwDO1lmuhc
dCoFZFFjfISueCdkn9Ybd1lmi54ho0x924DUz8sK7ZXkhc7AFM80b
LFTVNCrqcI3Jk12U5IX3utNhODH6V7Xgy1QahsnOfyb4zSAkje8b
AWz4vITj5pCMYXxxm4fgVv3q7ZYhmseD"
3

{
"protected": "eyJhbGciO0iJIUzIINiISImtpZCI6IjAXOGMwWYWULLT

RKOWItNDcxYi1iZmQ2LWV1ZjMxNGJIjNzAzNyJ9",
"signature": "sOh6KThzkfBBBkLspW1h84VsJZFTsPPqMDA7gl1Md7p
Oll

Figure 71: JSON General Serialization
5. JSON Web Encryption Examples

The following sections demonstrate how to generate various JWE
objects.

All of the succeeding examples (unless otherwise noted) use the
following plaintext content (an abridged quote from "The Fellowship
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of the Ring" [LOTR-FELLOWSHIP]), serialized as UTF-8. The sequence
"\xe2\x80\x93" is substituted for (U+2013 EN DASH), and line breaks
(U+OO0OA LINE FEED) replace some instances of " " (U+0020 SPACE)
characters to improve formatting:

You can trust us to stick with you through thick and
thin\xe2\x80\x93to the bitter end. And you can trust us to
keep any secret of yours\xe2\x80\x93closer than you keep it
yourself. But you cannot trust us to let you face trouble
alone, and go off without a word. We are your friends, Frodo.
Figure 72: Plaintext content

5.1. Key Encryption using RSA v1.5 and AES-HMAC-SHA2
This example illustrates encrypting content using the "RSA1_5"
(RSAES-PKCS1-v1_5) key encryption algorithm and the "A128CBC-HS256"
(AES-128-CBC-HMAC-SHA-256) content encryption algorithm.
Note that RSAES-PKCS1-v1_5 uses random data to generate the
ciphertext; it might not be possible to exactly replicate the results

in this section.

Note that whitespace is added for readability as described in
Section 1.1.

5.1.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.
0 RSA public key; this example uses the key from Figure 73.
o "alg" parameter of "RSA1_5".

o "enc" parameter of "A128CBC-HS256".
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"kty": "RSA",

"kid": "frodo.baggins@hobbiton.example",

"use": "enc",

"n": "maxhbsmBtdQ3CNrKvprUE6n91lYcregDMLYNeTAWCLj8NNPU9XIYegT
HVHQjxKDSHP21-F53jS7sppGlwgdAqZyhnWvXhYNvCM7R T gKxgNxX_XAHX
6f3yy7s-MOPSNCwWPC21h6UAKR4IOOEhVO1lrypMI9Pi41BUOp9t5fSOW5U
NwaAllhrd-o0sQGPjIeIldeHTwx-ZTHU3C60Pu_LJI16hKn9whwaUmA4c
R5Bd2pgbaY7ASgsjCuUbtYJaNIHSoHXprUdJZKUMAZVOWOKPTAG60PI40y
pBadjvMzZ4ZAj3BnXaSYsEZhaueTXvZB4eZ0AjIyh2e_VOIKVMsnDrJYA
VotGlvMQ",

"e": "AQAB",

"d": "Kn9tgoHfiTVi8uPu5b9TnwyHWG5dK6REQUFd1pCGNIN7ZEi963R7wy
bQ1PLAHMPIbNTztfrheoAniRVINCIgXaW_qS461xiDTp4ntEPngcKsyO
5jMAji7-CL8vhpYYowNFvIesgMoVaPRYMYTOTW63hNMOawWs7USZ_hLg6
0elmYOVHTI3FucjSM86Nff40IENt43r2fspgEPGRrdE6fpLCc90aq-qgeP
1GFULimrRdndm-P8q8kvN3KHINAtEgrQAgTTgz80S-3VDOFgWfgnbiPN
miuPUx080pI9KDIfu_acc6fglansNalqXe6RESvhGPH2afjHqSy_Fd2v
pzj85bQQ",

"p": "2DwQmZ43FoTnQ8IkUj3BmKRF5Eh2mizZA5XEJ2MinUE3sdTYKSLtaE
0ekX9vbBZuWxHdVhMEUNKCJ_2iNk8Z0ayLYHLO_G21aXf9-unynEpUsH
7HHTk1LpYAz00x1ZgV1joxAdWNn3hiEFrjZLZGS710H-a3QQ1DDQ0J0J
2VFmu",

"g": "te8LY4-W7IyagH1ExujjMgkTA1TeRbvOVLQNTLY2XINNrWwdwiQ93_V
FO99aP1ESelLja2nw-6iKIe-qT7mtCPozKfVtUYfz5HrJ_XY2kfexJINb
91hZHMv5p1skZpeIS-GPHCC6gR1Ko1qg-idn_gxyusfWv7WAx1SVfQfks
d6EtO",

"dp": "UfYKcL_or492vvcOPzwLSplbg4L3-Z5wL48mwiswbpzOyIgd2xHTH
QmjJIpFAIZ8q-zf9RmgIXkDrFs9rkdxPtAsL1WYdeCT5¢c125Fkdg317JV
RD01inX7x2Kdh8ERCrewW8_4zXItuTl_KiXZNU51vMQjwWbIw2eTx1lpsf
loOGryu",

"dg": "iEgQcO-QfpepdH8FWd7mUFyrXdnOkXJBCogChY6YKUIHGc_p8Le9Mb
PFKESzEaLIN1EhTf3B60GB15Iz_ayUlZzj2IoQZ82znoUrpa9fVYNot87A
CfzIG7q9Mv7RiPAderzi@3tkVvXAdaBau_9vs5rS-7HMtxkVrxSuvJY14
TkX1HE",

"qi": "kC-1zZ0qoFaZCr510tOVtREKoVqaAYhQigqIRGL -MzS4sCmRkxm5vZ
1XYx6RtE1n_AagjqajlkjieG1lxTTThHD8Iga6foGBMaAr5uR1hGQpSc?
G17CF1DZKBJIMTQNBEshYzZfxWO8mIO8M6RzuhObeL6fGIMkDCIYyPrBXx
2bQ_mM"

Figure 73: RSA 2048-bit Key, in JWK format
(*NOTE*: While the key includes the private parameters, only the

public parameters "e" and "n" are necessary for the encryption
operation.)
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5.1.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 74

o Initialization vector/nonce; this example uses the initialization
vector from Figure 75

3qyTVhIWt5juqzZuCpfRgpvauwB956MEJL2Rt -8gXKS0
Figure 74: Content Encryption Key, base64url-encoded
bbd5sTkYwhAIqfHsx8DayA
Figure 75: Initialization Vector, base64url-encoded
5.1.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 74) with
the RSA key (Figure 73) results in the following encrypted key:

lalLxI0j-nLH-_BgLOXMozKxmy9gffy2gTdvqzfTihJBuuzxg@V7ykilwClnQePF
VG2K-pvS1Wc9BRIazDrn50RcRai__3TDON395H3c62tIoudJ4XaRvYHF]ZTZ2G
Xfz8YAImcc91TFkOWXC2F5Xbb71C1Q1DDH151t1pH77f2ff7x1Sxh90SewYrcG
TSLUeeCt36r1Kt30Sj7EyBQX0Z1N7IxbyhMAfgIe7MvirOTOI5SI8NQGeXXW8V1
zNmoxaGMny3YnGir5wfeQt2nBg4qgDaPdnaAuuGUGEecelI01wx1BpyIfgvfjoh
MBSOM8XL223Fg47x1GsMXdfuY-4jaqvw

Figure 76: Encrypted Key, base64url-encoded
5.1.4. Encrypting the Content
The following are generated before encrypting the plaintext:

0 JWE Protected Header; this example uses the header from Figure 77,
encoded using [RFC4648] base64url to produce Figure 78.

{
"alg": "RSA1_5",
"kid": "frodo.baggins@hobbiton.example",
"enc": "A128CBC-HS256"

}

Figure 77: JWE Protected Header JSON


https://datatracker.ietf.org/doc/html/rfc4648

Miller Expires May 17, 2015 [Page 40]



Internet-Draft JOSE Cookbook November 2014
eyJhbGci0iJSUGEXXzUiLCJIrawQiOidmcm9kby5iYwWdnawW5zQGhvYmJpdG9uLm
V4YW1wbGUiLCJ1bmMi0iJBMTI4QEJIDLUNTMjU2INnO

Figure 78: JWE Protected Header, base64url-encoded

Performing the content encryption operation on the Plaintext
(Figure 72) using the following:

o CEK (Figure 74);
o Initialization vector/nonce (Figure 75); and
0 JWE Protected Header (Figure 77) as authenticated data
produces the following:
o Ciphertext from Figure 79.
0 Authentication tag from Figure 80.
0fys_TY_na7f8dwSTfXLiYdHaA2DxUjD67ieF7fcVbIR62IhJvGZ4_FNVSiGc_r
aaOHNLQ6s1P2sv3Xz11pll o5wR_RsSzrS8Z-wnI3JvoOmkpEEn1DmZvDu_k80
WzJv7eZVEQqiWKdyVzFhPpiyQU28GLOpRc2VbVbKAdQKPANTjPPEmMRgcaGeTWZV
yeSUvT5k59yJZXRUSVWFT6KrNtmRdZ8R4mMDOjHSrM_s8uwIFcqt4r5GX8TKalIoe
zT5ChbL5Q1w3sRc7u_hgoOyKVOiRytEAEs3vZkcfLKkP6nbXdC_PkMdNS-ohP78T2
06_7uInMGhFeX4ctHG7VelHGiT93JfWDEQi5_VOUN1rhXNrYu-0fVMKZAKX3VW
171zA6BP430m
Figure 79: Ciphertext, base64url-encoded
kvKuFBXHe5mQr4lqgobAuUg
Figure 80: Authentication Tag, base64url-encoded
5.1.5. Output Results
The following compose the resulting JWE object:
0 JWE Protected Header (Figure 78).
0 Encrypted Key (Figure 76).
o Initialization vector/nonce (Figure 75).

0o Ciphertext (Figure 79).

0 Authentication Tag (Figure 80).
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The resulting JWE object using the Compact serialization:

eyJhbGci01JSUGEXXzUiLCJIrawQiOidmem9kby5iYWdnawW5zQGhvYmJIpdG9uLlm
VAYW1wbGUiLCJ1bmMi0iJBMTI4Q0JDLUNRTMjU2IN0O

laLxI0j-nLH-_BgLOXMozKxmy9gffy2gTdvqzfTihJBuuzxgdV7ykiwWClnQePF
VG2K-pvS1Wc9BRIazDrn50RcRai___3TDON395H3c62tIouJJ4XaRvYHFJZTZ2G
Xfz8YAImcc91TFkOWXC2F5Xbb71C1Q1DDH151t1pH77f2ff7x1Sxh90SewYrcG
TSLUeeCt36r1Kt30Sj7EYyBQX0Z1IN7IxbyhMAfgIe7MvirOTOI5I8NQQeXXwW8V1
zNmoxaGMny3YnGir5wf6Qt2nBg4qDaPdnaAuuGUGEecelI01wx1BpyIfgvfjoh
MBS9OM8XL223Fg47x1GsMXdfuY-4jaqvw

bbd5sTkYwhAIqfHsx8DayA

0fys_TY_na7f8dwSTfXLiYdHaA2DxUjD67ieF7fcVbIR62IhJvGZ4_FNVSiGc_r
aaOHNLQ6s1P2sv3Xz11pll_o5wWR_RsSzrS8Z-wnI3JvoOmkpEEN1DmZvDu_k80
Wz Jv7eZVEqiwWKdyVzFhPpiyQU28GLOpRc2VbVbK4dQKPANTjPPEMRqcaGeTWZV
yeSUvT5k59yJZxXRUSVWFTF6KrNtmRdZ8RAmDOjHSrM_s8uwIFcqt4r5GX8TKaIo
zT5CbL5Q1w3sRc7u_hgoOyKVOiRytEAEs3vZkcfLkP6nbXdC_PkMdNS-ohP78T2
06_7uInMGhFeX4ctHG7VelHGiT93JTfWDEQi5_VOUN1rhXNrYu-0fVMKkZAKX3VW
i71zA6BP430m

kvKuFBXHe5mQr4lqgobAuUg
Figure 81: Compact Serialization

The resulting JWE object using the JSON General Serialization:
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{
"recipients": [
{

"encrypted_key": "lalLxIOj-nLH-_BgLOXMozKxmy9gffy2gTdvqzf
TihJBuuzxg0OV7yk1wWC1lnQePFvG2K-pvS1Wc9BRIazDrn50RcRai_
_3TDON395H3c62tIouJI4XaRvYHFJZTZ2GXfz8YAImMccO1TFkOWX
C2F5Xbb71C1Q1DDH151t1pH77f2ff7xiSxh90SewYrcGTSLUeeCt
36r1Kt30Sj7EYyBQX0Z1IN7IXxbyhMAfgIe7MvirOTOI5SI8NQQeXXwW8
V1zNmoxaGMny3YnGir5wWf6eQt2nBg4gDaPdnaAuuGUGEecelI0lwx
1BpyIfgvfjOhMBS9OM8XL223Fg47x1GsMXdfuY-4jaqvw"

}

1
"protected": "eyJhbGciOiJSUGExXzUiLCJrawQiOiJmcm9kby5iYWdnaw

5zQGhvYmJpdGOuLmV4YW1lwbGUiLCJ1bmMi0iJBMTI4Q0JDLUNTMjU2IN
o,

"iv": "bbd5sTkYwhAIqfHsx8DayA",

"ciphertext": "0fys_TY_na7f8dwSfXLiYdHaA2DxUjD67ieF7fcVbIR62
JhJvGZ4_FNVSiGc_raa®HnLQ6s1P2sv3Xz11pll_o05wR_RsSzrS8Z-wn
I3JvoOmkpEEN1DmZvDu_k80WzJv7eZVEqiWKdyVzFhPpiyQU28GLOpRcC
2VbVbK4dQKPANTjPPEmMRgcaGeTWZVyeSUvT5k59y JZXRUSVWFFEKrNtm
RAZ8R4mDOjHSrM_s8uwIFcqt4r5GX8TKaI@zT5ChbL5Q1lw3sRc7u_hgoy
KVOiRytEAEs3vZkcfLKkP6nbXdC_PkMdNS-ohP78T206_7uInMGhFeX4c
tHG7VelHGiT93JFfWDEQi5_VIOUN1rhXNrYu-0fVMkZAKX3VWi71zA6BP4
30m",

"tag": "kvKuFBXHe5mQr4lqgobAug"

}

Figure 82: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:



Miller Expires May 17, 2015 [Page 43]



Internet-Draft JOSE Cookbook November 2014

"protected": "eyJhbGciOiJSUGExXzUiLCJrawWQiOiJmcm9kby5iYWdnaw
5zQGhvYmJpdGOuLmV4YW1lwbGUiLCJ1bmMi0iJBMTI4Q0JDLUNTMjU2IN
0"1

"encrypted_key": "lalLxIO@j-nLH-_BgLOXMozKxmy9gffy2gTdvqzfTihJ
BuuzxgoV7yk1wWC1lnQePFvG2K-pvS1Wc9BRIazDrn50RcRai__ 3TDON39
5H3c62tIouJJ4XaRvYHFjZTZ2GXTfz8YAImcc91TFkOWXC2F5Xbb71C1Q
1DDH151t1pH77f2ff7x1Sxh90SewYrcGTSLUeeCt36r1Kt30Sj7EYBQX
0ZIN7IxbyhMAfgIe7MvirOTOI5I8NQQeXXW8V1zNmoxaGMny3YnGir5w
f6Qt2nBg4gDaPdnaAuuGUGEecelI01wx1BpyIfgvfjOhMBsOM8XL223F
g47x1GsMxXdfuY-4jaqvw",

"iv": "bbd5sTkYwhAIqfHsx8DayA",

"ciphertext": "0fys_TY_na7f8dwSfXLiYdHaA2DxUjD67ieF7fcVbIR62
JhJvGZ4_FNVSiGc_raa®HnLQ6s1P2sv3Xz1l1pll_o05wR_RsSzrS8Z-wn
I3JvoOmkpEEN1DmZvDu_k80WzJv7eZVEqiWKdyVzFhPpiyQU28GLOpRcC
2VbVbK4dQKPANTjPPEmMRgcaGeTWZVyeSUVT5k59yJZXRUSVWFTFEKrNtm
RAZ8R4mDOjHSrM_s8uwIFcqt4r5GX8TKaI@zT5ChbL5Q1lw3sRc7u_hgOy
KVOiRytEAEs3vZkcfLkP6nbXdC_PkMdNS-ohP78T206_7uInMGhFeX4c
tHG7VelHGiT93JFfWDEQi5_VIOUN1rhXNrYu-0fVMkZAKX3VWi71zA6BP4
30m",

"tag": "kvKuFBXHe5mQr4lqgobAug"

}
Figure 83: JSON Flattened Serialization
5.2. Key Encryption using RSA-OAEP with A256GCM

This example illustrates encrypting content using the "RSA-OAEP"
(RSAES-OAEP) key encryption algorithm and the "A256GCM" (AES-GCM)
content encryption algorithm.

Note that RSAES-0AEP uses random data to generate the ciphertext; it
might not be possible to exactly replicate the results in this
section.

Note that whitespace is added for readability as described in
Section 1.1.

5.2.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the plaintext from Figure 72.
0 RSA public key; this example uses the key from Figure 84.

o "alg" parameter of "RSA-OAEP"
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o "enc" parameter of "A256GCM"

{
llktyll : "RSA”,
"kid": "samwise.gamgee@hobbiton.example",
"use": "enc",

"n": "wbdxI55VaanzXPY29Lg5hdmv2XhvgAhoxUkanfzf2-5zVUxa6prHRr
I4pP1Ah0qJIR1ZTYtWWd5mMHRG2pAHI1hOYSJ9wi®BioZB11XP2e-C-Fy
XJIGCTYyOHAKQW1rfhTm42EW7VvO4r4gfao6uxjLGwfpGrZLarohiWCPnk
Nrg71S2CuNZSQBIPGjXfkmIy2t1l VWgGnL22GplyXj5Y1BLdxXp3XeSt
sqo571utNfoUTU8E4qdzJ3U1DItoVKPGSMwlmmnJiwA7sXRItBCivR4M
5qnZtdw-7v4wWuR4779ubDuJ5nalMv2S66 -RPCNFAZWSKxtBDNFJJDGIU
e7TzizjglnmsOXg_yPub_U0lwWnOec85FCTft1hACpWG8schroBeNqHBOD
FskYpUc2LC5JA2TaPF2dA67dglTTsC_FupfQ2kNGCE1LgprxKHcVWYQb
86B-HozjHZcqtauBzFNV5tbTuB-TpkcvJfNcFL1H3b8mb-H_ox35FjqB
SAjLKyoeqfKTpVjvXhdO9knwgJlf6VKg6UC418_TO1ljMVFFTWXUx1nfho
ONzW6HSSzD1cOWrCuVzsUMv54szidQ9wf1cYWf3g5gFDxDQKis99gcDa
iCAwM3yEBIzuNeeCa5dartHDb1xEB_HcHSeYbghbMjGfasvKn@azZRsnT
yCOxhwBlsolzE",

"e": "AQAB",

"alg": "RSA-OAEP",

"d": "n7fzJc3_WG59VEOBTkayzuSMM7800JQuZjN_KbH810ZG25Z0A7T4BX
ccOxQn50ZE5uSCIwg91oCtOIvxPcpmgqzalZglnirjcWZ-oBtVk7gCAWq
-B3ghfF3izlbkosrzjHajIcY33HBhsy4 WerrXg4MDNE4HY0ojy68TcxT
2LYQRXUOCT5TtIXvM801lex1SGtVnQnDRutXEUCwiewfmmrfveEogLX9E
A-KMgAjTiISXXqIXQhWUQX1G7v_mV_Hr2YuImYcNcHkRvVp9E700k0876
Dhk08v4U0ZLwWA101UX98mkogqwc58A_Y21BYbVx1_s51pPsEqbbH-nqIj
h1fLOgANTihLxnclWtW7pCztLnImZAyeCWAG7ZIfv-Rn9fLIVOjZ6r7r
-MSH9sqbuziHN2grGjD_jfR1uMHa01l84fFK16bcqN1JWxPVhzNZo0®1yD
F-1LiQnqUYSepPf6X3a2S0dkqBRiqUEGEVLUSYIDpJq3jDIsgoL8MolL
oomgiJxUwL_GWEOGuU28gplyzm-9Q0UOnyhEf1uhSR8aJAQWALIFImMWH5W
_IQT9I7-yrindr_2fwWQ_ilUgMsGzA7a0GzZfP1jRy6z-tY_KuBGOO-28
S_aWvjyUc-Alp8AUYyKjBZ-7CWH32fGWK48j1t-zomrwjL_mnhsPbGs0Oc
9WsWgRzI-K8gE",

"p": "7_2v30QZzlPFcHyYfLABQ3XP85Es4hCdwCkbDeltaUXgVy919etKgh
VM4hRKOVvbbO1kYVULFmXIKCDtpi-zLCYAdXKrAK3PtSbtzld_XZ9nlsY
a_QZWpXB_IrtFjVfdKUdMz94pHUhFGFj7nr6NNxfpiHSHWFE1zD_AC3m
Y46J961Y2LRnreVwWAGNw53p07Db8yD_92pDa97vqcz0dgtybH9q6uma-
RFNh01A01iJhYZj69hjmMRXX -Xx56H09cnXNbmzNSCFCKNQmn4GQLMRj9s
fbZRqL94bbtE4_e0Zrpo8RNo8VXRLAQNwIY85fc6BRgBJIomt8QdQvIgP
gwCv5HoQ",

"q": "zgOHK1P6WN_rHUM7ZF1cXHOX6RUOHQ67WuUHiSknqQeefGBA9PWS6Zy
KQCO-06mKXtcgE8_Q_hA2kMRcKOcvHil1hgMCNSX1f1M7WPRPZu2qCDc
gssd_uMbP-DgYthH_EzwL9KnYoH7JQFxxmcv5An80XUtTwk4knKjkIYG
RuUwfQTusOwiNfjFAYyXx00iAQ37ussICE6C6ZSsM3n41UlbJ7TCqgewzVJ
aPJIN5cxjySPZPD3Vp01a9YgAD6a3IIakKJdIxJS1ImnfPevSIQBE79-EX
e2kSwvgOzvt-gsmM29QQ8veHy4uAqca5dZzMs7hkkHtw1z@jHV90epQJ
J1XXnH8Q",
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"dp": "190DkBh1AXelMIXQFM2zZTqUhAzCIr4xNIGEPNoDt1jK83_FJA-xn
x5kA7-1erdHdms_Ef67HSONNV5A60JaR7w8LHNDiBGNjdaUmmu08XAxXQ
J_iabmxjxNjS6E2yD44US02JmHvzeeNczq25elqbTPLhUpGol1IZuG72F
ZQ5gTjXoTXC2-xtCDEUZfaUNh4IeAipfLugbpe®JAF1FfrTDAMUFpPC3i
XjxqgzbEanflwPvj6Vv9iDSgjj8S0zSMOdLtxvuOLIeIQAeEQT_yXcrKGm
pKdS008kLBx8VUjkbv_3Pn20Gyu2YEuwpF1M_H1NikuxJINKFGmnAQ9Lc
nwwTOjvoQ",

"dg": "S6p59KrlmzGzaQYQM300XfHCGVTqHLYjCO557HYQf7209kLMCTd_1
VBEgeD-1jjwELKDjck8k0B15UvohK1oDfSP1DleAy-cnmL29DgWmhgwM
1ipOCCNmkmsmDS1qgkUXDi6sAaZzuntyukyflI-qSQ3C_BafPyFaKrtifg
dyEwYa@8pESKwwWisy7KnmoUvaJ3SaHmohFS78TJ25cfc10wZ9hQNOrI
ChzlkiodFCtxbgdmCgNacnhgE3bZQjGp3n830DSz9zwJcSUVOD1XBPc2
AycH6C1i5yjbxt4Ppox_5pjm6xnQkiPgj01GpsUsSMmBN7iHVSrE7N2iz
nBNCeOUIQ",

"gi": "FZhC1lBMywVVjnuUud-05qd5CYUQdK79akAgy90X6RX6I3IIIPckCc
iRrokxglZn-omAY5CnCe4KdrnjFOT5YUZE7G_Pg44XgCXaarLQf4hl80
OPEf6-3jJ5Iy6wPRXx7G2e8qLxnh9c0df -kRgqg0S3F48Ucvw3ma5V6KGMw
QqWFeV31Xtz815cVI-I3NzBS7qltpuUVvgz2Ju@21eyc7I1qgzR98qKONL
27DUEESOaKOWE97jnsy027Yp88Wa2RiBrEocM89QZI1seJiGDizHRUP4
UZXw9z sXww46wyOP6T9grnYp7t8LKyDDk8e0I4KX6SNMNVCYVS9IW]jlqg
8EZ(QZEKIA"

Figure 84: RSA 4096-bit Key
(*NOTE*: While the key includes the private parameters, only the
public parameters "e" and "n" are necessary for the encryption
operation.)
5.2.2. Generated Factors

The following are generated before encrypting:

o AES symmetric key as the Content Encryption CEK (CEK); this
example uses the key from Figure 85.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 86.

mYMfsggkTAmMOTbvt1Fh2hyoXnbEzJQjMxmgLN3d8xXA
Figure 85: Content Encryption Key, base64url-encoded
-NBOKLHOYKLZPSI9

Figure 86: Initialization Vector, base64url-encoded
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5.2.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 85))
with the RSA key (Figure 84) produces the following encrypted key:

r799rwrBTbTI7IJM8fU3E11i7226HEB7IchCxNuh71Ciud48LxeolRdtFF4nzQi
beY015S_PJsSAXZwSXtDePz9hk-BbtsTBqC2UsPOdwjCONhNupNNuQuHIVftDyu
cvI6hvALeZ60GNhNV4v1zx2k701D89mAzfw-_kT3tkuorpDU-CpBENfIHX1Q58
-Aad3FzMuo3Fn9buEP2yXakLXYal5BUXQsupM4A1GD4_H4Bd7V3u9h8Gkg8Bpx
Kduv9ScfJQTcYm6eJEBz3aSwIaK4T3-dwWpuBOhROQXBosJzSlasnuHtVMt2pK
IIfux5BC6huIvmY7kzV7wW7aIUrpYm_3H4zYvyMeq5pGqFmW2k8zp0878TR1ZX7
pZfPYDSXZySOCTKKkMozT_qiCwZTSz4duYnt8hS4Z9sGthXn9uDgd6éwycMagnQ
fOTs_lycTWmY-agqwVDKhjYNRFO3NiwRtb5BE - t0dFWCASQj3uuAgPGr02AWBe3
8UjQb01vXnl1SpyvYZ3WFc7W0JYaTa7A8DRN6BMCET -xDmMuxCOG7S2rscw51QQU
O6MVZT1FOtOUVTuKBa®3cxA_NIBIhLMjY2kOTXQMmpDPTr6Cbhbo8aKaOnx6ASES
Jx9paBpnNmMOOKH35j_Q1lrQhDWUN6A2Gg8iFay J69xDEdHAVCGRZN3wWOEI20zDR
s

Figure 87: Encrypted Key, base64url-encoded
5.2.4. Encrypting the Content
The following are generated before encrypting the plaintext:

0 JWE Protected Header; this example uses the the header from
Figure 88, encoded using [RFC4648] base64url to produce Figure 89.

{
"alg": "RSA-OAEP",
"kid": "samwise.gamgee@hobbiton.example",
"enc": "A256GCM"

}

Figure 88: JWE Protected Header JSON

eyJhbGCci0iJSUGEtTOFFUCISImtpZCI6INNhbXdpc2UuzZ2FtZ2V1QGhvYmJpdG
QuULMV4YW1wbGUiLCJ1bmMi0iJBMjU2RONNINGO

Figure 89: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 72) with the following:

o CEK (Figure 85);
o Initialization vector/nonce (Figure 86); and

0 JWE Protected Header (Figure 89) as authenticated data


https://datatracker.ietf.org/doc/html/rfc4648
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produces the following:
o Ciphertext from Figure 90.
0 Authentication tag from Figure 91.

04k2cnGN8rSSw3IDolYuySkgeS_t2m1GXk1SggBdpACm6UJuJowOHC5ytjqYgR
L-I-soPlwgMUf4UgRWWeaOGNwW6VGW-XyMO11TYxXxrXfVzIIaRdhYtEMRBVBWbEW
P7ualDRfva0jgzv6Ifa3brcAM64d8p51hhNcizPersuhw5f-pGYzseva-TuUaL8
iWnctc-sSwy7SQmRkfhDjwbz0fz6kFovEQj64X1I5s7E6GLp5TnbYGLa1QUiML
7Cc2GxgvI7zgWoOYIEc7aCf1lLG1-8BboVWFAZKLKOVNoycrYHumwzKluLWEbSV
maPp0slY2n525DxDfWaVFUfKQXMF56vn4BO9QMpWAbnypNimbM8zVOow

Figure 90: Ciphertext, base64url-encoded
UCGiqJIxhBI3IFVdPalHHVA

Figure 91: Authentication Tag, base64url-encoded
5.2.5. Output Results

The following compose the resulting JWE object:
o JWE Protected Header (Figure 89)
0 Encrypted key (Figure 87)
o Initialization vector/nonce (Figure 86)
0 Ciphertext (Figure 90)

0o Authentication tag (Figure 91)

The resulting JWE object using the Compact serialization:
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eyJhbGCci0iJSUGEtTOFFUCISImtpZCI6INNhbXdpc2UuzZ2FtZ2v1QGhvYmJpdG
QuULMV4YW1wbGUiLCJ1bmMi0iJBMjU2RONNINGO

r799rwrBTbTI7IJM8TU3E1i7226HEB7IchCxNuh71Ciud48LxeolRdtFF4nzQi
beY015S_PJsAXZwSXtDePz9hk-BbtsTBqC2UsPOdwjCONhNupNNuQuHIVftDyu
cvI6hvALeZ60GNhNV4v1zx2k701D89mAzfw-_kT3tkuorpDU-CpBENfIHX1Q58
-Aad3FzMuo3Fn9buEP2yXakLXYal5BUXQsupM4A1GD4_H4Bd7V3u9h8Gkg8Bpx
Kduv9ScfJQTcYm6eJEBz3aSwIakK4T3-dwWpuBOhROQXBosJzSlasnuHtVMt2pK
IIfux5BC6hulvmY7kzV7W7aIUrpYm_3H4zYvyMeq5pGqFmW2k8zp0878TR1Zx7
pZfPYDSXZySOCTKKKkMozT_qiCwZTSz4duYnt8hS4Z9sGthXxn9ubDgdéwycMagnQ
fOTs_lycTWmY-agwWVDKhjYNRTO3NiwRtb5BE - t0dFWCASQ]j3uuAgPGr02AWBe3
8UjQb01vXnl1SpyvYZ3WFc7W0JYaTa7A8DRN6MCET -XxDmMMuxCOG7S2rscw51QQU
06MVZT1FOtOUVTfuKBa®3cxA _NIBIhLMjY2kOTXQMmpDPTr6Cho8aKaOnx6ASES
Jx9paBpnNmOOKH357j_QlrQhDWUN6A2Gg8iFayJ69xDEJHAVCGRzZN3wOEI20zDR
s

-NBOKLHOYKLZPSI9

04k2cnGN8rSSw3IDolYuySkqgeS_t2m1GXk1lSgqBdpACm6UJuJowOHC5ytjqYgR
L-I-soPlwgMUf4UgRWWeaOGNw6VGW-xXyMO11TYXrXfVzITIaRdhYtEMRBVBWDEW
P7ualDRfva0jgzv6Ifa3brcAM64d8p51hhNcizPersuhw5f-pGYzseva-TUaL8
iWnctc-sSwy7SQmRkfhDjwbz0fz6kFovEQj64X1I5S7E6GLp5TnbYGLa1QUiML

7Cc2GxgvI7zqWoOYIEc7aCf1lLG1-8BboVWFAZKLKOVNoycrYHumwzKIl1uLWEbSV
maPp0slY2n525DxDfWaVFUfKQXMF56vn4BO9QMpWAbnypNimbM8zVOw

UCGiqJxhBI3IFVdPalHHVA
Figure 92: Compact Serialization

The resulting JWE object using the JSON General Serialization:
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{
"recipients": [
{

"encrypted_key": "rT99rwrBTbTI7IJM8FfU3E1i7226HEB7IchCxNu
h71Ciud48Lxeo0lRdtFF4nzQibeY015S_PJsAXZwSXtDePz9hk-Bb
tsTBqC2UsPOdwjCONhNupNNu9QuHIVftDyucvI6hvALeZ60GNhNV4
v1zx2k701D89mAzfw-_kT3tkuorpDU-CpBENTfIHX1Q58-Aad3FzM
uo3Fn9buEP2yXakLXYal5BUXQsupM4A1GD4_H4Bd7V3u9h8Gkg8B
pxKdUV9ScfJQTcYm6eJEBz3aSwIaK4T3-dwWpuBOhROQXBosJzS1
asnuHtVMt2pKIIfux5BC6huIvmY7kzV7W7aIUrpYm_3H4zYvyMeq
5pGgFmW2k8zp0878TR1Zx7pZfPYDSXZYySOCTKKkMozT_qiCwZTSz
4duYnt8hS4z9sGthXn9ubDqd6éwycMagnQfOTs_lycTwmY -aqwVDKh
JYNRTO3NiwRtb5BE- t0dFWCASQ]j3uuAgPGr02AWBe38UjQbO1lvXn
1SpyvYZ3WFc7W0JYaTa7A8DRN6GMC6T - xDmMuxCOG7S2rscw51QQuU
O6MVZT1FOtOUvTfuKBa®3cxA_nIBIhLMjY2kOTXQMmpDPTr6Cho8a
KaOnx6ASE5Jx9paBpnNmOOKH357j_Q1rQhDWUN6A2Gg8iFayJ69xD
EdHAVCGRzN3woEI20zDRs"

}

1
"protected": "eyJhbGciOiJSUGEtTOFFUCIsSImtpZCI6InNhbXdpc2Uuz2

FtZ2v1QGhvYmJpdGOuLmvV4YWlwbGUiLCJ1bmMiO1iJBMjU2RONNINO",

"iv'": "-nBOKLHOYKLZPSI9",

"ciphertext": "04k2cnGN8rSSw3IDolYuySkgeS_t2m1GXk1lSggBdpACm6
UJuJowOHC5ytjqYgRL-I-soP1lwgMUf4UgRWWeaOGNw6VGW-xyMO11TYX
rXfVzITIaRdhYtEMRBVBWbEwP7ualDRfva0jgZzv6Ifa3brcAM64d8p51h
hNcizPersuhw5f-pGYzseva-TUaL8iwnctc-sSwy7SQmRkfhDjwbz0fz
6kFOVEQ]j64X1I5s7E6GLp5TnbYGLa1QUiIML7Cc2GXxgvI7zqWoOYIEc7a
Cf1lLG1-8BboVWFdZKLK9VNoycrYHumwzKluLWEbSVmaPp0OslY2n525Dx
DfWaVFUfKQXMF56vn4B9QMpWAbnypNimbM8zVow",

"tag": "UCGiqJxhBI3IFVdPalHHVA"

Figure 93: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:
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{
"protected": "eyJhbGciOiJSUGEtTOFFUCISImtpZCI6InNhbXdpc2Uuz2

FtZ2v1QGhvYmJpdGOuLmvV4YWilwbGUiLCJ1bmMiOiJBMjU2RONNINO",

"encrypted_key": "rT99rwrBTbTI7IIM8FfU3E1i7226HEB7IchCxNuh71C
iud48Lxeo0lRdtFF4nzQibeY015S_PJsAXZwSXtDePz9hk-BbtsTBqC2U
sPOdwjCONhNupNNuQuUHIVftDyucvI6hvALeZ60GnhNV4v1zx2k701D89
mAzfw-_kT3tkuorpDU-CpBENTIHX1Q58-Aad3FzMuo3Fn9buEP2yXakL
XYal5BUXQsupM4A1GD4_H4Bd7V3u9h8Gkg8BpxKdUV9ScfJQTcYm6eJE
Bz3aSwIaK4T3-dwWpuBOhROQXBosJzSlasnuHtVMt2pKIIfux5BC6hul
vmY7kzV7W7aIUrpYm_3H4zYvyMeq5pGqFmW2k8zp0878TR1Zx7pZfPYD
SXZySOCTKKkMozT_gqiCwZTSz4duYnt8hS4Z9sGthXn9ubqd6éwycMagnQ
fOTs_lycTWmY-agwWVDKhjYNRTO3NiwRtb5BE-t0OdFWCASQ]j3uuAgPGro
2AWBe38UjQbO1lvXn1SpyvYZ3WFc7W0JYaTa7A8DRN6EMC6ET - xDmMuxCOG
7S2rscw51QQUOBMVZTIFOtOUVTuKBa®3cxA_nIBIhLM]jY2kOTXQMmpDP
Tr6Cho8akKaOnx6ASE5JIx9paBpnNmOOKH35]_QlrQhDWUN6A2Gg8iFayJ
69xDEdHAVCGRzN3woEI20zDRs",

"iv": "-nBoKLHOYkLZPSI9",

"ciphertext": "04k2cnGN8rSSw3IDolYuySkgeS_t2m1GXk1lSggBdpACm6
UJuJowOHC5ytjqYgRL-I-soPlwqMUTf4UgRWWeaOGNwEVGW-XyMOL11TYX
rXfVzIIaRdhYtEMRBVBWbEwWP7ualDRfva0jgzZzv6Ifa3brcAM64d8p51h
hNcizPersuhw5f-pGYzseva-TUaL8iWnctc-sSwy7SQmRkfhDjwbzofz
6kFOVEQ]j64X1I5s7E6GLp5TnbYGLa1QUiIML7Cc2GXxgvI7zqWo@YIEc7a
Cf1lLG1-8BboVWFdZKLK9VNoycrYHumwzKluLWEbSVmaPp0Os1lY2n525Dx
DfWaVFUfKQXMF56vn4B9QMpWAbnypNimbM8zVOow",

"tag": "UCGiqJxhBI3IFVdPalHHVA"

}
Figure 94: JSON Flattened Serialization
5.3. Key Wrap using PBES2-AES-KeyWrap with AES-CBC-HMAC-SHA2

The example illustrates encrypting content using the
"PBES2-HS512+A256KW" (PBES2 Password-based Encryption using HMAC-
SHA-512 and AES-256-KeyWrap) key encryption algorithm with the
"A128CBC-HS256" (AES-128-CBC-HMAC-SHA-256) content encryption
algorithm.

Note that whitespace is added for readability as described in
Section 1.1.

5.3.1. Input Factors
The following are supplied before beginning the encryption process:

0 Plaintext content; this example uses the plaintext from Figure 95
(*NOTE* all whitespace added for readability)
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0o Password; this example uses the password from Figure 96 - with the
sequence "\xe2\x80\x93" replaced with (U+2013 EN DASH)
o "alg" parameter of "PBES2-HS512+A256KW"

o "enc" parameter of "A128CBC-HS256"

{
"keys": [

{
"kty": "oct",
"kid": "77c7e2b8-6e13-45cf-8672-617b5b45243a",
"use": "enc",
"alg": "A128GCM",
"k": "XctOhJAKA-pD9Lh7Zgw_2A"

I

{
"kty": "oct",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"use": "enc",
"alg": "A128KW",
"k": "GZy6sIZ6wlI9NJOKB-jnmvQ"

I

{
"kty": "oct",
"kid": "18ec08el-bfa9-4d95-b205-2b4add1d4321d",
"use": "enc",
"alg": "A256GCMKW",
"k": "qC571_uxcm7Nm3K-ct4GFjx8tM1U8CZONLBvdQstiS8"

}

]
}

Figure 95: Plaintext Content
entrap_o\xe2\x80\x93peter_long\xe2\x80\x93credit_tun
Figure 96: Password
5.3.2. Generated Factors
The following are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 97.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 98.
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uwsjJXaBK407QafO_zpcpmr1CsOCC50hIUEYGNEt3mO
Figure 97: Content Encryption Key, base64url-encoded
VBiCzVHNOLiR3F4V82uoTQ
Figure 98: Initialization Vector, base64url-encoded
5.3.3. Encrypting the Key
The following are generated before encrypting the CEK:
o Salt; this example uses the salt from Figure 99.
o Iteration count; this example uses the iteration count 8192.
8Q1SzinasR3xchYz6ZZcHA
Figure 99: Salt, base64url-encoded

Performing the key encryption operation over the CEK (Figure 97))
with the following:

o Password (Figure 96;

o Salt (Figure 99), encoded as an octet string; and

o Iteration count (8192)

produces the following encrypted key:

d3gNhuwfgheyPp4H8sjOwsDYajoej4c5Je6rlUtFPWdgtURtmeDV1ig

Figure 100: Encrypted Key, base64url-encoded

5.3.4. Encrypting the Content

The following are generated before encrypting the content:

o JWE Protected Header; this example uses the header from

Figure 101, encoded using [RFC4648] base64url to produce
Figure 102.


https://datatracker.ietf.org/doc/html/rfc4648
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{
"alg": "PBES2-HS512+A256KW",
"p2s": "8Q1SzinasR3xchYz6ZZcHA",
"p2c": 8192,
"cty": "jwk-set+json",
"enc": "A128CBC-HS256"

}

Figure 101: JWE Protected Header JSON
eyJhbGci0iJQQkVTMilIUZzUXMitBMjuU2S1cilLCIwMNMiOiI4UTFTemluYXNSM3
hjaF16N1lpaYOhBIiwicDJjIjo4MTkyLCJjdHki0iJqd2stc2VOK2pzh24ilCJl
bmM1i0iJBMTI4Q0JDLUhTMjU2ING

Figure 102: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 95) with the the following:

o CEK (Figure 97);
o Initialization vector/nonce (Figure 98); and
0o JWE Protected Header (Figure 102) as authenticated data
produces the following:
o Ciphertext from Figure 103.
0 Authentication tag from Figure 104.
231-Th1AV4nOWKVYSSgcQrdg6GRqsSUKXj ruHXYsTHAJLZ2nsSNnGIX86VMXqIi6IR
sTywCRFzLXEcZBRNTvG3nhzPkOGDD7FMyXhUHpDJEYCNA_XOmzg8yZR9oyjo61l
TF6s14q9FZ2EhzgFQCLO_6h5EVQ3VvR75_hkBsnuogoM3dwejXBtIodN84PeqMb
6asmas_dpSsz7H10fC5n1i9xI1z424givB1YL1dF6exVmL93R3f000Jbmk2GBQZL
_SEG1l1lv2cQsBgeprARsaQ7Bg99tT80coH8ItBjgVO8AtzXFFsx9qKvC982KLKd
PQMT1VJIKkqtV4RUSLEVPBZXBNnZrtViSOgyg6AiuwaS-rCrcD_ePOGSuxvgtrok
AKYPgmXUeRdjFJwafkYEkiuDCVOVWGAi1DH2xTafhJwecmywIyzi4BgRpmdn_N-
z15tuJYyuvKhjKv6ihbsV_k1hJGPGAXJ6wUpmwC4PTQ21izEmOTUSE8OMKATW8Y
3kobXZ77ulMwDs4p

Figure 103: Ciphertext, base64url-encoded

OH1wodAhOCILG5SQ2LQ9dg

Figure 104: Authentication Tag, base64url-encoded
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5.3.5. Output Results
The following compose the resulting JWE object:
0 JWE Protected Header (Figure 102)
0o Encrypted key (Figure 100)
o Initialization vector/nonce (Figure 98)
0 Ciphertext (Figure 103)
0o Authentication tag (Figure 104)
The resulting JWE object using the Compact serialization:
eyJhbGci0iJQQkVTMi1lIUZzUXMitBMjuU2S1cilLCIWMNMiOiI4UTFTemluYXNSM3

hjaF16N1paY®hBIiwicDJjIjo4MTkyLCIjdHki0iJqd2stc2VOK2pzb24ilcIl
bmMi0iJBMTI4QOJDLUhTMjU2In0

d3gNhuwfgheyPp4H8sjOwsDYajoej4c5Je6rlUtFPWdgtURtmeDV1ig
VBiCzVHNOLiR3F4V82uoTQ

231i-Th1AV4nOWKVSSgcQrdg6GRqsUKXjruHXYsTHAJLZ2nsnGIX86VMXqIi6IR
sfywCRFzLXECZBRNTvG3nhzPkOGDD7FMyXhUHpDJjEYCNA_XOmzg8yZR9oyjo61
TF6s14q9FZ2EhzgFQCLO_6h5EVg3VR75_hkBsnuoqoM3dwe jXBtIodN84PeqMb
6asmas_dpSsz7H10fC5ni9xI1z424givB1YL1dF6exVmL93R3f000Jbmk2GBQZL
_SEG11lv2cQsBgeprARsaQ7Bq99tT80coH8ItBjgVO8AtzXFFsx9gKvC982KLKd
PQMT1VJIKkqtV4RUS5LEVPBZXBnZrtViS0gyg6AiuwaS-rCrcb_ePOGSuxvgtrok
AKYPgmXUeRdjFJwafkYEKiuDCVOVWGAi11DH2xTafhJwcmywIyzi4BgRpmdn_N-
z15tudYyuvKhjKv6ihbsV_k1hJGPGAXJ6wUpmwC4PTQ21izEmOTUSE8OMKATW8YV
3kobXZ77ulMwDs4p

OH1lwodAhOCILG5SQ2LQ9dg
Figure 105: Compact Serialization

The resulting JWE object using the JSON General Serialization:



Miller Expires May 17, 2015 [Page 55]



Internet-Draft JOSE Cookbook November 2014

"recipients": [
{
"encrypted_key": "d3qNhUwfgheyPp4H8sjOwsDYajoej4c5Je6rlU
tFPWdgtURtmeDV1g"

}

1

"protected": "eyJhbGci0iJQQkVTMilIUzUxMitBMjuU2S1cilCJwMnMiOi
I4UTFTemluYXNSM3hjaF16N1paYOhBIiwicDJjIjo4MTkyLCJIjdHkiOi
Jqd2stc2VeK2pzb24iLCI1bmMi0iIBMTI4Q0JIDLUNTMjU2IN0O",

"iv": "VBiCzVHNoOLiR3F4V82uoTQ",

"ciphertext": "23i-Tbh1AV4nOWKVSSgcQrdg6GRgsUKXxjruHXYsTHAJLZ2
NsNGIX86vMXqIi6IRsfywCRFzLXECZBRNTvG3nhzPkOGDD7FMyXhUHpD
FEYCNA_XOmzg8yZR90yjo61TF6si4q9FZ2EhzgFQCLO_6h5EVg3VR75_
hkBsnuoqoM3dwe jXBtIodN84PegMb6asmas_dpSsz7H10fC5n1i9xIz42
49ivB1YL1dF6exVmL93R3T000Jbmk2GBQZL_SEGllv2cQsBgeprARsaQ
7BQ99tT80COH8ItBjgVO8AtzXFFsx9qKvC982KLKAPQMT1VJIKkqgtV4Ru
5LEVpBZXBnZrtViS0ogyg6AiuwaS-rCrcD_eP0GSuxvgtrokAKYPgmXUe
RdjFJIJwafkYEKkiuDCVOVWGAi1DH2xTafhJwcmywIyzi4BqRpmdn_N-z15
tudYyuvkKhjKveihbsV_k1hJGPGAXJ6wUpmwC4PTQ2izEmOTUSEBOMKIT
w8V3kobXZ77ulMwDs4p",

"tag": "OHlwodAhOCILG5SQ2LQ9dg"

}

Figure 106: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:
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"protected": "eyJhbGci0iJQQkVTMilIUzUxMitBMjuU2S1cilLCJwMnMiOi
I4UTFTemluYXNSM3hjaF16N1paY®hBIiwicDJjIjo4MTkyLCJIjdHkioi
Jgd2stc2VeK2pzb24ilLCI1bmMi0iIBMTI4Q0JIDLUNTMjU2INO",

"encrypted_key": "d3gNhuUwfgheyPp4H8sjOwsDYajoej4c5Je6rlUtFPW
dgtURtmeDV1g",

"iv": "VBiCzVHNoOLiR3F4V82uoTQ",

"ciphertext": "23i-Tbh1AV4nOWKVSSgcQrdg6GRgsSUKX]jruHXYsTHAJLZ2
NsNGIX86vMXqIi6IRsfywCRFzLXECZBRNTvG3nhzPkOGDD7FMyXhUHpD
JFEYCNA_XOmzg8yZR90yjo61TF6si4q9FZ2EhzgFQCLO_6h5EVg3VR75_
hkBsnuoqoM3dwe jXBtIodN84PegMb6asmas_dpSsz7H10fC5n19xIz42
49ivB1YL1dF6exVmL93R3T000Jbmk2GBQZL_SEGllv2cQsBgeprARsaQ
7BQ99tT80COH8ItBjgVO8AtzXFFsx9gKvC982KLKAPQMT1VJIKkqgtV4Ru
5LEVpBZXBnZrtViS0ogyg6AiuwaS-rCrcD_eP0GSuxvgtrokAKYPgmXUe
RdjFJIJwafkYEKkiuDCVOVWGAi11DH2xTafhJwcmywIyzi4BqRpmdn_N-z15
tudYyuvkKhjKv6ihbsV_k1hJGPGAXJ6wUpmwC4PTQ21izEmOTUSE8OMKIT
w8V3kobXZ77ulMwDs4p",

"tag": "OHlwodAhOCILG5SQ2LQ9dg"

}

Figure 107: JSON Flattened Serialization

5.4. Key Agreement with Key Wrapping using ECDH-ES and AES-KeyWrap with
AES-GCM

This example illustrates encrypting content using the "ECDH-
ES+A128KW" (Elliptic Curve Diffie-Hellman Ephemeral-Static with AES-
128-KeyWrap) key encryption algorithm and the "A128GCM" (AES-GCM)
content encryption algorithm.

Note that whitespace is added for readability as described in
Section 1.1.

5.4.1. Input Factors
The following are supplied before beginning the encryption process:
0o Plaintext content; this example uses the content from Figure 72
0 EC public key; this example uses the public key from Figure 108
o "alg" parameter of "ECDH-ES+A128KW"

o "enc" parameter of "A128GCM"
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{
"kty": "EC",
"kid": "peregrin.took@tuckborough.example",
"use": "enc",
"crv": "P-384",
"x": "YU4rRUzdmVgmRtWOS20pDE_T5fSNIodcG8G5FWPrTPMyxpzsS0GaQL
pe2FpxBmu2",
"y": "A8-yxCHxkfBz3hKZfI1jUYMjUhsEveZ9THUwWFjH2sCNdtksRJU7D5-
SkgaFL1ETP",
"d": "iTx2pk7wW-GgJkHCEKFQb2EFyYcO7RugmawW3mRrQVAOUiPommTOIdnN
YK2xD1Zh-j"
}

Figure 108: Elliptic Curve P-384 Key, in JWK format
(*NOTE*: While the key includes the private parameters, only the
public parameters "crv", "x", and "y" are necessary for the
encryption operation.)
5.4.2. Generated Factors

The following are generated before encrypting:

o Symmetric AES key as the Content Encryption Key (CEK); this
example uses the key from Figure 109.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 110

Nou2ueK1P70ZXDbq9UrRwg
Figure 109: Content Encryption Key, base64url-encoded
mH-G2zVagztutnw_
Figure 110: Initialization Vector, base64url-encoded
5.4.3. Encrypting the Key
To encrypt the Content Encryption Key, the following are generated:

o Ephemeral EC private key on the same curve as the EC public key;
this example uses the private key from Figure 111.
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{
"kty": "EC",
"crv": "P-384",
"x": "uBo4kHPw6kbjx510xowrd_oYzBmaz-GKFZu4xAFFkbYiWgutEK61iuE
DsQ6wNdNg3",
"y": "sp3p5SGhzvC2faXumI-e9JU2Mo8KpoYrFDr5yPNVtWAPgEWZOYQTA-
JdaY8th7EQ",
"d": "D5H4Y_5PSKZvhfVFbcCYJOtcGZygRgfZkpsBr59Icmmhe9swenkz8w
fwhinufwig"
}

Figure 111: Ephemeral Elliptic Curve P-384 Key, in JwWK format

Performing the key encryption operation over the CEK (Figure 109)
with the following:

0 The static Elliptic Curve public key (Figure 108); and
0 The ephemeral Elliptic Curve private key (Figure 111);
produces the following JWE encrypted key:
®DJjBXri_kBcC46IkU5_Jk9BgaQeHdv2
Figure 112: Encrypted Key, base64url-encoded
5.4.4. Encrypting the Content
The following are generated before encrypting the content:

o JWE Protected Header; this example uses the header from
Figure 113, encoded to [RFC4648] base64url as Figure 114.

{
"alg": "ECDH-ES+A128KW",
"kid": "peregrin.took@tuckborough.example",
"epk": {
"kty": "EC",
"crv'": "P-384",
"x": "uBo4kHPw6kbjx510xowrd_oYzBmaz-GKFZu4xAFFkbYiWgutEK61
UEDsQ6wNdNg3",
"y": "sp3p5SGhzvC2faXumI-e9JU2Mo8KpoYrFDr5yPNVtWA4PgEWZOYQT
A-JdaY8tb7E0Q"
}I
"enc": "A128GCM"
}

Figure 113: JWE Protected Header JSON


https://datatracker.ietf.org/doc/html/rfc4648
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eyJhbGCci0iJFQORILUVTKOEXMjhLVYyIsImtpZCI6InBlcmVncmluLnRvb2tAdH
Vja2Jvcm91z2guzXhhbXBsZSIsImVwayI6eyJrdHkiOiJFQyIsImNydiI6I1At
Mzg0@IiwieCI6INVCbzRrSFB3NmtianglbDB4b3dyZFOvWXpCbWF6LUdLR1p1NH
hBRkZrY11lpV2d1dEVLNm11RURZUTZ3TmR0ZzMiLCJ5Ijoic3AzcDVTR2haVkMy
ZmFYdwW1JLWU5S1UyTW84S3BVWXJIGRHI1eVBOVNRXNFBNRXdaT31RVEEt SmRhWT
hOYjdFMCJ9LCJ1bmMi0iJBMTI4RONNING

Figure 114: JWE Protected Header, base64url-encoded

Performing the content encryption operation on the Plaintext
(Figure 72) using the following:

0 CEK (Figure 109);
o Initialization vector/nonce (Figure 110); and
0 JWE Protected Header (Figure 114) as authenticated data
produces the following:
0o Ciphertext from Figure 115.
o Authentication tag from Figure 116.
tkZu009h950gHJImkkr fLBisku8rGfenzVxhRM3sVOhXgz5NJ760ID71pnAi_cP
WJRCjSpAaUZ5d0R3Spy7QUEKmMKX8 - 3RCMhSYMz sXaEwDdXta9Mn5B7cCBoJKBO
IgEnj_gfolhIi-uEkUp0Z8aLTZGHfplo5]jMwbKkTe2yK3mjF6SBAsgicQDVCkc
Y9BL1uzx1RmC30RXaMBJaHPB93YcdSDGgpgBWMVrNU1ErkjcMgMoT_wtCex3we
3XdLkjXIuEr2hwgeP-nkUZTPU9EOGSPj6TAS-bSz87RCPrxZdj_iVyC6QWcgAu
07WNhjzJEPCc4jVntRI6K53NgPQ5p991324080Uqj4ioYezbS6vTP1Q
Figure 115: Ciphertext, base64url-encoded
WuGzxmcreYjpHGJoal7EBg
Figure 116: Authentication Tag, base64url-encoded
5.4.5. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 114)
0 Encrypted key (Figure 112)

o Initialization vector/nonce (Figure 110)

o Ciphertext (Figure 115)
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0 Authentication tag (Figure 116)
The resulting JWE object using the Compact serialization:

eyJhbGCci0iJFQORILUVTKOEXMjhLVYyIsImtpZCI6InBlcmVncmluLnRvb2tAdH
Vja2Jvcm91z2guzZXhhbXBsZSIsImVwayI6eyJrdHkiOiJFQyIsImNydiI6I1At
Mzg0IiwieCI6INVCbzRrSFB3NmtianglbDB4b3dyZF9vWXpCbWF6LUdLR1p1NH
hBRkZrY11lpV2d1dEVLNm11RURZUTZ3TmR0ZzMiLCJ5Ijoic3AzcDVTR2haVkMy
ZmFYdwW1JLWU5S1UyTW84S3BVWXJIGRHI1eVBOVNRXNFBNRXdaT31RVEEtSmRhWT
hOYjdFMCJ9LCJ1bmMi0iJIBMTI4RONNING

0DJjBXri_kBcC46IkU5_Jk9BgaQeHdv2

mH-G2zVqggztutnw_

tkZu009h950gHImkkr fLBisku8rGfenzVxhRM3sVOhXgz5NJ760ID71pnAi_cP
WJRCjSpAaUZ5d0R3Spy7QUEKmMKX8 - 3RCMhSYMz sXaEwDdXta9Mn5B7cCBoJKBO
IgEnj_qgfolhIi-uEkUp0Z8aLTZGHfplO5]jMwbKkTe2yK3mjF6SBAsgicQDVCkc
Y9BL1uzx1RmC30RXaMBJaHPB93YcdSDGgpgBWMVrNU1ErkjcMgMoT_wtCex3we
3XdLkjXIuEr2hwgeP-nkUZTPU9EOGSPj6TAS-bSz87RCPrxZdj_iVyC6QWcgAu
©7WNhjzJEPc4jVntRI6K53NgPQ5p991374080Uqj4ioYezbS6vVTP1Q
WuGzxmcreYjpHGJoal7EBg

Figure 117: Compact Serialization

The resulting JWE object using the JSON General Serialization:
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"recipients": [
{
"encrypted_key": "0DJjBXri_kBcC46IkU5_Jk9BgaQeHdv2"
}

1
"protected": "eyJhbGciOiJFQORILUVTKOEXMjhLVyIsImtpZCI6InBlcm

vncmluLlnRvb2tAdHVja2Jdvem91Zz2guzXhhbXBsZSIsImVwayI6eyJrdH
kiOiJFQyIsImNydiI6I1AtMzgO@IiwieCI6INVCbzRrSFB3NmtianglbD
B4b3dyZFOvWXpCbWF6LUJLR1pINHhBRkZrY11pV2d1dEVLNm11RURZUT
Z3TmR0OZzMiLCJ5Ijoic3AzcDVTR2haVkMyZmFYdwW1JLWU5S1UyTW84S3
BVWXJGRHI1eVBOVNRXNFBNRXdaT31RVEEtSMRhWThOYjdFMCJOLCJ1bm
Mi0iJBMTI4RONNINO",

"iv": "mH-G2zvqgztUtnw_",

"ciphertext": "tkzZu009h950gHJImkkrfLBisku8rGfénzVxhRM3sVOhXgz
5NJ760ID71pnAi_cPWJRC]jSpAaUZ5dOR3Spy7QUEKmKX8-3RCMhSYMzs
XaEwDdXta9Mn5B7cCB0JKBOIQENnj_qfolhIi-uEkUp0Z8aLTZGHfploO5
jMwbKkTe2yK3mjF6SBAsgicQDVCkcY9BL1uzx1RmMC30RXaM@JaHPB93Y
cdSDGgpgBWMVrNU1ErkjcMgMoT_wtCex3wO3XdLKjXIuEr2hwgeP-nku
ZTPU9EOGSPj6TAS-bSz87RCPrxzdj_iVyC6QWcgAu@7WNhjzJEPC4jVn
tRJIB6K53NgPQ5p991324080Uqj4ioYezbS6vTP1Q",

"tag": "WuGzxmcreYjpHGJoal7EBg"

Figure 118: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:
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"protected": "eyJhbGciOiJFQORILUVTKOEXMjhLVyIsImtpZCI6InBlcm
vncmlulnRvb2tAdHVja2Jdvem91Zz2guzXhhbXBsZSIsImVwayI6eyJrdH
kiOiJFQyIsImNydiI6I1AtMzgO@IiwieCI6INVCbzRrSFB3NmtianglbD
B4b3dyZFOvWXpCbWF6LUdLR1pINHhBRKZrY11pV2d1dEVLNm11RURZUT
Z3TmR0ZzMiLCJ5Ijoic3AzcDVTR2haVkMyZmFYdW1JLWU5S1UyTW84S3
BVWXJGRHI1eVBOVNRXNFBNRXdaT31RVEEtSMRhWThOYjdFMCJOLCJ1bm
Mi0iJBMTI4RONNINO",

"encrypted_key": "0DJjBXri_kBcC46IkU5_Jk9BgaQeHdv2",

"iv'": "mH-G2zVqgztUtnw_",

"ciphertext": "tkZu009h950gHJImkkrfLBisku8rGfénzVxhRM3sVOhXgz
5NJ760ID71pnAi_cPWJRC]jSpAaUZ5dOR3Spy7QUEKmKX8-3RCMhSYMzs
XaEwDdXta9Mn5B7cCB0JKBOIQENnj_qfolhIi-uEkUp0Z8alLTZGHfploO5
jMwbKkTe2yK3mjF6SBAsgicQDVCkcY9BL1uzx1RmMC30RXaM@JaHPB93Y
cdSDGgpgBWMVrNU1ErkjcMgMoT_wtCex3wO3XdLKkjXIuEr2hwgeP-nku
ZTPU9EOGSPj6TAS-bSz87RCPrxZdj_iVyC6QWcgAu@7WNhjzJEPc4jVn
tRJI6K53NgPQ5p991374080Uqj4ioYezbS6vTP1Q",

"tag": "WuGzxmcreYjpHGJoal7EBg"

Figure 119: JSON Flattened Serialization
5.5. Key Agreement using ECDH-ES with AES-CBC-HMAC-SHA2
This example illustrates encrypting content using the "ECDH-ES"
(Elliptic Curve Diffie-Hellman Ephemeral-Static) key agreement
algorithm and the "A128CBC-HS256" (AES-128-CBC-HMAC-SHA-256) content

encryption algorithm.

Note that whitespace is added for readability as described in
Section 1.1.

5.5.1. Input Factors
The following are supplied before beginning the encryption process:
0o Plaintext content; this example uses the content from Figure 72.
0 EC public key; this example uses the public key from Figure 120.
o "alg" parameter of "ECDH-ES"

o "enc" parameter of "A128CBC-HS256"
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{
"kty": "EC",
"kid": "meriadoc.brandybuck@buckland.example",
"use": "enc",
"crv": "P-256",
"x": "Ze21oSV3wrroKUN_4zhwGhCqo3Xhultd4QjeQ5wIVRO",
"y": "HILtdXARY_f55A3fnzQbPcm6hgr34Mp8p-nuzQCEOZW",
"d": "r_kHyZ-a06rmxM3yESK84rlotSg-aQcVStkRhA-iCM8"
}

Figure 120: Elliptic Curve P-256 Key
(*NOTE*: While the key includes the private parameters, only the
public parameters "crv'", "x", and "y" are necessary for the
encryption operation.)
5.5.2. Generated Factors

The following are generated before encrypting:

o Initialization vector/nonce; this examples uses the initialization
vector/nonce from Figure 121.

yCIN8vV5sYyv3iGQT926IUg
Figure 121: Initialization Vector, base64url-encoded

*NOTE*: The Content Encryption Key (CEK) is not randomly generated;
instead it is determined using key agreement.

5.5.3. Key Agreement
The following are generated to agree on a CEK:

o Ephemeral private key; this example uses the private key from

Figure 122.
{
llktyll : "EC",
"crv": "P-256",
"X": "mMPUKT_bAWGHIhgOTp3jjqVsP1rXwQu_vwVOHHtNKdYoA",
"y": "8BQASImMGeAS46fyWwS5MhYfGTTOIjBpFw2SS34Dv4Irs",
"d": "AtH35vJIsQ9SG]jYTOsjUXYXQKrPH3FjZHMEtSKoSN8cM"
}

Figure 122: Ephemeral public key, in JWK format
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Performing the ECDH operation using the static EC public key
(Figure 120) over the ephemeral private key Figure 122) produces the
following CEK:
hzHd1fQIAEehb8Hrd_mFRhKsKLEzPfshfXs9l6areCc
Figure 123: Agreed to Content Encryption Key, base64url-encoded
5.5.4. Encrypting the Content

The following are generated before encrypting the content:

0 JWE Protected Header; this example uses the header from
Figure 124, encoded to [RFC4648] as Figure 125.

{
"alg": "ECDH-ES",
"kid": "meriadoc.brandybuck@buckland.example",
"epk": {
"kty": "EC",
"crv": "P-256",
"x": "mPUKT_DAWGHIhgOTpjjqVsP1rXwQu_vwVOHHtNkdYoA",
"y": "8BQASIMGeAS46fyWwSMhYfGTTOIjBpFw2SS34Dv4Irs"
}
"enc": "A128CBC-HS256"
}

Figure 124: JWE Protected Header JSON
eyJhbGCci0iJFQORILUVTIiwia2lkIjoibwWVyaWFkb2MuYnJhbmR5YnVja@Bidw
NrbGFuzZC51eGFtcGx1IiwizZXBrIjp7ImtOeSI6IKVDIiwiY3J2IjoiUCOYNTY1
LCJ4IjoibVBVS1RfYkFXROhJaGcwVHBganFWc1AXxc1hXUXVfdndwWTOhIdESrZF
1vQSIsInkiOiI4Q1FBcO1tR2VBUzQ2Zn1XdzVNaF1mR1RUME1qQnBGdzJTUzMO
RHYOSXJZINOSIMVUYyI6IKEXM]hDQKMtSFMYNTYifQ

Figure 125: JWE Protected Header, base64url-encoded

Performing the content encryption operation on the Plaintext
(Figure 72) using the following:

o CEK (Figure 123);
o Initialization vector/nonce (Figure 121); and
0 JWE Protected Header (Figure 125) as authenticated data

produces the following:


https://datatracker.ietf.org/doc/html/rfc4648
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0 Ciphertext from Figure 126.
o Authentication tag from Figure 127.
BoD1wPnTypYq-ivjmQVvAYJLb5Q61-F3LIgQomlz87yW40PKbWE1zSTEFjDfhU9
IPIOSA9BM14m7iDFwA-1ZXvHteLDtw4R1XRGMESDIqAYtskTTmzmzNa-_q4F_e
VAPUmMw10-ZG45Mng4uhM1fm_D9rBtWolgZSF3XGNNkpOMQKF1C18i8wjzR1i7 -
IXgyirlkKQsbhhqRzkv8IcY6aH124j03C-AR21elr 7URUhArM79BY8s0ZU0lzwI
-sD5PZ314NDCCei9XkoIATsXIWmySPoeRb2Ni5UZL4mYpvKDiwmyzGd65KqVw7
MsFfI_K767G9C9Azp73gKZDODYUNImnOWW5LmMyX_yJ-3AR0q8p1WZBfG-2yJ61
95_JGG2m9Csg
Figure 126: Ciphertext, base64url-encoded
WCCkNa-x4BeBO9hIDIfFuhg
Figure 127: Authentication Tag, base64url-encoded
5.5.5. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 114)
o Initialization vector/nonce (Figure 110)
o Ciphertext (Figure 115)

0 Authentication tag (Figure 116)

Only the JSON General Serialization is presented because the JSON
Flattened Serialization is identical.

the resulting JWE object using the Compact serialization:
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eyJhbGCci0iJFQORILUVTIiwia2lkIjoibwWVyaWFkb2MuYnJhbmR5YnVjaoBidw
NrbGFuzC51eGFtcGx1IiwiZXBrIjp7Imt0eSI6IkVDIiwiY3J2IjoiUCOYNTY1
LCJ4IjoibVBVS1RTYKkFXROhJaGcwVHBganFWc1Axc1hXUXvVfdndwWTOhIdESrZF
1vQSIsInki0iI4Q1lFBcO1tR2VBUzQ2ZnlXdzVNaF1mR1RUME1qQnBGdzJTUzMO
RHYOSXJZINOsImVUYYyI6IKEXMjhDQKMtSFMyNTYifQ

yCIN8vV5sYyv3iGQT926IUg

BoD1wPNnTypY(q-ivjmQvAYJLb5Q61-F3LIgQom1z87yW40PKbWE1zSTEFjDfhU9
IPIOSA9BmM14m7iDFwA-1ZXvHteLDtw4R1XRGMESDIqAYtskTTmzmzNa-_q4F_e
VAPUMw10-ZG45Mng4uhM1fm_D9rBtWolqZSF3XGNNKkpOMQKF1C18i8wjzR1i7 -
IXgyirlkKQsbhhqRzkv8IcY6aH124j03C-AR21elr7URUhRArM79BY8s0ZU0lzwI
-sD5PZ314NDCCei9XkoIATsXIWmySPoeRb2Ni5UZL4mYpvKDiwmyzGd65KqVw7
MSFfI_K767G9C9Azp73gKZDODYyUN1ImnOWW5S5LmMyX_yJ-3AR0q8p1WZBfG-ZyJ61
95_JGG2m9Csg

WCCkNa-x4BeBO9hIDIfFuhg
Figure 128: Compact Serialization

the resulting JWE object using the JSON General Serialization:

{
"protected": "eyJhbGciOiJFQORILUVTIiwia2lkIjoibwVyawWFkb2MuYn

JhbmR5YnVja0BidWNrbGFuzC51eGFtcGXx1IiwiZXBrIjp7Imt0eSI6Ik
VDIiwiY3J2IjoiUCOYNTYiLCJ4IjoibVBVS1RfYKkFXROhJaGcwVHBgan
FWc1AxclhXuXVfdndWTOhIdE5rZF1vQSIsInki0iI4Q1lFBcO1tR2VBUz
Q2Zn1XdzVNaF1mR1RUME1qQnBGdzJTUzZMORHYOSXJzINOSIMVUYyI6Ik
ExMjhDQKMtSFMyNTYifQ",

"iv": "yc9N8v5sYyv3iGQT926IUg",

"ciphertext": "BoDlwPnTypYq-ivjmQVvAYJLb5Q61-F3LIgQomlz87yW40
PKbWE1zSTEFjDfhU9IPIOSA9BmM14m7iDFwA-1ZXvHteLDtw4R1XRGMES
DIgAYtskTTmzmzNa-_q4F_evAPUmwl0-ZG45Mnq4uhM1fm_D9rBtWolq
ZSF3XGNNKpOMQKF1C18i8wjzR1i7-IXgyirlkQsbhhqRzkv8IcY6aH1l2
4j03C-AR21e1r7URUhArM79BY8s0ZU01zwI-sD5PZ314NDCCei9XkoIA
fsXIWmySPoeRb2Ni5UZL4mYpvKDiwmyzGd65KqVw7MsFfI_K767G9C9A
zp73gKZDODyUnimnOWw5LmyX_yJ-3AR0q8p1WZBfG-ZyJ6195_JGG2m9
Csg",

"tag": "WCCkNa-x4BeBO9hIDIfFuhg"

}

Figure 129: JSON General Serialization
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5.6. Direct Encryption using AES-GCM
This example illustrates encrypting content using a previously
exchanged key directly and the "A128GCM" (AES-GCM) content encryption
algorithm.

Note that whitespace is added for readability as described in
Section 1.1.

5.6.1. Input Factors
The following are supplied before beginning the encryption process:
0o Plaintext content; this example uses the content from Figure 72.

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 130.

o "alg" parameter of "dir"

o "enc" parameter of "A128GCM"

{
"kty": "oct",
"kid": "77c7e2b8-6e13-45cf-8672-617b5b45243a",
"use": "enc",
"alg": "A128GCM",
"k": "XctOhJAKA-pD9Lh7Zgw_2A"
}

Figure 130: AES 128-bit key, in JWK format
5.6.2. Generated Factors
The following are generated before encrypting:

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 131.

refa467QzzKx6QAB
Figure 131: Initialization Vector, base64url-encoded
5.6.3. Encrypting the Content

The following are generated before encrypting the content:
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0 JWE Protected Header; this example uses the header from
Figure 132, encoded as [RFC4648] base64url to produce Figure 133.

{
"alg": "dir",
"kid": "77c7e2b8-6e13-45cf-8672-617b5b45243a",
"enc": "A128GCM"

}

Figure 132: JWE Protected Header JSON
Encoded as [RFC4648] base64url:

eyJhbGci0iJkaXIilLCJraWQiOiI3N2M3ZTJi0CO2ZTEZLTQ1Y2YtODY3Mi02MT
diNWIONTIOM2EiLCJ1bmMi0iJBMTI4RONNING

Figure 133: JWE Protected Header, base64url-encoded

Performing the encryption operation on the Plaintext (Figure 72)
using the following:

0 CEK (Figure 130);

o Initialization vector/nonce (Figure 131); and

0 JWE Protected Header (Figure 133) as authenticated data
produces the following:

o Ciphertext from Figure 134.

0o Authentication tag from Figure 135.

JW_1i_f52hww_ELQPGaYyeAB6HYGCR55919TYnSovc23XJoBcW29rHP8yZ0ZG7Y
hLpT1bjFuvZPjQS-mOIFtVcXkZXdH_1lr_FrdYt9HRUYkshtrMmIUAyGmUnd9zM
DB2nOCcRDIHAZzFVeJUDXKUwWVAE7_YGRPdcqMyiBoCO-FBdE-Nceb4h3-FtBP-c_
BIWCPTjb900SbdcdREEMIMYyZBH8YySWMVilgPD9yxi-aQpGbSv_F9N4IZAxsc]j5
g-NJsUPbjk29-s7LJAGb15WEBtXphVCgyy53CoIKLHHe JHXex45Uz9aKZSRSIn
ZI-wjsYOyu3cT4_aQ3ilo-tiE-F8I0s61EKgyIQ4CWao8PFMj8TTnp

Figure 134: Ciphertext, base64url-encoded
vbb32Xv1lea20tmHAdccRQ

Figure 135: Authentication Tag, base64url-encoded


https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648
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5

.6.4. Output Results

The following compose the resulting JWE object:
0 JWE Protected Header (Figure 133)

o Initialization vector/nonce (Figure 131)

0 Ciphertext (Figure 134)

0 Authentication tag (Figure 135)

Only the JSON General Serialization is presented because the JSON
Flattened Serialization is identical.

The resulting JWE object using the Compact serialization:

eyJhbGci0iJkaXIilLCJraWQiOiI3N2M3ZTJi0CO2ZTEZLTQ1Y2YtODY3Mi02MT
diNWIONTIOM2EiLCJ1bmMi0iJBMTI4RONNINGO

refad67QzzKx6QAB

JW_1i_f52hww_ELQPGaYyeAB6HYGCR55919TYNnSovc23XJoBcW29rHP8yZ0ZG7Y
hLpT1bjFuvZPjQS-mOIFtVcXkZXdH_lr_FrdYt9HRUYkshtrMmIUAyGmUnd9zM
DB2nOCRDIHAZzFVeJUDXKUwVAE7_YGRPdcqMyiBoCO-FBdE-Nceb4h3-FtBP-c_
BIWCPTjb900SbdcdREEMIMYZBH8YSWMVilgPD9yxi-aQpGbSv_FON4IZAxscj5
g-NJsUPbjk29-s7LJAGb15wEBtXphVCgyy53C0oIKLHHe JHXex45Uz9aKZSRSIn
ZI-wjsYOyu3cT4_aQ3ilo-tiE-F8I0s61EKgyIQ4CWao8PFMj8TTnp

vbb32Xv1lea20tmHAdccRQ
Figure 136: Compact Serialization

The resulting JWE object using the JSON General Serialization:
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"protected": "eyJhbGciOiJkaXIiLCJraWQiOiI3N2M3ZTJiO0CO2ZTEzLT
Q1Y2YtODY3MiO2MTdiNWIONTIOM2EiLCJ1bmMi0iJBMTI4RONNING",

"iv": "refad467QzzKx6QAB",

"ciphertext": "JW_i_f52hww_ELQPGaYyeAB6HYGCR55919TYnSovc23XJ
0BcW29rHP8yZ0ZG7YhLpT1bjFuvZPjQS-mOIFtVcXkZXdH_1r_FrdYt9
HRUYkshtrMmIUAYyGmUnd9zMDB2nOcRDIHAzFVeJUDXKUwVAE7_YGRPdc
gMyiBoCO-FBdE-Nceb4h3-FtBP-c_BIWCPTjb900SbdcdREEMIMYyZBH8
ySWMVilgPD9yxi-aQpGbSv_FIN4IZAxscj5g-NJIsUPbjk29-s7LJAGb1
5WEBtXphVCgyy53CoIKLHHe JHXex45Uz9aKZSRSINZI-wjsYOyu3cT4_

aQ3ilo-tiE-F8I0s61EKgyIQ4CWao8PFMj8TTnp",

"tagll .

"vbb32Xv1llea20tmHAdccRQ"

Figure 137: JSON General Serialization

5.7. Key Wrap using AES-GCM KeyWrap with AES-CBC-HMAC-SHA2

This example illustrates encrypting content using the "A256GCMKW"
(AES-256-GCM-KeyWrap) key encryption algorithm with the "A128CBC-
HS256" (AES-128-CBC-HMAC-SHA-256) content encryption algorithm.

Note that whitespace is added for readability as described in
Section 1.1.

5.7.1. Input Factors

The following are supplied before beginning the encryption process:

o Plaintext content; this example uses the content from Figure 72.

0 AES symmetric key; this example uses the key from Figure 138.

o "alg" parameter of "A256GCMKW"
o "enc" parameter of "A128CBC-HS256"
{
llktyll : "OCt”,
"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
"usell: “enC",
"alg": "A256GCMKW",
"k": "qC571_uxcm7Nm3K-ct4GFjx8tM1UBCZONLBvdQstis8"
}

Figure 138: AES 256-bit Key
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5.7.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 139.

o Initialization vector/nonce for content encryption; this example
uses the initialization vector/nonce from Figure 140.

UWxARpat23nL9ReIj4WG3D1ee9I4r-Mv5QLUFXdy_rE
Figure 139: Content Encryption Key, base64url-encoded
gz6NjyEFNm_vm8Gj6FwoFQ
Figure 140: Initialization Vector, base64url-encoded
5.7.3. Encrypting the Key
The following are generated before encrypting the CEK:

o Initialization vector/nonce for key wrapping; this example uses
the initialization vector/nonce from Figure 141.

KKYTOGX_2jH1fgN_
Figure 141: Key Wrap Initialization Vector, base64url-encoded

Performing the key encryption operation over the CEK (Figure 139)
with the following:

0 AES symmetric key (Figure 138);

0 Key wrap initialization vector/nonce (Figure 141); and
0 The empty string as authenticated data

produces the following:

0 Encrypted Key from Figure 142.

0 Key wrap authentication tag from Figure 143.
1Jf3HbOApXMEBKCMOOTNNABXS_CVTWUMZQ2E1LVYNok

Figure 142: Encrypted Key, base64url-encoded
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kfPduvQ3T3H6vnewt - -ksw
Figure 143: Key Wrap Authentication Tag, base64url-encoded
5.7.4. Encrypting the Content
The following are generated before encrypting the content:

0 JWE Protected Header; this example uses the header from
Figure 144, encoded to [RFC4648] base64url as Figure 145.

{
"alg": "A256GCMKW",
"kid": "18ec08el-bfa9-4d95-b205-2h4dd1d4321d",
"tag": "kfPduvQ3T3H6vnewt--ksw",
"iv": "KKYTOGX_2jH1fqN_",
"enc": "A128CBC-HS256"
}

Figure 144: JWE Protected Header JSON
eyJhbGci0iJBMjU2RONNS1cilLCIrawQiOiIx0GVjMDh1MS1iZmESLTRKOTULY ]
IWNSQYYjRKZDFKNDMyMWQiLCJOYWci0iJrZz1BkdVZRM1QzSDZ2bmvV3dCOta3N3
ITiwiaXYi0iJLallUMEdYXzJqSGxmcU5FfIiwiZW5jIjoiQTEYOENCQy1IUZzIINi
J9

Figure 145: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 72) with the following:

o CEK (Figure 139);

o Initialization vector/nonce (Figure 140); and

o JWE Protected Header (Figure 145) as authenticated data
produces the following:

o Ciphertext from Figure 146.

0 Authentication tag from Figure 147.


https://datatracker.ietf.org/doc/html/rfc4648
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Jf5p9-ZhJ1Jy_IQ_ byKFmIORO7w7G1lQiaZpI80aiVgD8EqODZHYFKFBupS8iaE
eVIgMgWmsuJKuoVgzR3YfzoMd3GXEm3VXNhzWyWtZKX0gxKdy6HgLVvQoGNbZCz
LjgcpDiF8qg2_62EVAbr2uSc2oaxFmFuIQHLcqAHXxy51449xkjZ7ewzZaGV3eFq
hpco8o4DijXaG5_7kp3h2cajRfDgymuxUbwWgLgaeNQaJtvImSMFUEOSAzwWOHde
b6yhdTynCRmu-kqt05Dec41T20MZKpnxc_F1_4yDJFcqb5CiDSmA-psB2k0Jt j
XAj4UPI6100NK7zzFIu4gBfjJICndszZfdvG7h8wGjV98QhrKEnR7XxKZ3KCro_gR
1B-gXxpNk3xwu
Figure 146: Ciphertext, base64url-encoded
DKW7jrb4waRSNTbXVP1T5g
Figure 147: Authentication Tag, base64url-encoded
5.7.5. Output Results
The following compose the resulting JWE object:
0 JWE Protected Header (Figure 145)
0 encrypted key (Figure 142)
o Initialization vector/nonce (Figure 140)
0 Ciphertext (Figure 146)

o0 Authentication tag (Figure 147)

The resulting JWE object using the Compact serialization:
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eyJhbGci0iIBMjU2RONNS1CciLCIrawQi0iIx0GVjMDh1MS1iZmESLTRKOTULY j
IWNSOYYjRkZDFKNDMyMWQiLCJOYWci0iJrz1BkdVZRM1QzSDZ2bmV3dCOta3N3
TiwiaXYi0iJLa1lUMEdYXzJqSGxmcU5SFIiwizW5jIjoiQTEYOENCQy1IUZI 1N
J9

1Jf3HbOApXMEBKCMOOTNNABXS_CVTWUMZQ2E1LVYNok
gz6NjyEFNm_vm8Gj6FwoFQ

Jf5p9-zhJ1Jy_IQ_byKFmI®Ro7w7G1QiazpI80aiVgD8EqoDZHYFKFBUpS8iaE
eVIgMgWmsuJKuoVgzR3YfzoMd3GXEm3VXNhzWyWtZKX0gxKdy6HgLVvqoGNbzZCz
LjqcpDiF8q2_62EVAbr2uSc2oaxFmFuIQHLcqAHXxy51449xkjZ7ewzZaGV3eFq
hpco804DijXaG5_7kp3h2cajRfDgymuxUbwWglLgaeNQaJtvImSMFUEOSAzwOHde
b6yhdTynCRmu-kqt05Dec41T20MZKpnxc_F1_4yDJFcqb5CiDSmA-psB2k0Jtj
XAj4UPI6100NK7zzFIu4gBfjJICndsZfdvG7h8wGjV98QhrKENR7XKZ3KCro_gR
1B-gxpNk3xwu

DKW7jrb4wWaRSNfbXVP1T5g
Figure 148: Compact Serialization

The resulting JWE object using the JSON General Serialization:

{
"recipients": [
{
"encrypted_key": "1Jf3HbOApXMEBKCMOOTnNABxS_CvTWUmZQ2E1L
VvYNok"

}
1
"protected": "eyJhbGciOiJBMjU2RONNS1cilLCJrawWQiOiIxOGVjMDh1MS

1iZmESLTRKOTUtYjIwWNSQYYjRKZDFKNDMyMWQiLCJOYWciOiJrZ1BkdV
ZRM1QzSDZ2bmV3dCOta3N3IiwiaXYi0iJLallUMEdYXzJqSGxmcU5fI1
wiZW5jIjoiQTEYOENCQy1IUZzI1NiJO",

"iv'": "gz6NjyEFNm_vm8Gj6FwoFQ",

"ciphertext": "Jf5p9-zhJ1Jy_IQ byKFmIORO7w7G1QiaZpI80aiVgDSE
goDZHyFKFBupS8iaEeVIgMgwWmsuJKuoVgzR3YfzoMd3GXEm3VxXNhzWyWw
tZKX0gxKdy6HgLVvqoGNbzCzLjqcpDiF8q2_62EVAbr2uSc2oaxFmFuIQ
HLcgAHxy51449xkjZ7ewzZaGV3eFghpco804DijXaG5_7kp3h2cajRfD
gymuxUbWgLgaeNQaJtvJImSMFUEOSAzw9Hdeb6yhdTynCRmu-kqtO5Dec
41T20MZKpnxc_F1_4yDJFcqb5CiDSmA-psB2k0JtjxAj4UPI6100NK7Z
zFIu4gBfjJCndszfdvG7h8wGjV98QhrKENR7XKZ3KCrO_qR1B-gxpNk3
xwu'",

"tag": "DKW7jrb4waRSNfbXVP1T5g"

}

Figure 149: JSON General Serialization
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The resulting JWE object using the JSON Flattened Serialization:

{

"protected": "eyJhbGciOiJBMjU2RONNS1cilLCJIpdiI6IKtrwWVQwR1hfMm
pIbGZxT18iLCJIrawQi0iIx0GVjMDh1MS1iZmESLTRKOTULYjIWNSOYY]
RkZDFkNDMyMWQiLCJOYWci0iJrZ1BkdVZRM1QzSDZ2bmVvV3dCOta3N3Ii
wizZW5jIjoiQTEYOENCQy1IUZzI1NiJO",

"encrypted_key": "1Jf3HbOApXMEBKCMOOTNnABxs_CvTWUMZQ2EILVYNO
k",

"iv": "gz6NjyEFNm_vm8Gj6FwoFQ",

"ciphertext": "Jf5p9-ZhJ1Jy_IQ byKFmIOR0O7w7G1QiazZpI80aiVgD8E
goDZHyFKFBupS8iaEeVIgMgWmsuJKuoVgzR3YfzoMd3GXEm3VXNhzWyW
tZKX0gxKdy6HgLVvgoGNbZCzLjqcpDiF8g2_62EVAbr2uSc2oaxFmFuIQ
HLcgAHxy51449xkjZ7ewzZaGV3eFghpco804DijXaG5_7kp3h2cajRfD
gymuxUbWgLgaeNQaJtvImSMFUEOSAzw9Hdeb6yhdTynCRmu-kqt0O5Dec
41T20MZKpnxc_F1_4yDJFcqb5CiDSmA-psB2k0JtjxAj4UPI6100NK7z
zFIu4gBfjJCndszfdvG7h8wGjV98QhrKENR7xKZ3KCr0O_qR1B-gxpNk3
xwu'",

"tag": "NvBveHr_vonkvflfnUrmBQ"

}

Figure 150: JSON Flattened Serialization
5.8. Key Wrap using AES-KeyWrap with AES-GCM
The following example illustrates content encryption using the
"A128KW" (AES-128-KeyWrap) key encryption algorithm and the "A128GCM"

(AES-128-GCM) content encryption algorithm.

Note that whitespace is added for readability as described in
Section 1.1.

5.8.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.
0 AES symmetric key; this example uses the key from Figure 151.
o "alg" parameter of "A128KW"

o "enc" parameter of "A128GCM"



Miller Expires May 17, 2015 [Page 76]



Internet-Draft JOSE Cookbook November 2014

{
"kty": "oct",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"use": "enc",
"alg": "A128KW",
"k": "GZy6sIZ6wl9NJOKB-jnmvQ"
1

Figure 151: AES 128-Bit Key
5.8.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key; this example uses
the key from Figure 152.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 153.

aY5_Ghmk9KxWPBLuU_glxlw
Figure 152: Content Encryption Key, base64url-encoded
QxOpmsDa8KnJc9Jo
Figure 153: Initialization Vector, base64url-encoded
5.8.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 152)
with the AES key (Figure 151) produces the following encrypted key:

CBI60DW8MydIx1IBntf_1Qcw2MmJIKIQX
Figure 154: Encrypted Key, base64url-encoded
5.8.4. Encrypting the Content
The following are generated before encrypting the content:

0 JWE Protected Header; this example uses the header from
Figure 155, encoded to [RFC4648] base64url as Figure 156.


https://datatracker.ietf.org/doc/html/rfc4648
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{
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"

}

Figure 155: JWE Protected Header JSON

eyJhbGci0iJBMTI4S1cilCIraWQiOiI4MWIYyMDk2NSO4MzMyLTQzZDktYTQ20C
04MjE2MGFKOTFhYzgiLCJ1bmMiO1iJBMTI4RONNINOG

Figure 156: JWE Protected Header, base64url-encoded

Performing the content encryption over the Plaintext (Figure 72) with
the following:

o CEK (Figure 152);
o Initialization vector/nonce (Figure 153); and
0 JWE Protected Header (Figure 156) as authenticated data
produces the following:
0 Ciphertext from Figure 157.
o Authentication tag from Figure 158.
AwliP-KmwWgsz37BvzCefNen6VTbRK3QMA4TKkVRKHOtP1bTdhtFJgJxeVmJIKkLD6
1A1hnWGetdg1l1c9ADSNWgL56NyXxwSYjU1ZEHCGkd3EKUOVjHi9gT1b90gSYFfe
FOLwkcTtjbYKCsiNJIQkcIplyeMO30muiYSoYJVSpf7ej6zaYcMv3wWwdxDF18RE
wOhNImk2X1d2JIXq6BR53TSFkyT7PwVLuUQ-1GwtGH1Qeg7gDT6XWOJqHDPN_H-p
uQsmthc9zgoojmIfqqFVETUXLAF-KjcBTS5dNy6egwkYtOt8EIHK-0ESKYtZRa
a8Z7M0Z7UGXGIMVEmMxrGCPeJal4slv2-gagKOKEThkaSqdYwOFkQZF
Figure 157: Ciphertext, base64url-encoded
And authentication tag:
ER7MWJZ1FBI_NKvn7ZblLw
Figure 158: Authentication Tag, base64url-encoded
5.8.5. Output Results

The following compose the resulting JWE object:

0o JWE Protected Header (Figure 156)
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o encrypted key (Figure 154)

o Initialization vector/nonce (Figure 153)

0o Ciphertext (Figure 157)

0 Authentication tag (Figure 158)

The resulting JWE object using the Compact serialization:

eyJhbGci01JBMTI4S1cilCIraWQiOiI4MWIYMDk2NSO4MzMyLTQzZDktYTQ20C
04MjE2MGFkOTFhYzgiLCJ1bmMiOiJBMTI4RONNINO

CBI60DW8MydIx1IBntf_1Qcw2MmJIKIQX

Qx0pmsDa8KnJc9Jo
AwliP-KmwWgsz37BvzCefNen6VTbRK3QMA4TkvRkHOtP1bTdhtFJgJxeVmJIkLD6
1A1hnWGetdg11c9ADsSNWgL56NyXxwSYjU1ZEHCGkd3EKUOVjHi9gT1b90gSYFfe
FOLWKkcTtjbYKCsiNJQkcIplyeMO30muiYSoYJVSpf7ej6zaYcMv3WwdxDF18RE
wOhNImk2X1d2JXq6BR53TSFkyT7PwVLuUq-16GwtGH1Qeg7gDT6XWOJIgHDPN_H-p
uQsmthc9zg@ojmJfqqFVETUXLAF-KjcBTS5dNy6egwkYtOt8EIHK-0ESKYtZRa
a8Z7M0Z7UGXGIMVEmMxrGCPeJaldslv2-gagKOkEThkaSqdYwOFkQZF
ER7MWJZ1FBI_NKvn7ZbllLw

Figure 159: Compact Serialization

The resulting JWE object using the JSON General Serialization:
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{
"recipients": [
{
"encrypted_key": "CBI60DwW8MydIX1IBntf_l1Qcw2MmJKIQx"
}

]I

"protected": "eyJhbGci0iJBMTI4S1cilCJraWQiOiI4MWIyMDK2NS04Mz
MyLTQzZDktYTQ20C04MjE2MGFKOTFhYzgiLCJ1bmMi0iJBMTI4RONNIN
o",

"iv'": "QxOpmsDa8KnJc9Jo",

"ciphertext": "AwliP-KmwWgsz37BvzCefNen6VTbRK3QMA4TkvRkHOtP1b
TdhtFJgJIxeVmJIKLD61A1hnWGetdgl1cOADSNWgL56NYyXwSYjULZEHCGk
d3EKUOVjHi9gT1b90gSYFfeFOLwWkcTtjbYKCsiNIQkcIplyeMO30muiY
SoYJVSpf7ej6zaYcMv3WwdxDF18REWOhNImk2X1d2JXq6BR53TSFkyT7
PwVLUQ-1GwtGH1Qeg7gDT6XWOJIgHDPN_H-puQsmthc9zZg®ojmifqqFVE
TUXLAF-KjcBTS5dNy6egwkYtOt8EIHK-0ESKYtZRaa8Z7MOZ7UGXGIMv
EmxrGCPeJal4slv2-gagKOkEThkaSqdYwOFkQZF",

"tag": "ER7MWJZ1FBI_NKvn7ZbiLw"

Figure 160: JSON General Serialization
The resulting JWE object using the JSON Flattened Serialization:

{

"protected": "eyJhbGci0iJBMTI4S1cilCJraWQiOiI4MWIyMDk2NS04Mz
MyLTQzZDktYTQ20C04MjE2MGFKOTFhYzgiLCJ1bmMi0iJBMTI4RONNIN
o,

"encrypted_key": "CBI60DwW8MydIx1IBntf_1Qcw2MmJIKIQx",

"iv'": "QxOpmsDa8KnJc9Jo",

"ciphertext": "AwliP-KmwWgsz37BvzCefNen6VTbRK3QMA4TkvRkHOtP1b
TdhtFJgJIxeVmJIkLD61A1hnWGetdgl1cOADSNWGL56NYXwSYjULZEHCGk
d3EkUOVjHi9gT1b90qSYFfeFOLwkcTt jbYKCsiNIQkcIplyeMO30muiY
SoYJVSpf7ej6zaYcMv3WwdXxDF18REWOhNImk2X1d2JIXq6BR53TSFkyT7
PwVLuUQ-1GwtGH1Qeg7gDT6XWOJIQHDPN_H-puQsmthc9Zg0ojmifqqFVvE
TUXLAF-KjcBTS5dNy6egwkYtOt8EIHK-0ESKYtZRaa8Z7MOZ7UGXGIMv
EmxrGCPeJal4slv2-gagKOkEThkaSqdYwOFkQZF",

"tag": "ER7MWJZ1FBI_NKvn7ZbiLw"

Figure 161: JSON Flattened Serialization
5.9. Compressed Content
This example illustrates encrypting content that is first compressed.

It reuses the AES key, key encryption algorithm, and content
encryption algorithm from Section 5.8.
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Note that whitespace is added for readability as described in
Section 1.1.

5.9.

Input Factors

The following are supplied before beginning the encryption process:

(o]

5.9.

Plaintext content; this example uses the content from Figure 72.

Recipient encryption key; this example uses the key from
Figure 151.

Key encryption algorithm; this example uses "A128KW".
Content encryption algorithm; this example uses "A128GCM".
"zip" parameter as "DEF".

Generated Factors

The following are generated before encrypting:

(0]

Compressed plaintext from the original plaintext content;
compressing Figure 72 using the DEFLATE [RFC1951] algorithm
produces the compressed plaintext from Figure 162.

AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 163.

Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 164.

bY_BDcIWDEVX-QNU3QEOrIA4pqlDokYxchxVvbEDGzIJbio0SJwc-f___ HPjBu
8KVFpVtAp1VE1-wZo0YjNZo3C7R5v72pV5F5X382VW]jYQpqZKAYjziZ0r2B7kQ
PSy60ZIXUnDYbVKN4jNXi2u@yB7t1qSHTjmMODT9QgvrDzfTIQXnyQRuUya4zI
WG3vT0dirov7BRHFYWq3k1k1A_gSDJqtcBF-GZxw8

Figure 162: Compressed Plaintext, base64url-encoded

hC-MpLZSuwWv8sexSeydfw

Figure 163: Content Encryption Key, base64url-encoded

p9pUQBXHYO ] FEZIL

Figure 164: Initialization Vector, base64url-encoded
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5.9.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 163)
with the AES key (Figure 151) produces the following encrypted key:

5vUT2WOotQxKWcekM_IzVQwkGgzlFDwPi
Figure 165: Encrypted Key, base64url-encoded
5.9.4. Encrypting the Content
The following are generated before encrypting the content:

0 JWE Protected Header; this example uses the header from
Figure 166, encoded as [RFC4648] base64url as Figure 167.

{
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM",
Hzipll : “DEF"
}

Figure 166: JWE Protected Header JSON

eyJhbGci0i1JBMTI4S1cilCIraWQiOiI4MWIyMDk2NSO4MzMyLTQzZDktYTQ20C
04MjE2MGFkOTFhYzgilLCJ1bmMiOiJBMTI4RONNIiwiemlwIjoiREVGINO

Figure 167: JWE Protected Header, base64url-encoded
Performing the content encryption operation over the compressed
Plaintext (Figure 162, encoded as an octet string) with the
following:

o CEK (Figure 163);

o Initialization vector/nonce (Figure 164); and

o JWE Protected Header (Figure 167) as authenticated data
produces the following:

o Ciphertext from Figure 168.

0o Authentication tag from Figure 169.
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HbDtOsdailoYziSx25KEeTxmwnh8L8jKMFNc1k3zmMI6VB8hry57tDZ61jXyez
SPtofdLVfe6Jf5y5-JaCap_JQBch50pbmT60uWGM18blyiMQmOn9J--XhhlYgoe
m-BHagfDO51iTOWXPxFMUedx7WCy8mxgDHj0aBMG6152PsM-w5E_02B3jDbrYBK
hpYA7qi3AyijnCJ7BP9rr3U8KXEXCpG3mK420TjOw
Figure 168: Ciphertext, base64url-encoded
And authentication tag:
VILuUwuIxalLVmh5X-T7kmA
Figure 169: Authentication Tag, base64url-encoded
5.9.5. Output Results
The following compose the resulting JWE object:
0 JWE Protected Header (Figure 167)
o encrypted key (Figure 165)
o Initialization vector/nonce (Figure 164)
0o Ciphertext (Figure 168)
0 Authentication tag (Figure 169)

The resulting JWE object using the Compact serialization:

eyJhbGci0iJBMTI4S1cilCIraWQiOiI4MWIYyMDk2NSO4MzMyLTQzZDktYTQ20C
04MjE2MGFKOTFhYzgiLCJ1bmMiO01iJBMTI4RONNIiwiemlwIjoiREVGINO

5vUT2WOtQxKWcekM_IzVQwkGgzlFDwPi

p9pUg6XHYOjFEZI1
HbDtOsdailoYziSx25KEeTxmwnh8L8jKMFNc1k3zmMI6VB8hry57tDZ61jXyez
SPtofdLVfe6Jf5y5-JaCap_JQBch50pbmT60uWGM18blyiMQmOn9J--XhhlYgoe
m-BHagfDO51iTOWXPxXFMUedx7WCy8mxgDHj0aBMG6152PsM-w5E_02B3jDbrYBK
hpYA7qi3AyijnCJ7BP9rr3U8KXEXCpG3mK420TjOw
VILuUwuIxalLVmh5X-T7kmA

Figure 170: Compact Serialization

The resulting JWE object using the JSON General Serialization:
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"recipients": [
{
"encrypted_key": "5vUT2WOtQxKwcekM_IzVQwkGgzlFDwPi"
}

1
"protected": "eyJhbGci0iJBMTI4S1cilCJraWQiOiI4MWIyMDK2NS04Mz

MyLTQzZDktYTQ20C04MjE2MGFKOTFhYzgiLCJ1bmMi0iJBMTI4RONNI1
wiemlwIjoiREVGINO",

"iv": "p9pUq6XHYOjFEZI1",

"ciphertext": "HbDtOsdailoYziSx25KEeTxmwnh8L8jKMFNc1k3zmMI6V
B8hry57tDz61jXyezSPtofdLVfe6Jf5y5-JaCap_JQBch50pbmT60UWG
m18blyiMQmOn9J- -Xhh1lYgem-BHaqfDO5iTOWXPXFMUedx7WCy8mxgDH
j0aBMG6152PsM-w5E_02B3jDbrYBKhpYA7qi3AyijnCJI7BP9rr3U8kxE
XCpG3mK420Tjow",

"tag": "VILuUwuIxalLVmh5X-T7kmA"

Figure 171: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:

{
"protected": "eyJhbGciOiJBMTI4S1cilLCJraWQiOiI4MWIyMDK2NS04Mz

MyLTQzZDktYTQ20C04MjE2MGFKOTFhYzgiLCJ1bmMi0iJBMTI4RONNI1
wiemlwIjoiREVGINO",

"encrypted_key": "5vUT2WOtQxKwWcekM_IzVQwkGgzlFDwPi",

"iv": "p9pUQ6XHYO]jfEZI1",

"ciphertext": "HbDtOsdailoYziSx25KEeTxmwnh8L8jKMFNc1k3zmMI6V
B8hry57tDz61jXyezSPtofdLVfe6Jf5y5-JaCap_JQBch50pbmT60UWG
ml8blyiMQmOn9J--XhhlYg@Om-BHaqfDO5iTOWXPXFMUedx7WCy8mxgDH
jOaBMG6152PsM-w5E_02B3jDbrYBKhpYA7qi3AyijnCJ7BP9rr3U8kxE
XCpG3mK420Tjow",

"tag": "VILuUwuIxalLVmh5X-T7kmA"

Figure 172: JSON Flattened Serialization

5.10. Including Additional Authenticated Data

This example illustrates encrypting content that includes additional
authenticated data. As this example includes an additional top-level
property not present in the Compact serialization, only the JSON
serialization is possible.

Note that whitespace is added for readability as described in
Section 1.1.
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5.10.1. Input Factors

The following are supplied before beginning the encryption process:

[

Plaintext content; this example uses the content from Figure 72.

Recipient encryption key; this example uses the key from
Figure 151.

Key encryption algorithm; this example uses "A128KW".
Content encryption algorithm; this example uses "A128GCM".

Additional authenticated data; this example uses a [RFC7095] vCard
from Figure 173, serialized to UTF-8.

vcard",

[ "version", {3}, "text", "4.0" ],
[ "fn", {3}, "text", "Meriadoc Brandybuck" 1],
[ "n" {3,
"text", [
"Brandybuck", "Meriadoc", "Mr.", ""
1

1
[ "bday", {3}, "text", "TA 2982" ],

[ Ilgender", {}’ ||text||, ||Ml| ]

Figure 173: Additional Authenticated Data, in JSON format

*NOTE* whitespace between JSON values added for readability.

5.10.2. Generated Factors

The following are generated before encrypting:

o

AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 174.

Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 175.

Encoded additional authenticated data (AAD); this example uses the
additional authenticated data from Figure 173, encoded to
[REC4648] base64url as Figure 176.


https://datatracker.ietf.org/doc/html/rfc7095
https://datatracker.ietf.org/doc/html/rfc4648
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75m1ALSYV10pZTKPWrsqdg

Figure 174: Content Encryption Key, base64url-encoded
veCx9ece20rS7c_N

Figure 175: Initialization Vector, base64url-encoded
WyJ2Y2FyZCIsWlsidmVyc21lvbiIse30sINR1eHQiLCIOLJAiIXSXxbImZuIix7fS
widGV4dCIsIk11lcmlhZG9jIEJYyYW5keWJ1Y2siXSxbIm4ilLHt9LCJOZXhOIixb

TkJyYW5keWJ1Y2siLCINZXIpYWRVYYISIk1yLiIsTIiJdXSxbImJIKYXkiLHtOLC
JOZXhOIiwiVEEgQMjk4MiJdLFsiZ2VuZGVyIix7fSwidGV4dCIsIkoiXvid

Figure 176: Additional Authenticated Data, base64url-encoded
5.10.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 174)
with the AES key (Figure 151) produces the following encrypted key:

4Y1iQ_ZzH76TaIkJImYfRFgOVIMIpnx4X
Figure 177: Encrypted Key, base64url-encoded
5.10.4. Encrypting the Content
The following are generated before encrypting the content:

0 JWE Protected Header; this example uses the header from
Figure 178, encoded to [RFC4648] base64url as Figure 179.

{
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"

}

Figure 178: JWE Protected Header JSON

eyJhbGci0iJBMTI4S1cilCJIraWQiOiI4MWIyMDk2NS04MzMyLTQzZDktYTQ20C
04MjE2MGFkOTFhYzgilLCJ1bmMiOiJBMTI4RONNINO

Figure 179: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext with
the following:

o CEK (Figure 174);
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o Initialization vector/nonce (Figure 175); and

o Concatenation of the JWE Protected Header (Figure 179), ".", and
the [REC4648] base64url encoding of Figure 173 as authenticated
data

produces the following:
0 Ciphertext from Figure 180.
o Authentication tag from Figure 181.
Z_3cbrok3bVM6N30SNmHz7Lyf3iPppGf3Pj17wNZqteJOUi8p74SchQP8xygMl
OFRWCNzeIa6s6BCEtp8qEFiqTUEYiNkOWDNOF14T_4NFQF-p2Mx8zkbKxI70PK
8KNarFbyxIDvVICNgBLba-v3uzXBdB89fz0I-Lv4PjOFAQGHrgvirjXAmKbgkft
9cB4WeyzZw8M1dbBhc-V_KwzZslrsLNygon_JJwWd_ek6LQn5NRehvApqf9ZrxB4a
g3FXBx0xCys35PhCdaggy2kfUf120kwKnwWUbgXVD1C6HXLI1gqHhCwXDG59weHr
RDQeHyMRoB1joV3X_bUTJDNKBFO0d7nLz-cj48IMXx3SNCZTpbQAKFV

Figure 180: Ciphertext, base64url-encoded
vOaH_Rajnpy_3h0OtqvZHRA

Figure 181: Authentication Tag, base64url-encoded
5.10.5. Output Results

The following compose the resulting JWE object:
0 JWE Protected Header (Figure 179)
o encrypted key (Figure 177)
o Initialization vector/nonce (Figure 175)
0 Additional authenticated data (Figure 176)
0 Ciphertext (Figure 180)

o Authentication tag (Figure 181)

The Compact Serialization is not presented because it does not
support this use case.

The resulting JWE object using the JSON General Serialization:
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"recipients": [
{
"encrypted_key": "4YiiQ_ZzH76TaIkJmYfRFgOVOMIpnx4X"
}

] 14

"protected": "eyJhbGci0iJBMTI4S1cilCJraWQiOiI4MWIyMDK2NS04Mz
MyLTQzZDktYTQ20C04MjE2MGFKOTFhYzgiLCJ1bmMi0iJBMTI4RONNIN
o",

"iv'": "veCx9ece20rS7c_N",

"aad": "WyJ2Y2FyZCIsWlsidmVyc2lvbiIse30sInR1eHQiLCIOLJjAiXSxb
IMZuIix7fSwidGV4dCIsIk11lcmlhZG9jIEJYyYW5keWJ1Y2siXSxbIm4i
LHt9LCJOZXhOIixbIkJyYW5keWJ1Y2siLCINZXIPYWRVYYISIK1yLiIs
IiJdXSxbImJIKYXKiLHt9LCJOZXhOIiwiVEEgMjk4MiJdLFsiZ2VuZGVy
Iix7fSwidGV4dCIsIkoixvid",

"ciphertext": "Z_3cbrok3bVM6N30SNmHz7Lyf3iPppGf3Pj17wNZqtelO
Ui8p74SchQP8xygM1o0FRWCNzeIa6s6BCEtp8qEFiqTUEYiNKOWDNOF14
T_4NFgF-p2Mx8zkbKxI70PK8KNarFbyxIDvVICNgBLba-v3uzXBdB89fz
OI-LVv4PjOFAQGHrgvirjXAmKbgkftocB4weyZw8M1ldbBhc-V_KWZslrs
LNygon_JJWd_ek6LQn5NRehvApqf9ZrxB4aq3FXBx0xCys35PhCdaggy
2k fUf120kwKnWUbgXVD1C6HXLI1gHhCwXDG59weHrRDQeHyMRoB1joV3
X_bUTJIDnKBFOod7nLz-cj48JIMXx3SNCZTpbQAKFV",

"tag": "vOaH_Rajnpy_3hOtqvZHRA"

Figure 182: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:
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5.11.

"protected": "eyJhbGciO0iJBMTI4S1cilLCJraWQiOiI4MWIyMDk2NS04Mz
MyLTQzZDktYTQ20C04MjE2MGFKOTFhYzgiLCJ1bmMi0iJBMTI4RONNIN
0"1

"encrypted_key": "4YiiQ_ZzH76TaIkJImYfRFgOVOMIpnx4X",

"aad": "WyJ2Y2FyZCIsWlsidmVyc21lvbiIse30SInR1eHQiLCIOLJjAiXSxb
IMmZuIix7fSwidGV4dCIsIk11lcmlhzG9jIEJYyYW5keWJ1Y2siXSxbIm4i
LHt9LCJOZXhOIixbIkJyYW5keWJ1Y2siLCINZXIPpYWRVYYISIK1yLiIs
IiJdXSxbImJIkYXkiLHt9LCJOZXhOIiwiVEEgMjk4MiJdLFsiZ2VuzZGVy
Iix7fSwidGv4dCIsIkoixvid",

"iv": "veCx9ece2o0rS7c_N",

"ciphertext": "Z_3cbrok3bVM6N30SNmHz7Lyf3iPppGf3Pj17wNZqtelO
Ui8p74SchQP8xygM10FRWCNzeIa6s6BCEtp8qEFiqTUEYiNkOWDNOF14
T_4ANFqF - p2Mx8zkbKxI70PK8KNarFbyxIDvICNgBLba-v3uzXBdB89fz
OI-LVv4PjOFAQGHrgvirjXAmKbgkftocB4weyZw8M1ldbBhc-V_KWZslrs
LNygon_JJWd_ek6LQn5NRehvApqf9ZrxB4aq3FXBx0xCys35PhCdaggy
2k fUf120kwKnWUbgXVD1C6HXLI1gHhCwXDG59weHrRDQeHyMRoB1joV3
X_bUTJIDnKBFOod7nLz-cj48JIMx3SNCZTpbQAKFV",

"tag": "vOaH_Rajnpy_3hOtqvZHRA"

Figure 183: JSON Flattened Serialization

Protecting Specific Header Fields

This example illustrates encrypting content where only certain JOSE
header parameters are protected. As this example includes parameters
in the JWE Shared Unprotected Header, only the JSON serialization is
possible.

Note that whitespace is added for readability as described in
Section 1.1.

5.11.1. Input Factors

The following are supplied before beginning the encryption process:

(0]

Plaintext content; this example uses the content from Figure 72.

Recipient encryption key; this example uses the key from
Figure 151.

Key encryption algorithm; this example uses "A128KW".

Content encryption algorithm; this example uses "A128GCM".
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5.11.2. Generated Factors
The following are generated before encrypting:

o AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 184.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 185.

WDgEptBmQs9ouUVArz6x6g
Figure 184: Content Encryption Key, base64url-encoded
WgEJsDS9bkoXQ3nR
Figure 185: Initialization Vector, base64url-encoded
5.11.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 184)
with the AES key (Figure 151) produces the following encrypted key:

jJIIcM9J-hbx3wnghf5F1kEYosOsHSFOH
Figure 186: Encrypted Key, base64url-encoded
5.11.4. Encrypting the Content
The following are generated before encrypting the content:

o JWE Protected Header; this example uses the header from
Figure 187, encoded to [RFC4648] base64url as Figure 188.

{
"enc": "A128GCM"
Figure 187: JWE Protected Header JSON
eyJ1bmMiO0iJBMTI4RONNINO
Figure 188: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext with
the following:

o CEK (Figure 184);
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o Initialization vector/nonce (Figure 185); and

o JWE Protected Header (Figure 188) as authenticated data
produces the following:

0o Ciphertext from Figure 189.

0 Authentication tag from Figure 190.

1IbCyRMRIXNB2yLQOTq]jCDKV3H300SssO0w3uD9DPsqLL2DM3swKk jOwQyZtWsFL
YMj5YeLht_StAn21tHmMQJUuNt64T8D4t6C7kC90CCI1IHA01UVAMYOt80OMOPh8
fZYbNKgqplzYJgIL589g8N2v4609yG637d6uuKPWhANTGm_zWhqc_srovgiLkzyF
XPg1hBAURbc3-8BgeRb48iR1-_5g5UjwVvD31gilLCN_P7AW8mMIiFVUNXBPJK3Nn0O
WL4teUPS8yHLbWelL8301U4UAQL48x-8dDkH23JykibVSQju-f7e-1xreHWXzWL
Hs1INgBbre@dEWK3HX_XMOLjUz77Krppgegoutpf5qakKg3l-_xMINmf

Figure 189: Ciphertext, base64url-encoded
fNYLqpUe84KD451vDiaBAQ

Figure 190: Authentication Tag, base64url-encoded
5.11.5. Output Results

The following compose the resulting JWE object:
0o JWE Shared Unprotected Header (Figure 191)
0 JWE Protected Header (Figure 188)
o encrypted key (Figure 186)
o Initialization vector/nonce (Figure 185)
o Ciphertext (Figure 189)

0 Authentication tag (Figure 190)

The Compact Serialization is not presented because it does not
support this use case.

The following JWE Shared Unprotected Header is generated before
assembling the output results:
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{
"alg": "A128Kw",
"kid": "81b20965-8332-43d9-a468-82160ad91lacs"

Figure 191: JWE Shared Unprotected Header JSON

The resulting JWE object using the JSON General Serialization:

' "recipients": [
{
"encrypted_key": "jJIcM9J-hbx3wnqhf5F1KEYOSOSHSFOH"
}
1

"unprotected": {
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8"

3

"protected": "eyJlbmMiOiJBMTI4RONNINQ",

"iv": "WgEJsDS9bkoXQ3nR",

"ciphertext": "1IbCyRmRJIxnB2yLQOTqjCDKV3H300ssOw3uD9DPsqLL2D
M3swKkjOwQyZtWsFLYMj5YeLht_StAn21tHmQJuuNt64T8D4t6C7kCO0
CCJ1IHA01Uv4My0t80MoPb8fZYbNKqplzYJgIL58g8N2v460gyG637d6
UUKPwhANnTGm_zWhqgc_srovgiLkzyFXPq1hBAURbc3-8BgqeRb481iR1-_5
g5UjwVD31giLCN_P7AW8MIiFVUNXBPJK3nOWL4teUPS8yHLbWelL8301lU
4UAQL48x-8dDkH23JykibVSQju-f7e-1xreHWXzWLHSINqBbre@dEWK3
HX_XMOLjUz77Krppgegoutpf5gakKg3l-_xMINmf",

"tag": "fNYLgpUe84KD451lvDiaBAQ"

Figure 192: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:
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"protected": "eyJlbmMiOiJBMTI4RONNINQ",
"unprotected": {

"alg": "A128KW",

"kid": "81b20965-8332-43d9-a468-82160ad91ac8"

}I

"encrypted_key": "jJIcM9J-hbx3wnghf5F1KEY0OSOSHSFOH",

"iv'": "WgEJsDS9bkoXQ3nR",

"ciphertext": "1IbCyRmRJIxnB2yLQOTqjCDKV3H300ssOw3uD9DPsqLL2D
M3swKkjOwQyZtWsFLYMj5YeLht_StAn21tHmQJuuNt64T8D4t6C7kCO0
CCJ1IHA0lUV4My0t80MoPb8fZYbNKqplzYJgIL58g8N2v460gyG637d6
UUKPWhANTGm_zWhqc_srovgiLkzyFXPq1hBAURbc3-8BgqeRb48iR1-_5
g5UjwWVvD31gilLCN_P7AW8MIiFVUNXBPJK3nOWL4teUPS8yHLbWelL8301U
4UAgL48x-8dDkH23JykibVSQju-f7e-1xreHWXzWLHs1NqBbreOdEWK3
HX_XMOLjUz77Krppgegoutpf5qakKg3l-_xMINmf",

"tag": "fNYLgpUe84KD451vDiaBAQ"

Figure 193: JSON Flattened Serialization
5.12. Protecting Content Only
This example illustrates encrypting content where none of the JOSE
header parameters are protected. As this example includes parameters
only in the JWE Shared Unprotected Header, only the JSON

serialization is possible.

Note that whitespace is added for readability as described in
Section 1.1.

5.12.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.

0 Recipient encryption key; this example uses the key from
Figure 151.

o Key encryption algorithm; this example uses "A128KW".
0o Content encryption algorithm; this example uses "A128GCM".
5.12.2. Generated Factors

The following are generated before encrypting:
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0 AES symmetric key as the Content Encryption Key; this example the
key from Figure 194.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 195.

KB0OOAF130QPV3vkcz1lXnzQ
Figure 194: Content Encryption Key, base64url-encoded
YihBoVOGsR117jCD
Figure 195: Initialization Vector, base64url-encoded
5.12.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 194 with
the AES key (Figure 151 produces the following encrypted key:

244YHFO_W7RMpQW81UjQrzZcq5LSyqiPv
Figure 196: Encrypted Key, base64url-encoded
5.12.4. Encrypting the Content

Performing the content encryption operation over the Plaintext
(Figure 72) using the following:

0 CEK (Figure 194);

o Initialization vector/nonce (Figure 195); and

o Empty string as authenticated data

produces the following:

0o Ciphertext from Figure 197.

0 Authenticated data from Figure 198.
gtPIMMaOBRgASL10dNQhOa7Gqrk7Eallvwht7R4TT1uq-arsVCPaleFwQfzrSS
60EUWbBtXEasEOVC6r7sphyVziMCVJIEURJYOAHFSP3eqQPb4Ic1SDSqyXjw_L3
svybhHYUGYQUTMUQED]jgjJfBOifwHIsDSRPeBz1NomgeifVPq5GTCWFO5k_MNI
QURR2WJjOAHC2k7JZfu2iWjUHLF8EXFZLZ4n1msvJu_mvifMYiikfNfsZAudISO
a6073yPZtLO4k_1FI7WDfrb2w70qKLWDXz1lpcxohPVOLQWPA3MFENRKAY -bQz4Z

4KX91fz1cne31N4-8BKmojpw-0dQjKdLOGkC445Fb_K1t1DQXw2sBF

Figure 197: Ciphertext, base64url-encoded
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e2mevVm7JvjK2VpCKXS-kyg
Figure 198: Authentication Tag, base64url-encoded
5.12.5. Output Results

The Compact Serialization is not presented because it does not
support this use case.

The following JWE Shared Unprotected Header is generated before
assembling the output results:

{
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"

}

Figure 199: JWE Shared Unprotected Header JSON
The following compose the resulting JWE object:
o JWE Shared Unprotected Header (Figure 199)
o encrypted key (Figure 196)
o Initialization vector/nonce (Figure 195)
0 Ciphertext (Figure 197)
o Authentication tag (Figure 198)

The resulting JWE object using the JSON General Serialization:
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"recipients": [
{
"encrypted_key": "244YHfO_W7RMpQW81UjQrzZcq5LSyqiPv"
}
1

"unprotected": {
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"

3

"iv": "YihBoVOGsR117jCD",

"ciphertext": "qtPIMMaOBRgASL10dNQhOa7Gqrk7Eallvwht7R4TT1uq-
arsVCPaIeFwQfzrSS6oEUWbBtXEasEOVC6r7sphyVziMCVJIEURJYOAHF
SP3eqQPb4Ic1SDSqyXjw_L3svybhHYUGYQUTmMUQEDjgjJfBOifwHISDs
RPeBz1NomgeifVPg5GTCWFo5k_MNIQURR2WJjOAHC2k7JZfu2iWjUHLF8
ExFZLZ4n1lmsvJu_mvifMYiikfNfsZAudIS0a6073yPZtLO4k_1FI7WDf
rb2w70gKLWDXz1pcxohPVOLQWPA3mMFNRKAY -bQz4Z4KX91fz1cne31N4
-8BKmojpw-0dQjKdLOGKkC445Fb_K1t1DQXw2sBF",

"tag": "e2mOVm7JvjK2VpCKXS-kyg"

Figure 200: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:

{
"unprotected": {
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"
}I

"encrypted_key": "244YHfO_W7RMpQW81UjQrZcq5LSyqiPv",

"iv": "YihBoVOGsR117jCD",

"ciphertext": "qtPIMMaOBRgASL10dNQhOa7Gqrk7Eallvwht7R4TT1uq-
arsVCPaIeFwQfzrSS60EUWbBtXEasEOVC6r7sphyVziMCVIEURJYOAHF
SP3eqQPb4Ic1SDSqyXjw_L3svybhHYUGYQUTmMUQED]jgjJfBOifwHISDs
RPeBz1NomgeifVPq5GTCWFo5k_MNIQURR2WJjOAHC2k7JZfu2iWjUHLF8
EXFZLZ4n1lmsvJu_mvifMYiikfNfsZAudIS0a6073yPZtLO4k_1FI7WDf
rb2w70qgKLWDXz1pcxohPVOLQWPA3MFNRKAY -bQz4Z4KX91fz1cne31N4
-8BKmojpw-0dQjKdLOGkC445Fb_K1t1DQXw2sBF",

"tag": "e2mOVm7JvjK2VpCKXS-kyg"

Figure 201: JSON Flattened Serialization
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5.13. Encrypting to Multiple Recipients
This example illustrates encryption content for multiple recipients.
As this example has multiple recipients, only the JSON serialization
is possible.
Note that RSAES-PKCS1-v1_5 uses random data to generate the
ciphertext; it might not be possible to exactly replicate the results

in this section.

Note that whitespace is added for readability as described in
Section 1.1.

5.13.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the plaintext from Figure 72.
0 Recipient keys; this example uses the following:
* The RSA public key from Figure 73 for the first recipient.
* The EC public key from Figure 108 for the second recipient.
* The AES symmetric key from Figure 138 for the third recipient.
o Key encryption algorithms; this example uses the following:
* "RSA1 5" for the first recipient.
* "ECDH-ES+A256KW" for the second recipient.
*  "A256GCMKW" for the third recipient.
o Content encryption algorithm; this example uses "A128CBC-HS256"
5.13.2. Generated Factors
The following are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 202.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 203.
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zXayeJd4gvm8NJr3IUInyokTUO-LbQNKEhe_zWlYbdpQ
Figure 202: Content Encryption Key, base64url-encoded
VQEIHY20EnzUtZF12RpB1lg
Figure 203: Initialization Vector, base64url-encoded
5.13.3. Encrypting the Key to the First Recipient

Performing the "RSA1_5" key encryption operation over the CEK
(Figure 202 with the first recipient's RSA key (Figure 73 produces
the following encrypted key:

dYoD28kabOVvf40DgxVAIXgHCSZICSOp8M512jw]j4w6Y5G4XIQSNNIBiqyVvUUA
OcpL7S7-cFe7Pi07gV_QO06WmCSa-vhwéme4bWrBf7cHWEQJdXihidAYwWVajJlIa
KMXMVFRMV6iD1Rr@76DFthg2_AVO_tSiV6XSEIFqtixnYPpmP91tc5WJIDOGh -w
qjwo-b-S11aS11QVbuP78dQ7Fa0zAVzzjHX-xvyM2wxj_otxr9clNiLnZMbeYS
rRicJK5xodvwWgkpIdkMHo4LvdhRRvzoKz1ic89jFWP1nBg_V4n5trGuExtp_-d
bHcGlihgc_wGgho9fLMK8JOArYLCMDNQ

Figure 204: Recipient #1 Encrypted Key, base64url-encoded

The following are generated after encrypting the CEK for the first
recipient:

0 Recipient JWE Unprotected Header from Figure 205

{
"alg": "RSA1_5",
"kid": "frodo.baggins@hobbiton.example"

Figure 205: Recipient #1 JWE Per-recipient Unprotected Header JSON

The following is the assembled first recipient JSON:



Miller Expires May 17, 2015 [Page 98]



Internet-Draft JOSE Cookbook November 2014

{

"encrypted_key": "dYOD28kabOVvf40DgxVAIXgHCSZICSOp8M51zjw]4w
6Y5G4XJQsSNNIBiqyVvUUAOCpL7S7-cFe7Pio7gV_QO6WmCSa-vhwémedb
WrBf7cHWEQJdXihidAYWVajJIaKMXMVFRMV6iD1RrO076DFthg2_AVO_t
SiV6XSEIFqtixnYPpmP91tc5WJIDOGbh-wqjwO-b-S11aS11QVbuP78dQ7
Fa@zAVzzjHX-xvyM2wxj_otxr9cIN1LnZMbeYSrRicJK5xodviWgkpIdk
MHo4LvdhRRvzoKz1ic89jFWP1nBqg_V4n5trGuExtp_-dbHcGlihqc_wG
gho9fLMK8JOArYLCMDNQ",

"header": {

"alg": "RSA1 5",
"kid": "frodo.baggins@hobbiton.example"

Figure 206: Recipient #1 JSON
5.13.4. Encrypting the Key to the Second Recipient

The following are generated before encrypting the CEK for the second
recipient:

o Ephemeral EC private key on the same curve as the EC public key;
this example uses the private key from Figure 207.

{
"kty": "EC",
"crv": "P-384",
"x": "Uzdvk3pi5wKCRc1izp5_r00jeqT-I6818g2b8mva8diRhsE2xAn2Dt
MRb25Ma2CX",
"y": "VDrRyFJh-Kwd1lEjAgmj5E0-CTHAZ53MC7PjjpLioy3ylE]jI1pOMbw9
1fzz84pbfm",
"d": "1DKHfTv-PiifVw2VBHM_ZiVcwOMxkOyANS_1QHJcrDxVY3jhVCvZPw
MxJKIE793C"
}

Figure 207: Ephemeral public key for Recipient #2, in JWK format

Performing the "ECDH-ES+A256KW" key encryption operation over the CEK
(Figure 202 with the following:

0 Static Elliptic Curve public key (Figure 108).
0o Ephemeral Elliptic Curve private key (Figure 207.

produces the following encrypted key:
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EXINTO1i09BgBMYF6-maw5tZ1goZXThD1zWKsHixJuw_elY4gSSId_w
Figure 208: Recipient #2 Encrypted Key, base64url-encoded

The following are generated after encrypting the CEK for the second
recipient:

0 Recipient JWE Unprotected Header from Figure 209.

{
"alg": "ECDH-ES+A256KW",
"kid": "peregrin.took@tuckborough.example",
"epk": {
"kty": "EC",
"crv": "P-384",
"x": "Uzdvk3pi5wKCRc1izp5_r00jeqT-I6818g2b8mva8diRhsE2xAN2
DtMRb25Ma2CX",
"y": "VDrRyFJh-Kwd1EjAgmj5E0-CTHAZ53MC7P]jpLioy3ylEjI1pOMb
w91fzZz84pbfm"
}
}

Figure 209: Recipient #2 JWE Per-recipient Unprotected Header JSON

The following is the assembled second recipient JSON:

{
"encrypted_key": "EXINTO1i09BgBMYF6-maw5tZ1goZXThD1zWKsHixJuw
_ely4gSsIid_w",
"header": {
"alg": "ECDH-ES+A256KW",
"kid": "peregrin.took@tuckborough.example",
"epk": {
"kty": "EC",
"crv'": "P-384",
"x": "Uzdvk3pi5wKCRc1izp5_r@0jeqT-I68i8g2b8mva8diRhsSE2xA
n2DtMRb25Ma2CX",
"y": "VDrRyFJh-Kwd1lEjAgmj5E0-CTHAZ53MC7PjjpLioy3ylEjI1p0
Mbw91fzz84pbfm"
}
}
}

Figure 210: Recipient #2 JSON
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5.13.5. Encrypting the Key to the Third Recipient

The following are generated before encrypting the CEK for the third
recipient:

o Initialization vector/nonce for key wrapping; this example uses
the initialization vector/nonce from Figure 211

AvpeoPZ9Ncn9mkBn
Figure 211: Recipient #2 Initialization Vector, base64url-encoded

Performing the "A256GCMKW" key encryption operation over the CEK
(Figure 202) with the following:

o AES symmetric key (Figure 138; and
o Initialization vector/nonce ((Figure 211
produces the following:
0 Encrypted key from Figure 212.
0 Key wrap authentication tag from Figure 213
a7CclAejo_7JSuPB8zeagxXRam8dwCfmkt9-WyTpS1E
Figure 212: Recipient #3 Encrypted Key, base64url-encoded

59Ngh1L1YtVIhfD3pgRGvw

Figure 213: Recipient #3 Authentication Tag, base64url-encoded

The following are generated after encrypting the CEK for the third
recipient:

0 Recipient JWE Unprotected Header; this example uses the header
from Figure 214.

{
"alg": "A256GCMKW",
"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
"tag": "59Ngh1L1lYtVIhfD3pgRGvw",
"iv'": "AvpeoPZ9Ncn9mkBn"
}

Figure 214: Recipient #3 JWE Per-recipient Unprotected Header JSON
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The following is the assembled third recipient JSON:

{
"encrypted_key": "a7CclAejo_7JSuPB8zeagxXRam8dwCfmkt9-WyTpS1
E"I
"header": {
"alg": "A256GCMKW",
"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
"tag": "59Ngh1L1lYtVIhfD3pgRGvw",
"iv'": "AvpeoPZ9Ncn9mkBn"
}
}

Figure 215: Recipient #3 JSON
5.13.6. Encrypting the Content
The following are generated before encrypting the content:

0 JWE Protected Header; this example uses the header from
Figure 216, encoded to [RFC4648] base64url as Figure 217.

{
"enc": "A128CBC-HS256"
Figure 216: JWE Protected Header JSON
eyJ1bmMi0iJBMTI4Q0JDLUNhTMjU2INO
Figure 217: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 72) with the following:

o CEK (Figure 202),

o Initialization vector/nonce (Figure 203), and

o JWE Protected Header (Figure 217) as the authenticated data
produces the following:

o Ciphertext from Figure 218

0 Authentication tag from Figure 219


https://datatracker.ietf.org/doc/html/rfc4648
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ajm2Q-0pPXCr7-MHXicknb1lsxLdXxK_yLdsOKuhJzfWKO4SjdxQeSw2L9mu3a
_k1C55kCQ_3x1kcVKC5yr__ Is48V0O0KOk63_QRMOtBURMFQLBYJ8vOYQXQ0JW4
VUHJILmMGhF-tVQWB7Kz8mr8zeE7tXxFOMSaP6ga7-siYxStR7_GO7Thd1jh-zGTO
WXM5g -VRORt qOK6AXpLIWEqQRp7pkt2zRMOZAXqSpel06FJ7FHLDYEFND-zDIZu
kLpCbzhzMDLLW2-8I14FQrgi-iEuzHgIJFIJn2wh9TjOcg_kO0Zy9BgMRZbmYXM
Y9YQjorZ_P_JYG3ARAIF30jDNgpdYe-K_5Q5crGJSDNyij_ygEiItR5jSsQVH2
ofDQdLChtazE
Figure 218: Ciphertext, base64url-encoded
BESYYFN7TO9KY718zKs5_g
Figure 219: Authentication Tag, base64url-encoded

The following is generated after encrypting the plaintext:

0 JWE Shared Unprotected Header parameters; this example uses the
header from Figure 220.

{
"cty": "text/plain"

}
Figure 220: JWE Shared Unprotected Header JSON

5.13.7. Output Results

The following compose the resulting JWE object:

0 Recipient #1 JSON (Figure 206)

0 Recipient #2 JSON (Figure 210)

0 Recipient #3 JSON (Figure 215)

o Initialization vector/nonce (Figure 203)

0o Ciphertext (Figure 218)

0o Authentication tag (Figure 219)

The Compact Serialization is not presented because it does not

support this use case; the JSON Flattened Serialization is not

presented because there is more than one recipient.

The resulting JWE object using the JSON General Serialization:

{
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"recipients": [
{

"encrypted_key": "dYOD28kab0Vvf40DgxVAJIXgHCSZICSOp8M51z]j
wj4w6Y5G4XJIQsSNNIBiqyVvUUAOCpL7S7-cFe7Pio7gV_QO6WmCSa-
vhwéme4bWrBf7cHWEQJdXihidAYWVajJIaKMXMVFRMV6iD1Rr076
DFthg2_AVO_tSiV6XSEIFqtixnYPpmP91tc5WJIDOGb-wqjwO-b-S
11aS11QVbuP78dQ7Fa0zAVzz jHX-xvyM2wxj_otxr9clNiLnZMbe
YSrRicJK5xodvWgkpIdkMHo4LvdhRRvZzOKz1ic89jFWP1nBq_V4n
5trGuExtp_-dbHcGlihqc_wGgho9fLMK8JOArYLCcMDNQ",

"header": {

"alg": "RSA1_5",
"kid": "frodo.baggins@hobbiton.example"

}

3
{

"encrypted_key": "ExXINTO109BgBMYF6-maw5tZ1goZXThD1zWKsHi
xJuw_elY4gSSId_w",

"header": {

"alg": "ECDH-ES+A256KW",
"kid": "peregrin.took@tuckborough.example",
"epk": {
"kty": "EC",
"crv": "P-384",
"x": "Uzdvk3pi5wKCRc1izp5_r@0jeqT-168i89g2b8mva8diRhs
E2xAn2DtMRb25Ma2CX",
"y": "VDrRyFJh-Kwd1EjAgmj5E0-CTHAZ53MC7PjjpLioy3ylE]
I1pOMbw91fzZ84pbfm"

}
}I
{
"encrypted_key": "a7CclAejo_7JSuPB8zeagxXRam8dwCfmkt9-Wy
TpS1E",
"header": {
"alg": "A256GCMKW",
"kid": "18ec@8el-bfa9-4d95-b205-2b4dd1d4321d",
"tag": "59Ngh1L1YtVIhfD3pgRGvw",
"iv": "AvpeoPZ9Ncn9mkBn"
}
}
1
"unprotected": {
"cty": "text/plain"
}I
"protected": "eyJlbmMiOiJBMTI4Q0JDLUhTMju2In@",
"iv": "VgEIHY20EnzUtZF12RpB1g",
"ciphertext": "ajm2Q-O0pPXCr7-MHXicknbllsxLdXxK_yLdsOKuhJzfWK
04SjdxQeSw2L9mu3a_k1C55kCQ_3x1kcVKC5yr__Is48V0oKOk63_QRM
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6.

6

9tBURMFQLBYJ8vOYQX00JW4VUHILMGhF - tVQWB7Kz8mr8zeE7txFOMSa
P6ga7-siYxStR7_GO7Thd1jh-zGTOwxM5g-VRORtqOK6AXpLIWEQRP7p
kt2zRMOZAXqSpel06FJ7FHLDYEFNnD-zDIZukLpCbzhzMDLLW2-8I14FQ
rgi-iEuzHgIJFIJINn2wh9Tj0Ocg_k0Zy9BgMRZbmYXMYQYQjorZ_P_JYG3
ARAIF30jDNgpdYe-K_5Q5crGJSDNyij_ygEiItR5jssQVH20fDQdLCht
aze",

"tag": "BESYYFN7TO9KY7i8zKs5_g"

}
Figure 221: JSON General Serialization
Nesting Signatures and Encryption

This example illustrates nesting a JSON Web Signature (JWS) structure
within a JSON Web Encryption (JWE) structure. The signature uses the
"PS256" (RSASSA-PSS) algorithm; the encryption uses the "RSA-OAEP"
(RSAES-OAEP) key encryption algorithm and the "A128GCM" (AES-GCM)
content encryption algorithm.

Note that RSASSA-PSS uses random data to generate the signature, and
RSAES-0AEP uses random data to generate the ciphertext; it might not
be possible to exactly replicate the results in this section.

Note that whitespace is added for readability as described in
Section 1.1.

.1. Signing Input Factors

The following are supplied before beginning the signing operation:

o Payload content; this example uses the JSON Web Token (JWT)
[I-D.ietf-ocauth-json-web-token] content from Figure 222, encoded
as [RFC4648] base64url to produce Figure 223.

0 RSA private key; this example uses the key from Figure 224

{
"iss": "hobbiton.example",
"exp": 1300819380,
"http://example.com/is_root": true
}

Figure 222: Payload content, in JSON format

eyJpc3MiOiJob2JiaXRvbi5leGFtcGx1IiwiZXhwIjoxMzAwODESMzgwLCJodH
Rw0i8vZXhhbXBszS5jb20vaXNfcm9vdCI6dHI1ZX0

Figure 223: Payload content, base64url-encoded


https://datatracker.ietf.org/doc/html/rfc4648
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"kty": "RSA",

"kid": "hobbiton.example",

"use": "sig",

"n": "KNrPIBDXMU6fcyv5i-QHQAQ-K8gsC3HIb7FYhYaw8hXbNJa-t8q01D
KwLZgQXYV - ffWxXJv5GGrl1ZE4GU521fMEegTDzYTrRQ3tepgKFjMGg6I
y6fkl1ZNsx2gEonsnlShfzA9GIJwWRTmtKPbk1ls-hwx1IUS5AT-AIelNqBg
CF2VvE5W25_SGGB0oaROVAUYXQETDggM1z5¢cKV4ZjDZ8-1h40VBO7bkac6
LQdHpJUUYSH_Er20DXx30Kyi97PCciXKTS-QKXnmm8ivyRCmux22ZoPUi
nd2BKC501G4MwALhalL2Z2k8CsRdfy-7dg7z41Rp6D0ZeEvtaUp4bX4akK
raL4rTfw",

"e": "AQAB",

"d": "ZLe_TIXpE9-W_n2VBa-HWvuUYPtjvxwVXClJIJFOpJsdea8g9RMx34gEO
EtnoYc2un3CZ3LtJi-mju5SRAT8YSc76YJds3ZVwOUi08mMBeG6-10nvg
0bobNXx7K57-xjTJZU72EjOr9kB7z6ZKwDDq7HFyCDhUECYCHFVC7iL_6
TibVhAhOFONW1glJgEgwVYdOrybNGKifdnpEbwyHoMwY6HM1qvnEFgP7
iZOYzHUT535x67 j4VKcdA7ZduFkhUauysySEW7mxZM6fjlvdjIIy9LD1
fIz30Xv4ckoghKF5GONU6tNmMMNgAD6gIViyElelPrIx11tBhCI14bRW
-zrpHgAQ",

"p": "yKWYONIAQWMRQLgIBOATINIChDNUUS2Rh-pBaxD_mIkweMt4Mg-0-B
2iSYvMrs8horhonV7vxCQagcBAATGW-hAafUehWjxWSH-3KccRM8toL4
e0qg7M-idRDOBXS0e7Z2-CV2x_ZCY3RP8qp642R13WgXqGDIM4MbUKZS]
cY9-c",

"q": "uND4015V30KDzf8vFJIw589p1v1QVQ3NEilrinRUPHkkxaAzDzccGgr
WMWpGXGFFNNL3w5CqPLeU76-5IVYQQOHWYV10OhVXQHr7sgaGu-483Ad3
ENCL23FrOnF45m7_200AstJDe49MeLTTQKrSIBl_SKvqpYvfSPTczPcz
khokk",

"dp": "jmTnEog2qga8ouaymjhJSCnsveUXnMQC2gAneQJRQKFqQu-zV2PKP
KNbPVKVYiF5b2-L3tM30W2d2iNDyRUWX1T7V510KWPTABSTONTgAmYCh
Gi8kXXdlhcrtSvxldBakC6saxwI_TzGGY2MVXzc2ZnCvCXHV4qjSxOrf
P3pHFU",

"dg": "R9FUvU880VzEKTkX13-5-WusE4DjHmndezZIlu3rifBdfLpq_P-iWP
BbGaq9wzQ1c-J7SzCdJgkEJDv5yd2C7rnZ6kpzwBh_nmL8zscAklqgsun
Nt9CJGAYZz7-sGWy1JGShFazfP52ThB4r1CJOYUEaQMrIzpY77_oLAhpm
DAGhLK",

"gi": "S8tC7ZknW6hPITkjcwttQOPLVMRfwirR1FAViuDb8NWICrV_7F20q
UZCgmzHTYAumwGFHI1WVRep7anleWaJjxC_1b3fq_al4qH3Pe-EKiHg6
IMazuRtZLUROCThrExDbF5dYbsciDnfRUWLErZ4N1Be®bnxYuPgxwKd9
QZwMoO@"

Figure 224: RSA 2048-bit Private Key, in JWK format
6.2. Signing Operation

The following are generated to complete the signing operation:
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0 JWS Protected Header; this example uses header from Figure 225,
encoded using [RFC4648] base64url to produce Figure 226.

{
"alg": "PS256",

"typll : |IJWT"
}

Figure 225: JWS Protected Header JSON
eyJhbGci01JQUzIINiISINR5cCI6IkpXVCJI9
Figure 226: JWS Protected Header, base64url-encoded

Performing the signature operation over the combined JWS Protected
Header (Figure 226) and Payload content (Figure 222) produces the
following signature:

dPpMgqwRZxFYilUfcDAaf8M9907kwUWtiXZ-ByvVulih4MhJ_aZqciprzoOOwaIA
kIvnigqskChirjKvY9ESZNUCP4JjvfyPS-nqjJxYoA5ztWOyFk2cZNIPX]jcJIXSQ
wXPO9tEe-v4VSqgDOaKHgPXY0g4N6Cz11Kph1lU1sYDSI67_bLL7elg_vkjfMp5
_W515LuUYGMeh6hxQIaIUXf9EWV2ImvTMuZ -vBOWYyOSniylEFO72CRTvmtrIf5
AROO5MN1iY3KtUxeP-SOmD-LEYwWW9S1kohYzMVAZDDOrVbv7KVRHpeYNaK75KE
QqdCEEKS_rskzS-Qtt_nlegTwWhimEYaA

Figure 227: JWS Signature, base64url-encoded
6.3. Signing Output
The following compose the resulting JWS object:
0 JWS Protected Header (Figure 226))
o Payload content (Figure 223)
o Signature (Figure 227)

The resulting JWS object using the Compact Serialization (which is
the plaintext input to the proceeding encryption operation):


https://datatracker.ietf.org/doc/html/rfc4648
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eyJhbGci0iJQUzIINiIsINR5cCIBIkpXVCJI9

eyJpc3MiOiJob2JiaXRvbi5leGFtcGx1IiwizXhwIjoxMzAwODESMzgwLCJodH
Rw0i8vZXhhbXBszS5jb20vaXNfcm9vdCI6dHI1ZX0

dPpMgwRZxFYi1UfcDAaf8M9907kwUWtiXZ-ByvVuJih4MhJ_aZqciprzOOwaIA
kIvnigqskChirjKvY9ESZNUCP4JjvfyPS-nqjJxYoA5ztWOyFk2cZNIPX]jcJIXSQ
wXP0O9tEe-v4VSqgDOaKHgPXY0g4N6Cz11Kphl1lU1sYDSI67_blLL7elg_vkjfMp5
_W515LuUYGMeh6hxQIaIUXTf9EWV2ImvTMuZ-vBOWYyOSniyl1EFO72CRTvmtrIf5
AROO5MN1iY3KtUxeP-SOmD-LEYWW9S1kohYzMVAZDDOrVbv7KVRHpeYNaK75KE
QqdCEEKS_rskzS-Qtt_nlegTwWhimEYaA
Figure 228: Compact Serialization

6.4. Encryption Input Factors
The following are supplied before beginning the encryption process:
0 Plaintext content; this example uses the content from Figure 228.
0 RSA public key; this example use the key from Figure 84.

6.5. Encryption Generated Factors

The following are generated before encrypting:

o AES symmetric key as the Content Encryption CEK (CEK); this
example uses the key from Figure 229.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 230.

ORHSNYWN-6-2QBGSYTZLSQ
Figure 229: Content Encryption Key, base64url-encoded
GbX11i9kXz0OsxXPmA
Figure 230: Initialization vector, base64url-encoded
6.6. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 229)
with the RSA key (Figure 84) produces the following encrypted key:
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a0JHROITfpX4qRewImjlStn8m3CPxBV1ueY1lVhjurCyrBg3I7YhCRYjphD0O0S4
E7rXbr2Fn6NyQq-A-gqTOFXgNjVOGrG-bil3mwy7RoYhj TKBEC6P7SMYMXXx4g
zMedpiJHQVeyI-zkzV7A9matpgevAIWrXzOUysYGTtwoSN6gtUVtlLaivjvb21l
00ul4YXSHV-ByKlkyeetRp_fuYJIXHOKLQLOP424sKx2WGYb4zsBIPF4ssl_e51
R7nany-25_UmC2urosNkoFz9cQ82MypzZP8gqbQJyPN-Fpp4Z-506yV64x6yzDU
F_5JCId1-Qv6H5dMVIY7qleKpXcV11W0_2FefEBgXxXvIjLezivijNkzogCq3-I
apSjVFnMjBxjpYLT8muaawolyylXXMuinIpNcOY3n4KKrXLrCcteX85m4IIHMZ
a38s1Hpr56fPPseMA-J1tmt-a9iEDt0OzhtXxz8AXy9tsCAZV2XBWNG8c3kJusAa
mBKOYwfk7JhLRDgONJj1lILhn7TI4UXxDp9dCmUXEN6zOV23W15qJIEXNItgnblp
ymooeWAHCT4e_Owbiml1gOAEpTHUJA21iiLNSOWTX_ H_TXuPC8yDDhilsmxS_X_Xx
pkIHKiIHWDOLx03BpgDTivpKkBYwqP2UZkcxgX2Fo_GnVrNwlK7Lgxw6FSQvDO
0

Figure 231: Encrypted Key, base64url-encoded
6.7. Encrypting the Content
The following are generated before encrypting the plaintext:

0 JWE Protected Header; this example uses the the header from
Figure 232, encoded using [RFC4648] base64url to produce

Figure 233.
{
"alg": "RSA-OAEP",
"Cty" . "JWT”
. 4
"enc": "A128GCM"
}

Figure 232: JWE Protected Header JSON
eyJhbGCci0iJSUGEtTOFFUCISIMNOeSI6IKkpXVCISImVUuYYyI6IKEXMjhHQOO1ifQ
Figure 233: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 228) with the following:

o CEK (Figure 229);

o Initialization vector/nonce (Figure 230); and

o JWE Protected Header (Figure 233) as authenticated data.
produces the following:

o Ciphertext from Figure 234.


https://datatracker.ietf.org/doc/html/rfc4648
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o

Authentication tag from Figure 235.

November 2014

SZI4AIvKHmwpazl_pJQXX3mHVIANNOU4WT9-utWYUcKrBNgCe20FMf66cSJI8k2Q
kxaQD3_R60OMGE9ofomwtky3GFXMeGRjtpMt90AVVLSAXBO_UTCBGYBg3C2bWLX
qZ1fJAA0JRUPRK-BimYZY81zVBUIhc7HsQePCpu33SzMsFHjn41P_idrJz_glz
TNgKDt8zdnUPauKTKDNOH1DD4fuzvDYfDIAfQGPYyL5SVRwbiXpXdGokEszM-9C
hMPgW1QNhzuX_Zul3bvrJIwr7nuGZs4cUScY3n8yE3AHCLuUrgls-A9mz1X38xEa
ulvi1814Fg9tLejdkAuQZjPbgeHQBJe4IWGD5EeOdQ-Mtz4NnhkIWX - YKBb_X02
zI3Q_1sYjKUuis7yWW-HTr_vqvFtObj7wlf2vzBOTZ3dvsoGaTvPH2dyWwumUr
1x4gmPUzBdwTO6ubfYSDUEEZ5py0d_0tWeUSYCCYBKD-aM7tXg26qJo21gYjLf
hn9zy-W19s0CZGuzgFjPhawXHpvnj_t-0_ES96kogjJLXS1IMU9Y5XmnwZMyNc
9EIwnogsCg-hVuvzyPOsIruktmI94_SL1xgM17003phcTMxt1MizR88NKU1WkB
$iXMCjy1Noue7MD-ShDp5dmM

Figure 234: Ciphertext, base64url-encoded

KNnIKEhN8U-3C9s4gtSpjSw

6.8.

Figure 235: Authentication tag, base64url-enco

Encryption Output

The following compose the resulting JWE object:

o

o

JWE Protected Header (Figure 233)
Encrypted key (Figure 231)
Initialization vector/nonce (Figure 230)
Ciphertext (Figure 234)

Authentication Tag (Figure 235)

ded

The resulting JWE object using the Compact serialization:
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eyJhbGCci0iJSUGEtTOFFUCISIMNOeSI6IKpXVCISImVUuYYyI6IKEXMjhHQOO1ifQ

a0JHROITfpX4qRewImj1lStn8m3CPxBV1iueY1lVhjurCyrBg3I7YhCRYjphD0O0S4
E7rXbr2Fn6NyQq-A-gqTOFXgNjVOGrG-bil3mwy7RoYhjTKBEC6P7sSMYMXXx4g
zMedpiJHQVeyI-zkzZV7A9matpgeVvAIWrXz0OUysYGTtwoSN6gtUVtlLaivjvb21
00ul4YxSHV-ByKlkyeetRp_fuYJIxXHOKLQLO9P424sSKx2WGYb4zsBIPF4ssl e5I
R7nany-25_UmC2urosNkoFz9cQ82MypzZP8gqbQJyPN-Fpp4Z-506yV64x6yzDU
F_5JCId1-Qv6H5dMVIY7gleKpXcV11W0_2FefEBgXxXvIjLeZivjNkzogCq3-I
apSjVFnMjBxjpYLT8muaawolyylXXMuinIpNcOY3n4KKrXLrCcteX85m4IIHMZ
a38s1Hpr56fPPseMA-J1ltmt-a9iEDt0zhtxz8AXy9tsCAZV2XBWNG8c3kJusAa
mBKOYwfk7JhLRDgONJj1lJILhn7TI4UXDp9dCmUXEN6zOV23W15qJIEXNItgnblp
ymooeWAHCT4e_Owbiml1gOAEpTHUAA21iiLNSOWTX_H_TXuPC8yDDhilsmxS_X_Xx
pkIHKkiIHWDOLX03BpgDTivpKKkBYwqP2UZKcxgX2Fo_GnVrNwlK7Lgxw6FSQvDO
(C]

GbX119kXz0OsxXPmA

SZI4IvKHmwpazl_pJQXX3mHVIANNOU4WT9-utWYUcKrBNgCe20FMf66cSJI8k2Q
kxaQD3_R6OMGE9ofomwtky3GFXMeGRjtpMt90AVVLSAXBO_UTCBGYBg3C2bWLX
gZ1lfJAA0JRUPRK-BimYZY81zVBuIhc7HsQePCpu33SzMsFHjn41P_idrJz_glz
TNgKDt8zdnUPauKTKDNOH1DD4fuzvDYfDIAfqGPYyL5SVRwbiXpXdGokEszM-9C
hMPgW1QNhzuX_Zul3bvrJIwr7nuGZs4cUScY3n8yE3AHCLuUrgls-A9mz1X38xEa
ulvi814Fg9tLejdkAuQZjPbgeHQBJe4IWGD5EeOdQ-Mtz4NnhkIWxX - YKBb_X02
zI3Q_1sYjKUuis7yWW-HTr_vqvFtObj7wlf2vzBOTZ3dvsoGaTvPH2dyWwumUr
1x4gmPUzBdwTO6ubTYSDUEEZz5py0d_0tWeUSYcCYBKD-aM7tXg26qJo21gYjLf
hn9zy-W19s0CZGuzgFjPhawXHpvnj_t-0_ES96kogjJLXS1IMU9Y5XmnwZMyNc
9EIwnogsCg-hVuvzyPOsIruktmI94_SL1xgM17003phcTMxt1MizR88NKU1WkB
SiXMCjy1Noue7MD-ShDp5dmM

KnIKEhN8U-3C9s4gtSpjSw
Figure 236: Compact Serialization

The resulting JWE object using the JSON General Serialization:
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{
"recipients": [
{

"encrypted_key": "a®@JHROITfpX4gRewImjlStn8m3CPxBV1iueY1lVh
jurCyrBg3I7YhCRYjphDOOS4E7rXbr2Fn6NyQq-A-gqTOFXgNjVo
GrG-bi13mwy7RoYhjTkBEC6P7SMYMXXx4gzMedpiJHQVeyI-zkzZV
7A9matpgevAIWrXzOoUysYGTtwoSN6gtUVtlLaivjvb2100uldYxS
HV-ByKlkyeetRp_fuYJIXHOKLQLOP424sKx2WGYb4zsBIPF4ssl_e
5IR7nany-25_UmC2urosNkoFz9cQ82MypzZP8gqbQJyPN-Fpp4Z-5
06yV64x6yzDUF_5JCId1-Qv6H5dMVIY7qleKpXcV11W0_2FefEB(q
XxXvIjLeZivjNkzogCq3-IapSjVFnMjBxjpYLT8muaawolyylXXM
uinIpNcOY3n4KKrXLrCcteX85m4IIHMZa38s1Hpr56fPPseMA-J1
tmt-a9iEDt0Ozhtxz8AXy9tsCAZV2XBWNG8c3kJusAamBKOYwfk7J
hLRDgONJj1JLhn7TI4UXDp9dCmMUXEN6Z0V23W15qJIEXNItgnblp
ymooeWAHCT4e_Owbiml1gOAEPTHUdA2iiLNSOWTX_H_TXuPC8yDDh
11smxS_X_xpkIHkiIHWDOLXxO3BpqDTivpKKkBYwqP2UZKkcxgX2Fo_
GNVrNwlK7Lgxw6FSQvD0OO"

}

1
"protected": "eyJhbGciOiJSUGEtTOFFUCISIMNOeSI6IkpXVCISImVuYy

I6IKEXMjhHQOOifQ",

"iv": "GbX1i9kXzOsxXPmA",

"ciphertext": "SZI4IvKHmwpazl_pJQXX3mHV1ANNOU4WT9-utWYUCKrBN
gCe20FMT66cSJI8k2QkxaQD3_R6OMGE9ofomwtky3GFxMeGRj tpMt90Av
VLSAXBO_UTCBGyBg3C2bWLXqZ1fJAA0JRUPRk-BimYZY81zVBuUIhc7Hs
QePCpu33SzMsFHjn41P_idrJz_glZTNgKDt8zdnUPauKTKDNOH1DD4fu
zvDYTDIATqGPYL5sVRwhiXpXdGokEszM-9ChMPqW1QNhzuX_Zul3bvrJ
Wr7nuGZs4cUScY3n8yE3AHCLuUrgls-A9mz1X38xEaulv1814Fg9tLejd
kAuQZjPbgeHQBJe4IwGD5Ee0dQ-Mtz4NnhkIWx - YKBb_X02zI3Q_1sYj
KUuis7ywWw-HTr_vqvFtObj7wJf2vzBOTZ3dvsoGaTvPH2dyWwumUr1x4
gmPUzBdwTO6ubfYSDUEEZz5py0d_0tWeUSYcCYBKD-aM7tXg26qJo21gY
jLfhn9zy-W19s0CZGuzgFjPhawXHpvnj_t-0_ES96kogjJLXxS1IMU9Y5
XmnwZMyNc9EIwnogsCg-hVuvzyPOsIruktmI94_SL1xgM17003phcTMx
t1MizR88NKU1WkBsiXMCjy1Noue7MD-ShDp5dmM",

"tag": "KnIKEhN8U-3C9s4gtSpjsSw"

by

Figure 237: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:
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{
"encrypted_key": "a®JHROITfpX4gRewImjlStn8m3CPxBV1iueYlVhjurcC

yrBg3I7YhCRYjphDOOS4E7rXbr2Fn6NyQq-A-gqTOFXgNjVOGrG-bil3
mwy7RoYhjTKBEC6P7sMYMXXx4gzMedpiJHQVeyI-zkzZV7A9matpgevAl
WrXz0UysYGTtwoSN6gtUVtlLaivjvb2100ul4YXSHV-ByKlkyeetRp_f
uYJIXHOKLQLOP424sKx2WGYb4zsBIPF4ssl e5IR7nany-25_UmC2uros
NkoFz9cQ82MypzP8gqbQJyPN-Fpp4Z-506yV64x6yzDUF_5JCId1-Qv6
H5dMVIY7qleKpXcV11W0_2FefEBgXxXvIjLezZivjNkzogCq3-IapSjVF
NMjBxjpYLT8muaawolyylXXMuinIpNcOY3n4KKrXLrCcteX85m4IIHMZ
a38s1Hpr56fPPseMA-J1tmt-a9iEDt0zhtxz8AXy9tsCAZV2XBWNG8c3
kJusAamBKOYwfk7JhLRDgONnJj1lJILhn7TI4UxDp9dCmUXEN6zOV23W15q
JIEXNJtgnblpymooeWAHCT4e_OwbimlgOAEPTHUdA21iLNSOWTX_H_TX
uPC8yDDhilsmxS_X_xpkIHkiIHWDOLx03BpgDTivpKkBYwgP2UZkcxgX
2Fo_GnVrNwlK7Lgxw6FSQvDOO",

"protected": "eyJhbGciOiJSUGEtTOFFUCISIMNOeSI6GIKkpXVCISImVuYy
I6IKEXMjhHQEOifQ",

"iv": "GbX1i9kXzO@sxXPmA",

"ciphertext": "SZI4IvKHmwpazl_pJQXX3mHV1ANNOU4WF9-utWYUCKrBN
gCe20FMf66cSJI8k2QkxaQD3_R6OMGE9ofomwt ky3GFxMeGRjtpMt90AvV
VLSAXBO_UTCBGYyBg3C2bWLXqZ1fJAA0JRUPRK-BimYZY81zVBuUIhc7Hs
QePCpu33SzMsFHjn41P_idrJz_glZTNgKDt8zdnUPauKTKDNOH1DD4fu
zvDYTDIATQqGPYyL5sVRwbiXpXdGokEszM-9ChMPgW1QNhzuX_Zul3bvrJ
Wr7nuGZs4cUScY3n8yE3AHCLUrgls-A9mz1X38xEaulVv1814Fg9tLejd
kAuQZjPbqeHQBJe4IwGD5Ee0dQ-Mtz4NnhkIWx-YKBb_X02zI3Q_1sSYj
KUuis7yWW-HTr_vqvFtobj7wJif2vzBeTZ3dvsoGaTvPH2dyWwumUr1lx4
gmPUzBdwTO6uUbTYSDUEEZz5py0d_0tWeUSYcCYBKD-aM7tXg26qJo21gY
jLfhn9zy-W19s0CZGuzgFjPhawXHpvnj_t-0_ES96kogjJLxS1IMU9Y5
XmnwZMyNCc9EIwnogsCg-hVuvzyPOsIruktmI94_SL1xgM17003phcTMx
t1MizR88NKU1WkBsiXMCjy1Noue7MD-ShDp5dmM",

"tag": "KNnIKEhN8U-3C9s4gtSpjsSw"

}

Figure 238: JSON Flattened Serialization
7. Security Considerations

This document is designed to provide examples for developers to use
in checking their implementations. As such it does not follow some
of the security considerations and recommendations in the core
documents. For instance:

o it does not always generate a new CEK value for every encrypted
example;

o it does not always generate a new IV value for every encrypted
example; and
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o it does not always generate a new ephemeral key for every
ephemeral key example.

For each example, data that is expected to be generated for each
signing or encryption operation is isolated to sections titled
"Generated Factors".

IANA Considerations
This document has no actions for IANA.
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