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Abstract

S/MIME version 3.1 has introduced a feasible standardized option to
accomplish Header Protection. However, few implementations generate
messages using this structure, and several legacy and non-legacy
implementations have revealed rendering issues at the receiving
side. Clearer specifications regarding message processing,
particularly with respect to header sections, are needed in order to
resolve these rendering issues. Some mail user agents are also
sending and receiving cryptographically-protected message headers
using a different structure.

In order to help implementers to correctly compose and render email
messages with Header Protection, this document updates S/MIME Header
Protection specifications with additional guidance on MIME format,
sender and receiver processing.
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1. Introduction

Privacy and security issues regarding email Header Protection in S/
MIME have been identified for some time. Most current
implementations of cryptographically-protected electronic mail
protect only the body of the message, which leaves significant room
for attacks against otherwise-protected messages. For example, lack
of header protection allows an attacker to substitute the message
subject and/or author.

This document describes two different structures for how message
headers can be cryptographically protected, and provides guidance
for implementers of MUAs that generate and interpret such messages.
It takes particular care to ensure that messages interact reasonably
well with legacy MUAs.

1.1. Two Schemes of Protected Headers

Unfortunately, there are two different schemes for
cryptographically-protected email headers that may be in use on the
Internet today. This document addresses them both and provides
guidance to implementers.

One scheme is the form specified in S/MIME 3.1 and later, which
involves wrapping a message/rfc822 MIME object with a Cryptographic
Envelope. This document calls this scheme "Wrapped Message", and it
is documented in more detail in [RFC8551]. Experience has shown that
this form does not interact well with some legacy MUAs (see Section
1.2).

Consequently, another form of header protection is produced and
consumed by some MUAs, where the protected headers are placed
directly on the Cryptographic Payload, without using an intervening
message/* MIME object. This document calls this scheme "Injected
Headers", and it is documented in more detail in [I-D.autocrypt-
lamps-protected-headers].

1.2. Problems with Wrapped Messages

Several legacy MUAs have revealed rendering issues when dealing with
a message with headers protected by the Wrapped Message scheme. In
some cases the user sees an attachment suggesting a forwarded email
message, which -- in fact -- contains the protected email message
that should be rendered directly. For these cases, the user can
click on the attachment to view the protected message. However,
there have also been reports of email clients displaying garbled



1.4.

text, or sometimes nothing at all. In those cases the email clients
on the receiving side are (most likely) not fully MIME-capable.

The following shortcomings have been identified to cause these
issues:

*Broken or incomplete implementations

*Lack of a simple means to distinguish "forwarded message" and
"wrapped message" (for the sake of Header Protection)

*Not enough guidance with respect to handling of Header Fields on
both the sending and the receiving side

Problems with Injected Headers

A legacy MUA dealing with an encrypted message that has some header
fields obscured using the Injected Headers scheme will not render
the obscured header fields to the user at all. A workaround "legacy
display" mechanism is provided in this document, which some legacy
MUAs will render to the user, albeit not in the same location that
the header fields would normally be rendered. However, some legacy
MUAs also fail to render the "legacy display" part, leaving the
obscured header fields hidden from users of those MUAs.

Motivation

Furthermore, the need (technical) Data Minimization, which includes
data sparseness and hiding all technically concealable information,
has grown in importance over the past several years. In addition,
backwards compatibility must be considered when it is possible to do
so without compromising privacy and security.

No mechanism for Header Protection has been standardized for PGP/
MIME (Pretty Good Privacy) [RFC3156] yet. PGP/MIME developers have
implemented ad-hoc header-protection, and would like to see a
specification that is applicable to both S/MIME and PGP/MIME.

This document describes the problem statement (Section 2), generic
use cases (Section 3) and the specification for Header Protection
(Section 4) with guidance on MIME format, sender and receiver
processing

[I-D.ietf-lamps-header-protection-requirements] defines the
requirements that this specification is based on.

This document is in an early draft state and contains a proposal on
which to base future discussions of this topic. In any case, the
final mechanism is to be determined by the IETF LAMPS WG.



1.5. Other Protocols to Protect Email Headers

A range of protocols for the protection of electronic mail (email)
exists, which allows one to assess the authenticity and integrity of
the email headers section or selected Header Fields from the domain-
level perspective, specifically DomainKeys Identified Mail (DKIM)
[REC6376], as used by Domain-based Message Authentication,
Reporting, and Conformance (DMARC) [RFEC7489]. These protocols
provide a domain-based reputation mechanism that can be used to
mitigate some forms of unsolicited email (spam). At the same time,
these protocols can provide a level of cryptographic integrity and
authenticity for some headers, depending on how they are used.
However, integrity protection and proof of authenticity are both
tied to the domain name of the sending e-mail address, not the
sending address itself, so these protocols do not provide end-to-end
protection, and are incapable of providing any form of
confidentiality.

1.6. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

1.7. Terms
The following terms are defined for the scope of this document:

*Man-in-the-middle (MITM) attack: cf. [REC4949], which states: "A
form of active wiretapping attack in which the attacker
intercepts and selectively modifies communicated data to
masquerade as one or more of the entities involved in a
communication association."

Note: Historically, MITM has stood for 'Man-in-the-middle'.
However, to indicate that the entity in the middle is not always
a human attacker, MITM can also stand for 'Machine-in-the-middle'
or 'Meddler-in-the-middle'.

*S/MIME: Secure/Multipurpose Internet Mail Extensions (cf.
[RFC8551])

*PGP/MIME: MIME Security with OpenPGP (cf. [RFC3156])
*Message: An Email Message consisting of Header Fields
(collectively called "the Header Section of the message")

followed, optionally, by a Body; cf. [REC5322].

Note: To avoid ambiguity, this document does not use the terms
"Header" or "Headers" in isolation, but instead always uses



"Header Field" to refer to the individual field and "Header
Section" to refer to the entire collection; cf. [RFEC5322].

*Header Field (HF): cf. [RFC5322] Header Fields are lines
beginning with a field name, followed by a colon (":"), followed
by a field body (value), and terminated by CRLF.

*Header Section (HS): The Header Section is a sequence of lines of
characters with special syntax as defined in [RFC5322]. It is the
(top) section of a Message containing the Header Fields.

*Body: The Body is simply a sequence of bytes that follows the
Header Section and is separated from the Header Section by an
empty line (i.e., a line with nothing preceding the CRLF); cf
[REC5322]. It is the (bottom) section of Message containing the
payload of a Message. Typically, the Body consists of a (possibly
multipart) MIME [RFC2045] construct.

*MIME Header Fields: Header Fields describing content of a MIME
entity [REC2045], in particular the MIME structure. Each MIME
Header Field name starts with "Content-" prefix.

*MIME Header Section (part): The collection of MIME Header Fields.
"MIME Header Section" refers to a Header Sections that contains
only MIME Header Fields, whereas "MIME Header Section part"
refers to the MIME Header Fields of a Header Section that - in
addition to MIME Header Fields - also contains non-MIME Header
Fields.

*Essential Header Fields (EHF): The minimum set of Header Fields
an Outer Message Header Section SHOULD contain; cf. Appendix C.
1.2.5.

*Header Protection (HP): cryptographic protection of email Header
Sections (or parts of it) for signatures and/or encryption

*Protection Levels (PL): The level of protection applied to a
Message, e.g. 'signature and encryption' or 'signature only' (cf.
Section 3.2).

*Protected: Portions of a message that have had any Protection
Levels applied.

*Protected Message: A Message that has had any Protection Levels
applied.

*Unprotected: Portions of a Message that has had no Protection
Levels applied.



*Unprotected Message: A Message that has had no Protection Levels
applied.

*Submission Entity: The entity which executes further processing
of the Message (incl. transport towards the receiver), after
protection measures have been applied to the Message.

Note: The Submission Entity varies among implementations, mainly
depending on the stage where protection measures are applied:
E.g. a Message Submission Agent (MSA) [RFEC6409] or another
(proprietary) solution. The latter is particularly relevant, if
protection is implemented as a plugin solution. Some
implementations may determine the destination recipients by
reading the To, Cc and Bcc Header Fields of the Outer Message.

*Original Message (OrigM): The Message to be protected before any
protection-related processing has been applied on the sending
side. If the source is not a "message/rfc822" Message, OrigM is
defined as the "virtual" Message that would be constructed for
sending it as unprotected email.

*Inner Message (InnerM): The Message to be protected which has had
wrapping and protection measures applied on the sending side OR
the resulting Message once decryption and unwrapping on the
receiving side has been performed. Typically, the Inner Message
is in clear text. The Inner Message is a subset of (or the same
as) the Original Message. The Inner Message must be the same on
the sending and the receiving side.

*Quter Message (OuterM): The Message as provided to the Submission
Entity or received from the last hop respectively. The Outer
Message normally differs on the sending and the receiving side
(e.g. new Header Fields are added by intermediary nodes).

*Receiving User Facing Message (RUFM): The Message used for
rendering at the receiving side. Typically this is the same as
the Inner Message.

*Data Minimization: Data sparseness and hiding of all technically
concealable information whenever possible.

*Cryptographic Layer, Cryptographic Payload, Cryptographic
Envelope, Structural Headers, and MUA are all used as defined in
[I-D.dkg-lamps-e2e-mail-guidance]

*User-Facing Headers are defined in [I-D.autocrypt-lamps-
protected-headers].

*Legacy MUA: a MUA that does not understand protected headers as
described in this document. A Legacy Non-Crypto MUA is incapable



of doing any end-to-end cryptographic operations. A Legacy Crypto
MUA is capable of doing cryptographic operations, but does not
understand or generate protected headers.

*Wrapped Message: The protected headers scheme that uses the
mechanism described in [RFC8551], where the Cryptographic Payload
is a message/rfc822 or message/global MIME object.

*Injected Headers: The protected headers scheme that uses the
mechanism described in [I-D.autocrypt-lamps-protected-headers],
where the protected headers are inserted on the Cryptographic
Payload directly.

*Header Confidentiality Policy: documented in Section 4.1.2.2

2. Problem Statement
The LAMPS charter contains the following Work Item:

Update the specification for the cryptographic protection of
email headers -- both for signatures and encryption -- to improve
the implementation situation with respect to privacy, security,
usability and interoperability in cryptographically-protected
electronic mail. Most current implementations of
cryptographically-protected electronic mail protect only the body
of the message, which leaves significant room for attacks against
otherwise-protected messages.

In the following a set of challenges to be addressed:

[[ TODO: Enhance this section, add more items to the following. ]]

2.1. Privacy

*(Technical) Data Minimization, which includes data sparseness and
hiding all technically concealable information whenever possible

2.2. Security
*Prevent MITM attacks (cf. [RFEC4949])
2.3. Usability

*Improved User interaction / User experience, in particular at the
receiving side

2.4. Interoperability

*Interoperability with [RFC8551] implementations



3. Use Cases

In the following, the reader can find a list of the generic use
cases that need to be addressed for Messages with Header Protection

(HP). These use cases apply regardless of technology (S/MIME, PGP/
MIME, etc.) used to achieve HP.

3.1. Interactions

The following use cases assume that at least the sending side
supports Header Protection as specified in this document. Receiving
sides that support this specification are expected to be able to
distinguish between Messages that use Header Protection as specified
in this document, and (legacy) Mail User Agents (MUAs) which do not
implement this specification.

[[ TODO: Verify once solution is stable and update last sentence. ]]

3.1.1. Main Use Case

Both the sending and receiving side (fully) support Header
Protection as specified in this document.

The main use case is specified in Section 4.1.
3.1.2. Backward Compatibility Use Cases

Regarding backward compatibility, the main distinction is based on
whether or not the receiving side conforms to MIME according to
[REC2046], ff., which in particular also includes Section 2 of
[REC2049] on "MIME Conformance". The following excerpt is
contextually relevant:



A mail user agent that is MIME-conformant MUST:

-- Recognize and display at least the RFC822 message
encapsulation (message/rfc822) in such a way as to
preserve any recursive structure, that is, displaying
or offering to display the encapsulated data in
accordance with its media type.

-- Treat any unrecognized subtypes as if they were
"application/octet-stream".

An MUA that meets the above conditions is said to be MIME-
conformant. A MIME-conformant MUA is assumed to be "safe" to
send virtually any kind of properly-marked data to users of
such mail systems, because these systems are, at a minimum,
capable of treating the data as undifferentiated binary, and
will not simply splash it onto the screen of unsuspecting
users.

[[ TODO: The compatibility of legacy HP systems with this new
solution, and how to handle issues surrounding future maintenance
for these legacy systems, will be decided by the LAMPS WG. 1]]

3.1.2.1. Receiving Side MIME-Conformant

The sending side (fully) supports Header Protection as specified in
this document, while the receiving side does not support this
specification. However, the receiving side is MIME-conformant
according to [REC2045], ff. (cf. Section 3.1.2).

This use case is specified in Section 4.2.1.

Note: This case should perform as expected if the sending side
applies this specification as outlined in Section 4.1.

[[ TODO: Verify once solution is stable and update last sentence. ]]
3.1.2.2. Receiving Side Not MIME-Conformant

The sending side (fully) supports Header Protection as specified in
this document, while the receiving side does not support this
specification. Furthermore, the receiving side is not MIME-
conformant according to [RFC2045], ff. (cf. Section 3.1.2).

This use case is specified in Section 4.2.2.




3.2. Protection Levels

3.2.1. In-Scope
The following Protection Levels are in scope for this document:
a) Signature and encryption

Messages containing a cryptographic signature, which are also
encrypted.

b) Signature only

Messages containing a cryptographic signature, but which are not
encrypted.

3.2.2. Out-of-Scope
Legacy implementations, implementations not (fully) compliant with
this document or corner-cases may lead to further Protection Levels
to appear on the receiving side, such as (list not exhaustive):
*Triple wrap
*Encryption only
*Encryption before signature
*Signature and encryption, but:
-Signature fails to validate
-Signature validates but the signing certificate revoked
*Signature only, but:

-with multiple valid signatures, layered atop each other

These Protection Levels, as well as any further Protection Levels
not listed in Section 3.2.1 are beyond the scope of this document.

4. Specification

This section contains the specification for Header Protection in S/
MIME to update and clarify Section 3.1 of [RFEC8551] (S/MIME 4.0).

Note: It is likely that PGP/MIME [RFC3156] will also incorporate
this specification or parts of it.

This specification applies to the Protection Levels "signature &
encryption" and "signature only" (cf. Section 3.2):



Sending and receiving sides MUST implement the "signature and
encryption" Protection Level, which SHOULD be used as default on the
sending side.

Certain implementations may decide to send "signature only"
Messages, depending on the circumstances and customer requirements.
Sending sides MAY and receiving sides MUST implement "signature
only" Protection Level.

It generally is NOT RECOMMENDED to send a Message with any other
Protection Level. On the other hand, the receiving side must be
prepared to receive Messages with other Protection Levels.

[[ TODO: Further study is necessary to determine whether - and if
yes to what extent - additional guidance for handling messages with
other Protection Levels, e.g. "encryption only" at the receiving
side should be included in this document. ]]

4.1. Main Use Case
This section applies to the main use case, where the sending and

receiving side (fully) support Header Protection as specified herein
(cf. Section 3.1.1).

Note: The sending side specification of the main use case is also
applicable to the cases where the sending side (fully) supports
Header Protection as specified herein, while the receiving side does
not, but is MIME-conformant according to [RFC2045], ff. (cf. Section
3.1.2 and Section 3.1.2.1).

Further backward compatibility cases are defined in Section 4.2.
4.1.1. MIME Format
4.1.1.1. Introduction

As per S/MIME version 3.1 and later (cf. [REC8551]), the sending
client MAY wrap a full MIME message in a message/RFC822 wrapper in
order to apply S/MIME security services to these header fields.

To help the receiving side to distinguish between a forwarded and a
wrapped message, the Content-Type header field parameter "forwarded"
is added as defined in [I-D.melnikov-iana-reg-forwarded].

The simplified (cryptographic overhead not shown) MIME structure of
such an Email Message looks as follows:



<Outer Message Header Section (unprotected)>
<Quter Message Body (protected)>
<MIME Header Section (wrapper)>
<Inner Message Header Section>
<Inner Message Body>
The following example demonstrates how an Original Message might be
protected, i.e., the Original Message is contained as Inner Message
in the Protected Body of an Outer Message. It illustrates the first
Body part (of the Outer Message) as a "multipart/signed"
(application/pkcs7-signature) media type:
Lines are prepended as follows:
*"0: " Outer Message Header Section

*"I: " Message Header Section

*"w: " Wrapper (MIME Header Section)



O O O O o oo oo

HHHHHHHHH = =

Date: Mon, 25 Sep 2017 17:31:42 +0100 (GMT Daylight Time)
Message-ID: <e4a483ch-1dfb-481d-903b-298c92c21f5e@m.example.net>
Subject: Meeting at my place
From: "Alexey Melnikov" <alexey.melnikov@example.net>
To: somebody@example.net
MIME-Version: 1.0
Content-Type: multipart/signed; charset=us-ascii; micalg=shal;
protocol="application/pkcs7-signature";
boundary=boundary-AM

This is a multipart message in MIME format.
--boundary-AM
Content-Type: message/RFC822; forwarded=no

Date: Mon, 25 Sep 2017 17:31:42 +0100 (GMT Daylight Time)

From: "Alexey Melnikov" <alexey.melnikov@example.net>
Message-ID: <e4a483ch-1dfb-481d-903b-298c92c21f5e@m.example.net>
MIME-Version: 1.0

MMHS-Primary-Precedence: 3

Subject: Meeting at my place

: To: somebody@example.net

: X-Mailer: Isode Harrier Web Server

Content-Type: text/plain; charset=us-ascii

This is an important message that I don't want to be modified.

--boundary-AM
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature

[[base-64 encoded signature]]

--boundary-AM- -

The Outer Message Header Section is unprotected, while the remainder
(Outer Message Body) is protected. The Outer Message Body consists
of the wrapper (MIME Header Section) and the Inner Message (Header
Section and Body).

The wrapper is a simple MIME Header Section with media type
"message/rfc822" containing a Content-Type header field parameter
"forwarded=no" followed by an empty line.

If the source is an Original (message/rfc822) Message, the Inner
Message Header Section is typically the same as (or a subset of) the
Original Message Header Section, and the Inner Message Body is
typically the same as the Original Message Body.

The Inner Message itself may contain any MIME structure.



Note: It is still to be decided by the LAMPS WG whether or not to
recommend an alternative MIME format as described in Appendix C.
1.1.1 (instead of the currently standardized and above defined
format).

4.1.2. Sending Side

This section describes the process an MUA should use to apply
cryptographic protection to an e-mail message with header
protection. We start by describing the legacy message composition
process as a baseline.

4.1.2.1. Composing a Cryptographically-Protected Message Without
Header Protection

[I-D.dkg-lamps-e2e-mail-guidance] describes the typical process for
a legacy crypto MUA to apply cryptographic protections to an e-mail
message. That guidance and terminology is replicated here for
reference:

*origbody: the traditional unprotected message body as a well-
formed MIME tree (possibly just a single MIME leaf part). As a
well-formed MIME tree, origbody already has structural headers
(Content-*) present.

*origheaders: the intended non-structural headers for the message,
represented here as a list of (h,v) pairs, where h is a header
field name and v is the associated value. Note that these are
header fields that the MUA intends to be visible to the recipient
of the message. In particular, if the MUA uses the Bcc header
during composition, but plans to omit it from the message (see
section 3.6.3 of [RFC5322]), it will not be in origheaders.

*crypto: The series of cryptographic protections to apply (for
example, "sign with the secret key corresponding to X.509
certificate X, then encrypt to X.509 certificates X and Y"). This
is a routine that accepts a MIME tree as input (the Cryptographic

Payload), wraps the input in the appropriate Cryptographic
Envelope, and returns the resultant MIME tree as output.

The algorithm returns a MIME object that is ready to be injected
into the mail system:

*Apply crypto to origbody, yielding MIME tree output
*For each header name and value (h,v) in origheaders:
-Add header h of output with value v

*Return output



4.1.2.2. Header Confidentiality Policy

When composing an encrypted message with protected headers, the
composing MUA needs a Header Confidentialiy Policy. In this
document, we represent that Header Confidentiality Policy as a
function hcp:

*hcp(name, val_in) --> val_out: this function takes a header field
name name and initial value val_in as arguments, and returns a
replacement header value val_out. If val out is the special value
null, it mean that the header in question should be omitted from
the set of headers visible outside the Cryptographic Envelope.

For example, an MUA that only obscures the Subject header field by
replacing it with the literal string [...] and does not offer
confidentiality to any other header fields would be represented as
(in pseudocode):

hcp(name, val_in) --> val out: if name is 'Subject': return '[...]'
else: return val_in

Note that such a policy is only needed when the end-to-end
protections include encryption (confidentiality). No comparable
policy is needed for other end-to-end cryptographic protections
(integrity and authenticity), as they are simply uniformly applied
so that all header fields known by the sender have these
protections.

This asymmetry is an unfortunate consequence of complexities in
message delivery systems, some of which may reject, drop, or delay
messages where all headers are removed from the top-level MIME
object.

This document does not mandate any particular Header Confidentiality
Policy, though it offers guidance for MUA implementers in selecting
one in Section 4.1.3. Future documents may recommend or mandate such
a policy for an MUA with specific needs. Such a recommendation might
be motivated by descriptions of metadata-derived attacks, or stem
from research about message deliverability, or describe new
signalling mechanisms, but these topics are out of scope for this
document.

4.1.2.3. Composing with "Wrapped Message" Header Protection

To compose a message using "Wrapped Message" header protection, we
use those inputs described in Section 4.1.2.1 plus the Header




Confidentiality Policy hcp defined in Section 4.1.2.2. The new
algorithm is:

*For header name and value (h,v) in origheaders:

-Add header h of origbody with value v
*If any of the header fields in origbody, including headers in the
nested internal MIME structure, contain any 8-bit UTF-8

characters (see section section 3.7 of [RFC6532]):

-Let payload be a new MIME part with one header: Content-Type:
message/global; forwarded=no, and whose body is origbody.

*Else:

-Let payload be a new MIME part with one header: Content-Type:
message/rfc822; forwarded=no, and whose body is origbody.

*Apply crypto to payload, yielding MIME tree output
*If crypto contains encryption:
-Create new empty list of header field names and values newh
-For header name and value (h,v) in origheaders:
oLet newval be hcp(h, v)
oIf newval is not null:
oAppend (h,newval) to newh
-Set origheaders to newh
*For header name and value (h,v) in origheaders:
-Add header h of output with value v
*Return output

Note that the Header Confidentiality Policy hcp is ignored if crypto
does not contain encryption. This is by design.



4.1.2.4. Composing with "Injected Headers" Header Protection

To compose a message using "Injected Headers" header protection, the
composing MUA needs one additional input in addition to the Header
Confidentiality Policy hcp defined in Section 4.1.2.2.

*legacy: a boolean value, indicating whether any recipient of the
message is believed to have a legacy client. If all recipients
are known to implement this draft, legacy should be set to false.
(How a MUA determines the value of legacy is out of scope for
this document; an initial implementation can simply set it to
true)

The revised algorithm for applying cryptographic protection to a
message is as follows:

*Create a new MIME leaf part legacydisplay with header Content-
Type: text/plain; protected-headers="v1" and an empty body.

*if crypto contains encryption, and legacy is true:
-For each header name and value (h,v) in origheaders:

oIf h is user-facing (see [I-D.autocrypt-lamps-protected-
headers]):

oIf hcp(h,v) is not v:
0Add h: v to the body of legacydisplay. For example,
if h is Subject, and v is lunch plans?, then add the
line Subject: lunch plans? to the body of
legacydisplay
*If the body of legacydisplay is empty:
-Let payload be MIME part origbody, discarding legacydisplay

*Else: (body of legacydisplay is not empty)

-Construct a new MIME part wrapper with Content-Type:
multipart/mixed

-Give wrapper exactly two subparts: legacydisplay and origbody,
in that order.

-Let payload be MIME part wrapper
*For each header name and value (h,v) in origheaders:

-Add header h of MIME part payload with value v



*Set the protected-headers parameter on the Content-Type of
payload to vi

*Apply crypto to payload, producing MIME tree output
*If crypto contains encryption:
-Create new empty list of header field names and values newh
-For header name and value (h,v) in origheaders:
oLet newval be hcp(h, v)
oIf newval is not null:
0Add newh[h] to newval
-Set origheaders to newh
*For each header name and value (h,v) in origheaders:
-Add header h of output with value v
*Return output
Note that both new parameters (hcp and legacy) are effectively
ignored if crypto does not contain encryption. This is by design,
because they are irrelevant for signed-only cryptographic
protections.
4.1.2.5. Choosing Between Wrapped Message and Injected Headers
When composing a message with end-to-end cryptographic protections,
an MUA SHOULD protect the headers of that message as well as the
body.
An MUA MAY protect the headers of any outbound message using either
the "Wrapped Message" or the "Injected Headers" style of protection.
See Section 4.2 for more discussion about reasons to choose one

mechanism or another.

[[ TODO: this document should recommend generation of one particular
scheme by default for new implementers ]]

4.1.3. Default Header Confidentiality Policy

An MUA SHOULD have a sensible default Header Confidentiality Policy,
and SHOULD NOT require the user to select one.



The default Header Confidentiality Policy SHOULD provide
confidentiality for the Subject header field by replacing it with
the literal string [...]. Most users treat the Subject of a message
the same way that they treat the body, and they are surprised to
find that the Subject of an encrypted message is visible.

[[ TODO: select one of the two policies below the recommended
default ]]

4.1.3.1. Minimalist Header Confidentiality Policy

Accordingly, the most conservative recommended Header
Confidentiality Policy only protects the Subject:

hcp_minimal(name, val_in) --> val_out: if name is 'Subject': return
"[...]"' else: return val_in

4.1.3.2. Strong Header Confidentiality Policy

Alternately, a more aggressive (and therefore more privacy-
preserving) Header Confidentiality Policy only leaks a handful of
fields whose absence is known to increase rates of delivery failure,
and simultaneously obscures the Message-ID behind a random new one:

hcp_strong(name, val_in) --> val_out: if name in ['From', 'To',
'Cc', 'Date']: return val_in else if name is 'Subject': return
'"[...]"' else if name is 'Message-ID': return
generate_new_message_id() else: return null

The function generate_new_message_id() represents whatever process
the MUA typically uses to generate a Message-ID for a new outbound
message.

4.1.3.3. Offering Stronger Header Confidentiality

A MUA MAY offer even stronger confidentiality for headers of an
encrypted message than described in Section 4.1.3.2. For example, it
might implement an HCP that obfuscates the From field, or omits the

Cc field, or ensures Date is represented in UTC (obscuring the local
timezone).

The authors of this document hope that implementers with deployment
experience will document their chosen Header Confidentiality Policy
and the rationale behind their choice.

4.1.4. Recelving Side

An MUA that receives a cryptographically-protected e-mail will
render it for the user.



The receiving MUA will render the message body, a selected subset of
header fields, and (as described in [I-D.dkg-lamps-e2e-mail-
guidance]) provide a summary of the cryptographic properties of the
message.

Most MUAs only render a subset of header fields by default. For

example, few MUAs typically render Message-Id or Received header
fields for the user, but most do render From, To, Cc, Date, and

Subject.

A MUA that knows how to handle a message with protected headers
makes the following two changes to its behavior when rendering a
message:

*If it detects that an incoming message had protected headers, it
renders header fields for the message from the protected headers,
ignoring the external (unprotected) headers.

*It includes information in the message's cryptographic summary to
indicate the types of protection that applied to each rendered
header field (if any).

A MUA that handles protected headers does not need to render any new
header fields that it did not render before.

4.1.4.1. Identifying that a Message has Protected Headers

An incoming message can be identified as having protected headers
based on one of two signals:

*The Cryptographic Payload has Content-Type: message/rfc822 or
Content-Type: message/global and the parameter forwarded has a
value of no. See Section 4.1.4.3 for rendering guidance.

*The Cryptographic Payload has some other Content-Type and it has
parameter protected-headers set to vl. See Section 4.1.4.4 for
rendering guidance.

Messages of both types exist in the wild, and a sensible MUA should
be able to handle them both. They provide the same semantics and the
same meaning.

4.1.4.2. Updating the Cryptographic Summary

Regardless of whether a cryptographically-protected message has
protected headers, the cryptographic summary of the message should
be modified to indicate what protections the headers have.



Each header individually has exactly one the following protections:

*unprotected (this is the case for all headers in messages that
have no protected headers)

*signed-only (bound into the same validated signature as the
enclosing message, but also visible in transit)

*encrypted-only (only appears within the cryptographic payload;
the corresponding external header was either omitted or
obfuscated)

*encrypted-and-signed (same as encrypted, but additionally is
under a validatd signature)

Note that while the message itself may be encrypted-and-signed, some
headers may be replicated on the outside of the message (e.g. Date)
Those headers would be signed-only, despite the message itself

being encrypted-and-signed.

Rendering this information is likely to be complex and messy ---
users may not understand it. It is beyond the scope of this document
to suggest any specific graphical affordances or user experience.
Future work should include examples of successful rendering of this
information.

4.1.4.3. Rendering a Wrapped Message

>
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When the Cryptographic Payload has Content-Type of message/rfc822 or
message/global, and the parameter forwarded is set to no, the values
of the protected headers are drawn from the headers of the
Cryptographic Payload, and the body that is rendered is the body of
the Cryptographic Payload.

.1.4.3.1. Example Signed-Only Wrapped Message

Consider a message with this structure, where the MUA is able to
validate the cryptographic signature:

L—application/pkcs7-mime; smime-type="signed-data"
4 (unwraps to)
L-message/rfc822 [Cryptographic Payload]
L—-multipart/alternative [Rendered Body]
— text/plain
L— text/html

The message body should be rendered the same way as this message:
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L-multipart/alternative

— text/plain
L— text/html

It should render header fields taken from part C.

Its cryptographic summary should indicates that the message was
signed and all rendered header fields were included in the
signature.

The MUA SHOULD ignore header fields from part A for the purposes of
rendering.

4.1.4.3.2. Example Encrypted-and-Signed Wrapped Message

n
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Consider a message with this structure, where the MUA is able to
validate the cryptographic signature:

L—application/pkcs7-mime; smime-type="enveloped-data"
T (decrypts to)
L—application/pkcs7-mime; smime-type="signed-data"
& (unwraps to)
L-message/rfc822 [Cryptographic Payload]
L—-multipart/alternative [Rendered Body]
— text/plain
L— text/html

The message body should be rendered the same way as this message:

L-multipart/alternative
— text/plain
L—text/html

It should render headers taken from part I.

Its cryptographic summary should indicates that the message was
signed and encrypted. Each rendered header field found in I should
be compared against the header field of the same name from F. If the
value found in F matches the value found in I, the header field
should be marked as signed-only. If no matching header field was
found in F, or the value found did not match the value from I, the
header field should be marked as signed-and-encrypted.

4.1.4.4. Rendering a Message with Injected Headers

When the Cryptographic Payload does not have a Content-Type of
message/rfc822 or message/global, and the parameter protected-
headers is set to v1, the values of the protected headers are drawn
from the headers of the Cryptographic Payload, and the body that is
rendered is the Cryptographic Payload itself.



4.1.4.4.1. Example Signed-only Message with Injected Headers

L L—application/pkcs7-mime; smime-type="signed-data"
¢ (unwraps to)
M L—multipart/alternative [Cryptographic Payload + Rendered Body]

N  }—text/plain
0 L—text/html

The message body should be rendered the same way as this message:

=

L—-multipart/alternative
— text/plain
0 L—text/html

=

It should render header fieldss taken from part M.

Its cryptographic summary should indicates that the message was
signed and all rendered header fields were included in the
signature.

The MUA SHOULD ignore header fields from part L for the purposes of
rendering.

H

.1.4.4.2. Example Signed-and-Encrypted Message with Injected Headers

Consider a message with this structure, where the MUA is able to
validate the cryptographic signature:

P L—application/pkcs7-mime; smime-type="enveloped-data"

T (decrypts to)
Q L—application/pkcs7-mime; smime-type="signed-data"

& (unwraps to)

R L-multipart/alternative [Cryptographic Payload + Rendered Body]
S — text/plain
T L— text/html

The message body should be rendered the same way as this message:
R L—-multipart/alternative
S |—text/plain

T L—text/html
It should render headers taken from part R.

Its cryptographic summary should indicates that the message was
signed and encrypted. As in Section 4.1.4.3.2, each rendered header
field found in R should be compared against the header field of the
same name from P. If the value found in P matches the value found in
R, the header field should be marked as signed-only. If no matching
header field was found in P, or the value found did not match the




value from R, the header field should be marked as signed-and-
encrypted.

4.1.4.4.3. Do Not Render Legacy Display Part

As described [I-D.autocrypt-lamps-protected-headers], a message with
cryptographic confidentiality protection MAY include a "Legacy
Display" part for backward-compatibility with legacy MUAs

The receiving MUA SHOULD avoid rendering the Legacy Display part to
the user at all, since it is aware of and can render the actual
Protected Headers.

If a Legacy Display part is detected, it and its enclosing
multipart/mixed wrapper should be discarded before rendering.

4.1.4.4.3.1. Legacy Display Detection Algorithm

A receiving MUA acting on a message SHOULD detect the presence of a
Legacy Display part and the corresponding "original body" with the
following simple algorithm:

*Check that all of the following are true for the message:

*The Cryptographic Envelope must contain an encrypting
Cryptographic Layer

*The Cryptographic Payload must have a Content-Type of multipart/
mixed

*The Cryptographic Payload must have exactly two subparts

*The first subpart of the Cryptographic Payload must have a
Content-Type of text/plain or text/rfc822-headers

*The first subpart of the Cryptographic Payload's Content-Type
must contain a property of protected-headers, and its value must
be vi1.

*If all of the above are true, then the first subpart is the
Legacy Display part, and the second subpart is the "original
body". Otherwise, the message does not have a Legacy Display
part.

4.1.4.4.3.2. Legacy Display Example

Consider a message with this structure, where the MUA is able to
validate the cryptographic signature:



U L—application/pkcs7-mime; smime-type="enveloped-data"
T (decrypts to)

V L—application/pkcs7-mime; smime-type="signed-data"
¢ (unwraps to)

W  L—multipart/mixed [Cryptographic Payload]

X — text/plain [Legacy Display]

Y L-multipart/alternative [Rendered Body]

z — text/plain

A L— text/html

The message body should be rendered the same way as this message,
effectively hiding the Legacy Display part (X) and its wrapper:

Y L—multipart/alternative
Z |—text/plain
A' L—text/html

It should render headers taken from part W, following the same
guidance as in Section 4.1.4.4.2 and Section 4.1.4.3.2 about the
cryptographic status of each rendered header field.

4.1.4.5. Affordances for Debugging and Troubleshooting

Note that advanced users of an MUA may need access to the original
message, for example to troubleshoot problems with the MUA itself,
or problems with the SMTP transport path taken by the message.

A MUA that applies these rendering guidelines SHOULD ensure that the
full original source of the message as it was received remains
available to such a user for debugging and troubleshooting.

4.1.4.6. Composing a Reply to an Encrypted Message with Protected
Headers

When composing a reply to an encrypted message with protected
headers, the MUA is acting both as a receiving MUA and as a sending
MUA. Special guidance applies here, as things can go wrong in at
least two ways: leaking previously-confidential information, and
replying to the wrong party.

4.1.4.6.1. Avoid Leaking Encrypted Headers in Reply

As noted in [I-D.dkg-lamps-e2e-mail-guidance], an MUA in this
position MUST NOT leak previously-encrypted content in the clear in
a followup message. The same is true for protected headers.

Values from any header field that was identified as either encrypted
or signed-and-encrypted based on the steps outlined above MUST NOT
be placed in cleartext output when generating a message.



In particular, if Subject was encrypted, and it is copied into the
draft encrypted reply, the replying MUA MUST obfuscate the Subject
field in the cleartext header as described above.

[[ TODO: formally describe how a replying MUA should generate a
message-specific Header Protection policy based on the cryptographic
status of the headers of the incoming message ]]

4.1.4.6.2. Avoid Misdirected Replies to Encrypted Messages with
Protected Headers

wWhen replying to a message, the Composing MUA typically decides who
to send the reply to based on:

*the Reply-To, Mail-Followup-To, or From headers

*optionally, the other To or Cc headers (if the user chose to
"reply all")

When a message has protected headers, the replying MUA MUST populate
the destination fields of the draft message using the protected
headers, and ignore any unprotected headers.

This mitigates against an attack where Mallory gets a copy of an
encrypted message from Alice to Bob, and then replays the message to
Bob with an additional Cc to Mallory's own e-mail address in the
message's outer header.

If Bob knows Mallory's certificate already, and he replies to such a
message without following the guidance in this section, it's likely
that his MUA will encrypt the cleartext of the message directly to
Mallory.

4.1.4.7. Implicitly-rendered Header Fields

While From and To and Cc and Subject and Date are often explicitly
rendered to the user, some header fields do affect message display,
without being explicitly rendered.

For example, Message-Id, References, and In-Reply-To header fields
may collectively be used to place a message in a "thread" or series
of messages.

In another example, Section 4.1.4.6.2 observes that the value of the
Reply-To field can influence the draft reply message. So while the
user may never see the Reply-To header directly, it is implicitly
"rendered" when the user interacts with the message by replying to
it.




An MUA that depends on any implicitly-rendered header field in a
message with protected headers SHOULD use the value from the
protected header, and SHOULD NOT use any value found outside the
cryptographic protection.

4.1.4.8. Unprotected Headers Added in Transit

Some headers are legitimately added in transit, and could not have
been known to the sender at message composition time.

The most common of these headers are Received and DKIM-Signature,
neither of which are typically rendered, either explicitly or
implicitly.

If a receiving MUA has specific knowledge about a given header
field, including that:

*the header field would not have been known to the original
sender, and

*the header field might be rendered explicitly or implicitly,

then the MUA MAY decide to operate on the value of that header field
from the unprotected header section, even though the message has
protected headers.

The MUA MAY prefer to verify that the headers in question have
additional transit-derived cryptographic protections (e.g., to test
whether they are covered by a valid DKIM-Signature) before rendering
or acting on them.
Specific examples appear below.
4.1.4.8.1. Mailing list headers: List-* and Archived-At

If the message arrives through a mailing list, the list manager
itself may inject headers (most of which start with List-) in the
message:

*List-Archive

*List-Subscribe

*List-Unsubscribe

*List-Id

*List-Help

*List-Post



*Archived-At

For some MUAs, these headers are implicitly rendered, by providing
buttons for actions like "Subscribe", "View Archived Version",
"Reply List", "List Info", etc.

An MUA that receives a message with protected headers that contains
these header fields in the unprotected section, and that has reason
to believe the message is coming through a mailing list MAY decide
to render them to the user (explicitly or implicitly) even though
they are not protected.

FIXME: other examples of unprotected transit headers?
4.2. Backward Compatibility Use Cases
4.2.1. Receiving Side MIME-Conformant

This section applies to the case where the sending side (fully)
supports Header Protection as specified in this document, while the
receiving side does not support this specification, but is MIME-
conformant according to [RFC2045], ff. (cf. Section 3.1.2 and
Section 3.1.2.1)

The sending side specification of the main use case (cf. Section
4.1) MUST ensure that receiving sides can still recognize and
display or offer to display the encapsulated data in accordance with
its media type (cf. [REC2049], Section 2). In particular, receiving
sides that do not support this specification, but are MIME-
conformant according to [RFC2045], ff. can still recognize and
display the Message intended for the user.

[[ TODO: Verify once solution is stable and update last sentence. ]]
4.2.2. Receiving Side Not MIME-Conformant

This section applies to cases where the sending side (fully)
supports Header Protection as specified in this document, while the
receiving side neither supports this specification nor is MIME-
conformant according to [RFC2045], ff. (cf. Section 3.1.2 and
Section 3.1.2.2).

[I-D.autocrypt-lamps-protected-headers] describes a possible way to
achieve backward compatibility with existing S/MIME (and PGP/MIME)
implementations that predate this specification and are not MIME-
conformant (Legacy Display) either. It mainly focuses on email
clients that do not render emails which utilize header protection in
a user friendly manner, which may confuse the user. While this has
been observed occasionally in PGP/MIME (cf. [RFC3156]), the extent
of this problem with S/MIME implementations is still unclear. (Note:




5.

5.

At this time, none of the samples in [I-D.autocrypt-lamps-protected-
headers] apply header protection as specified in Section 3.1 of
[REC8551], which is wrapping as Media Type "message/RFC822".)

Should serious backward compatibility issues with rendering at the
receiving side be discovered, the Legacy Display format described in
[I-D.autocrypt-lamps-protected-headers] may serve as a basis to
mitigate those issues (cf. Section 4.2).

Another variant of backward compatibility has been implemented by
PpEp [I-D.pep-email], i.e. pEp Email Format 1.0. At this time pEp has
implemented this for PGP/MIME, but not yet S/MIME.

Usability Considerations

This section describes concerns for MUAs that are interested in easy
adoption of header protection by normal users.

While they are not protocol-level artifacts, these concerns motivate
the protocol features described in this document.

See also the Usability section in [I-D.dkg-lamps-e2e-mail-guidance].

1. Mixed Protections Within a Message Are Hard To Understand
[[ TODO 1]
2. Users Should Not Have To Choose a Header Confidentiality Policy
[[ TODO 1]
Security Considerations
[[ TODO 1]
Privacy Considerations
[[ TODO 1]
IANA Considerations
This document requests no action from IANA.
[[ RFC Editor: This section may be removed before publication. ]]
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Appendix A. Test Vectors

This section contains sample messages using the different schemes
described in this document. Each sample contains a MIME object, a
textual and diagrammatic view of its structure, and examples of how
an MUA might render it.

The cryptographic protections used in this document use the S/MIME
standard, and keying material and certificates come from [I-D.ietf-
lamps-samples].

These messages should be accessible to any IMAP client at imap://
bob@header-protection.cmrg.net/ (any password should authenticate to
this read-only IMAP mailbox).

You can also download copies of these test vectors separately at
https://header-protection.cmrg.net.

If any of the messages downloaded differ from those offered here,
this document is the canonical source.

A.1. Baseline Messages
These messages offer no header protection at all, and can be used as
a baseline. They are provided in this document as a counterexample.
An MUA implementer can use these messages to verify that the
reported cryptographic summary of the message indicates no header
protection.

A.1.1. No cryptographic protections over a simple message

This message uses no cryptographic protection at all. Its body is a
text/plain message.

It has the following structure:
L— text/plain 152 bytes

Its contents are:


https://www.rfc-editor.org/info/rfc6532
https://www.rfc-editor.org/info/rfc7489

MIME-Version: 1.0

Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

Subject: no-crypto

Message-ID: <no-crypto@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:00:02 -0500

This is the no-crypto message.

This message uses no cryptographic protection at all. 1Its body is a
text/plain message.

Alice
alice@smime.example

A.1.2. S/MIME signed-only signedData over a simple message, No Header
Protection

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a text/plain message. It uses no header protection.

It has the following structure:
L—application/pkcs7-mime [smime.p7m] 3852 bytes
¢ (unwraps to)

L— text/plain 204 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part

Message-ID: <smime-one-part@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:01:02 -0500
®1vRE510r0Q1lSHoe49NAaKtDANBgkqhkiGOwOBAQOFADBVYMQOWCWYDVQQKEWRJ 1l
OVKENEbM11gD5H14EC4Muxqlu@q2XgX0SBHI6GDTX/4LDsfx7fSIus8gwVvyY3wgMeu]juwdRrjFBSXkk7pWpjXwsA3A5G0tzOFpfgyC70
XSVCF7q4WHWZW1eYXFK1QHJID73nQwXP968+A/3rBX7Ph0ODBbZnfitOLPgPEW]jTt
dgoVvQQ6wz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQVtkWQHi6syTjGsgkLcLNau5LZ
DQUAsGV+SA03nBdWCRYV+I65x8Kf4hCxqgmjV3d/2NKRUGBXnDe/N+iDz3X0zE0O]
0fgXgg4SWcCOnsGllyyXt1TL270I6ATKRGIWiQVCCpDtcONT6vdAI45bCSZzZSCAWEA
AaOBrzCBrDAMBgNVHRMBATf8EAjAAMBCGA1UdIAQQMA4wWDAYKYIZIAWUDAQEWATAE



BgNVHREEFzAVgRNhbG1jZUBzbW1ltZS51eGFtcGx1MBMGA1Ud JQQMMAOGCCSGAQUF
BWMEMA4GA1UdDWEB/wQEAWIGWDAdBgNVHQ4EFgQUU/bMsi®dBhIc164papAQOyBm
ZNMwHWYDVROjBBgwFOAUKTCOTACXDKTXCShINhpnHGh29FkwDQY JK0ZIhvcNAQEN
BQADggEBAHOJojanzgmgaSN3/gqSQ4cbbmdj/R40BEPr+gXT+xiidfZ2iLNwYyTn
eUK6AChwKfnNvOFb81V1iffRTF/KtmVEDMR/sYeqAH83KM5p3el21Vh40HhyIOQgN
uz50ShNaACSioQ23WxHGVYy9vsdVfnbhsplrwg9NQ2wWbpCmK+20Mh20Y10Z/wvXMt
9¢cG6jbMvcdH4z0I0vg6mrYKKTM/RCGNumghxwYToj10yD5Gs4D2IJCw+fX50Dxh5
2MbNRYXTus2ZPRPM8JXNQC4GWv4km3M4rKnJIDd6hnoQ9rNeozIcBVyybQYjfrgg4
DRvwW9Ksk220H4Con1B8f7R7s1LM2cSYXggIAMIIB/AIBATBSMFUXDTALBgNVBAOT
BE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMg
UINBIENlcnRpZmljYXRpb24gQXV0aG9yaXR5AhM3QQV57XV/QqmiXDrO+GromgnX
MASGCWCGSAF1AwQCAaBpMBgGCSqGSIb3DQEJAZELBgkqhkiGOwOBBWEWHAY JKOZI
hvcNAQkFMQ8XDTIXMDIYMDEIMDEWMlowLwYJKoZIhvcNAQKEMSIEIESMi+9/LULD
fGjj+6US50VNLFXxbzvyVJIOwzwnTS114DYyMAGGCSqGSIb3DQEBAQUABIIBACJHeayB
UllC4GdcgdojTUjoely6UIbrSg/akKZgAkCB8DwWqOhdU10giun6WKI/TXM51izpRvL
UsNBGmgknPBMFhvwX6KCrwFkOp@j5Y5DZgX30deiQiGTUV3NiwZGTrKJI3JkyymFO
HGbe5Thrq3inRLVfilEuIZewaJsnJhKfnEq9fSE9icTI501PDAH6MZbWEhpYMU3F
KBk2qJINQqJIX6bo60rCogu3wXDjoOwxnqEXmeNDH5/+L9UVZur+EWzviUc8Ldd/kP3L
D007ivs10bAWe8Tbw7NjuP8Z1Vvzcv]j3nXWzZzxh2ymDIOvyJA+tOLHQvSN/fhdw
fC6Pm51fEkabbmw=

A.1.3. S/MIME signed-only multipart/signed over a simple message, No
Header Protection

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a text/plain message. It uses no
header protection.

It has the following structure:
L-multipart/signed 4156 bytes
— text/plain 224 bytes

L—application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:



MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="76c";
micalg="sha-256"

Subject: smime-multipart

Message-ID: <smime-multipart@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:02:02 -0500

--76¢C

MIME-Version: 1.0

Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

This is the smime-multipart message.

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a text/plain message. It uses no
header protection.

Alice
alice@smime.example

--76¢C
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITIJ4AYJIKOZIhvcNAQCcCOIIJOTCCCCcOCAQEXDTALBglghkgBZQMEAQEWCWY JKOZI
hvcNAQCBOIIHpjCCA88wggK30AMCAQICEWSt JbOR0OZAKZzkIJUhGHUPTQGirQwDQYJ JQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/WQEAWIFIDAdBgNVHQ4EFgQUOINB1UQ8gCKkVTAE]
80e0r83zdw8wHwYDVROjBBgwFOAUKTCOTACXDKFXCSh1NhpnHGh29FkwDQY JKoZI
hvcNAQENBQADQQEBAIFJeKCcsTKCcFqQMpTryujRGzJdYA+R9eBAuDLsatbtKt14F
zkgRy0g31/+Cw7H8e30iLrPIF1WN1qjHrjg0yIs5AQ/hgxLvLir3hEUV2Z3MRsMt
jH2x9SG91PEMO469gTfPNCcIgMGHjMTg1qvaKcLQP5UZpEYPLror2X4P5uXxaPOLIZR
ZWmkw1RF7FOD7PfB5v94M5274XYXW2W4uKGd7QGNUZROSVSYKGiWDp1JhgXwfDz8



ABenITGXNoEKAFvvjiCgh64P1hIeMorj36pgL190oWZD6YrzSWHUz1FOOjuyu0fQs
qméhvrDTgNpHNZO15F0URZza1SkCvi9GFmMNUPoVgwggPPMIICt6ADAgECAhM3QQV5
7XV/QqmiXDr0+GrOomgnXMAOGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEYX
ETAPBgNVBASTCEXBTVBTIFAdHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIENL
CcnRpZmljYXRpb24gQXV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFOYDZIWNTIWOTI3
MDY 1NDE4WjA7MQOwWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUYBXRZEXMBUG
ALUEAXMOQWXpPY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWGYEK
A0IBAQCO9INnoWDgWPk2af0+StijSNORBK/hN8D+10780ullsk4ASvSwjsCNo7sHU
a4xQU15J06VqY18LANWORj rc9BaX4MguzsbFXBe6uFhimVpXmFxSpUBYyQ+950MFz
/evPgP96wV+z4TtAWW2Z34rTiz4DXMIO7XYNFUEOls/gkUP2GxzymsO2kaYWTut3
SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbB1fkgKNSwXVgkWFfiOucfCn+IQ
saqpold3f9jSkbtAV5w3vzTfog8919MXKI9H614KUE1NAtJ7BtZcs17dUy9u9COgE
ykRiVokFQgQqQ7XNDU+r3Se0Wwks7AgMBAAGjga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwWIBMAEWHQYDVRORBBCWFYETYWXpY2VAc21pbwWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBGNVHQ8BATS8EBAMCBSAWHQYD
VROOBBYEFLV2zLItHQYSHJeuKWqQQENMgZmZzMB8GA1UdIwQYMBaAFJEW]jnwHFwyn
8QkoZTYaZxxodvRZMAOGGCSqGSIb3DQEBDQUAA4IBAQBZziaI2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhwW/JvVdYn30Uxfyrzl
RAZEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZal1oPTUN1Im6QpivtgDIdqGJdGf8L1zLFXBuo2zL3HR+MOCDr40pq2JCkzPOQhp
7poIccGE6IOTSg+RrOoA9iCQsPN1+Tg8YedjGzUWFO7rNmTOTzPCVZUAUBlr+JJtz
OKypyQ3e0Z6EPazXgMyHAVCcsmOGI364I0A0b8PSrINt jh+AqJI5QFfH+0e7NSzNnEm
MY ICADCCAfwCAQEwWbDBVMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1QUYBX
RZEXMC8GA1UEAXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2F@awWOuIEF1dGhv
cmlOeQITNOEFeell1fOKpolw69PhqzpqplzALBglghkgBZQMEAgGgaTAYBgkghkiG
9wOBCQMXCwY JK0ZIhvcNAQCcBMBWGCSqGSIb3DQEJIBTEPFWOYMTAYMjAXNTAYMDJa
MC8GCSqGSIb3DQEJBDEiIBCBBQlio2vX/ul9qayJ1Cm1QL6VZYOTfBeGz907nEZCRO
+zANBgkghki1iGOwWOBAQEFAASCAQARVWKQYbbPUADZ7KqyO09LUESAETBXOF80SHKNZ
UXrHzZo8JdKaKxr/cTAuzBvoTxsmqvzP3ItCBm+javgXx22+tHTpqisz5jkoiWyNVS
e+F++YX8mXokgQpY26mzZ+15Mv8pYYhptn6zdkRU1+QOwwlDCc6ykkCZeXyc+Hf7c
X(qM6SPMQ+G7WIF6P2jHCId8Xyl17sdbLOi6PjotesHU+7nQsCjgI/iVR/ubWUdFX
CTg8HVy4p683V3YI9DORNP4M1Udmon8JasHDVAO240JcXxhJdnlzEYa4gOnwgu3kh9
3Y+NeucYCTObXCBQ2RLVQSpdNZfScXKLOQVZ3FtBOr6Bmtky

--76cC--

A.1.4. S/MIME encrypted and signed over a simple message, No Header
Protection

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain

message. It uses no header protection.

It has the following structure:



L—application/pkcs7-mime [smime.p7m] 6720 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 3960 bytes
1 (unwraps to)
L— text/plain 239 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: smime-enc-signed

Message-ID: <smime-enc-signed@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:03:02 -0500

MIITXAYJK0OZIhvcNAQCDOIITTTCCEOKkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCS(GSIb3DQEBAQUABIIBAE1K2Q02Ln506L9qgFNOdvuAuXnh2dLiYWIt
X7BOW2VMQCt rxTipZfUe+Y40V/Rxifp4gChJ21Cgt6A4hHYApD1yNgMR1pCT+ky6 KSOMRDH+WOMS5SNTf4vHHU
kjcSx5hafbhyiC5pPLLTRYIjObYgKraIMBXix7XKtSR/G7uD+HSIzhYUXqY0q2uQ
w7XiijbRd4bq9zqBbXriYyhFdo/JsBnYckjmmKcTLp6DfYTEZILKBJOepEiY5X4J
0JPeFyGxs7WSKDp1JZLZt jbMwvtEUUAWZ+iXDrix/rQhq7mZIWqIbG6QpxYX62CC
EC4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEBDWXZa6LrdPCgLUbNCkd3gAghAA
kaaty8gkFo4+y5iWe0qsbhz9paegmFbiGsTQxrta64sj8znKQTfQKz6/9g055IcDixI
STXPMV+w01jv6+Az0oy9qIP29UTLOMXAPOLDionSBTn/4VAWBMSUDRUS6]j k045K JFKNHrMIJAga8QqKy9eqKct4gW5FFT70wyB15YTodb
gqVxb3BEZ6ulshpZ9IGVzSOJImvke+Ptze86it00TQIJIWfrFqoag83GcCuQEyYEcIC
HXWFsZIbQ1UD2+YSWBOzRBUUUJ3U66w3J50DAYTYnieFNPuP@dhaAMsu7QQfLSZa
T/GbSibQoFXcDx6Maz5fbz1iduvoZZfERNMe5VN+q/w9Lx5e8hf1EZmTNMUuoRN90
wfT/wuMO6CC8FR2Ft7QLU80jgePQ6tAYWVASQ0VPBNOA82DUWZOI9eRD19+S8Z+1
QgjbPcZOACFQLCTbT6UZzrKp2vGSrA+IcS89+0BB+sKbtWPgTrK7QlJgc7NpHGyhZ
B1tAVXv4fPngqn+gSqGuerD/xmvszHMIIHq6Q4ADXbXxDE4ROyoV2afXUVyAMo85Q
eNG5WJ83Z12msJgx1+1EUzzoQXXvrZHmObMziCjV/P1lcu/ChtmuemopRxkplLbJlv
/mMChRaKv9TotDy2Dwz f5N5Xy58gb/0ktMXMdGpYtsQawYc742TCscrTqutBAXENM
dXAG0yelkVHBBCRCOUEWWhUGQKYmMKONQIpxduJYcLLhkMI+2QfyfdkODplEtXbX9
LaZzhPRi9osmmFOfnSkmt2mtD+W8uxBF7espDkUsidb8NiUtzBrSqTADQUIUAWSXG



322wFZODtpFM6NHPbYBTFIGLIR4LYyqTzyaSRItMkMiDFgNMWrNF6pMsToo+4GbARO
MWMIOMQg4XSMrKAinqu7T8UGWOt9bMfMIr TrpfETgQCL4vuronIiCbgcPWwW14U20BW
21T1duS002eRpeGA93U6zF7BbCm1EqPK45Qmm78NwMcI9i4GgHSG2sSEN8URMVOL
gp9+UmkhvLT26dZt kBOWPMEVOIWXx3e+F34eVzno5jAbiIxuUIdDPDwQg7xtrcLif
1RsaiGx7MtWsP6paqGBrYdHCXNt8P8k2ywNqRicTSThGOPOICNDWFwNaKa+9Ia7a
EnwWoFmNoNm/IUH+wbRQUNT70h0qu2mxdgMnygDhEELe1+4tGCTAPTbxSU3gxQyve
w686bzZPOuGLORTivmXKm73WuOHtUefT1rNdPsJIDfqEf08mEY4EDMh+Fa50S9Yj6
SGe8X9jDaTEJLd+yL7XEVAEQ7FxHbqo7twj/g4ImO@0eG2ngEchwWlYcuOrlgog4bv
kWwcMhOCcQ/9242sgCTG/ATAV1ix0Z16/WCzzY60Zxk1eA1P3Ar9NiQHGUVC1R00
Qxh1P/1KvyVMAQTtuEposNLUdXMydg81VErFuopYe]j3NJOPE7eA4BeIXNyrhxqfX
j23tfb3/C4uHEMgjnfW1LZI jwWrO0joEZa2+1G+Si7YQWLLIWFNQEEH2r pxQMnwvXx
282dIYpyY14PDLLN5NM1tY8MeMaNp6Q8rOowTDozmmZ9RONzbKJIL3FXSVENKgdJITT
v+gpLOvXou6qDdidAgXErGMOj68g8RnNsdw7Lj3FQH7JjLZiR3EQQGXRKDWTSVirW
0Dt sNyKBtHDBON/zOFTmgTVpYol2x/kV22C1Wn9ZArHFgZDxDyDj j JqxJwH1gVdE JCGUWPMOYRE6G64pVPOZ1AZm
STC7LY11zMhZL+RvhwbWqjkKeKN3hQM4/45BHGFVgg6k5iobcv781ZHW028SWila
dEgJLS0obB9ieOTfrwgBrBBHjpabwuyjS+QwjsF8SFLARD5TY1IugUvW5Swnucikh
X1rK/FaRRQJGzUesrkNO6L1pFiiRyWOnuDjdpaKV4P9pkEjHMtN3KFO5LjInXs+Z
07CcFOsX2K7FY4GCTFxGPSsgbcR/6zAFHVPjgPGDH51y0Te®O5RWLhgGEWqt7mIeSD
ppJdnY1LDFKOAFbXAFNjxhNwlfJilLB4vdsFgxGSYXfAjns8vZR62PgSEXXUMXr06
P70IAYisiU+9XuG400k8RFCZgN2Qdy50NDbYow8x3XR4BQu8+2sTIOnLVvJI0SjYNhT
8yHMhhAbJ15VWK1EaB2gMxmAISiCCkQQ4Y1StMc/LUk18X0dQmFOSFOL1puuGEpPM
V3BhxNxCReiXA8ulMtnytw++1h13qapALVu50sJBQ2sqrhc7vVhZTfiRQHr5s/197
0rBb1ZHv48Nb1W+tsSOV1+jwW/7AMUVQO+]j7wYDI8Q2GplujJO8iHXZw/YDjR+up4
bmQjK3xySaCi9ET58KY0jOY8ITVS61GMNObCkL23UGNWIS02gPECStdOksZt1vGX
X37skWsFPD3M85DqQeckjv3PFzGQL7ZZLUQmMMYqwG43DKrDJSZ1d7VYHMTYOrrMj
gN0o6iqzI+6Ygi81y14ZWTVeOFIHItOKV]tudz+90Qi9vEbDqF43+hiyWVg/a0ke8
ATGy7BZp5j/+SCr78/LvTko/5gafEymhaQmmsR7hskt3AhjfTyUfq/cAtuIm39U2
MmXRwPdrzWASGY/1FOQnrgBOT85+ID58J9VaP78mI/BtKO20wWWMT jbabR7J3RN+8
KW4H6eewVWBqghCnsJQuqibbZeFDjFgJ9kIaTvGDOTBehppOTidmppXM4D14J+V/
u7dSL257Dz1Kkk42gK4CsOP1dZwe888KIABF38AZ8dnWtD492eYxA9We6NB2rulo
K590l1l0Zdn+s1cF3DLfvVpyfkZ803EVgAPVXiDfHWuUVp1lgL8Cv5ahV1k9BJISD1CgC
Vwsm@1V1E7QeNh3gNdQI88tudwh5SVFk4U2cYI+dDMFUVDMzrUI3tKvWXNZOzn4V
Ce6EU2JPIcCOYUwWDHpsg5aj9BPKBguhQQybDpAAKkgSZLWhzAD7rEvo8TU8gzZ2KZ
zZH506GOFtU40oNinnrvyHX96/bG/V1izOE9YtQNYyEfxxS0BsZD9jgd1pG4j/FDF1Z
Ib+KUU08Y7GK10u+1+/WIVcpOnIsyIC4zGdM6DThCT6NnGrhKboduTgFS5NRH/HTO3
Vrbj/ZarKetlgzbzPgxotZiUfCVEuav9AVgxA2Zqg5afs6bRfohqyFqwKHiYV19C4
mOOV4HiSEFDGG3f5+Z]j/Xx6tnX9QxR81D0omUooh8aYs/iAzOnrKyux6GMHS1j8db
UbvQ+1VVNE3FjOxu46HkKzGtFqpgXxzDLKE9e7NJ+Hw4tbOLFINQOqS7iTcjMbwg
snexBuL6rf8NF28Ed1qQzCPLZVhnOd1+KKJIS7V/M8u/R/y22+IXzFSA2T1xhId09
Iduz3ByCz2HFJfVj7SameC3KANbRNBkdud1hclIBDS5Hhpqk4M813zmZRZWgLYjR



edtSaHUJA1HiKgAtQVeIz1lL6I1w3jVoHLOvVOdISoQpowwhejB9f47KRmUbdb5Pxb
0t2y1XJKYFfoCQUs1xkNAYyynSJAJ97yEAZm7aDmE4bjs33pz4L3nYx0/KUY6EB/E
eGgPk3Cdvt2JYY5BUFOXXYRKQQZO6CcImXzavJIXXWQUUB5k2QGOUYKPmwWNr2sdJQ
A8ehhmgGws+7gXwZQECNC3WOvmiGOBDYP3JVJIPiNLFVQN9K8ClE7+0emFn2UcCNyG
294h01GOUBPAbCdhAyDNNpVj5RSOEQY647agQHyp/gjSt4XeoaCIKaalb4iGpT+C
4r2BgRCcVUCAE3MRQFqiT6ccm+8h8eA7xtMB8CcO0gUTEIKK/WScODUsSCIB62P1gt j
KJ4xXQXTzzUCDMNACFp6mBTd3g2ZbnfHKSYyJdAVPigVbA+Qhy2eWUTYpi6yjTIYyT
eaQ2qafGppn850LFkdgdmE3Ty1UXOpAsqLYNINAa6YT3D/0J13VnThFKImywWIG6
Z2SLdOr07xoBUUAKHKFUuRauGYbVbU/Frmdylv6I9DhCqV/XEDa/tHOa/LWugvb+
X5A+g+kZiTiWRRLZYHungyjquAf/zeJsPYROQE14KHAQ30xCDk/dhwWdhDBnUXT8P
hzMj8VN3yjQA1vMNASuefj2/+MIkLkz6+XP1/1INLFHYi+EERgxXJ2mFm/sO2h9ONF
NhywBsBt sEwi+rVbfcRRBpVjR5MwWUOhNHMGXwg]j7rzvUkDe47ueXDP74j+Jcl068
r4jQ3sob123uSYryDHBZXxZSbwjFU2ufE8W+XL/NGwTwO4alHZfKsH4x4ZbGqwunf
U41lkcOY/ijmuhL5mn2YYUE6W40ywZuLx5WCv20AvQawMmNP9AeI1jcV9JiKa+8y0
sAallLzD78Dg4FK08t3d13Q==

A.1.5. No cryptographic protections over a complex message

This message uses no cryptographic protection at all. Its body is a
multipart/alternative message with an inline image/png attachment.

It has the following structure:

L-multipart/mixed 1357 bytes
F—multipart/alternative 780 bytes
| —text/plain 206 bytes
| .—text/html 290 bytes
L—image/png inline 232 bytes

Its contents are:



MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="0f4"
Subject: no-crypto-complex

Message-ID: <no-crypto-complex@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:00:02 -0500

--0f4
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="384"

--384

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the no-crypto-complex message.

This message uses no cryptographic protection at all. 1Its body is a
multipart/alternative message with an inline image/png attachment.

Alice

alice@smime.example

--384

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the <b>no-crypto-complex</b> message.</p>

<p>This message uses no cryptographic protection at all. 1Its body is a
multipart/alternative message with an inline image/png attachment.</p>
<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p>

--384--

--0f4

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGQgOAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACELIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE]jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2jo0447gYDpeArk+0OnJHKINAfTPRicihAf5YJrw7vjvOZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJIRUSErkJggg==

--0f4--



A.1.6. S/MIME signed-only signedData over a complex message, No Header
Protection

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline image/png
attachment. It uses no header protection.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 5229 bytes
4 (unwraps to)
L—-multipart/mixed 1274 bytes
F—multipart/alternative 868 bytes
| —text/plain 258 bytes
| .—text/html 339 bytes
L—image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-complex

Message-ID: <smime-one-part-complex@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:01:02 -0500
@aXBhcnQvYWxOZXJuYXRpdmUgbwWVzc2FnZSB3aXRoIGFUIGlubGlu
ZSBpbWFNZS9wbmcNCmFOAGFjaG11lbnQuUIE1OIHVZzZXMghm8gaGVhZGVyIHBYb3R1
Y3Rpb24uPCO9wPgOKPHA+PHROPiOtIDXici8+QWxpY2U8YnIvPmFsaWN1QHNtaw1l
LmV4YW1wbGU8SL3ROPjwvcD4NCiOtYzgxLSONCgOKLS1jOGINCKkNvbnR1bnQtVH1w
ZTogaW1hZ2UvcG5nDQpDb250ZW50LVRYYW5zZmVyLUVUY29kaw5n0iBiYXNING QN
CkNvbnR1bnQtRG1zcG9zaXRph246IG1lubGluzQOKDQppVkIPUNCcwSOdnbOFBQUFO
U1VORVVNQUFBQ1FBQUFBVUNBWUFBQUNOaVIWTKFBQUFjRWXFUVZSNDJ1V1RPeGJB
DQpPNQWATNzM5bk8zVHBSdzIwZHFwYmMZBULFFak95d213WW5DAGtES251YOXrNjZz
CWXUK3pOOWNpZGtFKzZLd2taDQpzZz3J36ZmNxVk1lwTDJqbzAONDANWURWZUFyaytP
bkpIa®@loQWZUUFJpY2loQwY1lwWUpydzd2anYwW1ldSVOOvdwWxpDQp2ZFBmMVFaMmtE
RD14cHBKOHABQUFBQkpSVTVFcmtKZ2dnPTONCgOKLS1jOGItLQOKOIIHpjCCA88w
ggK30AMCAQICEW8t JbOR0ZdAKzk JUNGHUPTQGirQwDQYJK0ZIhvcNAQENBQAWVTEN
MASGA1UEChMESUVURJERMA8GAL1UECXMITEFNUFMgVOCcXMTAVBgNVBAMTKFNhbXBs
ZSBMQU1QUyYBSU®EgQ2VydGlmawWNhdGlvbiBBdXRob3JpdHkwIBCNMTKkXMTIwWMDY1
NDE4WhgPMjA1MjAS5MjcwNjUGMThaMDsXDTALBgNVBAOTBEL1FVEYXETAPBgNVBAST
CExBTVBTIFdHMRCcwFQYDVQQDEW5BbG1jZSBMb3Z1bGFjZTCCASIWDQYJKoZIhvcN
AQEBBQADggEPADCCAQOCggEBAJqVKFqLwal jj+gBUCTkacKTg8cc20tJ9ZSed6U3
juUoizZVpMLCcP3MUKtLeLg9rimAfID1B/wlbdmadXPmrszyidmbuZmOpB5voVQTfiLY
Yy31i0x7Y0qzXr1l6udPO7kOsV+UdSNRFxrfKeoQEFXg0aGdmnx40G/e3plfIKMOdP
ZZLOOAJF5mM500xzXPL74zFCWp2f1ZKkuE4A6141koaZXCNSXL7wWTLMLeNTIBYb5k
sKqQUUQEHAMd1nmoNMgjYOVTVfcrvOw43GG8FtpSX+TWzB2zNS20F+XIVnzRG5Deo
ULQg8v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPxATf1iPsIVKarUCAWEAAaOBrzCBrDAM



BgNVHRMBAT8EAjAAMBCGA1UdIAQQMA4wDAYKYIZIAWUDAgEWATAeBgNVHREEFZzAV
gRNhbG1jZzUBzbW1ltZzS51eGFtcGx1MBMGA1UdJQQMMAOGCCSGAQUFBWMEMA4GA1Ud
DwWEB/wWQEAWIFIDAdBgNVHQ4EFgQUO1NB1UQ8gCkVfAE]j80e0r83zdw8wHwWYDVRO ]
BBgwFOAUKTCOfACXDKFXCSh1NhpnHGh29FkwDQY JKoZIhvcNAQENBQADgQEBAIFJ
eKCcsTKcFqQMpTryujRGzJdYA+R9eBAuDLsatbtKt14FzkgRy0g31/+Cw7H8e301
LrPIF1WN1qjHrjgOyIs5AQ/hgxLvLir3hEUV2Z3MRsMt jH2x9SGI1PEMO46gTFPNC
9gMGHjMTglqvaKcLQP5UzpEYPLror2X4P5uXxaPOLIZRzZWmkwlRF7FOD7PfB5v94
M5274XYXW2W4uKGd7QGNUZROSVSYKGiWDp1JhgXwfDz8A0enITGXNoEKAFvV]jiCq
h64P1hIeMorj36pgL190WZD6YrzSWHUZz1FOOjuyuOfQsqméhvrDTQNpHNZO15f0U
RzalSkCvi9GFmNUPoVgwggPPMIICt6ADAgECAhM3QQV57XV/QqmiXDr0+GromgnX
MAOGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEYXETAPBgNVBASTCEXBTVBT
IFdHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIEN1cNRpZmljYXRpb24gQXVe
aG9yaXR5MCAXDTESMTEYMDA2NTQXOFOYDZIWNTIWOTI3MDY1NDE4AW]A7MQOWCWYD
VQQKEWRJRVRGMREWDWYDVQQLEwhMQU1QUYBXRzZEXMBUGALUEAXMOQWXpY2UQgTG92
ZWxhY2UwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGYEKAOIBAQCO9InowWDgWPk2a
fO+Sti1jSNORBK/hN8D+10780ullsk4ASvSw]jsCNo7sHUa4xQU15J06VqY18LANWO
Rjrc9BaxX4MguzshbFXBe6uFh1imVpXmFxSpUBYyQ+950MFz/evPgP96wV+z4TtAwW2Z
34rTiz4DXMIO7XYNFUEOls/gkUP2Gxzyms02kaYWTut3SryCqeHEFbZFkB4urMk4
XrIJC3CzWruS2QOFHbB1fkgKN5wXVgkWFfiOucfCn+IQsaqpold3f9jSkbtAV5w3
vzf0g8919MXKI9H614KUELNAtJ7BtZcs17dUy9u9COgEYkRiVokFQgqQ7XNDU+r3
SeOWwks7AgMBAAGjga8wgawwDAYDVROTAQH/BAIWADAXBgNVHSAEEDAOMAWGCMCG
SAF1AWIBMAEWHQYDVRORBBCWFYETYWXpPY2VAc21pbWUuzZXhhbXBsZTATBgNVHSUE
DDAKBggrBgEFBQcDBDAOBgNVHQ8BAT8EBAMCBSAWHQYDVROOBBYEFLV2ZzLItHQYS
HJeuKWgQENMgZmZzMB8GA1UdIwQYMBaAFJEwW]jnwHFwyn8QkoZTYaZxxodVvRZMAGG
CSqGSIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4KkkOHG25nY/@eNARD6/OFO/SY
onX2doizcGMk53riugAocCn5zbzhw/JvdYn30UxfyrZ1RAzEf7GHqgB/NyjoOad3p
dpVYeDh4ciNKjbs+aEoTWgAKkogENt1sRx1cvb7HVX524bKZaloPTUNIm6QpivtgD
IdqGJdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzPOQhp7poIccGE6I9Tsg+Rr0A9
iCQsPn1+Tg8YedjGzUWFO7rNmTOTzPCVzUAUBlr+JJtz0KypyQ3eoZ6EPazXqMyH
AVCSMOGI364I0A0b8PSrINt jh+AqI5QfH+0e7NSZNNEmMMYICADCCATFWCAQEWhDBY
MQOWCwYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUYBXRzZEXMC8GAL1UEAXMOU2Ft
CGX1IEXBTVBTIFJTQSBDZXJOaWZpY2FOawWOuIEF1dGhvcmlOeQITNOEFeell1fOKp
0lw69Phqzpqpl1zALBglghkgBZQMEAgGgaTAYBgkghkiGOwOBCQMXCwYJKoZIhvcN
AQCcBMBWGCS(QGSIb3DQEJBTEPFWOYMTAYMjAXNzAXMDJaMC8GCSqGSIb3DQEJBDEL
BCCB03TZITs9IUGlglclkkamrYqlpC+gAOmbM6mBrJawJIDANBgkghkiGOwOBAQEF
AASCAQARPMjNRbLD+Z6820raEKCbEbDsym9OMrdunkcZ+ivEj+AHTU9r t+LBdvTh
gHEKrww8/HJ8C9eybTU4XJ1VzbvGLRFhLPrLNz23qygzUH9AJI3n0ONY9eGAHLRagc
Ij3L+IA0R]jfC3K000sO/rLfb/14EmMLCUDJI1ShrsqCrFfXQxKi9dwWwvVZUzESGQG
1hkY580+N06WN/OSSWTHNNXrg1RKgl5PyaHfWtySsMZjuUOCJr1QDMeKBSE7dpTjX
WA5N/m9eBDASJyz1xdLOHGfJ1uWn/VROLm4xbscAdVIEM5gaH904QKf7jXA1709n
YyUuP+ZEhRpnjHfJ3XjFKuHiZ36Yon



A.1.7. S/MIME signed-only multipart/signed over a complex message, No
Header Protection

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses no header protection.

It has the following structure:

L—-multipart/signed 5185 bytes

F—multipart/mixed 1330 bytes

| F—multipart/alternative 924 bytes

| | —text/plain 278 bytes

| | .—text/html 362 bytes

| .—image/png inline 232 bytes
L—application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:



MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="d66";
micalg="sha-256"

Subject: smime-multipart-complex

Message-ID: <smime-multipart-complex@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:02:02 -0500

--d66
MIME-Version: 1.0
Content-Type: multipart/mixed; boundary="7fe"

--7fe
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="848"

--848

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the smime-multipart-complex message.

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses no header protection.

Alice

alice@smime.example

--848

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the <b>smime-multipart-complex</b> message.</p>

<p>This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses no header protection.</p>
<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p>

--848--

--7fe

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline



1VBORWOKGgOAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAQS739n03TpRw20dgpbfARQE]jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0nJHKINAfTPRicihAf5YJrw7vjvOZWRWM/uli
vdPf1QZ2kDD9Xxppd8wAAAABJIRUSErkJggg==

--7fe--

--d66
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MIIJ4AYJIKOZIhvcNAQCCOIIJOTCCCCcOCAQEXDTALBglghkgBZQMEAQEWCWY JKOZI
hvcNAQCcBOIIHpjCCA88wggK30AMCAQICEW8tJIJhOR0OZAKZzKkIJUhE6HUPTQG1irQwDQYJ
KoZIhvcNAQENBQAWVTENMASGA1UEChMESUVURjERMA8GALIUECXMITEFNUFMgVOCX
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUYBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3Jp
dHkwIBCNMTKkXMTIWMDY1INDE4WhgPMjA1MjAS5MjcwNjUOMThaMDsXDTALBgNVBAOT
BE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMRCwWFQYDVQQDEW5BbG1jZSBMb3Z1bGFj
ZTCCASIwDQYJK0oZIhvcNAQEBBQADgGEPADCCAQOCYgEBAJQVKFqLwal jj+gBUCTk
ackKTg8cc20tJ9ZSed6U3jU0iZVpMLCP3MUKtLeLg9r1mATID1B/wlbdmadXPmrsz
yidmbuzZmOpB5voVQfiLYYy3i0x7Y0qzXr1l6udPO7k0sV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3plfIKMOAPzZLOOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koazXC
NSXL7wWTLMLeNT9Byb5ksKqUugEHAMd1nmoNMgjYOVFVFcrvowd3GG8F tpSX+TWz
B2zNS20F+XIVnzRG5DeoULQq8v88Z5bLpIJd/nx26r8A4SSwIBaVv4AwPxXAf1iPSIVK
arUCAwEAAaOBrzCBrDAMBgNVHRMBAT8EA]jAAMBCGA1UdIAQQMA4wDAYKYIZIAWUD
AgEWATAeBgNVHREEFZAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1UdJQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/WQEAWIFIDAdBgNVHQ4EFgQUOINB1UQ8gCKkVTAE]
80e0r83zdw8wHwYDVROjBBgwFOAUKTCOTACXDKFfXxCSh1NhpnHGh29FkwDQY JKoZI
hvcNAQENBQADQQEBAIFJeKCcsTKcFqQMpTryujRGzJdYA+R9eBAuDLsatbtKt14F
zkgRy0g31/+Cw7H8e30iLrPIF1WN1qjHrjg0yIs5AQ/hgxLvLir3hEUV2Z3MRsMt
jH2X9SG91PEMO46gfPNCOgMGHjMTglgvaKcLQP5UzZpEYPLror2X4P5uXxaPOLIZR
ZWmkw1RF7FOD7PfB5v94M5274XYXW2W4uKGd7QGNUZROSVSYKGiWDp1JhgXwfDz8
AQenITGXNoEkAFvv]jiCqh64P1hIeMorj36pgL190WZD6YrzSWHUz1FOOjuyuOfQs
qméhvrDTgNpHNZO15Ff0URZza1SkCvi9GFmMNUPoVgwggPPMIICt6ADAgECAhM3QQV5
7XV/QqmiXDr0+GrOomgnXMAOGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEYX
ETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIEN1
cnRpZmljYXRpb24gQXV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFOYDZzIWNTIWOTI3
MDY 1NDE4WjA7MQOwWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUYBXRZEXMBUG
ALUEAXMOQWXpPY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWYYEK
AOIBAQCO9InowWDgWPk2af@+StijSNOR8BK/hN8D+10780ullsk4ASvSw]jsCNo7sHU
a4xQU15J06VqY18LANWOR] rc9BaX4MguzsbFXBe6uFhimVpXmFxSpUBYyQ+950MFz
/evPgP96wV+z4TtAWW2Z34rTiz4DXMIO7XYNFUEOLls/gkUP2GxzymsO2kaYWTut3
SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbB1fkgKNSwXVgkWFfiOucfCn+IQ
saqpold3f9jSkbtAV5w3vzTfog8919MXKI9H614KUE1NAtJ7BtZcs17dUy9u9COgE
ykRi1VOkFQgQqQ7XNDU+r3SeOwwks7AgMBAAGj gag8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwWIBMAEWHgYDVRORBBCWFYETYWXpY2VAc21pbwWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQCcDBDAOBgNVHQ8BATS8EBAMCBSAWHQYD
VROOBBYEFLV2zLItHQYSHJeuKWqQQENMgZmZzMB8GA1UdIwQYMBaAFJEW]jnwHFwyn
8QkoZTYaZxx0dvRZMAOGCSqGSIb3DQEBDQUAAAIBAQBziaI2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhw/JVdYn30Uxfyrzl



RAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1cvb7HVX524
bKZal1oPTUN1m6QpivtqDIdqGJdGf8L1zLTFXBuo2zL3HR+MOCDr40pq2JCkzPOQhp
7poIccGE6IOTSg+RroA9iCQsPN1+Tg8YedjGzUWFO7rNmTOTzPCVZUAUBlr+JJtz
OKypyQ3e0Z6EPazXgqMyHAVCcsmOGI364I0A0b8PSrINt jh+AqJI5QTH+0e7NSzNnEm
MYICADCCAfwCAQEwbDBVMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1QUYBX
RzZEXMC8GA1UEAXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2F@awWOuIEF1dGhv
cmlOeQITNOEFeell1fOKpolw69PhqzpqplzALBglghkgBZQMEAgGgaTAYBgkghkiG
9wOBCQMXCwY JK0ZIhvcNAQCcBMBWGCSqGSIb3DQEJIBTEPFWOYMTAYMjAXNzAYMDJa
MC8GCSqGSIb3DQEJIBDEiBCCpaVCRppo09SW65TWLCDTpVvW7NSHHYZSFXr4qP43kV
mjANBgkghk1GOwWOBAQEFAASCAQCW76eXVAXNm6VEII1CD4QNEh2kpQeBr4/NyspF
5VopKXNrBRfQs000ewQOy2n07BUJtVYyZrz0drP5cG6KOKBYXVGgpRY2Uyl1z6hUA
K12zvtU3hU50KTKVgNtDMh8qCMVQqYdJzFSZ+exTGLIaN88bMNErzw9Id1F5TpJYF
ISUPImXY1+GpjuXo5WEM8c7cfFH2/ubDw3PSFILmuXowedbBptFH7ccGhNg6huY2c
AXIADVTW6YVG3SWVAaTHUMOQMVGOAYV4dOdce+pd4aoZfhUf jJAF6nWIRLcrful8z5
FBXLO2+VfWaY0g0d3TgScxQgE2vjAgdz+TgDbQpPriQXf/h7

--d66- -

A.1.8. S/MIME encrypted and signed over a complex message, No Header
Protection

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses no
header protection.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 8670 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 5408 bytes
1 (unwraps to)
L—-multipart/mixed 1342 bytes
F—multipart/alternative 936 bytes
| —text/plain 293 bytes
| .—text/html 374 bytes
L— image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: smime-enc-signed-complex

Message-ID: <smime-enc-signed-complex@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:03:02 -0500

MITIY/AYJKOZIhvcNAQCDOIIY7TCCGOkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCSqGSIb3DQEBAQUABIIBABKOUK6G/5pRCknOXsCial®oDti/UEUWGE3T
PAQN2WP4KjYkf10gKJZNaJYEGhOmHfulr53FsuW3jq2IS3A16AkpZHY7RO1uKpAV
3gkTBDgBNsC16f3q5uQxCWZ3D0JIDVTIX48iAShXArX0jGk141gjW8GeC5stnK9s9
405KpkCQges31VWngSPYXGKDgyplxjvftn7M/EnXAKf6F2ujLp7is9EgE]jdK52zV
GE6PqQeq8hy7Cyqlz5pWn76MThgjg70xXFzDCTePX1iDPUCrOoCxwHpj6yo/bfbrE
HDQ5rZXDY4ZWyHGpTQbVLA8zMMJIqoVXiFz8NgNeDwY7ApaODpU4wggGEAgEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEQYEAhI15RWRILLMR9+CR418Vm1BW
PuYAz1vENb+I148IFNmNN2xqAU7ATw+HvD2noH+6yqfONOfXz9/ARDOGt SGrG+wS]
9ReXT7eyUUrV8YGgsFXAXm]jQOKy48+TCohDsf2BzgMaKULGj iHWNQPrd5o0jhwziR@QoMwj7brKmfRccX+MDhOHFfFVVsJ4i4VbVvSNThazKzZLndeZcUwMAK
TWCVLXWENPdQpQCwHmMfxbuYj7WlmhS3YfISS8Yu915+/U1zP1lska+jGJi4W3YN69
FjGjcoRMn3fyGgvwaITiPcSF/r7QATQ0Of01I3vy6KZTHBUSVNXUKYV5yeC2MfOSW
pgwH2vaS1BBgBQDnG44BL6JDRXIC/0Jf0aS7ouutPWRWN6i5z/d1NA89f2g1HUbO


]j1dfUGUKh++Z2SWSI2
knZ0JRjvaWECdOsoQMOvwP60Cq5xgKtovIr6JPNe48t4DAAlIb+vvbzHPBVAM1eQ
gqaz+DzpYiPR/+A9j9u7q4CtNAXbIep6MbV36W510ixOW4La8aIN14uXxvM/ahHt
NVVKHs4MQfUwT6CoriHcyPGr4n6DudlLz1KHt2pvotyR8LFUSdfriwaXoZK7gHn6t
TIoKATNwWE7Kqgse/JLcVDBkdQhodLwyLWnVWCmabwjUtBr6zMApjpLJIGSB27DV7IO0On
VgaBMgMOmurYA2/+zgznnxQeK/rFutc7hckG6I+MO7T47JIJRgmMWECNYp8zbBVSEKL
A4TDTarRoLLz2z4GaLmFKG1YPR/70urvWINplYbyhCwZm+WvroLRmF5dYpiVdbXj
9DUZzI1ucxXx0GKEAWXTXXq9RUMHWNUDNG6SVILzaSvFzUigygZgMjCM8CVRK3NT/rAF
SHp80koNZ3cfK8Z+LPMHDEdMXuep®ahEhOTBlpVbeq/Idq6rpOkjXpvcowlyjldm jKWmvUfTPSmVLdjBYuG21F+Sp6T3Z2znQqqYEF
70qXMocZHhLSLWQOjObkODVLOAF+hIVUAlB/urwWuIBKdQyf1tjsS61u7VNQOLggm
HB7vNkzdkihIyNU7f56a8D8k75GLF6Q9cVZHTF TMNWYDOXsSU9P0oOChX80t ffpxmAQ
ikAi+40f0elM5AMV1AU11tYUuA6CkSVT/PqHZPSU4bFk365LIZRm/wQ+Lffi8CZ0w
SOL52RfwWSKIP4kjjwYHEO3XONXVM3iDgBesI1HMVJIQYeP+kLUPrzAtwxtQ7Lccv3
oLVtVDKOa2VR5DgW60luyNPddsa/RV4LdA+8GVZVLA+iuSziaW+bmD230tLwOycEn
4pB5heZNxVSVQ5NZE6MYBAYLOLISN+trTTOhihc+Z10hN+S2z06w2M4zKYVCd0OQzo
UnMbJNHbPgaGRDSalLl/dBmezCLONUHFUk1ZUCCKD5ut5fTFCY/zEpe7Xky/2WFS+
Tk+9f9A6Eha5zVx59yTwriWgiBhyu5z0q6vJoeiYoKluDkganEVKyco7CylejEU6
C8Z/FzC2iuoXfOhH7/D+jSmMhKkCu3bFz4sR4A4+ItamCFgA1DoeljCMrZwLwZBz
fEwajERKr1tvwoyvyzBB8Qff48MpjCmrGcpi9WRR0Ob9tXzf7Dt IURWgGXUDAEtLAX
ApSmsSwV9ZGOUrSytwzGfFz2v/SIXIcZCcgWzGx1QhpnjyS9Sz6AFz3Ba/SvcUk6Q
r+Hx6HWqdN4MEVeUnhFwCK7XwzNEA110g4twEYO+M38F2LDXzvPAQkmKkQ2BwWItc
3wpKOC13dOTd+TS+bxdKV89YOQNIWwW37/Bzg2uSerSSEmrmo+ZGcrcZtGlZX5TQK
OHgkPM/CUztbjKFcv1imCBF5DH4sXYVNP4G/0ticVMLiL9QBIeXAZcjdbOCuSkt/8
gZyhCDNzVN5me/fhtN+tuTjTETaQFcF7Er TOEHokvns//NdpSFgrUvFe5jhc+nMzZ
VryVxxW/iDk76C+H1HXF8LWA1XeeViOPPfeYX+TwWvaKPX2wBv5q0y4K1X/NvJIGL
XyrDB8NJe/csuU21wsKs+k4qlsoDIz7U81U8JiZ2oxwYFkffqUIB1ncHNjX7jN95



bBKMolpwSd2Rvnin/X2L97QceFPoMYXWA2YWbVHyfXRdQoONpFHGVDWREBQZG12K7
UTqWptWWs0QD7MGC5bmGDF j4sq0/D4F1HOAWHDjZ/t/BSYXv8JIsahPT1L6ymNJI2J
QpYkgkUTFOACPGGARY7V3LDFNprFHQT329krDizoHx8zXkSWX1RPW/SB8jcxkbKT
5nNNO6+GIJI+CmO+YJIbT10Q8a5bLDAE8r rS5K6d8LAS2b1zX1tnYSqFWIYyb84iEGS
SY6NM1VU14rWIzEVNnr@iImAn3PLDGXVtVKIM1zp5m4EZBESadPFUwdLKVQXQUFeK
bmUo1BACLxaemPOS8LJI7AS7TmfQSHTRQGI1UCAUOLTUEQQ75kQtEPdic71NjorMEZ
a30Bk72PFLQOAMF3KZ0Sih8PQisd1UJckiUqlppbgoxTJIBbHWA7Cb5GykRb1Sy3X
hLCfuvxZ4ima8SCulHGTDF4StdIMdpqtfdnOttKbcRkMSIVHr Nhwwd IwLKR+JIXUW
UotEh3clhvEkuMvzBtkJLG2eEbmCQ7tS0kZB6+fqCI8rwjFYrlLxzsrJZMmN6+Wk
UIFRNM5GAwdr/y3cNcUA®L1H1iXhYjZ+aux5QqM3hngiXwRyjtdBqjzIAZdfphdYf
6kIuJIsmfvT2vV8IWKzoWeNswd+n+u6qqVWGSvIG2ul+F1WhKS+35kVcppVawtAo
BG4AwWMhkqEBJgOCIL3RE3AMEMVswp6i6xwuk+hI01lfk2hhenTed8T2Y8vnAZiTxk6
rmArxR9BCXWB110JryL4Yr9eHc6e/e0hhxk+QrKC2nJs+QTcArXdLJIvbsYXdVNuM
Cf8xLegWrkMRsK/FbarFPHzESH2Chy7Q1DbY5ICyfluSvFF1Fh91FGYycMRGgd3rr
ITLV57120S9b1JVGZNOF3bmRjejXxCCHgl15A+Qz5Jxszsi6HIEeg@7IrhE/CCtike
BfqlJVR3rm8XSZYX6Neo®agbX0OFAMpOYrevJrZ1hIPT5BfBVElbyaJYGX/jwWeqx9
7nJ2Mh5MxNTnzz//xTdgqCru9gCk5bBe2ZvDwnZ7nCwXRbcNd97+Xx30EAdHirss/5
kZy JwrWwuDGUFVinUYf1ilWo2a2dEH1fYymNr8Uwe31wRMJIKqQqy®bUhB/Rez2I2t
7U0590sVENAz/SPbgGk1TUvqcxMqC2GmpPq6Tfk27sDfUCqQYKgrDFfE44Q9IszBpR
FAIMTIQLtUWMLCQ7ZM2yFk12mx+ymmEagKA+3SzC2A32nZ4IKgebD3vIYA6c8aFn
VBOHUUb1VAVFsGjviVitZmXLOwTVvTLCFzY1R0oZJIJWgmgH+0ZZJ3601ltYaEobaTvCU
MfpKuuqQO1ifjFtdn05wJtd4Usw90ngspR3V2E0TiUC4+0GIYQ1ux8ACWjNIOVEB
pH7DBVIIGYiAXSuqL+W77PRi2I6xnhA5eWR+jUXRNrOv4DG]jdsQ8LWeyS1APMCHh
Wbf5p/Z6k3mcMF+vJz3DkWq5BI/horJKO/1LGGgi2j4k1lnus2H5200h+f+4Vn7Ky
vYby8jm5006RXgAgc/rFouinuo3//syk/+xXExYZYt37hL6PlewkeG8vhXoFVuJAJ
giod7rngwWYuse+UrzUrbp5z/UpJQp/PyY6rdD1ScWQp3wWJIYSNgEe62EmNMShGT+q
ThoTsuXy8MfK1ltJIsVOybuJGZdtA6yIrlKwj8YYfbPX2neXmZrdnDMGkOSTdGi31U
/yXCBPWONMCR+MVWVXUpf3wfX1H04nZfNtyVb/v7e41RCylyayXo7g2rkmR+LrH3
dEnczDF/LZLbDnkizNpzlgLU5BA1k9rDW6uwyMywrLIY1ttVnRrHwjAol6US+mjF
$Zib126108EIeHyccGZIqfyTH1d03m32IzMnDN16dVeX5TAUBMDUNGbXHP4h20SG
m6tUHSFI9fMx02pBT1Tts1k]jYBU+jMenqI8GxpP6DD/Y8PUbxBNoPoP8aVR3rkBk
GONb4ksn6zWoRxT4XyaPvmImvFX5nkHHNVKkThvLODaWcwuIOrjtqOJwmPBTOywjA
KYPPCK7qVCwVAssJIxx7adE1W+F15U0Tyyyjpe6pVtg0901GRcpryQnBaswO3kATd
k8GFN7Ej370iXIvrmsJitoHzlhungW5uYedaTMBNmw8iU63r36sMhj46i9nML2jP
mUjfxMeMvQGMIMmM]jDBNOj10+5tANXtQY8CAC3pSILe®@1mITIHMB7gT1f4QuyU2LP9
5NRzO7fwamd09k3N3dIeABOI+YJyeE1069772qngqpiGnx10ug51lnhEyvtJCyH1tS
VWUVXOtyAFfuIBkdyCKMFP6zhHVxZCCa+r3W/qrfON6GH/tJ3alLdilvjwC2zQy29
1uNYYJoyAS3PCjC7CL41UOKAOBNJIPka6Vgn6PwxpnxGazZyFCSU2fpAvNyT2auOh
CmLz/POtNE7z7113Xqao62CoPald0QJ27NbEjsoR3GobhcGQQkYb3Zsss/yl1lQZaa
91kTdk@2ZDXfPPyaIUY46+VA3VCcHImWXChZiiFpqOdVv21aAt+f4PJLtspE2/0TEG
GgHngtafmMV75z+MO8BEXXVY5YrI5N+S2eArIteQxBjNs5DjXnsPJE3CGwb7GPX8T
XMSEmWDQ7TDtqFSUzHAIb8EieTziPOLL2LOd9dpE8XDH1XOgDC82whSxUrZz0al5Z
1J1sZkS1VRI/1q9/5zc8BX+218FfdN+rbHWZZAMO2gel1IMy0OsLF9qaaiR1K9ZQPJ
1YDLcCmnS6Q10KA2JvD0iB8sbrpKLsLk311cqCrVvJ9e0IgnA4yAijsCNiUjI1DSC
TefQo1PVS8gAGhfkcA/4nw==



A.2. Signed-only Messages

These messages are signed-only, using different schemes of header
protection and different S/MIME structure. The use no Header
Confidentiality Policy because the hcp is only relevant when a
message is encrypted.

A.2.1. S/MIME signed-only signedData over a simple message, Wrapped
Message

This is a signed-only S/MIME message via PKCS#7 signedData. The

payload is a text/plain message. It uses the Wrapped Message header
protection scheme.

It has the following structure:
L—application/pkcs7-mime [smime.p7m] 4213 bytes
¢ (unwraps to)

L-message/rfc822 566 bytes
L— text/plain 228 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-wrapped

Message-ID: <smime-one-part-wrapped@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:04:02 -0500
 AyMSAXMDowNDowMiAtMDUWMAOKVGhpcyBpcyBOaGUgc21pbWUtb251LXBhcnQt
d3JhcHB1ZCBtZXNzYWd1LgoKVGhpcyBpcyBhIHNpZ251ZC1vbmx5IFMVTULINRSBt
ZXNzYWd1IHZpYSBQSONTIzcgc21lnbmVKRGFOYS4gIFRoZQpwYX1sb2FkIG1zIGEg
dGV4dCO9wbGFpbiBtZXNzYWd1LiBJdCB1c2VzIHR0ZSBXcmFwCcGVKIE11c3NhZ2Ug
aGVhZGVyCnByb3R1Y3Rphb24gc2NoZW11LgoKLSOgCkFsaWN1CmFsaWN1QHNtaw1l
LmV4YW1wbGUKOIIHp]jCCA88wggK30AMCAQICEW8tIJhOROZAKZzKkIJUhBHUPTQG1rQw jH2x9SG91PEMO46gTPNCcOgMGHjMTglgvaKcLQP5UzZpEYPLror2X4P5uXxaP0o
LIZRzZWmKw1RF7FOD7PfB5v94M5274XYXW2W4uKGA7QGNUZROSVSYKGiWDplJhgXw
fDz8A0enITGXnoEKAFvvjiCgh64P1hIeMorj36pgL190WZD6YrzSWHUZ1FO0juyu
0fQsgmé6hvrDTQNpHNZO15f0URza1SkCvi9GFmMNUPoVgwggPPMIICt6ADAQECAhM3
QQV57XV/QqmiXDr0+GromgnXMAOGGCSqGSIb3DQEBDQUAMFUXDTALBGNVBAOTBELF
VEYXETAPBgNVBASTCEXBTVBTIFdHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgULNB
IEN1cnRpZmljYXRpb24gQXVOaG9yaXR5MCAXDTESMTEYMDA2NTQXOFOYDZIWNTIw
OTI3MDY1NDE4W]jA7MQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1QUYBXRZEX
MBUGALUEAXMOQWXpY2UgTG92ZWxhY2UwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAW
ggEKAOIBAQCO9INnoWDgWPk2af®+StijSNORS8K/hN8D+10780ullsk4ASvSwjsCNo



7sHUa4xQuU15J06VQqY18LANWOR]rc9Bax4MguzsbFXBe6uFhimVpXmFXxSpUByQ+95
OMFz/evPgP96wWV+z4TtAWW2Z34rTiz4DXMIO7XYNFUEOLs/gkUP2Gxzyms0O2kaYw
Tut3SryCgeHEFbZFkB4urMk4xrIJC3CzWruS2QOFHbBLfkgKNSwXVgkWFfiOucfC
n+IQsaqpold3f9jSkbtAV5w3vzfog8919MxXKI9H614KUE1INAtJ7BtZcs17dUy9u9
COgEYkRi1VokFQgqQ7XNDU+r3SeOWwks7AgMBAAGjga8wgawwDAYDVROTAQH/BAIw
ADAXBgNVHSAEEDAOMAWGCMCGSAF1AWIBMAEWHQYDVRORBBCWFYETYWXpPY2VAC21p
bwWUuzXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQCcDBDAOBgNVHQ8BATS8EBAMCBSAW
HQYDVROOBBYEFLV2zLItHQYSHJeuKWqQQENMgZmZzMB8GA1UdIwQYMBaAFJEwW]jnwH
Fwyn8QkoZTYazZxxodvRZMAOGCSqGSIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4K
kkOHG25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhW/JvdYn30UxT
yrZlRAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAKogENt1sRx1cvb7HV
X524bKZaloPTUN1m6QpivtqDIdqGJdGf8L1zLFXBUuo2zL3HR+MOCDr40pg2JCkzP
0Qhp7poIccGE6IOTSY+RrOA9iCQSPN1+Tg8YedjGzUWFO7rNmTOTZPCVZUAUBLr+
JJtzOKypyQ3eoZ6EPazXqMyHAVcsmOGI364I0A0b8PSrINt jh+AqJ5QfH+0e7NSz
NnEmMYICADCCATwWCAQEwbDBVMQOWCwWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1Q
UyBXRZEXMC8GAL1UEAXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2F0awWuIEF1
dGhvcmleeQITNOEFeel1fOKpolw69PhqzpqplzALBglghkgBZQMEAgGgaTAYBgkq
hkiG9wOBCQMXxCwY JK0ZIhvcNAQCBMBWGCSQGSIb3DQEJBTEPFWOYMTAYMjAXNTAQ
MDJaMC8GCSqGSIb3DQEJBDEiBCCt+Ik56mZTd2mpSgOXM38dS7jM5alU2FDX9/58
cgalszANBgkghkiGO9wOBAQEFAASCAQCxKLkx511140I0cH2tcwWqcsQilPLgQ30ck
ghJL2X9/C122ib0GNwWL8wW3qSEBeGla+tWtHW3bSqJIx1ciRYcLs16ms23n05Q0Z0pU
fRLMQUTEQObCF+syiTGnWLj8e+2aRVP1LIYEIbin6+hFyp4s393zYhdMOPAP2rul
1g+BxoWXUjXso+81PgqLawA+9KMI6tQZMnwI9LpGImZTfoSXdHWgWt jdotzZpgsKm
Thr8DBKtUetqgZ2zqD03z03W2L6EMNMO5BIUMQWAL/cN+X9kws5dAqtHDQhPNTal
WUXQOTTKMzN1RA10XfowEStSnfD00zIqg+L7LgiMw9jhIgP4/uB2

A.2.2. S/MIME signed-only multipart/signed over a simple message,
Wrapped Message

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a text/plain message. It uses the
Wrapped Message header protection scheme.

It has the following structure:
L-multipart/signed 4451 bytes
F—message/rfc822 596 bytes
| .—text/plain 256 bytes

L—application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:



MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="20c";
micalg="sha-256"

Subject: smime-multipart-wrapped

Message-ID: <smime-multipart-wrapped@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:05:02 -0500

--20c
MIME-Version: 1.0
Content-Type: message/rfc822; forwarded="no"

MIME-Version: 1.0

Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

Subject: smime-multipart-wrapped

Message-ID: <smime-multipart-wrapped@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:05:02 -0500

This is the smime-multipart-wrapped message.

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a text/plain message. It uses the
Wrapped Message header protection scheme.

Alice
alice@smime.example

--20c
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MIIJ4AYJIKOZIhvcNAQCcCOIIJOTCCCcOCAQEXDTALBglghkgBZQMEAQEWCWY JKOZI
hvcNAQCcBOIIHpjCCA88wggK30AMCAQICEW8tJhOROZAKZzKkIJUhE6HUPTQG1irQwDQYJ
KoZIhvcNAQENBQAWVTENMASGA1UEChMESUVURjERMA8GALIUECXMITEFNUFMgVOCX
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUYyBSUGEQQ2VydGlmawNhdGlvbiBBdXRob3Jp
dHkwIBCNMTKkXMTIWMDY1NDE4WhgPMjA1MjAS5MjcwNjUOMThaMDsXDTALBgNVBAOT
BELFVEYXETAPBgNVBASTCEXBTVBTIFdHMRCwFQYDVQQDEW5BbG1jZSBMb3Z1bGFj
ZTCCASIWDQYJKoZIhvcNAQEBBQADYGEPADCCAQOCYYEBAJQVKFqLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUo0izZVpMLCP3MUKtLeLg9rimATID1B/wlbdmadXPmrsz
yidmbuzZmOpB5voVQfiLYYy31i0x7Y0qzXr1l6udPO7kOsV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3plfIKMOAPzZLOOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koazXC
NSXL7WWTLMLeNf9Byb5ksKqUUQEHAMd1nmoNMgjYOVTVTcrvOw43GG8FtpSX+TWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJd/nx26r8A4SSwIBaVv4AwPxXAf1iPSIVK



arUCAwEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBCGA1UdIAQQMA4wDAYKYIZIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1Ud JQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/WQEAWIFIDAdBgNVHQ4EFgQUOINB1UQ8gCKVTAE]
80e0r83zdw8wHwYDVROjBBgwFOAUKTCOTACXDKFfXCSh1NhpnHGh29FkwDQY JKoZI]rc9Bax4MguzsbFXBe6uFhimVpXmFxSpUByQ+950MFz
/evPgP96wV+z4TtAWW2Z34rTiz4DXMIO7XYNFUEOls/gkUP2GxzymsO2kaYWTut3
SryCqgeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbB1fkgKNSwXVgkWFfiOucfCn+IQ
saqpold3f9jSkbtAV5w3vzTfog8919MXKI9H614KUE1NAtJ7BtZcs17dUy9u9COgE
ykRiVoOkFQgqQ7XNDU+r3SeOwWwks7AgMBAAG]jga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwWIBMAEWHgYDVRORBBCWFYETYWXpY2VAc21pbwWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BATS8EBAMCBSAWHQYD
VROOBBYEFLV2zLItHQYSHJeuKWqQENMgZmZzMB8GA1UdIwQYMBaAFJEwW]nwHFwyn
8QkoZTYazZxxodvRZMAOGCSqGSIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhwW/JvVdYn30Uxfyrzl
RAZEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZal1oPTUN1Im6QpivtqDIdqGJdGf8L1zLTfXBuo2zL3HR+MOCDr40pq2JCkzPOQhp
7poIccGE6IOTSg+RroA9iCQsPN1+Tg8YedjGzUWFO7rNmTOTzPCVZUAUBlr+JJtz
OKypyQ3e0Z6EPazXgMyHAVCcsmOGI364I0A0b8PSrINt jh+AqJI5QTfH+0e7NSzNnEm
MYICADCCAfwCAQEwbDBVMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1QUYBX
RzZEXMC8GAL1UEAXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2F@awWOuIEF1dGhv
cmlOeQITNOEFeell1fOKpolw69PhqzpqplzALBglghkgBZQMEAgGgaTAYBgkghkiG
9wOBCQMXCwY JK0ZIhvcNAQCBMBWGCSqGSIb3DQEJIBTEPFWOYMTAYMjAXNTAIMDIa
MC8GCSqGSIb3DQEJBDEiBCAFeROUUFYdTkvOBzCYqvcfCJIIbB+VZNk+SHOuv1/MN
fDANBgkqhkiGOwOBAQEFAASCAQA9QqYySzpCRsqdnIMDIP10TsPBkHNSpqQO/wm6/v
Cstc02XzeW0qlDOJH1YplFHdz1fdJuEhpYdfGwoEPmMe/bItTYrXQWARZKAAMgZNg
TRVS51BkSRQRD+WA19rk87rKQmdVv4kMtWHoaA4AVecyAnACYUS7B+gjQmpxhCXb
rmMO507xLdX0ScFyXPzz2NU77yHeu2AhwWbLteuSWh@7jGP6g0OnD4uzYcoF2kHOEh
AnvEd6KZLwefp9jRxI6ulGWstrdUkOSYDr6enLFNZuUa82pRLBCc1Gz/0vHNnbY2Xv1
1K3AEOrZvnudTwWhf/1m+Rn1l6pSyab6PhlfwJreF3UbQnY3CK

--20c- -



A.2.3. S/MIME signed-only signedData over a simple message, Injected
Headers

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a text/plain message. It uses the Injected Headers header

protection scheme.

It has the following structure:
L—application/pkcs7-mime [smime.p7m] 4185 bytes
4 (unwraps to)

L— text/plain 239 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-injected

Message-ID: <smime-one-part-injected@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:06:02 -0500

MIIMDgYJKoZIhvcNAQcCOoIIL/zCCC/sCAQEXDTALBglghkgBZQMEAgEWGYI3Bgkq
hkiGOweBBWGgggIoBIICJELITUUtVMVyc21lvbjogMS4wDQpDb250ZW50LVRYYW5Z
ZmVyLUVuY29kaw5n0iA3Ym1ODQpTdWJIqZWNOOiBzbwWltZzS1vbmUtcGFydClipbmpl
Y3R1ZAOKTWVZzc2FnZS1JRDOgPHNtawW1l1lLWOuZS1wYXJOLWluamVjdGVkQGxocC51
eGFtcGx1PgOKRNJIVbTogQWxpY2UgPGFsaWN1QHNtawllLmvV4YwWiwbGU+DQpUbzog
Qm9iIDxib2JAc21pbWUuzXhhbXBsZT4NCkRhdGU6IFNhdCwgMjAgRmViIDIWM]Eg jH2X9SGI1PEMO46gTPNCIgMG]jsCNo7sHUa4xQU15J06VqY18LANWOR]rcC



9BaxX4MguzsbFXBe6uFhimVpXmFxSpUBYyQ+950MFz/evPgPO6wV+z4TtAWW2Z34rT
1z4DXMIO7XYNFUEOLs/gkUP2Gxzyms02kaYWTut3SryCqeHEFbZFkB4urMk4xrIJ
C3CzWruS2Q0FHbB1fkgKN5SwXVgkWFfiOucfCn+IQsaqpold3f9jSkbtAv5sw3vzfo
g8919MxXKI9H614KUEINAtJ7BtZcs17dUy9u9COgEYkRiVokFQQqQ7XNDU+r3SeOW
wks7AgMBAAGjga8wgawwDAYDVROTAQH/BAIWADAXBgNVHSAEEDAOMAWGCMCGSAF1
AWIBMAEWHQYDVRORBBCWFYETYWXpY2VAc21pbWUuzXhhbXBsZTATBgNVHSUEDDAK
BggrBgEFBQcDBDAOBgNVHQ8BATS8EBAMCBSAWHQYDVROOBBYEFLV2ZLItHQYSHJeu
KWQQENMgZmZzMB8GA1UdIwQYMBaAFJEW]jnwHFwWyn8QkoZTYaZxxodvRZMAOGCSqG
SIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4KkkOHG25nY/0eNARD6/0FQ/sYonX2
doizcGMk53riugAocCn5zbzhW/JIVdYn30UxfyrZ1lRAzET7GHqgB/NyjoOad3pdpVyY
eDh4ciNKjbs+aEoTWgAKoqENt1sRx1cvb7HVX524bKZaloPTUNIm6QpivtgDIdgG
JdGF8L1zLfXBUu02zL3HR+MICDr40pq2JCkzPOQhp7poIccGE6IITSg+RrOA9iCQs
Pn1+Tg8Yed]jGzUWFO7rNmTOTZzPCVZUAUBLr+JJtz0KypyQ3eoZ6EPazXqMyHAVCS
mOGI364I0A0b8PSrINt jh+AqJI5QfH+0e7NSzZNNEmMMYICADCCATWCAQEWbDBVMQOW
CwYDVQQKEWRJRVRGMREWDWYDVQQLEwhMQU1QUYBXRZEXMC8GA1UEAXMOU2FtcGx1
IEXBTVBTIFJTQSBDZXJ0aWZpY2FOaWOuIEF1dGhvcmlOeQITNOEFeellfOKpolw6
9Phqzpgp1zALBglghkgBZQMEAgGgaTAYBgkghkiGOwOBCQMXCwYJKoZIhvcNAQCB
MBWGCS(qGSIb3DQEJBTEPFWOYMTAYMjAXNTA2MDJaMC8GCSqGSIb3DQEJBDEiBCA7
4grfze+Y7DQEGFAYHYYVRpNKUUZFROV+RVSTVu4FGDANBgkghkiGOwWOBAQEFAASC
AQB1KYVVQNZpe3EKeMOXhJr1INxneVmZWFCE15YFeRs08FeIwJkV65YtFIKjOVVyY
gYuzZBGz4MsKaddXxAOXI/Q7¢cJ+70d910c1mL3PD2/U6D0OWwWhNTJONSK7miYfMASV
42TMIWTtOT10RINVBitjkTuzZDus1tp3xwxbrzTa4pyGaXEhBW/Fc4z6L+z8hpQv/
+6dw3+0Rgfc67VTHVNSVVTbOUPrWwvdxFdL5xYdgXx1hDsLMEms2ttHHzvjCOO3Kq
ASOXMHEMMpfdL5M69MAjvroOUVOSXETfQaxca7IKd+9XUNNRretZ9xz2kn2uD+k7
unTEyVGeHrwmQMw/8MdvEac/

A.2.4. S/MIME signed-only multipart/signed over a simple message,
Injected Headers

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a text/plain message. It uses the
Injected Headers header protection scheme.

It has the following structure:
L-multipart/signed 4417 bytes
|—text/plain 258 bytes

L—application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:



MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="12b";
micalg="sha-256"

Subject: smime-multipart-injected

Message-ID: <smime-multipart-injected@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:07:02 -0500

--12b

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Subject: smime-multipart-injected

Message-ID: <smime-multipart-injected@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:07:02 -0500

Content-Type: text/plain; charset="utf-8"; protected-headers="v1"

This is the smime-multipart-injected message.

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a text/plain message. It uses the
Injected Headers header protection scheme.

Alice
alice@smime.example

--12b
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITJ4AYJIKOZIhvcNAQCcCOIIJOTCCCCcOCAQEXDTALBglghkgBZQMEAgEWCWY JKOZI
hvcNAQCcBOIIHpjCCA88wggK30AMCAQICEW8tJIbOR0OZAKZzkJUhB6HUPTQG1irQwDQYJ
KoZIhvcNAQENBQAWVTENMASGA1UEChMESUVURJERMA8GALIUECXMITEFNUFMgVOCX
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUYBSUGEQgQ2VydGlmawNhdGlvbiBBdXRob3Jp
dHKwIBCNMTKkXMTIWMDY1NDE4WhgPMjA1MjASMjCcwNjUOMThaMDsXDTALBgNVBAOT
BE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMRCwWFQYDVQQDEW5BhG1jZSBMb3Z1bGFj
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQOCYgEBAJqVKFqLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoizZVpMLCcP3MUKtLeLg9rimATfID1B/wlbdmadXPmrsz
yidmbuzZmOpB5voVQfiLYYy3i0x7Y0qzXr1l6udPO7k0sV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3plfIKMOAPzZLOOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koazXC
NSXL7wWTLMLeNf9Byb5ksKqUuGEHAMd1nmoNMgjYOVTVFcrvow43GG8FtpSX+TwWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPXAf1iPsSIVK
arUCAwEAAaOBrzCBrDAMBgNVHRMBATf8EAjAAMBCGA1UdIAQQMA4wWDAYKYIZIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1Ud JQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/WQEAWIFIDAdBgNVHQ4EFgQUOINB1UQ8gCkVTAE]



80e0r83zdw8wHwYDVROjBBgwFOAUKTCOTACXDKfXCSh1NhpnHGh29FkwDQY JKoZI
hvcNAQENBQADgQEBAIFJeKCcsTKcFqQMpTryujRGzJdYA+R9eBAuDLsatbtKt14F
zkgRy0g31/+Cw7H8e30iLrPIF1WN1qjHrjg0yIs5AQ/hgxLvLir3hEUV2Z3MRsMt
jH2X9SG91PEMO46gfPNCOgMGHjMTglgvaKcLQP5UzZpEYPLror2X4P5uXxaPOLIZR
ZWmkw1RF7FOD7PfB5v94M5274XYXW2W4uKGd7QGNUZROSVSYKGiWDp1JhgXwfDz8
AGenITGXNoEkAFvv]jiCqh64P1hIeMorj36pgL190WZD6YrzSWHUz1FOOjuyuOfQs
qméhvrDTgNpHNZO15Ff0URZza1SkCvi9GFmMNUPoVgwggPPMIICt6ADAgECAhM3QQV5
7XV/QqmiXDr0+GrOomgnXMAOGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEYX
ETAPBgNVBASTCEXBTVBTIFAdHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIEN1
cnRpZmljYXRpb24gQXV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFOYDZzIWNTIWOTI3
MDY 1NDE4WjA7MQOwWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUYBXRZEXMBUG
ALUEAXMOQWXpPY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWYYEK
AOIBAQCO9InowWDgWPk2af@+StijSNOR8BK/hN8D+10780ullsk4ASvSw]jsCNo7sHU
a4xQU15J06VqY18LANWOR] rc9BaX4MguzsbFXBe6uFhimVpXmFxSpUBYyQ+950MFz
/evPgP96wV+z4TtAWW2Z34rTiz4DXMIO7XYNFUEOLls/gkUP2GxzymsO2kaYWTut3
SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbB1fkgKNSwXVgkWFfiOucfCn+IQ
saqpold3f9jSkbtAV5w3vzTfog8919MXKI9H614KUE1NAtJ7BtZcs17dUy9u9COgE
ykRi1VOkFQgQqQ7XNDU+r3Se0wwks7AgMBAAGj ga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwWIBMAEWHgYDVRORBBCWFYETYWXpY2VAc21pbwWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQCcDBDAOBgNVHQ8BATS8EBAMCBSAWHQYD
VROOBBYEFLV2zLItHQYSHJeuKWqQQENMgZmZzMB8GA1UdIwQYMBaAFJEW]jnwHFwyn
8QkoZTYaZxx0dvRZMAOGCSqGSIb3DQEBDQUAAAIBAQBziaI2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhw/JVdYn30Uxfyrzl
RAZEf7GHqgB/NyjoOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZal1oPTUN1Im6QpivtgDIdqGJdGf8L1zLTFXBuo2zL3HR+MOCDr40pq2JCkzPOQhp
7poIccGE6IOTSg+RroA9iCQsPN1+Tg8YedjGzUWFO7rNmTOTzPCVZUAUBlr+JJtz
OKypyQ3e0Z6EPazXqMyHAVcsmOGI364I0A0b8PSrINt jh+AqI5QFH+0e7NSZNNEm
MYICADCCAfwCAQEwWbDBVYMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1QUYBX
RZEXMC8GA1UEAXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2FOawWOuIEF1dGhv
cmlOeQITNOEFeell1fOKpolw69PhqzpqplzALBglghkgBZQMEAQGgaTAYBgkghkiG
9wOBCQMXCwY JK0ZIhvcNAQCcBMBWGCSqGSIb3DQEJIBTEPFWOYMTAYMjAXNTA3MDIa
MC8GCSqGSIb3DQEJBDEiBCCXRoUdAgR7J+TnI6kw8MpGtWVJIPCnoAB+XTkDf78dwi
CTANBgkqhkiGOwOBAQEFAASCAQCitU3JSEMd9FhqUu87UxYScDI1pDfznXlivjges
xBmmSy51qg5vvs+axKK/hTOR7YLSULJLNwxJgDCPEmMHi1hV5Tpj5mLH8gEXu4c+kK
$91s53vONvibhIVDEpNgNVL/KMVDAK2gTqYHCE21]j7qcWWNhnGdweMJZsBvLy/Xi
BLaD2t4qHY91PaeMugDrxThNWEhjoDIoI5f7NpBPYvJIgB7blcJhXqil5weYrJiGr
hyTr561ff+Xjs8qjgrrzdJ8HHeUsxDJulrX8auo+pIKudcu41U8Ben2MInCiVbEG
aqbbPK7xip5c/YZEaZWYAs8w+dif68J8E07Q0/kkr45Tt5pf

--12b--

A.2.5. S/MIME signed-only signedData over a complex message, Wrapped
Message

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline image/png
attachment. It uses the Wrapped Message header protection scheme.



It has the following structure:

L—application/pkcs7-mime [smime.p7m] 5615 bytes
¢ (unwraps to)
L-message/rfc822 1599 bytes
L-multipart/mixed 1535 bytes
F—multipart/alternative 932 bytes
| F—text/plain 282 bytes
| .—text/html 366 bytes
L—image/png inline 232 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-complex-wrapped

Message-ID: <smime-one-part-complex-wrapped@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:04:02 -0500

MIIQLAYJK0oZIhvcNAQcCoIIQHTCCEBKCAQEXDTALBglghkgBZQMEAgEWGYZVBgkq
hkiGOweBBwWGgggZGBIIGQk1JTUUtVMVyc21lvbjogMS4wDQpDb250ZW50LVR5cGU6
IG11c3NhzZ2UvemZjoDIy0yBmb3J3YXJIkZWQOIm5vIgOKDQPNSULFLVZ1cnNpb246
IDEUMApPDb250ZW50LVR5cGU6IG11bHRpCcGFydC9taXh1zDsgYm91bmRhcnk9IjNm
YyIKU3ViamVjdDogc2lpbWUtb251LXBhcnQtY29tcGxleC13cmFwcGVkCk11lc3Nh
Z2UtSUQ6IDxzbWltZzS1vbmUtcGFydC1jb21wbGV4LXdyYXBWZWRAbGhwLmV4YW1iw
bGU+CkZyb206IEFsaWN1IDxhbGljZUBzbwltZS51eGFtcGx1PgpUbzogQm9iIDxi
b2JAc21pbWUuZXhhbXBsZT4KRGFOZTogU2FOLCAYMCBGZWIgM]jAyMSAXM]jowNDow
MiAtMDUWMAOKLSOzZmMMKTULINRS1WZXJzaW9u0iAxLjAKQ29udGVudClUeXBl0iBt
dwx@aXBhcnQvYWXOZXJuYXRpdmU7IGJIvdw5kYXJI5PSJjMGUiCgot LWMwZQpDb250 tDUyM3IHNpZ251ZERhdGEUICBUaGUKCGF5bGOhZCBpcyBhIG11bHRpCGFy
dC9hbHR1cm5hdG12ZSBtZXNzYWd1IHdpdGggYwW4gaw5saw51IG1tYwWd1L3BuZwph
dHRhY2htZW50LiBJdCB1c2VzIHR0ZSBXcmFwcGVKIE11c3NhZ2UgaGVhZGVyIHByY
b3R1Y3Rpb24gc2NoZW11lL jwvcD4KPHA+PHROPiOtIDXici8+QWXxpY2U8YnIvPmFs
aWN1QHNtaw1lLmVv4YWiwbGU8L3ROPjwvcD4KLS1jMGUtLQOKLS0zZmMKQ29udGVu
dC1UeXBl0iBpbWFnZS9wbmcKQ29udGVudClUcmFuc2Z1lcilFbmNvZGluZzogYmFz
ZTYOCKNvbnR1bnQtRGlzcG9zaXRpb246IGlubGluZzQoKaVvVZCT1J3MEtHZ29BQUFB
T1NVaEVVZOFBQUJRQUFBQVVDQV1BQUFDTM1SME5BQUFBY®OVSRVFWUGQydVZUT3hi
QQpNQWdTNzM5bk8zVHBSdzIwZHFWYmZBU1FFak95d213WwW5DAGtES251YOXrNjZz
CWXUK3pOOWNpZGtFKzZLd2taCnNncnpmY3FWTXBMMmpvMDQON2dZRHB1QXJrKO9u
SkhrSwhBZ1RQUmljawhBZjVZSnJ3N3ZqdjBaV1JIXTS91bGkKdmRQZjFRW]jJrREQ5
eHBwWZDh3QUFBQUJKU1U1RXJrSmdnZz09CgotLTNmYyOtCqCCB6YwggPPMIICt6AD
AgECAhMPLSW9ETMXSs5CVIeh7j00B0oqOMABGCSqGSIb3DQEBDQUAMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXRSMCAXDTESMTEYMDA2NTQXOFOY
DzIWNTIWOTI3MDY1NDE4W]jA7MQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1Q
UyBXRZEXMBUGALUEAXMOQWxpY2UgTG92ZWxhY2UwggE iMA®GGCSqGSIb3DQEBAQUA



A4IBDWAWGQEKAOIBAQCalsSn6i8Gi44/0AVAN5GNCk4PHHN] rSfWwUnnelN41KImVa
TC3D9zFCrS3i4Pa9ZgHyA5Qf8JIW3ZmnVz5q7M8onZm7mZjqQeb6FUH412GMt4]jse
2DQqs165ernT905NLFf1HUjURca3ynqEBBV4DmhnZp8eDhv3t6dXyCjNHT82S6DgC
ReZuTtMc1lzy++MxQlgdn9wWZLhOAOpeNZKGmVwjeVy+8FkyzC3jX/Qcm+ZLCglLgh
BwDHAZ5qDTII2PVX1X3K7/cONxhvBbaUl/klswdszUtjhflyFZ8ORuQ3gFC6VL/P
GeWy6SCT58duq/AOEKSCAW1b+MD8QHIY j7CFSmg1AgMBAAG]jga8wgawwDAYDVROT
AQH/BAIWADAXBgNVHSAEEDAOMAWGCMCGSAF1AWIBMAEWHQYDVRORBBCWFYETYWXp
Y2VAc21pbWUuzZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQCcDBDAOBgNVHQ8BATSE
BAMCBSAWHQYDVROOBBYEFKJTQAVEPIApFXwWBI/Dnjq/N83cPMB8GA1UdIWQYMBaA
FIEwjnwHFwyn8QkoZTYaZxxodvRZMAOGCSqGSIb3DQEBDQUAA4IBAQCBSXignLEy
NBakDKU68ro0ORsyXWAPKkTXgQLgy7GrW7SrZeBc5IECjoN9f/gsOx/Ht9Ii6zyBzZV
jdaox644DsilLOQEP4YMS7y4q94RFFdmdzEbDLYXx9sfUhvdTXDNOOOHZz53PYDBh4z
E4Nar2inCOD+VM6RGDY66K91+D+b18Wj9CyGUCc1ppMNURexTg+z3web/eD0du+F2
MVtluLihne®BplGUTkromJIBolg6dSYal8Hw8/ANHpYEXx156BJABb744ggqoeuD9YS jAMBgpghkgBZQMC
ATABMB4GA1UdJEQQXMBWBE2FsaWN1QHNtaw11lLmV4YWiwbGUWEWYDVRO1BAwWWCgYI
KwYBBQUHAWQWDgYDVROPAQH/BAQDAgbAMBOGA1UdDgQWBBS79syyLROGEhyXrilq
kBDTIGZmczAfBgNVHSMEGDAWgBSRMIS58BXxcMp/EJKGU2GmccaHbOWTANBgkghkiG
9wOBAQOFAAOCAQEAC4miNqf0qaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ19nal
s3BjJ0d64roAKHAp+c284VvyVXWJI99FMX8(q2ZUQMxH+xh60ATfzcozmnd6XaVWHg4
eHIjS027PmhKE10AJKKhDbdbECZXL2+x1V+duGymwtaD01DZZukKYr7agyHahiXR
n/C9cy31wbqNsy9x0fjPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgkLD59
fk4PGHNYxs1Fhd06zZk9E8zwlclALgZa/iSbczisqckN3gGehD2s16 jMhwFXLJItB
iN+uCDgNG/DOqyThY4fgKieUHx/tHuzUszZxJjGCAgAwggHBAgEBMGWWVTENMASG
A1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNhbXBsSZSBM
QU1QUYBSUOEQgQ2VydGlmawNhdGlvbiBBdXRob3JpdHKkCEzdBBXntdX9CqalcOvT4
as6aqdcwCwYJYIZIAWUDBAIBOGKWGAY JK0ZIhvcNAQkDMQSGCSqGSIb3DQEHATAC
BgkghkiGOwOBCQUXDXCNMJEWM]IwMTCcwWNDAYWjAVBgkqhkiGO9wOBCQQXIgQgGiss
3bBs4a2FS0jj2NVemGx+Y2J2N13x7iIWxuaypkO@wDQYJKoZIhvcNAQEBBQAEQQEA
huOPBptjY2fcRzq9DPryHFCFCPa75LnQ12zLijpFMW7qyswoyR6BguvTEZzV4KkBPV
D2Sbh86FibwmvNdgzzXc2PJzcj6]jtYEOR58td0/ks7q0eIbtZzUgpZT3wW/wlEpnmd
Pr7Df40VEV9qS+vJhOiNASIspYwccPwITf5FfKCPJIT5H+xhQ1SJ1r LThw6Cu20gkWB
bQDijNyjP5jM1X7X03mP4ReuauS4e@DNnRMH3pDGUaKAN5dNEVqdXG1C76+y0Bwr
/foPN5VjE8RMt te3DtOKgGeWwsOoECcjinU77z6dOKkIWQqNYUNmgDHJI70/yla0xG14
IPJNn1/JphEWK13FjI6iL4A==



A.2.6. S/MIME signed-only multipart/signed over a complex message,
Wrapped Message

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses the Wrapped Message
header protection scheme.

It has the following structure:

L-multipart/signed 5528 bytes

F—message/rfc822 1657 bytes

| .- multipart/mixed 1593 bytes

| F—multipart/alternative 988 bytes

| | —text/plain 310 bytes

| | text/html 394 bytes

| L—image/png inline 232 bytes
L—application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:



MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="932";
micalg="sha-256"

Subject: smime-multipart-complex-wrapped

Message-ID: <smime-multipart-complex-wrapped@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:05:02 -0500

--932
MIME-Version: 1.0
Content-Type: message/rfc822; forwarded="no"

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="c35"

Subject: smime-multipart-complex-wrapped

Message-ID: <smime-multipart-complex-wrapped@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:05:02 -0500

--c35
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="645"

--645

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the smime-multipart-complex-wrapped message.

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses the Wrapped Message
header protection scheme.

Alice

alice@smime.example

--645

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the <b>smime-multipart-complex-wrapped</b> message.</p>
<p>This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message



with an inline image/png attachment. It uses the Wrapped Message
header protection scheme.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p>

--645- -

--c35

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgOAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACELIEQVR42uVTOXbA
MAQS739n03TpRw20dgpbfARQE]jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0nJHKINAfTPRicihAf5YJrw7vjvOZwWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABIRUSErkJggg==

--c35--

--932
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITIJ4AYJIKOZIhvcNAQCcCOIIJOTCCCCcOCAQEXDTALBglghkgBZQMEAgEWCWY JKOZI
hvcNAQCBOIIHpjCCA88wggK30AMCAQICEW8tJIbOR0OZAKZzkJUhE6HUPTQG1irQwDQYJ
KoZIhvcNAQENBQAWVTENMASGA1UEChMESUVURJERMA8BGALIUECXMITEFNUFMgVOCX
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3Jp
dHKkwIBCNMTKXMTIWMDY1NDE4WhgPMjA1MjAS5MjcwNjUOMThaMDsXDTALBgNVBAOT
BE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMRCwWFQYDVQQDEW5BhG1jZSBMb3Z1bGFj
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQOCYgEBAJqVKFqLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoizZVpMLCcP3MUKtLeLg9rimATfID1B/wlbdmadXPmrsz
yidmbuzZmOpB5voVQfiLYYy3i0x7Y0qzXr1l6udPO7k0sV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3plfIKMOAPzZLOOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koazXC
NSXL7wWTLMLeNf9Byb5ksKqUuGEHAMd1nmoNMgjYOVFVFcrvow43GG8FtpSX+TwWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPXAf1iPsSIVK
arUCAwEAAaOBrzCBrDAMBgNVHRMBATf8EAjAAMBCGA1UdIAQQMA4wWDAYKYIZIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1Ud JQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/WQEAWIFIDAdBgNVHQ4EFgQUOINB1UQ8gCkVTAE]
80e0r83zdw8wHwYDVROjBBgwFOAUKTCOTACXDKTfXCSh1NhpnHGh29FkwDQY JKoZI
hvcNAQENBQADQQEBAIFJeKCcsSTKCFqQMpTryujRGzJdYA+R9eBAuDLsatbtKt14F
zkgRy0g31/+Cw7H8e30iLrPIF1WN1qjHrjg0yIs5AQ/hgxLvLir3hEUV2Z3MRsMt
jH2Xx9SG91PEMO46gTPNCIgMGHjMTg1qvaKcLQP5UZpEYPLror2X4P5uXxaPOLIZR
ZWmKw1RF7FOD7PfB5v94M5274XYXW2W4uKGd7QGnNUZROSVSYKGiWDpl1JhgXwfDz8
AQenITGXNoEkAFvv]jiCqgh64P1hIeMorj36pgL190WZD6YrzSWHUz1FEOjuyuOfQs
gméhvrDTgNpHNZO15fO0URza1SkCvi9GFmNUPoVgwggPPMIICt6ADAgECANM3QQV5
7XV/QqmiXDr0+GrOomgnXMAOGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEYX
ETAPBgNVBASTCEXBTVBTIFAdHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIEN1
CnRpZmljYXRpb24gQXV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDZIWNTIWOTI3
MDY 1NDE4WjA7MQOWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUYBXRZEXMBUG
ALUEAXMOQWXPY2UgTG92ZWxhY2UwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWYGEK
AOIBAQCO9InowWDgWPk2af@+StijSNOR8BK/hN8D+10780ullsk4ASvSwjsCNo7sHU



a4xQU15J06VqY18LANWORj rc9BaX4MguzsbFXBe6uFhimVpXmFxSpUBYyQ+950MFz
/evPgP96wV+zATtAWW2Z34rTiz4DXMIO7XYNFUEOLls/gkUP2GxzymsO2kaYWTut3
SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbB1fkgKNSwXVgkWFfiOucfCn+IQ
saqpold3f9jSkbtAV5w3vzTfog8919MXKI9H614KUE1NAtJ7BtZcs17dUy9u9COgE
ykRi1VOkFQgQqQ7XNDU+r3Se0wWwks7AgMBAAG j ga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwWIBMAEWHgYDVRORBBCWFYETYWXpY2VAc21pbwWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BATS8EBAMCBSAWHQYD
VROOBBYEFLV2zLItHQYSHJeuKWqQQENMgZmZzMB8GA1UdIwQYMBaAFJEW]jnwHFwyn
8QkoZTYaZxx0dvRZMAOGCSqGSIb3DQEBDQUAAAIBAQBziaI2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhw/JvdYn30Uxfyrzl
RAZEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZal1oPTUN1m6QpivtgDIdqGJdGf8L1zLTFXBuo2zL3HR+MOCDr40pq2JCkzPOQhp
7poIccGE6IOTSg+RroA9iCQsPN1+Tg8YedjGzUWFO7rNmTOTzPCVZUAUBlr+JJtz
OKypyQ3e0Z6EPazXqMyHAVCsSmOGI364I0A0b8PSrINtjh+AqJI5QTH+0e7NSZNnEm
MY ICADCCAfwCAQEwWbDBVMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1QUYBX
RZEXMC8GA1UEAXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2FOawWOuIEF1dGhv
cmlOeQITNOEFeell1fOKpolw69PhqzpqplzALBglghkgBZQMEAQGgaTAYBgkghkiG
9wOBCQMXCwY JK0ZIhvcNAQCBMBWGCSqGSIb3DQEJIBTEPFWOYMTAYMjAXNZAIMDJa
MC8GCSqGSIb3DQEJBDEiIBCCVIOXSB/IVW/tBS3A32iIL4hLUXx22Ane+7Zjas34KM6
yzANBgkghkiGOwWOBAQEFAASCAQB7mM9+tVvUIX1RpTmHV+VOXCZbYbMFSEQYU9DBZA
GYTf9GYckf113NWwg75017MA/VHSDMhVKkd1mBIN/Te+3mcnhda+KkoDIChzPJ3k7N
4baRLQi8S+a+JEQxj8/1Up2Dd0giw09JI8E7uHAZYUIMEAXKRSOZIF8BuUdabXg+tr
8K7fQ/0WpjAs4HkSRZaX5eve9U1Qf99+0CyYVRmv+BZhTCbaic/8ZJuN@elYjbB/
IRmiNOdV401L4EpNacsFUYLpwWqwUsMGrIJ4+b/xwgqEUKkmLnh41XKh1/0BplnatYs
3PP7EUNBBJebAPYy01ifT3LFR4gsa5QRuU20X0JhajvnlQkws9

--932--

A.2.7. S/MIME signed-only signedData over a complex message, Injected
Headers

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline image/png
attachment. It uses the Injected Headers header protection scheme.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 5631 bytes
4 (unwraps to)
L—-multipart/mixed 1565 bytes
F—multipart/alternative 936 bytes
| F—text/plain 292 bytes
| .— text/html 373 bytes
L—image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-complex-injected

Message-ID: <smime-one-part-complex-injected@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:06:02 -0500

MIIQOQYJKoZIhvcNAQcCoIIQK]jCCECYCAQEXDTALBglghkgBZQMEAgEWgYZiBgkq
hkiGOweBBwWGgggZTBIIGTO1JTUUtVMVyc21lvbjogMS4wDQpTdwWIqZWNOOiBzbwlt
ZS1vbmUtcGFydC1jb21wbGV4LWluamVjdGVkDQpPNZXNzYWd1LU1EOiA8c21pbwut
b251LXBhcnQtY29tcGxleClpbmplY3R1ZEBsaHAUZXhhbXBsSZT4NCkZyb206IEFs
aWN1IDxhbG1ljZUBzbW1ltZS51eGFtcGx1PgOKVG86IEJVYiA8YM9iQHNtawlllmv4
YW1wbGU+DQPEYXR10iBTYXQSIDIWIEZ1YiAyMDIXIDEY0jA20jAyICOWNTAWDQPD
b250ZW50LVR5cGU6IG11bHRpcGFydC9taXhlzDsgYm91bmRhcnk9ImNmZiI7IHBY
b3R1Y3R1ZC10ZWFkZXJZzPSJ2MSINCgOKLS1jZmYNCk1JTUUtVmVyc21lvbjogMS4w
DQpDb250ZW50LVR5¢cGU6IG11bHRpCcGFYdCO9hbHR1cm5hdG12ZTsgYm91bmRhecnk9
IjdiZSINCgOKLSO3YmMUNCKNVbnR1bnQtVH1wZTogdGV4dCO9wbGFpbjsgY2hhcnNl
dDOidXMtYXNjawWkiDQpNSU1FLVZ1cnNpb246IDEUMAOKQ29udGVudClUcmFuc2zl
Cci1FbmNvZGluZzogN2JpdA®KDQpUaGlzIGlzIHR0ZSBzbWltZS1vbmUtcGFydC1j
b21wbGV4LWluamVjdGVkIG11c3NhZ2UuDQoNC1RoaXMgaXMgYSBzawduzwQth25s
eSBTLO1JTUUghbWVzc2FnZSB2aWEqQUEtDUYM3IHNpZ251ZERhdGEUICBUaGUNCNBh
eWxvYWQgaxMgYSBtdwx0aXBhcnQvYWx0ZXJuYXRpdmUgbwVzc2FnZSB3aXRoIGFu
IGlubGluzSBpbWFnZS9wbmcNCmFOAGFjaG1llbnQUIELIOIHVZZXMgdGhlIEluamV]jé
IGJhc2U2NAGKQ29udGVudClEaXNwb3NpdGlvbjogaW5saw51DQoNCm1wWQk9oSdzBL
R2dvQUFBQU5TVWhFVWdBQUFCUUFBQUFVQOFZQUFBQO5pUjBOQUFBQWNFbEVRV1IO
MNVWVE94YKENCk1BZ1M3Mz1uTzNUcFJ3MjBkcXBiZzkFSUUVqT313axXdZzbkNOaORL
bmJjTGs2NnNxbFQrenQ5Y21ka0UrNkt3aloNCnNncnpmY3FWTXBMMmpvMDQON2dZ
RHB1QXJrKO9uSkhrSwWhBZ1RQUm1ljawhBZjVZSnJ3N3ZqdjBaV1IXTS91bGkNCnzZk
UGYxUVoya@REOXhwcGQ4dOFBQUFCS1JVNUVya@pnZ2c9PQOKDQotLWNmZiftDQqg
ggemMIIDzzCCAregAwIBAgITDYO1lvRE510r0Q1lSHoe49NAaKtDANBgkghkiGOweB
AQOFADBVMQOWCWYDVQQKEWRJIJRVRGMREWDWYDVQQLEWhMQU1QUYBXRzEXMC8GALUE
AXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhvcmlOeTAgFwOX
OTEXMjAwNjUOMThaGA8yMDUYMDkyNzA2NTQxOFow0zENMASGA1UEChMESUVURJER
MABGAL1UECXMITEFNUFMgVOcxFzAVBgNVBAMTDKkFsaWN1IEXvdmVsYWNIMIIBIjAN



BgkghkiG9wOBAQEFAAOCAQS8AMIIBCgKCAQEAMPUpP+0VBOUOPBAFQJI+RpwpODXXZY
60Nn11J53pTeNSiJ1Wkwtw/cxQqOt4uD2vWYB8gOUH/CVt2Zplc+auzPKJ2Zu5mY6
kHm+hVB+IthjLeI7Htg6rNeuXq50/TuTSXX5R1I1EXGt8p6hAQVeA50Z2afHg4b9
7enV8gozRO/Nkug4AkXmbk7THNc8vvjMUJanZ/VmS4TgDgXjwShplcI31cvvBZMs
wt41/0HIvmSwgpS60QcAXx3Weag@yCNj1VOVIyu/3DjcYbww21IF5NbMHbM1LY4X5
chWfNEbkN6hQury/zxnlsukgn+fHbqvwDhJLAgFpW/jA/EB/WI+whUpqtQIDAQAB
04GVMIGSMAWGA1UdEWEB/wWQCMAAWFWYDVROgBBAWD jAMBgpghkgBZQMCATABMB4G
A1UJEQQXMBWBE2FsaWN1QHNtaw11lLmV4YW1wbGUWEWYDVRO1BAwWWCQYIKwYBBQUH
AwQwDgYDVROPAQH/BAQDAgUgMBOGA1UdDgQWBBS1iUOHVRDYAKRV8ASPW546vz N3
DzAfBgNVHSMEGDAWgBSRMI58BxcMp/EJKGU2GmccaHbOWTANBgkghkiGOwOBAQOF
AAOCAQEAgU140JyxMpwWpAy10vK6NEbM11gD5H14EC4MUXqlu®@gq2XgX0SBHIBDTX]jTtdgOVvQQ6wWz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQV
tkWQHi6syTjGsgkLcLNau5LZDQUAsGV+SA03nBAWCRYV+I65x8Kf4hCxqgmjVv3d/
2NKRu®BXnDe/N+1Dz3X0zE0jOfqXgq4SWcCONsG1llyyXt1TL270I6ATKRGIWiQVC
CpDtcONT6vdJI45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBCGALUdIAQQ
MA4wDAYKYIZIAWUDAgEWATAeBgNVHREEFZAVgRNhbG1jZUBzbwW1ltZS51eGFtcGxl
MBMGA1UdJQQMMA0GCCSGAQUFBWMEMA4GA1UdDWEB/wQEAWIGWDAJBgNVHQ4EFgQU
u/bMsi@dBhIcl64papAQOyBmZnMwHWYDVRO]jBBgwFOAUKTCOTACXDKTXCSh1Nhpn JK0ZIhvcNAQKFMQ8XDTIXMDIYMDE3MDYwMlowLwY JKoZI
hvcNAQKEMSIEIEZJTcpCQRTWXEI88+n1LqN3b7JQ6wzZ3y/J10SQRXXY4MAOGCSQG
SIb3DQEBAQUABIIBAEj1f7sJy799/S/3wXfUqyyg/3Sr/4H7n/Wyxg+FP74Bi0Km
Z01z0auH8fpjs0g0fS/1114j69FCkaFUgHYotT6kojdodBRM36IGMIHEPPYH6pAL
4K4CPk62J9PWRW1X+6HYPr+WDfSjzGALSmDTzYVAuu2aun46SmTUVNDvV3UBaxQCS
sghtVelsnSHpJYz3LciIWyKrE+Kpw+g6chb9hVY/a4p9jHullx7MfCQddvg2qjZs0
9TH1X9hfSzxV6bmFRZ39+MU/mOV2pxVYXyDnk6BX48PVx7C5tFWDtr+hB5dEQ931i
sQt3VRgVBNwEiyxqfxyQhHgpJY2+DghoFgwbhkI=



A.2.8. S/MIME signed-only multipart/signed over a complex message,
Injected Headers

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses the Injected Headers
header protection scheme.

It has the following structure:

L-multipart/signed 5496 bytes

F—multipart/mixed 1623 bytes

| -multipart/alternative 992 bytes

| | F—text/plain 312 bytes

| | .—text/html 396 bytes

| .—image/png inline 232 bytes
L—application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:



MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="a23";
micalg="sha-256"

Subject: smime-multipart-complex-injected

Message-ID: <smime-multipart-complex-injected@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:07:02 -0500

--a23

MIME-Version: 1.0

Subject: smime-multipart-complex-injected

Message-ID: <smime-multipart-complex-injected@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:07:02 -0500

Content-Type: multipart/mixed; boundary="d@3"; protected-headers="v1"

--do3
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="8d8"

--8d8

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the smime-multipart-complex-injected message.

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses the Injected Headers
header protection scheme.

Alice

alice@smime.example

--8d8

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the <b>smime-multipart-complex-injected</b> message.</p>
<p>This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses the Injected Headers
header protection scheme.</p>



<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p>
--8d8--

--do3

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgOAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dqpbfARQEjOywiwYnCtkDKnbcLk66sqlT+zt9cidKE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0nJHKINAfTPRicihAf5YJrw7vjvOZWRWM/uli
vdPf1QZ2kDD9Xxppd8wAAAABJIRUSErkJggg==

--des--

--a23
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MIIJ4AYJK0ZIhvcNAQcCOIIJOTCCCcOCAQEXDTALBglghkgBZQMEAQEWCWY JKOZI JQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/WQEAWIFIDAdBgNVHQ4EFgQUOINB1UQ8gCKVTAE]
80e0r83zdw8wHwYDVROjBBgwFOAUKTCOTACXDKFfXCSh1NhpnHGh29FkwDQY JKoZI rc9BaX4MguzsbFXBe6uFhimVpXmFxSpUBYyQ+950MFz
/evPgP96wV+z4TtAWW2Z34rTiz4DXMIO7XYNFUEOls/gkUP2GxzymsO2kaYWTut3



SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2QOFHbB1fkgKNSwXVgkWFfiOucfCn+IQ
saqpold3f9jSkbtAV5w3vzTfog8919MXKIOH614KUE1NAtJ7BtZcs17dUy9u9COgE
ykRiVokFQgqQ7XNDU+r3SeOwWwks7AgMBAAG]jga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwWIBMAEWHgYDVRORBBCWFYETYWXpY2VAc21pbwWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQCcDBDAOBgNVHQ8BAT8EBAMCBSAWHQYD
VROOBBYEFLV2zLItHQYSHJeuKWqQENMgZmZzMB8GA1UdIwQYMBaAFJEW]jnwHFwyn
8QkoZTYazZxxo0dvRZMAOGCSqGSIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhW/JvdYn30Uxfyrzl
RAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1cvb7HVX524
bKZa1oPTUN1m6QpivtqDIdqGJIdGF8L1zL FXBuo2zL3HR+MICDr40pq2JCkzPOQhp
7poIccGE6IOTSg+RroA9iCQsPNn1+Tg8YedjGzUWFO7rNmTOTzPCVZUAUBlr+JJtz
OKypyQ3e0Z6EPazXgqMyHAVCcsmOGI364I0A0b8PSrINt jh+AqJI5QTH+0e7NSzNnEm
MY ICADCCAfwCAQEwWbDBVMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1QUYBX
RzZEXMC8GA1UEAXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2F@awWOuIEF1dGhv
cmlOeQITNOEFeell1fOKpolw69PhqzpqplzALBglghkgBZQMEAgGgaTAYBgkghkiG
9wOBCQMXCwY JK0ZIhvcNAQCcBMBWGCSqGSIb3DQEJIJBTEPFWOYMTAYMjAXNZA3MDJa
MC8GCSqGSIb3DQEJBDEiBCA41K0Xx9a084fB6gh7XvsxC6U70hVOXe3FjeF9sS6mN
DANBgkghk iGOWOBAQEFAASCAQATMFJgqp9Vh8dS34Kz4fZfKGA1SMbgun/XqC6S
9/+EpIiDL54Mw3qug@leU/msO@YoBlu8aV/9ChC2D10dPrFCRUHTWYFC1Wgi2X5Mj
fg57SXgGd1KImhWAtcNuI1111k6TeoI/pmU/ROtNKrF349tDVHZU/4GWUfuyiorK
t6TQKO/VT+JUySQVCUgnx+Zb+bhvWmKfKuX@CJIDEOYD+kH21ar OHMNGLK9S9R3MJ
dfL9+1PmXCXsTP7TIhmnwCJISpBIpmzzg345uu3N52/3SsJYrahIUkbPLnYXTAKDD
N1k0ijGbEOfDECORtdwnoGPfvI1UGI5LK22Ys3tLgApPQqkByY

--a23--

A.3. Encrypted-and-signed Messages

These messages are encrypted and signed. They use PKCS#7 signedData
inside envelopedData, with different header protection schemes and
different Header Confidentiality Policies.

A.3.1. S/MIME encrypted and signed over a simple message, Wrapped
Message with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Wrapped Message header protection scheme with
the hcp_minimal Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7345 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4436 bytes
& (unwraps to)
L-message/rfc822 679 bytes
L— text/plain 321 bytes



Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-enc-signed-wrapped-minimal@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:08:02 -0500

MIIVLAYJK0ZIhvcNAQCDOIIVHTCCFRkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BoqOMAOGCSqGSIb3DQEBAQUABIIBAFHb+aM8bhyJ1nFFuBDyyBVQf2IplykrvvYb
mKgBk0812gecPSOMTkW5e20Q4+WT4r tU4EOIXTFMSA2KUkKc+QUA3ycVCoL5zhetX
GSEX74S5P4JMY/uAoyBlEogGNi21lvagvgOGkgHJCZAjKjPNmqyTfafyvlY4BQRQ+
WJ1i7mURDIbgrcOxfcC/yt7UWXF1fuhm6n7r TvRKhe4DOEOOB8YyKupUgcDzBMTw5SF
POHEYOVF1j12+LNKSSOPhVpOPbPKMCVi+ERtXEQV7C7BRVVYBiprpYJIxJry09t3E
jmIupgHZMgXx1AKFpBsd1PWfI1mrMVZTBpRgy8Bds7CORgWbsOMwggGEAQEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEgQEAX1PXPDD1V2W0o766+MhR821W8
pDOGWAM1ScYPggh4t50FmSjFtyigawhMcQhoRsSAKGV3870XupYXH/1kaD7nIdZw+
pZK1/RZUUBtxv1sRIpJduXcWm/Dsu@lQtQSfcg5Fas1SMjBpMI41BD2KCOM5meDP
NgqHNzNMFvEOZiP06Xx+bTCXhds8WT1i/B2DDyXGjEaN6RUFw6 rKNXwbXoRODJICMosSF5®3kH21eAZGK9afAC+NNwKvSL1hWovXXujmTwGao
8TQPCcI9CKTRS3tx5dONEY5A6ZPbAX3SkcdHpUc/Z6Z29atONNN8Oppl55sichJeP+Q
yoWX/IMhZwNksoiP1Wqa2KYGk8913EVBOOKMH3G/I0cilg75VxjfKQ/IrB6xrhb7
wY3YCV14MtJ4T9gi0rtkXxq6YTI6LQVXP3BWpm1f3xwxQn3HUSQNFO/dESQMikOy
PONT/wkwX0+vOXY59maI2tF9sMFiheLeRRjPDbwaXNCX4ghzpOAOKQ1+0/upcXPd
02sskI3b3gh+gbRhTUOXAMA51/P0Q6Q0]j/0jxfbNO81YdiHE49]j1Xx5MAG0U/yn2V
WK1DKXE570tX5Z3upvQvLVYuc7+hfsr@oIC/A+4UKzt3G3kjmHgKvkPeP4ytu5Cw@4BYMm5uGp


@svarbDhV8H3q9cM+0ODMDPFOARjZ/hi
ciD06010MciMAYzh5C0AbLQgz1HNUZIM4CCqidPVzHyn11IifhH+yEWkXkkC0O8QV
1kDFbwmBhLRPawpIXxsr7Quz@aICJIBdGZ2Xwx55VAbht7S0b11NYbM50QeMtpzJC7
OvKgPkoctvugR8v041sIgxUc6vtHW8C8YWHhz8g90LBPeR0O0/0I4+AePScm/BICy
DrnYGFFM9C/rMU+PateE/dvsGiwW6dTm+9SUFQEqQwIOazGfAWE83G85Z2VePQOQ7RB
jxvzkgnSg7DZkbuylEmSRUa5gROWt tH+43jVTY09Zqrjw7NOvn/OLIIYDcpxQBrUE
/ntfknMg8luYOMou8YJCIOtX/wL89sYZhJu49H657dGB/A2tpGRVSb820Iei7rhu
+9quDIPX0PgBCEPh8k5eLtF23XJTfTi2sxD7WU1XwhiX0+0CTfVvQNFt8ptJUrPB9/
GzNzNObrNex9YUbFEAeGh6BiopGlTAeauu/VSc6J0D12uxLtt/sqx5riBDvgiXpu
vp+N2213sEjyMeQ1i03EIKhAHNPAFbMi6uEEeMVCNneg9IxJj8lodiCawkxjQafhy
1970mBTNjLQWX]j3gCyIr4gK8aD9jrcixrPrUukKly04jdSuprINoQcDLEL1T/yPd/0
OTwDZewzygLHRI/2eg0@JPHtjZer/m+stDLbRxNhKGfwjTR7RedkOcX40LPiyVI40
MRZ300kMZ531YRvzrsChO+L7Z23D6g5nZ2v05yKFvTfHgcmy3RZWOWyaiCF+wnLGD+
gcOtrcMs+SYc1FO01XCpCNd20bYKOicviIgqH4TpAuSrwebYCtM6hzoDdbw10Btcal
08D6XVSUPgy40683tf5TyqMZYqESSG6UbY+08HELcJ4p1jzb50VXwwFrMkfntREV
Birra5k4+/Td6nOWE/Ba61COWVC8cBy1qpObkKsm1IWNrbbGZmfLx9hgfLtxtCZQ
+DaWbvzEEeH6qyGy8VR/rX6kUu@+rHMIyohPbk35VysC/s870fBsuUheFCigfC7XE
v69d1e3NANXQPCE8OYI1LO063AW1IQBXEVEMfkutCX9LM/w2h7PI7DGu71Najl1CxTo
g/74mJrIT91neVCK1EpkmEMCimLd5NzjUcGatCLU574LfGpsOEDRUDVIi8HBJIOAP
spptpgQ8LMAjnvWilPQZcbhd/OWVRzzKEp8i5k3IvtVHi/aFu91lZvnopgDJe43L30
tT3Kt9d/ZjHRswW4MT8vNCiDKBNF7TTyTC/jUq6pOuHglfc5H6QRgE]jow/maBCB/@JLq+Qp/f5FgIglBODWteA1PVC22i0z1g/d
+aVKtOHRCsJIXupP+jIjdJIUekwlSZCid72SmwS61fCinpJ1Vedq700A/SrJ9eg50m
Etg28g9N3x3BzC4Q+gI5CMSK1fC3d2xHohxxdkw02MJIwdOXbjwPaPxgqYbngJC4E



WLCXLPTLwW6XuTJ61QJIRpF3kk6REmMgnR1Dz8Dmm3ocpCcNLa7Vo05LkCnZfUvmZc4
jw/2JIwuLcZR9yo00iUuHRMZj/WOFZRhPMWQWWCESCqcKYTfNNXLKVs0ZfwaUbNapIbA
5E0Z0VpFQYZRz00Q7vdSodDt JOREPXvYbjGomITYm8VgsICQZVTAhUScNKkRgh3KF
tqULWhLK7Tz0z12rrr1+LuSqlpb+QMOAZ4ALYByeWEKN0920ZaCfa/DXxxMitx/Zy
RDFAtYiUzOmtWKcJInGfPzuInCHQ7QRYh2+xDh/09k5qSeSV+1rG4M1IOsptm41lfN
W60EJR7Y99I0ItlenqgjicyLDYpJavZCgMjHznCSPffWzi0B8Vylvphbs80mTQlvN2
J2V6HqLTgDg27M06vZ0Bj jSjBdW+AJcw0zzYOeMvT+hEKLQCSRXXEB4OWr /qtwFv
aLYhITORENYVXRbQGMXWL81T2mCs57m1srOtvP2t7J4DWbp4CoiPY2IFLC4VvZLKS
KgfPwD1d7qdZEwykzn9tzis0dx83ta0qeXc02kXsvxglglx1lhO+DL60oamH2G1BBz
yVVaDnw3C72aV6BKL5XFjbwWsWdqKr0/2Gh8EE6GIPZIWITIMbt2TxSTdGXxXDgs1BB
plIDglQo47imspSjwilbzZm/duczPWuDpNwW1f9uHRyIPcA8QagXA+hvgelLbVpJuJG
6Y11FEYeIl+0tX251S9ghkDCvZ8MIZZ2muqYoB/Bac/CsbkoGJHgF5kg1RNBMCZv
aUGnTA/PaUEDyHJY74VsJJFVv8Hbsvwi5MOAUUAIIY601GL3VZqQRAQ]jINJKEXIp
szLOcHyalL8tHYOIRSP4XaSR6hiEbFJVbPUIKSATqTrON+mT1FeVkJIXx]jGJVgwcxn
GSohbJc93gt3r2sS7HAr5fhJI3xDyXIYhWmRIQatv1Kh5SXsg9wSVMNFn4D1Q149
F1b9J+ydb3ENJ1Vn0aKGC/hyGhULNAUTDyg+pqz3Nu51lwejgFNgz3/W/KPNnIFnM
6vJIt09bEpPNKATOOBLXW20ztJCjgHODD7AVQAVTGU8208MBL8PueUD1UysqzZduTay
f2aVXICEfPFWXR81zHtDe87Iu/RgKwPnkHy+nFRKUSVhyhQ3EgnWZpLRNZHgPxv T
C74UbBFrBARWFRtYy28HGPqM75jNsOIsquad+9gx1leRsuPE1k1lsjiX1vDT1trEYE/
EF56h9hdn88C7SE04KFMbI/6ae62JQdp07CPgq+5YGHMVUZeQHIZKkfLAQUVTCRQtL
CZH86BtnMyKPZeoVEdOguyX0kv27gswvizXf1h0ey5voAGWOEH9j6+z5SNOSPhry
AzwG8mH27gD1rrGCn1gX5f0S39+xtuuseqAW+iQgDk9IGrgAstMQYRW1kRYXKQ1lg
y/1c1Q5/M6kyq5M21199gd7hrqTcEh9Xy1dRBPAC1jXyWZo2eTnpOn9whXZbMtLu
11Zc102dTwLWWXM7uLK3xDQS653AQKc8C46DW3Gs1H15+jWOOC50rPHh5XxeLX9U0

A.3.2. S/MIME encrypted and signed over a simple message, Injected
Headers with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_minimal Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7305 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4406 bytes
& (unwraps to)
L— text/plain 333 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-enc-signed-injected-minimal@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:09:02 -0500

MIIVDAYJK0oZIhvcNAQcDOIIU/TCCFPkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCSqGSIbh3DQEBAQUABIIBAEqQWQtPONMpOlborDISF55uUE0ZXerbw2f8G8
04jr822TF4ehQnzqt1Smtb3q7XZZ2Gz30VYvOJ002DWrWwWbhSzaaWHXwJ8HAMOVX1i0
87SVZMWXXzwrZSyrabmCte7HhJO0OFYgMphkC8UoGtIE+J5Z1XpZq]jpiicTDHZPD
gKPIXCEO®26LS1uj0/11/0N5cBrdMR1zEE/tn12vA3e95pUEM2ILObUukZPPKLiTfr
ejLM2/0QUklYmh541eeC3dQAOxIfOwWktzrp4qt/qJPPKI/RCw/JLOSaf2x005pET
PBRhxQdPEyYjKfBRIOmM/FMa+LkAqzjH1II6MbYs7a+zAZvqH/ tXkwggGEAgEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEABaLUv4/qgPpg9LQVoTctoa3dd
8+wK32x1FwCr3LzD4A+3AZGAzqgJ61r00/cyDbz6swNjZQb6IvsHrxn2hCLyGS7JZ
pxaqvNhOMTZ7ppvAAMY/cbtim6oo+aR+YBFMuUejNy2Lf4g9Qugs7C86BqwT/DDR
8012vrQcTRVgxxgtaJtTSHXPZVQeoTLI9QvyVBR69XJI4fNvaplF5CVP1GONwVWgYd
7UlFQCViH1ASwcJ2VMYTAp2vWgrghn6taCB5NuzPH6TLgXM33bzaEZ9+7ya@k0yC
h6PtoTm+Sk504F3qTf3EZ91+pZw9dYKmHXNJSXzhInzob22BUwmi8rmAhyz7YDCC
Ed4GCSqGSIb3DQEHATAABYlghkgBZQMEAQIEECNEpHap3uuwIy1DMX4JIXriAghGw
Y9Dgh6eaEPJSGb2YLpt5P4NZqy1iFQN5ASF/ejZ+0XBWbhPihaoCRKaixULOXFx0O
f1THjHHFDNcuizZz2dxbGtWtuCzZkxt44ycJ2GOJpCNcWVn0BaJckEyiPxhjn4yul6d
pqbT2G4Pt6DEWSteMIFNpaM7AcGbpO4KTFO22zIy1PQR]jQRafhFO8+7Jkm8ndRPUP
bNfOdLg+0oIErDaMDlr84VyUEaSjJzIS5xh7+Igilk109cGQViTaOEtDhhL19sWrn
Tdmrit+/jso6IPZKI1lkaA8U1sZ4B3gWE]jyxOphDKmtz0OY5P5hQNcbhbXquk6CQT+NGO
2XB5h90dYPQc5hSUY3PxGOWWUOVZQGAQLH/LWCm57sjFSNATYJ04N1ijQB5kIzmST
8KLgLgquMser7JzSyhGaatw3zC9rzZ152FUohJQk30SIzeMhJoXrQ11lywWEQOSfdCFo
+iaV70jHOEYQtmmcamzZw0il8JIN4FyufRh7DyCBi4RODX70wWWgKr601VrhcPZNwV
r+8YsuqprpblYEP1E1cqLOZXxVX5z21UQ133U08p4CVITWOTUUNNMFRARNTNWOXFS
ORQrSR45G/274tG2/j3R94EdomMSJI8/Zx/qf 7fou+EkdhfVNB/6AND2jAm37bUeg
I89QVN/BTVCcXwhMDsYV60qPMaHWD3B/07yF8HjyRiVh78bUX9rUlpIgXSrmnnuyB
1noOrWKpacjxQenLebNa8CzZVG4ZpQRa3f/NX0cS17auNb/qoT/xtgcTawb6jF5M/
D3ulDiILH/jCyDaglL7ItSzTKu2BCHOtNXy2DVVOFSMTyfOLrYaZpYGLULvoly+u
yBgTQram5ZxmwjGhM80snwWlmaB4kQ1lFBWoW++rnEbQ9JEL+n6UXTIHBbRG6bNUY7uU
5jjYih1tEKM7Y6cQbWn/PykRIjP76mukR/PI84WHQGP+n6K8QjCP32Ij5vOBAXCN
KftDYROYNGK1680ej0@ozUpPnz5LJIw3VvbDEFZMVVCJEY2qOD7EdTFAYOjNWLATUGW
WA43/PKeEi7smTQWXGWrbIFXPwuuNKyMOHLGiKX(qSJSzj531jTiGaswWVpHibEK1US
IWOXef/7Q/PZvCa8vxmVGowSQ7gwWQTVEOhKiOMV71YuxDTWRacPet jFzkwOZoTHF
5gFV+/CY2W5VXVSKIRS5mr/jjQtBu+7L0Aep2MGqlulLZIgXDaOkPR5Rz60rfCz70
M70E85uq430h6goP4YKeCU1SXSE9QYXRQICN83AhY7JCzrP4bKVnKdia56XEmXMKR
LQ29Z2zSakaIPKbSmxMuIgknlOV29PGG1KztSDonWIFVVLJIb6Qne8altI7zTxmll
IMi5zxct0969g35HGN1VOh9ZzIKABX0T6q18yhfInWQOONKMpTfHrHPTOXaulr4hzm3



MPENUG94PWMWGEK1485rsYOtZgE/PZr1s1DsxmA06r@6maqwc5NTNZoHWN16WFWZ6
1uRMCctWEMW7gHeqly4TfXH4QiRMXAuzDdrYnVjWGqN1k3zEY/v/ppxI/woUdwBmw
pxwr3LTvna/8jpkt060hM8ZUKAsS9zYbtQBGLqrSylprf+nplrXDQhkIghV3Lpx2H
hdM1jzMyvPJse5AyQ42L9w5SZaOvIA9t 7RN+19LKxjpdMsY+zW7tgqMhRTd6U9pY
kfRsONDJJuvlypSBwbaEfZgiNtUkFwuzQRrfKLqjJeKCXw5cpad+f4xPPPc52UM5
RNIMTFe6UF1NmodzkyLr6pltMRmnNLXS12uTXHR/9z8Ni/+mUWg8G/9aTwujB1J01
6Le8TE96YP1WqF//qSz8WIVWGTr fPGpQkwpzBWaV251LvgKzETel16/EY8z0/G3nN
ahlowlaeBxbKm2VwtGwzZM84bYWaHOCLPAQAVKFhv5zk+5pgC98rwifhhXTefYA2P
0D9501UaTQTWKjrw6t2kzgbmQ7 TFOEe1i5EW+SXVKbd266MQgSZNhzXSFTgs8XA/
aNmXLx2DjpbQIjI5AzVE5YWeN+d51HDee4Z54sDp6GsqpYj136AHZIE6I1jxxi8U
p7J7Bkclzs/4FdY9cGfHT1hV7ugtaENg3wswhavoMgaQZIjoqi/PyLBSFrScCK15
3kfdaRRwdg4E43PqQDRWOe490KWX6VXGzqV1sOhzo4Hq8GvMhvSjC9gJQK1hIeDY
0tBZIhEmOZQBqg4rlJienVaWEPJkfebn8GB2xkogf3j+ol6udrv+djux87+QJ1ih+cZ
vOIk/12eJawW3cxzBa/ckfph6TAPM1wEkcdxpLtF+dbNc7WHXK6NV8P5zPBTq58mC
1iCpwhMnRUKY78w0dsAK5/0X11bya5fFBSrvVf71PPyADaw@9puu5di9cJUY0GECH9
dWWI29MnuhJ/+GPGLrT+X36CDc4UMUYHNQGIOEqk6XUEUgZDWbsmpYUt@J2zBvu+
Rb4xAIbla94wXzsAQ/4aVKauSd6ofjycbzcc6allvyQtqAOZPFP7S9z3dyN1LCAOG
Uiat5crCQbVhJQNVMabkFBOWIF5KkGITERgmupnlukf80FS+XGw8t24PPg40s2MnP
xtdZMO1mE1lwvF1cD2/thU8hfXUfYnT2qmObik JpXQE@e7BASANYQ]j6ud5eboEhfH J3XFMmM7QxJJTmKoRe5bySvCy38god5
12wWxVrlxuftoGPf8QYtLc5F7B+gx5i8Pv8eI/JILMNGBdci90UYKkIe6IAWOZMX ]z
OwPzIITHL815ejE6CcCc+Gy+SwV0s0a®RC43n0AzP4BWU4wWRMJIungQTSzMUM+6xb2k
ku3XkjwdQLVY7gX7M7AbDr/7eK70jWnixTyNY75zq0bQaoyhgKJ1D+6iwadbMVvq8
SYpPSY2EUNFSVM3+NeGVF/ANLOGCBHZzY10kQy1HQZ1TpB/2nYA3KkBTLOMZOUXNOT1
Ca8uDcGVBOMsHNe8wvOMVIA4GCYYHSQxZ+SMtyl1TMtZ6qENDARSZz7JFC6jbaho3U
KM5+81yAbXOh3PnMNURt J+9+nFHI+7Uiudkoel/ymg0ZgJhrKkbSd6Xx9iof2da/F®/rcPcH61GSKEi4
Wn365bCmMBTYHAd6MCOh8p2YycZoQBgqGAXTSxz5q90XJGIikrou7UfnSKTHghubXz
PVmMNWGbXUR5FrEYKR6SHQWPF4Hr9pbigqq40ZFXrONvdCOfB7LL63X9XWV+TFXNPE



j9ycJeqxVvQgB6TQ83nNfwbh7WKCedwaoEARCZ2CNY14V3pePfZt tMYWQDtHR7Ssko
VpjhgDqoQpMP3sdNFR7u7DgmwLKkkhwAru1JOLYnI72G2IutRxn0Ox4hwWxiNizYntB
d9bjlUpcOt7uyfembDnadqFg6gQa69YiYuRR5JChc1P6LUSVTYNNMkCznkoPVOWGM
VQvaEPKWWZI2/YSmZqtBsuE2G2ggK6q0OnRXC01GxjeNuoJkgaedceHrGFtnyfQBQ
gHG1j7L1HV840nwdINS3nMhxceof7nQVs0yllcdHv7F1lui5ZSxPzAJb6turw8ssy
xU8838uMVgqwnwVzj1HzOmGguIeGX4rATS1t1vVR93GAebDWCcEBiGg2hdJLfrvUF
Gru8B/HMtDc+HFwWyDICgwVMrjixqb4Q1lOMZV8X8B2NdFG66U4KMG2KCmUeVUBEXX
SCMrf0/JEVC8UXZWUNXby7H1u4rMH257aYkhhXwh/0obKUx9DDqkWxW8QFjNeCQY(q /AL
Xyxn3C7Mv4ozpFzvKgw/bukNYIKdDZ2nWegqpnRoSyAbuHJOFFdayEvx/XSSPdq/t
g3V1bNrMbzZMYr/QJkQqCvncusXK50pFeOF/2jj+EnJrbubrOmTR+GzKAN88QQ67n
NMRrQVCOZ+3WiqlykBY7nrVLfHW/AF8BDW+Xxqr6uNIO5u084yZRpStkE611IMZVY
MvTtm+Yb5trb/qUuzJbpgSRT40mlHynstp+VvEECM6U]jVFSUEITFCQuaPKmz1/qHd
M+AgbdMRUBMLGBR1TX5rTVd6kIj2gDTmPbnV/6PK59T8Nv6Aekokdc5CtYgc4oKh
ftDRa6OE]jpLG1IgCQzT7khzTrHZMNOYXdtrTDBr4fHitqlr5RjU+Aymx+NLOCXmX
V+LiVvvQxHGpGiZEaV7onQ==

A.3.3. S/MIME encrypted and signed over a simple message, Injected
Headers with hcp_minimal (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_minimal Header Confidentiality Policy with a "Legacy
Display" part.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7865 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4810 bytes
1 (unwraps to)
L—-multipart/mixed 923 bytes
—text/plain 51 bytes
L— text/plain 370 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-injected-minimal-legacy@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:10:02 -0500
@lctF50SQsy7
2MJIZKYHUASEbDAHSUVmMbTTK5ms3rkomKkDPeg550V+aYXZb5KROw/mNzeK2tgvYk
ec5AGboecFaiedYYXootzo4XkbplhYLfOPW2GnUhBVNLAzZYEbDKAB390EQjZI71iG
5sAbkYcjfQBFCwSrPH1GV+AwgldpHtIRrgY1lxywI72HekKN/BIj/2Ayx0cKmKTCC
E34GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEB/2upKgq23GgsDZUcUo9+5GAghNQ
1uAya@TZqTCj2e/BIPKVzRT2h+7eY70HIsBha+U8Xns2rMqCPtYEwYfyJAmMXOnFK
tkaXj5MDdhXtSBATyz+QMVZEC/m/0+D5U7ssdEQdK1ZxwW8DpY1zQvNfujGPuXxz
XPAm2Fwfy4If9itpq3cZubfD9n43HLDCcIXiceNYT6GpOITVKGPWOZz+AThblAGQgdS
aG1lRpRokgqYhwNgPS17KqCzSuzz3Dfda0is5d4SDq51/BC7vSNLb3k10ERgZ5+dJ
+EaNyD10OuFqL+gm5xnkJzgw5iNJ7Gp9Xwj TLbXNwmx7U/1n1X7PufBQPiKsVhTLa
W98kvrwWzckKeHOveCjvjIsHvgtoKBO51/PLIWINKCDTDH9iFO52FiGLALtVimTLL
LQY7ySLEVIN7k7FpVR6RYYdKK6GIXEG3r9bIMIwGQAN4wLk70qFC2BmMNGekpzG9/
mui0dB2XIaweUVNrYGB+jy4oqVY17Re7+TY+De63ZCBx40dw8tDKgEXKWOVHHYWP
eBxk1lvzZd/EZjwAKkbHI4NMPajKJ+rdTlaxfyvRxVfzINsJixkvp1A314fBbNtkub8
k9kR+0q6ROSX1MOgp9PzKNqkWMkmJyvOORb70Bcagzh/Vii+ySQEtRIdONUZUT+2
d+TY1unEGiNp3Ny+JvL7n5nSHEOWSkzzQrGWVOmZX1pi51XeaZPXorBtOJPK6H8A
bzm8480I004Q0A0ohTfJIsuztHMW1ICBX9KX/fBDzBYUuXx0SGbbsTD3TWK/+ITUZASKG
gXxxt6XJ98uJ/Fji86TMkiE5EZpAcsFQUCELhe/IrdTT2s0c3C61¢c517VsGkiCpRS
URPHLOHCcYOmvdLQIKP1pTXEKU2W8mMBOiRWXWS9tFOCcmKatS97ZCj8SbHA8ptqlVL
OP5Wjuno8PghvVeAafPpq7CI06+EaWuONETzfywAYhPIs6zfcnct8Zk7nVEHiDZX
CEBrILiR3pzdigh48YySLofFjYpj1vgb8GuRsVTIhQeyP2K42y4kUHKD7Nteglwk
FpA7Z3bSYWAJp/FGu8+Cc7ItaiMwNstOf+ajrbNkI2+tPJoVuXJImR5wLaXyMFC6F
PjFKkUsSJKpB6ZCEFYkJ16WXWYtysYn2FIcQOJXLCQeAn71Pw+awous3GmfoOw]jGo3
1XjZFKIXTSKSEpMyFPfCHSV6BCWMDTQ1/291jzvhmhGAijS8RHHWMOYexfTf7241
eBYvnOIpPxfpvlTf+/9gVU6Gp2hJ6u3zkbH/2d/30m2/F9DhDcT5IXIX/9B2r607
Qi01ln9Tx/vCawSIBYEO7PCijretGbjthGQz0zX1EG24ARa35tC04pgPfkD35VSdO



XHV2bewdZDFKTCpTat1lOKhSgBwLeAixU7jBVrZR8VnJIByjxWBgFLEDE8KzEddKn4
NomaaloifV+yVBwzzG2C1vZjH409paMGCTX3z8TWU9O+tOhMmkpwyQriTLjKFIwN
cIEl2yiideqWWrru6gg9POEPO40hmgCsEN48SP1MXxNQ6Nn6g2rOV+wCcow2rPqvijcC
Jsz6VonLZ1gloZwrJo3VmOUBmMNQiB/PHH/dDjTTRYf+FJFZ2A02Gdc57PQ6MWGYG
plbzAKYunqcYkVe20/qEV7E6nDawWBK9CkeT1tDB4PVq7MdrzmpgV+Ww7BZ5GVVvnH
KTH+gx0GRd30sBXGiDXSJh1gLjCJeRKyKOL9h281No1WtoFOKkEucHUbBg8tei6BX
P4gYgchmcZ/vE3K4adRSm2bnudFRE9jM5tU2t twxmsp2t+trVIc16MTq193JHYZT
SzIaxa7oshTxNVJamKzyeabTgeDnBOVQhPrFPxwCxssCs5NQpywWBP7ho+iaqMf58
tKgVv20egfK/6N33145npAb2hmA9e4pGuPtbw41/Vv19q5wdASM1R2t dMNOPYHLZ9
HinwWeDjg9ibHoQejI2Ji3pbtfghhBV1VDLGOtJ+4Lc6POFUZcrR2RWGQxtHOOSdb
R7zenb+kXANTOAXOIRPr7M1JAt8etwlyswd/YUws4ifmrfGZSOp+tm9inXWCLzR3
4bxd1msUL3AKRqsWQd8x1463Ye69GOW7auEaCl/GRORNOK5L/FcxcGXAyPdcvn3q
+mYNGErvcyJIDHAiPbrTvLSrr061Uy+qu5rv8r6D7JtxUubJujNrs29wWmVN44huL
SNcf1d/nLuJH6XXFOK+JheMjbblwQe8fGh79sLoSqp+HN1HNBH+AQ6804YgomuUzq
©bDNjU3aYg8hQZV2vwpM+hWAUPqU3NMJIGPR3k+Nji32R+ORhvdLWeqN1kfnQoT1R]jBdw
LPM8brwaTrwL3XzRy/w9ZXdZEPh70HUIMeTC+0i71hgemjjQYZUDhvXoYVwaIU3v
CyZ5FajozqxAHNg3E81i3dLOYjNygT1lgQYsw9joGA1BA2EpPQYgEU]jSqhd47gXXtdo
gqHRVrHI19Iz6LAzkdSZrMwb1IJ6kBCI+aP9p9zygcLCOqTWUI6bye0/ICZGIPOgP
yQPZFiR0a006akIeDznSedHDhROYN3RE/QMTVDk3v7vBtgyM/z9zDID7bScE/SJ]
KjVvs5V6BDgnnavicg9wsxeqV9V/3cql39JugZR/ABxhy3E1fqLIc/G1ZYruGH10e]j
csJrtI0OhX2Gg27Cq740ezEg5D6WET4YNS/GNwBPo8ptu/hOIHEHWYKZzX1GAQWgnm
Ip1+AtGXuzZlOosWo+ZsrYjfgoL3ziKIszdBpUJTcH51Q1j7GoSjzyppyIRZZxgXBt
d10cVIiI56ezD+nJuT20FIN3Rgdv7VHOAOtG8k15iwwsvT4u07hA2pcAAV550utMPm
vf78urtFFzenepJl2dgShgzB8K+FkWDNJ4dyYpajAhnngkgvzZbzDvd+Jc36UtZhnw
k90O0pLrjconFTQkyroygZPnas8akKs531M2TSQNRMHBkvoyswgl0yBPOeJpptBiga
mJIDH59K2ivjt+J779+Qkz0olYOK6MWSELCOQWSGiK8z6XEKtHYXxd+02Xda5j+mvAc
R1cmgsk6HD56X2Ev5m39bMmAZzCwXxH58xa4pB+0SAPT2IMD4iyXKkOHOTMwWA/ yu@X
8usDaDjHPWOS7mjrrA5hvv/NPJHTmahlOPGO9ddaEAXqr3JSCyr4/BfdLX1dDqou+
m+un0yia9PPOSk+jNGUgp6Z4kTOcdhOd/Z4PiQmPiHOU9H2UTALgBW4ANhZfCK1lgo
2UMAhxv1bB/20vgz1cczD0gCiN03i49J7y3kT17b6igRJIo+/J6jIPPQXYs/K2h1x
MZamB266yvpzEQ5XmQVZ/WDOe8UP8PYWMALYhGObnucvDMBH76ENNP0iKG32qdGy
aiFbGDagENFNLURcZvcT/ov712ubwbfNK1U3461y4npNgJSCAWiwW7XOwFJjnL175
aNOxfeLif+eYOY+3v/p+TKT7X4dWLQrTO+G8uS8CWg9m5PRHCh6AWH6RKko6CJCp]
OFiv9sxu+FSXCa+4N1p8MGEzy368J0jdVB5RSE6+14DFy9juKnH8x1TaJKTw6JID]
wi54YOXxYpqJT4KLYy6ubzrOka7TPUL1LNdyvXx0SDKGS549d56E/jP9jBNBKB5MMLI
NE57fAVUIOEZsSy/ndjmyC/BWfDDMXFZOY/win80Sph5sudLk4RCCsq+PeFMis7P
jZwliinGCoE67migyD2BygrIrj4plGCfROgcgxgqez5IX1xv15xQt1Q/Cohq/Hrzw
bg/HoXzJbbizfy0dxv9rg/5t5WrzCtIq7TEvgyk9jPUd48vPBU38YXBPFOjxIAxXd
WUINZMELTHqGYrvaZFSRNh9Z9bCw6V312kRKkSEfICZPygt+60cmIDXmAOQUV22I31
uZJc7ykY7H1gfzrvgENSKN3bdLKfLH740tiBGfvxD/jyk0iBtY2j41LmnaKeyZwP
CczPmoh6iKc8zruDs7LA7v/z0uzD8Y3snjkmuh+kLGtdpPO9IkYYdmdoYpPVkcbh3



4ANdz5Bj J5FpRURe69hB12V73KZGaR6cHOPzfoKfHJo7dF8QNOK/RSP+DWaAV9bLu
6ZRKzgVVAR2QMD+3L3z0a108SIiSFK1UWR9BOOILEj5ue5bUes9zgIRmPN30RBt5
SxegQo09L65uvcgbvnInvUe7BxIBgqxSZFyjCHFgU8qOrvB8+wB9thdTNXSfh9Qak
ZVtF3Aw14GdvQJaVCNu7jSDuUUP6FykzZjqLPSYQQqGJcBzAvaZOp6k5Evinf/Mnk/
gPwfCeJdAXyJcxSbFYelbx7V7Xk/090kHWN+L5pqCQ9BAMK3FXWivOK7wme@iYS3
krs551iUz2ZST1WVDdVXukBGoImY8A5i4+8Sa0vVuITfvYhThfYS8ZiIKqgySeKe
VHQ19cfF59zko8GFJPJIB5zVwX1uUnjGerB8Y930AaWE9/UE43C8QG5KkSh7mLSWwT
OPO/NbLQWwax7L8]jPzn4480ntX4Ae0K834Dfx4a7b1A9/fKtighNZQlAZ3ecORpP
1OMiwFsZfqCYjDGHYhXGot9Ak2BwiN7Qpk4VHhICtr1inH6kJOhUbJaFSTHARW29t
10E87vda3aDYjt12Jab18HgQSZCsJGUskc+4mVq42BQGzuFHXMiHI4DLVFyMpXnx
148QAUNwDW5j tQb1PSA8uUBG+UKTIHOK/ JKmHtPGIFeGMi1h8KEIbGEKTE/Pose2v
u31RQMBs4BspSiMRONGMiLH/abDWgSsBgT+dvsWrtXaVHISgMVERgTYgy4wWmyIJyV
UQO4Mx00GjVr5c08JH6IATOTVHpagP/1V1b6Acc9BXSHa2eLAL/VEtm74A2tt8Aq
AYZ2jH1TtREgQeU2PLfffLAZK6PDZWKkNi1i61tHb7XQNBnyupbfLiWpMFZCemVdOSG9
MxP6C0t4ZQ4d/Khd3Z1VpDClsHX50Ly438m/4pjHEEVUrq8IwR2iE2N40VqP8BuUB
yj6jswjjEuluxahEYUgagASBAZU/uoue4B/hPrMgx3vVLs18UYPSIvJ2cawRFtEo
PgFoTvS5uMD10TcCvcW6pRksNQbOvkwgFa2DnpxAOKWY40+6zhWcAzzE4058m+hm
54sURdkwq9hoDKwv61Yw/01I1DMSfoZyccoQlr54PEO+rDcru4IPrPVsK65TMBHM
utS8DatppilLRuuryLd6YtRNih1ELM6V64VvP1bZi/i7a11004RQVH]jYy/vgZTHrCKFA.3.4. S/MIME encrypted and signed over a simple message, Wrapped
Message with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Wrapped Message header protection scheme with
the hcp_strong Header Confidentiality Policy.

It has the following structure:



L—application/pkcs7-mime [smime.p7m] 7345 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4432 bytes
1 (unwraps to)
L—-message/rfc822 675 bytes
L— text/plain 319 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <73a42f8e-8f5a-5c62-b982-82ace766fd32@1hp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:11:02 -0500

MIIVLAYJK0ZIhvcNAQCDOIIVHTCCFRkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BoqOMAOGCSQGSIb3DQEBAQUABIIBAHMG7SjRDCJIDMqgVQrFh4sk9MkalJY7q6B3r
hY87n3jM6UYk/ZaBi9uzcB1pDAFOhJkFLmo+PRUbFLUrmeYfQI60uvVELlpwIDWMp
cMtfz1XgKAO6fh/0On6aoVhpfvOEmaGlrCU5ezDPPbaxXw8caNi2/yvLOustpgKOT]
cOLgMK45tPcHeIaSD+8A4POuf/GLzEFhDPdJrt3mvq76UbAoIGasA/sDhhgOxygq
ZH3IPQOYShFEUMSK+RC9Sc9dmXtVYPBYCEsPdhTieJyjw695dde8x17ZewWS+JZai
QK8pXZUdRLBE182+001HTXZYYybfFO5sFMIJHQZ3L1ftF2Dqs800cwggGEAgEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEQQEALV]jSc3y8/+aA+Mk2+8tup051
fsr8cR8BVO+aR/CYDXaeAFg6CPk12PnLcpFRZDAqitxfe7SpMgk@oT3IsBxvuOsr®OHhse
40f2gogvmNfTpHbAUSDL4UWdehoK1fmPu4KaSpL2sRnTpqzyZEdAwWG1JIOBOYAQE
ztszmexi1s9KWQ/XdNJIBG2QHVSMT4QTCuY2e+335Y9/ZC5WBphpAazRp9xfXc3de
P193N6ydfnOOwT5k7TMeLOJrqPa84HO60RAYXFYWi0OVWRVYfrsInUv6AJThRIBN
dA3ebIVCwrfGlw80HerzDBo5yPc1ASLrmuPjaQ42CDrHqzfnMw9tHQ5ZajoCGF60
4Amzqu9/99upVaaToFRsA401UpRN2Qo0YUBO13Ck34mWGWg8vT6akYADYy1mOSrpRO
yM+/8WeERonQcc3YqrmVjzM/yh4RLp1890WWhHIHAAp1YyuwCj+kjiOg2HNhvyuq



9acwfjQ7mKBfK11i7PAydvWb9odt95VnY5LF+MvevJOdf1lEt6rISePs+AhoQCAlul
B92MpDynfPUFoeRMx3do/zhVmY64gN7r1VOXxuuzXUw3woopjduzTmHycYBn7sM4
3U0d02yJgy+IqiTOusRaQGC3/IJiZmX0oTL94wBsOB1++cP59GPyvm6qgM7i09fuw
V04ik81TEs1WegTezlLr96dwkPvemfFJIQID1XxVoZ4LVRf3FbQa9czZS7wxSebhgpl
0Y6YB/s21v13GpCX8RtHEKEKW4Zc/9CrpUv+1/R3QXRvYOnQawXc96w0/1VkoxCd
SRrlglhl6yYOQYvOmTbusudCOQtrcQBRVcVeqqbfLhip9Nxe8vabPkoGQro+15s0
xk08YwlPt60a®hh5NjqZaBpMhDOXAQHTO826Xj 7R5Wp49KKtRIOKAWUUYOOAWPFY
NdihvipP1jGuCiol13PPc+Vah@+ACMMDVEW]Yk2qEYy2TRbWoONB9szzU0Q7POkKJIX
LfMS07ecJ6sSsjcprsKzg0sjQXtIcAgRMnxFFaCfeg2zjw1lI5HC+jbiNtgda®aQQ
LORZ1a3KWIIPNBq18u+cXXjfaBy4HQh1XmQENStkLrx1JUuATI1wxhXWYdsrjJI2XEW
hQBjBwcnTAc51/vU8H+0I1Pnc32DF8qfa5iwluLdoY137PUMlerpXqg+mPvL9cX/1
w2zd7Nc+UUezqOYPrBbwnrWOvGimsrjBPqKnJGHZJIh1Z0fLdmLa6in1lsQBpX6kXb
K+8mpshqf472H0fje8/hrdLn0e9Qxdf8eNyiODHs2MzxkYRKtNIFIEK6 JHO62NSG
/aM1VJIbKudK1V7FFd/hr0AVg+ulLbrsaFBdI6EE868qQpDThpd3wWnyX8Hzt Tkm7Up IXRMGYVuUBVYFD
MtZxMQE/AU/bPQmMNBNCKNBINXYyYWOUk7p//ETOEVZGAWYgQvaZlu4E/P8Xx0L6aud
pDcB5UWRogkyU7 jguMb7f167iCgkRTTFSLULD+1jv/4zf1Fv4F6cQhv+NaEAF481
fCUFjEMtGLCp99xxnu3M6CdiabZNCyuGEVkhzL/fq1IpV1gKRFeDFU/wfTe8D4QT
9tranwYyAVj3gd2f0ijrlQ5/9Ch0s83/X2CpSk8fHF0z30BS7Gfyz45BugIhDgml
NkX8J2vK1CBOx2X0/3waf/Wf3ajOEFXKRIfC+TSO6DrSS6XGBSQXN95SsWrzuA9T
Ruemiw8+wYbygIW4auucs+V60BRwWGOwWXxAzn+01X7zac+WHjerZui+E/7ehmFc8NP
ZW/FVFtCYi60c26dysKTzhpOUmMhOWX4TvFHEX4KCL9QXTC/YaljrZTBFF+0tsJOi
ORDK2/yjrGU67Q1zK5escKJgOYdorZjMkfbOnNdjNOeJ1fLNL5eB8em/LEpaF+VvK
aCWLa8tVvuq8ggUz6PHQNkgeIssJoSXrmCfSPODEt jk2ZDGsHaHOJ8KUBLR+wiSs
g+NRIG3Uvch6kARJQN3AgW1BYSV42A+C6Xx+BPUEbcwDv3qz0ODLmfNob4wWArd+jyk
42Gnk9VL/bbddnhCyzYyHCr1DOXMIzewqzfRI9ppDbgCLMxb7Q7a+8Umlkddd/acC5
wWFUAVB88JT1gj+NgqxHZs4BIStd91E1Fs1mx9yXD/dEUPGFqyl5tbTrbGQpfv393U
Q6L6CWZS11Rg+b7E777ZSUOWXJIL92ATouJmzCYLjafIOjBNI9BpGIymvi2QvUYgB9
9B1ia2X/SRc1fcOOVRK77c1GtW6NjIL37eiXMKseQEWY3194vY2Z61ytosB2BCcSO
ROQRJISWzXCXTJI6btCNFhZUuGhrnG6ibGKYmrTJTzNcrN4yJ/eByDqOcOYBUR10S2
uUGMgxwB@adJ9ci+r76ZLzdo70vTIb+WGbOP3IIYeSjIsymkc+ShbO4mAEcodrYX0e
n3wYsjrhRYf4wWIDxQhWJIRUdBpty2LG140GUOTPOQPDaKwnGIiBUiT554NJIMvvEWW
KLEBXxtJ1JQ8LhN/jo9ZwxwI/FZ68pdOh4r5MhlatVxJIJHbLmnWmddOL2b8wOUyBwM
ts/zY9bdjfndBguU3zmDsjkZgZdgGtzLO9KbUWHDINVCKtODM+X7QQKHU482dRb/vo
uIkQDy6meuxdj8e/xzdSua2aSQhYaRXuZ1lE7uq4EyN30cJB/rE30R1sgKh5k+7hm
kSibtsFYYMWvBzh/Mata98kYHs6Bf+Rgx/FAA8989koFmkAb/B41NFKuTuSODmMK1
2SDKgHb6rmn+cftviM0zfgJdnGObga3NCEYNICWitPw6NAbgllvRWdK]j2A910M09
YU1P/ZNox2vKWdH6rkpGfKJIYVwdtVEwulNhaobu6p2c71RyCzJSYUAMShOyLXXgE
ImCup6EU6+IgLryA4wWkD2IdpYbVP/t0dFLKY1fBcGJItSVdgJICXiC/krDLDKhrEKm
RCiIcf6ghGlEnOJpkOXU30WMh+kDO1MO2IJuwk4T1TOKBRGZAtYWQQYQvOXxecZ/K
DVOXZNUQQSzXFSpnGo7wOLoUh9gB5GO0IbDgtAShYsCXbU3fux18/6Lojv+fOYBBN



capJh5o0wBmJAmowJU3pL1JyABd5+R//cj1hQFApBKrs+chP6Z02cDabDwWavBPPQ/
QQCPjbMENRsGrU5bdWR0G13qP8+FVk+aNHFOxtn+mc18scGhwfem6/hFgKyBCAZh
H7RmYuUWoRZP73XPLYAM3sfwb1hLZSFNhbKHs00/Fg2b5MkFy3Dwt tMbgH+2vDLBV
6CJ8sOVTUL]jSk9b+ddvk6rgUy+Nce413s8GqlZzfuudV/AfYeovwoUhCIKKYj2DFS
jBB6Zv008Z7zQpqNOHIiz+02z0YKtLconQWBGhVhn/A5ytYh05JZ272725AjitaE/
9iRvigfOu4hQrowNuR+5t6bjA+5nfpKimd/3G6JdvY+QcN3BizQ39ZyUrUr3pmY5
KKkyHTZolsazk9zZKQY8LU1/nM2IraTuFzLhP6Mttj8DR+zXDjoOPX5XXSr9VVW1lcTG
YAINPHO1SYv(qScQ7K3LVVsiqAzbr7SHOABDF8Zt fwvqIDDmk7cubaTlUEdGA/tXTu
iQMYNv8iJ4MmEOtte@sRrPKKbnNEP1f+UiSI2LDEYPuvX0o0GoroNFHzqPUX+6BswB
8GSEpsQDPzSJ1YTugYrX+2P1M75c89dhfuidAHdubHMqurOUaWt TKT157rd9ende
HFOZHQPXBYGQYQ7FT51WsXBZjxhWjHM4uDmc3WiSTODQX+b1ihwo0Gx3moRbbAR4
UsUJ81lopNmbY+Pf5XGvp92PtxzIBJyJ1WfpONCX3g4LhuwHpi5JOGu2nTKD2LZR9
190ehrIncVOoF5rcIWwKnRZbTBJIgozaxKwkUUfp/gEAteGYXEeAIJCOwWYy4ZD3N2¢cS
r3128719gQAni/LSF8CEAPaXE6swdSsfcOGWTi5W+jnDh2oeAweU0qb10+vwLikC+
Xm4VabpnHPZPiozLRL6TaVEqQvmBpvUXgZffUIXpXHsWbVpJuPsIzM1lmgeKEdwUvD
EfcmndsOp3Vv5B4ZaXLfR6aHdtrDT+B8eNb1bB2wOP/IA7Up4NzVTOBtEZ(q2JK]j18
mtSbNmSuhSGqYP3fKWV4inAgRQiDDw3bnazMh/mI17qMLa251zP9IJ5RNDRRWC] T
+m1jnLpyYHb5RYZ4nqD4+w59YM9Q/Vv72C2cyL6WygYE4IVXIWANrHPSTkjBBjoxD
P1WbthMP6DJcM5v9t8RV8Mc8bPiUrKzMDCbXNcPJIm1HDCnYrWXFYqOvUpKvWn6zt
Q39rPppCdrHkNzFS20MsvWiw9KsWg2rb/ph+gh418ac8VdyXNcETVgkLeYHnhue61
Rbb04HVCvUu3bBNjy8D6YyRIFVIVXH3Zy7+1z3fJ70VwlqgpmlnMsidx3vliykAeK1t
uo42n/3t82Dx/5s3p9rZnhwXud00et jL88GpyzvdwtkYy3Nj/8afvB62iUwZ1fR5
rcnklwWkphSg9HL6brXQsS310DDHsYy8xIJ1u5RrGD2MOIOY/ rbMXNT5WnGoZ6j/RJ
Spn1f944h2LKkyVFFNgI1q1W6MLTTNBrZZ6kMpJ8X39iL5KmkrQimelrgJTtM4heK

A.3.5. S/MIME encrypted and signed over a simple message, Injected
Headers with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_strong Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7305 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4402 bytes
& (unwraps to)
L— text/plain 331 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <27139e00-e05f-581d-a339-d2bd43bd0f42@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:12:02 -0500

MIIVDAYJK0oZIhvcNAQcDOIIU/TCCFPkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOgOMAGGCSGSIb3DQEBAQUABIIBAFeMxt6II00R5K(g2Jiucu85qezrNEQcYm6sV
Cuo2f+/3QCmr85ho7PNGXSmjOLkmkvIAh4RYF2FfH67qYSYgsxQjT3j0cx70hhTms
zQvV8e/UJVWRvXQHhPbtnDFketPi2CA++Y8zqvbl3L/dBeL+1tiQqcQprqy9RY5pH
FibcQ50kxPIzBZQUL5NrjwRf16gujg+nGVrhphjwjwsCX+ypt6ZrrBPtje3Iudw6
/OMKkMj21JPEKgWVFEFNL/FkcNRzH1H3dQxqjaf28Jp7eY/3tF4ANVHCirE9DSc6hV
7v5zV1VEt thdFE9shnbPxf+Sbww+M3ZTVOXJIJWGNwPwhM7ehf8wMwggGEAgQEAMGWW jacCA8j6Bunoa2qmT
MCCAHNTipVzH8tFXx8d5XCNETtOvVUUjXwIpBMsehYbKBQpEG3qcS/Ke9chuwIEbw]
vDwkagqw97Cyn+b+EWAj2hEKUGNS/YtzsrhPwkhox3M+MG7eCJ577KUmIvrJcOZw
d7vku5E0Z075QiAfwd0KaHVKqHSEEUAJG6FtQAOPWUHr TTZKMKTiZpETT40N4SPWuU
uk@JIZpJvbxnZvktxbCDZVOFrGV/6TCpFgo0iAh28LWCcjVKiFTS1kOtKgMFQXAU7
78W/dA6JSk1i80YPhevcdyP8Ffyh+S1j+7cFirJPyKi/WS50Jn5vIZqzkJelySyf
vzGAiy84zd7AFev1ZyHSJIhYhvkpRa3Q9puIgF2DveqUvoFWuhhkg9SJ3QMGqVCeV
z8bPYgk+VvG2btGT6FjlzZk/J0et2jpe+1uFQ60qqVXxQZQReUXaY3KZk3jSyub5M8U
RmIBw+10eE7HXor+L/IMW2AV4TC45Cr161Y1bOadPDyClitsleWj7nlRKkfRZTmAV
fgecHCgqAFIin76vBOUB7BCWXEJ1je8QBPI9RHSadMFsxt07QMwVXqMXLil4xaNPP
huv3Z+YquW+rpMbb3wWpFO1AzYtwUbagKo8eIzQmEa3nrpixX@so42imrrde3VgWiN
1/ZRyo9cPuCmmsdsJkxGfa2pdTecK521E3Add8BI4qjF+W6ZhZnEmzkMiDuHGmoD
O0WVV+yV5S40HBhVGF1bBQROX jKp2k50IWLiSSheUxpTw96sQ8Viu+MLgjubTjrL
bvWPHJIzykokgMOVgZsOMwDQ6 TNw3sSeI4wB/5btssUmjTwOingjHbVjyityjM4wz
5u7z29MaUNUY3I/rTBvN/R11Eh/dBBBh1hCjbywizIQtOv146GRwPUGZeWymkNkt
XRgRxU+ecdzT3FZIDMjcK4F1PqYOy1KO6yevTI8mioUFU3HWNBpmKhfwgKx+K+WY
zoLatFBnvon9gemuVKvI/Hb1z0SqMXG30TQVzifza9zhfeh9HwzOcnknLCKYVyY(q
NcQoTI6PYBZ44Rc5UmMr50330I0pffYHqO+QueAb15SskBONCi6ELWBi6N38FVEB
Nh/7kpF019JgXnUwrs1l7jRMGpOgsM+sWIxaxbCkb8d6VOVS78gewysolaGe@Aer0
gMQNNbfzbNH3IgxHGote/YOhusOkU5Kyglq6k3Aq7KCLEI1VLNYyT+7rPmpf8jbrC
T1zZmT3IaunHh3qS/c7x00ybB1sFJzHd1lrgwZ/FgMFGI65pynQ5zVGH37MspWs3L+



ZJOwlnvA8W1e9cYGh41g/Ipz8T18hn4hhxP3XbQrPczDQ6i0cZn3I184IyOEYW/h
u@lLnQtzN9aes®@ihuE8uUL5H5DKF1GOL3zwE9eayxh9DXk+1wVLNCfO6fGHgJFNt4
tbFIDW6Y1ZLVSNT6FZWJUiLD5121UIaMUDOSssMBzruTMGp8sTPgadxEtQRO8uU/mU
ezKAKFrODP86sVFjFtMUK8mp9trqwpg5c6ftgN/7uG4fzg5DKACPFbUSpPLH9J+Mw
WchS3bojohXXNtpV4avgYbdjOgNFw5P2tKHRHSYFyHmu7eznQCrgk INNONJFQA9dr
3wHVLNshSt8ECsLarvnHUxyLCgn/i5Hy3Elzalmalil 7wYp3/7i+r1+gx39U6RCO
1uHAZHWw2/IU5JkDkxjqRDO1kHgcfmwGdIBoKuHbcPxohwAlR7fD6ez0pnjW8RBO
AiDbgUB1rWOOrLKFQMIabr7QDFrnmjLRQ6T19MIUtdsktb5E+r50dPTE/87yPS6w
wZXtM3x0oFbIkmjzAjc3URXJRtDNVeeyKOCvnyxX0/QSS62Rs10/g0GmrpdiAAOYO
F3+n0@jCBMkhtMmP7J2DiCDCwTCuuFglWJwxfE+TzeOzEO1iH5Pjce9PBTRgHJIfNS
7apBM8IT+HatvHMcC848/mt07Sg1ZpYQo+XxBRjM4AviMwSTYX+HeuiTQ4X/Ax]jGeT
sS0s0mozJwJiRkzwB95wY5yaTuSBLZgklwOcakzfk6elcxVYiN7PUc1/GOR43sp3
SOZF7Q+vI6pIbDzOXGH5gE8yYrutkDhHS6pnQJI5hVWi4KBo1R5dFNhYV2FsQHpPVKC
ocw/Ng+JjARRSHTEVRYyVZTTe61evbTjGOocCYX7j2rNsyov8MX4b1XpECBOdpOAUE
IcfQuUUQgYtgfs+m4h3QGlch38u4UVUPAbhqCy14HHSsmA2y097ee]j/A1IKX1Q7AAN
0yJjCVIIrKtZClfkfuegPqoft3LOaYqwQY4Ns9BroOqNyC57zvklvZzDziNDy+/5NK
9razxhPSJzek09erc68W5mR1d/M3+hnHUJJt1dIfd1ud5LdISnqud/7f98xxFrSR
zxyxdyPyCnRix1+mcCRoYsFwkYtnocmBcuKgoNtiGpmx9KZfbEk85xHW400BZPus
BQReMzmCHYMPWTsh4RrPOBjLkdjMr1mwZ+P3fr1PE5CCTwie9z9h05gXnrc2iskF
PMhm28AVdi7HHNHWOeCBR1luz/TtgwZKK/ZsDJ9kxONXCowgvyLC2QhUONT3qg5jYr
LzSdyoaTyp0zoYQT7rIgaQ6ényuo2gJllrtkKYGAAWKpP3Z8QIWz1VFV7XDXekKnPKO
12063tw/PtB/PMRXMgRV041BP+M3GY67yROQ75RWfvaAmQhyYfA9p+1FkLnaX1lqgl
8sh6D/BSRAr0aaGBPdxY+M/WBNnIAr0elVfcwUIav+x8j4/YJIDGi7Rb8IJj3C7+P
9evINDQU3NICaUV1YOXo+PCa+WMVG6cHkk2u4GvYu2r5/v57RScgzDYpfOJIwadAx
EINItmSH827SL6mMLKPLPrénvGhMZSONUSVKOMOXqgGWUV1FPh/VCc7PV4qpi8F362Z
1898n6XP7ulL7TFUVWYHEbSK5x71uURECM1kCr+tueRKzfEfRtfnpP12Y6mMVt9JZ
fBKOGR8I1ZA0oghQOIsCOJP3clf4z6msuZwleDm2C98WpohbHX3D1ANCFSPZz15RHS
/abEFkAJ2hfuaSQNc/nw9BWcceX1IWNXxC1bA8GsXRguODW/BgfJ+1GsptFZORZqJ
u+XIpl7NaHPrQl8pnF+pRN5Zqzn+nDO3HOUUStdKKpkOspelQenzG4bDzyOUBJel
19cTFLIwzOSUXZStIGz5KhwMiIW909eVvFGE6(q81m4LxUcG50aSgUNmZWmJI2dGWGN
72Q7Qyg3FSZRBbFDkkBYAWUFrnjrHEAQSFsSDINV]jrCAVEXEHfwnGncn2Ysh+gm8U
P0jOVWH6R1BIAgDQbITeskfo32dyIn9RHWPqwF16914VXndx/5X0/bORTCqQSpFc
vaTwStONVKFVRVCSGG74SCEznwBuUlwWd61js1VKNOrzqlMXfzPiNUSTk3DEdwatsL
12yNVNiKoAdKK90XxbIyMHYHJIXJWV1uhwPy4gS43ND2P11ePBWC6DgNFQyIS2uPmD
sJ8V4fzeMYcLZQyfIOnOVwYRUEBOVTKACZzJ4u5hJOHhhIXSOEqQBJONSO9X1Ta7MwW
uKmgm803X7JHEZcCalkb1S01KeFXtVXRudVLhPP5Lc+o+DaxfvtOEpxjD3wjB208
Z3fYwkHOaw3sDo2aWSTuYC98UJO/imglxG8+4FrkwRkaoGetwt60XaDY1RXE8GDyY
FOBIXBrxAncllgv5dBxsjomzQmNYCHtMG3T+AfDKmzsSRyPNWhi8NeEK9GOPThul
LYezQj fKTm6zhq3J1m6FN9DZ3CxXU7MZRqrVWOyXgsj1COMFb2WKiXZB7PZ21QKy
gi0hZoVubPHAOAKErezhq@AMdO1f3K/L6qVeilFMD71ilcP7r7dwW/6hm2ZV4WS7CkpSAUr9z@EW//oWWAWR/XZOE5rGOQUVTjTTWEMVQOwWT6Q6CcjJ1EhXYrpIjOgA561i
Cw+ZUQqUAY11FHFEVVTPAeJD2XyZWOjwxalL67DyyxeGBLJj5dzTBbBiZO6VvKkMk7b+
u5Z/iGaMimgn3jS0y8al3wWAn/y35u6HZzteP8A42ZL4+fBSFL6CcmIrWDYsSLYEmMB6
Oowz5Iz6xmqLXbfwNKkRZBDmixp2eeQPCMX8FNXK+61ZE1/AG1S1RSz5r8HOPOWI4
/3HE3uykVyR13dWCNQG1A9V/2xw325/WgbvZ7z4g0xhwsYTNucIyCik3PR1j80dD
GFEICpKLRCA/28hWE663wV93bRwVMqJilMSTfXxprAW10ChqzZqe91RM51jXbisdoG
yiwKF87xW5/1fEbBhVJIANXqjvjMtDZbkBEteBDMOJ4yR21W0j8/F+96IPUULXENT
6BGczTT+dFe22fgjFqj0110aA5H9d0OA2meloaSpveDLWSd9k++tuhgbg5amE]jo+V@ZWIhselLGI1U/CUMfdY295pCfCQSTS8016J93yHY5bWMWMyDw52
Vf584mGeE3a5/j9ju9qnjdl7Z5r jR7bc70YK]jCP+Pv+R3p007jhNhTKCbhipvH2Ik
Xi+aa9nsT1lYgNFMTmbF1jhcsiTbPSOw6NpNTJImynWldugM2Ra5ZSMOjdKtOEWSmML
HKN7LhzMs5nWvxM2m6J26kzfbM3+d5W361BvgU6vO0CE8USObGI/SSNPOkgGUICX
A9kSrxMnhaht1C02aR0SO8PSeACErUnyKJLOdr cACRM/T6iwROLI38NN3E/PuqgmF
XDcN6aosfk5GzOWhEuIe704bEDCcHTKkeZ90/qNyJuCTwh99VUEEN9T6POVTSTYr2
xpl2Dca+KXzEcdmT6bL3eyrBAMRWSHYfYTxAJnttyOpLOgszHCOIm6g5Y+HVKOU2
Jck3hinygfBehDUwsSLTWPg==

A.3.6. S/MIME encrypted and signed over a simple message, Injected
Headers with hcp_strong (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_strong Header Confidentiality Policy with a "Legacy Display"
part.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7845 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4802 bytes
1 (unwraps to)
L—-multipart/mixed 918 bytes
—text/plain 50 bytes
L— text/plain 367 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <73a42f8e-8f5a-5c62-b982-82ace766fd32@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:13:02 -0500
®
pyknncPN27BkIPY1Zj1Ks1PUy7SwrRztAFey4cQ7duE1EoKO0z3SrF7vk8/k55GKv
Lh2wWfTZozb4iMgqIVj15K3ARmgUAcOLrNRpFlialMtN43YyHDzIopnbMLVPyuDCC
E24GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEENL17 tFWCc2MLAXbzfKk5mB5GAghNA
Xw+XtyPyo6kYsiwxVenx1hSJyw4mPDO9YbV7MWEBXixmizwqXrF3MTOF6UmMmMVZSs
6ZNGUQ8grRFzR7jjhZIX+plXiErAvp2ntmD50JQ9kzzrzLK4QvWyGIwqPbZ40wn4
gvklsifgwWmKHzmku+ajHLgTDAdIhFWvPwleiodSmVFWSMT1X/KhbTwwcit+mYHId
L4gND9defiJ9uuadxJeygvQqQbEI/OWxpmYBJIxgxWrepc3RnVOdrDpsSDX80ONVHLI
ujnilVagKc7MFiNXJyhag2F5FngrUy15TxvfwUmnmPYfwHBPHbO9qAHs1bnM4+4Mq]j]j5CTZGswLUOUjSsSvP4z+p6/N5H4erXNF5407yBQ42
0XQjQupzONhAouYmXcdnsSEc++VwNrgoaic9EyroUCNHvcowtBPsw/fhJ2TYcm2B
wUyNgf0aJ7vfgeYUZBXhJidTx3E2vvayQ7F4tY0QdXzcSa/4r00IWnI4Sn8yBMmQ


 XFMhpMRq1XOmMfIdzr4UJgh8A2LQDsJ
/DgpcINVFghWVPO6ZAgWQW3UCQOAYVRwWYpaUh7fsJdR+rthFMusNrt24awWkE7dtn
sXPrwC/z7e/nhhPnqUaDmEYqP914k@IT1nACDNZsNOUbbNB5BZChmdc2CvTHvkCa
KHr1oihhUTOYWygKGCc5BEKTif81/BrUaDATwzWAGICAYWUIuU/XR2ShyjmRrulvta
+dYMsekYozcKnTtu53JAD7AUUNODj8Q1bK1i6UfIT/4fjvWs1GrR3DDJIwoaVC7Nv
t1lhb+seTKdzBAtiF19p/ShhralL33qY9E+T7mo5paR07GPV]j/i0FtwUgUopKSt8f?
/j7sLtICekmG3g+gzgreATkA45aVN3vOB3DSNHZNKPWISsit24FItq7mun5coHG6/
jPoIVLiqR8ER1PROs7S8khfPZk30+uoJmk1lcmSPQAdXF91y4qYbCeSuod6FTJIU9PwW
1sjwiaX5SORLkLKea/aNPC/s/v7zfe/Rd/3rDv/UtRr4Ys824X0qTI9HKGRXpFOQL



R42XRcIi3rTBsOmalFlyC6Wjyl1RRAGOBisZLnQgNI+enmkmN/ik7bbulwXujI1ww
gXHzXxB0O8ADKgtXxTRrrilahNzxdBjuIz7/TkVgNxkTudSy3X10agA2TDXW2E20NKkY
t7raY/bQVv1JQra8YXe@rbYiia+u/vEfVEZW+50GTz830wVEYgXxLbTgNWvzYqw2ut
HDP5q/6YQgoAFzT3+jFbgaankizXQHnZbQFrdEQIom24i+I1iwuVvhc8Xulydwa5Zz
Z6UitAZF/mxEQ7BOFjNXtXx0oRVAXWG4ki2GypiN9/VzXpRvVSUKUEpb5itnQeo51P8
2sTTXLQtYKK6r/nLs1QwlfLqIUY73qAz21StvI1P10ul0RWK/Ksz6CF+kcUfX0B6
KGDZVv1ONNYg9Tu79xu3sktjfGNCOvaev3MD23Q66XxK2kLY30MikpXwAybmrGdu3I
0QlZRwWVaGCtnNuj6jweCS6vvZtjD5mOuqTVRAtN+pMcqzdMwIne4jh41jFOcv69z
bk9Z+mxJ5wfQsRNaH8QoaQmoHGRksaYIQr4sV5L4rA60+AtmXsmTQram6opUAXIvV
7G3ggWdzwt2Nd6iVuMAtq92hiedoOcb7gxCi9/z8kpnLwp7r4X4AzQRsilq8w6v]
rvu9ehIxmdP8ob/XUODXCnZons1fhlwlQcw0JInxJdQbF2a8auQlyBh4ySPfBgz3
9ZnZtgzmzHS3LCgES52r9nJAGVjiGtnWnCmGbFIOXU3j61/XQy4LFQx2Dcx+DCnH
6qkYaxPJr6LzZZQcobiYEHNOCjkajVFW/0TJjPoR6LsQletdRMjOTE8bgghbHNEDGk
ghcwzKUE273LaTdJorbEqsfJ0ZJee3n512P2IHA4a+rCvZcXBNTQK1f7JkUabIDf
f7FPTYQYG]j8MuzZKzWWFJJ1myE3073katd7f2cSw/VilmFJIsFe9hR+9A3ycmjuStn z8NxdqfJ8X8x01XLjEZSZ8
11PcVF7NcqCciQEFfMJI7agW/FT6JTBgNwWCGrOxXUXc6pRvZKi6qst1ReT7AmMNMJIS2
QBF5Rc2fX0e0qQjQEjaxXmRymhxiH/sHs1b8QNHFzgyw=

A.3.7. S/MIME encrypted and signed reply over a simple message,
Wrapped Message with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Wrapped Message header protection scheme with
the hcp_minimal Header Confidentiality Policy.

It has the following structure:



L—application/pkcs7-mime [smime.p7m] 7605 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4626 bytes
1 (unwraps to)
L-message/rfc822 816 bytes
L— text/plain 327 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-enc-signed-wrapped-minimal-reply@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:14:02 -0500

In-Reply-To: <smime-enc-signed-wrapped-minimal@lhp.example>

References: <smime-enc-signed-wrapped-minimal@lhp.example>

MIIV7AYJKOZIhvcNAQCcDOIIV3TCCFdkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSS5CVIeh7j00
BogOMAGGCSqGSIb3DQEBAQUABIIBAJG/Nu5fmnMkn1fBsSCANbQMYLALSXOMIWELy
TzK5u5MUntTe0q+fVAUULIJkXaF4inxIe6HSau/bWDWISRy5txztdBIrGLB2RZt7
Yq60Y4UVgXmD3EwkUab9wJVVj1ZTP4081ijOAfpCjIkzfcQD5J0ZLr3CRXz7IT1wR
CUHwhSBCMOuy7/1M2fKeyI+ThUNFUQQRECIjAOPMMrQt1dYM+bXNPi41Y9BVM5(qx]jBX
RBXTfKB]jTQ9eZqxRIKjfP11iYA+tNktr4wRyY6YUALdwvb+GBV/qS2F78yjK4ETCC
Er4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEE9AjV97rc3cRK2SsCiVP3yAghKQ
4aCK5bc+ic/0jQtKizK3Vidpqd/120kwW7gP/7U0S3BiPtRIUkwQux1cSiCmFa8FS
B2Hv6npe8PgIkgv6B4E/pavga591QdjPmnyoUmAWrH5ILbAdH11ugybzhs45sSg5
XHFftcE9XSWAOBbOES60QRMYNEbO11RKYIDVOX]jFiyASSXLCFXXZTveJGqQV6bEryY
bESTEhz578Cq+tMZVC6TRR/1S11Zi1yP7AYtCxUH1K5FSgt8gnxLSwk1lkiRaBnMJ
Wtk3Ve+BETCUBTN6jYdL3rBLwW8rx2bp+qUcVCu48KTW1Bk/eytSI6Fn62hJnmNs3
m7U06C3nra2hvFWYhKva0JgOD+EyAiqGWwX0dD7jRS9]s/dkFgguzVvT90ewCvEb4
gGTXLtmTF50iCipk508rRhQk8mkrXQSmfAkDOR7hav45BnaisfI+4rd3VRBQVONZ
wWXVF10fEpq4hhA2fCV3owC+DiW+54F6gUEZOhtkkfbJdD4r7+8ulY80oLrEKPZGJU
7S0jAM5YC7TErr4U9FC1ligOL jWwKmeKud+rV+AGKUVEtgX1AelC6EPQDY+uToSsP1gRe+7v7SGZIiQIXNvQCzsHkNbhSb1h0OeAeKpMG+nkU4IHI2GG]js2291D7KEKKNOF +RWYmMNGXH3
TLRaPx1xp4S5P5zEsrIGmkQVudXavewItyxq4vyEzC1BS7L4rKOXcKON940IKJIj5
YwOIj2uiGGewb6AFVEF2Gs029XdpbM4XbuIrXMVKBV5VR8BO6ppABNCVOKOPgVThO
66yomGxgvuUn9Vov76+x/ZZpsyonbIsdfnoHmaK5gIfUCAKVIp8I2B7gN4tH8ut1+
YumRhc/R6Y37ZbeY9ZpMh1WFDJ04L0aiccFaU8yt0Grdhmg+VLQg+mzOUIZReTJb
VCP2201EGNisGeYp4sIqlVfziAtyPgnvTN8qtUhoz0z5ghK5x1B9nmmbhf2wj0OGY
vB3dyw+dTkOBIH3tqqS90ATEddz JHHVV/0XZFAS6FtGbRFAOYpGvVgYC+RUPYQVvQ]] 7EVPhOXdbwMhNADHFCU90EC/TLXxknowMsdjme/vA1h@Ot tDWGOdPNKQO
VYPCRCFQCVOVNgbrc/kbRRiIZXxnuPmcoRcI31MqUDirzZWfyxpMJsfgGCQxAMe72q
NCHGQQaRIC60JIX0osPOWFPSibg9HloaEAFAwheI6rMoKaLy2WL696rG/zXEQSOVB5
WTSHFs1UAaB70nCVoLu+01S7mL2s5JPv6HkO1i0+wSi5uYMOpO6TUY2tZE3ay52zR
t JHKVKOrT7yTe6VQOr6PW//y7Ygqy+glBPVUJ0o8YV60V4AQF2vr j+StNKV457paQ4
+ACh6FXcShgGXI6EM41W/wrBQEt2wz0OUV2QKsXx1T4r jtBk+hA1xfJoCYudjiTqtT
HpdHHTPX4WzGa+7Kelr1YITR7TGAbO1lPeJdOIMP8mu3z0oRc1p15TeOmrXwM7CuA
7f+c5VIPIXaPxcQmGdPgrs9t9jzpV+JIUpeokAtUpVJI+jcitTaFf1SQqd/6w6rI3o
uvYT5IXSO5EUU2NTYXjQRUT1onWNXkqVHEDG199u/Frogh9fZ100X0FgTN4u5R6H
58uGsmINWUEGV0]j+11iSKb86wgwDJIw8QOHhnrAoDBXAhtWTuydmuEhjGaFmQANSKr
I3xC902Q4dqI/Kmht/fzrziifbxvPleMkvaMUOKPEdWOQXaDeIAauR/Bgl4jyrvo
5GcTdHxa9DBVSpuhE/ jpTk0029DBIKhTWPiUK2mCoRKk+e1JILSi+k/q6P105sziD
TIBCjg7ba04EahFU7f8EReRzToWb2e+a2/F1DIwOr608SQJcrDi2MNORJEpOKAWP
HEAeTHhOWOo jXnEsnHChwG+pshviy+tZInONjuU3Q187xSUbNseO5u+tKVTLtMEr6H



AnUBUzFHkUDNnpw6fjJjRFKYe7BQrM4uxeN+V3CjzNrK2VLQvMiUw5TfcuEOboEbBT
dzhUObkrGKaUGGbuyIBhR5zVRQC3QsATra@ITzrPEBxGD2yY/PkpwW+GhiV+6Qp57]jO+pfQqqnJIWYj5Sgd96UKROF01+Suc41lnTRqzSkOKYj
zkYZFaa7SPobvhK3N7as3niAgch4VfTAOFXk0X70VPPpDrHcd7UfZ/V]j2Rnu02/7]jOC4PBVHNPSNUTjYPQQE6+D7UrNnbX
X6PbWeP0s0JxQfy3126+f1Q2yPZcNI0SzSulQdK36RTe0OR7C2XcQhsivgBbsM35Q
3E29rbMMFDfUzCZmd INivVvf+kvHIDSI8RtX2p51YIQVcyItTunQkR9P/avTMBqyN
28vQ1zFk3RtJrpOuy8moOn0OfNue4VpUV35u3FdYIa6RkqLB8ZBiLcSF01559B9czW
C62z4G1poHMNJIbPN+dNbNFIoTeSi0dEOVH1P++X03phOC3bBCRXNWEOIEXYWXXBS
UWGQBDNIdRHSYOVYSSiEX9QEObOinnitTHLthPcpcEOYMQkl+diABJe/J5IBPee8
09sicjpgeFcIozBDz26njPOgLM1500xtKDsJ1tK1oM2g9NpA2kjXy/4uwWliru69E
€c592xssBoY3eEzoKAAOE20HUBVNMA2v+kJc51y1BkY3YYi9LICEDPZVROPTD1720
cJY2hGykCCDvfrTBjTuvIB5KeKgMf JRIDMtGAfZPESCX0ZcDr4pXX4imljapeGUx

A.3.8. S/MIME encrypted and signed reply over a simple message,
Injected Headers with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_minimal Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7585 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4600 bytes
1 (unwraps to)
L— text/plain 339 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-injected-minimal-reply@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:15:02 -0500

In-Reply-To: <smime-enc-signed-injected-minimal@lhp.example>
References: <smime-enc-signed-injected-minimal@lhp.example>

MIIV3AYJK0ZIhvcNAQcDOIIVZTCCFckCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1lcnRpZmljYXRpb24gQXv0aG9yaXR5AhMPLSWOETMXSs5CVIeh7j00
BOqOMAGGCSqGSIh3DQEBAQUABIIBABgRQRzXTRs0Jgxrl19ouqlyyOUVTZpzsEN4E
rRGVObK10V1080iF4s730amfc1GowC6Y0ss5IBen3EQQ5NMMsFXjlU5sSiFGgsX6
IjkVSHC9c9QtdJItXyEoqEhT21GJI22FCcLjUOM21XxtKM1Arch5aouJ0o1+nTj8AIgk
25JINvqG2dpilaN61T9hSnyZe7bgDUf1Bo5Xm5REOC6EBVO+1FgjtIIB73QWiGBU9
C9iPJPz7du@yIReoXOwtkClqUzrBEiq064SNQ2MuLTLr12niNDfaQrvfDa62Y6Zz jVCwaAghKA
Ed5TZquhpH35bEbuVzOwfPot JOKJI6XxieY1QEcchc8+87Log3fBKWSZO1NwWCRMZzW
PhE8p73CscBYYlFWDtwWTtQfsu+pizFoH1B2u+byGhyr+cEVOcI2hSM7BTFzBEbBR
R1AWNZse0Z1vWOMABUHhu/7QFVwVILYaL+UlEEAVOPTNX1QP1WPbjyIl4v+/414B
6jk2HBM1IN2r7Kjk1+i0hdt8V7WXHRWifGO9rGmZzi4hVKFIiRkqOgXpghbsHOdTL
mWf8LfMXatmz39ueE27ZJC/1KHygfdFqQkTfSutBPO5eP71JHPNn3chb7ktJI3wmE]j+
0iCyGySJ1wKBOEFbWPOO3ENWZ90Ccsz4250Djzzx6HIUK5jA2ePiEW8VyYoTCq77ke
n88G6ucn+7hApODGLazPByQeB40Tg4EwkVwa3fZ6CHENZTDNDjiqYtBtxLUh7KAtL
elv3Umz5PtowWGuud/7MYNeGiZeVUALAFAZI9Z8uY1BEQE6KkZQY4g1IAvvVdO9XVU5
Z7LA4qbfbpw3708ps9KmKmlcrhmbDs62DkZP261KUgCO98FmpmKgpKmPb/V475+01Z
FLIKESLVPrhBQlgJWSFmPCj5FTkWml+dAriVS+7RdkeohjOepRIw70N+BODCpvSO
AKHry0Ok5ANJO0ZhIgYOPCByDs+AypJtqPl8MeazkThmlFLBc1m6HDVroDklpzkGib
hgANeOpnA87omyIXs31WpkApS3Ri4Hr1JXj8sM1gqJABeQEOOce]j3yIlIcKgVvhill
OYPfeR1ibKzDHbIpVFs5QMzKNNwil/t2+VmuVOReyelpdtpXPFDP68i1P0/VCyMk
Ugq6yKfUu/3gtieCtCgYbh/5dAcYWAVWBAXvY(QqC04Sxj369X90TBM5Ege/4e/jcNik
S4wJ1VNVIgs6W1QbAsQOGwwyULguRbnmXuwXmLySLgKd3pgSeR6mMEHGGXe9rdSN
miIc53pdrWAaLRgP350y0Cjwdl8xgaalLAV2Un3AD+Lwwts2rSOpiTFbTLRHPYVNO
/44HfmulG/cxGTWfJIrXg54hh+UteebsyKUx9Um4LGqs29HIX5skDVOxhzYPM3+J9
ZP/IVgnm/tgkzVvYd0s1SmHdhQyXuGt9BaWjii2JZdrQjbUv7KrtfLcGUNG13yzR
g4hyRecPQeC089AryPZor5CQ2H1fi1ibSDcILtCP2UDzScA9qd31VvMRZV83rFcYl



CRYGUyckJP6aJFYUPCXRiDei9/nSkLDCIjtVHESDYUtGFTv8DeTH208INYj5%xjBv
CEtW1IM2DXft68jf925XsnUM1Q02jhLDaUptBWmKDgzeQal3KESniqdceGLr TM1HO
1FgMPFEN9W/Ma3pdi2I21TnzIcS7Za0+NG/2ZLKXMEVBrXVEU+R7heEo6mey9+qV
ftDsbNZJoB7mT1Mf75Ut4jax9YReArT22jhHyxZ5NiUu1200emE6VM1H2t3UB5QS
9a0Vqxh9xNiDM0O+6GhOxHbc3m712hWT6yIHYCPCHzC/wqBE7VE1jcq5PF3ZpfrBz
ZMVa18yGAvhW+1F/F15GUpsyxJ7LR3RMUappLFdx+0BrAHWI3B59ZIDYTodigu6k
e4qJyNKMwlEGusefonkkAX/53Z63QXe0ORswKzW3cfydOvwfCOHi0TQX4kgX]j4MAg
N/gNFOVRpbUfLEmawWwyohkVEKkcgxqyYm2QvwOoADhU/L0z9p6alFjz2E29DNsSKtdT
uszU9+2D+9PptibTCM5BOEbgM27wSTTwjcyKpcZ1E+6SEiGVQthWIIj8cCSkp9uG
vTQrGOF1HCYzBIUixyzrCJoc1ljBRv91lcRr jG+xdVOrRX2gNKz/bgu+9e3MPW/MFe
uuhCqpee6qMBPJY7JQqa6qsIRDIbmjib2gCdSLSYr8+E/KGTwulTDDb9bKq1I11lm
3LW1+d+VrGBz3H110N2PDgedjwHco3igrwt3dMiciqF714R/aDCJXgQ0b2Px0qoY
Eyg6vrAoykdSfrpFU6UDhXbnxBd1sRSQ5zfX49Rr+YHX0k/VWuQQkeWMAOMINQ4C
BiU72A3+nP11Kh7mc0/3FXzSEUuF7zzfhfU88tEVvzmTpVJIkgNm7ONEZ2tX6VBe9g
ycH24ytDbrYu5vozZUP1CepPCdOTwq+uD1iU/UcIKxnsnxwPmnvqu/3Chl/w0d8/V
ATWbNbR1ISYit7Xt/3Kg63vkQa3w0BxZ5]j/KOZLLPYkSy10JTzVvE7Y1G1f8T80eGP]Xc
yS5rzHHDbr0448nJpFo9ioCAwWFYkWaEKRCE1jUlglfdaP+jHYIz48nuecCtuVOeU
gpdgE4EhLOMGG+y1ljlwC6Isrqdj4l1aR5m3ZwMeucBE7RkyiCVMW8/GobcG40EQGN
grvjoMjwLjOIoJoeuZsv4ED7JjAbedGsA7TWqGGzVTyyXbUVseSuYsh7eVy7I0VZF
KiPI06KgI1RA9AQYPtNnij3gku/RMQNWWrSjSSwUlm4FceY77GGo9BctQ7DdYSoMOa
ia2CYsL/nR12wRySdKzJOBmgBPDA+CcFORwWReVoOBWG14z1YB7jCBCpjKaB3zRrfwa
RGX1jQgS8frHtNaj6+jQgqaémyg6v1UPPRNEYPz69WYESBVJ0aSTtCOixCtBI+Fnx
hJDiobd6WBzdueaB7Qc6W6tS79C+F50dUbzHeZLQNRXHZztZX/H4TyJ2Jz7Bhy1lhh
Haa5mIhgjdVv985ZHUEBXIch5x851mAjUQPADei3chw00idxi+nbg/exCmsAxj6JC
cIuVA76402gftalAEj94IXMVy7Xi3en12L8wbUezyFZGKhUxwKilWFhvb3or70DM
yT4U/URV1HgDgeKAYyOsAkTeSAZsSKO8cRvhxDrpLl7y5wOfxFkSbN/@4KujYb6YBe
Z/aUF4VZeNeg7FEmpW6XAVSorFQ6DgMLmY2TyITh5GswHwfcB7tqgYVYSieRM/ns
GZ9hks9nsg6Nlal5ueYY0OyGs8MB50XHDS42uK18fvRI8gA51iX/CkCdUJC5H1u41
1t3BXM3z25iaYaKEmosgNj4cMdreoKFckmg8nSBdeZdIJOxWX4/ioBd0aQRTknIV
wSSQb1utN5X/AZmKnF/65sv13IgngkLQIbFCCaD2IAzS51itRUTCbK+KZbKSCLNpg
U/qYmuh@TDeHHMO126VEPQXAQNXVtV/OMobXpswmuo91PVsbFgCU2IAOJIDILKI/a



XxwaCsoQSzTnw9gN5BVmIodbT1BBfoDor1C/C2HrkeD/J3+jSX/35Zbb9GnuLnlwU
j/fQaGftHgt63pLggMycYcVmiAOquvpMZYRMBGhHPYr+TcoLzkFNAsSNswev6//U6
hxWkF6SAaIVWF7hTAePbDgIyeVLm4s2S5Qhjw5IAsQokxff2C9GZTLDIpBlKvV70E
r3HBt0Is6Y2CzkCHONXfQvbv2LWEgsSAgq4dLk3Z2NRCt /LZAWF3E5a1wW4YRRH7 j
0z18aACWB6WNKNz82+1v2FCciFBIL8bOgNwUO1u7sE1ayC2TQGzXAhuOriMtqBiJX
bLmCos3/VelP2TodcI9Hmr jSPH5HOWNPOh3M7VgXHbohm9FgOZf+0GNaSI4Hr /3X
NVFUT6JgJUS4ANrq9uUE2RpZIXDVLUVrwE77tnLagXMbLeHm/V/TXviqaXxEEgtCSha
iwgswkhjk8JL/0a/HBSASmhf8Sqlru46/sJXjRAZ1wXGEVMCoSkJImgKTn2a/8K1g
XE1NMeTFZucz8WJIDAC5DFvqthrHHCACG8YMVTE4EzwfTrYe9dxfHjILMDjP8A3DX
c7t1M/6g1c4nQTI471x528i0SRw3upKY1T4S5MRqidQD2yKYbBVpOzMAWSYbgOay
Bmugnz5xafztkADCg1imgQ4BzhXWz+OCMNj4txId3kMwGt7Qi20RDf7cDrvOS3krh
1DGwWGS13fr9aalLIShem62v7hg5JIn4wl2yXEGXAP]2TXzZwVGLOhmzbghxt8pJM/u
HR2vMKohagn56K3xIfwi8QrwDBr9r80Kj2Ia88v21i/QeQe8CqOVubyR8XAXGQFiW
mJZ03enMP10OrRFOwdj33CxaF2q2kVysid59tPfJanTHUYz+IFV6/NSRTfMgye0OgV
9k/ebgOx50IIjAjh11fIFj/jyupnblUteAILhvNBfkqiDkWg9Yhqd2MzXgIGuJod
CLUQ8TfWtOiNVEeWkSthZI402wMz3ek4YuIfyVrh+oxQcG6PihlwEuswamzZb2g0GDp
tga8AD7v/mez1HR4a2x0gj91DLz3RXH1RYOQHSbvVvRebgjZrnt0G+gidcbQvsB2e
aS5X3SZXYQOhbGA4KACKWKWT j84JIxf1lp+KMfdybhVzOHneTtiLMsv1ibPV3j54ZuPc
YNmMELTHYCxj1lsX6immtydIAoitzN+YrB+MWxO6KnPbWW18AsH/gWNXOqtYIRXJIjY
rZkvzOEOUgRBXdWUK9F10chAfq6S3TfIPMJycT1SalOA61tg5XtjfozA2ckRutqVv3
1n+JM3L055CMe9igKfi4sEUIPmMFjQQccxh85PMZKXZv+k+EU/PgD21HXWLbplyln
1wS11aTC9kNAplcvelROfuM5jqilgDF6Q6w8pwem2m+vUc@aVvVOCBGIvvz8+Y76Bo
fho7SD9SeBONCsSxqlcOKaeWP110Y0O1wUfIO61oThSya/tbNGgaE+pXzIbhKCvv
w0TZ6t3+12dhZOmx90z01pxs1ASescGr4MDQePR61ecDPdgU6cJZMCzMiKrbzCiM
1F1ApbM5Hdk JOGOAVXHVbBP5u5SSTu5GGDCjiVp27A8KLGB1Xx1JKFr/ayVqyiozn
7QUQU8B5CXWONXgFFKYXXfvWVpPvbzorPySEnt j+ZmwdgB6asqBuHoW+WEVT/U4Sp
7YZ5c4Q6mP9/HZV3J+1b+BaFuuROp81lwuvYuITRpobOncr3+U4Pr77vdBbzYFm65
kR5uzZgS38rm3DX54glUhb7AewPnwqtETIaJA3soThkk+J4/GAIDM46cQaldPfXikq
AuzZkkS0gqjHOQEQR2gprYNTTakISQXK3os+aSrdScZq87W55RQ4bwW+1pwZjCnlEIS
zTgzG2iwWGCaPHZvoCVOcv+Lnl1l4a+rplNBoRDHhDUN5VXNd8R3QFz7iL6WOWSXPUW
VfhilZMHR8/e0rgqlF7nEw8B8XYydKsPRpYDnrjWOUA=

A.3.9. S/MIME encrypted and signed reply over a simple message,
Injected Headers with hcp_minimal (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_minimal Header Confidentiality Policy with a "Legacy
Display" part.

It has the following structure:



L—application/pkcs7-mime [smime.p7m] 8170 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 5034 bytes
1 (unwraps to)
L-multipart/mixed 1082 bytes
— text/plain 57 bytes
L— text/plain 376 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-injected-minimal-legacy-reply@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:16:02 -0500

In-Reply-To:
<smime-enc-signed-injected-minimal-legacy@lhp.example>
References:
<smime-enc-signed-injected-minimal-legacy@lhp.example>

MIIXjAYJKOZIhvcNAQCcDOIIXFTCCF3kCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIENlcnRpZmljYXRpb24gQXv0aG9yaXR5AhMPLSWOETMXSs5CVIeh7j00
BOQOMAGGCSqGSIh3DQEBAQUABIIBAB4ecHLrDWfK13yL1TN/yBLvObSKk41XBXYb
VJ/3GqI6j/32SELFoDOUXgckW/66RYyPSES14KTMIRFASKWGZ8NBPDN2AM8ZjZ TS+
iRgYm1d57/u4DEUnbUTX0agYTa8eanBrwX4/0GHg1L5wI6pZz9zyI5YUCjOtQUaLW
9t4v3U25z38eCokhtksHNSCtXSVLAQzx2L6KrFRTCTCmgVgsXhsOBEiTCMf4Z1iB4
hhO1lhyu6SV+07dm1LcDOT7cLXAD4mkoeldbIpi92wW6P66Y/Ay4PJAXZmvy(q0l+za
5eYAieaPxfVbMaGdyayOUMV68ISqH69UKIPRVWVSZGhQQZY/MdcwggGEAgEAMGWW
VTENMASGA1UEChMESUVURJERMA8BGAL1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFENQ
bXBsZSBMQU1QUyYyBSUOGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEQYEAKBeWGtHTUl5YGzJtjM7gl/ET
UpVPGeHs/jLsqj60eFQwrE57igqf6sMpY69yrFInDm3a0jbzdIJg438bax+XjSG7
vQUy8m6CgeztdBAz1ThdVU75sstdXeiRVWC5fMtz+HOZYymV3SRj jSgCV+OTEJIR/ j
gf0IB84y+z]jJ1QMgIVCXIEXj3j4qPI6mijEnwqfPZ5nBCBL6/W82N205SArWYX71
iIt/GE68DH906FU41AXJSQj81iuxVFzDV2GTNIc1pTsgCcEFC9bGDIONgZVUZhaSZKkM
J1eDMSM10QWPPd8HbXBiogIJG3dRudwSfohmxjouzVj8P1lq5q9JPt8sp6pEIKTCC
FF4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEMSKvV1mchoxVOHtD4C7 Ix1CAghQw
UVLUAYWSCKCp+Ltfh810kGuphM6f7ghorQ3+GLdW8e5C2kjyxEA]OwXSHL jFAQBP
aw7UCTiBJIX9XC16/0D91Ch8MzLDz5XMxwy JImluPAmOsyWvaGfFV8f2mgBrpfgelB jSmbuyQ2CG0eelpVY+Y08/5073GvyqE
eytAb8Fa7d59sToARMcxZzB1/NBgIJU406PPF7FYSz9cxYVEBAYiRAJIBjuF+CghM
NWPPVXR6SqsNq9fm82EEUNJZN1IzkqvOs76xySZa0izvjtvwOTkjDAKkJIBCP4+06+
eTRjYtGsgn4z5JY51MQirVXEy/Fd3gBRwWGD85mDXrHKXtKT8j0ke7DjhAUUwW2YoV
uChtI1tGku9uzD3n9mbd515LX0DVtbCXAJu2JYkearRMmOg+h@PuU22kGwo+9hYpm



A/hr6XWNmQlytONCbIuNKyRTAt/CIA91trDVpnXqS/hIKdxFGx30uYfHz2pELJUD
1LcgpPhDYWsT5RoVykafGc76gUDzknI18FdiFCD6NNJk+VjBUKPUVWCEIMG6TYIPL
pO7H7arnjz0gJl6éxxdyQlXwINgAMZ5DJ/dROEgItXxJI7btzBtqZ4K4KyL1sDpLj8qY
0I1aTBH6UilHzQn5khZgC7XHUEHY1mHIbRO9B5QeqqlwezWmtpmfPGVSv4UX3fRHa
h2yz1QRgtvwalwWPa97xj2fvQw7HbWtqF4scO0yLrObuvksZ+FWmc186t3zTdpnOY
Kvb1GK9OVATs5UNjzpAdgqR/uPfqGyxj0ZDM1BrDxVMejTL1bCCfzgpJ88A16tTIH
OvoLhY+8wUoZwaV4aaQIX2/Jq9H5EuUXAIX1nffWbPdBusWlbUECT10DsIhjDw4rl
PoPvqcjIuHNrp8Rs1G+COI1d4KHKNOmMMgOXDTNgF1gKkkw33wEYy7DRvV7/b8ej/CY
e9IXL1TCQNXW+kAKs+0D179cHAHR42Jv8OQEWB+RXx5m26mYsIcprqQf8322v4Ggld
0YUCxd5T5G5rBdzLtRE+NipJJORQEKCEYC3RH39NXkgOLNP2XVA8ZzSBYEXwWrruTh
6HZ50j07UVEXRZ2A/HO9Nu94CO+KPtER4AMtESIFDQ/ k6 TNn8MF+vw7k/2Dt2Us+TVI@YN6BJIhm/OaHHFpWywNICO3F8
Ne03+GBtaPXaxyzc117y6CJ1d7xGHNGkE3pQfkg4he8exYfyhdHpzxconSo0Z+XR
ft4fqgk+tB6hyVGumlhyPz6ThWFMorxnJEgzIZR7iIuk4+00iePjgTGjrtvp+rNb
98e09SqpIxqwdiu4yCOwfk0g7hEb1SuJVoNFVLKORMIgf4vBKIMODBAV7wUeb061
9JnhoQY20YMxSsVypdYeycF9TLIDreu+zufX6LNkZt+kq+oP7DyRodCB/4SIcRzv
tzXxXNPUjnE5kHv4dxDXieBiC2S8zbQ02vaQ8kjf4/MOG]jpP7eYBA7VK59KELCQOX
b500YbxS2aUF/FbyTSRCIeNsCWUKMBmpsOpS+MA1lrpZ0zFxVRqdgmlpoMQ7AkjgB
DI9B7RDDrwW60RZXX0OD36Tcm+/PbJIxf4QFmq7/SAWKPSZIN7GEYOALRhTOr+XHHBY
91jPA+XdUDgKXt+y5kUXECFRU14yGiCCUIOU7vbWxHqvXdiBMrjulAgduwJ1lvqgI
CkI9QEDt2NNV/E1KxUS/PCnqCSWBpTfg8u955rLijFchVD6sum7w9+X37tb1XKeLC
rn88xK/WhidNxZwEdp90OwbpavugUAe8ynkwBgfYIWP5CVbX+gP6BshyN7Sv23Twd
kVUjudyfoXXBx6paTL64IgokxXVYMHXTPHmMRKPhZhcPjOvaAS6SYr9FiE7cbtFCZ
yL1ECcVO3stmT09x6mpJeWuoQs8mL11gzQFTwIKYLG/2gb0TI8H]jg3hWoVnSwDvXT
x13QQQSgAGhLFhnGgNGHDQTUIOI31e7Yj1NN4E3243ft22Kq1+0SJ+g3LCHrgepZ
N160YqujX1Kd6/5t8dtnKFNjUlCy9gzJ6cy74pVyfQldedAmMals/vZ12VEECXeg
hi+EmuMLqQUKZEVV+UOGCNQXPfzm5x6LzWj7ibLkiwa8vDoal//WGIWBCZX8V7HLNG
42cNimy9xklYmdXVZ34711KHEhwRLpYfcrwNOt tlwKOt fThkwOcwW4bSatAmtguPd
SrpBwOpbTKI3am@yVsPCrocgKmeMaNTZSEN5njDB84rsalLZ7aM23+s1U1JImyMQAL
/CCDOLr17S09s383KZNpNKmMEUr4VvVZ9IQYipiDzN4w0I907mC6DWEVRh1II+bZeBM
cPQlrOrcfvqPqlNu8giEyJUT/03Rb4xxAjH16EeeMcEIPs+BRujXEybRNBUPA9BO
0Z3pmIuN/NEFMBMZZz7/VKoCbdO®zapuV4KIMFzaEnSHmnHbP/DU91SQKZcr/eOMHG
7dnTM/zx2VXNk1fOb+yBjvZm15pV6FyjgGeldnl42RqOuAzkYcsl1gcKDmaEy90ovz
gNbu2k78D0tDhg58PRFBmX21uk951xfIF+PMe/K8KHSBQQ+0D51kSUXUMPYQXA7
rMxjdy8G+mfk63cYrwWKZcNrr3vQ9e9w0OoLjZz2dCtKsw7jLCXxJACOTIycSvn+bm0OS
kv4vg1BgsSUSXTUVEK+6AIRC/bz0A7IJkqMW5tsTYaQJl3szW3nYrTRjWMOIEG3ghvb
urJy/JwOUBkozxP3z10Neol8rrhAM6zFQXIE/nuOasAd6YF+TrF1jI0OIJI14IgTV
yTAQMeRXcFLYWRggFpdp3d/7a+M5d2p41Ybo58]jydwWPvgSF9/1PThswzHbDFT4f0
1FZK8EDY3wWjN55vyXusuB+8vOXMBLvamfTfFb5XDjZLeXp4jjoyaDf5dI3m65+K



xegr4fkOROwvtdx4h1AtBb2C5myMLN3tUPQN6r9aEoc+U9ZiyFZinpaWsLGuqcyE
MIP4qwWglD1E+7GaQbuvQfSsxcQ+YbQI620yIgczsp6X8zMqKzhBOMgEGK5XS1Yw4
86IzcjlkdDYyDHNvQdmt+yfcqSrHsvBgkyD+ISr7zFrcwWswWgCLuzi3wIlaRjgLfz
IDNUjroPB8xE+3YguefHdSoPF/Ai+1UzFXpRj9AE14JKkHOWMIpPKc+JPgglda2us
a6hLRd4+z4MF1HGbINbFWDmMV20iPDJrUzLcwaAHWU5QK+NyX1QWmYUB+iw0g7hyg
/gGOmYNUpzqtJIghdu74HZxigX5jGUKQLthULGGDA2ELOVR2KCOMmMIOgL xeJkOrxgN
8YVCSpYUkaDvtIJcwEXkfGu7LhiTX15vVvHr FORDNhK7Q8QT9yQo7Er8Aay5ySRVi
ZFD9GhfQlix5cDox/YBNMyfSQm2T+08WJdVvVFWHFOMBX7ceUEQ77EP65f jV+boY+
ir4axmTJ1Z01QUX/RuepGrm0969L1kpgwhpXIecyu2u3RKL4JITV6]LGPKEIGMaNrB
016zRufAgsUbFAzpvS7KeffSMQVeib6TthMSqiw5eT1UFj6stHMIzgnzu2tQphDb
TUkogk/41XGI2q80oMczv/4AL78eRQVTPTCUIMQGe9jdN1qrnbh6émSIXAXA+MUdpT
KzavSvbQWgnEEGQzsabx6nLQ5uPV+e5kDPs8IeEV83mi4Fg9v7YFrAtMf8nA30Vt
eCHnzZdgiQbazQ6lt+hdiaJQ/+Edu9HM2v8ajlo0beiw8Zy++bGo3G32xazJVkFte
704GrOVWo5WONOYGbzacvkI9ktZpwudcS7u5qp6HVATahMIpIOPZzUjww+Y9j06J1J
xudfTJI6BgJ1lak458LUZz37PrzSPUuTO18VGA7WUWeTTXjpNQBWEiLECVYVmyHKbeB2+
5hIZKHnueZzgbtQjoBldChMeLRpYgAG6RYyrUXxDJjRXrkPKdn@h5hgwyryYqgdeQ0O9wa
5pfE2mZ4BJIbOFLPZV8SMTKENbR6a9bP6FXxhir80T30HiPW6GC6YK+yUx@aPfiRcJ
3gFKBOVuwrjEP1QZqVopmOXnjGr6pSiif+qk3f35bykplli5n/wRH31VpPW1jFAlo
XKK9/9atIIy6+UejHD+tIghVZD+FXcJKhtdf@by7WCOMNM7gaRrLgloEZ1RVN8pD
283HQqyRu+FO5U+0bVL171kjRkP1b5FrtpqiRV3KswxP661pvIpVOGSh75izSh9fo
YsdVCcSa/8jFS2VxugUa22efyOhALCNQr+kwHTXztV3V5yMALNpnnUOd/t5IG60I
5PUAWTfhPFco9blem9v/XfaHwKt4+/buRfjIXiJO0f9v54F006FESNXCYAPS9FmMd1S
1HSqrGK1D/1z5X7IbEq4tnZoBpkTMtbPNnQrwuUU+6HiHggjrhégoeLwKKp5IgtonX
YmmGzyilLY34japtze8CfCyUzGtzkJqQIaYg2V7XF7aMO68h10VupmCYlkr3frM7Q
HWssHhhcyVZ1q5pM2+51Ei6AZTb1EVI/gw06/QETfn47vwAWABCGKOR/ /MX877q7m
ZcnlX1fxpT2V8hcEcgCOOmFWebIBdagvTDYul1QNBmGMKUTe9r10TWhG20EC8GgB7
WMrNGS1i6wYDU712ZnjvLfUT45wsDgPBKGToecIECT6PN/kjj33IYQDQGXXrXAuf
oZeYnioFc/7aRwh3tYjINNNz7GpI/gVNwHIRwhufkVvJjlxgkE+sCGjgHaPo7n43
0ZzaAOOADYFmrLQeFDzeFE1DUN/35LjU87CZSZx0isurHvzV4hpfQJtCuJhl1FPBt
hC6ITgbq2hzSjPtyZEdOgYTyMhw+mdDyk/a+fbgquB5UcZDg7Kj8Kh738m+WLXYn
wWNiMwMbealMw6tnDt2D6GI6+qC]j1BGYydFm28EL130EfimhifKOqjOutVgbNvhzgJe
XEJyXivslEzetRVVSRAYy66C00pqyDb/R/cKXJ2r7zgDmrl1+Fq30XB8ypwOOkm7gw
0Tih89GONYTMVTOVOFF9xalL3WL91SEil1LjJ4S9XgNxivenCedr2NwW38Q1l8RbF2jr
Xt0jGt4nY2KSaCtN/FMELqUilj3VtTmRRBzr jB8TONpnfHSLbIgWOxevNHUeCZwB
fgkpw+CjkywygPuogLtdq6tugqb5gEOGTIKBDRMTI1QYgdICVBNWDXVNAQreJ3HPH
VhpRkJ5Yav/37Yq9YF8RSM7XqPuZm+YgZEINMMTHBVKTfESCcW50fFWazLzZHjjS1L
75nd9FFceSjzhLMVC8sC70WZqGdQBpcNg/BYBAN2Stf81ipSpz9wBogqQzNc025whb
gqyGxUQfDvto9TVrJle+/7bCFgZbwx6RKZDUANTgC4hs//PKm8Ts3+suSkwzfEpXN7
OCESXR3yi0ZNbkubxRXWzemAJzGn1G+Dk7MjoYQ3h6Pgjv7FI2MDNMTDOJ1LO]LT
ZYNMz6izuerwW2r5m3PXfkhffU7mlwn7Bo/6mbR6ztrsTOm6CbjdlkjjdSq4cMmX3
ZeUnehbRY/W4cGu9zMxJtNVGRTFAGV4zXGq]jL8MTEHzZA870HT2BSJjOCM/V545U+
Td8ulTmmLG6hyNn3E+cL5Tinka/j92yxTzzUA2TULUE=



A.3.10. S/MIME encrypted and signed reply over a simple message,
Wrapped Message with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Wrapped Message header protection scheme with
the hcp_strong Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7605 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4616 bytes
4 (unwraps to)
L-message/rfc822 810 bytes
L— text/plain 325 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <fdccb76a-49ed-50c5-9030-e4aeb83d7f04@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:17:02 -0500

MIIV7AYJK0ZIhvcNAQCcDOIIV3TCCFdkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCS(qGSIb3DQEBAQUABIIBAIEZSE7YJfWjyOTMQGETYCcrcBw2uruGZw+/k]jjM36C5d3xtdsBddVwe JgNyA
Hgp9207qVoPyVXvp7BBYyoNRgZcrMx1pROTREEjCX585MOXEBFUXRVRPOhViZa0AM
dgdwWFBO2fcOwGh+RtwBfESEge2zujhTpF/ie7XIbNO1WsZrTDGAQ63VaqvX3ASOm
TPJyeqUkstDWSzOIrOlpiW/YjMcYNjDkygeNgppdV4SEUFYTNxz6rqql4E+a8LxX
TI0og0TMh2ruDPamt 0AEMfsMvz9XUjSN4TRWXORLkzQeaIO®jcPVjr6AHLIFG6etzCC
Er4GCSqGSIb3DQEHATAABYlghkgBZQMEAQIEEDyefE1L8MhLTkZjajQLY7KAghKQ
4f10U+eyhjobu3iIzeCoo0qq/a6JIJmdoGQbY6s656cODYMh1imkXQkRV1QEZiLkAOL
aKPZy3zmuu®Oh51npduDgzFgl6Clw8CY/99ep7I6VAN]jzmvh4pVOonCsROGuUYex(q]jj4zzkS1qDIuOTvGduojH+Ti6aZjEdnpfKGM



XHRFRHBI4hmwuiwzq06h6CpuX/2aew8wByIAaomyyGeTscBaJk@JumMxhSmeyImn
TODTF4dUXR9CGES2qYquQcSSc2KNZpaRpVDNCTETNPLNh+VFUPJcv485g3e8EJTy
VS99+e21ECdjkc+iHVMBTXdwSMEQrlYdIlfrPCy2nwsajp9+41hL2aPk3yEqSs6Xx
QHPO9CEKNUL7BG1Cpq9wkr@07CVayEWY9WOK912ARY637pYpgeQ/w3eNh1GjSuRK
PXZr 7WWgT8MEUFOPJPOVWY2V49JImKjP4po+9/V+ewHievS/Z74/x0zInNhNqyYDp
56mGQ3FH5Q628WcPdk2V9h897A0SHVYFrjFH10bWeUuQqQVctYqT6QtW/ r ITmQWE
85DzWOYELV6Ng+I]jSSwQEEKFm7UIbz6UBPe5IVYJaA6NAXVIIrOErTOA8QLN/ Inw
Buz4RnznGuUXNgm7mONVWZrYnbwNKGsbO/LSmsKDm1CgDd/CRZLP2/rOmgN1ld6Iqy
wuFfFo9M18WXUY3veMD4J9+11smO8jMQfIqKgBO0czsBtOsPn2yE9mgcsDgud095
jFz4g2E8RUSRJIgj/avonM11SCYjnizkBezVvM/S/qImGHO18RbYSZ1ZBI Jq+xkAv
XGKGOONKVzHe8VtMUwBbi5k00x50TrvJ/A3s36MrEOJ1cBKY/jMMt2FyDE++PVFE
0X0zf1YsK5281jNBMBIA8GRbLb8+G/6g5RMf/epfy7c40IRpDb1PVhSMWXmgUNXC
mLmCftewVJIZvvtUudWWcVWZ4s2GZ0jtBF1gXcm8nBdY39drprAOpcrkL26XKWM7y
F+6CqwCgsMabwViBtsY/BMVe026UCTXJfytMGyCeuano9d3p12VHCLM49TQcWIpZ
6YRLMKEYoXXxVtThZE7WndatiUmS646xpsLmtoHpAhNOV/AJVUB5DPHDKFr75fWp+
GYsSKYEDDIQ/4U6gY1FkzWuNF3if8PWwT8PbkiA+2XWrUsONOTw+ugD8LkeobRw5M
gHcphVR6Zia3wWvpXBe7u/rGgNgzRWHSDt T2UWKS Ix32iPUQEVb7/KQNT6b1BhFrK]jsL6aTClql8QseE20vVvBLE JyQR8HBBiUFG6ze6ZY8hd4EY87dFY2/01p24iuQkLpXgXIRPMM2Z49Wvo
2M1XLGIao+4D+sY3+E5Rt0fjIJ90EUFZX1HJI52jGBOpoPJV20/RSiRXpU4weIW2+t
T4gvboMSMPZh4tccAsIMZxostclLjBl31rLzR62crJ0d0Oc3vKHhDrd9RAR2QM9yp
ufaO0AwIm+Ubb5+1iqVPo5bwyX0xJZ5Q5cyBQRhwwFULOY+tWwPmyGR1ysoW+soFm



WONNGgN4qZFm30017wkFJK19Zz08t5d2XXx1yp@63X6BYVLT+SGUTSNr fpk8Muwo
0Q+61yZ6UjZ5XLUuGVvYyKFOyraKr3ETdfMCA/bDmx2FI/rFDhziwwWgtYJpSaoEptP+
I/+rzZxfQEd1kzJ+SgvggUbpRXR6/UCHBCVjSNnINMYBRnjTU5j9FBfitay2L5Z0L8
79hudV2c/NO+qTclyMir5zQyYLFN5S0IHUIOJRRTs1/kSu5Uk3i+ByDVAXGInJ+I4
t/zZ9FSvk4RatM+nHLbgQvA31qfv8yo0z9quVhEAMZRMt icGWmwvPkchjzQdtzwTo
VCKBC7M12xITparw+kZuD5tD2d62xn8vTAgLhaFebf1lI5N5dF58XgwOkgMEOYg+1
mYNorq/q659Ac97jyJ35UEGSS8tbkWCAHC j27WwkCcFnXMyfkRrDXas0yQwqz8iQ
mmZeVj IJKrHNHAV5Xj81+CI2BJ1LwYyS/IwbK45UuIilxcMAAX21J/HMk80Y81abDR TFHPhPmMsYbQz/4T7Lsm2k60TjGbSm8tGgBRYydJI51y45U/FpNXVgykgXBMF
P+hJLVMvKgHehLCoxn5sBE5Zzf8/PrgzZ6c1iG/iBXgnbMWO+yKUQ8sVLVvp92YpY7
hKplcj7RKJIL3HBxzUeuUhFGfaiq7MgpKm18vgnFXJoc/NL5N4eKLzn3TDOg/Xhid
51pzgm3+6¢c/mDgS4RUIqtHaALsVQhoMGdrK2Tr1bi2VoKIhEONg9UF2WxQJiDNhr
VMO9rYy6aXx8H9bj70xYG+Kt101fEjpO+S10EFfxeLCEi/DShQjPrEwumCw2dKz0Q1
7G2u+qo6Zcml9eJp5ZX4GPHr 1ImX4+ngp27/cNDQML/pHZrTbT+h2HZiDObED3if
Lj/pAB43Snah9bg7XoUWOE51NQ00q6uUSG+bUFsuuprFeekcs850DtaryNwzpi+4/
5bScqoMawu64YqNq/1pSCXImMEEab9nXtn6g4aPjhKHEAhWD73YRONP3kV6XUn1lyF

A.3.11. S/MIME encrypted and signed reply over a simple message,
Injected Headers with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_strong Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7565 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4592 bytes
& (unwraps to)
L— text/plain 337 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <0e210732-9184-5855-9a95-2a635560d3a6@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:18:02 -0500

MIIVzAYJK0ZIhvcNAQCcDOIIVVTCCFbkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCS(qGSIb3DQEBAQUABIIBAD2qfM1qd/wlIn5/weLGjTIVhLXq8DBtZ1BXx
74LEO41mLd1hgnRYSPIWC2PtjkC/seobOuzC+CV58bybhtZc98t+SPFhw/rCzvKD
r+TYWJIWJI5k1GojWrmZIXuXFUAG6GW1KVNQYQV2xkntNjeOe@dUY/UwXDXnV2hw0Sz
KOMpYY9/M8470DrGiWv4xDgLd7WrN+ztQiy+4b290A4Hy40L1/z903yNMYEeZ+ZU
0ICNWAVSHhIHUHztoEhhGIO1wF7KFpygyjP34050COMRFwWYUPmMgJEUj+/0265hf ]
zKAzd20Dh01lY5f4cKRak/Ng7jOYAVUMftIn6Z1AI3NBdgAuUNncSAwggGEAgQEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAMCFRU9TU/PySxv4kLIQ1zBV4
NTTHsSBv+t6RGYCEOMQToQCdNyyQie+HqTJIh6M2/CclsbRuOVsrfhJcORQQKG2V0a
huevYf4E/x7+3Apl7zzg6rOUfiOrSCv8y5PYLaHe3AbZvIr/i1j5YKIj8+D6JnZe
WXSSPZTDbmnN+o0TtePWOv+hfq60wWomQ/VnNUJITSQNUNkxTnhBK5Mi0nwmIYBpOD5Z
29/dLzfgciF1gFtTdE]jszQ05IkVB20IvP2hvyaciljfKmFXS3302jAuxLSPiAQIK
UYw8JQCLZ+TEGT7jr2XKXTQQo2yv3dRTBI9Y4PO/MglX8fbzqWLy0Y94hK8fWMzCC
Ep4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEBaBWCADO5Wk7 rGu®j8AGNmAghJw
LWbI6Q5pWF3Q3tMokfjJ+6dzF8HNZM7De@S6HU3eU/9w700IDNRsWbdr6B5QI3b5
fSXYC3VTjp4iYgwikm2xX4AXzt07T4YUL12V3yKNUSUKPhRLrbH6zb91+ghmZ3Nor
YEWWU2QUHVTg4xsCaEG/+LX71k2wJTI6Lk4QDH150yIN6KaivSZkqjN1160gQTp4
/0YdExevb/K2WX7w34kdgqlKFgoVvju2hGrnPMhgpvfuzkQirtFtZ6FmeUXWm131X9
Guf6GelL6F4r6azqH59z1JUVh++30C6bzPGOMdkSVO5hELTYRvTclnSLbyYCcoE38a
v9aMD1Rv8v45Nd3eCxC1G93Vh/EP8N0SO02geATEO/mMNk5f3jsZ9iFZ0dRMZ+jVuB
100t/jCj9PiJaxLz4+Vf9qB2CI15PtbEp8CThNi1mGU3Z8LIbPAPUPRW/ rzmTfOP
JbGJzLOMU39zRNEOIRDAFAaqQTj5pVgqwiYVJIhKkfs7FHXd6hHM7MXqpQXtc4KrPC
UJWjii4DhyEEeTsc0Ox10QPrGqST5nNFbc6Hb8qFKcO/bIE//QGz9rGerH+cFxeKa
sOkevWj7Gh6EhMu2aGIMmnqoh@pNj2bp/5vZ6paFmhn37B89nJJhLXgQeDcgglmA
f7DzUAAN5CSWE6KmiJocmaYe6RHZJCEZMILXHSRIODOTEIIrQiV4ANNGxah7Nw3gaw
wwASkf+dhnémKg+6y1mVIIPdgW/CjjLSUTvox7WeKdm1lX4yjmISASOCIM3NWGW3zRXMCOxu/mualrIjt35zaUVuvkhMMInkRijEcdbHk+ICMOXODLNRQruuY9Kxwjgui
C8YACZcQfOSSMyQZThMfJjVXvplXUAOTqF5dCX4TorUEiWy7pclCmBvvAKOAD]jug
htFRym605C5Ht jmvVQonQWL5c5e5z4+cD0ISgdkaEvVCqgOpu+MSvMLhjiqoQx7dZémtgAauxz
RDKT9uaaCO3fm4GEJOHEWFKwK2m41t8EiHLrjz5Qar/XUW7JajxsJGO9+d6pMZtak
TKevdDYv+3Sr7+TSDUEYtYgPbxBdPtT8yXZa®vruA5BA9yazmxIfbK3HhKe9XFVW
CEpR1kHad3g8t+XxQFEVAKJIEEfwrWd31KugXCmPJqPEYT8uZ51NLG4Xxqb20TM14v1
DCcoOREgM8ZFVpsvuwylItnwH6]jluwWVv9yzetCoL4AbH/M80s92mzgl90CygBl4PV1T TXWwl1BITpNEA2
kKM31YBpYZQK+ubTQexACbQeeE71290G5r9rUEtcTEeh1vzglhiYrWoGzFOPXUET
G+rul46zMsDoJSALJuUJjgZrEQX/BMumYdFHWPVXAXy7d01zchXUTUlbzTOMteAUs
Hn6hpaELCpuwWYhKPQ30aN/Q2zWpat7jziw6rm+NPTHbnwlloE®zJclaw9huFUCQZ
If/DRPbKz9JT0dfZiz1Z2qCxDXilpfYXHgFMWa60MpcMYQ/yD0OggqD7/z2fvwUdou
N1DV2HxpoZKuBV6bF664gJ3qdHMHE teecKXjKbuzUbTrQLE/dsZIsgvZyW/sMizy
ErLCFA+pcGIe06za9DFYVQheIpv6/y+gJgc/HB8NPIXZVREbTfbRgnhgkMGmnNw65FB
1DRstzU1AYvg65aelLXkDaT/9wydtN57ebZWD7zbum60rgEjdBt JWd3NuiUQf/pqY
dbKBfBifI8r8oUwWomyJV317HOXXLZO7bwXt6sykngeZhnW6gULFOJI2VQRShN621iL
yCcHtr7ug33fo+EGHE/FTia3Wg9SUJXgssrcxB++igW10u96AHA/Ub4IQZMIplIpE
BH4a07A01ia2DxYbpWCpewWZWuKmBa5jEF8VIyVy3baic8L2cWmMPjPZ9+DyQpsem]
RTUutRPZUUI5pNUPiGVvAby+c/s4zLFtKFFzkO@/mE5MhFhwws6911z1BOA/L3QRNX9


]
E22uxGfqOBj2W/3tdFVKnkxzCuNtKECq1xQSuTawWkAHW5apFfpVBpWxzG05e01E8
CadNkpr8YFGswCrirpoYqPgGHE68I96yIHal7H+ufolXK7QHOZtVSL7CEirYGOX1i
ZhGhD1QwWMBDAhI/57sF2xfGgv8UEM717/941sNOXPKkSqEmmbjcBpGhRBVRmWggnX
7DHOQjOVviTY2Cj8B4f8ATVACEUPY+JpCU3XWVASTISOXqINH/1sNzxWwWxx2aCS2z
T/K90167FCXMIN8tH3TCsOVMXkYwID94DrPknaUXMPqr8fiTedByso764tCoK/bz
FcDRnUbdpn8UCN8koJF4UMp6mHOWWXIg4ekX+V+REUdBAWOXFOpRdury8xbVFb6A
t+RvY9azZhTTr7sFFDHOS1hOnRNdzfOVj5u@iikKmdmk4NDMT/gIMglkQ6m2/vjAEU
2H1p8DJI6XNSLCIZ4AnwdqU5326tFO0aeyl1TACwWSX0ox4M/23zzZEHW20+DCSXn+GAd3v
UOiN+AKSssS6pGPFxzwwBzaWBIpCdXmzV1iw3J00LiHQOX2IHkGXXEeaNPDBOa2PoY
G/vQRsJCv3vgeYHug+oKi0ORyelrLkFakmuSZjgG2wo05B5tapxMHow4plyNDDPJ
0cezbilxngbDkceXcHa+nTeCouRCqd/P6YVz50cD4BIdSwrda5GX+6UGbl/e+IDoP
pHWK1ijdsU3DAM+uCJrE9EwWZHDrkwW2qL/Spp9AhtbdMsugaIqVuuTQyCWhoK+wpz7
wjCdyk1XEMoCTQ8PAS1RyaSUz7fYAsSIk9P+FZ6qwyvM9zhmvFQcNoj3E50bIg18H
GezlvPOeoDwiegKamAHWKkEwefrUb6X4IKOw8dBJrYQQCjnwPq9GOdWu+MbbP8XwE
w7LgVMRIKMMD11lquSaKDrQ==

A.3.12. S/MIME encrypted and signed reply over a simple message,
Injected Headers with hcp_strong (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_strong Header Confidentiality Policy with a "Legacy Display"
part.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 8150 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 5022 bytes
1 (unwraps to)
L-multipart/mixed 1075 bytes
— text/plain 56 bytes
L— text/plain 373 bytes



Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <27139e00-e05f-581d-a339-d2bd43bd0f42@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:19:02 -0500
$jeT8XgPOJrDGQJIALLtXX4VP4yv5f8QnxVyI4GPbmDE18nGDWewzgOcssAWZfuyP
28Mwa8EFDstckvkFea4MvtoVbIZz1fj6zztvZeb0d/cMz9IWpM4qfaMrFOEjk4]jfE jM6H+WQqV5VW0zCA1CSSSLO7yYO1 /



krQtixD6aXo0ps13JPuzzXy21fJ1lqwOnSBnJ3bIrllaeferjBFwmbaxzESi4UtK2
pOXwQPLKBh7LS+7KToClbvgzoqz02mN+nTgn+mR+G2PXnW6KBFPsYaupBQoNoJAC
Jwokh1lrcdMZXy®C+YNNdmj81gz3J/gqNH7BFAhGYNagMi9EODs4wBKxt4+WKuClaz
71qbFMOy5e0fcS15txCZZyYjQp7aUSQE+2GkY867RtUqQqI6IrXEt t3BBKVZtBwW] KIUmkxUWP
UDkQoUjjrIznQIODRY11w6E2pKKOO8gCglnm7er7VjE/yjEPzOdBUFAoRqatVsLL
PCXATV+WYSNzFgpXJWXHCGWRSS+JkWnw2rdbLQJOXrZr4v2rrNztx1BfA8WtGWmb
vGXqztE2LV2mob/aK5Nb14ZzcySht/rqqzJo2bGPU7TU++Wx100PMVjjpURS6D01
HeTkgb7JYS65kCYDNnrOhIJMGAWICEjqh11Sx0tc3g7R2tWbQokcU@2r cFHFabA+4y
Xc6rDQykW5xeB4XVJIOT01QQOL+k5WIj/9ZIifmO3kILrA7d++x39Ewnn/SrQ32EXx
1bs0Ip4AMpyyUx34iNjsQXLUQq70ixvWvsOR+B7gVdwa3w8KLgZUYkk6pR7pg0O6y3
+R8CzT1KktxNSonU3AazQ4V1iTWVCcyMxZZTG5+MicEpSF1MUEVDmMjuoZHTfWVvOHgYA
K7G6hjQ8Q8y6+fY3rQiDDhAAGMLI9FDVOMDCQ1g3zHJuysZ1XcOu4x8sCPTpz403
GVtM5PIIB8K2NDeXucYc7jilEIUX72sAYix1yoGWmCB+fM1yIgnKXITLRRcGNzr5
eB3Qjjb/2H/tI0dKys0g1ubKi3zZwaHQZdLRWRxmQ/BUGXpX54WYAbL7DV8CioRNy
wBrzux1dQaTqwsMyOsxpgPSI1zoJRRRrI8WLp2iK5PbKjaEXhdUX0DOzqbXV7KvJ
E0/9efDUSOCGHT4mTf TNZHRCXTBAE+rNZ+vPo06nUpfVOZIrVEUMOVi3TTLAVPAR2]j/VyipUv5feFKGiPa4wYq4zTWBMg3ys13v4igf3f2bxBMs
VwM21BgajuV21i1Xi51bNbLNgLDSeTH+VKEOWSs230GfE4dsL+/06gsmVQMVowMtRN
xgHtzbcK0ZcqKgzZUe/1b82s4ZmY+EuKF+Uj21XeGdF0/SeJ2X6A8thdFMnnUpkrS
eJDZOx05B1abVVP1dgGPK6d5bC6VBNOVFO2t24YO9T8FFE4PPdup/yKezXCa5g8s
VgztjBNQkr15K81YBd6gMDMvMdzAFfKNnbHAzZCmF4BVEiES6WpjE2j F7pT1FkrCEew
uva6sKsdcH/zPshz/BJCSYyNK9rOoy4moHWVrKLVOO9KkTcOL+CYXG5TCmMHRM1Ad6
Itbv9249SBepyBJIX9Usyf2NNaXvUtWIpZ1PmDH/ctWPgpVYnX9helLtaoDLmJIB5aG
H4QROQKT/EIvaW23xzZsNr+Fa6lgaltjwi1z5U4VLW3T19LX8uKpuNefulfXKLaxyY
NnOSsFmsYh+dkJcyfb18WObhXWPreC2ALI3yOCL5RHOIX99fu9ivLQtkmUrGeL16c
9sCqNZJjUbAENUYeGJYLVHNhEGgzHmYsHvp3LcbgBnzdTyPXanAek7R18VhIoOvl
ab52LAEOLd59Cz4TalwGDbQezt3wvwISngKOmJYbraSn7YfmLviPbemeKo3/G2Yt5



DVzqQBfelLUTdDIM4VGIrUv/UOwWONBt1gnzaUOMXJJEE8+Ky95RKeajkPU2ipkSh
rv3rAdyNx+Hv+kt3PQEKScMhvLSrsbqiyx7nJyjewXzzyNZvu/4g1NWZUGQTXzV2
8+2Ce/zx77vugH8/UulNZntk4CP205P1KNPjQn6Nuw50ger00KWx/EIFEUMGmMVA/
Bf46FMe jHNnrPsSEdFJu9eVGwpwFOuUt+Caek LCPUhBOBTSCI3n+4f8G8ESTN2KJIDQB
41u+LFN4vhJCq6m85SRcX+tc31GF9]jYDXCcrvPFpUOGFXKmmMKV5rLISPVHINTzyS
L3ZhsgUz5TURM2H80aL5+mYpSpNJIvIFajeqgNAmWiXsUbZgMSes24ZEgvS]jGc4SGd
I1GCxAQDHbfFfoB6hhb1C9I/Xj36DgNRvQrw8zI+KprwOvDcq6r30/imHn40E8W5S
jUA/dPpVFRRVMdSkeQfx81F1bNDOThSpNQkrhCEWwWp47U6LXzGs7d/WJu8LoxuGh
jQntg+bhct0qdnolTHSDp6wWpP6siguul®zobH308zP8KQ+y9CMISKumgNATgvWULY
2nDEPTUh5Tjp2MZ9IXVFH+0gsalA2XRG21SIKwSrSLzfzgVSTqO5SUATGIYs4qSk
Kfaz8+i749PZTDtviMTQilt6QnNH5VvHezV5CBz4w3aE1CSDVQJIPmM3DreSNEXjnzV
Vy82bjcSw4LCA8b105swwHMCysogX/nluv+remcFOPTfTEw/gciH5k jBhDhtEV4pz
DKf4+Sr4036Z21Qnfle31L8XNCFScL4G7mu/dQnWLKk1lhnlpmBG35elwvIPK+ZLU99
MPsRMedK620IKkxIEQWzG5HQ2XMP//v67FT/wZuJ2qnXV59u5N1INcOiWbo8yGy62
ZQa3f7SIX0oCQAgGbv16T+Hk1YsDFapC5HKLzAAKaWsd3ytmIoecsChRaOsKL1a5h
GehI5HUD67UHjiBgarFwkz80V4auIFzR6Lt9F+pb/HXYUKSGL33WWKES6TKONXP+
8hYBAWGWBZtCOtHkfvrdb2bQi8RNvnzez1zX8V8fCizEgAziDXaf2hWbipC4+xep
hVf5mMD8KPaMEQuD+Rb5Z+A1P+U7ka/d3wKh/DwDPn/4djy94SLJ1TxE41pUaBm6
5EIIvnz5L0XEHizghgqOIP74y/0FUggCWKEAMZzCtLa/eBK3M68r90FoznUy2QQeYc
15JIx+vaP6J5GYTTGNPXgL17777goCMNAN3UVW] f5ukDEhE6Q5v130nz1gG/3aKDS@aBueXemV
TrVyqOwE+EXFjOV67c/9iGMVahjT1FvqOkCP7RO1PBNIIW02SzMWKjQLPEOrLZ5g
nmb6Ii3qM79NNCZHAPMkbdVRGKCTURrR+s/Yi0GXRCcFO0T2h8eIWTROXTFgDFtcT
1QgVN0S2UcJYJI5k/+q+WQRtRKX39ATSROHUO2XF176p/TnLOqzIKVeesB1BIs4Fo
DYoG3nvcSIth/G3wLrkryWtRbktpBaEHIDtYrWtITkM2sx6qjQuBmkONdRQtIfch
UBMSTMNwWpKIjOrSJ4h/IV5pCOFGXrvFObVaMUO+CzXHO] j Ffa+XQWPEZAT11j0QA
x8UuwNnS1G6MeJGd50XIzA==

A.3.13. S/MIME encrypted and signed over a complex message, Wrapped
Message with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Wrapped Message header protection scheme with the hcp_minimal Header
Confidentiality Policy.



It has the following structure:

L—application/pkcs7-mime [smime.p7m] 9450 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 5982 bytes
& (unwraps to)
L—-message/rfc822 1805 bytes
L—-multipart/mixed 1741 bytes
F—multipart/alternative 1118 bytes
| —text/plain 375 bytes
| .—text/html 459 bytes
L— image/png inline 232 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-complex-wrapped-minimal@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:08:02 -0500
 jP6X] 8w jXXARgXKR+2Nr43KmhLcuaKnr jHdKooG
XaFmlLfY/A62d9btJd+U2uFFc156PV1+40/q8CV073bSIZgPEOIMFNIpPCs/X6mX3
RVgzipeItwteQdd8xcBvwYHX181RV05j7tql7KqKe2zTGDW4MM9cy9Jg20/9CESE
IDvONO5GriNP4wculy@YOuoZjIK402enFrRAjWKx12ai/iTFfIJHO5QwkQLWrOycq
OsHjaqtDgDaTSpSIdctC42QkvoikltgeEyjFC11zbt4CjDObYI8/MogqN6MjltwI9
G5TVTO3tyBNaETfZrUkcM/CDd85hkC1VnX2tBF28T630zui9GbVFviWowUs+I02Je
KWN611IM7UWNb5XIwR//UG2fWxhvFK3aJzhEIHRV9JIBQAQTzK2EVOZsRomgmOBNRg
mvOMH14tr TNPaOcBn/SzdJ4ZW6FvvYjVpH3x4bJ2+pvWWL38t3jYOMgstXzq/s19
mvOhoIG7+UcchsQGYR5zrRDIb30Sc+hIJyHk/wkPM5a/iUFCvCIpGGwW8ytP6ywhh
05KBYA/iEwOmjfIP6t9LWTKy1pANXCYYXPXGQBQEQTCcOi/yYIIYMwhvyBDiBACS9
aAbhlsPEjP200978H4MjdMpYlcOftI62begXnWRYq7SutLwGOXrdQoONNyPhxBcB
h3xR9XNgkC3giBi7DVj30uzDSTVZaSzNf5dtctS4T3S1BGeeqiioOuczevPxXwHQp
xQibg4IbVKSDYETS6TIVL+SD1iAWiPTjozptNzXN3ZNxk6pEM2Dtp+6kuje/KHxU
mbNiR4u4j/0/+1s01CPtXis025Zy5Db4FeWC+OkLHCMfRRCHTW1BJGBCHAtD1cwJ



RNMQK+RSRRGUI6B/bRUsosAWDKk766bgJj42Q6YE/047amHvhtgCScqYaELG8G8+T
rG647BR/rxj/tMX5EK1Qvc3gm+/MMc+Lpr0OWGVWMrGV4T64H5kcbvPOai7nu/ X+]jyz/UEpQBUONX5TWhiON
kBeoz30FR7SNjOvmLVVny5cIMa5CWqZOF87ycT7VFzwo/X1QQppmcnEVysipM8XB
e5A0Y1MkcDfOLh+NFtbksT8giOHOWHhM8pNQSRgScM2TdXC2+YayIb3G4ukgdOTh
KT8YJolbeEZrzegml5LBwcUftfACUCXt20MUEXVZST/qQuKmcmwyFrledthxK9yb
CAHCNBa8iYyKU6gAd jwWX+aHB6UORI/7ysW1x6SupMf8Bd2Ghk+iUl1T8CrORNi2Lb
M2SjZwKA/zNn4w584bAoV6Tiwka4IgXh5SvszkU3c70JYXtRuUIwD5q/TpY+0fiAg
EOOPrqLiTTrEDE90bzPh91DHG1F85m7WR]jqt TmbgHY juHqydXYAG37QgWMNnyoSAF
YVHWgh7UhFoFvsHpn1Gxp2aqznkw2gXzoGZYoaCfTI6cXbINNID4n16eRztvib00O
XLVG411dICChOH6pMA28+DbNKQBx7cB/ZSpfwD/pQCNg4IXUuJA22pOWRdd+2yVw
7fPWdABaWydzQtKgN7HNXWCogt6Tkz50t8gLkY1F1Q9pRzLDBZ0OO0O/bCM1VvPXy4i
rXGP3BgHO6GO50Izxcs9/EbNereRb0/0zXmd+AOwTDaBarQJYNu5IyaV4EIhVLB]
7x/tYST+7409uuwlhjiz10u57Z1uHI2LfXCITXRUfM3+14VB1I+RSe9uuUgv3dwcr
zwqzUsMLXqGpVLUyISDOMMjIueIVLKg5T1IsSLIrjXyQVw]j+ZXOmEpubLOUS3AKD]jr] j6ETA+q2
1ROVwW8GL1aUNn8FE/Svy0TMaCseXhKCb201lnoLmOK6i+EskVucCIeNwwL5+g7kcf8
/WNTEC4sQA8zvtG68KriwQI5zgMNK+/MzYn+Dz2HKmONFJIRXJFp2JG7Ce0+D/0Tk



RX/VBd7Q0tgQFeOnLd3JX5n2Fd/tpsrim7TuThDGV1UevglLgp4n4bucUFe+A7IN
SrRmfKChsju9Y1l+Vjyk6wyM70wNAMLJI8BtY1laCJegncTMmMNhTK1IQF2D61Ua2hJX
FG5Ewc/xqd44hI/pchtFVOMKMX562GIAsndqsqBpgVX5rDReMt6DNON23f7yzXIY
xpan5It5aQE9PrIUL1+oceRQPJI5tg2Ja]jyJWwDvOnrRLQVK1IORYh2IZnpnFGmrPa
UKEsJOBde8kCoGpE+4Exgsenv61MSpYxdmhQrm4AgIAHtumkOXBFh7kOTBYZAYig
MuuYUn1iVG87c4E7hGqSKmT3/0ycprhRUTSzR/ZErszPAZZYTr6i4wgvrSEOFfxC
Trvw7w391XRsysO65KEN14pHDUWV6Et swSoMpWI1F1lcVNaGvfHipT91BVVJIyUKoyG
iEjGzCa49IhgeTjLyjaBfB6u6LDAYC100vbMO9gMRUEK45UQRWE3E414jUwXD4hT
jdzX5fdYmHjHf08dcp7BOKOmMr OSEwbhVMxjdGDCj0O+hP0JC82jsD5FZJ/sfRtdvh
1gKUhtAiTu4qjfmgqO9u4KXeYrZ+8UWrX2XvL1D1vNKYhe+iEqkjQk6SDzfWBYCa+
UNaDw9SG/cTBWH+JknHQbB1v9e/Qt j4n8FT+aM13D78k/kaVultyqa2NfywIG2of RQmOwWAGY4UBNREEqQW91MCGAWUIVQ0910iB1mTUjFRx6MskpwUuuU
BmMA3UPzXu4QbBTVSrrbnLZEuVaSKbFRSjhOUdsH360WQLereNZvg4FyiSm1401D8
0U2s8e6c2k2DjOUBAWt JdeCSRLY6XYMCI6z6Q9EDRVST0JGKB3eEGK13zRzaTwKSévbveC06/1wVhTnL+Ij310y3cvCUZpHSZz2i0gralwxEPMT/z5p17t
z5sppHHZZhzVeeS9ehUkkLdxbguwwFbKW130J2wG82CDQb8Xdtc0®3K/zTD4QJJIOI
LSvoCYwnBJi4waoVQCbLGNOFC+cJAqqUaMV1AEHXauQ3VLDONOWVISGYuUQZehb3z
yom88ScoNdI7jNxjfRp52y6mvVkgTY6Mm4z+X5E90+VqHIBwWg7PSF1laaQNC4hIkyP
ygciHDwcmQHDkzDpoY9+PCZb2DisR7DLXMGEKgX73P01GYTZGXb8pshypv4cqcnO
WgtJoXs6TPvgu2UvKwdo4vrw60haR55wrug5+99irV+Iulk/qZwWojKmLdd744fnM
fYJEKLcU88iPoEHohals4z6km/0osvbY7GHH6VRzgzRDIOMV6410NZDOKXW7 j+DdG
JeyoDuxKPICR/Rav1lqKCjBxdzhHU73TZijFf4Ht2YelP4gimx2ciLozZuyfQgaf45
rqFSXo/GlftzXbw2zSqr5uhTY6J+Wh7kk534mOyqf0lJ10adavYqsZE7VNe+/Xnd
x8JqZf2FFgnf8+HEFLI9DOtyfZugJTQwrDsOegcIVsbTHi3iON37iDKGGaCAotdso
Ix47BHaBznn2+1U7VpHEKXTCTSZGAPJQ/52710mQf5wwVAWUNnaJlegnCpjjlr3xd
t81KWFMWAPVUL30tm2vp94yE/1cW1AGGOOtThlele764qCzjQvli6Ccy8F1SZvIVij2



efUOVSINU+FmK8s0hMsghJ/hY1yWGkhkL41wrcfvYfkt+IwvOwzHORpan+9zC953
/KIAvV(q06BK1BQfpYh5u/h0J/tBC+wz7uReLT/q5qfZrP+bRvvQoApGKZHkWczif
9wBhsM1cEPWTfpDDIhTYdASG7JFAazn1lhb2II7n6gOCXiLPOpNktsLD500J9p9ORVV
ObvGCc9Ag9IX9gTQBOiAqFeT8ITk9gEFfKKUpbpdHY1wiEKBNEVb0J5Q1KR0Ob560gal
gm31i3+Q61IibNQub39Xdka+z18NVBf5id0zTjZpFt85/7TGVHGCNUGUdwW79J3117p
TFXMattXt THGEUALW1gRKYOFPZpLMynTLSTT5z+gqHIAgURgTOMa9YY7+7QsNLXb
8et3eNsg5E/cAgzt00J0/hpkQOfL5k4dB6DTiJrwEMiedvp7cTeHPt10dMa/KDge
MgkOdaemNTOUbk3Vsj2s3STS7BpDTnulb7/1U0Ti40MF1Eerc7fb91d0hsKkh+13
fRAINT6rto+gbnDKGQffeQ==

A.3.14. S/MIME encrypted and signed over a complex message, Injected
Headers with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_minimal
Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 9470 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6006 bytes
4 (unwraps to)
L-multipart/mixed 1771 bytes
F—multipart/alternative 1122 bytes
| F—text/plain 387 bytes
| .—text/html 468 bytes
L—image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-complex-injected-minimal@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:09:02 -0500
 JbCAVKY5S
+At tDKOEzkTbYAhm1YOgEaW3NbKGYLGM5MhZeiTyyCazfk38P2c2nn0sotMImtpG
sbdYAlgWrohadiGUOsLzbtqJaHCFO+TwdVdQ9/d9ecfmmdwWm6oHTqCa3z0G2urTS
JtpVFAIjtp5+5EYGT+HQKYNXE1+Zge43YZzu+701i9Vv+y2j8kubLLRXIXF5bX2Dpi
cyluo2s68DqrcXrLQ3d2ixmng5gt87/HZPCykbKzssCQNhdgYR7Wv+01EZtroOL3
YVQRi1hxSqg6x4Rg44J29GBUL9b5arwRVo4pciz3F8WPP/jZN1dLNgSegkH+GSXt0
M1Gg6s0dZ1sRGAC1lr5DYCrLN4cqOA6VXCQVW2JiU+Jiwpt3XZ2v84WBEX5ZMK]jGM
0QtVe8fx490ZHrnQsgTMYBdY/Lx3nnzrbnpZwIza3V430HUtClnKbanFlzbnNsyA
dn6azv1izw867m37N679g7Y19VNrBOQwwgOpEA90G826VvX0BNI8aao2ZINTS+SELO
1uH8Wz192z+gFFzfD3cyN1HczxBdXaOF5A2pOUEhaWCIWZYhFCLB]j29/0Uv8ax8w
0bsApX5/RJj4FOPOW412xRCePCeQghfuhUUYUYLWN99X4VOZgAVXmIhNUgfrmass
1UdPvQDmM+FMK7v7TZz23Idt9nmuN70H5GG/YOr/5e2JkkcxxTS8+yUL4SbVw3/03r
AbgpVFGYCMcug8UI/BX1CG1SI2PrMAg5MFVhpNW87ph2roub4mJS7SESQVbPEYht



Zgov6gDLCW1uJ7QrxsGIUYYOwHw82ngertruj30ZPepIR6WFiDp8JPQTLN/fqaGL
gMdfGV+Z1VruX4yCTkVdd6OMITNOsPCbWoLQqK77QMk71i3fwdPahAnvVdasuF5xnz
/xUYoelUqOgkY/708AFjc2zSFM76S+XWZMrmnZpM7IiBx3vBSPWPYR1INQYrD4ZF
WpKILVNAOtK5pxI1EziaqizS01gp+DsY5JFa5wWOTPpwbPw3nm3UMrd@7cIMGudyw
dzeokbYWSAAAu4qfjXB2RNHSW6HhOE61THIUJhH2+dwOLA/e48KfRgoUs/BA7E5h
gCvoY55mgxcYl4e0itvscYPdleeqltpifhwEIiW77YFk8bjszIS3y/yiMigbYbom
+1ih/CNy@gLa3TmhpIzVGcTtsGlc2eS12/GAX4rgg3db6Ut6EYE3M1UquOuQ4e0]
RGufe7coSwI3HqwvrFgXYIWNPdus7cTiuIq4ryIgFwg8fShJIDVIOXFncTXNdkkB
Fbxt2Bd4Eko5rXRn73wDKbtHKIOWc1WxChNqGhkpydmQYgEVIGQHXtHTRer tkVR7®IUyEJ2Fe71JomcVreEXYBMdcPpc5btIbnsuamk82qCUazBbxzxWfvGD
yofGz2WySMZWt t rMHUiCVLx6cFa9FMu8ME6HjaoqN7FbXplabt2ae+1sFJZ/Ehmy
5uz/FTkOQgEXHhF4uwvfoP92quUUgWnrT92Bua2CLMs4nGxh2b6pH6pjGLLMANDWT
w6Z+Cy5FFazNnAOW54FUIGLYV3HL8mM8Jbzty+uiIB4NnfpXeAmWvhqStV8GVzH/ j
6VW7Zazbg2acn1HMTSTKYa35moORQlakc+1bzIgnLWMdbRB7Pd8mghNSHrZ8rrrCJ
yUPhOBA980KgzFJZgh/3eLG5eYWwWN+6B3n1kTOVET1iALNTOEO+ICP6D25yyiy9k+
1EAKiXY0OVUNUV2QJIFTKmgrYMRBpnebYE1y5VgA9etEUIOVOt1zKgbMYV1xgcK5v
TnLVmTi0j1DgSPpOWKESEK1Rgjjc81A14Ih5pcwW6qgarDkyW60ZRHTLRSUWKNWE j
jFNRWskK1Luk11BvG+S81ygPvfcl1SIM1Ug/nfqp3EF4i+1tCA5am5AuOrp23bBsw
3k15q5FKpsbn3rQ7b3LINqUBtPWIrl1ES5r IMX6pWX0s40MAGSNri6Fg92e04Z2Z2fYZ jD8GBTSAQ/Xj5yrP
8DMjwc5Q//QhiizoUtsAyDvsTjYFNriXiX0XsIydnVCqBQukOh2spfIHgQXT8+EIo
NNTq78WLbZiHgNKBNXWWCXakU7L5MeX16G1ggHB/Y+klrWg9rcJEsoh68k1Y04WN
jCrLweQMCmAAKtbQQhS2TWoN4gtwd31mjtoCU+97K7UmhONQO0tOLbOPCONTXWLI
rnV3HG2gyILRIMOjQbAh70FOGjAgov4C8eDdzVTVIWLObIN2APANT7dbwW69Q/1Aq
Zh®BNncXV4QH+TIH3A/6gwEhsrkCMeLgSPEDASQQZgPp/2XQ0Jjx1nkxnTmsDie/V
OWH4X5r jluKa/5dF+RjRO5EMGZbEXXIYQI9GUX5K3JbDxnx2teEGznvpFa408fjb
dx01lpnrV/NwWuQBtyS6Ated+OngiogqalDrJBRawWp2Wj7UIepTctAq3Ps0ZaJMGol



DRg4LtubSNRDDYfcnAbwvMprC1s4IMzLPjtVK71HwwvqGO6Bat jcWUN2qwbKMA96
GqQFexzZ2410j2rPYGD1vcnFkUHty+ZfEo7F/hdmwLz3/WCnmlBtGj4/0t/UTW3UE
VFTXx0z5m4JpRIm/e0zcLVHhOFT4XviB8RrrrMgelNOdtzNTibOLnk1lcbA07Fs05
2MMWRTWXEOKIX3Qmg7X+umqUKehNFtz+DaSmyySzZ2i+7z1nWFY9yYV38N5D84Dca
1BrbEpMpwxREaWTpnxHQOOPPMWAOPdMVBBePNinw2jSQXGLNJt5IGjQ1lb+YxXCDA5S
OSPvZpOigRagNi+Dp2L9DATcvz203VQtqRDwWzEGZk35KOvSaeD6BrFOLSSVhSXWG
FaMKB5RaX1el+CB7L3wvIq2WsofM8rBAEAOEXLiyk/IC+n59WQPQjW/2UZuGUQiw
CtgTtpwak+D4VILSGiET/kUBXorOR1D1KCPmgXdvkd4E//Gwfbg7438vyzZMliylo/
d1fTic0IWZhqu7AUdLUkBsO@mMo15P9IHX0g6Txgp/ fpAGKYO8UO84AgHTpRDbZHK1
HGTrERj8kAOV7MdFqDwVZHIdel9+JIMw/sUq/TvJIgRwrOdiEKLOaeVrRBUOINAe10
RBFqcQOgTC1PZ4Q/fVroIuoNxMQFOONAMNGIKEDVYt/Gwq3syNHOWUFBLUEriOdd
OKiFmj+be01lOn3JDREGM9pasBDNE95INMF7X+EDPVO57W+5ua549SctYcT7SrXz0
vOY4LgT3y7EdiwQQy7eyxzTs1fkyFHcrOkL1l1lajGLVxaaZWfMchfGIfyEYJWRLip
HvjCdUhPGjzrAkpbmhWuWbEbUTNpyilUIzC4rtzWYthVIdL1n/CodIiScKCk7QOH
0ysSOAveFCmabvJG2GCXo7mcu®x7ruDxwWZar3RBaLS+7gLLhHwZeZjUO5E433yRC
2Wme56d0TguGIVv1sBVZjGoQsGg5h1iYBXcOPMfHBCAD8Bz8CcFhsU3GzA71vPAW4
ILtHUwlpMVM63YEHOe0ZWPYUOriQsKCG8C9QDCJIGXL2BL8b75b9+aZY0jVRLZACG
YszVDnQ7809N1IM7YER66bWpr7Nilw6+9x2XogefKDYUwV3+cw9IBrelaXK4xGJImkp
CJUucFDNUVUTKZwWLNmQ3EeBEUAJTALbTQMK1Zi7nX+Sgn5uiQRySg7gy4hAxP1NBO
ZowjiMIXrr9ba9MYUgS78xP810c1lFJ/C5WxzTAz5XzYchR4jGoMpwWY4CHAXFERZ
Tm3ZBgVvxqkLYoAts279KnjpYWwft6bL9acZ4Cmovb2wSzsCi2YXeHd119uTz1be
Lx3eJ2P3AR8OF6LMDtEIL7/EeYHI5ZzF9bBVG7s3xth7u@CEAZEUG77vcdQBZOMsr
CMjEZ70fza5GFIi+cIYtP1VjocdOp4mCfSUFuUBrICQDAOiLLP3NngXjc+5RzZSkwKq
TpuVs6PSp52rikxCO4IUozxpfalvqRNQ6TusvMN6/ZinRbuS5ZWncTyfqzZYP8JICv
30HtdAYyF+uGuqgycMGPQU8zZz4/+ZDXPOzpySZQ9wWUiQ9zpqeuk8QkoAT1HgwnBE
53K8HE+ceV32CrS7EODKkHRKOMI6WhDg5PL9FobgSTghNGLTYEW9I31QxD7U4al1Bq
MSu4z2QGHPwYjSGZ/aQgs0Ovub6+3SK9ERSjXzENKDeofah4AVooY0oSAMXuKkEevVe
bjnUJIBVh/SBMGX3NTL1EVU@JIBZqgbfpW7PHDMg+Si0TrrJVSD5IVWYYfXxM2iwdLzo
GHuckDuw8f+jpdZtLpEoQhdz0OD31IiKJ+hrk@3sf4vowSZSAmIsNhr2Xjxt2roFH
KzIHyuIOs1RDc501DCZvVjjoC+HbDwaFErZGEQgIcHgZqgPgdaTcubsMUOykmmdw9
SSRQ83TpNTj5fbwrT7Ng3z8NtCr113PW11KwzbjIBJooX+bBoahkb@pG+Xuth8elL
HXmpoGViY+0bet4pzbi2g/41VK4AYrp+HWgcl1Zqz1BWR7GxC61kc+xY6whAOOLSEr
3pBhXMNkyKVzC5hYoscocLOXmA1QVcDOMA1G3Bu8r1e6Ak+SYIViiHj+E1D67kBw
9IZ0Qruh5GnoBiwIFQQgsKUXFYNDF2PS1jsWcZyevAJBiue3S1ANdztwWMZQ6E28s
NXMpF345BMGThDDK+YP8OrmcwTrFONOK3oDcn/hFKXNM1RQHHRpMKED8fiGKeX+n
U32xWYhSBzuBKZN2sZWHzNju81AoK6braMgPjRTxkxX5Lvy0OsKkgtGxxu6sHlvru
260Z10ZnCsBvjJyFw7Wgbbg8X9HXzGGAhBrBTCMcuL+TVShMbcgiV40GwCJIDQ9SJ
zaVS8VFoAzYtm2dpjnmjLOAp3QYOhNu78cEtjtS4GXFv+5jPdOuyn2NC/3dT/BI1
mVOTf3NKViHWXOTKL117LwEeAkdycM8t JAXEydzq/Jyrj2Fk15P8ZM/1tzC85dnht
qljIT+8ENZSL4ULIXFFTOXF7QiEpCmbenvSlyG+0xYb98FSk6YOK001I++qcsrOuUW
n@8vhhv9nuhNRAHHCcbR50gv4S/Cr2yW5ChChtOu8a6R13cyJeHEL0ZIBOJr1+/yR
Jv+tZZRzkI9Bjtppm2W/W/gSMVXFNdXx+C7naU2Gtt7fBBTO615bRVTy1bGEAJKSE
htOwz9ri23JT/NfeL3rQuAfgbp2wawQzCkuAgRZODNJedAOXOWmM5rimru93eISWX
sDx2eQPdTxndKBxP6b9aFZrWwmX0srw6jKeAQ5f4Quy2sXBvU2jAI5VjkA/wWiG9z
VBR1sThkXzM8VWz8kJbT1UOEMFNtG39kQoIRg21QSHrSFn/VhyG2wh49wG5gil.B2
eUtnSUvo3miqqCDfZY9B4rpHLbeDb/3NY1cMMQPQWWEKKR20zGigKmMV9/jhaIoQ
Tr3gP8TUhPeuC7vbS/IFLDKIAl1iAzgpoY1llAWUwZmW5J+84dDPMrVStiQMK/CAZk
ZIBLxwBnH9s6ucxtZWNFaatjMgz3Y03Twn5G0jj0JIB9eaR6SdAZxDTeODajJIuG]
jB4cjm6Un81zki3PTAYBFOUPETWXRSczCslaPnazZVcRWkfOV/08LILXCA71lesZmB



IrJ5U9LqJLoluggC/4wuxCziXCRXLz7nT4UhxY(qG8Z0J9r jHtf2t1EbmpmTOOD+S
71rAVNUg70ep6ucSAROQGPQEABT1sYehVYmIkzOQIJpQVP/Ls9ArZCkVpsmLoVhyu
+pU/HIN6MLMMNQS1AY138M8F8XxjNX8USOEUJ1X62Cc0aGRELIOFWgmMti6rnzzYxODQ
8dsaQCHtZR+7+tgxYGrBls6PWxpP2gjwk2u/5kDiirRfIMhvkel1ZKLmwK/Dv1hSI
p25G88scGewloLhsIzPSTFHOYEIGOMPAS+CJIgbikKqljpyhMZoKfsHXyHRAFOYrmz
bemiwWCBmwQK5J9zAcR815ULTkVC3kxgkdHf f4hXsf2U@8D+0ANABAXDhXZFNMIvy
d6HCmDdXxtzdeUNCHF9XTJ/YGme8gsUOPJ1dPBSMPSO1BW2TXJAKHMYO1meT8/rov
r2uYdPt44EwrLtWonChUelLwMWeKOD4s0oADI2Gc+cGxt/CWTFRFbULZF4BRC+1N9
xKgCvub2mwWSwWCGP4tHGKWpAaoTX2b6uP5Kb7N7HDRE=

A.3.15. S/MIME encrypted and signed over a complex message, Injected
Headers with hcp_minimal (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_minimal
Header Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 10120 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6474 bytes
4 (unwraps to)
L-multipart/mixed 2095 bytes
— text/plain 59 bytes
L-multipart/mixed 1600 bytes
F—multipart/alternative 1194 bytes
| —text/plain 424 bytes
| .—text/html 505 bytes
L— image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-complex-injected-minimal-legacy@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:10:02 -0500

MIIdLAYJK0ZIhvcNAQCcDOIIdHTCCHRKCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1lcnRpZmljYXRpb24gQXv0aG9yaXRSAhMPLSWOETMXSS5CVIeh7j00
BOqOMAGGCSqGSIb3DQEBAQUABIIBAJYObRWKMNMONYOz+IgHeWMgMOX8/ jDwHHrP
tOMXudwDe JwQDmMKd2J6YtkG3fRjZx+MS7bpLReFPedY/7RAe50W3JgENYalHpIwm juvdX5mtyx+7Q
Rsx0/4U7edUDYP7xwoRJH7BJuQ4TCpribA9gEXERt+8TKVwlaxo0Z8q@gfLk1GTCC
Gf46CSqGSIb3DQEHATAABg1lghkgBZQMEAQIEELIL/TZpjp5jGG0zwxBSul6AghnQ
2G/ggR0OJOuUuUT9cWwp4LadwW+1ALVFASIMHU811XOXfYLiBrQWUJIsRX4pad4bT8jUPL
Wq/HHEZvS8ehM3FIlpxebnDey2FCxeAQ6Pn40oByw74UnzFeluL21PEeQeJTPbui+
sLqZqq4HW1AOGWpPDERVLbWXhMDGXLNHrgmy3tYGfO0a7kPOmMKnLahSRBI1FG2HSzpd
71pHQYy90RE81qK6B60CSKO+2D5pPZHF0edAS+xVMhagBRJIrK9em5mSoTVZPUBWY
SITwwJI71A98wWuX7WI1AHWK2SGNrmg59wkU6hF8ZVpIg+ItMwDWO+51KI4SEJyY3Y/
oxP/zQX/+/GhQJSArY/Bc2k8d0cLZcFSGKglv46bm5NgD10tQlg/waZHVYfyvDO2
1BOAZpiVnum8B8KueauYQ95Mfaq4p5d1dBye®9fCjNNOSPuPwmmIMyYzwr1+fmQR tmfoX1CE+H5I5WAJK3KN1pWDrrpO00Ynp7fYHGeMC1t23/
cDej4eqGpy+/0rvwQMeild/Vv2hL5Q0Qk+P0OhjUEadbPPw4X0ODQADBeT/y/kn3hwYU
otNWg7bnJYhh4pMYXCXYWFSK5tpc5cszCsaRO+CtSRY TVMXWT156IW14n6xk/A5m
SurHCqvn33S7TIjH9aTCltz9pB/5¢c7/Lq/RIbG13vw48ILIaC6qr7/wleWJFp+tL
ZEnFg60VFa/aFB6QDQHkJfyGalA8AgtCcCSLPsugeEOMTYsC4ZEg7KooLxDdIblv



FiHFVON+R+p8PHNbETNO9NezL1CIGgzS74xGW3wbn01VbCtEILG] V1 jVYWdpBnyN
8c61i/ASwjIMX4ANUAROT J+B/XS5Q2WTMWNmwXwSEBKG6ZDEYEKIgiMstS5cwcIJ5EL
4f/f/0/7XKE6N2SJ2+n8wSJIXQMOUEO+QQSawXBkGeoSVDptDAwiiRVpj+aNmr80e
Hqofz81bdz6t10Xm9j9+DG7Q0kqoyLBnjBdwc2JGP1TD96BRFz879V/jgTw/FEyYr
x9aGtx+5sBFTg5ds+WzfragRODS0dOqIXEGZ6gRKbN6LRIS5196rz0AGoaYTo+bS
gIL8dxU/PzDXEZ8GOnNH110vtnt+b71YWkLQe/K+tMmEBLMMNMSMHDOOamRU46XG0O
Awak2X00x3p91suCR453Vn4CZwaIXpskIDFo3V1iWIJd58tgHbVwnyizjpnrcng9
FILQGrEoLhrOvP7S/utBsZ9PYihbD8aduzZNpNWxC/Lv8LSP1FTDB/ZPogYeDw//
WRx0/m35QFwfG4U7U+uw6Z/7N/5fX/DdPd4bw7vuJQ01JShB6PCTKkK+dGh+1XMKX
/yI5PkmM7tFNg4y2BORCHGW]aKNp7/xUBPpXFraIwENhXSGT7mOW]jvyONja0ldxP
Tigh3VrsWG0f4kyOPpBDzcdqUs8wbmp3F20Q70P8wpa20u84Ka85rIc+RyjT+izE
nNUAq/aT/agO0ktwHBAe8EzXBQDpSTCpTQaCfv3NQPL+QK2Ty4ECMg9FNT5idTnlmv
JP8Q3+Kk80oXz/bdkvwW+dksfQw+yE8fZfyfwRIKLIEMzWe3HtOMr18wWbVU3pHhwfP
O0UEX/90CZenycf8P3KJ+ViaS1RrRL/021jVupUgcC7kumIwiYYYjH8q+eO®JI/PO@QQvv4p0rC7ArCYilK100uo/1fN7WWF3SO8RC/
5VCzAaUYAOh10uKbNmhFcK8GCHM91b2KBU911fmbF6QNhOqeEAVAB]jQuUBO9+26LT
QaQJZh+bBDQCzTUVU97wWHTbQKbd7xy6epVrSoBkiQuAfofOpELlcuTbpSFtTtgKzT
KOAWYgmt 9QE8ZEQj F6Duj2CBKCXFKOEacXx6QoUXC/ tMMrMN4w+4vZy JpOk61/00
2TgmIUBekdqFx1cg60v5G2ad9fBB/a+q/IwWIPI+T5NsepMxapvH30fgqBIfPCLAQ2
3SJKuuPa/YYr0ilz82XHKtbmFwF/pVGVksiJYg4mLZbXAor8RXzAgATQEQ1Xz4XR
NLS5PAGD4KpY/EFNROVOIQq56t7mENXISi2TolvjtWnGKkML279EDZjBycik9+yRAyY
DkBcMhe8WQA1PKgPX1LLUWZE8QteESP8YJSNqyQ8sYB/W9JzKSmDPYgwHO1+q2P5
Y1gY+h8uPLzv8Hgbs4wWvEq3ns2FMUaP6XuuMeW05gAgAirUU5L7pNLQUB569z1NH
GSAhjSAJdhNug9nuubG4upawWuc9DGMbPJe+EC6itgitSaBtL51xu@aBa2TMhjn+A
PQEVzDMf78TQSUhZYy5HJINnj8c2DupKL6i20NIaF1doHHgOHXRXS6VPJIGXq5X/XanK
TzMVOcVB2cltkcf75/JYulJALe30+49fm+nGUHrGlp6eHgXolRwMaKFh/2KwOnVs
NivNX2mA0oZAQR1ZSJJICmIKOX7AtcY+uo3E+9wmNX+3iCwudxTjwWNgFmD//0g9CED
aigxFmvJF5AopqL5peo/BqHOBsSEwb81beR9gSP5LUKMFFQ/ Jeaf+EmCznUfMi5JV
02GzcVsLjsKjBipSccydc96D8TXbWSJJop/qz/47usS5kAlha8RhEDCKGe2s5mPV
MRt J+Dgn3HHzsVTIMhb7IWbrq4w9jG6elr18hRxs39FhzZDOovnFXPdiR64caAQP
gyMFBrUdR4AMXahTwyl+rCtAt7SUBjAyI0XsjqEgGhENX/M/qi56IuI8nWg+cJtDL
yFWhq30J75WEZGSX66GHMYCcogONMes8Lx9rsvBun5MXfmM+Dmg2VHjkAKP4NOP1Q
jXo+kxwWeYjFPGRAdABm1IWrXgqRqJ1jN8qgffpgbAOgIF4uq/QDOARX+dUmTWIACU3C3
AW7Wux5f3w7AUNZD]jt39eD0ivI+3jgMiSUGXCp3yZ+dQ1ihxjnpq3YnVCTU91JJ2r
MXg8p0QFK40fZB1EmBmhxJd/21N1IWAVAJHpgFXGs7Qy89WhY6RObYwvBPpkULuU2D
aWVc6sEPXCgdBiSUd9fFbWNhDQdA5puLpEuqLftejN7WNE1+Db9aiIlA+v05T3zX7
PYGXVGuUYXf/P+S12wBR4y18r/vONAYctAALCYP/KudSIgXQ7zWVC1k1lAjqRkswWmK
SDENmMNXHIMFPTt7Av4VvHX81Zrz6s0GpMs09j+Sdo62Ppmbwl9vS8gbz4zFeelkXh
OXXIbRo7p3tMeFwsogY/708Y+9gxepOrm/wimTWSQRHIrOt967Ki3AUrX2HoIaoj
ml0oL84607alkMrKIKOFAFmMWUFV7/iWbjoaX6GWJIOoVvF5+KffFmfF1jPYDpt1KR1K
PFjDwpzWuIu94fmDL5L7KCcMUA/cGd4eSkXaIpYjNBQZ3QD9kgzoT2KopK2yG8DAX



ScK1kB6EehTUzBIpVYRA2pAGW1LTjnbzn5EUGPWa3sp2Yq++C4fURXEt+8yT8t6N
W1F1qUJIRQTWMET1ZLHTA4Lvi7/HUN8JZDFfNw7wckorMO4ZPWYI6+zBQmhx1IiGun
PZ5s+1USQKP1i1uUArMwfcTOCkTElebt44z02GEyLyoud4ZelKbz50Xh/mz7qyuzcX
uéWcaNHuvIu+3r2I1R1b1H1FYHBO/16CQYQUPZh/GVvVT1iPpgOVaxbE//9zTYi+R
JF430mMMMRXBhiNvJhWETbdVr2YQXQKwN8yngzI1C1b1CWWXEBLXrSbh9HWbUrFmpG
XcHg94A9B3uUCZwX8OAUWBKM35KgCqNR5se9r3EMWeSVR61¢cTjZg5jU91wwpkGdD
heD7fdGDLg4DRktks2jvwn4UIm7uEu//7A77 jhhvXgxv5nolEcrctPsMZsIuSsp6
wU1IMgYO7vUURVTSxmdeSwUXzwTPKqsSCqOXgdPe5bEjgIU/+jCTQczYeIUHQRWL j
5qay14SkHSEBV29pwEXTJg1RONXYQ1J9GtPtHrrSONf60YWMbsWvCdeM29BYHEQA
4AbZmOKrNNti1iQcQu91dilLXG41lxsW/ukLTMndvp7zHbKdqOdX0I/uewQsecCZOTNkb
0/NyDKUd215M0o5L0TQtvvgzZ5BB1bBOy2fWGSRVGhI6rZXCcEa96PoCaN1FAJT2tM
IjEiBcc/5T5qY1zNcw9HgU47GEIY3iTVNTVADDAIFNOIIt3rWwFhjiogD9jcGBMyf
09NNPwapxJOQDzFBgOXYyQXe5u84T7PTxVvsJI2WOwYXawgx+yr44zPrSTGcRC1led3
EH1VhSuooWwzhlXFtRKure3d5K01GUoNXwQAlqyNPA9Goy jGRAUNO4RY85uf10za
76z80fGYgxnxyir®@zZNZKhCqOhzGI8I1/mNJ/tvmjfFOhLbNOXWajrL4ziMeblthT
30j2sTLYFW1EcakU+4XhUO5IAIDk8RYygRPXDI9MmiJx5h9pgAaa+B4huIB8Thx6Hh
jsPszUbkzFNt64/+C4y00q9c501ZPBKxiSx5/1U6S1lwkepBL2TZji01w9fAC]jGSX
/0xUj1ZNpWe959WL9eG7GICIYy9yDNWGVHiIQXXSZZF6m1IN90ob1N7KR6 jpKhWyKIwh
EukNuUKuYYqBnLO+NRNCuVJpSPOmMXXmbTcPC5QRTrTem/krg6cGRMP1qCQ84jJDB
XBY+MX1QqAKrK/JLuydUrwWjoIeN4Zpw8USZEaB109ZNv8ZJ1YNv7Y+mkz12ZbnmI
8CF6pB9DW16Cc78ESUWTE+ghGnPtvxZ5dn150x1kryWIWHkOJod2m+3x6assc2ADa
HULNQRY(qYR1RgwUysf6rQLMTOWRWOEOQN4n/SuvPpfLedVyl1dnBMT7Q6awFkTtY
Y2kWJI3NwWP1G1Q8rcWOwcX]j6+92XHONU2snObNei7+wKeYNLL5rGgmp5QjPY1lYJrw fIcNABa8yzHq6Ikpwdjw
D+WeHOYQUN+UPiF/8pN8xP171fyzJRpqj6s792yudINvcg2WZETOgdty2LEKQ52Z
mémVcj404cGhyeiI8SadyD/LP6msfMUBINGXKpknMfkzE1STGIuVr+3E8wdkLfbL
T1/Hyf05GpxgIb1Zw3i/EUGDkd1dy1qI3ng2ILccaYJsY/LjHKnbjAltj/CCywgB
W7 rmbpHpghNEHomC1on2C/mzN/Ea28tzhci7bErT2giDHV1qqfaAsaDFGngmbOGXx
G8mpoj9yjrrewdb/KfUjd+eUzuXoWlFVgmaj3IEIGsSK17dd6TCOYbujDyRNfpVT
NH9H7 JWBdpdH3IJIMapHUKV]j3Gdfb+LOKHgAIMHMA2yQQQxmluvLZ1n38UQuM2a/B
MXHx4D9t Izk+wy5F7at0qH73gx9KoZcQRVU2E97HIy1ddc TTDEDhhohuupn++5ni
WX3IE2UywQEd2TPYWV7XCx5/LypSNG+tnwLneNOHFrX1e5Yvt+zTKiZD1C19UKOM
wphDI6TRY01IuvK7h44fTyBKSFoSYyevOCBLDP9tUgo30SR9z1cDJ1POV2XPoCQ5
jT1j7L96h1IQNKX9XINc5bPDLOCMG5ht8q2VItRHESEQVrZtyVqokJnRt IVDR68F
aho1hjC9pZoU4fEB6Qwpsy1ITyDdkstjuY171QDChsOceoNOxx4T023czVCLN+z2
UF5zQwK/fwz4Zf8xpStxhoqETG29dkXR1y77I6hJTjmjxPyOaWw3FfwOfFU2mtQA
f/DrlheHMOyogBS11BX1xXeyD7tnelLVebUK/RPzB1wfsxA+t36+f4X0XTI1xMbWV
Bd9olbxgaob+zAS0SoVhpi/64FCReUQPTrgQlyu+5rz3GsHSVXEB]jV3K+F2ZFgXH
FMt41j4LK1ErUZpLKS+PsoR4Uc71d1lrcTni+baJtgsdkuUCnLbI1o1+c33qqtWyu
3MD200EkIO+2AReqvbhTOR6BwkZG1hU7k1sZQcmnjS+wUR6zYRANQ52zJs/fglEH
fwKJaRagDSb3+HvVCFsQVcgTia2ppzcbnORTYTfHiugWveTWYBLOtOh30digIrMzb



I+a37z4tL2bBROengUKRha///HvOHX9hYj6HUfnHbrakx7kJ8QDiM7/XbHmp/EFa
QsubLIXpO@7htSBG8rYeyFcnY5DCygtNRyeBadgvrQxN/fsssay7wDPylUjIc/83Y
WRXVK1sONECIPAUYoVLOBGAVHZeZsoes55AdGyzqZghCwOUNwwZknmhL/3D6SZE+M
8acu/0dBUSVKQKceswjA1K3mwHOMV87E8s8Kvg4g7/mpZbZfNZOux/cjo08I1glb4
C55J1H7H5a7rueulUdkAedi/QB78MjZKsTFH1feiov5z7C0Ozv/XxSWUXTHFO1513c
N8IWLrgakKG40QoFhHjTPe2QAmgXt4Zhi5BCp+e4JqYnPmmBrw4GjwbnMD4AESYKT
SI/JkCSQTaGelL5cl789uzqnVh+wTOrft5uQpB8l+RgekwIgAcwmeHWw8VVTIGtB/
940B+UBeiWsCgFBANmM350hrfLn/dh7HwWOemg6CRbmMNpBGXpIjWwWESLEV7aD9T5Qk
fPZgmPkc650Z29S7EejomfGH300yUr10C2jsVPd+111LY1H4WV8pGWzKKYhXmGy ] j
TKOdWc0sc0/9ChROCHY5b4EONVKMOwWC0JstY+bgpDRYbA1G3Urmmh43g+pbfZ15p
jVvnx7oQmlzelLpfpwWcFZbJ3NmLBb/Y/QmM1moEtYbakYkbLYgB2DMrBdM3hN7Bwi3
8VM3WUes9gb1xvz3X4IEVL6Z2cAID1xgyyFD6dtFlvfc/0ONoZXF+pydrwWQAalxQzZ
uDZLKo+pdGKkVZC5bHtHQd5tc2EmWiNawzKO4KhEVKYThO2KIYWQvwoNO@aiDZEY40
Gb4Pf9kUUMCIOT/uG75DqVrjIvVNOONPWOUVESPUVN1sK7vK9sKxzhHgyElygOCR1
VOzHKuB787LgfyXrH1TfY2PEIOKCqa4FuYYT8WTG/NtgqVjDE2yCZsHu/quUXSe+9
EwfhEUDwWS3np2N9dwcMUNZKvefeOnc/7D57Z5xCvsioU2yns/NGM1bewMpbVvaDjK
08G9pfLQ3EDTUOIW7iAZgG2duaIlouYgQS1uursIThg2npAD42JbQ5iebrRUE6G50s
z2rLkM+/7/tz6TWhUbcIJv1BbP5M+XxvnWwCCzvmO5RmM8CrLzgb+7jFbYHDIaaYPE
gfGXS1iuIXxBYYTAWPj9iIiHUCwWri1BBw71VY3U2gRgxk=

A.3.16. S/MIME encrypted and signed over a complex message, Wrapped
Message with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Wrapped Message header protection scheme with the hcp_strong Header
Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 9425 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 5974 bytes
1 (unwraps to)
L-message/rfc822 1799 bytes
L-multipart/mixed 1735 bytes
F—multipart/alternative 1114 bytes
| —text/plain 373 bytes
| .—text/html 457 bytes
L— image/png inline 232 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <0b3ea6dd-0e91-5a91-9bc0-3d553f892983@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:11:02 -0500

MIIbLAYJK0ZIhvcNAQCDOIIbHTCCGXxkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCS(GSIb3DQEBAQUABIIBACjMzFIX1c3EbymBSOJIPbwPNsuC8oupYKV2Z
ZEPTKJjXpbK6gAq2DHXW+UNBVXRNUK5098/5A6CH1qss j4VVZFE9BYMVtXBQzdSYg
UB110VWT16EfEhaHMP1lw2rZ6F7hnMApYrpiH30MNzDF3L3A0OMRwWwu4botbD120NY
KC1TGC21i77Uy3EfYyHXx06yx2mOvL2xfzXf81u3uP6jOWCOAI/bcwmMybxPl1ieHsxp
MM/wy92eudcRreEln/W+FDwp2PCTEQE4EMeJv(g90ovQjzRSa9EjAsadZmI66KRbDH
0jIXpVISEgPCSD/NmY68P92JPWt41ySKmjm3Z4tzNVWcVY tXKNwwggGEAQEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEQQYEAI/LCW328CZK5s77+nE30W/ 7D@JIrC1Q7muA1MM2AY+nPhU
fMv4zr7p0DpQz7YWK79GeJVM1Xsu40gvduldxdt19Tz3cqB3Vg64nU@8vDXp5A+e
fP8gxogkv2pOn+hPv2Etg6TIpZYdcfHIYysbQYwG]jkdrXxFoSijD9Ankc/0AaZCvm
WFV6+GIffOjk+1I7viWjel0@7u2WIMsceo5cXdVhBLL4U7/x18RukgCpJF7LPEVT4e
laWzI6nfCM+yz7GucNXeRUJ3PP+zjmDyzFJg9KvgL/fibz3G1js3CibezT7cWPDy
9WeLULXNgvfd6qdeRAk40WONN7Wklar1Dz/LOyv+tCOYVX7BI9HkplY4x9XP3dvqy
cfgTJ90Z2b1IN9YKad44wGN4PTIKT8ChCpaw+1L9LDZr TQyQAzfgHkAKTTaz0S1S6
SUyz02sM5cx4w/FwQzdSEyHZSzor80DffYiwSUQEgvm8a03gYtWGVvRATQD9re/yj
cotzfYeezN3z2gr6LdExXUwyykvpctLjDM8IAPgXfcaJN9OQHbTfOPOoqOCgP/680hS
5tY9getzCcNEOUjwWxmkJIRBCoy3ICcCKNjAtxwaEEF2Q3Ummaw7i0OVkvYaN1f4Kt
M4uYYxV+Jyde5281tqIYCASB7+POPzJ+192TS0/zA4mCH2P1pQZ70aUsgY4WKo6h
01YgTNXNgD1I6S1hqQtRkuQsAOQcVy5rpss453xZNBU7g01lbUygMMZOMEOTDUW2Z
CGGR15KtHOXIVkdN8R2/zFLrtyBXIm+erRUyfUUupYrHXCQr+BlZsLWsuMwL6nY8d
beWupzZ7uD719xdbKwTuHDXwt tRhzRzM+IkH5JUh769T8IKNU+DpJ8APSs9sn4Q9w
y/fuORt JIHKMo6WmTyV1zipHd653aKFL7Zz16rYz4Meg/qsKxzyjlH6yGhgccENV
2xa6DXmbLMvKp8eME/nurEB7g0ifozwMPab85eJDXxSQfPktofgDESqa826WGQI88
rzHyw6BFBC1uPn1hcMg@Or6LR1zPhAcqQsx7zDahTYRSpN4xXSEUeOp30PJ9tVIKVIr
MHAHO5GPEX2ZSs7RWzXLBYb4fVfrCHu55041EbXWU1R0X5JsVJIS6+1LUQViqUKK3F
tyBIYZhylAGEFHTt/J1JdjNz/6iMrsXntiKNIpRDSkvQdVUT78+97rH9t5DbetxJ
NnH34n2ZvQEUNghL35vBQv6PCcs4inkzZ70LYO7k+3Zt1Qogqx1k/3Z2ZYQ4ggOx99C



6bS84GZV50chQROh6Ci+iCiROG4+koTY0OBDZUa6JINREkYyX1LVPZYysOQSbwi34BN
n38Aenw57CUUKLigHfrcd+kw8nfF/VjMFda2wayrpQollmYWMKkM+XFfUtFQjplzoc
09sdIQdE9G5+bG7YcUBUZTyl/UoqTBELBLYVIR7y7+80IDobuErkIi7wbQrs/rkK
Jzx111I7Z2zR/Cer5pTgaKURCEZGEYHWUD1jwNdpUstVXgSLz+Pe®zdQOLuUCAVgtG
Ct8VtAE6XpdY19KXxU40KelVH/FUOL7uq9Br5QBawLVVHIR9a98JgfKdB7Nudteg4
P1X8IWna8kT75n1V50+EcrZTEXYNPgQJyAvHOOtCdj9cofOQNWQ3gw8RitEGIocX
+gWgLaeFmXX0500a6a5ypQHQuU6sUujZMj8biDONaboGN+wMiftu7fRZBcxS+3n6
dYxOpwlU6CSrDGETO3HVVVWaJ1l9rJ1iGB86Q9VFXVELVWYSUR3IpUXxm1lH8LDyb5+
LHKxe@PIEEO/DGBPE8YFycGXIpOUGeO/NIRYXWJy3nF5UoVbYLUBrB5i98wWB3CY4 SUFNNWxgrCTUm6PSRagm/9ZVcwvXHLWXNFYFGC+6L TWTrRIXI7050XN]+UH1QQFWVQSKMWK7 Jq6K3bK1y/t
DfutHObpO5kmTjgoAEJIPXCUKV6Y7bSbPc6LHKU1SPg4E3hKHVK7e1TQqAbTMp3du
Hza®QeEbgXw0+6/8pcCO89XA0Q9EL/YVTXmYLZ5LMGTYKATfHsmNnsy7kKLEOiPQNS
ZNwef1XUfUecsdGxg67Y4EQy2RvivaKFsoCrFCKVIRXzKIIwVUTo/qyDmbuJaI42
SsqdxKh0S42UjOEY8pew6G5SIJuMK3YhOvmrazeVqJlvTpQxj/FpEzQIqCKMiSF1jY
HOO9SESdyCWH2FOthzranDGRRND1Ibwv81kaflTgl5Ug5Bu/aoPnaBhMmTd86YPs
PNjBFdcr92jnEjj95zPhy2nGn+096s/dzrTvaQpq7BIbtZcZRxvQEKYOtYG0Z98R
C1M+kKImegPFoU+4UajtEnPVhbPxomOkZcPffJcS7i4nRP1rXKa0ZnQ4Kc9jxwIQ
kqJgXakwQqGri3vGaUP5PIfdbEdjVPONpf/WIPMHCz1v4fn7eEsu7uBllivauUVpz
/vhLzvjM1JB4D0z+B+YKDKmvtnGK2+JINJbwbYiPTaykXBUXxmTFMeClhvz0OyZRST



MWtRFKopcKiK/ME9roq+FpZ0eRSPkP3inpZYZQ6UpcTX2GHa6sVMIAIr rmPKjWsQ
MFNMQXUWT7 fwmHRzZhWV@jzDzjPxAIaJ9PAtEGkdOwAbWManCx3G+gju@lJIV+WtR
NQurz4x7mAotU2E4+DWGSAwW/XZ0O7E6Ht+oMKDI13EGzc3P+Thceg+uoUE3bncrr9
f9jOXKF8fL40TvmPeLIMbgzFDTYs/VvPzzSuL7X673geebfFhagavUweDx80KNN7j
YWHTAFXmWEa8irFA/pof3J9T4kVFspdLQoVoLx8PBoCwDhU/12jZ9C4LgbWLbkMh
41/eP8ULCiEVW2WNMKt+BIMvOOmMDQ40idBMpxYfKeOullKPJ5FXKF8swhY7XZV7U
ku2PWEQXP19Ry6RK4+KVWZQ1JIBS7/IBggyN8mVx0sgpbpPPk3vmesSXRcui0QeOz
3nCvCjOV9A051k+zS/+04rwudTmmfO+DJIr+cUa®@VNSZLNsaykm9HF5tx08Hg7tC8
cJdtUI2UBTGfc+EAZzpbsv1lhPOK3SHABMatOuJA8YCOdIb4LWyxxy3ECFSHXXOUhT
KO3riK52wFzaoAkZInIfx6y9GK1StAQCKaAmo30rxNwWajKV+oWT75ZXfPRa8Cu/D
sA907g1qT87WmtVHQU5JFE4r2NC52B8bC3UIIVOU/qtijVPhAkundJIp2yx7q58hB
Vo8A3Wv3UOXMpED7wbIBKO6CJIc/walkx7RehcEfh3JZhzZvYSpbRNKhKBFszW7K/T
j+Tght9wozEQoc3uVsXf1HAN2mROTOT6ax0234DmJI8K3jUlpsU+zI3nOqwF6VMgD
5Q1i31fsbBISRSVK180tRr7XGG1INNHCNQqsyi®A0TbHSO/N+BhME2]jBw4IAh2Hd2T jcQHKH3XgU4NA94EDi+BGTBV0Oq3+qgXVwPhh
OHBDQi6Y1RPTDB6R(Q68k1ybSxgxIjf7Kin/33fn0q8jA87k15dLvnTHskZ53R802
QAPRABK jmOUAYYWZIaNU3GUSQhNDKNAi/s6X1zM6YFmgcFdfZZic2N49DD93kXgH®BSZoogU4tFQnyC2E
gghhGe0fsdJgUbwWuqlTyhtFTGhNCsFtooFTWVotcPAuo4Cilevm5v7Yu9xm8mvXe
r4S6I12bBowhyioszcd51ZensmUHBAWOHgKUJGASCPSTGQep5nUXcAX8rgwWsL0q4+
OkedmfwIvcvpcOWEOuycX/zFBHgZQJ3bnbNkBtzZf2xPg6jwW+BRi7v01lfkzhhOcK
fSWVELORItBGXRg5eysPrNnNhsftJPv7yy9boCE+MwrwHEWGG+4dnm3Gj6sNKdZv
44QYT81muB6IDi51pbK1PNEsSko/Yx007eMjWgx3ChnuuNdfgY7xwh2gngBFvF1b7
M1D5AUZW+XAJ/yJITbLr JHLQzSoVp9+kOkvbe/suzbVsGNV+AwqsS6ESCcSFgTM+1wg
geqq+1F7R6tH4GrPdpm7raGmQxZVc8vh6x/CKDEBQYOCc6tGr3V2e/gH20iuHICO
V8004kjr3hJQBBZk34jWgOpFGNGXZPE4AWtEIOCXVINS9aYdNVEY2iVRfHIWi6+HS
KwuRNMKbys06rwIevDelwa9JgBmgqJFGteKqkdGzlaHMITw9ehprhKrRAjf3aJ15C
XS3AiWc7guUeZiS/pN+DYpgX8HUFTuyf2FXEiDdLFFa®A60z1g09CzQ3i60Y]jQcO



4fckHJID2PyoaQ3bbHdiEp/UNqq50rAHSpV1qCCcN/gkTAZUun5mNEZ96Yrul6Qruw
JWXRWRTFA4Fhtux5WQKIxf1lspTTPKkQWG33X3WELecjwOabCYo4gcpD1kTjb74LmhB
e09t8/YCMCOD196YRHTVSUX9qLFeYzI7J/hSeVm8G2ho7/McwWU1q2jQMhdF4elvv
G/pjZpCRUj9jFSCGOA9YUO5C/ifkS6p41mt1z1SrEOtEXYGYYQTLZZCR/XsyCHSO
rLXSXEp59N+0nc481bgEpcpN3Z0CF+bOPYIODGTLWROrwoqJpG+cv4UJQFj2ZX9A
bhBfC4dDOZ1gMAhBjK1zvfDDjafmy/5CD3xFTqPDXKTDjW/UVShgxuLn/IdaONAA
pPACZKk4SNuLYBM4uG+YEl16ddJfuzndZgKOb4MbCPu34rRIF9AWBNU8P1Gca5d1lzuK

A.3.17. S/MIME encrypted and signed over a complex message, Injected
Headers with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_strong Header
Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 9470 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 5998 bytes
1 (unwraps to)
L—-multipart/mixed 1765 bytes
F—multipart/alternative 1118 bytes
| —text/plain 385 bytes
| .—text/html 466 bytes
L— image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <b1@dcc75-cf43-5fd7-9e48-1932a9d68fb5@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:12:02 -0500
 j
J5BtZ9ui®KT3QP47qn7cy9N1817BK3yBTmgx3Lrw+ZbOEfyk6HF5uP7PYjOWdET6
smbGwOrmBbRIsTxqu/Jpu@jUEwPperuRFFSOU+2h9CkX1bCY9Znnt1ltaGVKIXFCF
myXpOYFf5MfVyG6+Z4W1jpR9JeiI57DTAPbD/+2LEedm@z/1vhDN/QSCZLDIe0J0
vOfS5CvzHMLHYPtUbdHXxJ71NMQVvbkQhuOdZFbxtFUYypWTFk+X84PSCZQt5/NvrKB
W7+SEzylc/Jbnp3je5M7bd+XjgBdhblYEO2CNw4EWNQXEtLhD+JINn9wzeelrJjCC
GB4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEJYJ4Y4LdbBulBDaj40MuPmAghtw
BPr3MdKD9K8S+bENae4nFDCZSuX/TxLyWxeCErUi452NwWR4++LedhDvwMIO90QPI
zEzvs/1974yrRPhTfXt1s8uyKS2MAr tXEP+SwkqmF/sI60MikolwrYZMm/ccCSor
G45CdwWIfCZmRaFJ+sui9+Uoe9aUw8gFtDE+4J7smDXWo/slu8mBcjbe+ncGk6ahx
4607LxUagIoUT2ynLRVAN7EX2uQ/NF/geMAgmAyYhD4mj jWC/WmIDVuQt+j1tZzR
hUiADCdmR1qtynmG+cNu®RIa®41Bw7NQSYZ0oI6ysnYKyH2e4F7cT42LdcHsSiVrPQ
$giSG6zyh+pk+Va27L20u788dSg+yZOMvZn129vPksqnlz5Ep22JQh5WKKX1fOmT
U21Jbn+4AMGQPMz0o1dVFydx5HFfV7cbhY5sp09uTV/IZPJ00g0aZkNtLM8MMJIDJIyY
AOWO21iNyFJI50qQUCgK3gHWAeOkwsX9eIKaoCKOmM4VeK5a3JLIOktQduEw8y29asp9
33CDvr/u2gpNe290u07rwOG4K61uA1wIDKUXUSOCPVYocazFKd4zsd1SXgHmKwuw
GGAYGTVTLD/+ZWShXWwWRXIj40cPzbyHgIRLWOGXKEeBRYyHNKp/wdX4QdpwOVXIt j
+fxqvCYCc8iKEz/993R1FAGtUG7StImOgCTOju4DWNYJhNBSNfV/rkud5bQtmUpHI
HXXG7NC1EC3MQAG1ZzXSghfj2PKVDWEMFU6P2EXpSRKIOJORZRrhJuwWXsNZvcNKFn
05GrZzjKiCI199cyY5yJ6hUM14rinVtr2YEibH5LTTHIAVX1ihv3pS6x1mFsWHXV
196gLUgHbulbNceZ1GCS8KIxsm/IGL81PWWVup/QF4d/528m65Fw6WwOd2NsSUPT
byY420MylkU1lZs10sepqST14h7jAwYJqfctT6SVK7RBF15¢c7CH2MNCyta7no7PfM
6xpq1xQy1lmBUOEYU3F1k6Z3LHWFNRKXY1z4+rN/50m56uY9nsGECpPC56kjbD3pz]j
cbjroMyYJIxmJk8NQ+tPLmMNTHBINtUGGUr09rv2xYfNSPVKOGzKDacij2i4aNhS4IT
kr/3j9Vg6qF1QCZ9J6sUJgAYNKQKiRZS7QUFwWpOLaBjV7/f9iJEONthxnw9z+ndFj
uQXnqTczPcOfzCG8r3Z6TCH3KVVBvJ7uc5gJAo7hlzZ2p+hzsaTne3xmQlclorzJI
53qD6jnOA03mMCh/Ce7atobRput6cflyudwsgSX7XqjB6GYEtyhT/j2/uZUEwuK1L
sbkVt69LerG19ALgz+zEpmoivn4Jz2TQ+h27TKmAm/IZv50EbGbIz0JRIZAYT6ep
EB0j4XtWSHO4kqmTs4qY5EZdzaPgzKrAP1ylH/ouxeltesKOqQAbpeuoNLt170Et



SZRfzQemo4cYuqu7cBfIOF8JAN81NupfzD89FhoDIzIpz2Fa2PdUZ8v+CBJISTUmMU
aeem@Y+01TmoJNNBSLHBCVkzgpvph7efjk2mxNHREOAWOiqdTErh2j1HxHMWIyiz
NMmzjEUg6SM7bTTkY16zqMK2j61pH+CcR+4nSi+0yFboJbf8PF5Ge2XN4M5ZThdOF
/+CXTSge67nclonx151dz7U9ghr8ryYAAs169pk10zql15Ek+jdqsfjeéur jHWIZWU
ejb4x5qicfhwPbEnmax/TG4kV3LY53K]jYQzIzwcHE+jwq71so4uMUf/LnmNv60o9u
ti4XNQvk+j9hvQoolMuuz0zJ0/XIxte3aSjhukE72mcjoU6U4MidOfFgz1UKELV3
UH904DsLL35cGaJUYo7AYYRXz/REm1VTOH5VtdBPMMVWOCOFaVCnZgHMoZVCSPrI
JO+E7W21/sxNrzKAcy4gVzZKkrazvIEz8tMzWLaIMoOtkiu7EVjUMVHOMLT7Y9g/
he+JINo7GbfCro0PaycGakfvTBX456kxn9RmMWi08hJHVP3fMDGR7DVZyoVHmhgRUF
01PYB/CnVop6SHoXg651w5MVa6aVPmTtb+oMK+BzZYsh1qQ9JRAbF1QiQRWWIrew
DPZAkc8AgkDmMa4hUbD17wPn+noVzZk65Y5Jqq6FNn6gHFZSZXGiAwWp2R+iF6QbBi+
GFAYJsmuBRXDquJi//1eXEDFhtWGOOr fhyvtdT62RgANWeaHF/pXXuhVczwfQTwA
3Bigvd/PsJ/vHT9iJUItTMGLeS3NOOXIhmz5VLYWW3P5yhC7DOEXk3w57guBl+35
Xxc7Yz76vkKpAmigHO2sPkGtn8Wke7S/w2uzsfLif1lJ3p/8I0QMNK7eTaPuQM/ez
+0ktdSTvambpu9xekyCqTLyLSWZt1N5Me@iox/Uz15ytNzshe/2enklHEgLMJTrB
5eHy6J9SykSRSHbvw/aXAIelYeRqL/e7uG2JHXYsdbJOgmrPA9kvtTdPVWC3qRMK
36UP29i9YZQTH59/3+1f0SL/D4k10RXVO/XfIuU/LnLHeijCIpdQ55hvXFb06w85
0tk5z/NGQdq02N2w9dh2dv85SZRZQappzuMVp5N8MOVH922vhZbOwMTtSDNjyeIS
xLarc3xrmdl4FV6XRDLWIKVsal2Qv8PGLVYXGVFVHBbdtWinwP1yEyc8unlBAYvQ
V73tgsZhwXJ84FoVwGtZOrRoQ916edqN10YUiSkIX2ai9amI1WuxKYf/rIvud4T2n
6/t8n3i+MgBKcOmcPGXxVWMaYfLx1BQqgOkChO31MgSw/pLm4@eV+1HgI8GixyBcV
QrAvV7c8B7Tf9u3xDZ4r360k3Nbm2TnMvVWa02brcwU7UHrGhjKCIETK7YNn4G0O1v2
YsHamXmxD9ae2+8QnpwJ1+j1QW2KONzQbj4p5boMQQPZ8UhVIw+btggK4uu7tMLC
4a97LDszZY9GefcbovGOIgNFNIYmS01lJQykOvdzRgfckKXbl/yUGagjfL7RuhCU/92
oVSV107mGeCTu+WRC//aPCodyT7Lrv/Y/dd4NYzIv7QSyf/RklYiJ751BhLuwLOI
YAOti1SV4s6Fp0ZkRvPby+FuUZLWrDOwWmED3Y(q2nMsYGSGhDtazGswWqanrFatfro2v
ajh1j9WNBJIPErh03Lifrwhu3SpSnbzRORZh7AzjjobDBJU8M81Mgkr5JCn+e3COfH
AfRR9cansxaCXTM8Su/+Dtw60oEm/K7aWAim7KZ7uP1vnhzYJq70vu6/YHO1MDOOZ
fK7P73+JIMs+c6s0OPcaMMRm3j1WILGIKQ9Gk65iFAUW8iGAp6T4Zsv8P5tPPnOODa
FOVreFz6APk2uelLwrF1dk4eXKt1IrbFeu8sMzPv30+z6kC7IFvOkL8Wd]j1q6MNLE
BACVosbTYq+QPWAhGmMQ7Ky7t52QHi3n5YGLC1s j+RXBcv6jwNWlcqgUFjZ0AhJDC®
pNtkoyWby3enEXPUB1i1H+SSZRU/ZnItmjK+pyjSwIm2SxjIqvo8nCB3sSdu4jBpw


 frMD+9Dhh1m1HW
0GCN1grPBZUOU1h3A5LTMiqV3cyeB67xjPMrTVsMp3r8mUEJEXTU9gXXiecRem7G
VL7KsPSnDnV+YV44fHKI9eaAtUH/XTG3ELho5jN4z6KgzALpramB3bgPmsidpalc
Qim4NKqhGB3vin4gDC00lopKpn+CUaKFsBsmmsOZXR511HXKkHiGDAvetOx64xC6T
/Jt7Ywtc/0IaRXNYAruTQXyva/0E114Z0OMic2rZyn2UU8r jB2Ax1yKo9N27DbPrv]jujQWy
kKDrF+g4EWmTn4f1TGfbugxMYIDFV51sDKMfOWtDXRGecvef7PP7qFSw3RworYPZed
e4AvoT0oZNVIC2Lg20UGIJbU3bbSW1w6iIOMENBKASUOjNnbcCNE6TUEPO2VY33AypE
BbzgkIO+ruZyIGrcDlhVeAE9QrptGCtc342Ii+ywDMPYSkgNC8qs3y+ISWIGNDtS
RY8Vrm5sYnkJDIYZ6wtkDB2COVXLIQHtE4qTL3gm5R1pGGZ3y+CRD7ns9yUs5kQM
a+aQ8AwvV2cvmLNgZuJDL1yMBMzrJoTjiHFq7N2172XRx3BUeDykK8gWeXj1vBZum
0Zen4mUXUskGH92WZcHG3so0z4ceby+uOyxJPKMusxJ8wdEfGDJHUKia7jpvidv21l
gvQ1l2fwmBV/rPiEunNnKEakczNB3fmzZBDeTHmMkkUpEyOt IAWOU5VHaON9sHAjHh+
WCNB34BFZpHoXQ2yy0D7UHmFeplhFu3dahHfeohp2FEHA13BkNc81/Aem9ERzNY+
IvCpxQbLb4pgtnWm/ko9AiOMI1ouKNAYNZEbwF294ZGn9ABYHOChppB/zGyDLUFN
K8PmH1i0/0SyddzwXyHi4gV6+Njnle2M+R/07SMXTqKSO5TDIVsgW2i8AN7UO81w]
CcSKCOT+4f07CMFrJqgeTWE9OBE6GCY10mCe3AdF/f+a7sgt80e+vTXgBvtfoOGNLwW
P5eqf2atPl+/5WzQdjtGSC+CWVmMK/WJIk/98n1DpoZ0hXn4m4F1AUqlnv7/g5TF1X
WUFpDbjRb676ynX7UEjOAzYYjruu8hAzPBvcQkndrjeYSWaKkE4DHN3bbH7wAhRg
AOhQQXFMIbONnyC5e0ONWsSIYn9nab+P1lY7HUGjmWtW8XSheJkBh6Wf0aa0900HTrq9
ZLJ6XZkwtuh5pNUGYdjSrjmVcEPwin1l4wieGf IXkCbmBsZ8k JXR+eaQBR3gadKcR
Cfn8kAC4efD7610Jk2HvzjNZaIqvdNVekvIyGMiTWfhHpuzZjQofcJC5NDbmwCdNY
Qz71iS4YWdbXgl1l0JNag32tazuhNwUegZFGXL9a5gcNkv7AdmWGkSdt@1sSPVO5kTC
QurrTtShb3hfJkR6KNVBSK3jFjcF5asLM/VxoQ/iBgaanPhen0fNwgkyJJavmDJi
4xzAhz9r6KPENQyCY5C+e62MvEaekDidg0gZUWuo/gdb6moIoBrCqzZr4J9y4w2Tt
6AZQtChAdW/A40gDgX1XmXc/tXMy65zIccDzc/IMzufzQcP4wC7DbYC+sg/bNvv7
LWWT4esu7njEbX7Ni4zIjhBlynqlL+qecT5kB8ipGeql6+JIs2iKNsilHYQ+hTt4Xz



k/sEobzFVLp6yWNpa®ZqyY7RTLcb30JUM+KCgSTtZd6FWi7M1cPn7PUWG+Hdof/R
dx0t/PaXDXNYEK9yrcVWP4yurQlYS+0oXzpmuAMQIbwWvQki+treJcpsKnUxcvvsH
ZFxZ02bTi73DCFCSWKO0]}8j5IVbvrRBvtgkVOAl4c5WU34sh6nwIPPBTe0002wWFE
VgO2F6dPTTys/6D9e0zd3yb3aEJ9PNFhpzY4uhS3TBWhEcuyJlpus8ximdQjwjlQ
IgvT1tylv2SRILA8BgVY8CcmMR6YN6KEL21c2PsclF6zjYZd6khKSyrBBu7ZceIo78Q
bnPly68qrr81l7x/DxYHFJ6pwZ8LYPg8XkZb4k3TmLZrA4ys3a81R5RKHkwmc9qAI
kyNSd61JLMeD2IMC7rxCupV/dIJZ2cIjH/46ZTOTB4jADtrHN1SjeFWOgqnHhjKr+
naZLCDk2EcSquYtna4J4BvyQXdcebEz8/zSNK6jS1v8=

A.3.18. S/MIME encrypted and signed over a complex message, Injected
Headers with hcp_strong (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_strong Header
Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 10100 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6460 bytes
1 (unwraps to)
L-multipart/mixed 2088 bytes
— text/plain 58 bytes
L—-multipart/mixed 1596 bytes
F—multipart/alternative 1190 bytes
| —text/plain 421 bytes
| .—text/html 502 bytes
L— image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <fdccb76a-49ed-50c5-9030-e4aeb83d7f04@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:13:02 -0500

MITdHAYJK0oZIhvcNAQcDOIIdDTCCHQkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCS(qGSIbh3DQEBAQUABIIBAEWYkKkOXb0ozCgn9S8iXQCOQutDVGOYPIJVm7k
0S/9bJiQJUvaRNUw+Nj5QB2RYBOYUKAYI2JX/1q8PUAHHOKTFURGEOHKMWMY jZNZD
CEOKyz@1lFkhUUL2hW4NtriRalYxcQoQb51bQpBIm9sSSXSUPLOVTDCKWVtfezLtG SOAREhKMQQyUbO1mW3F7kSJkOmKcN
UNjVH8MJIuhr8wiraPjN/GT7+xYy7tH2bXYmkuuzruXMH3s+P2+ZN4nqzvY9KPUDM
mOmuevN1p/dQhYq2vPTFrruS2QBOtuPjgx0AGO2R2jNwJI1WiVQrSCG8031i2JINDc
Inem3VkMajeDw/8+dSjUz/ez2/xvmwWKhJ9YwtGuOe®01+SEXNzZMRO31bJJIN9yWqL]j/Iw35eGXVVXPKK7AEOKAOWIPVINY rxytPn1SHSUH]
zH536kW463PEBuUVbPucedwr7GiAKHZaERhHZWEtSqrXi6Hk84z6LVzb8yGOKEUUO
a7Wnjdlivc23EQsbY1CV1/ZmyxaMZ1lcVnKsvda8xko25KI+/yOmD2YK/VcXprfRe
WOTfck9QWC5cvQgMTVpxV1ykMFFPMOOLRQYFDYK79WOMKLV6LTqKESUzj+JIxeMFf1



rjR22h5WDEjkglngB8P5KYHMpKIJV1ISycemCu®gxu4ilZ1iAkncXF3Q/jVe30epT
4pj1hiRE6NbmzS04yiQWiRMAziXu965vloLL1ghyGkeBgI4virlllLegB4GM9581d
iahOSRan0S5z1ijfQFWW/6ugAOK3d/iuzc5/0nzL1DTP6]jISOVpkfpwuh6Va9vxkQ]jtalLqOoR2qUHSHFLTQSGYL6TvauhONI5ShkFG7
1nghmJqp0jL3H2L/U0+cwOHpFUXC5BSu3L1bWp/xsDBvVUHQkfv1I+WSaxZCHUYysS
XjcXrrr8PNYKix01RDUFs3bu+vWh0/SQaTzRKr1HyWO0O3M3k/mJdwFh7cQMwXchf
vpfHC+Ha4po/MLphNa9ZCAR1h+0jHt3WnOTgF+NEqo7Zckqpu7eWKzV6yr5CNk84
UeWzHXpoXnOF9CDIND]j1/+1/0D00RjSHSTK7GS1Pzmr1l/IUghfwPTkr+XfozBwWR
/m/IwwWAQqdVeS6rxE7IcN3m9cTqE66dX3uHBNOd1lc/E8N51hEmMKJIJISDgcpwWDdfidn
YVK4PWHify+iQEg/DI7Bk2s1TrmQBTiYHjWPaRhjFxBeHTBkhweCTbcrT36/1q84
3LjrkKmnevGnc90ifl3ua4EJinHUoWn++5HgyE0sifKWQiPWYKkTfV6UIYUSMTOY/9
5RiU6dNXqPrEwbTRvGaqNoY5EE7/zDrktH1+ZavezUtEmFCGfVru4GmV6JRAAC72
/J1YcQX]jfscu+SRW7GS8pj24jGMM6OT5RZYy46efR1ImqVqZ8WF5ciINSBAEZ8FQ7R
5KYgHDdRsqImET2folbLvbSFkDmsnFrLswKdXVgInfdr7ddiud++nRb9KgFugC8a
1SNt3eOwkEmc6vDd1l+auovLXXFOTfPNSPXx+9NOwWBNQbIDMEG4Qbo9FBFOHiiMC89u
8Up9kmfyqwNge4JaQxx0GORVQMP40ypGAhyNkONhGYbS20cHp+s2kH9BiYw3Xn64
XawZnKQtQWpBSCKzq/aBIGya2kY/01lHIm59NXRoBax60vHTO8XxGhGWTde4sMhned
fR1IRRSzw0JRYu35a3Xg+1iZ8SwvnwkGnAB+pXxAipl1XDm5kGiR2mXckNJ/8JQQf+CS
PpMeI3aieEoApgh9CiSgKkNVZnZkzMMBXoN®1ONQ75sPficTVOplYZODpbTgmieY
Kist3Yf6kKHOBBXUMC5tAQPOK++TKkFx6wff2hpIKJuO@mwWhMpTVBVSdvOeiFA59wI
NwuI8ZccVQcdH2dP1Vqun3C87y49ClagneW818TxK3KocUSJ84/jInFucc/v41Nr
Kdb16943MQmj97zcalYRB6IM102A89bN9j6UX/GpsICafLb4M1622SH5LZyrcVSn
RujexKoiLCTYJscg6VfCnxeEkgrsc79NzZ/rp4jd9gc5h3B+azq8uulj4vwecnqjPZ
JSALQKCMSH/nyb+hv+30zi9r+4HXn+sqgqAD6iUPsSWB2GL1nKNMHKjMo7FnmA1Fu
w651510BeSAkjF2GXx4FIKycoaRqUBjICMtMrorr0/KmGP717dRpuhauOukayT0S7
8VKnb51J0ewHkS6VD5SAEYYrp7XxM1X+w+azPxYG6subuEyiACINRBylcFaKv5w8y
2FCT4SVX008bCgM5v6X2V0+44rNTq9SYygUIppVFbe2gZuPA8ZNi®iNOhwTs091wCtcGCBHSpBgk1ghemkM1VKORFy+CALQFdoVWtY1dJ2rDZ1+BkyQPfTIXdoBmwW3rm
P+T1HYBTA8WMOYyS4Td4040h37gqNzk6W0i70xY2Y5qKLO5KImcuymIvDXdDTTRY/
Pf3NcnBEHMVBqp4n2P/tDdqPLhkBHzGB/c82A1BXXt1tSrNZrKNYL3sPZYWEUd82
EtMDgKaNw4on+whyZexN17hDS/Jp0/2M1h8TaPel8EaPc/nOWiTggajrNWdNUmOK
Idf5gme0jTLbNHYYyBg81nkEif5k/73YvJIvIDDAXZ2CxI/URgmpegNWQ8SNukidiE
gqjkO+uvxxE105UI0OEBCqwNd3MQSxmggMPHY fATy6wVKE1zaRUEZvikZr21MB4/qT@ulBxpG/uRFMxY5+41PRK3qZrZNLyjLAt0ZOwBbtoN8wsS+MIV7/WOIiWbYB
0i3Nu@SXCYibdSFjHizV9Q1SBPHW64V0O+wFb+kcAFeOXxMeRtVAESWrQbY1FXRXFX sWRh4pKYtRoQavbLS6F7A13tvxbjKVU7118VV1 fixWuKU+hNSKULUXLZ/UB6HWvvVe9gCRHANTZrzpX5



7r7noQBDDA3C81y4CME3QMrkavluTnjroXosgGL3u6z1BpuH9RehOFUYvWo4x2bk
aHFsOtMx6B0g2mi/ut4POToN+WwW/jh+1c8HITbCEX/XbrQlpzn80/al/fU535APE
pB3AThi0b5dfsMMHGVGds/FT7EnmubAYgnIdTgmXI5aXu6mGChd2SSilim4DmaMbV
PSTMFOEE781RWHX3fRYGItLWLTSckZ95wmsW20ssKiLkCpc+00Afzn4RNCRCXQgSz
KcZaOMhzY7NOKfg+KZ/iHBcdMxvdVXiQMkAwZ1lv+xBledRBexuZ5k6psEYDCcBXbV
ghxNF/k1v3deCPJKZs1222L fsxqjzKKk/m3HFWFCEIXPfsImyJ15CYR3MOE27LJr
YctpbBPYSLzZFHHVOLJbOwr04ul1BOMC5mVW2KNg4sMzSGPBRzr9RGQk77ERDVCSM
FLIH1+7m7Vvgew4zq2leQtCMKc3j/YHDiWOVsel2qugp/56ejA5y2yWcsS/yuLgp
FQb6zqvkzk3zZg5IauhrTrBJrkox7viiZtDXoS+iM+0huk®bEecbePs5DEtmwUI5SR
XaaRuKREGzxvPqeT1lg6jZu4XuPDwE3zblvQudey71NDSy5iccWdlagXDyVxvslwy
I2srfhiw8v/y6yIQuuwi9@/3fD76LINAYUrrr8d12hNdq6sLmrm97vy8BjlLgLKw
WINU15U0IJg3rQ58tfpPtOG2ViULWhYgzS8vQqCsyMEXwODbnUUPz4x3RId11YRh
POHIVCVIhJImOMABIxXdttmyD7uPdzaSNNtgHb42g3GhRUQUSDVRuUmIWastCC4d+bs
mPjNST59uJgARWKQJIXskVRPBOUUWANmof/AFzI5hcmMsLTWDasaJdQkJ1Jjib/Mf
AUTEGQ728gzYwnD/NTVGr2NjcmCzI+0+MW76ACBWrN1LINSsSqCOPQ4hDOhk5yRv1
RMm7qU3R0J71RP5Jcv2qlTtw5zd6FIHBwQmMltm/YE6MKQkkPdto7boCmOZom+xW/Y
+AnlYDuU5cRO7u0nX3sYcOp+hye6uWL+IwdDDjZ7aXA/rAjOc1X3A8PAJIkp+07zs
GdO+hXYLrwloo0ZzXU7ujig==

A.3.19. S/MIME encrypted and signed reply over a complex message,
Wrapped Message with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Wrapped Message header protection scheme with the hcp_minimal Header
Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 9750 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6200 bytes
t (unwraps to)
L-message/rfc822 1964 bytes
L—-multipart/mixed 1900 bytes
F—multipart/alternative 1130 bytes
| —text/plain 381 bytes
| .—text/html 465 bytes
L— image/png inline 232 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-complex-wrapped-minimal-reply@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:14:02 -0500

In-Reply-To:
<smime-enc-signed-complex-wrapped-minimal@lhp.example>
References:
<smime-enc-signed-complex-wrapped-minimal@lhp.example>

MIIcHAYJKoZIhvcNAQcDOIIcDTCCHAKCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXVvV0aG9yaXRSAhMPLSWOETMXSS5CVIeh7j00
BOqOMAGGCSqGSIb3DQEBAQUABIIBAC6XPc3wZgeB3FCNDRhzs7bUIr/hjZrbZzPm
H8yaAt5YW8XRZI/Bt31j9i10tPWRgthYXxM4xwIc7ShdGhF92sGkV6czLsH8KkkTOp
Z+FD424d50hgjPw87eyufumlGL+1q6TPItjC7DDM4kq3v+kwMaF59PCZ1QdbB1Yp
p+bGYko42Dd55Ur9xrbkkl1IuFI8KQuLrt6kdLehhPUSBEFF2Trd5s0hbHR8/AE4GR
461Kp9NnZNgkNRO9KKMXSMBIbkVe9kaTjGYK]jtD23AbNDDFrwUE15] rgBkQWtwWU9j
BuzZG/k+vtFch7NNVzGYQy95etutWlb6ETh1UJ7/sEviat40ipKEwggGEAgQEAMGWW
VTENMASGA1UEChMESUVURJERMA8BGAL1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFENQ
bXBsZSBMQU1QUyYyBSUOGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEgQEAKZNiKnyo4d0igzoqg®j2AIRM
57gPS0t7RygacVe®@zmHsvEnmvVeRA2u3C9gJHOXQpZWdDilIEDhFUEGOPOMCVksB
D150HiQvSP8h7RDOhHPCAT4TpgnFCcuLWXASBXOGVEEFUTfQOaTxeR3ZecR2vqfXXt
TTTh+g08j7y+uKgAdpwaSVRcawrX6KQwjiafPYhWYGkrz53cHhNOLjn7Svfwoigz
fY7DanPi59cvr69Er FFVQBWQUU2IGPQ2gq5018GPuk3RjviWMyG9aX9701bLxjInM
QleajLoSdrQaPe5y4pw5KisbXIAamC7Npu7hcOTrwftyn6SdydpdrUNVJIPGT7jCC
G04GCSqGSIb3DQEHATAABglghkgBZQMEAQIEEITOh4LUiMtMNeOENawOgB+AghjA
h+d1TSrH14NOYcnRg88Aj3gjke5sIzCIy5dF9rptdXwdwmUr6pAL44ufkCYOQm24
€q3223vx8gLJYROZRN6DA15kFHCHW107mZWLW2E jN0o8VsSNo2eIrPmT8S/2UQEU8Z
s9ZtYacYtD2bTJesQCr1gGck5kMI3EXMknPUL4razc0xJB6sJLhb940fw/FsoeRC
tuaMNP4wYV1FsiG2zDGuUOtnIEOZ/f3I8uhLF5uSsScnCDzZURA2ERWPK5SWGY2Wz6
PSw3nvINOUtA2fSMRETWA0Q9DFWo/t/6sU428swxvghFCHH7VZY/jgbE48GffvhV
b8YyTr6jJvn1QJydL5n4VOrPPJdUMvmMeXV/84/50VPVY1Y10GhUX1gAQy17JfM13
g+UubdpKCGXCOXg8NT5gleBagomHvqjtStAscpcIgvc]j7SaydqtnIgOKAzJir0ATI
Uk0e8L8uiAZAQ+GjRUdVJIVkrRoodOEPDUWRO2DFXbfaxyaZOhpc2EsJ1mO8BTAyW
kzuRRazZJHYPLQQt+UeibGg653U0/WYi7m32gjgUOMk t BgKwO3URtmw8Kmy5XxGm6R1EAmMTpM68YCFD706Cu7qlW33fxwOhU6jiIVghR1bLm3j0001I/wJ9qu8zn7TLCc+y
EFYMOVTWEG6DA4Nt0j5ASt51WNAXr70Lgoyod7N/A3XxJ/A80+LAO]j/uhLBeqE741
gHijFBkdtM+m9mSxhBoCJeO0Co/hIWDKP6ML+AQsUKoa5GgkswJ1+0hFkp73Y+PQ6
3qONvmpgfeqrcdpK7txfvadfxdaghHZ9Ua8GC2s5CQIDOCYncDWg2EAmMC+fQOrga
2qDP1dVoeUgd10pSfi9VjpKcGOuBTOSWMgF1pEAJr8dJiu/TOu/fCPhkBSpAMP25
glP/sRZwD1mAT2DBDK2TXRFQagHvXnHTYkbYtUVWKVDwf1loeYOL38Xg9CCOOwly7
S5J91Pp3yFCAQCVZh2m3LadnkMYz22Xy2cxqViP53JPzNdgx7Hgsk1SHgp5ZZED3
PVOLNpkeeokGxjGEQ59/vA4gk6rxP4VrewrpVPo4+WFTRKk9QjHN5UbjMgioYtwhu
SWJb5G67j2ABX/Upk0Y/ICSjqBmIVQNLV5xKJIvai6DZhwWYdYuRtAQxhrmnJC5AZzt/
7ZTDqdQbOrgyyfvrPMKGBOuUoJLgaMevQH3zASx/0J1nbopA®3UNaFcDFDejxtj69
/p696TJesf8841xrzi/JyEnF7eGEXt1ENINRgSpdVENjHCqrcPHfnOzYijFdwrtt
mrvX8MpUFXTnVZps7bfWOxRzeYbMjCrYmHXxt+3belAt rNtuWRAOBNFEUOWOTPtBF@vbF+/1MbnZ5Whe@SS+jzPpew7s0JjGpPSAwr0inh+NyM/dqG+pTZhOwJuaZgNCQBpXLQ
696FFQJrdd1leN9bAV24mjfKy/AK1gbt JRK8TJIVIHUXWU1iKgpzV5318i6hilhmDQ
KBh3S0Ees8vXUqSgj8pGOwGFuzf j8pAEWmMEanZko®@c39BG/q/1r Jmm+bDLIiSgYL@TeRPsiyhq71eg



+W9hbB59VYURK9KNMt igXpUTPOFENdWBQNVBzalbxKAWi6s9Z1rHDwugqVWpOe J+x
KETfkdZg1MOwqgVrcNwW5JIXEFr fQOACB/tzusOBYV6CFXQGPKtwLQmrdspRsSo3obxh
pt1gEMJIYULiMIvZk1q87iemYUCc50hRKHPVAYgs2k4IHaDQobHM/4vadfnyzJrAG
u/31i1nGw02Ea+//5AMQEGOtXxgdmA4KOuUum4tKNK7iKAEaQ1l+WIho9rtfRoLxHbz
5tBmRgjAdhj6Itd1e2RDMiMRGWiyYzrphyupJONSzDxon3PknHgldaQHtAa/BsQZ
Ptp4QkEUNS9j00OgRpZPgMhu/GAWKNOTY/Ik+dT70UvgB069b50yaSKhMCiwALiez
KnrH/2+IvyjPcfaRuaDbJFA2hYnyUVpDGTV1irOYhligtuyv9cwWImJtgkvJl308kezZp
eydNOvmhgDR7NDNIxzjco8kveAl19r6jAXyCzX9cTeJZTZUAEor7jedsQq8fHijoo
13Hi9b6/6eDNcR1Ud8VjXxmTAHUg6CXMVGCXhSI12hGerPmXK313gGhuzZjEyEoafm
AX2QRrfS71YGnyrS97Bmt IJBVQ4Ax0D0ajkYXEBbztPQZCtUPQv1/n8d7sTAM]jFHN
gDLmy4btxKeH1q10k4s9Gk8Mhv/jczXtv8nB98ZNrGMq8WAL5GCc6VvIMQBoBwWpk8B
BdKVsBFezHCefTgV/cmi51l1khc/Q2rQmXQi9a®MgfrkvlyP9LvwlAxqJGaWwGswWju]jg4k3SjcPVMPwp81i9jHrxbuEmXcsPWqogN3XZUFbGXiv
i4bfdzJAhRDjAWrKWjLWUZFhNh4ChDeptuCgs/beluws8026xebnk@kw4DidmKUcdz
Qpef2nA3e2G/tNRrgx8ogeV/FFrI5jCwWSv3rYGEgOR5az9NaffzN/uMkL6vn+Kc
gpIi6cIH6WBLO1DrSI4IGoCcAP11vO+iTvVvVHXPSsdkiePtvRdDrLu4rwe+yUB/Bl
VSWZKmTyIq/nOwfpRX6mUGHWY1lvdvYoxJRRWKKhWjE6Dbe2h21fYAOjVvPKkTwm8Tz
SXTY1t803yU8ipgdaw931vuuxNM1lkIvKQ20Zo5h0tGdbug4jyuz504if8monlcQH
n5xv/5nK5jAAD7ZHmbcaOoMtZ1vPf5DIBfAN1kWUQlD+ehjAql1jMjo6R2e7MkBcl
N8XVK3WB7xJ2pS95NeESYyDV/HYTASLaY352extAacSM1DU02t7/s6aGMbzdjchCq
X80C8Ez2045fKfvvNezvT]jY8PFKOgzm7K1VJIDaVpkDvae®04GLCalb9IeUHCKT8G
DJNM47hqBAQecijjBczXUHxC19B05aAPJUO2Cr1xASiG3V2aKI3m9lciNaMpksJb
/frakaMvwUpqZiR5RcgjUAkoSA70HaUyNKQOLOUUFYh3K1/+q68gpy06SOPCcU3m
RIY/Ky4rjCGXGeXhT3uOFRJItZ5vfX4cQ/cP2YZZ+k0/DIzZz6fVYQfRelvC3Ds1zV
2y/bI6wNN2BdUTtztg9Tyamj3WTumOwZ+07+XHzjuhBjvc2P8gZOkXVOXTXNFrqz
9jNuGa8WIIRv3zRHAHCTFxazxiqeoDLjLc44YmTqpjgRDodAuaccAeD+wx+XBYLH
WbvQarg+aAbVWwWaREZ81hRnuacluxybbkV6JVFi61GW3jFdLcOOOLKTa2RBe03y4
U8e2tqS1M39u251zF2qrKbIyCNK98BvxotWWnogDsH6S5TF2MyqcQpg5kzs634C9
ZI/8Sc33Qb0zLFDBNvtWQzA26RP+OKLN5PeL J+2XkjCHIraxglHRkWbXdCNB/8s7ivkNet47fMpy+FnQF75Aj6EtKVYNpTWgy2Iju6xiPTle5/1FwrUc2c17tbHxJhdA
vmDsSIC74DTaN+qw/WUr f5VoUXjJfiVXN+v3ISiBRy34TF4HSSONRSikyu@Yr+2iU
UIGhg08JT1Wb1lGjigxGO+oUyb71DPtjwWeck5fH/qwm8w5CSpVT]jJIPgLDh91j59p8
TZ2jZS8vQJImp9tfCLOIALMAOOgfmZgGZEiDrs0zMSxaTObpt3kUa2T4gbzVeizQfl
thSR24XcHOmaln/KhLbo1X2mVM1GN1KJIfObMdA3fjL/4tn6INQUUXZKGTEDhVBVi
KKmuAkazhc4wm1QVLnbNmylr+Re7r87jKAXkglhlvVg4LxXuHEKSv2iWkWoTfw94z
USA4Rz0OgoegkrbsSRASqxnI99zVVF51FTOPAMRUDG4Pd1HpNIODEZDwWJIgWipU4pw
SjVXWKCU2pKv2iryIyChOTETf4rrVNKRNrDA7Nnjq7s8czkNjopR5UULU47TFIWSHO
ap+5+Uz138mgbjwHq/Sqhz0zdx0GOduvGc8sX5PWUOCYN8qDn5w7HIT/owvsCQal
Z5BQUWMHMNCskre6QzUnXKe2pK4f4udI2996YOE1ka®OC1ffCsNAmVDA3QhjvOE3M
C3S09VCYNAJEJO5QSENSGTdp3+xtH2JhpQUazZPuQUVUUYn4bl2q0oyAdKYnjvGt j
ag308gXaBJB7yu45KE58jP0OgokCapnljykmKkg5iqNla68ouUuqw/4V4u8EJuzY2Xm
ZgLL1iOuHYsGGCktPwR3YpFPEd2/t/1mESpEUYGWDO1RX689zahgvFlez+sRkmOT
/dqT/26HERXw+hzdM7PvTdL+9HBkJL0149x002W1YLQCo1lyc6MWs1ucM5nWiggN+
rdYvFODbhCZKqJXf3L2n4y09i87wPRQI7VAVRS8A9YN9zbMT/7xPwdJz0et6109a
P6iBenWdJFJOurnLi4d31q/Nce21G3eTL1By3iNo/B/edQbl7L/K/GZ2hdGe3xqL
EhuVvdmkaOS8RUjAg3ZR5ch7FBGgGFQDZgHA1BS9YNzIhMhLvBpdBaRD1uYX26s7

A.3.20. S/MIME encrypted and signed reply over a complex message,
Injected Headers with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_minimal
Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 9775 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6230 bytes
& (unwraps to)
L-multipart/mixed 1932 bytes
F—multipart/alternative 1134 bytes
| —text/plain 393 bytes
| .—text/html 474 bytes
L— image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-complex-injected-minimal-reply@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:15:02 -0500

In-Reply-To:
<smime-enc-signed-complex-injected-minimal@lhp.example>
References:
<smime-enc-signed-complex-injected-minimal@lhp.example>
]j6ZBHMR8qz2m8hov8t0iVnuXEv2LgBXxh3nw r+3MEW
rOHNtEWT1IM57fvHU9HgTeEDp1bwh4nb7K7BLAMbsp8RXmWum2ZiCIpgac/NXaeeA
1sKziN9yC89npmQscQy+BWOKUxoqPzRGJqLb6uUyy2ieGUHCWFkT6v6+BZSCTWDM
WGhLPOP06LaG1RwzPwk3z17rI105Z0B6abzD09J+3NTT1VE4/dkbXfhi7LXfwIBK
QnIN7ZrPtVLKO3auuN2oKagaP6RYNnFU3qN1f2azKqy2U3lkeqvpa2iw5GzOEY8uc
GYV58QuU3YQkNWRE781VmMKL37A7RkVGB1i6Kpgi2XDmpOqIkDa49EU9hBfMseivXJm
Ym70gfRNSiwej4Ccj750yRKr59i6TwWEZrYkIViEE4SsXsVMueDFWEDLCjVQONRE /L


€2a69VT1L1Ki2mQCgxdLiTkIGBuf6t7k5moMFeG4iKnIgi44EDYHAd+9hSUALS5Q
w7A3NHF3LXvugAsel192Vq3aEsXoeQqOajPdDybctEQiOcQXLvD7e/We/3jZ5MX7/
UEyLBJgFeZCqwlLzX64Lt+Z5s5auUQVvbq75J3brmA/kLcweoJV0Ixnz/nA8sX1G5tTub
TO0i/nJkUKktL5rLpEgPwuOpt3edl1i4hna®@LNBDNsmPonyS9nguNCMyUBVYK8Q1xz
GDVPwH7WxaVggn+3zQODDgEQi+XmYjuryEemgx0JC9Aki3yzZbXCf5QaM++pqDdFt
U/HX4bfB5s0fSbNIghq6TYTghJEmUuQaQzH2/4m7j8sJgC3EzQwVvU/yffiKBGUY
CeSgy+eLHEDzqC342SCAY+0kSep0jgrZwsRx4r19PuBeVg3I1vcWcNPrEcjamk7U
mOgMfi8KTIiGex1He+eo000yupXu3JI91gDoIwZCS]jjq4b01BOrvvV350j1RZ13HRI
XAYaOetVtrtBUrBLayFWpFBYDCcDH1D5CwU3YpgB8UWEMtcci3qjsiBuKWLQ1tjhu
A+XXrEg4yBHe2NNPbUXqQYtxFf41A50QRUP2vX0nix0iCjd70AfWSXm52tYijD3e0
uVkKgyL3g/xJsXVA/oN1lgq+a37PY8sb5Lp+gc9g4NcI86ZaxBWNE+PTFTTFTT7TzdJ
CVajrodwzZMhWmPm4hwwUuR@Jy9Y8nxiFESOerfL36ftqtpZbcdeK62WIEUKGD3j1
X1gMOTF8z2UHUQQ5UWq0aHKrSDaL4+Ipm3JWBXERIAWE tiznc58B3yyiwm/4Vh+L LXMLX
MB1XS7EjqLEkfasgW/IzRR/3kgznp9PU5FaT7VaiSwkIL5PN12RoXfoCAu/LKBF9
bYaaGW4FVkn/JocuQKtG7URRPjiluL/kM4sePpgRuDJImvu3AD6Y]jQ/6XUt4GfPIa+HNRAKfb75tmbmsM3wFC064szakuLwlyE6qmBmWe j4tFOIAZNXptOf2BIZES5XZzdX
SEbiUZpc5wkO@60bXxVmpluMRAJROMUNhDWiCcdRF1LrxCYAQPrmS4AV7/kXOXSTT
Uram5vArneefy66nIZ/pPajlwWY10ZC+9BhViGk+/TJLBbGCCWRWWDHLM1N1/UjJ3
UURhhEu8ghu8sRqUh2iT1lYlspfzLnlldZYhKX6gbfzPwK/14ydF8JFSUTKE39qRf
hrzxsVEjpCKJOGGiGU1a9B6trZvFAAYr+sxpqcYkqwNMB/pxRVT/OGMN20Tjq3uR
Z21zPhtNL6NnUjUrQRYyiqlPc60YPntu+ZkrKFJYzfHBkgfmNQtvLY1V14Y3V2vUO
QjrjhvrewW0IFKeadZpYjP4uDLz3r75LJ6zLkjDEQajl/ZAdEXUf3EeAlbgncFY0O
PUT1hxXf5LrsPLydaZzIetBAuk1lKSCBtfohVt6HIjWWUkwDj7evmi7KvrumyFePU7
4QNya3CO5HgMME3RYgrmYBDiX7bG5z1NmilL6p2vCRs+inO0UMDjEelYLAIK]LWgx2
INNS7ZR0OZy00BqOOCVAXWVVAFFez6APBzLP9ZTj627I112QgOpCM74YKmsSVFmMjQ9
ToHAYp5RU7WEhDZLTYKNYycybLOaKe5YafVINUZxox9k/9iN5KF61naOuEtpTDCh
8V9kxHadOFLmk3QoPZ/1ufih6ZV3Ael7XRPNL2SZ6a03/rpf6HFOqQWXRNhR3VIfY
LdNe+/Xu5yBYSjoW9CXCR5YACYhGSesSUR8XZwwuN+11BLUC9W]jjNh6Gparly/11
mMWDKSSAPXZUdF4iD7i9CDaC+eFd7eW370mpXTJINXyCD2jMvYpXRzyf1JC70Atoo0
WAP/eNKAiN2+JDz0YSw/ZGv97Ba8Tz0OoNVMIj+aZnw3t1lr AmUGWYywVONDOGKPj88
IVCXEeO7BDNM70UjmgaCPJIpGiCGDGh8+CdUO105CcFUiZP8g4MvO49tUE3VVXKQi30
h4vwVXU@ga5FLhaRgRiSvVpB91ni930Q6Qc/vB+qOsBThRpjwwW2Cra5TAWfJoFia7
N316XqntXZZ0sCFDrBs4uzgJiDFj4w0+143vwIuBS+Z5sC13pJANNOlwdL8jEQuU+
6CrgYH64Ib/eJpOEIHU+gXa76XB0/zQ49X25qXDmzDs1q786kzLN9QXTBhNyk05g
NKWOVXIX6Y7bIOIzRrx1kP7H80I2d/JR3RWTA2F0okw/9LCptXZZ7D1mvON11p3qV
X1doUFDHi/5Tkr1lmhsnP/1QARy9dLN1FEU3R4GgWNNES5S+r/W10DUxh1Qmv/8f43e
APhXYiN8KTj4XXNYRVi5Wz/wf1lZF71V8HbYXWLPD64DUKMICNGI1HpX6SOR5NbbR]
7H9+0pCah2Rf44N8ap3J1x82FTr6/y2vP0tdU9LRI3dJIZzYUvXe/LRRWN52R351/
wBfTgXY+nErhCCfaEcT4SBtQFM75S1XHNHD1IHFqV3a+6q6DEgqAbYz2Shs56qAc
8IirCPglJUIXCcUeOfWstwHTdcOIZE/2AhoSOHTtKgreC2GkBSTrmwWFWzA3Pkjdo
00VsSV2tTHJ/YI87UX9PcUaP1u91I0Dm78j ImM3GNSCqbWQf+E1LVXvqrF2p/TgGF
2s4gFm5yanbPUEDD0e690kZ1ZjTIy11Qsor6vmwDSHBSBB7DSeRUa+08WRh4TyJX
FOLE5wpCAj9t2FjAYAEiPVOOMHANAQFBf18SvKeUr 7TOUSVW2RYFjdV3iiE2U7Z5
WW7UBG86GVttCLRDML2Yhgp/ex7mEu3L6YgwHg3hAHWhATqeK/yKsSN3mA9GAL1FVM
7rI3+SUV1jfJ0/GaauFtXxJnZaI58K9SnDG1bCQ6xjzgUowdjjhh2F6hHe/WwjMud
w5w6d3cjIUqp301kQKL/RE5ZmqPOUQINt fQeXDCIM5HN1vg4UbnPXXw4d78ipK+N
2Zu9sYkFX52Ycz2hC5bMenJ1DjU404AU8bTdNnyTNpBLG8S7PWOgTYSGOrK11Ser0
gaC/xcegf6IkbkXy+YHIdplzsckH13Dm5Bzh/q82H4YmaikExr4FqJewOyNUydGp
mMYRKNeGCcArMb1lb2XPn80o0EhGvQQaPKRtuv1XdXd6fYbR24YevWkX7Uuatq+RgiQ2
WmR06Xx3zduNWxI7Z6Ha7ZFV85]jGGikri2ajydccx1GvofrozDzrG/7acdiMOhmw INKg1fX
2P+ad2r jEyN/PW7XD6EjNQmMANnbRCo3/Yamyg/6MzIu586+MIFZV3mhjXzgwZWzG9



0z7R7hjPcaK@Y3kgOGHR/RYWW+MObEesTdCSilLwcGOaucbMK11RwG3pVvFSysj4DV
DjIhAKF9ai+qBy+G9g/rT0+J2nszZDBW/RgVzOEkOmyow/F+zPk37zavGOVUKYQ/
Az3CEOOSXCUWRJIV4DsaRRMte6TnKMFOgrNY/TD+EKWPKKvOrdt800A7R+yOF6RTT
ECAG23jJrReBRCwmopkoghFv4wlvp+0HbMxj/WhizZQUda5UP/ks@YiGSimOBG715
EXLRXkV1CtgfPji/ZRKAK20H4r JVTWZ6e]j1TOyLhu7UMWTf0ZyxMei49RP470V7Na
wMz44+0Fm100CqloOIugc2wrsFSO40iAzpLym3wc2kSFOPfnaPY5JqoeRA/D9j6H
RKhFUfAK1J4Nd/sZKxM450gTSWjsDBX49UgdRBoakZKhgTVgNzVncZ4AdF+D7egf
9h2KzZ0CqwcysKEc2mgEe3MWnusP/QyulTq8gmL+p9tEz/++8ybH1vXVb1VGiFMizZ
/J2yZ0T216wBSM5wN81K7W+Nk9F/ASqVTOnhXUQs9uyOc9+A4Xwa5wgxHQWgK9IhP
2dMWOWXIaHCmgPGvg7jEa6iuJI5a01f0/4xJeqDGfCHR2RgVv5z5K3P7McigBW/ ty
+HAMHNnaCLkJ8D/mBDe3ss+INPxnWPti8Dgo4Xrot1lhTrdTxopSwl3iG5F317fXuL
8ZKQFnWbzFUNnhg2ZD70DrOpjI0/pEeOC6H/Xs2ZpZj4yyhjrA7bHVNXis4D3pF1r
XbfBYGttazBT8UpAMo1jruqP41Q79nBKaTn+nvLD8hpARG1IYiSUe/VMpRLYJ+1J
Tk+jwgMrDOOWALSSOGM5pgA8CWWIAZGZ6T5YXKkZXI5ArGJd4bjOYR8g7KUI/TYFn
SMZcROMB31ts24gfQJLWAQYbLIO1r fODH48FTzhEO9ZHDDNOOKOo1ViosU8i8HTI+
XL8J31uyoECVCHSQKXXNLAV56bYrFmOp+KeclsKH8KE9rQlBfLao05TOhwgGZxgo
g3FFo5gLgwtlasf+hXu8zJanCjUEh1WBjtZ+AwLqMjJtsDyswvxr+c9/WET+4z8H
BvdgLI+cdV+sKOi+2EJ3Vg==

A.3.21. S/MIME encrypted and signed reply over a complex message,
Injected Headers with hcp_minimal (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_minimal
Header Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 10465 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6728 bytes
t (unwraps to)
L—-multipart/mixed 2278 bytes
— text/plain 65 bytes
L-multipart/mixed 1612 bytes
F—multipart/alternative 1206 bytes
| —text/plain 430 bytes
| .— text/html 511 bytes
L— image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-enc-signed-complex-injected-minimal-legacy-reply@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:16:02 -0500

In-Reply-To:
<smime-enc-signed-complex-injected-minimal-legacy@lhp.example>
References:
<smime-enc-signed-complex-injected-minimal-legacy@lhp.example>

MITeLAYJKoZIhvcNAQcDOIIeHTCCHhkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BoqOMAOGCSqGSIb3DQEBAQUABIIBAC/zB+nnO@jWI57wKmTVARPMbOgUX5+I/CyN7 f2x6
m2iMOReNr TCVHXXWhjvgwGIHPTVhFfd1lI9cwuMis9+PaU87fjrOCLLrEijZ1x0Ia
DPhJdrove88xtrf7e45JuLRIPchcjavdPW7ip661mbVTWPEXW7eJk20BENEOEiQ@S
hu68ifow8bagImEKJIOYVOFI3WXjcBMBUlANOKY17foyTXxPKBDZmX2FzQ3de7ZmoH
HHINV+gPLMMN1stiExXGFftWAZ661d+0CMU8YIaN+Mgn/Yj2CT9R4nzCDgUM39xzCC
Gv4GCSqGSIb3DQEHATAIBglghkgBZQMEAQIEEF1hhAGX0QFFBUGVQO5Y/UyAghrQ
/LkVplLBhjwKm2DFogyc3/x10LWqqWgOWr pFuST/KCrwlvVgMJ71EoFaM0Z2jrX4K
2JwnspyqbuKU5Ng/he+vMsgHM2toGSazmPa+KmyoY1lnyTNKdDX9Tnx2Ey54UG19y
DGVSVWzmJI3Wi4G4rc4TMeHHTbHLR3a7bcNT1Sh9+X6IPW3gPAplgrwmpRLWWOOFyY
GXayWTOyw+HVshCBJz/rPziePAJp74mI8+xazZNSTN7017F6eAX0/vgwkilortnml
OkrF2w+wsClwDaJDZQUTXeGWirhdiHSWhr J+RRaQFBCC8kXT2J6HYPVwrpMKR4JP
H+SpePyK+Hf2HCcTwMFwiiatmxZ/gDnG59TCtYat1lrAYOIEKXNayfbAOTpRoggNEL
36ruGUW53TuvLXx6Xx1XY1nnDjSaAFZXN6dPEQNmcW/p3HQFjKJINnSQJ6L4pIluSe4dH
3eiY8bpCW7AkgldmGOqRYBYbPHXHWk5GbUQ2FIVUtiAYZCaeP9kcvjh7KasV4Fup
eFeAtB7Qy+L6gKMD+sQ173rGihy3RFwe8Wqhki5vYXrcUd1EF11DnTtXem9L8bsK
YX17pQyWJIgHOgVvIOMJILrMWcRhpVHsg+zLDo3yoqDdEm6hP5LtBzA3r1vd6DQUfMT
dACsi80tYH8vNA0J/B089yP3VUSE/hFF59ATzD8rkkECjeiDxsyqzKeIxLj801kD
t4pnOEegl19dAJYZmeY31Z8i48ELRDESIJEhTE7QzagG7QkdOxvg5QIM/43qm@sQZ
2w6QBNBpm9SdrHCT2N/SQhZsvGl1lah4McdNdyRCOVtUuKFIGXxUODMd5qVURZCp6dq
ORWhw8b8egfN4D/TUO0INVNXO//s26h+G2jZgvC7XSAgmKyF3IvhO70Pqtyz124z
sqt/eed4rRpIilKWLrZiHwWAUZbVIEMSazCmgX39q0BvaORTX]jKFpaCkxCIPhMV7L+
QQ6Yy3LtVXWHtIYyyfoQNTti+OwSiH12eTUOOraWpgCxI/IF4U9dInnN/xP8yyetdT
X2uG9+hIVf00zvay®sCNMWPN4pyG70igfqAeCkwzjFjV7/kwwebv1Eh1mwvDqZ4R
NcmjdHSU2tsCd4IhXkmcP77UUbGp6UtheNxbeAUTsQtMDcgLJIYitRV2ndVOxSmQc



UD5KzymuUI8Wg2us2wSB8PZBBDii0gjEBIMReQwHWGMMkcBHM3zXxDU/0Onr®DwcZvV
1Dmggx9Zpf8yLSaA6WDQIT/SU/dar2gFONOTVMXOgFiR93eaS1Dntxkb1CiGG8t1
5sKwJ8HYNf+4Deyle72vsVNO1IWPXZHBH8BAXzRkXD1r8YiztX5XJhIHO5PIgApse
q/zLbjKkN59G/t++BcOeg3KoBJvaF9JSwOPmM9ta9gq37AG44PcTXctwK4rtvoyyQg
D2cUKwIWVNrUei6cqSRmNG7083EmMG6Y+0730a8g70EpksZ9TM2pHGWTI/+CW8CT1
02UXIE7HBbjFMjYEYXGG9629kjE51EZOChSTg5xF6ZyDUI35YY7mltwl3fOSYQQG
wWpE2a0uIxSaG3bIkbwcwThBlbpuO2winlgNndglQVxaaB02w066zIulYqgzeCe/3
ZHEEODOQ5XL+eCIRt8G3cT5eYcKCafyPkrQagGlFDIPis76awxukHBpKGpn38RQ+
qUVARDSE]j0/1KR10ZFICCIQbs2Cx0Tu01luhYMjfa3//y8X9p9ZBGRzuxvBu2eXm
SsWfUSYjMw4bralJdmcf6dgebIDVQ4NQs43n0Ok8kPRUb4gx1fkIJpFcbpmb8UabiT
BZzzjm1gDwhd6énkq8NhOzoDmZKnDw48feY+NnLpltXMjqgMugOa7KLGmNPvc4rFqgl
TW5SD3Yp+wH1sdAq46Je4WLRtYVb87fRPz/0fXI18up+VVMFQIL8BBRhNOEYOCQu
Eg8xGm3sTT8jxZP+8Nbfibwr9Q/3aFV+fj7AJQ3RDDgMINeVpOqwNQ280trFswlB
GW5V2kjy3U5LrrvkKMiMuVQ3Xk2TQgZZ1IsIir7i6NCLa0OvzJY8QzgWNMgmIGLHZg
KUTMrglyhwbJFaa06eM99zS2Wr f48KXmRPUkOclqOUyTfXczZsC3zTv7hILo8Jyes
ASV789KkpxXyMvNyBcIcOSLINLUeb6sdIZUMilaR42ryELCbM3Qq9RLZVrvr5sRV23
FfWKRLZNwUaAK20EXx41714A4tN8hKQnqT/KBEUVOFQzxY807zfwXpBCV4AYCybvP1l
EVSHUGB137G/3p+mFfz1fESJSrqIEIMSIRNICcCMRIGNpmMI+OwXNda®4swLc2gwWyYm@oDRJIANmMMD
MVHGMt sOC436RZCCtz1xZdYM7906fmfDM1icmjMOgAgeatX8ez7wdvhrHm6pipDdw
AzSPTNGO+Tfke7IzSAPmFyxuffmMgBx0BzzqIUdniOwX0ivPy/V1t9rTXOEPr3Ck
e4VtrzExz1Axc81N90/bGTfOd8P31iNQDbgAKQHURLIXTOVJIS10s6tK3UG9/36shqQk
0X2j01isAMQXHZLUCXrnfUVWsPJ81iMBxDP1sV2ee3M3YCcGU5XXJIZYCX1+XJgbUWcI
M3GussxOMfwwjxLUT5K4c3j9HB2zYPORTRUVZOpCcUME31EXA04s3pRaLynbRoOYTJ
LYzSOPb3ifcKQBDzUyATi3MgHSZWJIOFOFCyyZnkGaN3mbuc/bcPhx2/35781HJ80
hKOxesF+10rpS9VurYe2rgx0Y1KCYxcqF/0OeoUfaFvtv/Wgi6vr4DFXoUSj1H5Bs
uQ6BXb+Zheuls5qnx2JhpuYN2iGYDWk28rQN2K/IJmFQzNAItKIDZG3/1XEaRb1xkT



ZK42IXCUuE178R1/j2T8usGivOgmTMsSIRrvEFQJzBJIBuUOAwcyBcnhRfqa2jJSBKNN
99VvDNOhWFQBRVDMSZFHrK/Tulra674y7vSb0/Rk9ygjUAL+rv4C2hM2F7wZ4adyt
€jdzM2iBgNgCuLFd5Gn0OwbALgZgxD2Ym4pes30fexsmQqmHRKAQ+13zhJfOKhUYX
9VORUUUDacAvV9H09StvkBq6TO1XTqyAVHhr63QXGj5I3s66Aa2+tiIcMItEUPrKp
Rb40WXQUAUMYy3LwoJqGjdzZPL5Ea3R7LM4KFZRghyqG72WndyLxvANb42QWADFk
4KPYY6K3CNhPP1KfpaOF1lTsirv2nxkaUwWNgm7ogFOhoDBBj+ISP72PDEEG]juOmzZF
NAdEKOCX70I1HZAdS9FgAYE@611iam/bP18DLWi/57/nbNXKfKS5WEMLHLEpPFS6IBKyY
HXpX05c19vA2Dt9XBUVFFUECZd8ATe7+KjUD6Y8LX50Q/I88kBPRzZS3nhY/0zVA
SXZ+Zxqi4W9hYzHLOC3X0X/nXwW/ygzr0BkysxFRZ4L2qo192+1RkjmSirJttZCc
17McK73jLAWIP1NOKJIZVghZK67VVLY®jHM6apcL15AV0G971jCxWUIveqyitPcvAV 1w
16e0ZEVfgFB+0uDrHaK5iXSMe7vXiqOnuLMxXHgAXgulZDOiPZL+nkUT63hM7uDVvM
hOYKbNE63mRBMjXApCgBl6tB1K8Yyj9PNBHhOC613SznAa+YTJIb7BXGCqPSkjTTfz
fxkvCymv5VxDOxRz73fOCAy3bqqag2jQYdPrNI42JPoBKgjWeYoBSbj/mGxRX6Ls
I6jX9UEmMY2h7wqn/sY2vPx9Pj2p/cmmmR4r+inEw6J006M5gDFh27ssY8VPMN3vVY
Mws5ZwqJSBAF8gGHHcqAzfed@yCaevOvIqdOyyb+dtg68aC55PKV1PGkyOKdHa6H
ERNAQ5xVStPLvVtr4dotA414f4/WRQg21+AuxVGDUICxaRh50SPkXWQMYAwy7o0Koa
4T1UzRKe93tiGH2NNZXKDEyesYk9rxI02fqz60N8MO40ed6V1LgkJdSmLz3CqzZCT
TZFXuLgLMZFNkknmXzoaOwwDsmOOfPBmzuoiXCUOz0jGNtC2kVmPC/bX+EZu+GPw
Ib0dskU1U4+kVNPOUhE91VvOEwWWEbkqgpvxhUL18N72XLkhJj36Brugq+wWbMYyraFgF
hEyEctugebCv19CaCS1nx@A+SCTAF3q2D30Tw]jQXAHNbuQhAggTTcOGSWDNnre+0a
eXHIAPbTBESPkOti7t314hGapCmfzwlPEMXPHJLOIBrilL5+ctj50mOtdpKYHGm4b
dJVP65UE6JRYOPTUC+/1TR1i0GLp/QDA4IAUThgSbXCfMxmIoPP6cMboGm64BKoc
Dn//tXU10YSntM65z9kzuRTca+FA8biAkUG10BQq/HempIF/1/uroL5mMNgD8HBT
7T4AUGr tArL10G+GPhNnXiL11lunnMsgAKXbOOS1bTCtiG8JIrC6UuFMCYB2r6Ih7GIQ
EQWK6VXW3RGLanVt1pQTEd1YC6TSSA7fThk6x0vvacHIc35wyogStNIT1BS1xnvV
runuTS1DvVLCnrBAUJMMLO0OG8MOPOChR2v3Wd0Og/BkAXEZNndsxX+jwfT18haQJlQqr
Ii53EgmJEzN+dkhs8rYZple9zhRfnIntwvKB4wvFu3HgKD8a40FEF/OCNVbCG8EO
FNuJ77XxRVzZNNYtWMN/BSdgq9MHOP9pUEpPDPYyeaF0ZQcCqZCRSL/dSgyRWeqgppd
XyjjTXvucoR2c2pDLeI2MUrT3Qa2QBhHO1gVLDFWD/kespr8jkbY19cM1innJIXwWgM
TYNSN+AIvLnjPyRDSsJL5BWeh3UkRxvnYMaDLOSqEZe27fFI1LMEXPKKkBisggpeM
gz3Ju/0BO0t/Z1fqnrwEaS8WGTx/yxAwf/11jfyvyHzoXt56fAEdq71150M02zLu
W/X/Ry5bv5W13I+a8PNCOTY0GS2A+U2C90EZP1woCA]j7DdmXdyetKRWkcABKk+R8e
KRBNIZBYY9ufMcOeK1Arf2S4x+CfuXtzdJLOtU8/JVvDNYTeJLPPSMOQQ+Iw0O5uS6
VQ1DD1yK8V5ynKOdqcVrP2TFCYX1TIQXnS3tk6L25187Pt2PJBgjpr/LrX41gSdM
KFUIMAHKXA9IXDzfSxnhJ3K310kwYR5NNGpIR3KF8iMaVM12hfzPHUhGQGMRWz82z
ahPKQ87SDi55gUFgEYVv7xKdyKKKMGShADfuUS8orL1Xax0tmFKrf71HOGbW1CF/VN
wPbDc48mSPECiIHRAAS2+tVvHI1HjrEOAgNrdyOrszz3/PcpMSbU3BhkPG//1y17B
XJ4eBEiHp+I0oSKHOLi/tr09ea/Eqls/8yvJILU9I2mELIFCASIBhOW7 jc6tdVzxdw
PVpXm/zDLyqsnDkCP4zvb/16h7IWNBS1sjbIMzz/VZi4EN1zAINFovRikvdUxzcM



QWXjLmXT19X281iV8nuLZjueceeydvjpP5Qacj7WB6TEVHbR2dvMvUCO1YATbZ5IP
NDUYVEX1gI2L0fiVZpj03zyB+cykMUHe2SACwailnS6m2x171P1SM1/Ivmjrz9Uuo
B01laA6uv30t11YX/FtOfCayENXOMXKNOQXTIWDkVIqykzbl7fnli7sipcxyrYKjL
VUUOTSO1FIZLiiR5f98FSh9VgRcaURa7bM4R1pSVrIkxDxj1uQkjFTW/fm6EmMYXZ
U9uXCQMILgp2exD6qYOUTQTS50ZYTsGuzHUMShpvy089IAWafd7MrC1WAAgQJOTEA
20TmeWOCUhpsuU7SRk3L5khrRDYUhjOgLHXJEPPpBnk9iIeXDOYPTSEix2a0XxQA0z
SMxfuPy@BLk+bOAHmMp/JvreYA/3Fel10jNIDHXSYJBowUwrqnJIMC2BQ1ZA6q40hwB]kxW/pMbSwpMmob50MR
UCEA91EK1SWVsYT8utyarh+MHyzSruv2+6qC2n/WVUTQ4moeDRWWDaDiiu/TjVIU
WkscDMV9OSU2BaXD1YG/ING150Gkjo/XFXXIF5/eFFXUo8PQNbI6iI/WVsuQGHBMQ
5RYRifuLhgL2N55990m30ajpGCQW/NODMbfK2aJqvcNsgs/5+hmuQBMPN/sbr/C5

A.3.22. S/MIME encrypted and signed reply over a complex message,
Wrapped Message with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Wrapped Message header protection scheme with the hcp_strong Header
Confidentiality Policy.

It has the following structure:



L—application/pkcs7-mime [smime.p7m] 9730 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6192 bytes
1 (unwraps to)
L-message/rfc822 1956 bytes
L—-multipart/mixed 1892 bytes
F—multipart/alternative 1126 bytes
| — text/plain 379 bytes
| .—text/html 463 bytes
L—image/png inline 232 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <95b9bb39-c028-5ff4-99b1-f179ch5d7585@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:17:02 -0500

MIIcDAYJKoZIhvcNAQcDOIIb/TCCG/kCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BoqOMAOGCSqGSIb3DQEBAQUABIIBABemnHHT75QhI12ZGjel+3wmhpKAG/LVZP+0
rQgw6ZvFFXGLNVTompRVONrYzBGh7tJR31r721cWSQKzBKtnpAind4NjL3EAO/bX
4hICimM1E3HWS5LgmGefPGd8vhuxP9eAjXGh+RaGp9YJEQOCptHAEEHHYNGVOQOb
3dQEJY3PACN1JhIXOgPGIbPmMjbqCgRbC49F2zWBJVvipWADTQOCE4HOicrG/GoBo3
KbeAMTV5CRmyzb2dbHdJg3MgM8czewWfoee JKeYSekwelp/KjbgXhqtnWL3KB10Cg JgBOHioauckrGHUSL8Pb+36j2f16yHsMCvOemme+gMtm2Vbu
YnHvXx39UkvFMjIm5DHhDe2IM0898rc5wvri64Hk01tEwgJWS7zNCU3FINVyQotUe
yYRaGD8VP+QWXENVV7T9t9gIoPKdiMUXmzE7GdBONgSewlPgTYeKp7JD5XR7Di71
5G8Sia5KXFHMTigFQEHIQfRCA5ka®pSREU24A10ghH5AERLIJIQLIKYZzHS5yZzur8juUp
RYprPXOVJI7A8TWfcpETQkJaHI9N41z6uv3AzXqziQiSYj90qRN649iuIWALNaVsSGA
XEV0Ogem8cBkx3TYOFyFTcrbCgiQsUHmr+CoemXL21GZzYpeMCtcT18J922n66XA6
tc8hLQ2zv8T63MkXGTLUVVKb3gDDHfs6q0Yy7ZUyk4ULUsVne4bAhDSUC5LdGjuR
A/8V+tpElFfC+WemgkNpfriJwAobaQajXyKfmpJCpn8NSX7UDy0+3Gqc4SLN3ru9
NfiwB9me6rZ0e3SJ+8gQUvtJI/r8pEE31fSWDXxkiLIcuHmSLCAt JvOXOoHUXy2WhFL
gHPVj2AncfDFOUz1WAL++mZ504eazqFUf3znzZlka4dXHa8ge/5NsfF8kGp4Imw2IL
BNSa5p9GIMVMMMHOby51idjxhzwGSEmWpXg010DatCOrAjrwNb4MbwW8w5L/jHe616



qnKFANO7LGQBXRLMymUBTfkDGQzgK9ioV/z6A8aQqPyFmWwCGr+AyUwkb9RCpdoL
B+nhHWFuwdoH4q/J8YP5AXKWudtipj0s45ABs90WRNWsmeG1lR80nt4NuzJ0dpzAB
fSN1OPXJP/bJFfDmqsRt4kzp71nSK8IW6Zda/N1L1ua6BBhBUUKYtWO40/b2miT8
1ZU7+k4GN/Apg94wWqO9JINtUltma+NZ7+SpOgRp210TxW7pbaibpxqRv+YvouNjuu
f7+0DSRzjNSVinMbngLjNMXonk/dxyFVpnTLCqItkgGEgQFSQq/901gpWPi5BU/ SXG
jjkIcXyPn6nmpzCHz81izZyPL06]j3H2fcoyijuiVeTQ8pfOCshykShZNISyfpEgwv
U4ZDdQFih9VfM318ILVh++BIXu4qNq8YSUaMF+ThjKZY851s814x4EQUbQVGEKDS
gh6G1yBmBetkNO+JQSo3v4JraMTsfqlngVXsSs7MnWgDAPpmQbSqFWoUXGFOK/ch
ZM3uc1nU19Eer sOpH+0d9dmYNUIXzRbN6oplprxbeYOA/Wfac6XtGjmn3s6kcVKN
BkrG5ezZmX/bvOYNKirtILqRyLg1b6/cCUHMBWPzQHvqrsRYCJia2pUlpBahP4fFd
ubUwBL+Y163DF79VXGZIYyCCLT3/6m1JIK9OhzXxGPpua9RPpRDPYRWGjI91KNUHNTh
STOOAKNTf1VI+RFHATUQKZzRrpVjmvgu8nIJ50AqY1GLzKkL850S9aAgVz5Dz/Ub6Y
RYMyoreYicvlFJImg3+Xz4TQ78TUfDODIxXvajAr2nvrGNDKd/1zs+UK9cD+RyqBw
pyj8oswX3mfxUxDD51CY6eu2uA2XkKyDgB9+902qMpAzn/sKpb8Gufs9+w/h3fYq
wN438dwrgm3QmrbnnKd5DIiGN73R/sfbU+jPdBPt1+mbEcSuUQfOpn24811XXfkC+
AgqgOoQt/g+zVzEarovYShdrzisNOGWiL®3B8I3FjMPORuUDOL970cFjEzODi9gB4AG
JIXNkOWVZSKqlgdAPsnMFVEVJIsUzY4n5UU70C007YaYhUCTNDT1lyTogDLXdZTZ+XA
seYTmasKA4AjEilryHcOxakiCwXnTREDoteMBOPdSYTETV4epJ1Ulp4Dvuyuljst
LW/z32sLvxI4Vf+0+zhdoSsVZbLccdRrGpZEswW1l6jGigJdnfzHmv/49VRbHk+4Pn
34xgC6w/0CKHHT4nMxZb9ZVBOONWMPuU+pJsv+60R/AEUpP4RPFRt t X4Su8WoKV5hi
FLex6YsmBt8Z4EWUiJ1MX0J7mLsPg15+unnWwWrka83zLgjYKad7PKmQtXRgY3A00
NnwuF4h3tCmR+1bYmQAwdJIhph7ZMS7H2yEBFEDDj 7ZWZMinYn7uWLYRHX8hQJTW]
bxg6I/4HYgav5AvpabDw+4boD1vHKkIQiwZcDCKbalHSrUkkwPwAfRcaEFFtVaHrTI
0g1NXgKY82hT6wuaEZ1FM++S8ggs0zphHGHzfYa30d1VNFKDY7tmBdZR1UEiYFJu
vuqYfrR3HnaUXhJ9féyNalXHLuAOSRpkCd8mUBxXNcZ6WFjRvtR/wnIUbCHRMBIqu
NkRzDtXFxpz0c/0OM1huFXkvkchS998RgIiRBzbQn3IJnuqgcS42SadtmzVPVFCWYQ
B/XQAEQOGxbBRNXGUTIQ0661QexPgZSdDWOYBtOiwgzvNo2jhwlsEAAgre12U01X
dt1DONX+ng4MSmm9O4NQpOUYVubUx2g0dktIeCptoz/JVZ+52Pu/3pEi96QW58iGY
yQVrTTXMNHCa7y8EDgwhJCTF3p/+0BQvy2WeAxbuT7eIM8XNAeY12h16qc9R2BLK
JBON5n+tP1B0eVabmdYDFK9dXxuR50diPe6p+50emjqduphq+THUtCTMQLiMdbw9p
80t79H8ghZa6Bfp4MiWAZRIjGTOZWt13eCI9hsXAA2YHVWPjO2WGQTXVXRe4TtOMa
g4FQ8d1j+WhiNS9Trc6hHy5iyakKfen/E1VbhzykB+6GVMvu59gsgh8nV1ERNcOte
V8Kge5H+nrflBVaxXUc9kzDWcoawn®T78dZ9rdZYhE92mtwWsmcqHJIzKX/w2q0ysP6@t+I0ODdXCkv+Eur3zD6Ckfp7nVI47jXuV+71RThbgtf/vBsiVEgY9USRXIp
KXR+BgXZKU6eXtVdE9MFntfpJgzY/gUGVUACOFNKPCGGZ7nJIxwBiefjogTdmwumr



OpMhPLemmKcyw41hoDmEpfw6PC8V7Jf6mXvk7y/YBI3jhd93d4MWGrYo6sfk40aN
ip0ogzChnivVF/m9dhJCpwWwYAHAWL6hs9aBMPgAyX1Se4yoryvpwCICQQTDE3sIR
FWSiMOFTJg/b3kNXbgDL2y/F+MD7GAj8wkTAfzdz5CcFOzDWGEYI8VSd/Fuo/81iID
LMERjH7EBIzrDRbDN7y/hNaYWOf2IHOT8U+ISWMrE6LOMOGrVrla8+5AqBfFQNeB
OW3hiJVKBUWEA]j4GMEbe4ui5brMgNMQ8gmsFSSChpsI8DDOUDSXT7PdBpTG1luPR6
RFXW5Wg3NAVjB5R+0TTEDiER] 7H4mQQBkQY6aYsjKgiquohOKMvggBfQlSMhoXPp
akeggomPbr jwDTZB70Ixb7+5uIlJ/E8QpVIRSpIM+1kcEKWOd52pNGmFdYam9fouB
E8FfDDmgEqLaxpH5pTOEHCK93SvSGpgknz9NjU7mo4BwF36FW2TQ98MmngCTppcOP
HMEhOPPuUwbIPWMNXY JgtxIXVVOXHCcpXPZ8Ma®AXkm+GbQ/bJ8DNwhCjym31lvnHid
c8zhr20qPyyobkxgqqbmxd/6j4ktghE6Mj5BhGXU1hPIvaM3SMYSK7g1lVMzIt6/0
11P8J3j36d3Xuc7Q1f8DYQbug/t2+EUyaEFFAMHAhRBT7UVARI 1psLgOEIHQhgYAp
jbB7ifMNNwzyOAV4L jw8b1laTX0ALIAIXXbXXUA9cWTehM+q4aNwpC62qpIYfDsiQE fALEE7Yp+Q+roX1XhZIiS/WOvirxKQxFKthhhzGR4jbR4HY9HKeQGeInk/7plG
9RauFd/iHdYQk4paXxMEyKPE]j5/JMNhcY08i8Yzn8wUnHMgRzSN+hJ83XBODWATN@ozLFSm4xjMy
dYKR/FTbh6OMfAM1iDPTCDhUtg3NsxjbXlaxFjoipdaFT928fR3sbi80Ck1lUxt/JP
1hyM/a0I0d9eFpiAJvaz@QPpqCrR8Vic8+edYxhymI4uY9ZFzTA66wgYOr50r/gm
OQDYGfPdIsst89dimu4VsjOQCCwHBKSLLIXdxplvLsbFMWBXCNh+Wso/HLEhwrrN
nd52f JCIqLKknBEH3wNPWsadrsPyJ+gzhEmF5Bc19zhiiloGnCFZ6H4V120d00du
KOMXE4g51JUAWEGCLUOVZRLO5PMPDWU7nRk/00Up5f3acJ30hhuBoNMCF1hY1DdO


 Jww
CZi/nN7mSSD/M64Bqvsiz1L81JdDQQXHVHIrT1IWH2R9n0zsGkSzr8IpbSienRF/F
iX7pNZXAq/L3mP0o/41iC3XUPEPluweAVJIfoa/irEZA1tu8eKFqIqQtOkGsFY09Yf4
LCXtun62PTxnZ8b9NfqdzWYR31sJE494Hq8PWMChPCE+YXtV]jJISWtX9A590tG2S
FhjPjS2KIEp6rONnbasJnAfb9JGgAd9l+yoflLgbajiu=

A.3.23. S/MIME encrypted and signed reply over a complex message,
Injected Headers with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_strong Header
Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 9775 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6222 bytes
& (unwraps to)
L-multipart/mixed 1924 bytes
F—multipart/alternative 1130 bytes
| —text/plain 391 bytes
| .— text/html 472 bytes
L— image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <23abef5f-8781-5c95-a46¢c-61e3a4464d58@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:18:02 -0500
@zASg/Gfs12zg5PbVesXD2KiIQrHxnGQniD
6KkXIVEXpulKzi+JVIWUHDSQAiXOrXWC+pqu4Xasq9vnDFiahZzfjv432Nfu7ntbR9
InqjlWZHCnm6CXx51uBIqBjyI7X2SculUS5IXxwS7Xx5NPmo5zvOEALIAqFwWNn1+sQvnLB
1IfVpAIZRIWOQ9OWRXHOJ1TACKUPBKZz4DjNPZ5QkKoyrcZLINRmZhc1zYa06/WKE
fKCHPOWhDZMI6EXKPVXopLdoG69yridXDfJ9/cqPHZvn0OQ6C9FNDFb7UAOqodpzCC
GP4GCSqGSIb3DQEHATAIBglghkgBZQMEAQIEEOtLatHfIQxoAtToDlaMkYgAghjQ
vboyJHrq470mceZe8qUJUTMbh4n9X3Xm6okY6K1/HEL90cSgD+YLGlbuJ5LLgkChb
60kCbhGytW+zDCBPmxbvXbNfCPVDeq95825860+Zk JWSKk62Nvvr69nI0jsL8iljM
A6gmqLVvYBlyzPX7ZJpagPSG/MTBaEr05iawYfcMNwleMcmOWK7 JKypzAMuYInsyL JbCKEMh7mPROp6MMBHPW6ALO
twq/HLZCx0ShnjfVshxS2dyxSJuFrsrghM95RUOWEFN9Jb+ww3eZBw4FRyYsTXda
V37J1UpUSEFWjFaze6h/fLZLm578XhVt/YuutPgNoI/nzAl1l6zf8MmSIAMLSsY9awh
0+0TBltpZe3Iucqiio5QHpAzeXSkgEnc4M9lor jhcOQOEPTJI4ADYWN/P6L7DuUDhMX
zHua2+LB7Jk3MD1jYcZLWRCcTWACNnzhxk23ie27s61r4AQMNqtJ2McH5I+LDaV/4B
07v7z3elytN+1uOkD/LcnobDOVPCC/kNdzybZrdK1QmXf1B5g8bKtnouUlr4hylhr
q/5knv4B00gOL06ZrJF4SLR7V7yc5v1iwPnde6S971+0rWCKNYdQo71S90Q8Ng+LE
FF2+qgTPFrxieYkjfcg4ufwvobr+d/a34cXCFtkRzzdRZtHezc5SET28L8QMUKQO
Dzu9jNc4CVpwZcZJICt2piSNUP2ZtG5AW6TIoUOjO3RgSRjYZRRK/ J38ENFWQFDQM
NVgM/W9t5eglXpwW+51fvbOwGdkF/MSwsxUFMdGkTedteqM1hEZ7gYKKRyeYgT1Hu
wWXNWROF13+ia7i0Omlhw37dTjzRgFqFgOkWcZalLGHtTA®//duQNRCbtpgpaXsPBRS



LB7fLC8FtcG2j32tDLJ196R6UOC13/4f+ReLxt7SH1+UA62IhnljY]jC5BHQC1MZ2®@3vRNTDaiPDGAIXSs2hbKWUNZ3qY
rgnNdjgCwWoXwlcJEgPIVhZF88/eRRaHg+4bUQ/1pdhUt1nrgUESxek4Km7FJkJk1
zm24dCn/QvpIP36geABXN3PMcu5quUCrwn/kbwaK28VftOdRUuArsIs1NMqvpCMKJIU
C5INYTNnPC6zFZv7Jcuv4Uudnx1t5Txx1i5FhWeH2BemDiTGtKXYhfpN2wWQmLKG4R2
5UUH979g4/ccyPFTdTo8Vt3f1D406j1bx46rKbIVLrCGANDKkvyYcNcdV81GSbzMXr
h9/uax1DQ5U/yJAz7EpCDR3V4kqdGy fOwWN4HU/U7kufOSgEZSATmMMM4Zt9u0t fK9@aDcV1W7c7LRDxgNyBbmhfstoE4edSLucbgFNDK+MnLCuSCFhKTcFnncXb
k4eCuMhXg6C8t+ync2+EFLGWFCci1333MMLRXDU5hWvFHBKOWHZ1wdATg6RKk+Y8GrH
8wl1DDRVFU883fcdTENzs9EzAjSQQ1jinQ5bZrG4z/f4E6QYMEWX5V74dSbt3UY5W
ytCOsBSSQuwCaTI9RWFgQQ/NSI11hSwOUpzalBdx607UNZf86eLZz2dQOUpT5dt t9w
dggL1xWPwEimCFdAVIakcKQgkZzPpd3ZBNFNEnNN6hvmc4exXJJISrO6HEd14MwxYd
7kBB8EXsx07J8YWThRUKydVvgmZI9beQAnLomglHAkUYZ9AtLNOCeTTOF2k2KN5u
gbuHfV1Js8Re8z0G2IX4piN2LiNugTXhrhNMDR1Hkg8TI1YJVD8r9wldwDvCvhCK
+VAFJIXtYG4w0]jIDQWLPYWIhP40040S7C01m8X+SpF5KHSUbHX1ImHX2j2QfB1IMJI1
Z0MZS4q6c0OBI9/at0ox9Vc+aPqqw3MPSQPmMOJcXGsZgcn2nRvmmouVZhejm7FUg9l
0gbwzgMV2VPiZZcwNtOBSweQmD3UETODXxx5y0oK8h23DhhYngqIyF41FvTa5ZMunq]j
8cdbo9W5XhSK3XFLi3LFSLASSZXNOPXYLPSRYy1If3NPrMH78uvPVvFV7PFE/bUy76
UnsJDhbCq/vIX1thN9fBsrlgc0/n8j3Zr9cuVvnyQ/SIkumPbNdIN5cnoLNXJIxqUX
DRw7CVz3EHt/0G0+ZUw20T7TBfYRzNorbRPaPG7KPm8s31/FKD3FDXJVCoe5uuqT
SI1IMtDmCizdddEX+GL8NWVR45ZNZNILWfpkATiBm/T2fbbLXIDWHPMY68VRBN+tr



BXgDwBQPFjezurdjg2zNd30YqMQSi8TZVCcE1412fI5nWOh9+C+z8pZJ4L01+rnGy
JKigIYJ7XSyU2yruJmGm8E3gqinfCpOXHiEYI+w/ihtWHtBKDraKKc2W3SQsV54K
cQ7mwmjYy6fROLRfIVMQuUs6BMROP8itSLMWIWRH7P1BKZHHW/ ZzZWAW1CSKz4yURK?2 ](8
NaEN3+ic3Ewb7a0ZK3mKnuzZMRIGa72fz12Wi/2soh/sK1FmcPnBIYgPJI2k31iA3Z
fzOvwMgnRNC8E/IJkW5Sy6x2hMTUAyx1DaQ9Qtiel6n/PBfL6k4b0e4uGyMjEUSI
BShNoZE52sPdju@JSo8nB+1gGsrcH5VP1gC3b6CMGW18KjFYL/LoB9fQOQ7YLeGY
tiu21gGPFpFF+WBTESrPfkkx9kSWH4rn4Huw03ZpiifvA9SovEYRG5pKD5iPVKgL
cMtgzA0C4eBWRcQGj01/9ASSw40sCPOUbjzRFa6AnWUI6r8aBKvbAsFjrnS30e/F
LTXsVSLHt/7bBaAbBTuMtEi+DiSI6qqad4ECvwzZ1Lt1m20pfiZsQnQmORr5Cw20b
PrJobziMdcsiliwqQ8C+/cByHvoy8UTXNoQ3eBiBEcsWVjAAue/0OV1tk5EilvOlL
U83Y4YMVE9sSU+sPjykOGfOH58myEGYe3ZQC1RYhOZhBO1laxV6 IJMBNXwWZYXL8yxjH
gqwglYfwITOz5yMwZNZ2B0S01Qi22mpnGb5RpzhMYaB9olbluh®agYXqg5gawkqdLo
Y4I0ABTvcl0oi/fgkQpmfeaqROJfKamIXw/gAsSHNRYE+PsB0Z2alRqgke9nppPOOV
VEWgO4UH9+W(Qq3/JocxQDwM3Wd1GivVg58dGeovLLp96qHOZNncDZMUS/VRTbNKt /yX
DnpPTmg92gmy25NfMOjIm2TU/Wj1l3bEtniJ53e/pGrlslIvPi6jlMslDocvOa+d]X3yIh6fNm4epRPiA+SENKkNnXOENRKtO+Cws9pWWU6oIahcZ01mokXAedxXJtjH533
tWHtZRw7mS501Uxmq6YbAAIrkciwWkubl73T+Qppr5i6bU6zxE07MGglfr/aB3z81
KN6tX8ECWG4/IAMOTL7jsn4+CKkSW+JIbtKOhFubvOIU7zBg4uyLGjggddvSnxMCA
fcoQYntZaXLmEXvuGOW/SLhiG5j9GrxplESsloVdQ402x0zsW8bRNgEMNSSO1FZz
R/AXVLrepd5uW4wF/wpIYjhS8+72rkEx8e7P+Z7qWLWKpYtdYemoTmQxIHRt9bpX
TOU7LYJ/mY1jf8EPJIgsqKRciADk7vhTugpMkkQdHICAAUbgt 9RVZIRVWLMIBXZWG
pPOEYrc8bqjEqalTD7BXY2NgEBNVSQHCa+nikW1CXhx7p26ERd3sLbgU4Upsir/Sr
hut/oRt75UH1BuiHo3hPoKD8B1VbQ3P4unFMkP4E5viJvPIlvpimfueQbQdi1CTGD
LCiwzxtY5VbUTJIh8Bzmsk68WIXYOOFYM86C8eQiwT+iv6SEThh1J97ZkbIXx95j0n
h1HSVD4BG/VrP1sZHn4LDA0OIBuUgbM5HpwUTVX8UvTkHbqIlaudkzadGVHHTyKLw2H
YfbatQCNwK/1HTMjGdwd76j+jUZOQTBYD9e2SwhPF2qGok9gx1glZue65xEC8XM2
hvpBysW+9HrKwp+/SvJc7974MKCCFs76A+Q93/AnXq01KcYZeDJtBJIfjkbqCuvbP
dTY1Fvjuvh2TudgGzxeP9g==

A.3.24. S/MIME encrypted and signed reply over a complex message,
Injected Headers with hcp_strong (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_strong Header
Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 10445 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6712 bytes
& (unwraps to)
L-multipart/mixed 2269 bytes
— text/plain 64 bytes
L-multipart/mixed 1608 bytes
F—multipart/alternative 1202 bytes
| —text/plain 427 bytes
| .—text/html 508 bytes
L— image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <0e210732-9184-5855-9a95-2a635560d3a6@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:19:02 -0500

MITeHAYJKoZIhvcNAQcDoIIeDTCCHgkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BoqOMAOGCSqGSIb3DQEBAQUABIIBAAOKMSPNg+CcWNJIVCbPBeSpZbXks3myShz3E0
bUW2BwUhb1UGUXNgcFJyvDABOeYHXa6U3BHUJC6DwWqwlESFCpsCQuZqrBbskePgV
VRKA1tBb8K2+gArXT1lSYg14dOhhzy/qBAJmyf6JBkzr TcNmndsZe@4wWK11b8BfJY(78Y387vNn3CXsrqH+L1LDJIjqT2X0ONMYKtWtwjYQ7
em70YgIA/R06951QbowkAY8Rov42cxWUmVeUicU3MmiNOoiBASEM+1105kUvI3H3
tA81AH71FXuTX2rHrVclfKSLrHjFOVYXx061y93/DG16JInLHVONpCTu3+avrGuTCC
Gu4GCSQGSIb3DQEHATAABYlghkgBZQMEAQIEEK6OEiIMAGEOG1YVOjIJ5jUiAghrA
Neb6sK0176aT5ELOauda/XWYUZvn9qoGG9dp6SAaliS208zmEgyZyPhdoSIs7wRX
d/pP/iNoITUD6tcWewEY1Z0oBF8+0zcinaf3jthQL1lrnVf7X001WTDK/pRjUOFSYyV
KFPx9u1qcWxCs8v1cL1CNR74nySEM4sre3ZxaZrkxAO1LDQK]ji0VFWKGLTWIpgNw
3NuUZel3dCNXZqrLAuGedX3guNXYP/RtAL231CU50FSwscO1fsKt730K+Pvvj7+F
1RiCPXx+9P+1jQPf2cFnpKZ0ObeF5EVMPGT2HwptXnalLVAPz1KX38Hedy4LENKzO1
NNNmE615jkCv57B1PaamC1zrCBnAfrTAM3E6MPiC6yRNYPLMAjuyHQfFNF4wJHCQ
HbkDGEzY6U2hwIgD2DJIXGQOGpV4hLj3AX8PXC7PI98X00LU4BTES+zaCvXxCJIYWG2
+K1zCtDp47xrUYpWM11i4LVRgKItfyz+oQmShiRr/Ie/QeU1fGO4142IP2kpsB7A
/jPsqvZUHBlooQnAvpjZocwWdQYSznsVCOpu76grXUsaIsb4aNAkdYcrDgNwbY6zdM
QmgfKU7JIWfzXUQn5R8CMCBLNL1gAPV4A0q/PecHVPIX]jToodOOGAWTYGYmMLDSMma/
SGlrxv767FD8gnwMDNkOedgsP3U0Z+qjVvHHg31VI/kDH5x4WmnUfzpFZgaTu2GBT
WZJVR3D4reM+7ppgKHL5f7rI1zabUIHbGI9Y+VN5Usf03VVdeMzioix45v5u5C5eQ
Y6Ce0doonm7JZMn2r pf6VEANXzHBixgjyY9ZgIQXn5sibRV4vD/qqvkKQsdm99qt
2kXjKb64WOTpPg5mGsouHLrZwLa8uoeJQ10Y80oxmRWcgp66Qp480G2F0eV6J05IcC
e/6zVSTVIEL/Vjwr4LKKBmh1rxsPOEXTQXCVHsSjO7qpV500]j5Wn7eaEWUOAXXKWe
0npVzB425Sx1BSgKhv5Jyfy5+NelL1DUWNM671iCIzKy7rTVOxy3fG3b6ulQzLyFs
2/Y63S4StzziJbBEF8WIM9z8TQOCYX90MSAN99227ZbogHzQNKy7glkGcB2htQPjF
BOKIOFavJqP8GMUBYyte2qo9FO0ve2gt1hNHiT7cIAGjm6/1i5AX4gM/GXOLXKK3Em
WisjwDbLvUrlYtUJAGZTfwC8dsd6i3EWINkgb40A1lGr18qga4FsRLUTXU+t7XyAHdL
gNYE80usIf391hL3HVIDMF6AgTA4TYyONNST1FRCBF5Y6U08ZIQb1SFAVTTMSE2Geq
VFDzVCIb60Gr1lnmhwWvOW20FEGB]jTFXxt3HZBF40E7plESAUDEEZH3IX0dJeqVtOF1
uSULT6DTzFDI8ulhLLnkhad+XSKkNZtAj585s8VWQELTIINGbuUFLVY6eU4irsQ/sw



3h20gqVsPOmM9taF8h8xQ82Cam+0k90MPEtOYkZ1G0ed4x861G6]jraQweNO7qwmhsS
C5n0jDaSAIF1proCmBTpgbhS3TktO+ZBO5VKrywl3KM2tUwKTyDovrkx12wWhjK+Mj
Xji9A7IXzVnn9H3eMcPAewYSbsuflUEpV5Kq9vZhriFMZUeVPDaw+PtD9hBOKCKT
169g0Z0+XY(qeJSzTCVheYp5LCqQOKS93ptpeE1IKP7M8ME6QXVknxcLXWWqrB8aE2q+
DJgXUdLPUJPOC+H30FsyV5dLbuJRvVa7cUvH+IY/iwtGwDG44/ZKkAveXFDu9r fKT
YALVpdmGMTWmWO3m7 f6uxy3condg0dDL1kTzQ2wZu/cdkm+580kL26KmftTVtwCZ
dqy3nYiw9R/kin8uTj4TrEecI0415pcWQ2yfMPVhUHCfrn9JV7eLcvxSavwloy12
DKCNXw4FGiPo+6wOdTIT2axXZDHkxRzmFebYD1hr1UbOCW7CfJdkWjsPyDLkw5MP
Y1lbvtlwWAzackfQu417JIng3wWgDofQtQibOYxriwfPnzTfkyp5iggYcIarmdxYqoDg
+oheuv6feQWDNqq36dB4DKFVgGtUYTxXjBSwdedgzBW7AuwizZSfH7wa/+iphdksJ
P97BGRPrRoNOzmtDcQFuUI91do92A8PnB7+7DNvheFaxCHKEFsPpMX8z0ON3P7kSQQ
HvLcbcJBtH1RHGIaRSWY(QqZujLFE50t1C00ncNRAGTOrFi1GFGtA9mIsNtfIAecSU jLw5c3Fhrys+EbFMFGB
SGqgOYV1DC1FzVOmuCh®Z/ZBigcuCMA9p7y7UuQwQVid52xhykMQZIbj6QwrmoQ3
wXESQYQomiLon/00f5KWGCF3CgdG5J41ic80UOWWWXUj/w4d2zXzbON7HGOOULOTA
NjbeOPROIXibe37kknekXgH4NZZyhQytOpWbGt423IzF5HYs0OnqgUg3xnvAmmBj
Nkm7GMIFUHATKTNnTckmmbB/AoyucwglfE5vvzrNABTma8tHIQv14gTOKUBAETU2T
AgnB25e3jz3T1ZoMUshTubcoIOv4dAbyBNPOCUiw0i901wyoTt33gy8Iyet0fkYS/
C6641TjHg6sxPym4tBgi9J3p6vgplULPIN1V7YMX1jvaCG5fIxG4wouP4evt3zwD
w5ArhYyafGCsBewemFNM2nsn1861wWOHoumNUsnrs2L1u®/gbOqEKDICELYYyZuj4y
6d3CcRXVv/5C2Gx11cf4LRhiR7hRtZKFsmd7y2QgsdBrxqgxy5n/SDzmT+gGPUp5/hN
€17wo001+rdHBDT2p3L7zxepCpyjCvMYOXwwmki7yOFpo03gp79BBGzo7eZQkWm9e
WUXjFsSPsZR14x6ZLu9xSrohGDjB3rdd0g9A1Kgx6t1lmzdg98msxQvdyYzbt/1D16f
XbxWiBvIOgI4/tFSmduKhw7tuyrgge053c+KO7XdfVH/1LC84IGQOE]jpFGLU4SLT
BIUplEZ618EJOTKQOKOT8zwiOyVIPELBsy48UXCTOh3VdO2YPI1lkaJFnniCyjJIx5
CcH/sLjaotbKc0721foPtP4XbMnLOO8XD8aUjxpglgam29fAEZwWv01lvO1lwVVD4J8
NMFKYEbtYVOMtyuXVAKr4Ixw2ns8dMIXmOkfqFW1lfJdsABfdd4wtxBQbPSN2R36F
yYMVPSBUbsTLJkn1k1RQbhR1YUSMU]jJUEY47e0b8MFUbdHWjUG33R1nOhucvGrhk



7drbe/YvjRkSGggudIm3oqnliJApDBc/T5E7B4zYdKGKI+KV5LB/XxFFI91628AF0
UAMPjZNmUT70/YdS7H1tLuUJi9QVuvZOKOsVhsDsnl1XG0Zmz51qQJiwid4/441QKo
XB1ZBzp9BxTZdb0OxggV/ikBGjscrhG/H+191g67HzYsb4Ag43WEYNGQtSAhQUraM
BQ6Wc8PoHDDPdydtKA®saujL8+WUUczht1iHOOs7vi8He®Hop3g/vnufzYjY2Lzr
A7uUCjBiFwMjKKYQODOUECWEOLfpOwnl1lJIsbrl86dmu2ekckIbdng+G+FUwE2mrMf2
zfk83YEV2K9bPdHhwvzmHhP+DKzdj5MpMKIbIcMux5jPTS7gfBtOqbxm98+LXKX+
60YKOLINTSnPiVW2uaZruebLBk1FTt8WLQ9q]jYPvxxfdnsGMSxp8CcmwWtZxvWbRtC
Z1yHuUN+2E6ZYzJLh4Vpz7FFw5J04KziWNOedvB7A0Cc8BJylnp77mOaAWECPMCifB
WObiwHIIE+UtuSFCbO9HADLXCrc/eojjgUEZ90kibxPAYF/jraiFhAnOKcpunphn
Xj6Xg3jp5gHYvaF9XMHOON+t9v8E+MBbEiW4mNOQhbHOXAKZ8Vbj JdIE5m8yDgotQ
06WZLtMZ3yro0ygVKAMFTZW+IHTiuMk+covozZdssEFAauj6+YUyzs10wdnrwQuv/
002L3LDyfgLmdpjPxaVwt fWjmRkHFXxv1/H8Q4CaMxdOVOhh+qn+pvPsAOitAQ40/
8GQ4CIsS7IENSTZN11tOz++2XxXXAhOVZVKkSJIv/PKySfiAog/Iy/jmOAzpH2D1VSC
rtnRchbGOqzlFpsTcfdXiezxGbla5xgfknpCy2af/AUBYyFOQ6TDS9OAEOCOWD3XrDz
F8qcvGXe6rPk05dHj6HYe5P4vwZgPLrI/0GCNUSArnNSWX2Gelogwkmz3sFaM+jo
Em7hj8219zGSBP91E9AND7Y/3WDYRq3T1nGq/hr7hcKWOsxq5icIRXGFCHS3KHM/
359TQ443YWCTkuylpfZdSAe9Ezki/EWB35SaV/4SaPWZVUFa@GxXYwV2mimmaByvJ
rMsnwkQuNoDy/5ccMgPmjuM1248Zs9VCNObO36wWLYgLNFCp@5cnmcl12LRp8pid6Ww@tWHc
PJw/UNgw20DpbWEQNIWMXPYD8NCIVSTQ3BzXbY7zfmbPRRCAOUdHWQ47RP66ImSN
ZzA6exAJfRIzyjOYznT6hqfAscsRtYZNYGjAJIkUt j3ckNZkDWz1rBnBwMuvLtrr/
o+eeK+/zD8PF6DGD3iokIerhLIDZMMET/0W49D1cD7yu3MV2qTFBudLINg/uVBjT
PMOUEGQLkIBh+TP1FAa/fqlmNeVONEdUieJIvXd+FMgoO/tRK7iBuIc6FuhpSMmX
zuaA4ctz3gyP67Asx9q7xUGwZpmjrzD4FRCZeen8Nj1S9dYEdU]jJI3v8G/kgBQQfc
4mdSD7u+AuH2Y4WnjJfifIm8NycnjB86kL0o5/sbuiqipsvLKmyMOCEDA8SbCcPA7r
GBDsSHt8vC218HZHWamI jAxfAb+ggL/RuFoalLNggI738SMBlekZH+dDnLobylpQH]YOTftu3XhSRYKS



R1bb1wQQWBXxW6eB56/125/cz91PGpZsWFgPub/Yc1TxZ50x1xjdiBwW1iqT3NidQd
W71iGIDX+kwd7UGWAIET1uUBZMHSPUXXBtrKurgiuH7hQEjAk29sHpk1JQI4J/ZkN
11ZSfk4yHwwqt4RzTH8S+umZYtEONKOWoDT1x2Xk7m2G1legh0zGYknulsOMgwMwWC
7zHrKben8nWLANSXYuWePm9pSOEeXtwCE9OUPCGWOKTqOuUbzYpZry884J8uw+e+9
D9SxrAd4BLjEcQW8gVJIhPNnvfdx1iSRwyIk6f+Qy3wQ3dOnF7wwQoRFNpUi+MpSc
2RMLciHhcroQONG71XG7XE+c405TQ0GXb81eAaGH7G3fEILGOaVnxfYMcumL2xk7
kfToo/UbqfgviwezMz JUZxv2X+HKDBWWGYdj75Tq71VIN+Y2dwt jfOHmror Tfwzg
z+jgF+1ufbrGhmsuoP+Zy7nqifF1G6KgABS+9TXWg4rZWxGh6/SIRYu49C5F8EDD
P4JNm+1ntLgBaRzZqbLXQ2zua+nrG0/Ja/JEjdQTfRYXQOt7X5W2PMIVXLFmtCL+AS
Nn2Qs0AXcgQbnYRI5KYVKkzJ8PBIP7TegmMhgi+nY9wlKNMbmAiEiYcIgqgJ9NUaL2
by6eQGK/ELXUCA1pAbBEYiGNN/uH9ttINrhi0z0Gd8D6MajMmwNqrbERXHY1xkGKf
j1i76puXo71TTCak82jvkbTq+T180LigbyaTLhTBC7ngeN/3BcvJIEOZzjaGGRURGA
9zMXWyB7HO3entzGRMSGNexkR94G8b1UbAQN3GRCcXRT3hTvd48ksocIeDNYx3HD1
44t 6pEXdRBROYPp+kVXSrph4vdOKYLdh6y019dPyOvw4am5NrDd4uNtUOKWtGMhn2
WE71YS13b5vy7w0QaP9Jgps64bhf3iRAr1gSAkoTOr FWOfDIR7VV5rwSRaB/re7y
dS8ddUx/0qIE+/iddSWKKPZIIDWiCQrcUxQq0jS5fxDnzoaaqllOumEDR1zy9KdX
5UyWiNctfexihp8WuPGsO5WoqdaVUUHLBaa3ZzIEghVmXW/0CReAXjIwZpsSOUHWI
PilkacVmrYOp2MsglwWqw74MekZZxf/v90AP1kFkA12psIw5fnYXKiejtsrx0OvXdI
OUc55ruTMaMI/SqihEwu6CRj jSDCr6xaFM1KhsE/XAK1iJZHOU80QaTm5yT42Cd47
2n6rCBQMKB0OJBKELW+YZON7vOKcT1gogx80XcAOUzZLXx9/JLfax1fUuKt8dx8kPzzZ
UKEdz448mE/V90sUVHGPV1rS0ZGSaxe+0KChRRUpYM12xcv1dvbDxynLfRI60UYQ
0C2cHOUJ4wCTCQqlRKVV1pZBYRGMQZzfgtZNuFPXkGMfgJd/nMtKasqPNdqTglFubI
jyug8xdFzYuIeydv7m6Tf2jBawV8zHbQ/2ZkL18WUPU=

Appendix B. Additional information

B.1. Stored Variants of Messages with Bcc

Messages containing at least one recipient address in the Bcc header

field may appear in up to three different variants:
1. The Message for the recipient addresses listed in To or Cc
header fields, which must not include the Bcc header field

neither for signature calculation nor for encryption.

2. The Message(s) sent to the recipient addresses in the Bcc
header field, which depends on the implementation:

a) One Message for each recipient in the Bcc header field

separately, with a Bcc header field containing only the address

of the recipient it is sent to.

b) The same Message for each recipient in the Bcc header field

with a Bcc header field containing an indication such as
"Undisclosed recipients", but no addresses.
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c) The same Message for each recipient in the Bcc header field
which does not include a Bcc header field (this Message is
identical to 1. / cf. above).

3. The Message stored in the 'Sent'-Folder of the sender, which
usually contains the Bcc unchanged from the original Message,
i.e., with all recipient addresses.

The most privacy preserving method of the alternatives (2a, 2b, and
2c) is to standardize 2a, as in the other cases (2b and 2c),
information about hidden recipients is revealed via keys. In any
case, the Message has to be cloned and adjusted depending on the
recipient.

endix C. Text Moved from Above

Note: Per an explicit request by the chair of the LAMPS WG to only
present one option for the specification, the following text has
been stripped from the main body of the draft. It is preserved in an

Appendix for the time being and may be moved back to the main body
or deleted, depending on the decision of the LAMPS WG.

MIME Format
Currently there are two options in discussion:

1. The option according to the current S/MIME specification (cf.
[RFC8551])

2. An alternative option that is based on the former "memory hole"
approach (cf. [I-D.autocrypt-lamps-protected-headers])

.1. S/MIME Specification
Note: This is currently described in the main part of this document.

.1.1. Alternative Option Autocrypt "Protected Headers" (Ex-"Memory
ell)

An alternative option (based on the former autocrypt "Memory Hole"
approach) to be considered, is described in [I-D.autocrypt-lamps-
protected-headers].

Unlike the option described in Appendix C.1.1, this option does not
use a "message/RFC822" wrapper to unambiguously delimit the Inner
Message.




Before choosing this option, the following two issues must be
assessed to ensure no interoperability issues result from it:

1. How current MIME parser implementations treat non-MIME Header
Fields, which are not part of the outermost MIME entity and not
part of a Message wrapped into a MIME entity of media type
"message/rfc822", and how such Messages are rendered to the
user.

[I-D.autocrypt-lamps-protected-headers] provides some examples
for testing this.

2. MIME-conformance, i.e. whether or not this option is (fully)
MIME-conformant [RFC2045] ff., in particular also Section 5.1.
of [REC2046] on "Multipart Media Type). In the following an
excerpt of paragraphs that may be relevant in this context:

The only header fields that have defined meaning for body parts
are those the names of which begin with "Content-". All other
header fields may be ignored in body parts. Although they
should generally be retained if at all possible, they may be
discarded by gateways if necessary. Such other fields are
permitted to appear in body parts but must not be depended on.
"X-" fields may be created for experimental or private
purposes, with the recognition that the information they
contain may be lost at some gateways.

NOTE: The distinction between an RFC 822 Message and a body
part is subtle, but important. A gateway between Internet and
X.400 mail, for example, must be able to tell the difference
between a body part that contains an image and a body part
that contains an encapsulated Message, the body of which is a
JPEG image. 1In order to represent the latter, the body part
must have "Content-Type: message/rfc822", and its body (after
the blank line) must be the encapsulated Message, with its own
"Content-Type: image/jpeg" header field. The use of similar
syntax facilitates the conversion of Messages to body parts,
and vice versa, but the distinction between the two must be
understood by implementors. (For the special case in which
parts actually are Messages, a "digest" subtype is also
defined.)

The MIME structure of an Email Message looks as follows:



<Outer Message Header Section (unprotected)>
<Quter Message Body (protected)>

<Inner Message Header Section>

<Inner Message Body>
The following example demonstrates how an Original Message might be
protected, i.e., the Original Message is contained as Inner Message
in the Protected Body of an Outer Message. It illustrates the first
Body part (of the Outer Message) as a "multipart/signed"
(application/pkcs7-signature) media type:
Lines are prepended as follows:

*"0: " Outer Message Header Section

*"T: " Message Header Section



0: Date: Mon, 25 Sep 2017 17:31:42 +0100 (GMT Daylight Time)
0: Message-ID: <ed4a483chb-1dfb-481d-903b-298c92c21f5e@m.example.net>
0: Subject: Meeting at my place
0: From: "Alexey Melnikov" <alexey.melnikov@example.net>
0: MIME-Version: 1.0
0: Content-Type: multipart/signed; charset=us-ascii; micalg=shail;
0: protocol="application/pkcs7-signature";
0: boundary=boundary-AM
This is a multipart message in MIME format.
--boundary-AM
I: Date: Mon, 25 Sep 2017 17:31:42 +0100 (GMT Daylight Time)
I: From: "Alexey Melnikov" <alexey.melnikov@example.net>
I: Message-ID: <e4a483cb-1dfb-481d-903b-298c92c21f5e@m.example.net>
I: MIME-Version: 1.0
I: MMHS-Primary-Precedence: 3
I: Subject: Meeting at my place
I: To: somebody@example.net
I: X-Mailer: Isode Harrier Web Server
I: Content-Type: text/plain; charset=us-ascii

This is an important message that I don't want to be modified.
--boundary-AM
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature
[[base-64 encoded signature]]
--boundary-AM- -
The Outer Message Header Section is unprotected, while the remainder

(Outer Message Body) is protected. The Outer Message Body consists
of the Inner Message (Header Section and Body).

The Inner Message Header Section is the same as (or a subset of) the
Original Message Header Section.

The Inner Message Body is the same as the Original Message Body.
The Original Message itself may contain any MIME structure.
C.1.2. Sending Side

To ease explanation, the following describes the case where an
Original (message/rfc822) Message to be protected is present. If
this is not the case, Original Message means the (virtual) Message
that would be constructed for sending it as unprotected email.



C.1.2.1. Inner Message Header Fields

It is RECOMMENDED that the Inner Message contains all Header Fields
of the Original Message with the exception of the following Header
Field, which MUST NOT be included within the Inner Message nor
within any other protected part of the Message:

*Bcce

[[ TODO: Bcc handling needs to be further specified (see also
Appendix B.1). Certain MUAs cannot properly decrypt Messages with
Bcc recipients. ]]

C.1.2.2. \Wrapper

The wrapper is a simple MIME Header Section followed by an empty
line preceding the Inner Message (inside the Outer Message Body).
The media type of the wrapper MUST be "message/RFC822" and MUST
contain the Content-Type header field parameter "forwarded=no" as
defined in [I-D.melnikov-iana-reg-forwarded]. The wrapper
unambiguously delimits the Inner Message from the rest of the
Message.

C.1.2.3. Cryptographic Layers / Envelope
[[ TODO: Basically refer to S/MIME standards ]]
C.1.2.4. Sending Side Message Processing

For a protected Message the following steps are applied before a
Message is handed over to the Submission Entity:

C.1.2.4.1. Step 1: Decide on Protection Level and Information
Disclosure

The implementation which applies protection to a Message must
decide:

*Which Protection Level (signature and/or encryption) shall be
applied to the Message? This depends on user request and/or local
policy as well as availability of cryptographic keys.

*Which Header Fields of the Original Message shall be part of the
Outer Message Header Section? This typically depends on local
policy. By default, the Essential Header Fields are part of the
Outer Message Header Section; cf. Appendix C.1.2.5.

*Which of these Header Fields are to be obfuscated? This depends
on local policy and/or specific Privacy requirements of the user.



By default only the Subject Header Field is obfuscated; cf.
Appendix C.1.2.5.

C.1.2.4.2. Step 2: Compose the Outer Message Header Section

Depending on the decision in Appendix C.1.2.4.1, the implementation
shall compose the Outer Message Header Section. (Note that this also
includes the necessary MIME Header Section part for the following
protection layer.)

Outer Header Fields that are not obfuscated should contain the same
values as in the Original Message (except for MIME Header Section
part, which depends on the Protection Level selected in Appendix C.
1.2.4.1).

C.1.2.4.3. Step 3: Apply Protection to the Original Message

Depending on the Protection Level selected in Appendix C.1.2.4.1,
the implementation applies signature and/or encryption to the
Original Message, including the wrapper (as per [RFC8551]), and sets
the resulting package as the Outer Message Body.

The resulting (Outer) Message is then typically handed over to the
Submission Entity.

[[ TODO: Example ]]
C.1.2.5. Outer Message Header Fields
C.1.2.5.1. Encrypted Messages

To maximize Privacy, it is strongly RECOMMENDED to follow the
principle of Data Minimization (cf. Section 2.1).

However, the Outer Message Header Section SHOULD contain the
Essential Header Fields and, in addition, MUST contain the Header
Fields of the MIME Header Section part to describe Cryptographic
Layer of the protected MIME subtree as per [REC8551].

The following Header Fields are defined as the Essential Header
Fields:

*From
*To (if present in the Original Message)
*Cc (if present in the Original Message)

*Bcc (if present in the Original Message, see also Appendix B.1)



*Date
*Message-1ID
*Subject

Further processing by the Submission Entity normally depends on part
of these Header Fields, e.g. From and Date HFs are required by
[REC5322]. Furthermore, not including certain Header Fields may
trigger spam detection to flag the Message, and/or lead to user
experience (UX) issues.

For further Data Minimization, the value of the Subject Header Field
SHOULD be obfuscated as follows:

* Subject: [...]

and it is RECOMMENDED to replace the Message-ID by a new randomly
generated Message-ID.

In addition, the value of other Essential Header Fields MAY be
obfuscated.

Non-Essential Header Fields SHOULD be omitted from the Outer Message
Header Section where possible. If Non-essential Header Fields are
included in the Outer Message Header Section, those MAY be
obfuscated too.

Header Fields that are not obfuscated should contain the same values
as in the Original Message.

If an implementation obfuscates the From, To, and/or Cc Header
Fields, it may need to provide access to the clear text content of
these Header Fields to the Submission Entity for processing
purposes. This is particularly relevant, if proprietary Submission
Entities are used. Obfuscation of Header Fields may adversely impact
spam filtering.

(A use case for obfuscation of all Outer Message Header Fields is
routing email through the use of onion routing or mix networks, e.g.

[pEp.mixnet].)

The MIME Header Section part is the collection of MIME Header Fields
describing the following MIME structure as defined in [REC2045]. A
MIME Header Section part typically includes the following Header
Fields:

*Content-Type

*Content-Transfer-Encoding



*Content-Disposition

The following example shows the MIME Header Section part of an S/
MIME signed Message (using application/pkcs7-mime with SignedData):

MIME-Version: 1.0

Content-Type: application/pkcs7-mime; smime-type=signed-data;
name=smime.p7m

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7m

Depending on the scenario, further Header Fields MAY be exposed in
the Outer Message Header Section, which is NOT RECOMMENDED unless
justified. Such Header Fields may include e.g.:

*References
*Reply-To
*In-Reply-To
C.1.2.5.2. Unencrypted Messages

The Outer Message Header Section of unencrypted Messages SHOULD
contain at least the Essential Header Fields and, in addition, MUST
contain the Header Fields of the MIME Header Section part to
describe Cryptographic Layer of the protected MIME subtree as per
[REC8551]. It may contain further Header Fields, in particular those
also present in the Inner Message Header Section.

Appendix D. Document Considerations
[[ RFC Editor: This section is to be removed before publication ]]

This draft is built from markdown source, and its development is
tracked in a git repository.

While minor editorial suggestions and nit-picks can be made as merge
requests, please direct all substantive discussion to the LAMPS
mailing list at spasm@ietf.org.

Appendix E. Document Changelog
[[ RFC Editor: This section is to be removed before publication ]]
*draft-ietf-lamps-header-protection-04

-add test vectors


https://gitlab.com/dkg/lamps-header-protection
https://gitlab.com/dkg/lamps-header-protection
https://gitlab.com/dkg/lamps-header-protection
https://www.ietf.org/mailman/listinfo/spasm
https://www.ietf.org/mailman/listinfo/spasm

-add "problems with Injected Messages" subsection
*draft-ietf-lamps-header-protection-03

-dkg takes over from Bernie as primary author

-Add Usability section

-describe two distinct formats "Wrapped Message" and "Injected
Headers"

-Introduce Header Confidentiality Policy model
-Overhaul message composition guidance

-Simplify document creation workflow, move public face to
gitlab

*draft-ietf-lamps-header-protection-02
-editorial changes / improve language
*draft-ietf-lamps-header-protection-01
-Add DKG as co-author
-Partial Rewrite of Abstract and Introduction [HB/AM/DKG]
-Adding definiations for Cryptographic Layer, Cryptographic

Payload, and Cryptographic Envelope (reference to [I-D.dkg-
lamps-e2e-mail-quidance]) [DKG]

-Enhanced MITM Definition to include Machine- / Meddler-in-the-
middle [HB]

-Relaxed definition of Original message, which may not be of
type "message/rfc822" [HB]

-Move "memory hole" option to the Appendix (on request by Chair
to only maintain one option in the specification) [HB]

-Updated Scope of Protection Levels according to WG discussion
during IETF-108 [HB]

-Obfuscation recommendation only for Subject and Message-Id and
distinguish between Encrypted and Unencrypted Messages [HB]

-Removed (commented out) Header Field Flow Figure (it appeared
to be confusing as is was) [HB]



*draft-ietf-lamps-header-protection-00

-Initial version (text partially taken over from [I-D.ietf-
lamps-header-protection-requirements]

Appendix F. Open Issues

[[ RFC Editor: This section should be empty and is to be removed
before publication. ]]

*Ensure "protected header" (Ex-Memory-Hole) option is (fully)
compliant with the MIME standard, in particular also [RFC2046],
Section 5.1. (Multipart Media Type) Appendix C.1.1.1.

*Test Vectors! We can point to the relevant test vector in the
main text by reference. We should also include in the test
vectors an encrypted message that references another message, so
we can observe the effect of the HCP on threading.

*Should Outer Message Header Section (as received) be preserved
for the user? (Section 4.1.4.5)

*Decide on whether or not merge requirements from [I-D.ietf-lamps-

header-protection-requirements] into this document.

*Decide what parts of [I-D.autocrypt-lamps-protected-headers] to
merge into this document.

*Enhance Introduction Section 1 and Problem Statement (Section 2).

*Decide on whether or not specification for more legacy HP
requirements should be added to this document (Section 3.1.2).

*Verify simple backward compatibility case (Receiving Side MIME-
Conformant) is working; once solution is stable and update
paragraphs in Section 4.1, Section 3.1.2.1 and Section 4.2.1
accordingly.

*Verify ability to distinguish between Messages with Header
Protection as specified in this document and legacy clients and
update Section 3.1 accordingly.

*Improve definitions of Protection Levels and enhance list of
Protection Levels (Section 3.2, Section 4).

*Privacy Considerations Section 7

*Security Considerations Section 6
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