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Abstract

S/MIME version 3.1 introduced a mechanism to provide end-to-end
cryptographic protection of e-mail message headers. However, few
implementations generate messages using this mechanism, and several
legacy implementations have revealed rendering or security issues

when handling such a message.

This document updates the S/MIME specification to offer a different
mechanism that provides the same cryptographic protections but with
fewer downsides when handled by legacy clients. Furthermore, it
offers more explicit guidance for clients when generating or
handling e-mail messages with cryptographic protection of message

headers.
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Introduction

Privacy and security issues regarding email Header Protection in S/
MIME have been identified for some time. Most current
implementations of cryptographically-protected electronic mail
protect only the body of the message, which leaves significant room
for attacks against otherwise-protected messages. For example, lack
of header protection allows an attacker to substitute the message
subject and/or author.

This document describes two different structures for how message
headers can be cryptographically protected, and provides guidance
for implementers of MUAs that generate and interpret such messages.
It takes particular care to ensure that messages interact reasonably
well with legacy MUAs.

Two Schemes of Header Protection

This document addresses two different schemes for cryptographically
protecting email header sections or fields and provides guidance to
implementers.

One scheme is the form specified in S/MIME 3.1 and later, which
involves wrapping a message/rfc822 or message/global MIME object
with a Cryptographic Envelope around the message to protect. This
document calls this scheme "Wrapped Message", and it is documented
in more detail in [RFC8551]. Experience has shown that this form
does not interact well with some legacy MUAs (see Section 1.2).



Consequently, another form of header protection is introduced, where
the protected header fields are placed directly on the Cryptographic
Payload, without using an intervening message/* MIME object. This
document calls this scheme "Injected Headers", and it is documented
in more detail in this document, in Section 2.3.3 and Section 2.5.3.

1.2. Problems with Wrapped Messages

Several legacy MUAs have revealed rendering issues when dealing with
a message that uses the Wrapped Message header protection scheme.

In the worst cases, some mail user agents cannot render message/
rfc822 message subparts at all, in violation of baseline MIME
requirements as described on page 5 of [RFC2049]. This leaves all
wrapped messages unreadable by any recipient using such a MUA.

In other cases, the user sees an attachment suggesting a forwarded
email message, which -- in fact -- contains the protected email
message that should be rendered directly. In most of these cases,
the user can click on the attachment to view the protected message.

However, viewing the protected message as an attachment in isolation
may strip it of any security indications, leaving the user unable to
assess the cryptographic properties of the message. Worse, for
encrypted messages, interacting with the protected message in
isolation may leak contents of the cleartext, for example, if the
reply is not also encrypted.

1.3. Problems with Injected Headers

A legacy MUA dealing with an encrypted message that has some header
fields obscured using the Injected Headers scheme will not render
the obscured header fields to the user at all. A workaround "legacy
display" mechanism is provided in this document, which most legacy
MUAs should render to the user, albeit not in the same location that
the header fields would normally be rendered.

1.4. Motivation

Users generally do not understand the distinction between message
body and message header. When an e-mail message has cryptographic
protections that cover the message body, but not the header fields,
several attacks become possible.

For example, a legacy signed message has a signature that covers the
body but not the header fields. An attacker can therefore modify the
header fields (including the Subject header) without invalidating
the signature. Since most readers consider a message body in the
context of the message's Subject header, the meaning of the message



itself could change drastically (under the attacker's control) while
still retaining the same cryptographic indicator of authenticity.

In another example, a legacy encrypted message has its body
effectively hidden from an adversary that snoops on the message. But
if the header fields are not also encrypted, significant information
about the message (such as the message Subject) will leak to the
inspecting adversary.

However, if the sending and receiving MUAs ensure that cryptographic
protections cover the message headers as well as the message body,
these attacks are defeated.

1.4.1. Backward Compatibility

If the sending MUA is unwilling to generate such a fully-protected
message due to the potential for rendering, usability,
deliverability, or security issues, these defenses cannot be
realized.

The sender cannot know what MUA (or MUAs) the recipient will use to
handle the message. Thus, an outbound message format that is
backward-compatible with as many legacy implementations as possible
is a more effective vehicle for providing the whole-message
cryptographic protections described above.

This document aims for backward compatibility with legacy clients to
the extent possible. In some cases, like when a user-visible header
like the Subject is cryptographically hidden, the message cannot
behave entirely identically to a legacy client. But accommodations
are described here that ensure a rough semantic equivalence for
legacy clients even in these cases.

1.4.2. Deliverability

A message that cannot be delivered is less useful than a message
with perfect cryptographic protections. Senders want their messages
to reach the intended recipients.

Given the current state of the Internet mail ecosystem, encrypted
messages in particular cannot shield all of their header fields from
visibility and still be guaranteed delivery to their intended
recipient.

This document accounts for this concern by providing a mechanism
(Section 2.3.2) that prioritizes initial deliverability (at the cost
of some header leakage) while facilitating future message variants
that shield more header metadata from casual inspection.




1.5. Other Protocols to Protect Email Header Fields

A separate pair of protocols also provides some cryptographic
protection for the email message header integrity: DomainKeys
Identified Mail (DKIM) [RFC6376], as used in combination with
Domain-based Message Authentication, Reporting, and Conformance
(DMARC) [RFC7489]. This pair of protocols provides a domain-based
reputation mechanism that can be used to mitigate some forms of
unsolicited email (spam).

However, the DKIM+DMARC suite provides cryptographic protection at a
different scope than the mechanisms described here. In particular,
the message integrity and authentication signals provided by
DKIM+DMARC correspond to the domain name of the sending e-mail
address, not the sending address itself, so DKIM+DMARC not provide
end-to-end protection. DKIM+DMARC are typically applied to messages
by (and interpreted by) mail transfer agents, not mail user agents.
The mechanisms in this document are typically applied to messages by
(and interpreted by) mail user agents.

Furthermore, DKIM+DMARC only provides cryptographic integrity and
authentication, not encryption. So cryptographic confidentiality is
not available from that suite.

DKIM+DMARC can be used on any message, including messages formed as
described in this document. There should be no conflict between
these schemes.

1.6. Applicability to PGP/MIME

This document describes end-to-end cryptographic protections for e-
mail messages in reference to S/MIME ([RFC8551]).

Comparable end-to-end cryptographic protections can also be provided
by PGP/MIME ([RFC3156]).

The mechanisms in this document should be applicable in the PGP/MIME
protections as well as S/MIME protections, but analysis and
implementation in this document focuses on S/MIME.

To the extent that any divergence from the mechanism described here
is necessary for PGP/MIME, that divergence is out of scope for this
document.

1.7. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].



1.8. Terms
The following terms are defined for the scope of this document:

*S/MIME: Secure/Multipurpose Internet Mail Extensions (see
[RFC8551])

*PGP/MIME: MIME Security with OpenPGP (see [RFC3156])

*Message: An Email Message consisting of Header Fields
(collectively called "the Header Section of the message'")
followed, optionally, by a Body; see [REC5322].

Note: To avoid ambiguity, this document avoids using the terms
"Header" or "Headers" in isolation, but instead always uses
"Header Field" to refer to the individual field and "Header
Section" to refer to the entire collection.

*Header Field: A Header Field is a line beginning with a field
name, followed by a colon (":"), followed by a field body
(value), and terminated by CRLF; see [REC5322].

*Header Section: The Header Section is a sequence of lines of
characters with special syntax as defined in [RFC5322]. It is the
top section of a Message, and it contains the Header Fields
associated with the Message itself.

*Body: The Body is the part of a Message that follows the Header
Section and is separated from the Header Section by an empty line
(i.e., a line with nothing preceding the CRLF); see [REC5322]. It
is the (bottom) section of Message containing the payload of a
Message. Typically, the Body consists of a (possibly multipart)
MIME [RFC2045] construct.

*Header Protection: cryptographic protection of email Header
Sections (or parts of it) for signatures and/or encryption

*Cryptographic Layer, Cryptographic Payload, Cryptographic
Envelope, Structural Headers, Main Body Part, User-Facing
Headers, and MUA are all used as defined in [I-D.ietf-lamps-e2e-
mail-quidance]

*Legacy MUA: a MUA that does not understand header protection as
described in this document. A Legacy Non-Crypto MUA is incapable
of doing any end-to-end cryptographic operations. A Legacy Crypto
MUA is capable of doing cryptographic operations, but does not
understand or generate messages with header protection.

*Wrapped Message: The header protection scheme that uses the
mechanism described in [RFC8551], where the Cryptographic Payload



is a message/rfc822 or message/global MIME object. (see Section
2.2).

*Injected Headers: The header protection scheme that uses the
mechanism described in this document (see Section 2.1), where the
protected header fields are inserted on the Cryptographic Payload
directly.

*Header Confidentiality Policy: a functional specification of
which header fields should be obscured when composing an
encrypted message with header protection. See Section 2.3.2.

1.9. Document Scope

This document describes sensible, simple behavior for a program that
generates an e-mail message with standard end-to-end cryptographic
protections, following the guidance in [I-D.ietf-lamps-e2e-mail-
guidance]. An implementation conformant to this draft will produce
messages that have cryptographic protection that covers the
message's headers as well as its body.

This document also describes sensible, simple behavior for a program
that interprets such a message, in a way that can take advantage of
these protections covering the header fields as well as the body.

The message generation guidance aims to minimize negative
interactions with any legacy receiving client while providing
actionable cryptographic properties for modern receiving clients.

In particular, this document focuses on two standard types of
cryptographic protection that cover the entire message:

*A cleartext message with a single signature, and

*An encrypted message that contains a single cryptographic
signature.

1.9.1. o0ut of Scope
While the generation guidance aims to provide minimal disruption for
any legacy client, such a client by definition does not implement

this document.

Therefore, the document does not attempt to provide guidance for
legacy clients.



Furthermore, this document does not explicitly contemplate unusual
(and tricky) variants of cryptographic message protections,
including any of these:
*Encrypted-only message (without a cryptographic signature)
*Triple-wrapped message

*Signed message with multiple signatures

*Encrypted message with a cryptographic signature outside the
encryption.

All such messages are out of scope.
2. Specification

As mentioned in Section 1.1, this document describes two ways to
provide end-to-end cryptographic protection for an e-mail message
that includes all header fields known to the sender at message
composition time.

A receiving MUA MUST be able to handle both header protection
schemes, as described in Section 2.5.

A sending MUA MUST be able to generate the Injected Headers scheme
(Section 2.3.3), and MAY generate the Wrapped Message scheme
(Section 2.3.4).

2.1. Injected Headers Scheme

The Injected Headers scheme places all header fields to be protected
directly into the header section of the Cryptographic Payload.

For an encrypted message that has at least one user-visible header
field omitted or obscured outside of the Cryptographic Payload,
those header fields MAY also be duplicated into decorative copies in
the Main Body MIME part of the Cryptograhic Payload itself. These
decorative copies within the message are known as "legacy display
elements".

Composing a message with the Injected Headers scheme is described in
Section 2.3.3. Rendering such a message is described in Section
2.5.3.

2.2. Wrapped Message Scheme

The Wrapped Message scheme creates a message/rfc822 (or message/
global) MIME object containing the message and all header fields to



be protected, and then uses that encapsulated MIME part as the
Cryptographic Payload.

Composing a message with the Wrapped Message scheme is described in
Section 2.3.4. Rendering such a message is described in Section
2.5.4.

2.3. Sending Side

This section describes the process an MUA should use to apply
cryptographic protection to an e-mail message with header
protection. We start by describing the legacy message composition
process as a baseline.

2.3.1. Composing a Cryptographically-Protected Message Without Header
Protection

[I-D.ietf-lamps-e2e-mail-guidance] describes the typical process for
a legacy crypto MUA to apply cryptographic protections to an e-mail
message. That guidance and terminology is replicated here for
reference:

*origbody: the traditional unprotected message body as a well-
formed MIME tree (possibly just a single MIME leaf part). As a
well-formed MIME tree, origbody already has structural headers
(Content-*) present.

*origheaders: the intended non-structural headers for the message,
represented here as a list of (h,v) pairs, where h is a header
field name and v is the associated value. Note that these are
header fields that the MUA intends to be visible to the recipient
of the message. In particular, if the MUA uses the Bcc header
during composition, but plans to omit it from the message (see
section 3.6.3 of [REC5322]), it will not be in origheaders.

*crypto: The series of cryptographic protections to apply (for
example, "sign with the secret key corresponding to X.509
certificate X, then encrypt to X.509 certificates X and Y"). This
is a routine that accepts a MIME tree as input (the Cryptographic
Payload), wraps the input in the appropriate Cryptographic
Envelope, and returns the resultant MIME tree as output.

The algorithm returns a MIME object that is ready to be injected
into the mail system:

*Apply crypto to origbody, yielding MIME tree output
*For each header name and value (h,v) in origheaders:

-Add header h of output with value v



*Return output
2.3.2. Header Confidentiality Policy

When composing an encrypted message with header protection, the
composing MUA needs a Header Confidentiality Policy (HCP). In this
document, we represent that Header Confidentiality Policy as a
function hcp:

*hcp(name, val_in) --> val out: this function takes a header field
name name and initial value val_in as arguments, and returns a
replacement header value val_out. If val_out is the special value
null, it mean that the header field in question should be omitted
from the set of header fields visible outside the Cryptographic
Envelope.

For example, an MUA that only obscures the Subject header field by
replacing it with the literal string [...] and does not offer
confidentiality to any other header fields would be represented as
(in pseudocode):

hcp(name, val_in) - val_out:
if name is 'Subject':
return '[...]"'
else:
return val_in

Note that such a policy is only needed when the end-to-end
protections include encryption (confidentiality). No comparable
policy is needed for other end-to-end cryptographic protections
(integrity and authenticity), as they are simply uniformly applied
so that all header fields known by the sender have these
protections.

This asymmetry is an unfortunate consequence of complexities in
message delivery systems, some of which may reject, drop, or delay
messages where all header fields are removed from the top-level MIME
object.

This document does not mandate any particular Header Confidentiality
Policy, though it offers guidance for MUA implementers in selecting
one in Section 2.4. Future documents may recommend or mandate such a
policy for an MUA with specific needs. Such a recommendation might
be motivated by descriptions of metadata-derived attacks, or stem
from research about message deliverability, or describe new
signalling mechanisms, but these topics are out of scope for this
document.



.3.3. Composing with "Injected Headers" Header Protection

The "Injected Headers" header protection scheme places the header
fields to be protected directly on the cryptographic payload. Unlike
in the "Wrapped Scheme" (see compose-wrapped-message), there is no
wrapping of the message body in any additional message/* MIME part.
This section describes how to generate such a message.

To compose a message using "Injected Headers" header protection, the
composing MUA needs one additional input in addition to the Header
Confidentiality Policy hcp defined in Section 2.3.2.

*legacy: a boolean value, indicating whether any recipient of the
message is believed to have a legacy client. If all recipients
are known to implement this draft, legacy should be set to false.
(How a MUA determines the value of legacy is out of scope for
this document; an initial implementation can simply set it to
true)

Enabling visibility of obscured header fields for decryption-capable
legacy clients requires transforming a header list into a readable
form and including it as a decorative "Legacy Display" element in
specially-marked parts of the message. This document recommends two
different mechanisms for such a decorative adjustment: one for a
text/html Main Body part of the e-mail message, and one for a text/
plain Main Body part. This document does not recommend adding a
Legacy Display element to any other part.

Please see [I-D.ietf-lamps-e2e-mail-guidance] for guidance on
identifying the parts of a message that are a Main Body Part.

The revised algorithm for applying cryptographic protection to a
message is as follows:

*if crypto contains encryption, and legacy is true:
-Create 1ldlist, an empty list of (header, value) pairs
-For each header field name and value (h,v) in origheaders:

oIf h is user-facing (see [I-D.ietf-lamps-e2e-mail-
guidance]):

oIf hcp(h,v) is not v:

oAppend (h,v) to 1ldlist



-If 1dlist is not empty:

oIdentify each leaf MIME part of payload that represents the
"main body" of the message.

oFor each "Main Body Part" bodypart of type text/plain or
text/html:

oInsert Legacy Display element header list 1ldlist into
the content of bodypart (see Section 2.3.3.1 for text/
plain and Section 2.3.3.2 for text/html)

0Add Content-Type parameter hp-legacy-display with value
1 to bodypart

*For each header field name and value (h,v) in origheaders:
-Add header field h of MIME part payload with value v

*Set the protected-headers parameter on the Content-Type of
payload to vi

*Apply crypto to payload, producing MIME tree output
*If crypto contains encryption:
-Create new empty list of header field names and values newh
-For header field name and value (h,v) in origheaders:
oLet newval be hcp(h,v)
oIf newval is not null:
0Add newh[h] to newval
-Set origheaders to newh
*For each header field name and value (h,v) in origheaders:
-Add header field h of output with value v
*Return output
Note that both new parameters (hcp and legacy) are effectively
ignored if crypto does not contain encryption. This is by design,

because they are irrelevant for signed-only cryptographic
protections.



2.3.3.1. Adding a Legacy Display Element to a text/plain Part

For a list of obscured header fields represented as (header, value)
pairs, concatenate them as a set of lines, with one newline at the
end of each pair. Add an additional trailing newline after the
resultant text, and prepend the entire list to the body of the text/
plain part.

For example, if the list of obscured header fields was [("Cc",
"alice@example.net"), ("Subject", "Thursday's meeting")], then a
text/plain part that originally contained:

I think we should skip the meeting.
Would become:

Subject: Thursday's meeting
Cc: alice@example.net

I think we should skip the meeting.
2.3.3.2. Adding a Legacy Display Element to a text/html Part

Adding a Legacy Display Element to a text/html part is similar to
how it is added to a text/plain part (see Section 2.3.3.1). Instead
of adding the obscured header fields to a block of text delimited by
a blank line, the composing MUA injects them in an HTML <div>
element annotated with a class attribute of header-protection-
legacy-display.

The content and formatting of this decorative <div> have no strict
requirements, but they SHOULD represent all the obscured header
fields in a readable fashion. A simple approach is to assemble the
text in the same way as Section 2.3.3.1, wrap it in a verbatim <pre>
element, and put that element in the annotated <div>.

The annotated <div> should be placed as close to the start of the
<body> as possible, where it will be visible when viewed with a
standard HTML renderer.

For example, if the list of obscured header fields was [("Cc",
"alice@example.net"), ("Subject", "Thursday's meeting")], then a
text/html part that originally contained:

<html><head><title></title></head><body>
<p>I think we should skip the meeting.</p>
</body></html>

Would become:



<html><head><title></title></head><body>

<div class="header-protection-legacy-display">
<pre>Subject: Thursday's meeting

Cc: alice@example.net</pre></div>

<p>I think we should skip the meeting.</p>
</body></html>

2.3.3.3. Only Add a Legacy Display Element to Main Body Parts

Some messages may contain a text/plain or text/html subpart that is
not a main body part. For example, an e-mail message might contain
an attached text file or a downloaded webpage. Attached documents
need to be preserved as intended in the transmission, without
modification.

The composing MUA MUST NOT add a Legacy Display element to any part
of the message that is not a main body part. In particular, if a
part is annotated with Content-Disposition: attachment, or if it
does not descend via the first child of any of its multipart/mixed
or multipart/related ancestors, it is not a main body part, and MUST
NOT be modified.

See [I-D.ietf-lamps-e2e-mail-guidance] for more guidance about
common ways to distinguish main body parts from other MIME parts in
a message.

2.3.3.4. Do Not Add a Legacy Display Element to Other Content-Types

The purpose of injecting a Legacy Display element into each Main
Body MIME part is to enable rendering of otherwise obscured header
fields in legacy clients that are capable of message decryption, but
don't know how to follow the rest of the guidance in this document.

The authors are unaware of any legacy client that would render any
MIME part type other than text/plain and text/html as the Main Body.
A generating MUA SHOULD NOT add a Legacy Display element to any MIME
part with any other Content-Type.

2.3.4. Composing with "Wrapped Message" Header Protection

The Wrapped Message header protection scheme is briefly documented
in Section 3.1 [RFEC8551]. This section provides a more detailed
explanation of how to build such a message, and augments it with the
forwarded parameter as described in [I-D.melnikov-iana-reg-
forwarded].

To compose a message using "Wrapped Message" header protection, we
use those inputs described in Section 2.3.1 plus the Header




Confidentiality Policy hcp defined in Section 2.3.2. The new
algorithm is:

*For header field name and value (h,v) in origheaders:
-Add header field h of origbody with value v
*If any of the header fields in origbody, including header fields
in the nested internal MIME structure, contain any 8-bit UTF-8
characters (see section section 3.7 of [RFC6532]):
-Let payload be a new MIME part with one header field: Content-
Type: message/global; forwarded=no, and whose body is
origbody.
*Else:
-Let payload be a new MIME part with one header field: Content-
Type: message/rfc822; forwarded=no, and whose body is
origbody.
*Apply crypto to payload, yielding MIME tree output
*If crypto contains encryption:
-Create new empty list of header field names and values newh
-For header field name and value (h,v) in origheaders:
oLet newval be hcp(h,vVv)
0oIf newval is not null:
oAppend (h,newval) to newh
-Set origheaders to newh
*For header field name and value (h,v) in origheaders:
-Add header field h of output with value v

*Return output

Note that the Header Confidentiality Policy hcp is ignored if crypto
does not contain encryption. This is by design.

2.3.5. Choosing Between Wrapped Message and Injected Headers
When composing a message with end-to-end cryptographic protections,

an MUA SHOULD protect the header fields of that message as well as
the body, using one of the formats described here.



A compatible MUA MUST be capable of generating a message with header
protection using the Injected Headers Section 2.3.3 format.

2.4. Default Header Confidentiality Policy

An MUA SHOULD have a sensible default Header Confidentiality Policy,
and SHOULD NOT require the user to select one.

The default Header Confidentiality Policy SHOULD provide
confidentiality for the Subject header field by replacing it with
the literal string [...]. Most users treat the Subject of a message
the same way that they treat the body, and they are surprised to
find that the Subject of an encrypted message is visible.

[[ TODO: select one of the two policies below the recommended
default ]]

2.4.1. Minimalist Header Confidentiality Policy

Accordingly, the most conservative recommended Header
Confidentiality Policy only protects the Subject:

hcp_minimal(name, val_in) - val_out:
if name is 'Subject':
return '[...]"'
else:
return val_in

2.4.2. Strong Header Confidentiality Policy

Alternately, a more aggressive (and therefore more privacy-
preserving) Header Confidentiality Policy only leaks a handful of
fields whose absence is known to increase rates of delivery failure,
and simultaneously obscures the Message-ID behind a random new one:

hcp_strong(name, val_in) - val_out:
if name in ['From', 'To', 'Cc', 'Date']:
return val_in
else if name is 'Subject':
return '[...]"'
else if name is 'Message-ID':
return generate_new_message_id()
else:
return null

The function generate_new_message_id() represents whatever process

the MUA typically uses to generate a Message-ID for a new outbound
message.



2.4.3. Offering Stronger Header Confidentiality

A MUA MAY offer even stronger confidentiality for header fields of
an encrypted message than described in Section 2.4.2. For example,
it might implement an HCP that obfuscates the From field, or omits
the Cc field, or ensures Date is represented in UTC (obscuring the
local timezone).

The authors of this document hope that implementers with deployment
experience will document their chosen Header Confidentiality Policy
and the rationale behind their choice.

2.5. Receiving Side

An MUA that receives a cryptographically-protected e-mail will
render it for the user.

The receiving MUA will render the message body, a selected subset of
header fields, and (as described in [I-D.ietf-lamps-e2e-mail-
quidance]) provide a summary of the cryptographic properties of the
message.

Most MUAs only render a subset of header fields by default. For

example, few MUAs typically render Message-Id or Received header
fields for the user, but most do render From, To, Cc, Date, and

Subject.

A MUA that knows how to handle a message with header protection
makes the following two changes to its behavior when rendering a
message:

*If it detects that an incoming message had protected header
fields, it renders header fields for the message from the
protected header fields, ignoring the external (unprotected)
header fields.

*It includes information in the message's cryptographic summary to
indicate the types of protection that applied to each rendered
header field (if any).

A MUA that handles a message with header protection does not need to
render any new header fields that it did not render before.



2.5.1. Identifying that a Message has Header Protection

An incoming message can be identified as having header protection
based on one of two signals:

*The Cryptographic Payload has Content-Type: message/rfc822 or
Content-Type: message/global and the parameter forwarded has a
value of no. See Section 2.5.4 for rendering guidance.

*The Cryptographic Payload has some other Content-Type and it has
parameter protected-headers set to vl. See Section 2.5.3 for
rendering guidance.

Messages of both types exist in the wild, and a compliant MUA MUST
be able to handle them both. They provide the same semantics and the
same meaning.

2.5.2. Updating the Cryptographic Summary

Regardless of whether a cryptographically-protected message has
protected header fields, the cryptographic summary of the message
should be modified to indicate what protections the header fields
have.

Each header field individually has exactly one the following
protections:

*unprotected (this is the case for all header fields in messages
that have no header protection)

*signed-only (bound into the same validated signature as the
enclosing message, but also visible in transit)

*encrypted-only (only appears within the cryptographic payload;
the corresponding external header field was either omitted or
obfuscated)

*signed-and-encrypted (same as encrypted-only, but additionally is
under a validated signature)

Note that while the message itself may be signed-and-encrypted, some
header fields may be replicated on the outside of the message (e.g.
Date). Those header fields would be signed-only, despite the message
itself being signed-and-encrypted.

Rendering this information is likely to be complex and messy ---
users may not understand it. It is beyond the scope of this document
to suggest any specific graphical affordances or user experience.
Future work should include examples of successful rendering of this
information.
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.5.3. Rendering a Message with Injected Headers

When the Cryptographic Payload does not have a Content-Type of
message/rfc822 or message/global, and the parameter protected-
headers is set to v1, the values of the protected header fields are
drawn from the header fields of the Cryptographic Payload, and the
body that is rendered is the Cryptographic Payload itself.

.5.3.1. Example Signed-only Message with Injected Headers

L—application/pkcs7-mime; smime-type="signed-data"

& (unwraps to)

L-multipart/alternative [Cryptographic Payload + Rendered Body]
— text/plain
L— text/html

The message body should be rendered the same way as this message:
L-multipart/alternative

— text/plain

L— text/html

It should render header fields taken from part B.

Its cryptographic summary should indicate that the message was
signed and all rendered header fields were included in the
signature.

The MUA SHOULD ignore header fields from part A for the purposes of
rendering.

.5.3.2. Example Signed-and-Encrypted Message with Injected Headers

Consider a message with this structure, where the MUA is able to
validate the cryptographic signature:

L—application/pkcs7-mime; smime-type="enveloped-data"
T (decrypts to)
L—application/pkcs7-mime; smime-type="signed-data"
4 (unwraps to)
L-multipart/alternative [Cryptographic Payload + Rendered Body]
— text/plain
L— text/html

The message body should be rendered the same way as this message:
L-multipart/alternative

— text/plain

L— text/html

It should render header fields taken from part G.



Its cryptographic summary should indicate that the message was
signed and encrypted. As in Section 2.5.4.2, each rendered header
field found in G should be compared against the header field of the
same name from E. If the value found in E matches the value found in
G, the header field should be marked as signed-only. If no matching
header field was found in E, or the value found did not match the
value from G, the header field should be marked as signed-and-
encrypted.

2.5.3.3. Do Not Render Legacy Display Elements

As described in Section 2.1, a message with cryptographic
confidentiality protection MAY include "Legacy Display" elements for
backward-compatibility with legacy MUAs. These Legacy Display
elements are strictly decorative, unambiguously identifiable, and
will be discarded by compliant implementations.

The receiving MUA SHOULD avoid rendering the identified Legacy
Display elements to the user at all, since it is aware of header
protection and can render the actual protected header fields.

If a text/html or text/plain part within the cryptographic envelope
is identified as containing Legacy Display elements, those elements
should be hidden when rendering or generating a draft reply.

2.5.3.3.1. Identifying a Part with Legacy Display Elements

A receiving MUA acting on a message that contains an encrypting
Cryptographic Layer identifies a MIME subpart with within the
Cryptographic Payload as containing Legacy Display elements based on
the Content-Type of the subpart.

*The subpart's Content-Type contains a parameter hp-legacy-display
with value set to 1

*The subpart's Content-Type is either text/html (see Section
2.5.3.3.3) or text/plain (see Section 2.5.3.3.2)

Note that the term "subpart" above is used in the general sense: if
the Cryptographic Payload is a single part, that part itself may
contain a Legacy Display element if it is marked with the hp-legacy-
display=1 parameter.



2.5.3.3.2. Omitting Legacy Display Elements from text/plain

If a text/plain part within the Cryptographic Payload has the
Content-Type parameter hp-legacy-display="1", it should be processed
before rendering in the following fashion:

*Discard the leading lines of the body of the part up to and
including the first entirely blank line.

Note that implementing this strategy is dependent on the charset
used by the MIME part.

See Appendix D.1 for an example.
2.5.3.3.3. Omitting Legacy Display Elements from text/html

If a text/html part within the Cryptographic Payload has the
Content-Type parameter hp-legacy-display="1", it should be processed
before rendering in the following fashion:

*If any element of the HTML <body> is a <div> with class attribute
header-protection-legacy-display, that entire element should be
omitted.

A straightforward way for an HTML-capable MUA to do this is to add
an entry to the [CSS] stylesheet for such a part:

body div.header-protection-legacy-display { display: none; }
2.5.4. Rendering a Wrapped Message

Some MUAs may compose and send a message with end-to-end
cryptographic protections that offer header protection using the
Wrapped Message scheme described in Section 3.1 of [REC8551]. This
section describes how a receiving MUA should identify and render
such a message.

When the Cryptographic Payload has Content-Type of message/rfc822 or
message/global, and the parameter forwarded is set to no, the values
of the protected header fields are drawn from the header fields of
the Cryptographic Payload, and the body that is rendered is the body
of the Cryptographic Payload.

2.5.4.1. Example Signed-Only Wrapped Message

Consider a message with this structure, where the MUA is able to
validate the cryptographic signature:



J L—application/pkcs7-mime; smime-type="signed-data"
4 (unwraps to)

K L—message/rfc822 [Cryptographic Payload]

L L-multipart/alternative [Rendered Body]

M — text/plain

N L— text/html

The message body should be rendered the same way as this message:

L L—multipart/alternative
M |—text/plain
N L—text/html

It should render header fields taken from part K.

Its cryptographic summary should indicate that the message was
signed and all rendered header fields were included in the
signature.

The MUA SHOULD ignore header fields from part J for the purposes of
rendering.

2.5.4.2. Example Signed-and-Encrypted Wrapped Message

Consider a message with this structure, where the MUA is able to
validate the cryptographic signature:

L—application/pkcs7-mime; smime-type="enveloped-data"
I (decrypts to)
P L—application/pkcs7-mime; smime-type="signed-data"
1 (unwraps to)
L-message/rfc822 [Cryptographic Payload]
L-multipart/alternative [Rendered Body]
— text/plain
L— text/html

o

- »n U O

The message body should be rendered the same way as this message:

o)

L—-multipart/alternative
— text/plain
T L—text/html

w

It should render header fields taken from part Q.

Its cryptographic summary should indicate that the message was
signed and encrypted. Each rendered header field found in Q should
be compared against the header field of the same name from 0. If the
value found in O matches the value found in Q, the header field
should be marked as signed-only. If no matching header field was
found in 0, or the value found did not match the value from Q, the
header field should be marked as signed-and-encrypted.



2.5.5. Guidance for Automated Message Handling

Some automated systems have a control channel that is operated by e-
mail. For example, an incoming e-mail message could subscribe
someone to a mailing list, initiate the purchase of a specific
product, approve another message for redistribution, or adjust the
state of some shared object.

To the extent that such a system depends on end-to-end cryptographic
guarantees about the e-mail control message, header protection as
described in this document should improve the system's security.
This section provides some specific guidance for systems that use e-
mail messages as a control channel that want to benefit from these
security improvements.

2.5.5.1. Interpret Only Protected Header Fields

Consider the situation where an e-mail-based control channel depends
on the message's cryptographic signature and the action taken
depends on some header field of the message.

In this case, the automated system MUST rely on information from the
header field that is protected by the mechanism described in this
document. It MUST NOT rely on any header field found outside the
cryptographic payload.

For example, consider an administrative interface for a mailing list
manager that only accepts control messages that are signed by one of
its administrators. When an inbound message for the list arrives, it
is queued (waiting for administrative approval) and the system
generates and listens for two distinct e-mail addresses related to
the queued message -- one that approves the message, and one that
rejects it. If an administrator sends a signed control message to
the approval address, the mailing list verifies that the protected
To: header field of the signed control message contains the approval
address before approving the queued message for redistribution. If
the protected To: header field does not contain that address, or
there is no protected To: header field, then the mailing list logs
or reports the error, and does not act on that control message.

2.5.5.2. Ignore Legacy Display Elements

Consider the situation where an e-mail based control channel expects
to receive an end-to-end encrypted message -- for example, where the
control messages need confidentiality guarantees -- and where the
action taken depends on the contents of some MIME part within
message body.

In this case, the automated system that decrypts the incoming
mssages and scans the relevant MIME part SHOULD identify when the



MIME part contains a legacy display element (see Section 2.5.3.3.1),
and it SHOULD parse the relevant MIME part with the legacy display
element removed.

For example, consider an administrative interface of a confidential
issue tracking software. An authorized user can confidentially
adjust the status of a tracked issue by a specially-formatted first
line of the message body (for example, severity #183 serious). When
the user's MUA encrypts a plain text control message to this issue
tracker, depending on the MUA's HCP and its choice of legacy value,
it may add a legacy display element. If it does so, then the first
line of the message body will contain a decorative copy of the
confidential Subject: header field. The issue tracking software
decrypts the incoming control message, identifies that there is a
legacy display element in the part (see Section 2.5.3.3.1), strips
the legacy display lines (including the first blank line), and only
then parses the remaining top line to look for the expected special
formatting.

2.5.6. Affordances for Debugging and Troubleshooting

Note that advanced users of an MUA may need access to the original
message, for example to troubleshoot problems with the MUA itself,
or problems with the SMTP transport path taken by the message.

A MUA that applies these rendering guidelines SHOULD ensure that the
full original source of the message as it was received remains
available to such a user for debugging and troubleshooting.

2.5.7. Rendering Other Schemes

Other MUAs may have generated different structures of messages that
aim to offer end-to-end cryptographic protections that include
header protection.

While this document is not normative for those schemes, it offers
guidance for how to identify and handle these other formats. In the
following a list of systems that are known to generate email
messages with end-to-end cryptographic protections that include
header protection using a different MIME scheme.

2.5.7.1. Pretty Easy Privacy (pEp)

The pEp (pretty Easy privacy) [I-D.pep-general] project specifies
MIME schemes for Signed-and-Encrypted email messages that also
provide header protection [I-D.pep-email]. Similar to the "Wrapped
Messages" scheme described in Section 2.3.4 and Section 2.5.4, pEp
email messages are fully encapsulated in the Cryptographic Payload.

More information can be found in [I-D.pep-email].



2.5.8. Composing a Reply to an Encrypted Message with Header
Protection

When composing a reply to an encrypted message with header
protection, the MUA is acting both as a receiving MUA and as a
sending MUA. Special guidance applies here, as things can go wrong
in at least two ways: leaking previously-confidential information,
and replying to the wrong party.

2.5.8.1. Avoid Leaking Encrypted Headers in Reply
As noted in [I-D.ietf-lamps-e2e-mail-guidance], an MUA in this

position MUST NOT leak previously-encrypted content in the clear in
a followup message. The same is true for protected header fields.

Values from any header field that was identified as either encrypted
or signed-and-encrypted based on the steps outlined above MUST NOT
be placed in cleartext output when generating a message.

In particular, if Subject was encrypted, and it is copied into the
draft encrypted reply, the replying MUA MUST obfuscate the
unprotected (cleartext) Subject header field as described above.

[[ TODO: formally describe how a replying MUA should generate a
message-specific Header Protection policy based on the cryptographic
status of the headers of the incoming message ]]

2.5.8.2. Avoid Misdirected Replies to Encrypted Messages with Header
Protection

wWhen replying to a message, the Composing MUA typically decides who
to send the reply to based on:

*the Reply-To, Mail-Followup-To, or From header fields

*optionally, the other To or Cc header fields (if the user chose
to "reply all")

When a message has header protection, the replying MUA MUST populate
the destination fields of the draft message using the protected
header fields, and ignore any unprotected header fields.

This mitigates against an attack where Mallory gets a copy of an
encrypted message from Alice to Bob, and then replays the message to
Bob with an additional Cc to Mallory's own e-mail address in the
message's outer (unprotected) header section.

If Bob knows Mallory's certificate already, and he replies to such a
message without following the guidance in this section, it's likely



that his MUA will encrypt the cleartext of the message directly to
Mallory.

2.5.9. Implicitly-rendered Header Fields

While From and To and Cc and Subject and Date are often explicitly
rendered to the user, some header fields do affect message display,
without being explicitly rendered.

For example, Message-Id, References, and In-Reply-To header fields
may collectively be used to place a message in a "thread" or series
of messages.

In another example, Section 2.5.8.2 observes that the value of the
Reply-To field can influence the draft reply message. So while the
user may never see the Reply-To header field directly, it is
implicitly "rendered" when the user interacts with the message by
replying to it.

An MUA that depends on any implicitly-rendered header field in a
message with header protection SHOULD use the value from the
protected header field, and SHOULD NOT use any value found outside
the cryptographic protection.

2.5.10. Unprotected Header Fields Added in Transit

Some header fields are legitimately added in transit, and could not
have been known to the sender at message composition time.

The most common of these header fields are Received and DKIM-
Signature, neither of which are typically rendered, either
explicitly or implicitly.

If a receiving MUA has specific knowledge about a given header
field, including that:

*the header field would not have been known to the original
sender, and

*the header field might be rendered explicitly or implicitly,

then the MUA MAY decide to operate on the value of that header field
from the unprotected header section, even though the message has
header protection.

The MUA MAY prefer to verify that the header fields in question have
additional transit-derived cryptographic protections (e.g., to test
whether they are covered by a valid DKIM-Signature, see [RFC6376])
before rendering or acting on them.



2.5

Specific examples appear below.
.10.1. Mailing list header fields: List-* and Archived-At
If the message arrives through a mailing list, the list manager
itself may inject header fields (most of which start with List-) in
the message:

*List-Archive

*List-Subscribe

*List-Unsubscribe

*List-Id

*List-Help

*List-Post

*Archived-At
For some MUAs, these header fields are implicitly rendered, by
providing buttons for actions like "Subscribe", "View Archived
Version", "Reply List", "List Info", etc.
An MUA that receives a message with header protection that contains
these header fields in the unprotected section, and that has reason
to believe the message is coming through a mailing list MAY decide
to render them to the user (explicitly or implicitly) even though
they are not protected.
FIXME: other examples of unprotected transit header fields?

E-mail Ecosystem Evolution

This document is intended to offer tooling needed to improve the
state of the e-mail ecosystem in a way that can be deployed without
significant disruption. Some elements of this specification are
present for transitional purposes, but would not exist if the system
were designed from scratch.

This section describes these transitional mechanisms, as well as
some suggestions for how they might eventually be phased out.

Dropping Legacy Display Elements
Any decorative Legacy Display element added to an encrypted message

that uses the Injected Header scheme is present strictly for
enabling header field visibility (most importantly, the Subject



header field) when the message is viewed with a decryption-capable
legacy client.

Eventually, the hope is that most decryption-capable MUAs will
conform to this specification, and there will be no need for
injection of Legacy Display elements in the message body. A survey
of widely-used decryption-capable MUAs might be able to establish
when most of them do support this specification.

At that point, a composing MUA could make the legacy parameter
described in {#compose-injected-headers} to false by default, or
could even hard-code it to false, yielding a much simpler message
construction set.

Until that point, an end user might want to signal that their
receiving MUAs are conformant to this draft so that a peer composing
a message to them can set legacy to false. A signal indicating
capability of handling messages with header protection might be
placed in the user's cryptographic certificate, or in outbound
messages.

This draft doesn't attempt to define the syntax or semantics of such
a signal.

Usability Considerations

This section describes concerns for MUAs that are interested in easy
adoption of header protection by normal users.

While they are not protocol-level artifacts, these concerns motivate
the protocol features described in this document.

See also the Usability section in [I-D.ietf-lamps-e2e-mail-
guidance].

4.1. Mixed Protections Within a Message Are Hard To Understand

4.2.

4.3.

5.

[[ TODO 1]

Users Should Not Have To Choose a Header Confidentiality Policy
[[ TODO 1]

Users Should Not Have To Choose a Header Protection Scheme

[[ TODO 1]

Security Considerations

[[ ToDO 1]



6.

9.

9.

Privacy Considerations

[[ TODO 1]

IANA Considerations
This document requests no action from IANA.

[[ RFC Editor: This section may be removed before publication. ]]
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Appendix A. Possible Problems with some Legacy Clients

A.

When an e-mail message with end-to-end cryptographic protection is
received by a mail user agent, the user might experience many
different possible problematic interactions. A message with header
protection may introduce new forms of user experience failure.

In this section, the authors enumerate different kinds of failures
we have observed when reviewing, rendering, and replying to messages
with different forms of header protection in different legacy MUAs.
Different legacy MUAs demonstrate different subsets of these
problems.

Hopefully, a non-legacy MUA would not exhibit any of these problems.
An implementer updating their legacy MUA to be compliant with this
specification should consider these concerns and try to avoid them.
1. Problems Reviewing signed+encrypted Messages in List View

*Unprotected Subject, Date, From, To are visible

*Threading is not visible

.2. Problems when Rendering a signed+encrypted Message

*Unprotected Subject is visible

*Protected subject (on its own) is visible in the body
*Protected subject, date, from, to visible in the body
*User interaction needed to view whole message

*User interaction needed to view message body
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*User interaction needed to view protected subject
*Impossible to view protected subject

*Nuisance alarms during user interaction
*Impossible to view message body

*Appears as a forwarded message

*Appears as an attachment

*Security indicators not visible

*User has multiple different methods to Reply: (e.g. reply to
outer, reply to inner)

*User sees English "Subject:" in body despite message itself being
in non-English

*Security indicators do not identify protection status of header
fields

*Header fields in body render with local header field names (e.g.
showing "Betreff" instead of "Subject") and dates (TZ, locale)

A.3. Problems when Replying to a signed+encrypted Message
Note that the use case here is:
*User views message, to the point where they can read it.

*User then replies to message, and they are shown a message
composition window, which has some UI elements

*If the MUA has multiple different methods to Reply: to a message,
each way may need to be evaluated separately

This section also uses the shorthand UI:x to mean "the UI element
that the user can edit that they think of as x."

*protected subject is in UI:subject (and will leak)
*protected subject is quoted in UI:body

*protected subject is not anywhere in UI

*message body is not visible/quoted in UI:body

*user cannot reply while viewing protected message



*reply is not encrypted by default (but is for normal S/MIME
sign+enc messages)

*unprotected From: is in UI:To
*User's locale (lang, TZ) leaks in quoted body

*Header fields not protected (and in particular, Subject is not
obscured) by default

Problems Reviewing signed-only Messages in List View
*Unprotected Subject, Date, From, To are visible
*Threading is not visible

Problems when Rendering a signed-only Message
*Unprotected Subject is visible
*Protected subject (on its own) is visible in the body
*Protected subject, date, from, to visible in the body
*User interaction needed to view whole message
*User interaction needed to view message body
*User interaction needed to view protected subject
*Impossible to view protected subject
*Nuisance alarms during user interaction
*Impossible to view message body
*Appears as a forwarded message
*Appears as an attachment
*Security indicators not visible

*Security indicators do not identify protection status of header
fields

*User has multiple different methods to Reply: (e.g. reply to
outer, reply to inner)

*Header fields in body render with local header fields (e.g.
showing "Betreff" instead of "Subject") and dates (TZ, locale)



A.6. Problems when Replying to a signed-only Message
This uses the same use case(s) and shorthand as Appendix A.3.
*Unprotected Subject: is in UI:subject
*Protected Subject: is quoted in UI:body
*Protected Subject: is not anywhere in UI
*Message body is not visible/quoted in UI:body
*User cannot reply while viewing protected message
*Unprotected From: is in UI:To
*User's locale (lang, TZ) leaks in quoted body
Appendix B. Test Vectors
This section contains sample messages using the different schemes
described in this document. Each sample contains a MIME object, a
textual and diagrammatic view of its structure, and examples of how
an MUA might render it.
The cryptographic protections used in this document use the S/MIME

standard, and keying material and certificates come from [I-D.ietf-
lamps-samples].

These messages should be accessible to any IMAP client at imap://
bob@header-protection.cmrg.net/ (any password should authenticate to
this read-only IMAP mailbox).

You can also download copies of these test vectors separately at
https://header-protection.cmrg.net.

If any of the messages downloaded differ from those offered here,
this document is the canonical source.

B.1. Baseline Messages

These messages offer no header protection at all, and can be used as
a baseline. They are provided in this document as a counterexample.
An MUA implementer can use these messages to verify that the
reported cryptographic summary of the message indicates no header
protection.



B.1.1. No cryptographic protections over a simple message

This message uses no cryptographic protection at all. Its body is a
text/plain message.

It has the following structure:
L— text/plain 152 bytes
Its contents are:

MIME-Version: 1.0

Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

Subject: no-crypto

Message-ID: <no-crypto@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:00:02 -0500

This is the no-crypto message.

This message uses no cryptographic protection at all. 1Its body is a
text/plain message.

Alice
alice@smime.example

B.1.2. S/MIME signed-only signedData over a simple message, No Header
Protection

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a text/plain message. It uses no header protection.

It has the following structure:
L—application/pkcs7-mime [smime.p7m] 3852 bytes
¢ (unwraps to)

L— text/plain 204 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part

Message-ID: <smime-one-part@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:01:02 -0500
®1vRE510r0Q1lSHoe49NAaKtDANBgkqhkiGOwOBAQOFADBVYMQOWCWYDVQQKEWRJ 1l
OVKENEbM11gD5H14EC4Muxqlu@q2XgX0SBHI6GDTX/4LDsfx7fSIus8gwVvyY3wgMeu]juwdRrjFBSXkk7pWpjXwsA3A5G0tzOFpfgyC70
XSVCF7q4WHWZW1eYXFK1QHJID73nQwXP968+A/3rBX7Ph0ODBbZnfitOLPgPEW]jTt
dgoVvQQ6wz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQVtkWQHi6syTjGsgkLcLNau5LZ
DQUAsGV+SA03nBdWCRYV+I65x8Kf4hCxqgmjV3d/2NKRUGBXnDe/N+iDz3X0zE0O]
0fgXgg4SWcCOnsGllyyXt1TL270I6ATKRGIWiQVCCpDtcONT6vdAI45bCSZzZSCAWEA
AaOBrzCBrDAMBgNVHRMBATf8EAjAAMBCGA1UdIAQQMA4wWDAYKYIZIAWUDAQEWATAE



BgNVHREEFzAVgRNhbG1jZUBzbW1ltZS51eGFtcGx1MBMGA1Ud JQQMMAOGCCSGAQUF
BWMEMA4GA1UdDWEB/wQEAWIGWDAdBgNVHQ4EFgQUU/bMsi®dBhIc164papAQOyBm
ZNMwHWYDVROjBBgwFOAUKTCOTACXDKTXCShINhpnHGh29FkwDQY JK0ZIhvcNAQEN
BQADggEBAHOJojanzgmgaSN3/gqSQ4cbbmdj/R40BEPr+gXT+xiidfZ2iLNwYyTn
eUK6AChwKfnNvOFb81V1iffRTF/KtmVEDMR/sYeqAH83KM5p3el21Vh40HhyIOQgN
uz50ShNaACSioQ23WxHGVYy9vsdVfnbhsplrwg9NQ2wWbpCmK+20Mh20Y10Z/wvXMt
9¢cG6jbMvcdH4z0I0vg6mrYKKTM/RCGNumghxwYToj10yD5Gs4D2IJCw+fX50Dxh5
2MbNRYXTus2ZPRPM8JXNQC4GWv4km3M4rKnJIDd6hnoQ9rNeozIcBVyybQYjfrgg4
DRvwW9Ksk220H4Con1B8f7R7s1LM2cSYXggIAMIIB/AIBATBSMFUXDTALBgNVBAOT
BE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMg
UINBIENlcnRpZmljYXRpb24gQXV0aG9yaXR5AhM3QQV57XV/QqmiXDrO+GromgnX
MASGCWCGSAF1AwQCAaBpMBgGCSqGSIb3DQEJAZELBgkqhkiGOwOBBWEWHAY JKOZI
hvcNAQkFMQ8XDTIXMDIYMDEIMDEWMlowLwYJKoZIhvcNAQKEMSIEIESMi+9/LULD
fGjj+6US50VNLFXxbzvyVJIOwzwnTS114DYyMAGGCSqGSIb3DQEBAQUABIIBACJHeayB
UllC4GdcgdojTUjoely6UIbrSg/akKZgAkCB8DwWqOhdU10giun6WKI/TXM51izpRvL
UsNBGmgknPBMFhvwX6KCrwFkOp@j5Y5DZgX30deiQiGTUV3NiwZGTrKJI3JkyymFO
HGbe5Thrq3inRLVfilEuIZewaJsnJhKfnEq9fSE9icTI501PDAH6MZbWEhpYMU3F
KBk2qJINQqJIX6bo60rCogu3wXDjoOwxnqEXmeNDH5/+L9UVZur+EWzviUc8Ldd/kP3L
D007ivs10bAWe8Tbw7NjuP8Z1Vvzcv]j3nXWzZzxh2ymDIOvyJA+tOLHQvSN/fhdw
fC6Pm51fEkabbmw=

B.1.3. S/MIME signed-only multipart/signed over a simple message, No
Header Protection

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a text/plain message. It uses no
header protection.

It has the following structure:
L-multipart/signed 4156 bytes
— text/plain 224 bytes

L—application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:



MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="76c";
micalg="sha-256"

Subject: smime-multipart

Message-ID: <smime-multipart@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:02:02 -0500

--76¢C

MIME-Version: 1.0

Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

This is the smime-multipart message.

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a text/plain message. It uses no
header protection.

Alice
alice@smime.example

--76¢C
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITIJ4AYJIKOZIhvcNAQCcCOIIJOTCCCCcOCAQEXDTALBglghkgBZQMEAQEWCWY JKOZI
hvcNAQCBOIIHpjCCA88wggK30AMCAQICEWSt JbOR0OZAKZzkIJUhGHUPTQGirQwDQYJ JQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/WQEAWIFIDAdBgNVHQ4EFgQUOINB1UQ8gCKkVTAE]
80e0r83zdw8wHwYDVROjBBgwFOAUKTCOTACXDKFXCSh1NhpnHGh29FkwDQY JKoZI
hvcNAQENBQADQQEBAIFJeKCcsTKCcFqQMpTryujRGzJdYA+R9eBAuDLsatbtKt14F
zkgRy0g31/+Cw7H8e30iLrPIF1WN1qjHrjg0yIs5AQ/hgxLvLir3hEUV2Z3MRsMt
jH2x9SG91PEMO469gTfPNCcIgMGHjMTg1qvaKcLQP5UZpEYPLror2X4P5uXxaPOLIZR
ZWmkw1RF7FOD7PfB5v94M5274XYXW2W4uKGd7QGNUZROSVSYKGiWDp1JhgXwfDz8



ABenITGXNoEKAFvvjiCgh64P1hIeMorj36pgL190oWZD6YrzSWHUz1FOOjuyu0fQs
qméhvrDTgNpHNZO15F0URZza1SkCvi9GFmMNUPoVgwggPPMIICt6ADAgECAhM3QQV5
7XV/QqmiXDr0+GrOomgnXMAOGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEYX
ETAPBgNVBASTCEXBTVBTIFAdHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIENL
CcnRpZmljYXRpb24gQXV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFOYDZIWNTIWOTI3
MDY 1NDE4WjA7MQOwWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUYBXRZEXMBUG
ALUEAXMOQWXpPY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWGYEK
A0IBAQCO9INnoWDgWPk2af0+StijSNORBK/hN8D+10780ullsk4ASvSwjsCNo7sHU
a4xQU15J06VqY18LANWORj rc9BaX4MguzsbFXBe6uFhimVpXmFxSpUBYyQ+950MFz
/evPgP96wV+z4TtAWW2Z34rTiz4DXMIO7XYNFUEOls/gkUP2GxzymsO2kaYWTut3
SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbB1fkgKNSwXVgkWFfiOucfCn+IQ
saqpold3f9jSkbtAV5w3vzTfog8919MXKI9H614KUE1NAtJ7BtZcs17dUy9u9COgE
ykRiVokFQgQqQ7XNDU+r3Se0Wwks7AgMBAAGjga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwWIBMAEWHQYDVRORBBCWFYETYWXpY2VAc21pbwWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBGNVHQ8BATS8EBAMCBSAWHQYD
VROOBBYEFLV2zLItHQYSHJeuKWqQQENMgZmZzMB8GA1UdIwQYMBaAFJEW]jnwHFwyn
8QkoZTYaZxxodvRZMAOGGCSqGSIb3DQEBDQUAA4IBAQBZziaI2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhwW/JvVdYn30Uxfyrzl
RAZEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZal1oPTUN1Im6QpivtgDIdqGJdGf8L1zLFXBuo2zL3HR+MOCDr40pq2JCkzPOQhp
7poIccGE6IOTSg+RrOoA9iCQsPN1+Tg8YedjGzUWFO7rNmTOTzPCVZUAUBlr+JJtz
OKypyQ3e0Z6EPazXgMyHAVCcsmOGI364I0A0b8PSrINt jh+AqJI5QFfH+0e7NSzNnEm
MY ICADCCAfwCAQEwWbDBVMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1QUYBX
RZEXMC8GA1UEAXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2F@awWOuIEF1dGhv
cmlOeQITNOEFeell1fOKpolw69PhqzpqplzALBglghkgBZQMEAgGgaTAYBgkghkiG
9wOBCQMXCwY JK0ZIhvcNAQCcBMBWGCSqGSIb3DQEJIBTEPFWOYMTAYMjAXNTAYMDJa
MC8GCSqGSIb3DQEJBDEiIBCBBQlio2vX/ul9qayJ1Cm1QL6VZYOTfBeGz907nEZCRO
+zANBgkghki1iGOwWOBAQEFAASCAQARVWKQYbbPUADZ7KqyO09LUESAETBXOF80SHKNZ
UXrHzZo8JdKaKxr/cTAuzBvoTxsmqvzP3ItCBm+javgXx22+tHTpqisz5jkoiWyNVS
e+F++YX8mXokgQpY26mzZ+15Mv8pYYhptn6zdkRU1+QOwwlDCc6ykkCZeXyc+Hf7c
X(qM6SPMQ+G7WIF6P2jHCId8Xyl17sdbLOi6PjotesHU+7nQsCjgI/iVR/ubWUdFX
CTg8HVy4p683V3YI9DORNP4M1Udmon8JasHDVAO240JcXxhJdnlzEYa4gOnwgu3kh9
3Y+NeucYCTObXCBQ2RLVQSpdNZfScXKLOQVZ3FtBOr6Bmtky

--76cC--

B.1.4. S/MIME encrypted and signed over a simple message, No Header
Protection

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain

message. It uses no header protection.

It has the following structure:



L—application/pkcs7-mime [smime.p7m] 6720 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 3960 bytes
1 (unwraps to)
L— text/plain 239 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: smime-enc-signed

Message-ID: <smime-enc-signed@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:03:02 -0500

MIITXAYJK0OZIhvcNAQCDOIITTTCCEOKkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCS(GSIb3DQEBAQUABIIBAE1K2Q02Ln506L9qgFNOdvuAuXnh2dLiYWIt
X7BOW2VMQCt rxTipZfUe+Y40V/Rxifp4gChJ21Cgt6A4hHYApD1yNgMR1pCT+ky6 KSOMRDH+WOMS5SNTf4vHHU
kjcSx5hafbhyiC5pPLLTRYIjObYgKraIMBXix7XKtSR/G7uD+HSIzhYUXqY0q2uQ
w7XiijbRd4bq9zqBbXriYyhFdo/JsBnYckjmmKcTLp6DfYTEZILKBJOepEiY5X4J
0JPeFyGxs7WSKDp1JZLZt jbMwvtEUUAWZ+iXDrix/rQhq7mZIWqIbG6QpxYX62CC
EC4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEBDWXZa6LrdPCgLUbNCkd3gAghAA
kaaty8gkFo4+y5iWe0qsbhz9paegmFbiGsTQxrta64sj8znKQTfQKz6/9g055IcDixI
STXPMV+w01jv6+Az0oy9qIP29UTLOMXAPOLDionSBTn/4VAWBMSUDRUS6]j k045K JFKNHrMIJAga8QqKy9eqKct4gW5FFT70wyB15YTodb
gqVxb3BEZ6ulshpZ9IGVzSOJImvke+Ptze86it00TQIJIWfrFqoag83GcCuQEyYEcIC
HXWFsZIbQ1UD2+YSWBOzRBUUUJ3U66w3J50DAYTYnieFNPuP@dhaAMsu7QQfLSZa
T/GbSibQoFXcDx6Maz5fbz1iduvoZZfERNMe5VN+q/w9Lx5e8hf1EZmTNMUuoRN90
wfT/wuMO6CC8FR2Ft7QLU80jgePQ6tAYWVASQ0VPBNOA82DUWZOI9eRD19+S8Z+1
QgjbPcZOACFQLCTbT6UZzrKp2vGSrA+IcS89+0BB+sKbtWPgTrK7QlJgc7NpHGyhZ
B1tAVXv4fPngqn+gSqGuerD/xmvszHMIIHq6Q4ADXbXxDE4ROyoV2afXUVyAMo85Q
eNG5WJ83Z12msJgx1+1EUzzoQXXvrZHmObMziCjV/P1lcu/ChtmuemopRxkplLbJlv
/mMChRaKv9TotDy2Dwz f5N5Xy58gb/0ktMXMdGpYtsQawYc742TCscrTqutBAXENM
dXAG0yelkVHBBCRCOUEWWhUGQKYmMKONQIpxduJYcLLhkMI+2QfyfdkODplEtXbX9
LaZzhPRi9osmmFOfnSkmt2mtD+W8uxBF7espDkUsidb8NiUtzBrSqTADQUIUAWSXG



322wFZODtpFM6NHPbYBTFIGLIR4LYyqTzyaSRItMkMiDFgNMWrNF6pMsToo+4GbARO
MWMIOMQg4XSMrKAinqu7T8UGWOt9bMfMIr TrpfETgQCL4vuronIiCbgcPWwW14U20BW
21T1duS002eRpeGA93U6zF7BbCm1EqPK45Qmm78NwMcI9i4GgHSG2sSEN8URMVOL
gp9+UmkhvLT26dZt kBOWPMEVOIWXx3e+F34eVzno5jAbiIxuUIdDPDwQg7xtrcLif
1RsaiGx7MtWsP6paqGBrYdHCXNt8P8k2ywNqRicTSThGOPOICNDWFwNaKa+9Ia7a
EnwWoFmNoNm/IUH+wbRQUNT70h0qu2mxdgMnygDhEELe1+4tGCTAPTbxSU3gxQyve
w686bzZPOuGLORTivmXKm73WuOHtUefT1rNdPsJIDfqEf08mEY4EDMh+Fa50S9Yj6
SGe8X9jDaTEJLd+yL7XEVAEQ7FxHbqo7twj/g4ImO@0eG2ngEchwWlYcuOrlgog4bv
kWwcMhOCcQ/9242sgCTG/ATAV1ix0Z16/WCzzY60Zxk1eA1P3Ar9NiQHGUVC1R00
Qxh1P/1KvyVMAQTtuEposNLUdXMydg81VErFuopYe]j3NJOPE7eA4BeIXNyrhxqfX
j23tfb3/C4uHEMgjnfW1LZI jwWrO0joEZa2+1G+Si7YQWLLIWFNQEEH2r pxQMnwvXx
282dIYpyY14PDLLN5NM1tY8MeMaNp6Q8rOowTDozmmZ9RONzbKJIL3FXSVENKgdJITT
v+gpLOvXou6qDdidAgXErGMOj68g8RnNsdw7Lj3FQH7JjLZiR3EQQGXRKDWTSVirW
0Dt sNyKBtHDBON/zOFTmgTVpYol2x/kV22C1Wn9ZArHFgZDxDyDj j JqxJwH1gVdE JCGUWPMOYRE6G64pVPOZ1AZm
STC7LY11zMhZL+RvhwbWqjkKeKN3hQM4/45BHGFVgg6k5iobcv781ZHW028SWila
dEgJLS0obB9ieOTfrwgBrBBHjpabwuyjS+QwjsF8SFLARD5TY1IugUvW5Swnucikh
X1rK/FaRRQJGzUesrkNO6L1pFiiRyWOnuDjdpaKV4P9pkEjHMtN3KFO5LjInXs+Z
07CcFOsX2K7FY4GCTFxGPSsgbcR/6zAFHVPjgPGDH51y0Te®O5RWLhgGEWqt7mIeSD
ppJdnY1LDFKOAFbXAFNjxhNwlfJilLB4vdsFgxGSYXfAjns8vZR62PgSEXXUMXr06
P70IAYisiU+9XuG400k8RFCZgN2Qdy50NDbYow8x3XR4BQu8+2sTIOnLVvJI0SjYNhT
8yHMhhAbJ15VWK1EaB2gMxmAISiCCkQQ4Y1StMc/LUk18X0dQmFOSFOL1puuGEpPM
V3BhxNxCReiXA8ulMtnytw++1h13qapALVu50sJBQ2sqrhc7vVhZTfiRQHr5s/197
0rBb1ZHv48Nb1W+tsSOV1+jwW/7AMUVQO+]j7wYDI8Q2GplujJO8iHXZw/YDjR+up4
bmQjK3xySaCi9ET58KY0jOY8ITVS61GMNObCkL23UGNWIS02gPECStdOksZt1vGX
X37skWsFPD3M85DqQeckjv3PFzGQL7ZZLUQmMMYqwG43DKrDJSZ1d7VYHMTYOrrMj
gN0o6iqzI+6Ygi81y14ZWTVeOFIHItOKV]tudz+90Qi9vEbDqF43+hiyWVg/a0ke8
ATGy7BZp5j/+SCr78/LvTko/5gafEymhaQmmsR7hskt3AhjfTyUfq/cAtuIm39U2
MmXRwPdrzWASGY/1FOQnrgBOT85+ID58J9VaP78mI/BtKO20wWWMT jbabR7J3RN+8
KW4H6eewVWBqghCnsJQuqibbZeFDjFgJ9kIaTvGDOTBehppOTidmppXM4D14J+V/
u7dSL257Dz1Kkk42gK4CsOP1dZwe888KIABF38AZ8dnWtD492eYxA9We6NB2rulo
K590l1l0Zdn+s1cF3DLfvVpyfkZ803EVgAPVXiDfHWuUVp1lgL8Cv5ahV1k9BJISD1CgC
Vwsm@1V1E7QeNh3gNdQI88tudwh5SVFk4U2cYI+dDMFUVDMzrUI3tKvWXNZOzn4V
Ce6EU2JPIcCOYUwWDHpsg5aj9BPKBguhQQybDpAAKkgSZLWhzAD7rEvo8TU8gzZ2KZ
zZH506GOFtU40oNinnrvyHX96/bG/V1izOE9YtQNYyEfxxS0BsZD9jgd1pG4j/FDF1Z
Ib+KUU08Y7GK10u+1+/WIVcpOnIsyIC4zGdM6DThCT6NnGrhKboduTgFS5NRH/HTO3
Vrbj/ZarKetlgzbzPgxotZiUfCVEuav9AVgxA2Zqg5afs6bRfohqyFqwKHiYV19C4
mOOV4HiSEFDGG3f5+Z]j/Xx6tnX9QxR81D0omUooh8aYs/iAzOnrKyux6GMHS1j8db
UbvQ+1VVNE3FjOxu46HkKzGtFqpgXxzDLKE9e7NJ+Hw4tbOLFINQOqS7iTcjMbwg
snexBuL6rf8NF28Ed1qQzCPLZVhnOd1+KKJIS7V/M8u/R/y22+IXzFSA2T1xhId09
Iduz3ByCz2HFJfVj7SameC3KANbRNBkdud1hclIBDS5Hhpqk4M813zmZRZWgLYjR



edtSaHUJA1HiKgAtQVeIz1lL6I1w3jVoHLOvVOdISoQpowwhejB9f47KRmUbdb5Pxb
0t2y1XJKYFfoCQUs1xkNAYyynSJAJ97yEAZm7aDmE4bjs33pz4L3nYx0/KUY6EB/E
eGgPk3Cdvt2JYY5BUFOXXYRKQQZO6CcImXzavJIXXWQUUB5k2QGOUYKPmwWNr2sdJQ
A8ehhmgGws+7gXwZQECNC3WOvmiGOBDYP3JVJIPiNLFVQN9K8ClE7+0emFn2UcCNyG
294h01GOUBPAbCdhAyDNNpVj5RSOEQY647agQHyp/gjSt4XeoaCIKaalb4iGpT+C
4r2BgRCcVUCAE3MRQFqiT6ccm+8h8eA7xtMB8CcO0gUTEIKK/WScODUsSCIB62P1gt j
KJ4xXQXTzzUCDMNACFp6mBTd3g2ZbnfHKSYyJdAVPigVbA+Qhy2eWUTYpi6yjTIYyT
eaQ2qafGppn850LFkdgdmE3Ty1UXOpAsqLYNINAa6YT3D/0J13VnThFKImywWIG6
Z2SLdOr07xoBUUAKHKFUuRauGYbVbU/Frmdylv6I9DhCqV/XEDa/tHOa/LWugvb+
X5A+g+kZiTiWRRLZYHungyjquAf/zeJsPYROQE14KHAQ30xCDk/dhwWdhDBnUXT8P
hzMj8VN3yjQA1vMNASuefj2/+MIkLkz6+XP1/1INLFHYi+EERgxXJ2mFm/sO2h9ONF
NhywBsBt sEwi+rVbfcRRBpVjR5MwWUOhNHMGXwg]j7rzvUkDe47ueXDP74j+Jcl068
r4jQ3sob123uSYryDHBZXxZSbwjFU2ufE8W+XL/NGwTwO4alHZfKsH4x4ZbGqwunf
U41lkcOY/ijmuhL5mn2YYUE6W40ywZuLx5WCv20AvQawMmNP9AeI1jcV9JiKa+8y0
sAallLzD78Dg4FK08t3d13Q==

B.1.5. No cryptographic protections over a complex message

This message uses no cryptographic protection at all. Its body is a
multipart/alternative message with an inline image/png attachment.

It has the following structure:

L—-multipart/mixed 1371 bytes
F—multipart/alternative 794 bytes
| —text/plain 206 bytes
| .—text/html 304 bytes
L—image/png inline 232 bytes

Its contents are:



MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="428"
Subject: no-crypto-complex

Message-ID: <no-crypto-complex@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:00:02 -0500

--428
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="db9"

--db9

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the no-crypto-complex message.

This message uses no cryptographic protection at all. 1Its body is a
multipart/alternative message with an inline image/png attachment.

Alice

alice@smime.example

--db9

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the <b>no-crypto-complex</b> message.</p>

<p>This message uses no cryptographic protection at all. 1Its body is a
multipart/alternative message with an inline image/png attachment.</p>
<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--db9--

--428
Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGQgOAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACELIEQVR42uVTOXbA
MAgS739n03TpRw20dgpbfARQE]jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2jo0447gYDpeArk+0OnJHKINAfTPRicihAf5YJrw7vjvOZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJIRUSErkJggg==

--428--



B.1.6. S/MIME signed-only signedData over a complex message, No Header
Protection

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline image/png
attachment. It uses no header protection.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 5249 bytes
4 (unwraps to)
L—-multipart/mixed 1288 bytes
F—multipart/alternative 882 bytes
| —text/plain 258 bytes
| .— text/html 353 bytes
L—image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-complex

Message-ID: <smime-one-part-complex@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:01:02 -0500
@aXBhcnQvYWxOZXJuYXRpdmUgbwWVzc2FnZSB3aXRoIGFUIGlubGlu
ZSBpbWFNZS9wbmcNCmFOAGFjaG11lbnQuUIE1OIHVZzZXMghm8gaGVhZGVyIHBYb3R1
Y3Rpb24uPCO9wPgOKPHA+PHROPiOtIDXici8+QWxpY2U8YnIvPmFsaWN1QHNtaw1l
LmV4YW1wbGU8L3ROPjwvcD48L2JvZHKk+PC90dG1sPgOKLSOXOTMtLQOKDQOtLTEX
MAOKQ29udGVudC1UeXB10iBpbWFNZS9wbmcNCkNvbnR1bnQtVHIhbnNmZXItRWSj
b2Rpbmc6IGIhc2U2NAGKQ29udGVudC1lEaXNwbh3NpdGlvbjogaW5saw51DQoNCm1wW
Qk9SdzBLR2dvQUFBQU5TVWhFVWABQUFCUUFBQUFVQOFZQUFBQO5pUjBOQUFBQWNF
bEVRV1IOMNVWVE94YKENCK1BZ1M3Mz1luTzNUcFJ3MjBkcXBiZKkFSUUVQT313aXdz
bkNOaORLbmJjTGs2NNnNxbFQrenQ5Y21ka®UrNkt3aloNCnNncnpmY3FWTXBMMmpv
MDQON2dZRHB1QXJrKeO9uSkhrsSwhBz1RQUmljawhBZjVZSnJ3N3ZqdjBaVv1JIXTS91
bGKNCnZKUGYXxUVoya®REOXhwcGQ4dOFBQUFCS1JVNUVYyaOpnZ2c9PQOKDQOtLTEX
MCOtDQqgggemMIIDzzCCAregAwIBAgITDYO1vRE510r0Q1lSHoe49NAaKtDANBgkq
hkiGOwOBAQ®FADBVMQOWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUYBXRZEXtQIDAQAB04GVMIGSMAWGA1UJEWEB/wWQCMAAWFwWYDVROgBBAWD jAMBgpghkgBZQMC]Ccw
NjUOMThaMDsxDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMRCWFQYD
VQQDEW5BbG1jZSBMb3Z1bGFjZTCCASIWDQYJKoZIhvcNAQEBBQADggEPADCCAQOC
ggEBALTOiehYOBY+TZp/T5K2KNIO5HWr+E3wP6XTvyi6WWyTgBKOLCOWI2juwdRr
jFBSXkk7pWpjXwsA3A5G0tzOFpfgyC70xsVCcF7q4WHWZW1eYXFK1QHJID73nQwXP9
68+A/3rBX7Ph0ODBbZnfitOLPgPEW]jTtdg@VQQ6Wz+CRQ/YbHPKaw7aRphZ063dK
vIKp4cQVtkWQHi6syTjGsgkLcLNau5LZDQUAsGV+SA03nBdWCRYV+I65x8Kf4hCx
gqqmjVv3d/2NKRuOBXnDe/N+1Dz3X0zE0jOfgXgq4SWcCONsG1llyyXt1TL270I6ATK
RGJIWiQVCCpDtcONT6vdI45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBCG
A1UdIAQQMA4wWDAYKYIZIAWUDAQEWATAeBgNVHREEFZAVQRNhbG1jZUBzbW1tZS51
eGFtcGx1MBMGA1UdJQQMMAOGCCSGAQUFBWMEMA4GA1UdDWEB/WQEAWIGWDAJBgNV
HQ4EFgQUuU/bMsi0dBhIcl64papAQOyBmZnMwHWYDVRO jBBgwFOAUKTCOTfACXDKTX
CSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAHOJojanzqmgaSN3/gqSQ4ch
bmdj/R40BEPr+gXT+xiidfZ2iLNwYyTneuK6AChwKfnNvOFb81V1iffRTF/KtmVE
DMR/sYeqAH83KM5p3e121Vh40HhyIOqNuz50ShNaACSi0Q23WxHGVY9vsdVfnbhs
plrwg9ONQ2WbpCmK+20Mh20Y10Z/wvXMt9cG6jbMvcdH4zOIOvg6mrYKKTM/RCGNuU
mghxwYT0j10yD5Gs4D2IJCw+TfX50Dxh52MbNRYXTus2ZPRPM8JXNQC4GWv4km3M4
rknJbdéhnoQ9rNeozIcBVyybQYjfrgg4DRvwIKsk220H4ConlB8f7R7s1LM2cSYX
ggIAMIIB/AIBATBSMFUXDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFdH
MTEwLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIENlcnRpZmljYXRpb24gQXV0aG9y
aXR5AhM3QQV57XV/QgmiXDrO+GromgnXMAsGCWCGSAF1AwWQCAaBpMBgGCSqGSIb3
DQEJAZELBgkghkiG9wOBBWEWHAY JKOZIhvcNAQkFMQ8XDTIXMDIYMDE3MDEWM1ow
LwYJKoZIhvcNAQKEMSIETIAiY1RaTjUNCbHNnrieg64m3mMEMTRF8kqt5E8+0gUh5/
MA®GCSqGSIb3DQEBAQUABIIBAILQrmF191s0ehRVddBjQESH5VNT+NxYWjofr2i0
w500B4RU3+6bPs215Y+IZvdnQTkfux+L/Rmy+cK5t1K8J9talLXm3/mJ0/57tW+Cl
E9WSBFb1Ik29FHbTuTbrcSaE6Dr5zGwzZBmlkch3rx+AdYM8PMAhDA+ESWYwy jWk4
A7zRNEA1pD4XZdiz0a/kULobwW9W30KaQdJANQGOCX23puEW+wk9hzuuwX+IXelLwh
4R1kXSigewWxlu44jrBGOzkr/UjonxvpjBzyv1S61tjOHekROzHY9tXEHyeP6B0zC
kWKI9KZRyezZenYI0JRgqicDLADgrZN5A0QqE+rBl1K5i18210=



B.1.7. S/MIME signed-only multipart/signed over a complex message, No
Header Protection

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses no header protection.

It has the following structure:

L—-multipart/signed 5199 bytes

F—multipart/mixed 1344 bytes

| F—multipart/alternative 938 bytes

| | —text/plain 278 bytes

| | =—text/html 376 bytes

| .—image/png inline 232 bytes
L—application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:



MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="el18";
micalg="sha-256"

Subject: smime-multipart-complex

Message-ID: <smime-multipart-complex@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:02:02 -0500

--el8
MIME-Version: 1.0
Content-Type: multipart/mixed; boundary="831"

--831
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="ale"

--ale

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the smime-multipart-complex message.

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses no header protection.

Alice

alice@smime.example

--ale

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the <b>smime-multipart-complex</b> message.</p>

<p>This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses no header protection.</p>
<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--ale--

--831

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline



1VBORWOKGgOAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAQS739n03TpRw20dgpbfARQE]jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0nJHKINAfTPRicihAf5YJrw7vjvOZWRWM/uli
vdPf1QZ2kDD9Xxppd8wAAAABJIRUSErkJggg==

--831--

--el8
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MIIJ4AYJIKOZIhvcNAQCCOIIJOTCCCCcOCAQEXDTALBglghkgBZQMEAQEWCWY JKOZI
hvcNAQCcBOIIHpjCCA88wggK30AMCAQICEW8tJIJhOR0OZAKZzKkIJUhE6HUPTQG1irQwDQYJ
KoZIhvcNAQENBQAWVTENMASGA1UEChMESUVURjERMA8GALIUECXMITEFNUFMgVOCX
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUYBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3Jp
dHkwIBCNMTKkXMTIWMDY1INDE4WhgPMjA1MjAS5MjcwNjUOMThaMDsXDTALBgNVBAOT
BE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMRCwWFQYDVQQDEW5BbG1jZSBMb3Z1bGFj
ZTCCASIwDQYJK0oZIhvcNAQEBBQADgGEPADCCAQOCYgEBAJQVKFqLwal jj+gBUCTk
ackKTg8cc20tJ9ZSed6U3jU0iZVpMLCP3MUKtLeLg9r1mATID1B/wlbdmadXPmrsz
yidmbuzZmOpB5voVQfiLYYy3i0x7Y0qzXr1l6udPO7k0sV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3plfIKMOAPzZLOOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koazXC
NSXL7wWTLMLeNT9Byb5ksKqUugEHAMd1nmoNMgjYOVFVFcrvowd3GG8F tpSX+TWz
B2zNS20F+XIVnzRG5DeoULQq8v88Z5bLpIJd/nx26r8A4SSwIBaVv4AwPxXAf1iPSIVK
arUCAwEAAaOBrzCBrDAMBgNVHRMBAT8EA]jAAMBCGA1UdIAQQMA4wDAYKYIZIAWUD
AgEWATAeBgNVHREEFZAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1UdJQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/WQEAWIFIDAdBgNVHQ4EFgQUOINB1UQ8gCKkVTAE]
80e0r83zdw8wHwYDVROjBBgwFOAUKTCOTACXDKFfXxCSh1NhpnHGh29FkwDQY JKoZI
hvcNAQENBQADQQEBAIFJeKCcsTKcFqQMpTryujRGzJdYA+R9eBAuDLsatbtKt14F
zkgRy0g31/+Cw7H8e30iLrPIF1WN1qjHrjg0yIs5AQ/hgxLvLir3hEUV2Z3MRsMt
jH2X9SG91PEMO46gfPNCOgMGHjMTglgvaKcLQP5UzZpEYPLror2X4P5uXxaPOLIZR
ZWmkw1RF7FOD7PfB5v94M5274XYXW2W4uKGd7QGNUZROSVSYKGiWDp1JhgXwfDz8
AQenITGXNoEkAFvv]jiCqh64P1hIeMorj36pgL190WZD6YrzSWHUz1FOOjuyuOfQs
qméhvrDTgNpHNZO15Ff0URZza1SkCvi9GFmMNUPoVgwggPPMIICt6ADAgECAhM3QQV5
7XV/QqmiXDr0+GrOomgnXMAOGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEYX
ETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIEN1
cnRpZmljYXRpb24gQXV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFOYDZzIWNTIWOTI3
MDY 1NDE4WjA7MQOwWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUYBXRZEXMBUG
ALUEAXMOQWXpPY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWYYEK
AOIBAQCO9InowWDgWPk2af@+StijSNOR8BK/hN8D+10780ullsk4ASvSw]jsCNo7sHU
a4xQU15J06VqY18LANWOR] rc9BaX4MguzsbFXBe6uFhimVpXmFxSpUBYyQ+950MFz
/evPgP96wV+z4TtAWW2Z34rTiz4DXMIO7XYNFUEOLls/gkUP2GxzymsO2kaYWTut3
SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbB1fkgKNSwXVgkWFfiOucfCn+IQ
saqpold3f9jSkbtAV5w3vzTfog8919MXKI9H614KUE1NAtJ7BtZcs17dUy9u9COgE
ykRi1VOkFQgQqQ7XNDU+r3SeOwwks7AgMBAAGj gag8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwWIBMAEWHgYDVRORBBCWFYETYWXpY2VAc21pbwWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQCcDBDAOBgNVHQ8BATS8EBAMCBSAWHQYD
VROOBBYEFLV2zLItHQYSHJeuKWqQQENMgZmZzMB8GA1UdIwQYMBaAFJEW]jnwHFwyn
8QkoZTYaZxx0dvRZMAOGCSqGSIb3DQEBDQUAAAIBAQBziaI2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhw/JVdYn30Uxfyrzl



RAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1cvb7HVX524
bKZal1oPTUN1m6QpivtqDIdqGJdGf8L1zLTFXBuo2zL3HR+MOCDr40pq2JCkzPOQhp
7poIccGE6IOTSg+RroA9iCQsPN1+Tg8YedjGzUWFO7rNmTOTzPCVZUAUBlr+JJtz
OKypyQ3e0Z6EPazXgqMyHAVCcsmOGI364I0A0b8PSrINt jh+AqJI5QTH+0e7NSzNnEm
MYICADCCAfwCAQEwbDBVMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1QUYBX
RzZEXMC8GA1UEAXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2F@awWOuIEF1dGhv
cmlOeQITNOEFeell1fOKpolw69PhqzpqplzALBglghkgBZQMEAgGgaTAYBgkghkiG
9wOBCQMXCwY JK0ZIhvcNAQCcBMBWGCSqGSIb3DQEJIBTEPFWOYMTAYMjAXNzAYMDJa
MC8GCSqGSIb3DQEJBDEiBCDXOVk8vYdgedktwwFa4dGFP+Zxia/eTOach5ZgEXQA7
WjANBgkqhkiGOwOBAQEFAASCAQAIBfuUfI8gXAWPFjnahNo61RRGW]jOU1S4GkR16h
LCNh5x49ns9BM51cZp+s5KhQSxhFdmuru+wCwgRk7KjzckAnizh70/dEYJImsjSzZ1
ZmLEGMtQ+q9MoyydZD9s219891WDjsSCFjVIIhRKLTI7Zeh6+wQQpGKDbvOMOYQ95
a9HPz6DUUCjCTCV+rUEOAYs4X+dQsgDx3hsSITVoKDR11kHVmMZnjC4Byce6HYOGN
CEQ/VQBGK4R70/46XTk/EgLPSNSPLPTc8Pc1kw6yyF+QNyLV4tKVOKRVNIGT+Pjy
GvJIthBGOKFbOtWPpY+nFTMT+aNODuyAvVQUmM1bQIvze/WXvU

--e18--

B.1.8. S/MIME encrypted and signed over a complex message, No Header
Protection

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses no
header protection.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 8690 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 5426 bytes
1 (unwraps to)
L-multipart/mixed 1356 bytes
F—multipart/alternative 950 bytes
| —text/plain 293 bytes
| .—text/html 388 bytes
L— image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: smime-enc-signed-complex

Message-ID: <smime-enc-signed-complex@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:03:02 -0500

MIIZDAYJK0ZIhvcNAQCcDOIIY/TCCGPkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCS(qGSIbh3DQEBAQUABIIBAJGYWhyOEdeaxAlhlsqTJL/nwL8aIuFtQBnq
8aptWsaRxmbkwfd639Jspx9JZhc4gu50hiKulHdJ2+IL7vvPRB49SfqiCst+ImD3
SYFxHjbMJISpFDNNukyut/SYV+DAHbvgiGXxBOVCT8iW+gbKgwvQYcm2KcsoUuYV7ek
NXA7wkNjIygcyRSbg7XdhvOHcGGtIshTBvwS9DaYwmjo/8I1rXfeIusKU7dhZgMK
bVVbotXAylbEFH6VPDFWK5pc+DPgVPFe8iA8z02k8HAtXEM44g++0/chZAige8uw
UARMERg+5Y+2dROAVHRWFV1oW6qWw71jBmt f55abK6j JFhSIzmowggGEAgEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEgYEABISGMAYY1DHhoMQbd734joYE
SjbvkHEPYOA1JI7FfGdAr4I+dmkYeBuvZVM1YWhtejpVAlurNbbLKOE]j+yPhGbTG
NXBGtO8KSSGKCM1blIYOMpkbsdUsOrSkPs33cYeRLIWGTzASTSYOtxkCET1KQBgK
0JGNQHIu8gVvPjyMrlRI5xHGV]jvbdzOLiweQPJImogBFy053s1iYgWGiZmeqjVvuSc9
LeQ1lhOkH1+vFOQQXAQqI19+SpjRT1Fe3MXdq3gmvwgkYPelF48YaBst45yyJh57+z
Z3pAX7dJgjE75Msb1MKN7q/0SpF4Ux/yfwTVFXNJEGFGo46FO0WkVb21SBRhgxTCC
Fd4GCSqGSIb3DQEHATAABglghkgBZQMEAQIEEN/ jbIuyBiQPvXx9QS9tgtISAghWw
/W8bWpUqIZAatmwlv5kmA9az3Z9YUJIngm2X8mh1MO+UrRCcq/uk@4cXYQaF0iqS+
M6torBgIrSRUMFkcC7k9TEaDFIUUYpRFpOOAFGT/+imSNuouqRb69TcXKkAHQTU7S
p9atNXNLr7tSxVeclj/uuwW8cwTToPi7U/kHFCdGQt+YwMoUhD4gVp61lxwWtgeNUE+
RNr/vN/hPSwXyWR/WCk4V1c9AjGlwds4m4ROMzGHaaFWjO0SGbkhm8dN/e0s409ze
8YzvbRCc3GKz669zduwW9lLGzjbaGGd+X30ug9zf6IPkdwvQAVErPTfQK6ZzbOBtNS7Q
KYm2APsaHFjItbN6/pM1ESypYb+q+W+jQQqrbZ0OFziwlxFWWUOvVUeO®GWADCjEKKN
68ImJdvWjB1FvdFrGQLFROgHBWCYXCttF9ZJcG881dMGOt5S7vKISWY815ZEOtro
ZqgmIAS5tiajwWyasZPpgqgz4CzOpP6NJIpeuTlpHrDKH/YjMvtdzzpnaBvFPMQJGU7Z
29gG5BX36PMHNFWDU1+L9fUNX12pjuWqYPOS4wWat ITNaRP6NIYR3qsbSNZOuUqS7Ry
bZs9xvpYBsFIupxr6b3a201aSx4I0rjLijDjYDesIjV2b+eis/vMi5HKbY2feFch
tTPdcv2KxP1yxf1B5xF/jVxaFX1sRr7ZW3tPrwWuR/oGhSn5DM6RuUqg@zN7ROMAUU
9QXQRWS8eyw5VFXThQ/5pWVos2xwF3WtKVTuOXbhhK1lWwwcZpiW32UvwnLG6QdLp
2FdmgD/MJIMKGHOrB2LYyUx6TABSOrOBz7iEe2uwPDTKIYLNj8uH4P9+09IaYNNHbT
mOjGGF4eTRVwWRe8QTj8aQA+0byxriGHEDNIXTF+QFES9+ro002zWbbOF2PT+C/LIA
RmhtcOgFnpcCQOiZNNssJIDB1ZhuliEGg5Vbm/UXqS11b/vWtBmgrwUoBsrgXvkvx
HevFH4VrRQE8aIDCKMFDTmMe6Ti9zZyJh7sviuBQETtOrIQ4Hd8tVPR4BOVSIKbLER
mgOsXCNKGEDPipr8Z+hioT07g1++ZhUbPQSY6biWrQmRemE4NIXiSAEXTX50PtrN
X9y92vgfUEF9q8c6uiV1h7MMt /U8WYjuoM/pEQRA24sA1n+Hxytq99aStveDQqg8
eC7Rmmt jGToJkdeOPPJwWZENn2QV1oYuJs4jD4Aqrt+KlaooFh59tAacHt3KL7L0/c
U/SUfENJ90uUH1fmJd84xc5weD4g01B53Ly6YRjL1z1rd1fhkU20JiG9s7Ki6yC/a
4B7rA5cULOXYKiSI1QTDbTqo7CO0dAORPKKP7ZQWMTrRhjeF4qfNINKwkTulkXJt
rI1w6XRj3xix+kYBrDHkzZzI8Jp27Z41bkpcXu9U3i0HP+HPD8T8HepC2n63eQop2



+EJ2A06pintq029gtfssP7Tl4kybuimSgyaVLEIwcwzdI44fYg/0iiezr66DS1i/F
QggHZW3pgIdudD/CS4Uf7MdZid3S19NSBh3iAdiajotqXz7SEMCCt3YFdrIDFX7b
XQxhbVD/26zPKilLSYbAs634xeU91PUEdFVYdeA6UMSGO5FN+0D21dT8VZiESH2T
udObuFrNgN8mnvAo6PXIDHqoObXKTjcbdFDNPm43xGfvNPO8BWUVGOHWSEh1zZz+pvh
BeQ7Xx00/U0aNSXdT88TZ9v9z4VYCLawW2ko+WAd9PrmKLkcdgxmtOWT7z11ii2RG7
hLOpjKI4FHWFGWtXcx8YnXr4FDrém87DhiYURQbLSV4iUfBgECFFhVuz4quYIyZn
yDrM1vJJ15vmZmw0lJIKfSjMKyUZTJIRPZagRqjEu1hmLfuTKygTpFHWORX8HTKiDE
wWG4c3Jyh5AMSjYmTNnVgr/fgHINS56Kk9LD9ydWquMKe®OHW3X2bhMQ6M+x0311b/k®4zn0/azbdrqomwh+f7Nufd@jNfHpdUrRUBCHtBLIJySdyexq9Gzy/M5/+j51v29YXCLZ0/1u6IpPXv21wGy
UG/+T5WFKV1cIBVfwgYJIM4Whht7I9S6IAqp35b0OhLNtYoyGAqt tOSEENPM5WIKWKrCIkTYim0g6TQBfbe6aAzrF1Wpdk7/7GXhiJf/agQnRkvrCP3xAeYNDBXDMnWmD
EKeY12hNSGbEX/GEvM3c@odMtd6HMko8X1G90XevZWd10CiEFkgeL6faF0Ov+rzc
gHF18LO9KUOIXIjyPis31KTrFLBqJnfzyHDeIiI1lCCfqAgW/2ng3EK5sDs4fnvYN
DmMNJIE@oDiDodIQrznGwn5Qsj2sG/auUgp8cNNdsLWNn7diGmSrdIFZWji9/r1u060
1nwrMHbPBZEpPEUTZjGs8TbN5Ww2CUfuSFBkB+dn7dkoORVppiakqygh/0zSiNYp1l
KCNU7RKGV45I+hadL7RU811L5F4Qimo7WQXW6F8fFEakURm4PU2cREpR86dhe/ Xt
XNp6pvLjvgzZb9G2CgtgbDMgsZqSR1Da71B6ktIvgljsOblz4Tcn4APcdi5F2Tm6U ]
h7V0100zajrz4vGJVYI6DsBRPfa5DY+14f/ITDYONN9VBmMNO1IQhwC1G411csAnW
L4TObi2glM13BdafBAROH7RePMO800hRiVIgB31m90Xy7t9tyMdmf ISKEXALNC5/ FR5WNQDSR+/Vxq5k5bT1I1ZRF
8FZHeWV5AI tHWP8KkNnJvOyHpygUWgj1PtFTPI9JfC4014kTybfGkS67iIB7200j F
dLLyzdJ/WMy9HSIT6ENcVOc1QTV1sSCpxvNMn7Wxt4BkYdOv8elLPm7d7saiwl38D5
TtHy3EgkOABsSPPUoihuls1gJKoORg7hWT3CYf5UBCsa30cd7Qo2yKINgDrRosp45]®Ohg5VVK6FV+thB11MYm1lnG16D50UbrH4tgnzkUwpUCMrXLdWr7dfp
19u77ICFSiWnIUTtah+sOTUULNBAL1TWYEN6dcqdtT2+HYzDN+FT9+HJsUabDIVP
9421gkTt5V1CWIMXEPdeq4PqfE7LWtEA666xXxhpgzdnmmE35QHI/por /HS47T1XTV
38m+Laew31eEWGaiORbPI8X1INZqlfwjv39bpJIHIngMdaeY/kbgFCAsJyuwlinfJ4w
uiTUYsk@Cs9u70BdYYfoO+zdUgem+XMOepL9zHI9gsKiJ4gfdbv8x@rmcXhIhaA/V
bRGj9OMYXyBbCORCNCMt10eX/GndLxj9azdHKugZdLzGTAODXx84XRd9rDWOSXGv1/
bNVXgDgCaw7BcSi08pAnWlvwQ+m/p2Wxkzi71uxIJhhHX7M8/k6émdJImmrB6SRf6S2
40c70jwI6VXTexWry421uQcrQTOMIFutgna5NYRy1ICuCOvm3WdNURLTN7Lkpafq
evbT4zaksQOuDFoXIGIQ8kJEHTEOA+v33uV7BZfglolyIetX1JInToGheZBMc3skU
pCQjwDeZA6u42Nz+ewytKgYRwr2trDEObX3XMfHO+/0=



B.2. Signed-only Messages

These messages are signed-only, using different schemes of header
protection and different S/MIME structure. The use no Header
Confidentiality Policy because the hcp is only relevant when a
message is encrypted.

B.2.1. S/MIME signed-only signedData over a simple message, Wrapped
Message

This is a signed-only S/MIME message via PKCS#7 signedData. The

payload is a text/plain message. It uses the Wrapped Message header
protection scheme.

It has the following structure:
L—application/pkcs7-mime [smime.p7m] 4213 bytes
¢ (unwraps to)

L-message/rfc822 566 bytes
L— text/plain 228 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-wrapped

Message-ID: <smime-one-part-wrapped@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:04:02 -0500
 AyMSAXMDowNDowMiAtMDUWMAOKVGhpcyBpcyBOaGUgc21pbWUtb251LXBhcnQt
d3JhcHB1ZCBtZXNzYWd1LgoKVGhpcyBpcyBhIHNpZ251ZC1vbmx5IFMVTULINRSBt
ZXNzYWd1IHZpYSBQSONTIzcgc21lnbmVKRGFOYS4gIFRoZQpwYX1sb2FkIG1zIGEg
dGV4dCO9wbGFpbiBtZXNzYWd1LiBJdCB1c2VzIHR0ZSBXcmFwCcGVKIE11c3NhZ2Ug
aGVhZGVyCnByb3R1Y3Rphb24gc2NoZW11LgoKLSOgCkFsaWN1CmFsaWN1QHNtaw1l
LmV4YW1wbGUKOIIHp]jCCA88wggK30AMCAQICEW8tIJhOROZAKZzKkIJUhBHUPTQG1rQw jH2x9SG91PEMO46gTPNCcOgMGHjMTglgvaKcLQP5UzZpEYPLror2X4P5uXxaP0o
LIZRzZWmKw1RF7FOD7PfB5v94M5274XYXW2W4uKGA7QGNUZROSVSYKGiWDplJhgXw
fDz8A0enITGXnoEKAFvvjiCgh64P1hIeMorj36pgL190WZD6YrzSWHUZ1FO0juyu
0fQsgmé6hvrDTQNpHNZO15f0URza1SkCvi9GFmMNUPoVgwggPPMIICt6ADAQECAhM3
QQV57XV/QqmiXDr0+GromgnXMAOGGCSqGSIb3DQEBDQUAMFUXDTALBGNVBAOTBELF
VEYXETAPBgNVBASTCEXBTVBTIFdHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgULNB
IEN1cnRpZmljYXRpb24gQXVOaG9yaXR5MCAXDTESMTEYMDA2NTQXOFOYDZIWNTIw
OTI3MDY1NDE4W]jA7MQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1QUYBXRZEX
MBUGALUEAXMOQWXpY2UgTG92ZWxhY2UwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAW
ggEKAOIBAQCO9INnoWDgWPk2af®+StijSNORS8K/hN8D+10780ullsk4ASvSwjsCNo



7sHUa4xQuU15J06VQqY18LANWOR]rc9Bax4MguzsbFXBe6uFhimVpXmFXxSpUByQ+95
OMFz/evPgP96wWV+z4TtAWW2Z34rTiz4DXMIO7XYNFUEOLs/gkUP2Gxzyms0O2kaYw
Tut3SryCgeHEFbZFkB4urMk4xrIJC3CzWruS2QOFHbBLfkgKNSwXVgkWFfiOucfC
n+IQsaqpold3f9jSkbtAV5w3vzfog8919MxXKI9H614KUE1INAtJ7BtZcs17dUy9u9
COgEYkRi1VokFQgqQ7XNDU+r3SeOWwks7AgMBAAGjga8wgawwDAYDVROTAQH/BAIw
ADAXBgNVHSAEEDAOMAWGCMCGSAF1AWIBMAEWHQYDVRORBBCWFYETYWXpPY2VAC21p
bwWUuzXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQCcDBDAOBgNVHQ8BATS8EBAMCBSAW
HQYDVROOBBYEFLV2zLItHQYSHJeuKWqQQENMgZmZzMB8GA1UdIwQYMBaAFJEwW]jnwH
Fwyn8QkoZTYazZxxodvRZMAOGCSqGSIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4K
kkOHG25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhW/JvdYn30UxT
yrZlRAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAKogENt1sRx1cvb7HV
X524bKZaloPTUN1m6QpivtqDIdqGJdGf8L1zLFXBUuo2zL3HR+MOCDr40pg2JCkzP
0Qhp7poIccGE6IOTSY+RrOA9iCQSPN1+Tg8YedjGzUWFO7rNmTOTZPCVZUAUBLr+
JJtzOKypyQ3eoZ6EPazXqMyHAVcsmOGI364I0A0b8PSrINt jh+AqJ5QfH+0e7NSz
NnEmMYICADCCATwWCAQEwbDBVMQOWCwWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1Q
UyBXRZEXMC8GAL1UEAXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2F0awWuIEF1
dGhvcmleeQITNOEFeel1fOKpolw69PhqzpqplzALBglghkgBZQMEAgGgaTAYBgkq
hkiG9wOBCQMXxCwY JK0ZIhvcNAQCBMBWGCSQGSIb3DQEJBTEPFWOYMTAYMjAXNTAQ
MDJaMC8GCSqGSIb3DQEJBDEiBCCt+Ik56mZTd2mpSgOXM38dS7jM5alU2FDX9/58
cgalszANBgkghkiGO9wOBAQEFAASCAQCxKLkx511140I0cH2tcwWqcsQilPLgQ30ck
ghJL2X9/C122ib0GNwWL8wW3qSEBeGla+tWtHW3bSqJIx1ciRYcLs16ms23n05Q0Z0pU
fRLMQUTEQObCF+syiTGnWLj8e+2aRVP1LIYEIbin6+hFyp4s393zYhdMOPAP2rul
1g+BxoWXUjXso+81PgqLawA+9KMI6tQZMnwI9LpGImZTfoSXdHWgWt jdotzZpgsKm
Thr8DBKtUetqgZ2zqD03z03W2L6EMNMO5BIUMQWAL/cN+X9kws5dAqtHDQhPNTal
WUXQOTTKMzN1RA10XfowEStSnfD00zIqg+L7LgiMw9jhIgP4/uB2

B.2.2. S/MIME signed-only multipart/signed over a simple message,
Wrapped Message

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a text/plain message. It uses the
Wrapped Message header protection scheme.

It has the following structure:
L-multipart/signed 4451 bytes
F—message/rfc822 596 bytes
| .—text/plain 256 bytes

L—application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:



MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="20c";
micalg="sha-256"

Subject: smime-multipart-wrapped

Message-ID: <smime-multipart-wrapped@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:05:02 -0500

--20c
MIME-Version: 1.0
Content-Type: message/rfc822; forwarded="no"

MIME-Version: 1.0

Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

Subject: smime-multipart-wrapped

Message-ID: <smime-multipart-wrapped@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:05:02 -0500

This is the smime-multipart-wrapped message.

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a text/plain message. It uses the
Wrapped Message header protection scheme.

Alice
alice@smime.example

--20c
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MIIJ4AYJIKOZIhvcNAQCcCOIIJOTCCCcOCAQEXDTALBglghkgBZQMEAQEWCWY JKOZI
hvcNAQCcBOIIHpjCCA88wggK30AMCAQICEW8tJhOROZAKZzKkIJUhE6HUPTQG1irQwDQYJ
KoZIhvcNAQENBQAWVTENMASGA1UEChMESUVURjERMA8GALIUECXMITEFNUFMgVOCX
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUYyBSUGEQQ2VydGlmawNhdGlvbiBBdXRob3Jp
dHkwIBCNMTKkXMTIWMDY1NDE4WhgPMjA1MjAS5MjcwNjUOMThaMDsXDTALBgNVBAOT
BELFVEYXETAPBgNVBASTCEXBTVBTIFdHMRCwFQYDVQQDEW5BbG1jZSBMb3Z1bGFj
ZTCCASIWDQYJKoZIhvcNAQEBBQADYGEPADCCAQOCYYEBAJQVKFqLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUo0izZVpMLCP3MUKtLeLg9rimATID1B/wlbdmadXPmrsz
yidmbuzZmOpB5voVQfiLYYy31i0x7Y0qzXr1l6udPO7kOsV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3plfIKMOAPzZLOOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koazXC
NSXL7WWTLMLeNf9Byb5ksKqUUQEHAMd1nmoNMgjYOVTVTcrvOw43GG8FtpSX+TWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJd/nx26r8A4SSwIBaVv4AwPxXAf1iPSIVK



arUCAwEAAaOBrzCBrDAMBgNVHRMBAT8EAjAAMBCGA1UdIAQQMA4wDAYKYIZIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1Ud JQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/WQEAWIFIDAdBgNVHQ4EFgQUOINB1UQ8gCKVTAE]
80e0r83zdw8wHwYDVROjBBgwFOAUKTCOTACXDKFfXCSh1NhpnHGh29FkwDQY JKoZI]rc9Bax4MguzsbFXBe6uFhimVpXmFxSpUByQ+950MFz
/evPgP96wV+z4TtAWW2Z34rTiz4DXMIO7XYNFUEOls/gkUP2GxzymsO2kaYWTut3
SryCqgeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbB1fkgKNSwXVgkWFfiOucfCn+IQ
saqpold3f9jSkbtAV5w3vzTfog8919MXKI9H614KUE1NAtJ7BtZcs17dUy9u9COgE
ykRiVoOkFQgqQ7XNDU+r3SeOwWwks7AgMBAAG]jga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwWIBMAEWHgYDVRORBBCWFYETYWXpY2VAc21pbwWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BATS8EBAMCBSAWHQYD
VROOBBYEFLV2zLItHQYSHJeuKWqQENMgZmZzMB8GA1UdIwQYMBaAFJEwW]nwHFwyn
8QkoZTYazZxxodvRZMAOGCSqGSIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhwW/JvVdYn30Uxfyrzl
RAZEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZal1oPTUN1Im6QpivtqDIdqGJdGf8L1zLTfXBuo2zL3HR+MOCDr40pq2JCkzPOQhp
7poIccGE6IOTSg+RroA9iCQsPN1+Tg8YedjGzUWFO7rNmTOTzPCVZUAUBlr+JJtz
OKypyQ3e0Z6EPazXgMyHAVCcsmOGI364I0A0b8PSrINt jh+AqJI5QTfH+0e7NSzNnEm
MYICADCCAfwCAQEwbDBVMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1QUYBX
RzZEXMC8GAL1UEAXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2F@awWOuIEF1dGhv
cmlOeQITNOEFeell1fOKpolw69PhqzpqplzALBglghkgBZQMEAgGgaTAYBgkghkiG
9wOBCQMXCwY JK0ZIhvcNAQCBMBWGCSqGSIb3DQEJIBTEPFWOYMTAYMjAXNTAIMDIa
MC8GCSqGSIb3DQEJBDEiBCCCcDIXr7wd3VCCz1VBGINySvUJI/Fhzo26f78E1/UUbj
jTANBgkhkiGOWOBAQEFAASCAQBUMMGL40IZQmt3Nad/ymEUOLU3Dgfd/nYKuj6P
fjKYJIFbOUhwtufZK9/WyVtytLsFIMYHZgUSWU3VbHk1L/c00469Rbqo6CqlLRIPK
UN2Eul2UCa+30vMIQ8gONBT1XrdfROOVRgVFO91hLFKTXLfCDUG8ziRWOLWuUCQgZg
zkVXQEzVvFy0tsSbr3GAY817wWgll1+PTFchO4XF+rg7cNysKqGLt jxP91N3PCcURYvV
TmooTPY46kheab7ZAzKgQI6go7somKmMgD7UsctMLSVZo+EX5/N9vq5znv7bfpoE
Rgd+NZNQD+VYDIOU1FI5ZjyjHpRmcFpyw]jVvHNbTBGlYhv3q4

--20c- -



B.2.3. S/MIME signed-only signedData over a simple message, Injected
Headers

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a text/plain message. It uses the Injected Headers header

protection scheme.

It has the following structure:
L—application/pkcs7-mime [smime.p7m] 4185 bytes
4 (unwraps to)

L— text/plain 239 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-injected

Message-ID: <smime-one-part-injected@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:06:02 -0500

MIIMDgYJKoZIhvcNAQcCOoIIL/zCCC/sCAQEXDTALBglghkgBZQMEAgEWGYI3Bgkq
hkiGOweBBWGgggIoBIICJELITUUtVMVyc21lvbjogMS4wDQpDb250ZW50LVRYYW5Z
ZmVyLUVuY29kaw5n0iA3Ym1ODQpTdWJIqZWNOOiBzbwWltZzS1vbmUtcGFydClipbmpl
Y3R1ZAOKTWVZzc2FnZS1JRDOgPHNtawW1l1lLWOuZS1wYXJOLWluamVjdGVkQGxocC51
eGFtcGx1PgOKRNJIVbTogQWxpY2UgPGFsaWN1QHNtawllLmvV4YwWiwbGU+DQpUbzog
Qm9iIDxib2JAc21pbWUuzXhhbXBsZT4NCkRhdGU6IFNhdCwgMjAgRmViIDIWM]Eg jH2X9SGI1PEMO46gTPNCIgMG]jsCNo7sHUa4xQU15J06VqY18LANWOR]rcC



9BaxX4MguzsbFXBe6uFhimVpXmFxSpUBYyQ+950MFz/evPgPO6wV+z4TtAWW2Z34rT
1z4DXMIO7XYNFUEOLs/gkUP2Gxzyms02kaYWTut3SryCqeHEFbZFkB4urMk4xrIJ
C3CzWruS2Q0FHbB1fkgKN5SwXVgkWFfiOucfCn+IQsaqpold3f9jSkbtAv5sw3vzfo
g8919MxXKI9H614KUEINAtJ7BtZcs17dUy9u9COgEYkRiVokFQQqQ7XNDU+r3SeOW
wks7AgMBAAGjga8wgawwDAYDVROTAQH/BAIWADAXBgNVHSAEEDAOMAWGCMCGSAF1
AWIBMAEWHQYDVRORBBCWFYETYWXpY2VAc21pbWUuzXhhbXBsZTATBgNVHSUEDDAK
BggrBgEFBQcDBDAOBgNVHQ8BATS8EBAMCBSAWHQYDVROOBBYEFLV2ZLItHQYSHJeu
KWQQENMgZmZzMB8GA1UdIwQYMBaAFJEW]jnwHFwWyn8QkoZTYaZxxodvRZMAOGCSqG
SIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4KkkOHG25nY/0eNARD6/0FQ/sYonX2
doizcGMk53riugAocCn5zbzhW/JIVdYn30UxfyrZ1lRAzET7GHqgB/NyjoOad3pdpVyY
eDh4ciNKjbs+aEoTWgAKoqENt1sRx1cvb7HVX524bKZaloPTUNIm6QpivtgDIdgG
JdGF8L1zLfXBUu02zL3HR+MICDr40pq2JCkzPOQhp7poIccGE6IITSg+RrOA9iCQs
Pn1+Tg8Yed]jGzUWFO7rNmTOTZzPCVZUAUBLr+JJtz0KypyQ3eoZ6EPazXqMyHAVCS
mOGI364I0A0b8PSrINt jh+AqJI5QfH+0e7NSzZNNEmMMYICADCCATWCAQEWbDBVMQOW
CwYDVQQKEWRJRVRGMREWDWYDVQQLEwhMQU1QUYBXRZEXMC8GA1UEAXMOU2FtcGx1
IEXBTVBTIFJTQSBDZXJ0aWZpY2FOaWOuIEF1dGhvcmlOeQITNOEFeellfOKpolw6
9Phqzpgp1zALBglghkgBZQMEAgGgaTAYBgkghkiGOwOBCQMXCwYJKoZIhvcNAQCB
MBWGCS(qGSIb3DQEJBTEPFWOYMTAYMjAXNTA2MDJaMC8GCSqGSIb3DQEJBDEiBCA7
4grfze+Y7DQEGFAYHYYVRpNKUUZFROV+RVSTVu4FGDANBgkghkiGOwWOBAQEFAASC
AQB1KYVVQNZpe3EKeMOXhJr1INxneVmZWFCE15YFeRs08FeIwJkV65YtFIKjOVVyY
gYuzZBGz4MsKaddXxAOXI/Q7¢cJ+70d910c1mL3PD2/U6D0OWwWhNTJONSK7miYfMASV
42TMIWTtOT10RINVBitjkTuzZDus1tp3xwxbrzTa4pyGaXEhBW/Fc4z6L+z8hpQv/
+6dw3+0Rgfc67VTHVNSVVTbOUPrWwvdxFdL5xYdgXx1hDsLMEms2ttHHzvjCOO3Kq
ASOXMHEMMpfdL5M69MAjvroOUVOSXETfQaxca7IKd+9XUNNRretZ9xz2kn2uD+k7
unTEyVGeHrwmQMw/8MdvEac/

B.2.4. S/MIME signed-only multipart/signed over a simple message,
Injected Headers

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a text/plain message. It uses the
Injected Headers header protection scheme.

It has the following structure:
L-multipart/signed 4417 bytes
|—text/plain 258 bytes

L—application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:



MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="12b";
micalg="sha-256"

Subject: smime-multipart-injected

Message-ID: <smime-multipart-injected@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:07:02 -0500

--12b

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Subject: smime-multipart-injected

Message-ID: <smime-multipart-injected@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:07:02 -0500

Content-Type: text/plain; charset="utf-8"; protected-headers="v1"

This is the smime-multipart-injected message.

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a text/plain message. It uses the
Injected Headers header protection scheme.

Alice
alice@smime.example

--12b
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITJ4AYJIKOZIhvcNAQCcCOIIJOTCCCCcOCAQEXDTALBglghkgBZQMEAgEWCWY JKOZI
hvcNAQCcBOIIHpjCCA88wggK30AMCAQICEW8tJIbOR0OZAKZzkJUhB6HUPTQG1irQwDQYJ
KoZIhvcNAQENBQAWVTENMASGA1UEChMESUVURJERMA8GALIUECXMITEFNUFMgVOCX
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUYBSUGEQgQ2VydGlmawNhdGlvbiBBdXRob3Jp
dHKwIBCNMTKkXMTIWMDY1NDE4WhgPMjA1MjASMjCcwNjUOMThaMDsXDTALBgNVBAOT
BE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMRCwWFQYDVQQDEW5BhG1jZSBMb3Z1bGFj
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQOCYgEBAJqVKFqLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoizZVpMLCcP3MUKtLeLg9rimATfID1B/wlbdmadXPmrsz
yidmbuzZmOpB5voVQfiLYYy3i0x7Y0qzXr1l6udPO7k0sV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3plfIKMOAPzZLOOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koazXC
NSXL7wWTLMLeNf9Byb5ksKqUuGEHAMd1nmoNMgjYOVTVFcrvow43GG8FtpSX+TwWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPXAf1iPsSIVK
arUCAwEAAaOBrzCBrDAMBgNVHRMBATf8EAjAAMBCGA1UdIAQQMA4wWDAYKYIZIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1Ud JQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/WQEAWIFIDAdBgNVHQ4EFgQUOINB1UQ8gCkVTAE]



80e0r83zdw8wHwYDVROjBBgwFOAUKTCOTACXDKfXCSh1NhpnHGh29FkwDQY JKoZI
hvcNAQENBQADgQEBAIFJeKCcsTKcFqQMpTryujRGzJdYA+R9eBAuDLsatbtKt14F
zkgRy0g31/+Cw7H8e30iLrPIF1WN1qjHrjg0yIs5AQ/hgxLvLir3hEUV2Z3MRsMt
jH2X9SG91PEMO46gfPNCOgMGHjMTglgvaKcLQP5UzZpEYPLror2X4P5uXxaPOLIZR
ZWmkw1RF7FOD7PfB5v94M5274XYXW2W4uKGd7QGNUZROSVSYKGiWDp1JhgXwfDz8
AGenITGXNoEkAFvv]jiCqh64P1hIeMorj36pgL190WZD6YrzSWHUz1FOOjuyuOfQs
qméhvrDTgNpHNZO15Ff0URZza1SkCvi9GFmMNUPoVgwggPPMIICt6ADAgECAhM3QQV5
7XV/QqmiXDr0+GrOomgnXMAOGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEYX
ETAPBgNVBASTCEXBTVBTIFAdHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIEN1
cnRpZmljYXRpb24gQXV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFOYDZzIWNTIWOTI3
MDY 1NDE4WjA7MQOwWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUYBXRZEXMBUG
ALUEAXMOQWXpPY2UgTG92ZWxhY2UwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWYYEK
AOIBAQCO9InowWDgWPk2af@+StijSNOR8BK/hN8D+10780ullsk4ASvSw]jsCNo7sHU
a4xQU15J06VqY18LANWOR] rc9BaX4MguzsbFXBe6uFhimVpXmFxSpUBYyQ+950MFz
/evPgP96wV+z4TtAWW2Z34rTiz4DXMIO7XYNFUEOLls/gkUP2GxzymsO2kaYWTut3
SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbB1fkgKNSwXVgkWFfiOucfCn+IQ
saqpold3f9jSkbtAV5w3vzTfog8919MXKI9H614KUE1NAtJ7BtZcs17dUy9u9COgE
ykRi1VOkFQgQqQ7XNDU+r3Se0wwks7AgMBAAGj ga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwWIBMAEWHgYDVRORBBCWFYETYWXpY2VAc21pbwWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQCcDBDAOBgNVHQ8BATS8EBAMCBSAWHQYD
VROOBBYEFLV2zLItHQYSHJeuKWqQQENMgZmZzMB8GA1UdIwQYMBaAFJEW]jnwHFwyn
8QkoZTYaZxx0dvRZMAOGCSqGSIb3DQEBDQUAAAIBAQBziaI2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhw/JVdYn30Uxfyrzl
RAZEf7GHqgB/NyjoOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZal1oPTUN1Im6QpivtgDIdqGJdGf8L1zLTFXBuo2zL3HR+MOCDr40pq2JCkzPOQhp
7poIccGE6IOTSg+RroA9iCQsPN1+Tg8YedjGzUWFO7rNmTOTzPCVZUAUBlr+JJtz
OKypyQ3e0Z6EPazXqMyHAVcsmOGI364I0A0b8PSrINt jh+AqI5QFH+0e7NSZNNEm
MYICADCCAfwCAQEwWbDBVYMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1QUYBX
RZEXMC8GA1UEAXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2FOawWOuIEF1dGhv
cmlOeQITNOEFeell1fOKpolw69PhqzpqplzALBglghkgBZQMEAQGgaTAYBgkghkiG
9wOBCQMXCwY JK0ZIhvcNAQCcBMBWGCSqGSIb3DQEJIBTEPFWOYMTAYMjAXNTA3MDIa
MC8GCSqGSIb3DQEJBDEiBCCXRoUdAgR7J+TnI6kw8MpGtWVJIPCnoAB+XTkDf78dwi
CTANBgkqhkiGOwOBAQEFAASCAQCitU3JSEMd9FhqUu87UxYScDI1pDfznXlivjges
xBmmSy51qg5vvs+axKK/hTOR7YLSULJLNwxJgDCPEmMHi1hV5Tpj5mLH8gEXu4c+kK
$91s53vONvibhIVDEpNgNVL/KMVDAK2gTqYHCE21]j7qcWWNhnGdweMJZsBvLy/Xi
BLaD2t4qHY91PaeMugDrxThNWEhjoDIoI5f7NpBPYvJIgB7blcJhXqil5weYrJiGr
hyTr561ff+Xjs8qjgrrzdJ8HHeUsxDJulrX8auo+pIKudcu41U8Ben2MInCiVbEG
aqbbPK7xip5c/YZEaZWYAs8w+dif68J8E07Q0/kkr45Tt5pf

--12b--

B.2.5. S/MIME signed-only signedData over a complex message, Wrapped
Message

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline image/png
attachment. It uses the Wrapped Message header protection scheme.



It has the following structure:

L—application/pkcs7-mime [smime.p7m] 5631 bytes
¢ (unwraps to)
L-message/rfc822 1613 bytes
L-multipart/mixed 1549 bytes
F—multipart/alternative 946 bytes
| F—text/plain 282 bytes
| .—text/html 380 bytes
L—image/png inline 232 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-complex-wrapped

Message-ID: <smime-one-part-complex-wrapped@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:04:02 -0500

MIIQOgYJKoZIhvcNAQcCoIIQKzCCECCCAQEXDTALBglghkgBZQMEAgEWGYZjBgkq
hkiGOweBBWGgggZUBIIGUE1JTUUtVmMVyc21lvbjogMS4wDQpDb250ZW50LVR5cGU6
IG11c3NhzZ2UvemZjoDIy0yBmb3J3YXJIkZWQOIm5vIgOKDQPNSULFLVZ1cnNpb246
IDEUMApPDb250ZW50LVR5cGU6IG11bHRpCcGFydC9taXhl1zDsgYm91bmRhcnk9Ijhm
ZiIKU3ViamVjdDogc21lpbwWUtb251LXBhcnQtY29tcGxleC13cmFwcGVkCk11lc3Nh
Z2UtSUQ6IDxzbWltZzS1vbmUtcGFydC1jb21wbGV4LXdyYXBWZWRAbGhwLmV4YW1iw
bGU+CkZyb206IEFsaWN1IDxhbGljZUBzbwltZS51eGFtcGx1PgpUbzogQm9iIDxi
b2JAc21pbWUuZXhhbXBsZT4KRGFOZTogU2FOLCAYMCBGZWIgM]jAyMSAXM]jowNDow
MiAtMDUwWMAOKLSO4ZmYKTULINRS1WZXJzaW9uO0iAxLjAKQ29udGVudClUeXBl0iBt
dwx@aXBhcnQvYWXOZXJuYXRpdmU7IGIvdw5kYXJI5PSIXYWUiCgotLTFhZQpDb250 tDUyM3IHNpZ251ZERhdGEUICBUaGUKCGF5bGOhZCBpcyBhIG11bHRpCGFy
dC9hbHR1cm5hdG12ZSBtZXNzYWd1IHdpdGggYwW4gaw5saw51IG1tYwWd1L3BuZwph
dHRhY2htZW50LiBJdCB1c2VzIHR0ZSBXcmFwcGVKIE11c3NhZ2UgaGVhZGVyIHByY
b3R1Y3Rpb24gc2NoZW11lL jwvcD4KPHA+PHROPiOtIDXici8+QWXxpY2U8YnIvPmFs
aWN1QHNtaw1lLmV4YWiwbGU8L3ROPjwvcD48L2JvZHk+PC90dG1sPgotLTFhZSOt
CgotLThmZgpDb250ZW50LVR5cGU6IG1tYWd1L3BUZWpDb250ZW50LVRYYW5ZzZmVy
LUVUY29kaW5n0iBiYXN1NjQKQ29udGVudC1EaXNwbh3NpdGlvbjogaw5saws51Cgpp
VKJIPUncwS@dnbOFBQUFOU1VORVVNQUFBQ1FBQUFBVUNBWUFBQUNOaVIWTKFBQUF ]
RWXFUVZSNDJ1V1RPeGJBCk1BZ1M3Mz1luTzNUcFJ3MjBkcXBiZkFSuUuvqT313axXdz
bkNOaORLbmJjTGs2NNNxbFQrenQ5Y21kadUrNkt3aloKc2dyemZjcVZNcEwyam8w
NDQ3Z11EcGVBcmsrT25KSGt JaEFmVFBSawWNpaEFmNV1Kcnc3dmp2MFpXU1dNL3Vs
aQp2ZFBmMVFaMmtERD14cHBKOHABQUFBQkpSVTVFCcmtKZ2dnPTOKCi0t0GZmMLSOK
0IIHpjCCA88wggK30AMCAQICEWStJbOR0OZAKZzkIJUh6HUPTQGirQwDQYJKoZIhveN
AQENBQAWVTENMASGA1UEChMESUVURJjERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNV
BAMTKFNhbXBsZSBMQU1QUYBSU®EQQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkwIBCN
MTkXMTIwMDY1NDE4WhgPMjA1MjA5MjcwNjUOMThaMDsXDTALBgNVBAOTBELFVEYX
ETAPBgNVBASTCEXBTVBTIFdHMRcwFQYDVQQDEW5BbG1jZSBMb3Z1bGFjZTCCASIw



DQYJKoZIhvcNAQEBBQADGYEPADCCAQOCGYEBAJqVKTqlLwal jj+gBUCTkacKTg8cc
20tJ9ZSed6U3jU0iZVpMLCP3MUKtLeLg9r1mAfID1B/wlbdmadXPmrszyidmbuZm
OpB5voVQfiLYYy3i0x7Y0qzXrl6udPO7kOsV+UdSNRFxrfKeoQEFXg0aGdmnx40G
/e3plfIKMOdPzZLO0AJF5M500xzXPL74zFCWp2f1ZkuE4A6141k0oaZXCNSXL7WWT
LMLeNf9Byb5ksKqUugEHAMd1nmoNMgjYOVFVTcrvowd3GG8FtpSX+TWzB2zNS20F
+XIVnzRG5DeoULq8v88Z5bLpIl/nx26r8A4SSwIBaVv4wPxATf1iPsIVKarUCAwWEA
AaOBrzCBrDAMBgNVHRMBATf8EAjAAMBCGA1UdIAQQMA4wWDAYKYIZIAWUDAQEWATAE
BgNVHREEFzAVgRNhbG1jZUBzbW1ltZS51eGFtcGx1MBMGA1Ud JQQMMAOGCCSGAQUF
BWMEMA4GA1UdDwEB/wWQEAWIFIDAdBgNVHQ4EFgQUO1NB1UQ8gCkVfAE]j80e0r83z
dw8wHwYDVROjBBgwFOAUKTCOTACXDKFXCSh1NhpnHGh29FkwDQY JKoZIhvcNAQEN
BQADgQEBAIFJeKCcsSTKcFqQMpTryujRGzJdYA+R9eBAuDLsatbtKt14FzkgRy0g3
1/+Cw7H8e30iLrPIF1WN1qjHrjg0yIs5AQ/hgxLvLir3hEUV2Z3MRsSMtjH2x9SG9
1PEM0O469gTPNCc9gMGHjMTglqvakcLQPSUZpPEYPLror2X4P5uXxaPOLIZRzWmKwlRF
7FOD7PfB5v94M5274XYXxW2WA4uKGd7QGnUZROSVSYKGiWDp1JhgXwfDz8A0enITGX
NoEkAFvvjiCqh64P1hIeMorj36pgL190WZD6YrzSWHUz1FEOjuyuOfQsgméhvrDT
gNpHNZO15f0URZzal1SkCvi9GFmNUPoVgwggPPMIICt6ADAgECAhM3QQV57XV/Qqmi
XDrO+GromgnXMAOGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEYXETAPBgNV
BASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIEN1CnRpZmlj
YXRpb24gQXV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFOYDZIWNTIWOTI3MDY1NDE4
W3jA7MQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEwhMQU1QUYBXRZEXMBUGALUEAXMO
QWxpY2UgTG92ZWxhY2UwggEiMAOGGCSqGSIb3DQEBAQUAA4IBDWAWGYEKAOIBAQCO
9InowWDgWPk2af0+StijSNOR8K/hN8D+10780ullsk4ASvSw]jsCNo7sHUa4xQuU15J
06VQqY18LANWOR]jrc9Bax4MguzsbFXBe6uFhimVpXmFxSpUByQ+950MFz/evPgP96
wWV+Z4TtAWW2Z34rTiz4DXMIO7XYNFUEOls/gkUP2Gxzyms02kaYWTut3SryCgeHE
FbZFkB4urMk4xrIJC3CzWruS2QOFHbB1fkgKN5wXVgkWFfiOucfCn+IQsaqpold3
f9jSkbtAV5w3vzfog8919MXKI9H614KUELNAtJ7BtZcs17dUy9u9COgEYkRiVokF
QgqQ7XNDU+r3Se0Wwk s 7AgMBAAGj ga8wgawwDAYDVROTAQH/BAIWADAXBgNVHSAE
EDAOMAWGCMCGSAF1AWIBMAEWHQYDVRORBBCWFYETYWXpY2VAc21pbWUuzXhhbXBs
ZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BATS8EBAMCBSAWHQYDVROOBBYE
FLv2zLItHQYSHJeuKWqQENMgZmZzMB8GA1UdIwWQYMBaAFJEw]jnwHFwyn8QkoZTYa
Zxx0dVRZMAOGCSqGSIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4KkkOHG25nY/0e
NARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhw/JVdYn30UxfyrZ1RAZEf7GH
ggB/NyjoOad3pdpVYeDh4ciNKjbs+aEoTWgAKoqENt1sRx1cvb7HVX524bKZaloPT
UN1m6QpivtgDIdgqGJdGf8L1zLfXBuo2zL3HR+MICDr40pq2JCkzPOQhp7poIccGE
6I9Tsg+Rr0A9iCQsPn1+Tg8YedjGzUWFO7rNmTOTzPCVZUAUBlr+JJtz0KypyQ3e
0Z6EPazXgMyHAVcsmOGI364I0A0b8PSrINt jh+AqJ5QfH+0e7NSzNnEmMYICADCC
AfWCAQEwbDBVMQOWCWYDVQQKEWRJIJRVRGMREWDWYDVQQLEwWhMQU1QUYBXRZEXMC8G
A1UEAXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2FOawWOuIEF1dGhvemloeQIT
NOEFeell1fOKpolw69PhgzpqplzALBglghkgBZQMEAQGgaTAYBgkqhkiGOwOBCQMX
CwYJK0ZIhvcNAQCcBMBWGCSqGSIb3DQEJBTEPFWOYMTAYMjAXNZAOMDJaMC8GCSqG
SIb3DQEJBDEiBCDMOILEOX46FKWXHI/3mD5yDeON8CATZ/xaQnIfalyyOTANBgkq
hkiG9wOBAQEFAASCAQBWZUGAP7COINZ86JeaKimYKXpArooRzZnso+wJtXhZ1mTX
CSHp783QCEKYEOF+rv1IrD+fcFULz8LOo7Mm+PWQbtkbx5uZR7IFLG1K+81i8wVCZ]
1Bs21gpZ/qglqP+ddCPwZuywITEGNjjgg760HJ0gxJIniG3/teIy6dHMI20BogZjN
kdVSbBh0a9GnTtnWJd2zH7tOtV16NyH3+pNn4DTUWR2IVRgXHKY/KT7cIOTfQj9C
HEizT1jQMDVHhoHs1WdwjAGjH3foH4CXP1/1bN+qBH2QAURZ8+LueDcl1QsPJXtc
fUseHVMstoHacOrajLjDZ8FXSLCkmto6RRSQVSTO



B.2.6. S/MIME signed-only multipart/signed over a complex message,
Wrapped Message

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses the Wrapped Message
header protection scheme.

It has the following structure:

L-multipart/signed 5542 bytes

F—message/rfc822 1671 bytes

| L-multipart/mixed 1607 bytes

| F—multipart/alternative 1002 bytes

| | —text/plain 310 bytes

| | text/html 408 bytes

| L—image/png inline 232 bytes
L—application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:



MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="ce9";
micalg="sha-256"

Subject: smime-multipart-complex-wrapped

Message-ID: <smime-multipart-complex-wrapped@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:05:02 -0500

--ce9
MIME-Version: 1.0
Content-Type: message/rfc822; forwarded="no"

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="c33"

Subject: smime-multipart-complex-wrapped

Message-ID: <smime-multipart-complex-wrapped@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:05:02 -0500

--c33
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="bb6"

--bb6

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the smime-multipart-complex-wrapped message.

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses the Wrapped Message
header protection scheme.

Alice

alice@smime.example

--bb6

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the <b>smime-multipart-complex-wrapped</b> message.</p>
<p>This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message



with an inline image/png attachment. It uses the Wrapped Message
header protection scheme.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--bb6--

--Cc33

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgOAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACELIEQVR42uVTOXbA
MAQS739n03TpRw20dgpbfARQE]jOywiwYnCtkDKnbcLk66sqlT+zt9cidkE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0nJHKINAfTPRicihAf5YJrw7vjvOZwWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABIRUSErkJggg==

--c33--

--ce9
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITIJ4AYJIKOZIhvcNAQCcCOIIJOTCCCCcOCAQEXDTALBglghkgBZQMEAgEWCWY JKOZI
hvcNAQCBOIIHpjCCA88wggK30AMCAQICEW8tJIbOR0OZAKZzkJUhE6HUPTQG1irQwDQYJ
KoZIhvcNAQENBQAWVTENMASGA1UEChMESUVURJERMA8BGALIUECXMITEFNUFMgVOCX
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3Jp
dHKkwIBCNMTKXMTIWMDY1NDE4WhgPMjA1MjAS5MjcwNjUOMThaMDsXDTALBgNVBAOT
BE1FVEYXETAPBgNVBASTCEXBTVBTIFdHMRCwWFQYDVQQDEW5BhG1jZSBMb3Z1bGFj
ZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQOCYgEBAJqVKFqLwal jj+gBUCTk
acKTg8cc20tJ9ZSed6U3jUoizZVpMLCcP3MUKtLeLg9rimATfID1B/wlbdmadXPmrsz
yidmbuzZmOpB5voVQfiLYYy3i0x7Y0qzXr1l6udPO7k0sV+UdSNRFxrfKeoQEFXg0a
Gdmnx40G/e3plfIKMOAPzZLOOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koazXC
NSXL7wWTLMLeNf9Byb5ksKqUuGEHAMd1nmoNMgjYOVFVFcrvow43GG8FtpSX+TwWz
B2zNS20F+XIVnzRG5DeoULq8v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPXAf1iPsSIVK
arUCAwEAAaOBrzCBrDAMBgNVHRMBATf8EAjAAMBCGA1UdIAQQMA4wWDAYKYIZIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1jZUBzbW1tZS51eGFtcGx1MBMGA1Ud JQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/WQEAWIFIDAdBgNVHQ4EFgQUOINB1UQ8gCkVTAE]
80e0r83zdw8wHwYDVROjBBgwFOAUKTCOTACXDKTfXCSh1NhpnHGh29FkwDQY JKoZI
hvcNAQENBQADQQEBAIFJeKCcsSTKCFqQMpTryujRGzJdYA+R9eBAuDLsatbtKt14F
zkgRy0g31/+Cw7H8e30iLrPIF1WN1qjHrjg0yIs5AQ/hgxLvLir3hEUV2Z3MRsMt
jH2Xx9SG91PEMO46gTPNCIgMGHjMTg1qvaKcLQP5UZpEYPLror2X4P5uXxaPOLIZR
ZWmKw1RF7FOD7PfB5v94M5274XYXW2W4uKGd7QGnNUZROSVSYKGiWDpl1JhgXwfDz8
AQenITGXNoEkAFvv]jiCqgh64P1hIeMorj36pgL190WZD6YrzSWHUz1FEOjuyuOfQs
gméhvrDTgNpHNZO15fO0URza1SkCvi9GFmNUPoVgwggPPMIICt6ADAgECANM3QQV5
7XV/QqmiXDr0+GrOomgnXMAOGCSqGSIb3DQEBDQUAMFUXDTALBgNVBAOTBELFVEYX
ETAPBgNVBASTCEXBTVBTIFAdHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIEN1
CnRpZmljYXRpb24gQXV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDZIWNTIWOTI3
MDY 1NDE4WjA7MQOWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUYBXRZEXMBUG
ALUEAXMOQWXPY2UgTG92ZWxhY2UwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWYGEK
AOIBAQCO9InowWDgWPk2af@+StijSNOR8BK/hN8D+10780ullsk4ASvSwjsCNo7sHU



a4xQU15J06VqY18LANWORj rc9BaX4MguzsbFXBe6uFhimVpXmFxSpUBYyQ+950MFz
/evPgP96wV+zATtAWW2Z34rTiz4DXMIO7XYNFUEOLls/gkUP2GxzymsO2kaYWTut3
SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbB1fkgKNSwXVgkWFfiOucfCn+IQ
saqpold3f9jSkbtAV5w3vzTfog8919MXKI9H614KUE1NAtJ7BtZcs17dUy9u9COgE
ykRi1VOkFQgQqQ7XNDU+r3Se0wWwks7AgMBAAG j ga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwWIBMAEWHgYDVRORBBCWFYETYWXpY2VAc21pbwWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BATS8EBAMCBSAWHQYD
VROOBBYEFLV2zLItHQYSHJeuKWqQQENMgZmZzMB8GA1UdIwQYMBaAFJEW]jnwHFwyn
8QkoZTYaZxx0dvRZMAOGCSqGSIb3DQEBDQUAAAIBAQBziaI2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhw/JvdYn30Uxfyrzl
RAZEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZal1oPTUN1m6QpivtgDIdqGJdGf8L1zLTFXBuo2zL3HR+MOCDr40pq2JCkzPOQhp
7poIccGE6IOTSg+RroA9iCQsPN1+Tg8YedjGzUWFO7rNmTOTzPCVZUAUBlr+JJtz
OKypyQ3e0Z6EPazXqMyHAVCsSmOGI364I0A0b8PSrINtjh+AqJI5QTH+0e7NSZNnEm
MY ICADCCAfwCAQEwWbDBVMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1QUYBX
RZEXMC8GA1UEAXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2FOawWOuIEF1dGhv
cmlOeQITNOEFeell1fOKpolw69PhqzpqplzALBglghkgBZQMEAQGgaTAYBgkghkiG
9wOBCQMXCwY JK0ZIhvcNAQCBMBWGCSqGSIb3DQEJIBTEPFWOYMTAYMjAXNZAIMDJa
MC8GCSqGSIb3DQEJBDEiBCAV+07fTFRFOqNPRsH2sYZz0leh5w2wW+5q6Nde9GJIQWH
NTANBgkqhkiGOwOBAQEFAASCAQBrqtTwleU834PA6rF6Vsac5dGAswyv4vh/EVX0
XBY7A+uEacaMOXRaSzkTgehOk0Ga31d2bvVeXmwbcROkNvradw//dXOkctHW/cW6x
1BALj1aFAbYmObCY/FTItu7nLGIAIQCMOWA0VHgH7I/QX0sz307hH68SWItJInLDy
CSEDzRKNh1v15cNOeuYOMNAGHCVKCchkI1WCj1pcJVmTq3FQE4GNee01x2Pz3ao7y
vDO/E/s1iF2SiPS7GcgluywZ11n5xAwR95/G/1UlqWFBXPAPgIMdalkDsqRI++tE
7aFVuQ9rEoAQJ8KeS8QWA/Lf/iefFfuOESJIXjRDAbJI3+gm5P

--ce9--

B.2.7. S/MIME signed-only signedData over a complex message, Injected
Headers

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline image/png
attachment. It uses the Injected Headers header protection scheme.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 5651 bytes
4 (unwraps to)
L—-multipart/mixed 1579 bytes
F—multipart/alternative 950 bytes
| F—text/plain 292 bytes
| .— text/html 387 bytes
L—image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-complex-injected

Message-ID: <smime-one-part-complex-injected@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:06:02 -0500
¢cGU6IG11bHRpCcGFYdCO9hbHR1cm5hdG12ZTsgYm91bmRhecnk9
Ij11YyINCgOKLSO5ZWMNCKNVbnR1bnQtVH1wZTogdGV4dCO9wbGFpbjsgY2hhcnNl
dDOidXMtYXNjawWkiDQpNSU1FLVZ1cnNpb246IDEUMAOKQ29udGVudClUcmFuc2zl
Cci1FbmNvZGluZzogN2JpdA®KDQpUaGlzIGlzIHR0ZSBzbWltZS1vbmUtcGFydC1j
b21wbGV4LWluamVjdGVkIG11c3NhZ2UuDQoNC1RoaXMgaXMgYSBzawduzwQth25s
eSBTLO1JTUUghbWVzc2FnZSB2aWEqQUEtDUYM3IHNpZ251ZERhdGEUICBUaGUNCNBh
eWxvYWQgaxMgYSBtdwx0aXBhcnQvYWx0ZXJuYXRpdmUgbwVzc2FnZSB3aXRoIGFu
IGlubGluzSBpbWFnZS9wbmcNCmFOAGFjaG1llbnQUIELIOIHVZZXMgdGhlIEluamV]j€c2Z1cilFbmNvZGluZzogYmFzZTYODQpDb250ZW50LURpc3BvCc210awou0iBpbmxp
bmUNCgOKaVZCT1JI3MEtHZ29BQUFBT1NVaEVVZOFBQUJRQUFBQVVDQV1BQUFDTM1S
ME5BQUFBYQVsRVFWUjQydVZUT3hiQQOKTUFNUzczOW5PM1RwWUNCYMGRXCcGIMQVJIR
RWpPeXdpd1luQ3RrREtuYmNMazY2c3FsVCt6dD1ljawWRrRSs2S3drWgOKc2dyemZj
CVZNCEwyam8wNDQ3Z11EcGVBcmsrT25KSGt JaEFmVFBSawWNpaEFmNV1Kcnc3dmp2
MFpXULdNL3VsaQOKdmRQZ]jFRW]jJrREQ5eHBwZDh3QUFBQUJKU1U1RXJrSmdnZz09
DQONCiOtNWRhLSONCqCCB6YwWggPPMIICt6ADAgGECARMPLSWIETMXSS5CVIeh7j00
BOqOMAGGCSqGSIh3DQEBDQUAMFUXDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXB
TVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUgTEFNUFMgUINBIEN1cnRpZmljYXRpb24g
QXV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFOYDZIWNTIwWOTI3MDY1INDE4AW]A7MQOW
CwYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUYBXRZEXMBUGALUEAXMOQWxXpY2Ug



TG92ZWxhY2UwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWYYEKAOIBAQCalSn6i8Gi
44/0AVAN5GNCk4PHHNjrSTfWUnnelIN41KImVaTC3D9zFCrS3i4Pa9ZgHyA5Qf8JIW3
ZmnVz5q7M8onZm7mZjqQeb6FUH412GMt4jse2Dqs165ernT905NLFf1HUjURca3y
NngEBBV4DmhnZp8eDhv3t6dXyCjNHT82S6DgCReZuTtMclzy++MxQlqdn9wWZLhOAO
peNZKGmVwjeVy+8FkyzC3jX/Qcm+ZLCqlLghBwDHAZ5gDTII2PVX1X3K7/cONxhv
BbaUl/klswdszUt jhflyFZ80RuQ3gFC6VvL/PGeWy6SCT58duq/AOEksCAW1b+MD8
QHIYj7CFSmq1AgMBAAG]jga8wgawwDAYDVROTAQH/BAIWADAXBgNVHSAEEDAOMAWG
CmCGSAF1AWIBMAEWHQYDVRORBBCWFYETYWXpY2VAc21pbWUuzZXhhbXBSZTATBgNV
HSUEDDAKBggrBgEFBQCcDBDAOBgNVHQ8BAT8EBAMCBSAWHQYDVROOBBYEFKJITQAVE
PIApFXwBI/Dnjq/N83cPMB8GA1UdIWQYMBaAFJEwW]jnwHFwWyn8QkoZTYazZxxodvRZ
MA®GCSqGSIb3DQEBDQUAA4IBAQCBSXignLEynBakDKU68roORsyXWAPKTXgQLgy7
GrW7SrZeBc5IECjoN9f/gsOx/Ht9I1i6zyBZVjdaox644DsilL.OQEP4YMS7y4q94RF
FdmdzEbDLYx9sfUhvdTxDNOOOHz53PYDBh4zE4Nar2inCOD+VM6RGDY66K91+D+b
18Wj9CyGUc1ppMNURexTg+z3web/eDOdu+F2MVtluLihne@Bp1GUTkromJIBolg6d jAMBgpghkgBZQMCATABMB4GA1UdEQQXMBWBE2FsawN1
QHNtaw1lLmV4YWlwbGUWEWYDVRO1BAwWWCQYIKwYBBQUHAWQWDgYDVROPAQH/BAQD
AgbAMBOGA1UdDgQWBBS79syyLROGEhyXrilqkBDTIGZmczATBgNVHSMEGDAWYBSR
MI58BxcMp/EJKGU2GmccaHbOWTANBgkghkiGOwOBAQOFAAOCAQEAc4miNgfOqaBp
I3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKI19naIs3BjJ0d64roAKHAP+C284VvyVXWI
99FMX8(02ZUQMxH+xh60Afzcozmnd6XaVWHg4eHIjS027PmhKE10AJKKhDbdbEcZX
L2+x1V+duGymwWtaDO1DZZukKYr7agyHahiXRn/C9cy31wbqNsy9x0fjPQg6+Dgat
iQpMz9EIae6aCHHBhOiPU7IPkazgPYgkLD59fk4PGHNYXxs1Fhd06zZk9E8zwlc1A
LgZa/iShczisqckN3qGehD2s16jMhwFXLJtBiN+uCDgNG/DOqyThY4fgKieUHx/t
HuzUszZxJjGCAgAwggH8AgEBMGWWYTENMASGALUEChMESUVURjERMASGALUECXMI
TEFNUFMgVOCcXMTAVBgNVBAMTKFNhbXBsZSBMQU1QUYBSUOEgQ2VydG1lmawNhdGlv
biBBdXRob3JpdHkCEzdBBXntdX9CqaJcOvT4as6aqdcwCwYJYIZIAWUDBAIBOGKw
GAYJK0oZIhvcNAQKDMQSGCSqGSIb3DQEHATACBgkghkiGOwOBCQUXDXCNMjEWM] Iw
MTcwNjAyWjAVvBgkqhkiG9wOBCQQXIgQgSnZFRpoKyudHBvkAo6hqyxtaGzBVpz8R
sk+FJtjH7PgwDQYJKoZIhvcNAQEBBQAEgQEADAIUCPkW406(gXePSs+Yh+ZPDg8Zy
V5hH1SNGGLmMQP82ZDL/+z0b54QvODTFNFb8SNLO5NXIZImZo/XtXRTh1Sily/Cnb
xL9dkylf0a0dtkc5MMv+W5AWQQACS JFkN+g9EPr+XcsFCn7Dsb/Vu836eZhSQ+tB
kttfKuhy/XKImI3fp5GLZhGUSNVWNwwC+1Um3A0KhmKhI3M8KCt84XxpMGYXHJId1t
DfADNo6cWgQOpQeF7mSh4gSneysep2koZNVx9LpCjoYzto6t5DorJBtBiZBr7qBg
jYB68KCMpZ2N4IIPLtcup96bHPeR+IkDgaF4EeeFIfCysSEKBRFkbF+qzgNw==



B.2.8. S/MIME signed-only multipart/signed over a complex message,
Injected Headers

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses the Injected Headers
header protection scheme.

It has the following structure:

L-multipart/signed 5510 bytes

F—multipart/mixed 1637 bytes

| -multipart/alternative 1006 bytes

| | F—text/plain 312 bytes

| | .—text/html 410 bytes

| .—image/png inline 232 bytes
L—application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:



MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="34f";
micalg="sha-256"

Subject: smime-multipart-complex-injected

Message-ID: <smime-multipart-complex-injected@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:07:02 -0500

--34f

MIME-Version: 1.0

Subject: smime-multipart-complex-injected

Message-ID: <smime-multipart-complex-injected@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:07:02 -0500

Content-Type: multipart/mixed; boundary="193"; protected-headers="v1"

--193
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="db5"

--db5

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the smime-multipart-complex-injected message.

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses the Injected Headers
header protection scheme.

Alice

alice@smime.example

--db5

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the <b>smime-multipart-complex-injected</b> message.</p>
<p>This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses the Injected Headers
header protection scheme.</p>



<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--db5--

--193

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgOAAAANSUhEUgAAABQAAAAUCAYAAACNIRONAAAACEIEQVR42uVTOXbA
MAgS739n03TpRw20dqpbfARQEjOywiwYnCtkDKnbcLk66sqlT+zt9cidKE+6KwkZ
sgrzfcqVMpL2j00447gYDpeArk+0nJHKINAfTPRicihAf5YJrw7vjvOZWRWM/uli
vdPf1QZ2kDD9Xxppd8wAAAABJIRUSErkJggg==

--193--

--34f
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MIIJ4AYJK0ZIhvcNAQcCOIIJOTCCCcOCAQEXDTALBglghkgBZQMEAQEWCWY JKOZI JQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/WQEAWIFIDAdBgNVHQ4EFgQUOINB1UQ8gCKVTAE]
80e0r83zdw8wHwYDVROjBBgwFOAUKTCOTACXDKFfXCSh1NhpnHGh29FkwDQY JKoZI rc9BaX4MguzsbFXBe6uFhimVpXmFxSpUBYyQ+950MFz
/evPgP96wV+z4TtAWW2Z34rTiz4DXMIO7XYNFUEOls/gkUP2GxzymsO2kaYWTut3



SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2QOFHbB1fkgKNSwXVgkWFfiOucfCn+IQ
saqpold3f9jSkbtAV5w3vzTfog8919MXKIOH614KUE1NAtJ7BtZcs17dUy9u9COgE
ykRiVokFQgqQ7XNDU+r3SeOwWwks7AgMBAAG]jga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwWIBMAEWHgYDVRORBBCWFYETYWXpY2VAc21pbwWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQCcDBDAOBgNVHQ8BAT8EBAMCBSAWHQYD
VROOBBYEFLV2zLItHQYSHJeuKWqQENMgZmZzMB8GA1UdIwQYMBaAFJEW]jnwHFwyn
8QkoZTYazZxxo0dvRZMAOGCSqGSIb3DQEBDQUAA4IBAQBziaI2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhW/JvdYn30Uxfyrzl
RAzEf7GHqgB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1cvb7HVX524
bKZa1oPTUN1m6QpivtqDIdqGJIdGF8L1zL FXBuo2zL3HR+MICDr40pq2JCkzPOQhp
7poIccGE6IOTSg+RroA9iCQsPNn1+Tg8YedjGzUWFO7rNmTOTzPCVZUAUBlr+JJtz
OKypyQ3e0Z6EPazXgqMyHAVCcsmOGI364I0A0b8PSrINt jh+AqJI5QTH+0e7NSzNnEm
MY ICADCCAfwCAQEwWbDBVMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1QUYBX
RzZEXMC8GA1UEAXMOU2FtcGX1IEXBTVBTIFJTQSBDZXJ0aWZpY2F@awWOuIEF1dGhv
cmlOeQITNOEFeell1fOKpolw69PhqzpqplzALBglghkgBZQMEAgGgaTAYBgkghkiG
9wOBCQMXCwY JK0ZIhvcNAQCcBMBWGCSqGSIb3DQEJIJBTEPFWOYMTAYMjAXNZA3MDJa
MC8GCSqGSIb3DQEJBDEiBCBpheScfJ+ESh8/z2r5jHXx3Lw+5VkH8zTicO3HRGXfm
0zANBgkqhkiG9wOBAQEFAASCAQADY9VgxUcoI8DWKdyHqPM8nLuaHB1B/SONgbzi
4S19gIMS4wWR6S02LpiG36z4/zFwOJUbvqwC2WIN7+WOVra6ZX/x7Hfmv+uqdsMWe j
r8IXATRFWNmM6GEbih2BsYABTNYy8z0JGs+y6dcNNADIWDJIIKJETi+xvlieFAQdeoWI
PyHmUjpzzjOcTAKFNnSsa4lwSBOty81ZPW6uOk1lUx+VVGRkgg/OuXTBB1yGDO2gbw
g5893Rx03g5zzxaYJIP03zy0/WW7FmCINNQbyZbQD8R4rvROhVna@r7Xow4Q+wzfu
Dz290LszzmumpedAaP7q/MOjySdSjwfQniw5hHHhAMIlwcqt

--34F--

B.3. Encrypted-and-signed Messages

These messages are encrypted and signed. They use PKCS#7 signedData
inside envelopedData, with different header protection schemes and
different Header Confidentiality Policies.

B.3.1. S/MIME encrypted and signed over a simple message, Wrapped
Message with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Wrapped Message header protection scheme with
the hcp_minimal Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7345 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4436 bytes
& (unwraps to)
L-message/rfc822 679 bytes
L— text/plain 321 bytes



Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-enc-signed-wrapped-minimal@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:08:02 -0500

MIIVLAYJK0ZIhvcNAQCDOIIVHTCCFRkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BoqOMAOGCSqGSIb3DQEBAQUABIIBAFHb+aM8bhyJ1nFFuBDyyBVQf2IplykrvvYb
mKgBk0812gecPSOMTkW5e20Q4+WT4r tU4EOIXTFMSA2KUkKc+QUA3ycVCoL5zhetX
GSEX74S5P4JMY/uAoyBlEogGNi21lvagvgOGkgHJCZAjKjPNmqyTfafyvlY4BQRQ+
WJ1i7mURDIbgrcOxfcC/yt7UWXF1fuhm6n7r TvRKhe4DOEOOB8YyKupUgcDzBMTw5SF
POHEYOVF1j12+LNKSSOPhVpOPbPKMCVi+ERtXEQV7C7BRVVYBiprpYJIxJry09t3E
jmIupgHZMgXx1AKFpBsd1PWfI1mrMVZTBpRgy8Bds7CORgWbsOMwggGEAQEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEgQEAX1PXPDD1V2W0o766+MhR821W8
pDOGWAM1ScYPggh4t50FmSjFtyigawhMcQhoRsSAKGV3870XupYXH/1kaD7nIdZw+
pZK1/RZUUBtxv1sRIpJduXcWm/Dsu@lQtQSfcg5Fas1SMjBpMI41BD2KCOM5meDP
NgqHNzNMFvEOZiP06Xx+bTCXhds8WT1i/B2DDyXGjEaN6RUFw6 rKNXwbXoRODJICMosSF5®3kH21eAZGK9afAC+NNwKvSL1hWovXXujmTwGao
8TQPCcI9CKTRS3tx5dONEY5A6ZPbAX3SkcdHpUc/Z6Z29atONNN8Oppl55sichJeP+Q
yoWX/IMhZwNksoiP1Wqa2KYGk8913EVBOOKMH3G/I0cilg75VxjfKQ/IrB6xrhb7
wY3YCV14MtJ4T9gi0rtkXxq6YTI6LQVXP3BWpm1f3xwxQn3HUSQNFO/dESQMikOy
PONT/wkwX0+vOXY59maI2tF9sMFiheLeRRjPDbwaXNCX4ghzpOAOKQ1+0/upcXPd
02sskI3b3gh+gbRhTUOXAMA51/P0Q6Q0]j/0jxfbNO81YdiHE49]j1Xx5MAG0U/yn2V
WK1DKXE570tX5Z3upvQvLVYuc7+hfsr@oIC/A+4UKzt3G3kjmHgKvkPeP4ytu5Cw@4BYMm5uGp


@svarbDhV8H3q9cM+0ODMDPFOARjZ/hi
ciD06010MciMAYzh5C0AbLQgz1HNUZIM4CCqidPVzHyn11IifhH+yEWkXkkC0O8QV
1kDFbwmBhLRPawpIXxsr7Quz@aICJIBdGZ2Xwx55VAbht7S0b11NYbM50QeMtpzJC7
OvKgPkoctvugR8v041sIgxUc6vtHW8C8YWHhz8g90LBPeR0O0/0I4+AePScm/BICy
DrnYGFFM9C/rMU+PateE/dvsGiwW6dTm+9SUFQEqQwIOazGfAWE83G85Z2VePQOQ7RB
jxvzkgnSg7DZkbuylEmSRUa5gROWt tH+43jVTY09Zqrjw7NOvn/OLIIYDcpxQBrUE
/ntfknMg8luYOMou8YJCIOtX/wL89sYZhJu49H657dGB/A2tpGRVSb820Iei7rhu
+9quDIPX0PgBCEPh8k5eLtF23XJTfTi2sxD7WU1XwhiX0+0CTfVvQNFt8ptJUrPB9/
GzNzNObrNex9YUbFEAeGh6BiopGlTAeauu/VSc6J0D12uxLtt/sqx5riBDvgiXpu
vp+N2213sEjyMeQ1i03EIKhAHNPAFbMi6uEEeMVCNneg9IxJj8lodiCawkxjQafhy
1970mBTNjLQWX]j3gCyIr4gK8aD9jrcixrPrUukKly04jdSuprINoQcDLEL1T/yPd/0
OTwDZewzygLHRI/2eg0@JPHtjZer/m+stDLbRxNhKGfwjTR7RedkOcX40LPiyVI40
MRZ300kMZ531YRvzrsChO+L7Z23D6g5nZ2v05yKFvTfHgcmy3RZWOWyaiCF+wnLGD+
gcOtrcMs+SYc1FO01XCpCNd20bYKOicviIgqH4TpAuSrwebYCtM6hzoDdbw10Btcal
08D6XVSUPgy40683tf5TyqMZYqESSG6UbY+08HELcJ4p1jzb50VXwwFrMkfntREV
Birra5k4+/Td6nOWE/Ba61COWVC8cBy1qpObkKsm1IWNrbbGZmfLx9hgfLtxtCZQ
+DaWbvzEEeH6qyGy8VR/rX6kUu@+rHMIyohPbk35VysC/s870fBsuUheFCigfC7XE
v69d1e3NANXQPCE8OYI1LO063AW1IQBXEVEMfkutCX9LM/w2h7PI7DGu71Najl1CxTo
g/74mJrIT91neVCK1EpkmEMCimLd5NzjUcGatCLU574LfGpsOEDRUDVIi8HBJIOAP
spptpgQ8LMAjnvWilPQZcbhd/OWVRzzKEp8i5k3IvtVHi/aFu91lZvnopgDJe43L30
tT3Kt9d/ZjHRswW4MT8vNCiDKBNF7TTyTC/jUq6pOuHglfc5H6QRgE]jow/maBCB/@JLq+Qp/f5FgIglBODWteA1PVC22i0z1g/d
+aVKtOHRCsJIXupP+jIjdJIUekwlSZCid72SmwS61fCinpJ1Vedq700A/SrJ9eg50m
Etg28g9N3x3BzC4Q+gI5CMSK1fC3d2xHohxxdkw02MJIwdOXbjwPaPxgqYbngJC4E



WLCXLPTLwW6XuTJ61QJIRpF3kk6REmMgnR1Dz8Dmm3ocpCcNLa7Vo05LkCnZfUvmZc4
jw/2JIwuLcZR9yo00iUuHRMZj/WOFZRhPMWQWWCESCqcKYTfNNXLKVs0ZfwaUbNapIbA
5E0Z0VpFQYZRz00Q7vdSodDt JOREPXvYbjGomITYm8VgsICQZVTAhUScNKkRgh3KF
tqULWhLK7Tz0z12rrr1+LuSqlpb+QMOAZ4ALYByeWEKN0920ZaCfa/DXxxMitx/Zy
RDFAtYiUzOmtWKcJInGfPzuInCHQ7QRYh2+xDh/09k5qSeSV+1rG4M1IOsptm41lfN
W60EJR7Y99I0ItlenqgjicyLDYpJavZCgMjHznCSPffWzi0B8Vylvphbs80mTQlvN2
J2V6HqLTgDg27M06vZ0Bj jSjBdW+AJcw0zzYOeMvT+hEKLQCSRXXEB4OWr /qtwFv
aLYhITORENYVXRbQGMXWL81T2mCs57m1srOtvP2t7J4DWbp4CoiPY2IFLC4VvZLKS
KgfPwD1d7qdZEwykzn9tzis0dx83ta0qeXc02kXsvxglglx1lhO+DL60oamH2G1BBz
yVVaDnw3C72aV6BKL5XFjbwWsWdqKr0/2Gh8EE6GIPZIWITIMbt2TxSTdGXxXDgs1BB
plIDglQo47imspSjwilbzZm/duczPWuDpNwW1f9uHRyIPcA8QagXA+hvgelLbVpJuJG
6Y11FEYeIl+0tX251S9ghkDCvZ8MIZZ2muqYoB/Bac/CsbkoGJHgF5kg1RNBMCZv
aUGnTA/PaUEDyHJY74VsJJFVv8Hbsvwi5MOAUUAIIY601GL3VZqQRAQ]jINJKEXIp
szLOcHyalL8tHYOIRSP4XaSR6hiEbFJVbPUIKSATqTrON+mT1FeVkJIXx]jGJVgwcxn
GSohbJc93gt3r2sS7HAr5fhJI3xDyXIYhWmRIQatv1Kh5SXsg9wSVMNFn4D1Q149
F1b9J+ydb3ENJ1Vn0aKGC/hyGhULNAUTDyg+pqz3Nu51lwejgFNgz3/W/KPNnIFnM
6vJIt09bEpPNKATOOBLXW20ztJCjgHODD7AVQAVTGU8208MBL8PueUD1UysqzZduTay
f2aVXICEfPFWXR81zHtDe87Iu/RgKwPnkHy+nFRKUSVhyhQ3EgnWZpLRNZHgPxv T
C74UbBFrBARWFRtYy28HGPqM75jNsOIsquad+9gx1leRsuPE1k1lsjiX1vDT1trEYE/
EF56h9hdn88C7SE04KFMbI/6ae62JQdp07CPgq+5YGHMVUZeQHIZKkfLAQUVTCRQtL
CZH86BtnMyKPZeoVEdOguyX0kv27gswvizXf1h0ey5voAGWOEH9j6+z5SNOSPhry
AzwG8mH27gD1rrGCn1gX5f0S39+xtuuseqAW+iQgDk9IGrgAstMQYRW1kRYXKQ1lg
y/1c1Q5/M6kyq5M21199gd7hrqTcEh9Xy1dRBPAC1jXyWZo2eTnpOn9whXZbMtLu
11Zc102dTwLWWXM7uLK3xDQS653AQKc8C46DW3Gs1H15+jWOOC50rPHh5XxeLX9U0

B.3.2. S/MIME encrypted and signed over a simple message, Injected
Headers with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_minimal Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7305 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4406 bytes
& (unwraps to)
L— text/plain 333 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-enc-signed-injected-minimal@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:09:02 -0500

MIIVDAYJK0oZIhvcNAQcDOIIU/TCCFPkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCSqGSIbh3DQEBAQUABIIBAEqQWQtPONMpOlborDISF55uUE0ZXerbw2f8G8
04jr822TF4ehQnzqt1Smtb3q7XZZ2Gz30VYvOJ002DWrWwWbhSzaaWHXwJ8HAMOVX1i0
87SVZMWXXzwrZSyrabmCte7HhJO0OFYgMphkC8UoGtIE+J5Z1XpZq]jpiicTDHZPD
gKPIXCEO®26LS1uj0/11/0N5cBrdMR1zEE/tn12vA3e95pUEM2ILObUukZPPKLiTfr
ejLM2/0QUklYmh541eeC3dQAOxIfOwWktzrp4qt/qJPPKI/RCw/JLOSaf2x005pET
PBRhxQdPEyYjKfBRIOmM/FMa+LkAqzjH1II6MbYs7a+zAZvqH/ tXkwggGEAgEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEABaLUv4/qgPpg9LQVoTctoa3dd
8+wK32x1FwCr3LzD4A+3AZGAzqgJ61r00/cyDbz6swNjZQb6IvsHrxn2hCLyGS7JZ
pxaqvNhOMTZ7ppvAAMY/cbtim6oo+aR+YBFMuUejNy2Lf4g9Qugs7C86BqwT/DDR
8012vrQcTRVgxxgtaJtTSHXPZVQeoTLI9QvyVBR69XJI4fNvaplF5CVP1GONwVWgYd
7UlFQCViH1ASwcJ2VMYTAp2vWgrghn6taCB5NuzPH6TLgXM33bzaEZ9+7ya@k0yC
h6PtoTm+Sk504F3qTf3EZ91+pZw9dYKmHXNJSXzhInzob22BUwmi8rmAhyz7YDCC
Ed4GCSqGSIb3DQEHATAABYlghkgBZQMEAQIEECNEpHap3uuwIy1DMX4JIXriAghGw
Y9Dgh6eaEPJSGb2YLpt5P4NZqy1iFQN5ASF/ejZ+0XBWbhPihaoCRKaixULOXFx0O
f1THjHHFDNcuizZz2dxbGtWtuCzZkxt44ycJ2GOJpCNcWVn0BaJckEyiPxhjn4yul6d
pqbT2G4Pt6DEWSteMIFNpaM7AcGbpO4KTFO22zIy1PQR]jQRafhFO8+7Jkm8ndRPUP
bNfOdLg+0oIErDaMDlr84VyUEaSjJzIS5xh7+Igilk109cGQViTaOEtDhhL19sWrn
Tdmrit+/jso6IPZKI1lkaA8U1sZ4B3gWE]jyxOphDKmtz0OY5P5hQNcbhbXquk6CQT+NGO
2XB5h90dYPQc5hSUY3PxGOWWUOVZQGAQLH/LWCm57sjFSNATYJ04N1ijQB5kIzmST
8KLgLgquMser7JzSyhGaatw3zC9rzZ152FUohJQk30SIzeMhJoXrQ11lywWEQOSfdCFo
+iaV70jHOEYQtmmcamzZw0il8JIN4FyufRh7DyCBi4RODX70wWWgKr601VrhcPZNwV
r+8YsuqprpblYEP1E1cqLOZXxVX5z21UQ133U08p4CVITWOTUUNNMFRARNTNWOXFS
ORQrSR45G/274tG2/j3R94EdomMSJI8/Zx/qf 7fou+EkdhfVNB/6AND2jAm37bUeg
I89QVN/BTVCcXwhMDsYV60qPMaHWD3B/07yF8HjyRiVh78bUX9rUlpIgXSrmnnuyB
1noOrWKpacjxQenLebNa8CzZVG4ZpQRa3f/NX0cS17auNb/qoT/xtgcTawb6jF5M/
D3ulDiILH/jCyDaglL7ItSzTKu2BCHOtNXy2DVVOFSMTyfOLrYaZpYGLULvoly+u
yBgTQram5ZxmwjGhM80snwWlmaB4kQ1lFBWoW++rnEbQ9JEL+n6UXTIHBbRG6bNUY7uU
5jjYih1tEKM7Y6cQbWn/PykRIjP76mukR/PI84WHQGP+n6K8QjCP32Ij5vOBAXCN
KftDYROYNGK1680ej0@ozUpPnz5LJIw3VvbDEFZMVVCJEY2qOD7EdTFAYOjNWLATUGW
WA43/PKeEi7smTQWXGWrbIFXPwuuNKyMOHLGiKX(qSJSzj531jTiGaswWVpHibEK1US
IWOXef/7Q/PZvCa8vxmVGowSQ7gwWQTVEOhKiOMV71YuxDTWRacPet jFzkwOZoTHF
5gFV+/CY2W5VXVSKIRS5mr/jjQtBu+7L0Aep2MGqlulLZIgXDaOkPR5Rz60rfCz70
M70E85uq430h6goP4YKeCU1SXSE9QYXRQICN83AhY7JCzrP4bKVnKdia56XEmXMKR
LQ29Z2zSakaIPKbSmxMuIgknlOV29PGG1KztSDonWIFVVLJIb6Qne8altI7zTxmll
IMi5zxct0969g35HGN1VOh9ZzIKABX0T6q18yhfInWQOONKMpTfHrHPTOXaulr4hzm3



MPENUG94PWMWGEK1485rsYOtZgE/PZr1s1DsxmA06r@6maqwc5NTNZoHWN16WFWZ6
1uRMCctWEMW7gHeqly4TfXH4QiRMXAuzDdrYnVjWGqN1k3zEY/v/ppxI/woUdwBmw
pxwr3LTvna/8jpkt060hM8ZUKAsS9zYbtQBGLqrSylprf+nplrXDQhkIghV3Lpx2H
hdM1jzMyvPJse5AyQ42L9w5SZaOvIA9t 7RN+19LKxjpdMsY+zW7tgqMhRTd6U9pY
kfRsONDJJuvlypSBwbaEfZgiNtUkFwuzQRrfKLqjJeKCXw5cpad+f4xPPPc52UM5
RNIMTFe6UF1NmodzkyLr6pltMRmnNLXS12uTXHR/9z8Ni/+mUWg8G/9aTwujB1J01
6Le8TE96YP1WqF//qSz8WIVWGTr fPGpQkwpzBWaV251LvgKzETel16/EY8z0/G3nN
ahlowlaeBxbKm2VwtGwzZM84bYWaHOCLPAQAVKFhv5zk+5pgC98rwifhhXTefYA2P
0D9501UaTQTWKjrw6t2kzgbmQ7 TFOEe1i5EW+SXVKbd266MQgSZNhzXSFTgs8XA/
aNmXLx2DjpbQIjI5AzVE5YWeN+d51HDee4Z54sDp6GsqpYj136AHZIE6I1jxxi8U
p7J7Bkclzs/4FdY9cGfHT1hV7ugtaENg3wswhavoMgaQZIjoqi/PyLBSFrScCK15
3kfdaRRwdg4E43PqQDRWOe490KWX6VXGzqV1sOhzo4Hq8GvMhvSjC9gJQK1hIeDY
0tBZIhEmOZQBqg4rlJienVaWEPJkfebn8GB2xkogf3j+ol6udrv+djux87+QJ1ih+cZ
vOIk/12eJawW3cxzBa/ckfph6TAPM1wEkcdxpLtF+dbNc7WHXK6NV8P5zPBTq58mC
1iCpwhMnRUKY78w0dsAK5/0X11bya5fFBSrvVf71PPyADaw@9puu5di9cJUY0GECH9
dWWI29MnuhJ/+GPGLrT+X36CDc4UMUYHNQGIOEqk6XUEUgZDWbsmpYUt@J2zBvu+
Rb4xAIbla94wXzsAQ/4aVKauSd6ofjycbzcc6allvyQtqAOZPFP7S9z3dyN1LCAOG
Uiat5crCQbVhJQNVMabkFBOWIF5KkGITERgmupnlukf80FS+XGw8t24PPg40s2MnP
xtdZMO1mE1lwvF1cD2/thU8hfXUfYnT2qmObik JpXQE@e7BASANYQ]j6ud5eboEhfH J3XFMmM7QxJJTmKoRe5bySvCy38god5
12wWxVrlxuftoGPf8QYtLc5F7B+gx5i8Pv8eI/JILMNGBdci90UYKkIe6IAWOZMX ]z
OwPzIITHL815ejE6CcCc+Gy+SwV0s0a®RC43n0AzP4BWU4wWRMJIungQTSzMUM+6xb2k
ku3XkjwdQLVY7gX7M7AbDr/7eK70jWnixTyNY75zq0bQaoyhgKJ1D+6iwadbMVvq8
SYpPSY2EUNFSVM3+NeGVF/ANLOGCBHZzY10kQy1HQZ1TpB/2nYA3KkBTLOMZOUXNOT1
Ca8uDcGVBOMsHNe8wvOMVIA4GCYYHSQxZ+SMtyl1TMtZ6qENDARSZz7JFC6jbaho3U
KM5+81yAbXOh3PnMNURt J+9+nFHI+7Uiudkoel/ymg0ZgJhrKkbSd6Xx9iof2da/F®/rcPcH61GSKEi4
Wn365bCmMBTYHAd6MCOh8p2YycZoQBgqGAXTSxz5q90XJGIikrou7UfnSKTHghubXz
PVmMNWGbXUR5FrEYKR6SHQWPF4Hr9pbigqq40ZFXrONvdCOfB7LL63X9XWV+TFXNPE



j9ycJeqxVvQgB6TQ83nNfwbh7WKCedwaoEARCZ2CNY14V3pePfZt tMYWQDtHR7Ssko
VpjhgDqoQpMP3sdNFR7u7DgmwLKkkhwAru1JOLYnI72G2IutRxn0Ox4hwWxiNizYntB
d9bjlUpcOt7uyfembDnadqFg6gQa69YiYuRR5JChc1P6LUSVTYNNMkCznkoPVOWGM
VQvaEPKWWZI2/YSmZqtBsuE2G2ggK6q0OnRXC01GxjeNuoJkgaedceHrGFtnyfQBQ
gHG1j7L1HV840nwdINS3nMhxceof7nQVs0yllcdHv7F1lui5ZSxPzAJb6turw8ssy
xU8838uMVgqwnwVzj1HzOmGguIeGX4rATS1t1vVR93GAebDWCcEBiGg2hdJLfrvUF
Gru8B/HMtDc+HFwWyDICgwVMrjixqb4Q1lOMZV8X8B2NdFG66U4KMG2KCmUeVUBEXX
SCMrf0/JEVC8UXZWUNXby7H1u4rMH257aYkhhXwh/0obKUx9DDqkWxW8QFjNeCQY(q /AL
Xyxn3C7Mv4ozpFzvKgw/bukNYIKdDZ2nWegqpnRoSyAbuHJOFFdayEvx/XSSPdq/t
g3V1bNrMbzZMYr/QJkQqCvncusXK50pFeOF/2jj+EnJrbubrOmTR+GzKAN88QQ67n
NMRrQVCOZ+3WiqlykBY7nrVLfHW/AF8BDW+Xxqr6uNIO5u084yZRpStkE611IMZVY
MvTtm+Yb5trb/qUuzJbpgSRT40mlHynstp+VvEECM6U]jVFSUEITFCQuaPKmz1/qHd
M+AgbdMRUBMLGBR1TX5rTVd6kIj2gDTmPbnV/6PK59T8Nv6Aekokdc5CtYgc4oKh
ftDRa6OE]jpLG1IgCQzT7khzTrHZMNOYXdtrTDBr4fHitqlr5RjU+Aymx+NLOCXmX
V+LiVvvQxHGpGiZEaV7onQ==

B.3.3. S/MIME encrypted and signed over a simple message, Injected
Headers with hcp_minimal (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_minimal Header Confidentiality Policy with a "Legacy
Display" part.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7565 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4584 bytes
1 (unwraps to)
L— text/plain 423 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-injected-minimal-legacy@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:10:02 -0500
]jOXxp/nCHY4SphqyoHLgHTXQ90T]®H3zErccItnxq6E1hDmVBRgY0+3Nwmh7/
Cr7nfoSykkpzPona4ULy+309VrRI31cCheD+EIB+HR058EZz22AXm1VINMg9ANC6E7
Gl/xTtJIBiqb/PvT/mQiAgOVvD95GtK152R361w630qTBCcIV36ZN+zCC82AQIDKbOK
PmzZm9nMyACvQ8oogodcctHvFcQj87+eqJRmmFU2/CMsreSXmujzxXHEHGK+kanBN
1DAV8ef IXHsD8+2V20n05]j6WN7inIUdZeZGVEZzrDeGu8mTdGQWCEOYHOPVRYYVKF
31uCk4eB50Rdze4z+FnOMBNjwykdbVySdLZnKMX2jalrcbrP51016dsUnG9T83xk
uvcNrf1RfNg63Iy/GSHMNNLNtgSpLCc4N+hz67uU6G2y2+dLikA30DBomVXDXPv(dC0472JhGSeEt/T5ugKEQ3gVvVE38GdduYyDNLOUSEF6VBRbYOMJICITFI134szZac
axXoN5PKF2Gd5XM7kyU+DeHntXpvxfwDF/39ScoZ1FowlgHbXxRCcFEH+3YyhFfPvar
JELK7bMfE1CLCE93CAMUVAXLjwMgXLDOfD2p7003dgEcoMfuQBtk9LgaiNDO/b8U
N2FJbAYyLGXKn+Dkor1l+TF16ydEJIGQNIV6KkvIYi2v6QdblmSCoY7rF3IuA72a08A
dpengkKsPLgp51tXAbND8d2gXValLxyM0SJSSgKoOvZYKQYcPh5FeaIMtWhbpo6eci
ht3wWb3jFcXT7REyuTVIbXcmwp5BfGF5H]j tdsAUhuyZUWUTOdHWYirtORHOF1moksS
UM1RMaDa®CcoiJPXpQmvUivQxM+rPQUEHSTShwnx7hMjOUTUXXxiaakiw@QNA9ZKL
+GMSQBAFIz+20N040GUtL86+ypHLQPPCgOlYrbxcLKRvVIIs4+VsaIvgCw5DGAStR
93 FtX9HPMUXcIQvUIXZn+pWNMeTD9f1ScHgQzYk1DcbLf+YCYMOGXNnVri1XeudMe
V1hyXuHUZdsghw4BpyRk12gv04UQcCvrwo/jLr3TO+msHM]j8K7GZagwqzwBNJI3EV
UeuYUFPYxk3nwsS9csqOWnH81i1YIBa63pdYH4VURGWM8Y7vbI5/IOHTh603jYVBO
8Iwn+GdBK/UJe5scdKBgBPc/cg6MO43WgzdQp@jYpRZbehyB/KVU/WOx8df3DkXa
DM53Ub6Is1CK8/eSrjkmjnwytkF+JuVUxYB52yoDzg8JbxiBKwn7NCNN79k8hw3I
KZTSRIMiDH4s59fzHMCMZYN4TrZ7aMC/jgMK1PfJjZRraM3aeRC4DvVHhOTD/bcB
rwzmzfFZeTjsKTYKHh4ehbgMKbBUOWMQyYYg8HZ8XILgHNhGHZz3UqiEKG1Y3tOE+P
9/2DFIerkICH5xybrAxcvDJeyMF8sWVxW6ZJ8Ka700UMEMCTdcum625¢cz1uIs9u3
MyD6VCyef/jOTpgD+kn40IqQnfzLOQzrHA9Vp6Ek/pg3NpMhFc5ftr4QsBgyCDASN
vKcsC5p2gi7/I9BgEW4avu98QC05dtULTssnjxZZHXhggg4OFEWOQV254T7r6yJz
gYa/tRiRzM4I1VILMvTdbC91eqBR2QSEBTjpBoPWITXNCQfw+61SdQCXCOLYIhwR
+8BNMu883XsyEW2nHUSpELYUUFFIG1LLAPL9h13BKb0Og/QOtvhHNjRZVUjBG1LSK
rShq9JzZX9cT+r6R4kab92kbII2bEuBAOei7rNgeOkLba5jTmsLi0SI38Vsr5AZok
pIbQ1l8SbgDENNApPKiIL9BUFCUfHG+uoM5hpg9B71dmDyCALiFSAzm/YsSNwHqCHpPES
€183W3ds1EMT+VJI6St/mg5GIfAKH+vTp3gXaNqJd3woaII+VAKOVI42gxXgtdzojsS
pNX505etbGndrzjGEUSrcfXKhUduDk1lpBOwtAPewEXQFJj5pIZC0O/KX2B6XXEe7XN
XGk3b3zYBFQTIMVX4VIYDA+eaTu2AVEJ+1HNAZNIMPO1y59VBUifOVfARKNUh7fP
mQVBAguXLkzbZomaCs/WEYLFIN7dKw3gJw5nYyKNRjRUgW5PSRjsv4UVSCUIwW2E]
bwiJ6n2BOLM97iaDbMT1HUBb501HDNNO05qgdO1qto+2BCsWIpqvCSNUXPW/kXGr
SugOyAcjmajGOvZSuN3/uuMdd7f8z+g/kz0Ow5tGz4m/Y3rx+WdM2IvyRuw5pVNwd
ANXI7onnvatoU91PkXzaDpUTUjObI3MOiGWESId8pyCDIAkjhud80in/kQsAoU9q
E8RFW1YopzYsXXG3bVWYYVGogk8mew/5dYAThg5LNTNuQw1SGb61TSpwhNjh4uuO
©coeDjLGD7+IDcwHZ/10qIGXi1WOLO2y+jT3GGUVQEgMEb+ImTHgZOWREh/ ewegV
Zz9jHHEO0]5XSGW4ECBESUBS5R4tg76KqZITFrDOKifilLQ+bI/u4jPt6P2TpGd8rPU
2bH1dJaImjko/zcMfg4hTxKiL8gxnPAjbMEwtCt1c09Z0al0IMOr5C01TnFoO9uq
FaPORHz3949Pue+6Khf4My25i0dUor5qA7kxPsV6HOzZegWt LhwQ5bQqedzp5/eM f1KJ
EYONQKKZHXBRyhg1+M6KQqGAgg3LZk6MqiMzABR8V6jmnLLbwlAIUCCcaAGOyNn1ZI
WpcaMisOUT3C3v2ChiEQtQrfwX9v10Y/ScwND6KDieQMgkzMrPUZUBwe/Mms/ouG



tiD4hMx3QZf2BTKcPeGDt9R5pkWYglZzL+7vsDouLCuDANUOSSTu5w+Qgp9aRB98
08g+RbMbB0101jAK7Bbj6pgXD/IXJI3PUbuED+Q8TSG4YexDXGX1qvBPvxUsS1S1p
5XDmwx/ULLKV5UdRULrTgmDjALIGAEWWOawhTvvxaCHaRynxql/9fJYFQcz8Jv1Q
j0Zjagqw8BS9rwilz+ZQDwYQbkoOpBYWc/VvKLibOYERvVqph84iHWtvXfyddOpoJvSa
KESUEko1Djp9ia+iEpUrw0Q4bU4cNXpgAlQtHy3ZntHWYdkWRRH805Fj9sYO+sDx
mQvwACvKaUb+042n5AjfgI4fYoFBtHJj8TKDVXTPGJIfajp/Nb+/xmyor8jbN0OQZc
0fBI90ZnZgGz8FdxG/eglZiUXHqGvs/fx7p2qjdcz5CMXbSzhvpiuMhDPGLDfDpN
6T/DEY50jN7dTHOhjYdPGYHZeH209dE6W6OP1VREtOdHY JORZOVWtWUZ JEgGadch
HA1e6w72My04BWtL6SStDSTVh1UU7PSjqSAOMSc/8M/WjQJid2poodyKEOVijSID
P1a5dKKJPo9WZtRPQUSSUtOYOdTTScYDynhYQ3qVGQIiEZBgI9X1LVXSvNTSXCTvV
1uUPGg/P7wNmfgOGEpJIDPqudqE3j2s8JRNWsuqiE44QK1le/3J1HewXOm7hNyoVVM
gZdJ3nkuA/7f68PW7+ctHo0jLOXD41VLt+UjwgU2heqxsP4D1hTuSYprwl4Mg/Fq
PyWkyh9qftkIi8WKAW8VCTSj9jRQGK+YHtt38DVIMBrPd2h7QUNKPa16Gw489CTz
hKP6MrCVLWLVeTAJVvXOYCH8k+yq6bCB6zURi4L1q0iu7VskLyB54/TECLDMTRmMEQ
6Nsueo01eldOv6SyXILaQljAbEZAXy®ZHGOYy8YNbDm4y@caEhzr7Z2YmXrfEO05Ch
Qmk/qtJb2cCNBIlyt/8DhseAE30cYSDDGHFyyblUneK+zmwdQIzKEch+ho®or2BG
X9B9kJ0Odsk/1en/Ln41PQoWCGshu23fth7btgKzriCHzNQYFdg2Lr/1VMwScD56K
8RuUopGOJ3mwBDqJJIweqYZj6h4aNtdY1LcOy1+f010bhLzcGQZ80vec6UzO2RNKCR
38169+bUQuQSrJAecEnRy92vzQfnKngKknC3HC66S3kVQpf7ssyo/cS+hnj/VtML
3tq6Swafdd+mwW1lEKk9L4CisIFbV/P7Q+6HyreiOnail841tgwWA1AEKU47SIchIoe
gT5Gak9VyqGOhuyJVSTEUyphI7EUI jXFK6MMz350WkwT5tcrouT4zYfH/p3wO80g
rQjBqIJfvVNTjbSXUfebiMrRNAPXSUN9knQkqHgNdh/O@TE6HSPGEFXVEFU38D+Qby
3WexSSUsUnH989T49sYCh6GSrk4h6hR18Bhh7+UYg0alXilSZzMMEMab7AGvuQIo®
fKC/wXyhekq/1z0tuEkDaTwWvLedbHgaSKc/8WUItnLSefrR8iMgpTTQDsa0Or+cEd
ZfINTfv4eBMUuSYAJ6TT5LmMhDS5L1Abkz/1tBfYkkout37Uppu73u2tnx21gtxHXaH
/4N94VfakQa5/J5s/yjx3YHbO10Z1yEzgk3+Gs1WOdD5HY4PpX80JCKEKChqr8ES
D/d4XnQqvVepA/WLTXnk8j9ZRTkpSThqo1/v379XqFn6IbQ1lQyg57EuhSWIzF1lbr
92AByhfG3CgJcjhwGBp49v1u@axM9Ahx94N/JOH4HRECcagNDsIOhTfufB4/80y0c
BrK7Ai7RR8LDtknZ8oxMdg==

B.3.4. S/MIME encrypted and signed over a simple message, Wrapped
Message with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Wrapped Message header protection scheme with
the hcp_strong Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7345 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4432 bytes
1 (unwraps to)
L-message/rfc822 675 bytes
L— text/plain 319 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <73a42f8e-8f5a-5c62-b982-82ace766fd32@1hp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:11:02 -0500

MIIVLAYJK0ZIhvcNAQCDOIIVHTCCFRkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BoqOMAOGCSQGSIb3DQEBAQUABIIBAHMG7SjRDCJIDMqgVQrFh4sk9MkalJY7q6B3r
hY87n3jM6UYk/ZaBi9uzcB1pDAFOhJkFLmo+PRUbFLUrmeYfQI60uvVELlpwIDWMp
cMtfz1XgKAO6fh/0On6aoVhpfvOEmaGlrCU5ezDPPbaxXw8caNi2/yvLOustpgKOT]
cOLgMK45tPcHeIaSD+8A4POuf/GLzEFhDPdJrt3mvq76UbAoIGasA/sDhhgOxygq
ZH3IPQOYShFEUMSK+RC9Sc9dmXtVYPBYCEsPdhTieJyjw695dde8x17ZewWS+JZai
QK8pXZUdRLBE182+001HTXZYYybfFO5sFMIJHQZ3L1ftF2Dqs800cwggGEAgEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEQQEALV]jSc3y8/+aA+Mk2+8tup051
fsr8cR8BVO+aR/CYDXaeAFg6CPk12PnLcpFRZDAqitxfe7SpMgk@oT3IsBxvuOsr®OHhse
40f2gogvmNfTpHbAUSDL4UWdehoK1fmPu4KaSpL2sRnTpqzyZEdAwWG1JIOBOYAQE
ztszmexi1s9KWQ/XdNJIBG2QHVSMT4QTCuY2e+335Y9/ZC5WBphpAazRp9xfXc3de
P193N6ydfnOOwT5k7TMeLOJrqPa84HO60RAYXFYWi0OVWRVYfrsInUv6AJThRIBN
dA3ebIVCwrfGlw80HerzDBo5yPc1ASLrmuPjaQ42CDrHqzfnMw9tHQ5ZajoCGF60
4Amzqu9/99upVaaToFRsA401UpRN2Qo0YUBO13Ck34mWGWg8vT6akYADYy1mOSrpRO
yM+/8WeERonQcc3YqrmVjzM/yh4RLp1890WWhHIHAAp1YyuwCj+kjiOg2HNhvyuq



9acwfjQ7mKBfK11i7PAydvWb9odt95VnY5LF+MvevJOdf1lEt6rISePs+AhoQCAlul
B92MpDynfPUFoeRMx3do/zhVmY64gN7r1VOXxuuzXUw3woopjduzTmHycYBn7sM4
3U0d02yJgy+IqiTOusRaQGC3/IJiZmX0oTL94wBsOB1++cP59GPyvm6qgM7i09fuw
V04ik81TEs1WegTezlLr96dwkPvemfFJIQID1XxVoZ4LVRf3FbQa9czZS7wxSebhgpl
0Y6YB/s21v13GpCX8RtHEKEKW4Zc/9CrpUv+1/R3QXRvYOnQawXc96w0/1VkoxCd
SRrlglhl6yYOQYvOmTbusudCOQtrcQBRVcVeqqbfLhip9Nxe8vabPkoGQro+15s0
xk08YwlPt60a®hh5NjqZaBpMhDOXAQHTO826Xj 7R5Wp49KKtRIOKAWUUYOOAWPFY
NdihvipP1jGuCiol13PPc+Vah@+ACMMDVEW]Yk2qEYy2TRbWoONB9szzU0Q7POkKJIX
LfMS07ecJ6sSsjcprsKzg0sjQXtIcAgRMnxFFaCfeg2zjw1lI5HC+jbiNtgda®aQQ
LORZ1a3KWIIPNBq18u+cXXjfaBy4HQh1XmQENStkLrx1JUuATI1wxhXWYdsrjJI2XEW
hQBjBwcnTAc51/vU8H+0I1Pnc32DF8qfa5iwluLdoY137PUMlerpXqg+mPvL9cX/1
w2zd7Nc+UUezqOYPrBbwnrWOvGimsrjBPqKnJGHZJIh1Z0fLdmLa6in1lsQBpX6kXb
K+8mpshqf472H0fje8/hrdLn0e9Qxdf8eNyiODHs2MzxkYRKtNIFIEK6 JHO62NSG
/aM1VJIbKudK1V7FFd/hr0AVg+ulLbrsaFBdI6EE868qQpDThpd3wWnyX8Hzt Tkm7Up IXRMGYVuUBVYFD
MtZxMQE/AU/bPQmMNBNCKNBINXYyYWOUk7p//ETOEVZGAWYgQvaZlu4E/P8Xx0L6aud
pDcB5UWRogkyU7 jguMb7f167iCgkRTTFSLULD+1jv/4zf1Fv4F6cQhv+NaEAF481
fCUFjEMtGLCp99xxnu3M6CdiabZNCyuGEVkhzL/fq1IpV1gKRFeDFU/wfTe8D4QT
9tranwYyAVj3gd2f0ijrlQ5/9Ch0s83/X2CpSk8fHF0z30BS7Gfyz45BugIhDgml
NkX8J2vK1CBOx2X0/3waf/Wf3ajOEFXKRIfC+TSO6DrSS6XGBSQXN95SsWrzuA9T
Ruemiw8+wYbygIW4auucs+V60BRwWGOwWXxAzn+01X7zac+WHjerZui+E/7ehmFc8NP
ZW/FVFtCYi60c26dysKTzhpOUmMhOWX4TvFHEX4KCL9QXTC/YaljrZTBFF+0tsJOi
ORDK2/yjrGU67Q1zK5escKJgOYdorZjMkfbOnNdjNOeJ1fLNL5eB8em/LEpaF+VvK
aCWLa8tVvuq8ggUz6PHQNkgeIssJoSXrmCfSPODEt jk2ZDGsHaHOJ8KUBLR+wiSs
g+NRIG3Uvch6kARJQN3AgW1BYSV42A+C6Xx+BPUEbcwDv3qz0ODLmfNob4wWArd+jyk
42Gnk9VL/bbddnhCyzYyHCr1DOXMIzewqzfRI9ppDbgCLMxb7Q7a+8Umlkddd/acC5
wWFUAVB88JT1gj+NgqxHZs4BIStd91E1Fs1mx9yXD/dEUPGFqyl5tbTrbGQpfv393U
Q6L6CWZS11Rg+b7E777ZSUOWXJIL92ATouJmzCYLjafIOjBNI9BpGIymvi2QvUYgB9
9B1ia2X/SRc1fcOOVRK77c1GtW6NjIL37eiXMKseQEWY3194vY2Z61ytosB2BCcSO
ROQRJISWzXCXTJI6btCNFhZUuGhrnG6ibGKYmrTJTzNcrN4yJ/eByDqOcOYBUR10S2
uUGMgxwB@adJ9ci+r76ZLzdo70vTIb+WGbOP3IIYeSjIsymkc+ShbO4mAEcodrYX0e
n3wYsjrhRYf4wWIDxQhWJIRUdBpty2LG140GUOTPOQPDaKwnGIiBUiT554NJIMvvEWW
KLEBXxtJ1JQ8LhN/jo9ZwxwI/FZ68pdOh4r5MhlatVxJIJHbLmnWmddOL2b8wOUyBwM
ts/zY9bdjfndBguU3zmDsjkZgZdgGtzLO9KbUWHDINVCKtODM+X7QQKHU482dRb/vo
uIkQDy6meuxdj8e/xzdSua2aSQhYaRXuZ1lE7uq4EyN30cJB/rE30R1sgKh5k+7hm
kSibtsFYYMWvBzh/Mata98kYHs6Bf+Rgx/FAA8989koFmkAb/B41NFKuTuSODmMK1
2SDKgHb6rmn+cftviM0zfgJdnGObga3NCEYNICWitPw6NAbgllvRWdK]j2A910M09
YU1P/ZNox2vKWdH6rkpGfKJIYVwdtVEwulNhaobu6p2c71RyCzJSYUAMShOyLXXgE
ImCup6EU6+IgLryA4wWkD2IdpYbVP/t0dFLKY1fBcGJItSVdgJICXiC/krDLDKhrEKm
RCiIcf6ghGlEnOJpkOXU30WMh+kDO1MO2IJuwk4T1TOKBRGZAtYWQQYQvOXxecZ/K
DVOXZNUQQSzXFSpnGo7wOLoUh9gB5GO0IbDgtAShYsCXbU3fux18/6Lojv+fOYBBN



capJh5o0wBmJAmowJU3pL1JyABd5+R//cj1hQFApBKrs+chP6Z02cDabDwWavBPPQ/
QQCPjbMENRsGrU5bdWR0G13qP8+FVk+aNHFOxtn+mc18scGhwfem6/hFgKyBCAZh
H7RmYuUWoRZP73XPLYAM3sfwb1hLZSFNhbKHs00/Fg2b5MkFy3Dwt tMbgH+2vDLBV
6CJ8sOVTUL]jSk9b+ddvk6rgUy+Nce413s8GqlZzfuudV/AfYeovwoUhCIKKYj2DFS
jBB6Zv008Z7zQpqNOHIiz+02z0YKtLconQWBGhVhn/A5ytYh05JZ272725AjitaE/
9iRvigfOu4hQrowNuR+5t6bjA+5nfpKimd/3G6JdvY+QcN3BizQ39ZyUrUr3pmY5
KKkyHTZolsazk9zZKQY8LU1/nM2IraTuFzLhP6Mttj8DR+zXDjoOPX5XXSr9VVW1lcTG
YAINPHO1SYv(qScQ7K3LVVsiqAzbr7SHOABDF8Zt fwvqIDDmk7cubaTlUEdGA/tXTu
iQMYNv8iJ4MmEOtte@sRrPKKbnNEP1f+UiSI2LDEYPuvX0o0GoroNFHzqPUX+6BswB
8GSEpsQDPzSJ1YTugYrX+2P1M75c89dhfuidAHdubHMqurOUaWt TKT157rd9ende
HFOZHQPXBYGQYQ7FT51WsXBZjxhWjHM4uDmc3WiSTODQX+b1ihwo0Gx3moRbbAR4
UsUJ81lopNmbY+Pf5XGvp92PtxzIBJyJ1WfpONCX3g4LhuwHpi5JOGu2nTKD2LZR9
190ehrIncVOoF5rcIWwKnRZbTBJIgozaxKwkUUfp/gEAteGYXEeAIJCOwWYy4ZD3N2¢cS
r3128719gQAni/LSF8CEAPaXE6swdSsfcOGWTi5W+jnDh2oeAweU0qb10+vwLikC+
Xm4VabpnHPZPiozLRL6TaVEqQvmBpvUXgZffUIXpXHsWbVpJuPsIzM1lmgeKEdwUvD
EfcmndsOp3Vv5B4ZaXLfR6aHdtrDT+B8eNb1bB2wOP/IA7Up4NzVTOBtEZ(q2JK]j18
mtSbNmSuhSGqYP3fKWV4inAgRQiDDw3bnazMh/mI17qMLa251zP9IJ5RNDRRWC] T
+m1jnLpyYHb5RYZ4nqD4+w59YM9Q/Vv72C2cyL6WygYE4IVXIWANrHPSTkjBBjoxD
P1WbthMP6DJcM5v9t8RV8Mc8bPiUrKzMDCbXNcPJIm1HDCnYrWXFYqOvUpKvWn6zt
Q39rPppCdrHkNzFS20MsvWiw9KsWg2rb/ph+gh418ac8VdyXNcETVgkLeYHnhue61
Rbb04HVCvUu3bBNjy8D6YyRIFVIVXH3Zy7+1z3fJ70VwlqgpmlnMsidx3vliykAeK1t
uo42n/3t82Dx/5s3p9rZnhwXud00et jL88GpyzvdwtkYy3Nj/8afvB62iUwZ1fR5
rcnklwWkphSg9HL6brXQsS310DDHsYy8xIJ1u5RrGD2MOIOY/ rbMXNT5WnGoZ6j/RJ
Spn1f944h2LKkyVFFNgI1q1W6MLTTNBrZZ6kMpJ8X39iL5KmkrQimelrgJTtM4heK

B.3.5. S/MIME encrypted and signed over a simple message, Injected
Headers with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_strong Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7305 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4402 bytes
& (unwraps to)
L— text/plain 331 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <27139e00-e05f-581d-a339-d2bd43bd0f42@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:12:02 -0500

MIIVDAYJK0oZIhvcNAQcDOIIU/TCCFPkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOgOMAGGCSGSIb3DQEBAQUABIIBAFeMxt6II00R5K(g2Jiucu85qezrNEQcYm6sV
Cuo2f+/3QCmr85ho7PNGXSmjOLkmkvIAh4RYF2FfH67qYSYgsxQjT3j0cx70hhTms
zQvV8e/UJVWRvXQHhPbtnDFketPi2CA++Y8zqvbl3L/dBeL+1tiQqcQprqy9RY5pH
FibcQ50kxPIzBZQUL5NrjwRf16gujg+nGVrhphjwjwsCX+ypt6ZrrBPtje3Iudw6
/OMKkMj21JPEKgWVFEFNL/FkcNRzH1H3dQxqjaf28Jp7eY/3tF4ANVHCirE9DSc6hV
7v5zV1VEt thdFE9shnbPxf+Sbww+M3ZTVOXJIJWGNwPwhM7ehf8wMwggGEAgQEAMGWW jacCA8j6Bunoa2qmT
MCCAHNTipVzH8tFXx8d5XCNETtOvVUUjXwIpBMsehYbKBQpEG3qcS/Ke9chuwIEbw]
vDwkagqw97Cyn+b+EWAj2hEKUGNS/YtzsrhPwkhox3M+MG7eCJ577KUmIvrJcOZw
d7vku5E0Z075QiAfwd0KaHVKqHSEEUAJG6FtQAOPWUHr TTZKMKTiZpETT40N4SPWuU
uk@JIZpJvbxnZvktxbCDZVOFrGV/6TCpFgo0iAh28LWCcjVKiFTS1kOtKgMFQXAU7
78W/dA6JSk1i80YPhevcdyP8Ffyh+S1j+7cFirJPyKi/WS50Jn5vIZqzkJelySyf
vzGAiy84zd7AFev1ZyHSJIhYhvkpRa3Q9puIgF2DveqUvoFWuhhkg9SJ3QMGqVCeV
z8bPYgk+VvG2btGT6FjlzZk/J0et2jpe+1uFQ60qqVXxQZQReUXaY3KZk3jSyub5M8U
RmIBw+10eE7HXor+L/IMW2AV4TC45Cr161Y1bOadPDyClitsleWj7nlRKkfRZTmAV
fgecHCgqAFIin76vBOUB7BCWXEJ1je8QBPI9RHSadMFsxt07QMwVXqMXLil4xaNPP
huv3Z+YquW+rpMbb3wWpFO1AzYtwUbagKo8eIzQmEa3nrpixX@so42imrrde3VgWiN
1/ZRyo9cPuCmmsdsJkxGfa2pdTecK521E3Add8BI4qjF+W6ZhZnEmzkMiDuHGmoD
O0WVV+yV5S40HBhVGF1bBQROX jKp2k50IWLiSSheUxpTw96sQ8Viu+MLgjubTjrL
bvWPHJIzykokgMOVgZsOMwDQ6 TNw3sSeI4wB/5btssUmjTwOingjHbVjyityjM4wz
5u7z29MaUNUY3I/rTBvN/R11Eh/dBBBh1hCjbywizIQtOv146GRwPUGZeWymkNkt
XRgRxU+ecdzT3FZIDMjcK4F1PqYOy1KO6yevTI8mioUFU3HWNBpmKhfwgKx+K+WY
zoLatFBnvon9gemuVKvI/Hb1z0SqMXG30TQVzifza9zhfeh9HwzOcnknLCKYVyY(q
NcQoTI6PYBZ44Rc5UmMr50330I0pffYHqO+QueAb15SskBONCi6ELWBi6N38FVEB
Nh/7kpF019JgXnUwrs1l7jRMGpOgsM+sWIxaxbCkb8d6VOVS78gewysolaGe@Aer0
gMQNNbfzbNH3IgxHGote/YOhusOkU5Kyglq6k3Aq7KCLEI1VLNYyT+7rPmpf8jbrC
T1zZmT3IaunHh3qS/c7x00ybB1sFJzHd1lrgwZ/FgMFGI65pynQ5zVGH37MspWs3L+



ZJOwlnvA8W1e9cYGh41g/Ipz8T18hn4hhxP3XbQrPczDQ6i0cZn3I184IyOEYW/h
u@lLnQtzN9aes®@ihuE8uUL5H5DKF1GOL3zwE9eayxh9DXk+1wVLNCfO6fGHgJFNt4
tbFIDW6Y1ZLVSNT6FZWJUiLD5121UIaMUDOSssMBzruTMGp8sTPgadxEtQRO8uU/mU
ezKAKFrODP86sVFjFtMUK8mp9trqwpg5c6ftgN/7uG4fzg5DKACPFbUSpPLH9J+Mw
WchS3bojohXXNtpV4avgYbdjOgNFw5P2tKHRHSYFyHmu7eznQCrgk INNONJFQA9dr
3wHVLNshSt8ECsLarvnHUxyLCgn/i5Hy3Elzalmalil 7wYp3/7i+r1+gx39U6RCO
1uHAZHWw2/IU5JkDkxjqRDO1kHgcfmwGdIBoKuHbcPxohwAlR7fD6ez0pnjW8RBO
AiDbgUB1rWOOrLKFQMIabr7QDFrnmjLRQ6T19MIUtdsktb5E+r50dPTE/87yPS6w
wZXtM3x0oFbIkmjzAjc3URXJRtDNVeeyKOCvnyxX0/QSS62Rs10/g0GmrpdiAAOYO
F3+n0@jCBMkhtMmP7J2DiCDCwTCuuFglWJwxfE+TzeOzEO1iH5Pjce9PBTRgHJIfNS
7apBM8IT+HatvHMcC848/mt07Sg1ZpYQo+XxBRjM4AviMwSTYX+HeuiTQ4X/Ax]jGeT
sS0s0mozJwJiRkzwB95wY5yaTuSBLZgklwOcakzfk6elcxVYiN7PUc1/GOR43sp3
SOZF7Q+vI6pIbDzOXGH5gE8yYrutkDhHS6pnQJI5hVWi4KBo1R5dFNhYV2FsQHpPVKC
ocw/Ng+JjARRSHTEVRYyVZTTe61evbTjGOocCYX7j2rNsyov8MX4b1XpECBOdpOAUE
IcfQuUUQgYtgfs+m4h3QGlch38u4UVUPAbhqCy14HHSsmA2y097ee]j/A1IKX1Q7AAN
0yJjCVIIrKtZClfkfuegPqoft3LOaYqwQY4Ns9BroOqNyC57zvklvZzDziNDy+/5NK
9razxhPSJzek09erc68W5mR1d/M3+hnHUJJt1dIfd1ud5LdISnqud/7f98xxFrSR
zxyxdyPyCnRix1+mcCRoYsFwkYtnocmBcuKgoNtiGpmx9KZfbEk85xHW400BZPus
BQReMzmCHYMPWTsh4RrPOBjLkdjMr1mwZ+P3fr1PE5CCTwie9z9h05gXnrc2iskF
PMhm28AVdi7HHNHWOeCBR1luz/TtgwZKK/ZsDJ9kxONXCowgvyLC2QhUONT3qg5jYr
LzSdyoaTyp0zoYQT7rIgaQ6ényuo2gJllrtkKYGAAWKpP3Z8QIWz1VFV7XDXekKnPKO
12063tw/PtB/PMRXMgRV041BP+M3GY67yROQ75RWfvaAmQhyYfA9p+1FkLnaX1lqgl
8sh6D/BSRAr0aaGBPdxY+M/WBNnIAr0elVfcwUIav+x8j4/YJIDGi7Rb8IJj3C7+P
9evINDQU3NICaUV1YOXo+PCa+WMVG6cHkk2u4GvYu2r5/v57RScgzDYpfOJIwadAx
EINItmSH827SL6mMLKPLPrénvGhMZSONUSVKOMOXqgGWUV1FPh/VCc7PV4qpi8F362Z
1898n6XP7ulL7TFUVWYHEbSK5x71uURECM1kCr+tueRKzfEfRtfnpP12Y6mMVt9JZ
fBKOGR8I1ZA0oghQOIsCOJP3clf4z6msuZwleDm2C98WpohbHX3D1ANCFSPZz15RHS
/abEFkAJ2hfuaSQNc/nw9BWcceX1IWNXxC1bA8GsXRguODW/BgfJ+1GsptFZORZqJ
u+XIpl7NaHPrQl8pnF+pRN5Zqzn+nDO3HOUUStdKKpkOspelQenzG4bDzyOUBJel
19cTFLIwzOSUXZStIGz5KhwMiIW909eVvFGE6(q81m4LxUcG50aSgUNmZWmJI2dGWGN
72Q7Qyg3FSZRBbFDkkBYAWUFrnjrHEAQSFsSDINV]jrCAVEXEHfwnGncn2Ysh+gm8U
P0jOVWH6R1BIAgDQbITeskfo32dyIn9RHWPqwF16914VXndx/5X0/bORTCqQSpFc
vaTwStONVKFVRVCSGG74SCEznwBuUlwWd61js1VKNOrzqlMXfzPiNUSTk3DEdwatsL
12yNVNiKoAdKK90XxbIyMHYHJIXJWV1uhwPy4gS43ND2P11ePBWC6DgNFQyIS2uPmD
sJ8V4fzeMYcLZQyfIOnOVwYRUEBOVTKACZzJ4u5hJOHhhIXSOEqQBJONSO9X1Ta7MwW
uKmgm803X7JHEZcCalkb1S01KeFXtVXRudVLhPP5Lc+o+DaxfvtOEpxjD3wjB208
Z3fYwkHOaw3sDo2aWSTuYC98UJO/imglxG8+4FrkwRkaoGetwt60XaDY1RXE8GDyY
FOBIXBrxAncllgv5dBxsjomzQmNYCHtMG3T+AfDKmzsSRyPNWhi8NeEK9GOPThul
LYezQj fKTm6zhq3J1m6FN9DZ3CxXU7MZRqrVWOyXgsj1COMFb2WKiXZB7PZ21QKy
gi0hZoVubPHAOAKErezhq@AMdO1f3K/L6qVeilFMD71ilcP7r7dwW/6hm2ZV4WS7CkpSAUr9z@EW//oWWAWR/XZOE5rGOQUVTjTTWEMVQOwWT6Q6CcjJ1EhXYrpIjOgA561i
Cw+ZUQqUAY11FHFEVVTPAeJD2XyZWOjwxalL67DyyxeGBLJj5dzTBbBiZO6VvKkMk7b+
u5Z/iGaMimgn3jS0y8al3wWAn/y35u6HZzteP8A42ZL4+fBSFL6CcmIrWDYsSLYEmMB6
Oowz5Iz6xmqLXbfwNKkRZBDmixp2eeQPCMX8FNXK+61ZE1/AG1S1RSz5r8HOPOWI4
/3HE3uykVyR13dWCNQG1A9V/2xw325/WgbvZ7z4g0xhwsYTNucIyCik3PR1j80dD
GFEICpKLRCA/28hWE663wV93bRwVMqJilMSTfXxprAW10ChqzZqe91RM51jXbisdoG
yiwKF87xW5/1fEbBhVJIANXqjvjMtDZbkBEteBDMOJ4yR21W0j8/F+96IPUULXENT
6BGczTT+dFe22fgjFqj0110aA5H9d0OA2meloaSpveDLWSd9k++tuhgbg5amE]jo+V@ZWIhselLGI1U/CUMfdY295pCfCQSTS8016J93yHY5bWMWMyDw52
Vf584mGeE3a5/j9ju9qnjdl7Z5r jR7bc70YK]jCP+Pv+R3p007jhNhTKCbhipvH2Ik
Xi+aa9nsT1lYgNFMTmbF1jhcsiTbPSOw6NpNTJImynWldugM2Ra5ZSMOjdKtOEWSmML
HKN7LhzMs5nWvxM2m6J26kzfbM3+d5W361BvgU6vO0CE8USObGI/SSNPOkgGUICX
A9kSrxMnhaht1C02aR0SO8PSeACErUnyKJLOdr cACRM/T6iwROLI38NN3E/PuqgmF
XDcN6aosfk5GzOWhEuIe704bEDCcHTKkeZ90/qNyJuCTwh99VUEEN9T6POVTSTYr2
xpl2Dca+KXzEcdmT6bL3eyrBAMRWSHYfYTxAJnttyOpLOgszHCOIm6g5Y+HVKOU2
Jck3hinygfBehDUwsSLTWPg==

B.3.6. S/MIME encrypted and signed over a simple message, Injected
Headers with hcp_strong (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_strong Header Confidentiality Policy with a "Legacy Display"
part.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7540 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4576 bytes
1 (unwraps to)
L— text/plain 419 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <fdccb76a-49ed-50c5-9030-e4aeb83d7f04@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:13:02 -0500

MIIVVAYJK0ZIhvcNAQCcDOIIVrTCCFakCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCS(qGSIb3DQEBAQUABIIBAEwWle5fdKMS6hyob72qHYwMpicWoxWhovecMx
moOncwW3nwWi8JUNK4Y306rc91mla91Bnmm6koyF5vbpMTU7MQgVK8Xsfmc8P15UeX7
9n02hq9Nk5YDrbEy2VetDe+8FmyhJHM2AEKCRYJENj8JVN32v38+96h/H+JtAagN
hbEnXCjwumjHMPq3nqq+320FDLLRppc1JZ1khgX2LCH7M]jfRp8ikVnSvAUa8tdtr
uwWtEPgmUktYXUtad5ZgXQXual6KDi+0XCy440u+txnGyzY/iFB1/U9011QtMSBaq
hrCIF4WUgY1H1u3KN97+1mOqx1FcLQHGZxX/eEhbejFEFWOFIOUkwggGEAgEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEQQEAKiITMrMj8VnpLrV7+EXplxnLj
Vd5b5eQeYliijqjmlugqj8JoYMSe5FokiSfC+1lheSGabYyRZ7KxKY2NRSCXNIX2Fz
r2Gv9imDrelGioRcACAbwJIT]j9aJYZqcY6NCkTvPvdhcs@sVvwlL3CX/1UbLkw5xm
P73HitnQIGo1SmgB3M1hEVNIrhSefymvaQcekGRrNAH4paHMsNJIqJOY77FmSVzmr
YFketa7EX4sYy4Gf+7akz3GTH+wBHbmMEFJInKp+4EC4ABLO3N7AQokqUlbn5DdUXG
1JkgTT/WAQPW7wO/ IDMOYV+yfqjA/ IsWKwwFG8UtWImaIP/NYDumgw4CzYquUVDCC@DX5MbPtPThb3fDgOPwHokNnczGNSF8GEOKQIRCS4wiz906
KrHSwWKM78SxxcMnJS1Z2V71fIx5LmcSiidjYhsri1gyDDzUhgksK4/YyrdLS5CAdA
DVmW1Q/X7ALB+/gyW+2EYj4Fh1hREWO3Haqc41DECCIVNjvxjgmhE8MnkUihJnqgJd
YQAH/U+wBcK2zce62XHZpMbJIBK10SsGfjY+ofURfhjPPzfX1HSNDYMWAYKFWsUhk
4195+YwIcaDoYlen1XyNdmgRu7HC1K5tVQwGW4ffIeal1lxBe8NuOMaw3Tmn7KJIrQ
Y/QWy2sR/dgT3aTOSUO8sM+0OHrmCwW+44tdHFdsaGbQYrBX11+2XtP/buOecSgkVvb
1v7B+4d+1T/BfoJxhDVyZ5wIulKjBVYOLJe/dj8JuYwWDkORNYpS12XEKgl/5vs0Oa
NpMNTmMX/Sp6qw70gqETPhZX6zFevW/Q81vnXiX/9bc3JEr7AmPmKoxij@JAI+a/g
HPHTUR/7Ay1lcvugAXs3Ni80Tt0zzu5HU3YYqB3J9eeovmY81TKyKS+bTgS9PQEXK
3HtgzFoLQji+x6t5YcijdiEjsjDOR8ukMCRHOQMostGlodIrAla/3BU4+4epKtdl
WwzPGlaPONuwW11351UOArbfYOVKUA1lIZjO1nKWSOPr7CJISEObiRT+WMY1XDREK3w
PUqOd8v+m8+gldNpqVJ/jmiU7BswjmKwWnTcHgJYebwpA4BUAVUAQJIJITZzYy+MioEJ
cNRngJF53JY3v9vBoQD/79g3CIzCI+UBiS/duaiVCtyzIwQ+T537Lmr FWdDDHhzFC
S4k96TozHwcJQZT19GW4svAz2M8eZBTuBWoXtPn4sH/BHOC5yBjH5bHT5qg2vViL



dCTfWdg9T6AYewLUr9c2EPd2t8Z04SH+KwsruM4z1db1LibNf1PxwXIpB1ltpnKOox
NQAGYRHDYBLYIJ7Mdwoz5QfS120Q61ct77tM343Rf1C8voyh90yDQXhGxkvfGPFr
RP1EEZK70ANI1OnhGKYwXkBsmdMR+KsC5VXA8t FXKkSACEpXAbY+agRCbUYRvpnV
AZ3iNObov/wWcnnvYFZC844eFjYYgOlkbXsFcig0iS37EcGN2jSRZaiV5kVqg7hHF
+VUnwsSFthMwtK+Z0cuJjRLrs1upM4fBbbVdRuSe2n2yvVvziZeXe59Jr 6WwER1KI
n+sc1D/wkXIBrCRGclyoywW1JU4A531Pd46dgcgHNtuP8Yv/PW6zHC4HT6VYro9mI
wJOSMTWIULOW+Qr8/XLN+siI+XhdcaVGA480p3BxrjSeeqyWAC2QRVbWNT5YdXmp
NSkKo1ZscelL9myNGEBk6UTZyDDz07aJiOy1rgPCJID1hfXofYDyP1SBYHE8ZzoMNnw]j
KVhOHUHE2Q4FDiCpSJ05glvhSB2svgWlrTcBI®2gevuCHugFvVbUIAI4sNOXPcl5y
1afNwNbXK3bQ+ZC8nXwKZRXQLRBbEK+YGP8XkDmXf59WjGoRIMO1v/5gxZQAbls/
g2VX/juut TVUtOGZPOUMPMrnRQXjwTLtfIpIETj4AKUUGKEhr+i8uuN1vIDHJITZS
0Qigddhek7kTGfpzZ5GTHsx4U1NexaiolaHC1n20DY1kYOXBT1AmuU4kFo0sqfD6k
hVHvV1F9/A3sQt3v5ygiV42HVAjbYZ11RHRKPLBFhuomDx19FBPbjGzF+cOKYRrnN
qdZpYGtCNKp1VDudQwoffHFCTjebXmPPOkgMrNtidwZGbf8wEPEF3VHE49g]j7+1N
e5dwUluXwQnfAs8VBIF4kSWhDG3gIFhD8IKONTRPZeDL208bW6bfEBUKR1DODE4Z
root/hUAabFfA30AU1aMNo7RV5XNidY9sGTs39HSXL6CiGAdHq100KErMW6vavnz2
ZOFCL09VBtXR5gAGQ5MgF10Pq+/rhK8+qNb/iPozMddYgxkt JPiORCg4BOXhDySt
8IuzPhsNINyjO+eclvG17TQPwX69jalutQm3F821drLrFYXBDytfyz+APuWurZzZGH
NtBGj9JkKN50//7reaWeVkDSh8VwMwwfTCajrSQerUEuU7rww@z+mGsSRzawuWahF
ZFpyNn2o/Pfn8eeBOW2E/2n/ndPvDf6jVvAM8rL2r T3gGMKtmYMATvZXdFHG5QEF ] J3FFmsNcwH53e
FgyM2jd1wWKncmOENNhi8Njr/8j+08iB1aGD9r T1kDRb8R1CFOVEMrKKp3/AY 6wk
Ecenr9xcJIxKzKxKigRNHmj1hESJEYE1ICYox1lglyfyJRVeyVHoq030J8cDeSwfFd
kDK2va4X7CPQVWFkkOTsv70vw+Q820SdkSiU4bq8rK37Hku3qFwEr TgFTOIph8OP®K50Z00Pi9UIGPIGJICYOhgnFOMupBiMkBDIMOBLK1bx6Fwj7h/Qjrc
eVceaQtEbXvhiewHOBjiWckvSQ5tzoCeBE/9E2Bn/NCtf4ZUzWK111jAKU4Cb5HM
pZTTueisZbC302FNqM7hOOFsEqer24L2YH3TZ0oaNaFd1lpzPAzfbbqghQiFrREIo
NmvhXVVzse+pskP3bXscjdartlkb8tXIKNSi1YP9TArBwW1zBxy4hUqHv30hzS3uP
PmxpF1ZPGgmmwu4sU9UAXGBWS+rWsDats8GmVnnx3kXJyessMHm7txv02TZ8Jplk


]j
/S21LwfSxilQrb3dJHYHYBIrMeGDCUXESmMEV7n4JhF1SWjMYLTDY6TmlBefUlx+a
k1wE9TszGKt+rCMCUpltt5axy0zPz3U7yJF63/j+kxT3YH7SIcmC47p0pALhG+dx
5zdQnzZiTtioYO7E8ZialPM2+42pYf9vhugpZhyA3R/EFJYYBBQqj0o36Iw7Jh6gP9q
NzM4+CFNs3sdVuvkRNbDks6s9Z5FIC]jjKI9BsYb2IjzyqDVMGAAXXOUUJITLOXTJ+0
1is5qgmnmylbPMoSsUiJZ+0ZQbw5m2NgNEZNrQEVTTj4L+R3tZfgCePtnl1lVji6r
lUo4asH3v+jk5varkDOjOF9/mX4Ycu+TX3ItDx2c6kcbMsP7tknEMa7Xdo06g2f0o

B.3.7. S/MIME encrypted and signed reply over a simple message,
Wrapped Message with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Wrapped Message header protection scheme with
the hcp_minimal Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7605 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4626 bytes
t (unwraps to)
L—-message/rfc822 816 bytes
L— text/plain 327 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-enc-signed-wrapped-minimal-reply@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:14:02 -0500

In-Reply-To: <smime-enc-signed-wrapped-minimal@lhp.example>

References: <smime-enc-signed-wrapped-minimal@lhp.example>

MIIV7AYJKOZIhvcNAQCcDOIIV3TCCFdkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSS5CVIeh7j00
BogOMAGGCSqGSIb3DQEBAQUABIIBAJG/Nu5fmnMkn1fBsSCANbQMYLALSXOMIWELy
TzK5u5MUntTe0q+fVAUULIJkXaF4inxIe6HSau/bWDWISRy5txztdBIrGLB2RZt7
Yq60Y4UVgXmD3EwkUab9wJVVj1ZTP4081ijOAfpCjIkzfcQD5J0ZLr3CRXz7IT1wR
CUHwhSBCMOuy7/1M2fKeyI+ThUNFUQQRECIjAOPMMrQt1dYM+bXNPi41Y9BVM5(qx]jBX
RBXTfKB]jTQ9eZqxRIKjfP11iYA+tNktr4wRyY6YUALdwvb+GBV/qS2F78yjK4ETCC
Er4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEE9AjV97rc3cRK2SsCiVP3yAghKQ
4aCK5bc+ic/0jQtKizK3Vidpqd/120kwW7gP/7U0S3BiPtRIUkwQux1cSiCmFa8FS
B2Hv6npe8PgIkgv6B4E/pavga591QdjPmnyoUmAWrH5ILbAdH11ugybzhs45sSg5
XHFftcE9XSWAOBbOES60QRMYNEbO11RKYIDVOX]jFiyASSXLCFXXZTveJGqQV6bEryY
bESTEhz578Cq+tMZVC6TRR/1S11Zi1yP7AYtCxUH1K5FSgt8gnxLSwk1lkiRaBnMJ
Wtk3Ve+BETCUBTN6jYdL3rBLwW8rx2bp+qUcVCu48KTW1Bk/eytSI6Fn62hJnmNs3
m7U06C3nra2hvFWYhKva0JgOD+EyAiqGWwX0dD7jRS9]s/dkFgguzVvT90ewCvEb4
gGTXLtmTF50iCipk508rRhQk8mkrXQSmfAkDOR7hav45BnaisfI+4rd3VRBQVONZ
wWXVF10fEpq4hhA2fCV3owC+DiW+54F6gUEZOhtkkfbJdD4r7+8ulY80oLrEKPZGJU
7S0jAM5YC7TErr4U9FC1ligOL jWwKmeKud+rV+AGKUVEtgX1AelC6EPQDY+uToSsP1gRe+7v7SGZIiQIXNvQCzsHkNbhSb1h0OeAeKpMG+nkU4IHI2GG]js2291D7KEKKNOF +RWYmMNGXH3
TLRaPx1xp4S5P5zEsrIGmkQVudXavewItyxq4vyEzC1BS7L4rKOXcKON940IKJIj5
YwOIj2uiGGewb6AFVEF2Gs029XdpbM4XbuIrXMVKBV5VR8BO6ppABNCVOKOPgVThO
66yomGxgvuUn9Vov76+x/ZZpsyonbIsdfnoHmaK5gIfUCAKVIp8I2B7gN4tH8ut1+
YumRhc/R6Y37ZbeY9ZpMh1WFDJ04L0aiccFaU8yt0Grdhmg+VLQg+mzOUIZReTJb
VCP2201EGNisGeYp4sIqlVfziAtyPgnvTN8qtUhoz0z5ghK5x1B9nmmbhf2wj0OGY
vB3dyw+dTkOBIH3tqqS90ATEddz JHHVV/0XZFAS6FtGbRFAOYpGvVgYC+RUPYQVvQ]] 7EVPhOXdbwMhNADHFCU90EC/TLXxknowMsdjme/vA1h@Ot tDWGOdPNKQO
VYPCRCFQCVOVNgbrc/kbRRiIZXxnuPmcoRcI31MqUDirzZWfyxpMJsfgGCQxAMe72q
NCHGQQaRIC60JIX0osPOWFPSibg9HloaEAFAwheI6rMoKaLy2WL696rG/zXEQSOVB5
WTSHFs1UAaB70nCVoLu+01S7mL2s5JPv6HkO1i0+wSi5uYMOpO6TUY2tZE3ay52zR
t JHKVKOrT7yTe6VQOr6PW//y7Ygqy+glBPVUJ0o8YV60V4AQF2vr j+StNKV457paQ4
+ACh6FXcShgGXI6EM41W/wrBQEt2wz0OUV2QKsXx1T4r jtBk+hA1xfJoCYudjiTqtT
HpdHHTPX4WzGa+7Kelr1YITR7TGAbO1lPeJdOIMP8mu3z0oRc1p15TeOmrXwM7CuA
7f+c5VIPIXaPxcQmGdPgrs9t9jzpV+JIUpeokAtUpVJI+jcitTaFf1SQqd/6w6rI3o
uvYT5IXSO5EUU2NTYXjQRUT1onWNXkqVHEDG199u/Frogh9fZ100X0FgTN4u5R6H
58uGsmINWUEGV0]j+11iSKb86wgwDJIw8QOHhnrAoDBXAhtWTuydmuEhjGaFmQANSKr
I3xC902Q4dqI/Kmht/fzrziifbxvPleMkvaMUOKPEdWOQXaDeIAauR/Bgl4jyrvo
5GcTdHxa9DBVSpuhE/ jpTk0029DBIKhTWPiUK2mCoRKk+e1JILSi+k/q6P105sziD
TIBCjg7ba04EahFU7f8EReRzToWb2e+a2/F1DIwOr608SQJcrDi2MNORJEpOKAWP
HEAeTHhOWOo jXnEsnHChwG+pshviy+tZInONjuU3Q187xSUbNseO5u+tKVTLtMEr6H



AnUBUzFHkUDNnpw6fjJjRFKYe7BQrM4uxeN+V3CjzNrK2VLQvMiUw5TfcuEOboEbBT
dzhUObkrGKaUGGbuyIBhR5zVRQC3QsATra@ITzrPEBxGD2yY/PkpwW+GhiV+6Qp57]jO+pfQqqnJIWYj5Sgd96UKROF01+Suc41lnTRqzSkOKYj
zkYZFaa7SPobvhK3N7as3niAgch4VfTAOFXk0X70VPPpDrHcd7UfZ/V]j2Rnu02/7]jOC4PBVHNPSNUTjYPQQE6+D7UrNnbX
X6PbWeP0s0JxQfy3126+f1Q2yPZcNI0SzSulQdK36RTe0OR7C2XcQhsivgBbsM35Q
3E29rbMMFDfUzCZmd INivVvf+kvHIDSI8RtX2p51YIQVcyItTunQkR9P/avTMBqyN
28vQ1zFk3RtJrpOuy8moOn0OfNue4VpUV35u3FdYIa6RkqLB8ZBiLcSF01559B9czW
C62z4G1poHMNJIbPN+dNbNFIoTeSi0dEOVH1P++X03phOC3bBCRXNWEOIEXYWXXBS
UWGQBDNIdRHSYOVYSSiEX9QEObOinnitTHLthPcpcEOYMQkl+diABJe/J5IBPee8
09sicjpgeFcIozBDz26njPOgLM1500xtKDsJ1tK1oM2g9NpA2kjXy/4uwWliru69E
€c592xssBoY3eEzoKAAOE20HUBVNMA2v+kJc51y1BkY3YYi9LICEDPZVROPTD1720
cJY2hGykCCDvfrTBjTuvIB5KeKgMf JRIDMtGAfZPESCX0ZcDr4pXX4imljapeGUx

B.3.8. S/MIME encrypted and signed reply over a simple message,
Injected Headers with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_minimal Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7585 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4600 bytes
1 (unwraps to)
L— text/plain 339 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-injected-minimal-reply@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:15:02 -0500

In-Reply-To: <smime-enc-signed-injected-minimal@lhp.example>
References: <smime-enc-signed-injected-minimal@lhp.example>

MIIV3AYJK0ZIhvcNAQcDOIIVZTCCFckCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1lcnRpZmljYXRpb24gQXv0aG9yaXR5AhMPLSWOETMXSs5CVIeh7j00
BOqOMAGGCSqGSIh3DQEBAQUABIIBABgRQRzXTRs0Jgxrl19ouqlyyOUVTZpzsEN4E
rRGVObK10V1080iF4s730amfc1GowC6Y0ss5IBen3EQQ5NMMsFXjlU5sSiFGgsX6
IjkVSHC9c9QtdJItXyEoqEhT21GJI22FCcLjUOM21XxtKM1Arch5aouJ0o1+nTj8AIgk
25JINvqG2dpilaN61T9hSnyZe7bgDUf1Bo5Xm5REOC6EBVO+1FgjtIIB73QWiGBU9
C9iPJPz7du@yIReoXOwtkClqUzrBEiq064SNQ2MuLTLr12niNDfaQrvfDa62Y6Zz jVCwaAghKA
Ed5TZquhpH35bEbuVzOwfPot JOKJI6XxieY1QEcchc8+87Log3fBKWSZO1NwWCRMZzW
PhE8p73CscBYYlFWDtwWTtQfsu+pizFoH1B2u+byGhyr+cEVOcI2hSM7BTFzBEbBR
R1AWNZse0Z1vWOMABUHhu/7QFVwVILYaL+UlEEAVOPTNX1QP1WPbjyIl4v+/414B
6jk2HBM1IN2r7Kjk1+i0hdt8V7WXHRWifGO9rGmZzi4hVKFIiRkqOgXpghbsHOdTL
mWf8LfMXatmz39ueE27ZJC/1KHygfdFqQkTfSutBPO5eP71JHPNn3chb7ktJI3wmE]j+
0iCyGySJ1wKBOEFbWPOO3ENWZ90Ccsz4250Djzzx6HIUK5jA2ePiEW8VyYoTCq77ke
n88G6ucn+7hApODGLazPByQeB40Tg4EwkVwa3fZ6CHENZTDNDjiqYtBtxLUh7KAtL
elv3Umz5PtowWGuud/7MYNeGiZeVUALAFAZI9Z8uY1BEQE6KkZQY4g1IAvvVdO9XVU5
Z7LA4qbfbpw3708ps9KmKmlcrhmbDs62DkZP261KUgCO98FmpmKgpKmPb/V475+01Z
FLIKESLVPrhBQlgJWSFmPCj5FTkWml+dAriVS+7RdkeohjOepRIw70N+BODCpvSO
AKHry0Ok5ANJO0ZhIgYOPCByDs+AypJtqPl8MeazkThmlFLBc1m6HDVroDklpzkGib
hgANeOpnA87omyIXs31WpkApS3Ri4Hr1JXj8sM1gqJABeQEOOce]j3yIlIcKgVvhill
OYPfeR1ibKzDHbIpVFs5QMzKNNwil/t2+VmuVOReyelpdtpXPFDP68i1P0/VCyMk
Ugq6yKfUu/3gtieCtCgYbh/5dAcYWAVWBAXvY(QqC04Sxj369X90TBM5Ege/4e/jcNik
S4wJ1VNVIgs6W1QbAsQOGwwyULguRbnmXuwXmLySLgKd3pgSeR6mMEHGGXe9rdSN
miIc53pdrWAaLRgP350y0Cjwdl8xgaalLAV2Un3AD+Lwwts2rSOpiTFbTLRHPYVNO
/44HfmulG/cxGTWfJIrXg54hh+UteebsyKUx9Um4LGqs29HIX5skDVOxhzYPM3+J9
ZP/IVgnm/tgkzVvYd0s1SmHdhQyXuGt9BaWjii2JZdrQjbUv7KrtfLcGUNG13yzR
g4hyRecPQeC089AryPZor5CQ2H1fi1ibSDcILtCP2UDzScA9qd31VvMRZV83rFcYl



CRYGUyckJP6aJFYUPCXRiDei9/nSkLDCIjtVHESDYUtGFTv8DeTH208INYj5%xjBv
CEtW1IM2DXft68jf925XsnUM1Q02jhLDaUptBWmKDgzeQal3KESniqdceGLr TM1HO
1FgMPFEN9W/Ma3pdi2I21TnzIcS7Za0+NG/2ZLKXMEVBrXVEU+R7heEo6mey9+qV
ftDsbNZJoB7mT1Mf75Ut4jax9YReArT22jhHyxZ5NiUu1200emE6VM1H2t3UB5QS
9a0Vqxh9xNiDM0O+6GhOxHbc3m712hWT6yIHYCPCHzC/wqBE7VE1jcq5PF3ZpfrBz
ZMVa18yGAvhW+1F/F15GUpsyxJ7LR3RMUappLFdx+0BrAHWI3B59ZIDYTodigu6k
e4qJyNKMwlEGusefonkkAX/53Z63QXe0ORswKzW3cfydOvwfCOHi0TQX4kgX]j4MAg
N/gNFOVRpbUfLEmawWwyohkVEKkcgxqyYm2QvwOoADhU/L0z9p6alFjz2E29DNsSKtdT
uszU9+2D+9PptibTCM5BOEbgM27wSTTwjcyKpcZ1E+6SEiGVQthWIIj8cCSkp9uG
vTQrGOF1HCYzBIUixyzrCJoc1ljBRv91lcRr jG+xdVOrRX2gNKz/bgu+9e3MPW/MFe
uuhCqpee6qMBPJY7JQqa6qsIRDIbmjib2gCdSLSYr8+E/KGTwulTDDb9bKq1I11lm
3LW1+d+VrGBz3H110N2PDgedjwHco3igrwt3dMiciqF714R/aDCJXgQ0b2Px0qoY
Eyg6vrAoykdSfrpFU6UDhXbnxBd1sRSQ5zfX49Rr+YHX0k/VWuQQkeWMAOMINQ4C
BiU72A3+nP11Kh7mc0/3FXzSEUuF7zzfhfU88tEVvzmTpVJIkgNm7ONEZ2tX6VBe9g
ycH24ytDbrYu5vozZUP1CepPCdOTwq+uD1iU/UcIKxnsnxwPmnvqu/3Chl/w0d8/V
ATWbNbR1ISYit7Xt/3Kg63vkQa3w0BxZ5]j/KOZLLPYkSy10JTzVvE7Y1G1f8T80eGP]Xc
yS5rzHHDbr0448nJpFo9ioCAwWFYkWaEKRCE1jUlglfdaP+jHYIz48nuecCtuVOeU
gpdgE4EhLOMGG+y1ljlwC6Isrqdj4l1aR5m3ZwMeucBE7RkyiCVMW8/GobcG40EQGN
grvjoMjwLjOIoJoeuZsv4ED7JjAbedGsA7TWqGGzVTyyXbUVseSuYsh7eVy7I0VZF
KiPI06KgI1RA9AQYPtNnij3gku/RMQNWWrSjSSwUlm4FceY77GGo9BctQ7DdYSoMOa
ia2CYsL/nR12wRySdKzJOBmgBPDA+CcFORwWReVoOBWG14z1YB7jCBCpjKaB3zRrfwa
RGX1jQgS8frHtNaj6+jQgqaémyg6v1UPPRNEYPz69WYESBVJ0aSTtCOixCtBI+Fnx
hJDiobd6WBzdueaB7Qc6W6tS79C+F50dUbzHeZLQNRXHZztZX/H4TyJ2Jz7Bhy1lhh
Haa5mIhgjdVv985ZHUEBXIch5x851mAjUQPADei3chw00idxi+nbg/exCmsAxj6JC
cIuVA76402gftalAEj94IXMVy7Xi3en12L8wbUezyFZGKhUxwKilWFhvb3or70DM
yT4U/URV1HgDgeKAYyOsAkTeSAZsSKO8cRvhxDrpLl7y5wOfxFkSbN/@4KujYb6YBe
Z/aUF4VZeNeg7FEmpW6XAVSorFQ6DgMLmY2TyITh5GswHwfcB7tqgYVYSieRM/ns
GZ9hks9nsg6Nlal5ueYY0OyGs8MB50XHDS42uK18fvRI8gA51iX/CkCdUJC5H1u41
1t3BXM3z25iaYaKEmosgNj4cMdreoKFckmg8nSBdeZdIJOxWX4/ioBd0aQRTknIV
wSSQb1utN5X/AZmKnF/65sv13IgngkLQIbFCCaD2IAzS51itRUTCbK+KZbKSCLNpg
U/qYmuh@TDeHHMO126VEPQXAQNXVtV/OMobXpswmuo91PVsbFgCU2IAOJIDILKI/a



XxwaCsoQSzTnw9gN5BVmIodbT1BBfoDor1C/C2HrkeD/J3+jSX/35Zbb9GnuLnlwU
j/fQaGftHgt63pLggMycYcVmiAOquvpMZYRMBGhHPYr+TcoLzkFNAsSNswev6//U6
hxWkF6SAaIVWF7hTAePbDgIyeVLm4s2S5Qhjw5IAsQokxff2C9GZTLDIpBlKvV70E
r3HBt0Is6Y2CzkCHONXfQvbv2LWEgsSAgq4dLk3Z2NRCt /LZAWF3E5a1wW4YRRH7 j
0z18aACWB6WNKNz82+1v2FCciFBIL8bOgNwUO1u7sE1ayC2TQGzXAhuOriMtqBiJX
bLmCos3/VelP2TodcI9Hmr jSPH5HOWNPOh3M7VgXHbohm9FgOZf+0GNaSI4Hr /3X
NVFUT6JgJUS4ANrq9uUE2RpZIXDVLUVrwE77tnLagXMbLeHm/V/TXviqaXxEEgtCSha
iwgswkhjk8JL/0a/HBSASmhf8Sqlru46/sJXjRAZ1wXGEVMCoSkJImgKTn2a/8K1g
XE1NMeTFZucz8WJIDAC5DFvqthrHHCACG8YMVTE4EzwfTrYe9dxfHjILMDjP8A3DX
c7t1M/6g1c4nQTI471x528i0SRw3upKY1T4S5MRqidQD2yKYbBVpOzMAWSYbgOay
Bmugnz5xafztkADCg1imgQ4BzhXWz+OCMNj4txId3kMwGt7Qi20RDf7cDrvOS3krh
1DGwWGS13fr9aalLIShem62v7hg5JIn4wl2yXEGXAP]2TXzZwVGLOhmzbghxt8pJM/u
HR2vMKohagn56K3xIfwi8QrwDBr9r80Kj2Ia88v21i/QeQe8CqOVubyR8XAXGQFiW
mJZ03enMP10OrRFOwdj33CxaF2q2kVysid59tPfJanTHUYz+IFV6/NSRTfMgye0OgV
9k/ebgOx50IIjAjh11fIFj/jyupnblUteAILhvNBfkqiDkWg9Yhqd2MzXgIGuJod
CLUQ8TfWtOiNVEeWkSthZI402wMz3ek4YuIfyVrh+oxQcG6PihlwEuswamzZb2g0GDp
tga8AD7v/mez1HR4a2x0gj91DLz3RXH1RYOQHSbvVvRebgjZrnt0G+gidcbQvsB2e
aS5X3SZXYQOhbGA4KACKWKWT j84JIxf1lp+KMfdybhVzOHneTtiLMsv1ibPV3j54ZuPc
YNmMELTHYCxj1lsX6immtydIAoitzN+YrB+MWxO6KnPbWW18AsH/gWNXOqtYIRXJIjY
rZkvzOEOUgRBXdWUK9F10chAfq6S3TfIPMJycT1SalOA61tg5XtjfozA2ckRutqVv3
1n+JM3L055CMe9igKfi4sEUIPmMFjQQccxh85PMZKXZv+k+EU/PgD21HXWLbplyln
1wS11aTC9kNAplcvelROfuM5jqilgDF6Q6w8pwem2m+vUc@aVvVOCBGIvvz8+Y76Bo
fho7SD9SeBONCsSxqlcOKaeWP110Y0O1wUfIO61oThSya/tbNGgaE+pXzIbhKCvv
w0TZ6t3+12dhZOmx90z01pxs1ASescGr4MDQePR61ecDPdgU6cJZMCzMiKrbzCiM
1F1ApbM5Hdk JOGOAVXHVbBP5u5SSTu5GGDCjiVp27A8KLGB1Xx1JKFr/ayVqyiozn
7QUQU8B5CXWONXgFFKYXXfvWVpPvbzorPySEnt j+ZmwdgB6asqBuHoW+WEVT/U4Sp
7YZ5c4Q6mP9/HZV3J+1b+BaFuuROp81lwuvYuITRpobOncr3+U4Pr77vdBbzYFm65
kR5uzZgS38rm3DX54glUhb7AewPnwqtETIaJA3soThkk+J4/GAIDM46cQaldPfXikq
AuzZkkS0gqjHOQEQR2gprYNTTakISQXK3os+aSrdScZq87W55RQ4bwW+1pwZjCnlEIS
zTgzG2iwWGCaPHZvoCVOcv+Lnl1l4a+rplNBoRDHhDUN5VXNd8R3QFz7iL6WOWSXPUW
VfhilZMHR8/e0rgqlF7nEw8B8XYydKsPRpYDnrjWOUA=

B.3.9. S/MIME encrypted and signed reply over a simple message,
Injected Headers with hcp_minimal (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_minimal Header Confidentiality Policy with a "Legacy
Display" part.

It has the following structure:



L—application/pkcs7-mime [smime.p7m] 7845 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4806 bytes
1 (unwraps to)
L— text/plain 435 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-injected-minimal-legacy-reply@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:16:02 -0500

In-Reply-To:
<smime-enc-signed-injected-minimal-legacy@lhp.example>

References:
<smime-enc-signed-injected-minimal-legacy@lhp.example>

MIIWNAYJK0ZIhvcNAQcDOIIWjTCCFokCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIENlcnRpZmljYXRpb24gQXv0aG9yaXR5AhMPLSWOETMXSs5CVIeh7j00
BogOMAOGCSqGSIh3DQEBAQUABIIBAGN10ag5020JUxeEgaKipbTTomG9IBdUTU2t
ZdTEG6d1H4121Dz0Q5zSqpMHgbab/HQPgERCNiXtqOvu2aBMF4800Z0085R4kh1C
8UARK0/8CACUANTGIjie+0jPw108eaDT8CQL8/T2TZ012rfdQahxsIAr83/tFQMD
5EQNQVXHA9IME69Epdiwk4IrQjep6djisHGG6IWLrc8tbIXgBM7QHKArEA9Y JUWFp
zpnGgYTGHi3gPzE8H4MJIK3hnZ3uNAWQHY/nLUw/BwzD6EOKM5CROSKCwYIOYAYu2
zGr0O7E5fvoqfFzBsYJp038zjw95tEOGUDeszdrGP2dPg16g5AjwwggGEAgQEAMGWW
VTENMASGA1UEChMESUVURJERMA8BGAL1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFENQ
bXBsZSBMQU1QUyYyBSUOGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEQQUEAG67S]jjL4JZNZLgZM62XH8CdZ
SGchx+DpraOfE5ehEpY40Jy9j8sFE6WU21MLUNRZHQ+pUINKky7tAODCIWCIbI1WVL
PHfr/MOxf++3kfnJBFAjiGzpl1ROhtpeP5p+qtky9VLX0ArhI071rvEGOZ3u+6I05
Z90Lz4jX51zZvi6XIQLp3wtBxap1hQ61BD3DWX3W21CAdKwOMKPhHQlwigOkXFWUV
mpUs60JZV3H1Up+ifN6znQJVWjDOATO8d2RtqOYy3RGViIVEWBGELLpYy9vu6a6IWIL
1TTh/owfsyochfPx0ewdy/edwROayHmScjQ/ysadee5ehFnG691E1FOhKXJL0ozCC
E24GCSqGSIb3DQEHATAABglghkgBZQMEAQIEEOhO3EV+7rYyNOa®1Xc4M6eAghNA
Mmz6xwWwqsulbcvV8u720fQPHh5AMbgDsGBizaAz6UlatqA@9hSM7bPTSZH8HSUP3M
psIfwjyga+yeFZghx90wHC1CMBJJUCSKTnzKjNL71IC4NNntenOTMTKkIuFcnWT4Nu
PBMKZjCN+8Xqe JKQMyRT93MXKXNrMugo99jEnDIp1vVvEK94e9sp9F2t FBbASpXjw
vyDpJIWsMyylqlGPfHcepIqZ4ULYPCIiFgV/1xfvqu29NM2RC1WUBPR/2ro0k12Z6
f21dvHL65xzgBXxJf1APVZLUVCKZZdPMGXgk7H4a/NULP7AL12zxMqIzMXilk+Hp6
H+9igKeybOrw2qYbZea2E7XxCJinzqdMpE1S3Ch1laRTyKCLYDF3mMKNuX9IMcS1Y0
08dc23dKkLW85VYCc6MhZXPu5SADPTDNj43GGuyy7L6hqLNfrivLfYRLGTiPwG1CU
KKVOVFNXRU13bJg2vMzmErG/mUKMZXWiFLEv4pj3eT+5eCrlwNgYgsezECwtcYWw
KZrDYEep+20GlIjyooXLgwJf+agaAHPaAUkyB3sbvTvCe50wkV286LnXEbzCJSCU
Z1pbGV81Y1AXQQb5wWKZzKGpMNn8jmuVOw89w+1v6zXmu8voytNqowE3QBsjHzVkBvO
6RJO+CKkcRRC60y5a0PPOGM]jPBxodwTmmkJIYdquUqDd7QAqgkr1lbjITjFMgs9ONAocrP
XyzjkT96178e3BFIa0Y34JCZa2rB3I/dEFpPILg9bgR42Jajc+hhikFB3aQm3Gx+
1jZHAYD3j JIbSNGSMS2koVv/yNAYyy2AFA957mhXHX5mIKimD89pJAhnfolLOD1202+
F8eDfn3nU81gO0R4rTWadeCsThInwWtABBcwd3Yt6AZ5+aF+ONnWKdAICvc4UTVDO3Z
rP+bdla8xvTY2vkB+12P4h+NVRRXSzUR/9z1gF3I+8MRbpANT7ZzEr8Szs3Rh069R
N/Kz1nro4K7zZWh5xfkX49khdcOORwk7ecBojed8JJIXS+hi3D25BA517h111eC5s
a90m4GVczBvykdwd48VKmrdYttGAZTyw8af jfjSTfPQN6Q21vHUNMec6MM1wXZsqZ



nacCtsBJhfYrmOSdsFygTxg5Qsw60C8EqFWZHtyUuXOUoFM5fJGC1InXCri/er9xq
HybJe5s8nbyK62Kc7QQPPU30PMN8ApPYVVLENrKKF70xFPX3XGIvalVAKgoBUsWUa
44Usk/YQdw+3Vngpui7QJpn3fThGMF31LHXxo0ztmn7aNzZ8cvVDdidme®96V+gbbUpq
ay6QKYXnowB6PclfewkY/G5ETWdRrB6jtJ1bwl+0b2LBD7wU5cWBd/MeWBzY14J0
ZfpwfHuw3Vv8VQasdCVmqrzb6EA+8NLU34NxSzVEejItaMz2aawCHNGbHNY1TbvsK
JQ3/JIHBU44dkMSFPwiUOONd1wal17SBt jOOnjFnz2IMGpkyhMNOj jw9Jq7CUMPGda
mcfhosZo/jxC+6ZrSybIJsmOzyasMsXxgRUvVjGVjf8rpmhou5ThwJu8rlfwg6pia
JbtyomU4c481thgN/AazZNkkK1lUsZg5uqHp08jnl1bOFVgREb2bOWNUZGOY+SDXWV+
O@IhwAq3FamYXMGAWGkmgr6xi2EJAXLPel4qy+p+GzQ3wEHU21BLRTiAMpgJzgsXh
toundilL6k19COg60awjx42JcOHITrjYt0lySkFaFiynKT+dvBV2rNigWpUDrTxJv
308zWnN9sGTo0/1iam0@jSmOVIJIOHptLW6BZhdqp/iZyre9wwouwP4uKzAY4Vi5clvu /CyeMgk
WOTOKIbKY4FIJUtU8dZmDRgESq307cFnRdffFwAwodbrc90AXdPH1pjAd7EV/d6Q
F3YRA5NdYXDkt kUWOpPwmooCO7cKcYQSVFX9FeIt60EMvtdl+XY+zZF81i4kc38uP
sHaUBNYGAIlyZEyouBgEQyB11gc1l/cQgx1lc81izK+J7IX1wcYgmwq/jrpJl/mBeUM
V3P4N1HqjfH2yc7fGnVLE86barIMsqtdrz58kMLAZNiQiwe9DZz0OWmIX5BSrqwEDb
tNtew/8ftKCMHrFAMYBKEArOwWyyTty7QkvWlmAWDCGVt8rvVuwWIwlgkOgp2zATtMR
Fao6I0o1thU2G8nPdEdONtVssPQMm1hS4Bf16UAXpXUJO5KKgtyyzgxgwe+jGenxJ
/qu1INzhlgjWPuFJ/qnm7+VkOW/HFvwMiY95Jd+dAxhkghk69PKVpcr6uBwKJIR N
IHgr2jpEoyswZNK1R1ZLMtiKEpc+sM1vnCgf5qIAUVi7WMSS7WxI4hooudTVjz4/
bjmJSDI7ekPdvoD1P6DvS6at TCguONgxkG15zSnq0D2g5+187MG0OiV6IL2vq/0Qk]jJ7Wd2SbhgXDOUmThzozZwezM4
IIwVx1L1xgF4FJVPEQjI32UcoViUU4GkG5SgXerArXeYKRWRGOMMoNccUcar@rméDALW+hazukHzcsCamfYh6XffFbgXKBg2r+4An7z2Bnb6x0oQRB3TW4yibQ5XhDasi TAVFEEe1pokqQIOG6CT
9/9eVR/kgY8/YmkwfSyL2bOxZMI1Y07S54irqaP4j22vIKWALIRKrHIONOLV5sXAzy
XJIXZVXOPCOFQVNyJqCNX29qfQ2j/KLmHfaK5ZESCAUzyVvPEQkxt4NtQT+tGuJGBY
sWjK6jVA+CRw8XdLFZMWEZgoAhAVdW3b175BmgSGGs72LvKs6535t fwsXMN4YJSe VEHXx8mp+CKPOUGETfRaXC6+mtzYD
1QQBHHBNXjOHWiKEMCmdJIDMGV5hTwWXLFJHPCOU4/cZLhebSqNXLM8siMH3zyua6z
L1YWygKvdhf09syokQVndzz7M9rz8pKqvosbVP3nn37Pu90jpEphZnY66cPbIQuUR
BmjA2DLAIMK/u2KQEtwNiiRYzWxmZxw+hiVMBaWHhmYODn5K+v3LQ1lnlUeIR5uwP
/gdCM+FOJy1FOPEfso09V/dVPa+sgXJc8Np42PGmgnbpNUR7+MMh1EQ+1iNqg41Yuq
AsdKuq30cRy/5CCOOIFz5tKDSONpLKjEfa+LuzzPXd8i+MLthWEDPsi9/j+kwgjX
2QanQPnMj2kJ9s15K22nMHtZWfOPI2B/3m3ic330yWaDJIPm35z7UlYimwKLAPsQg3
91JIxNt6f79/cqzbGOau@linffytR4/uSyra7AYmGUhSDFnd2FEpKTtzutURPKviy
kDHUtu80NnJE+03jJrg6HIXyf7NzVhgYUESYMFyL+MHEbT4h4R+DoV8pdqVvhJILk5Zu
RtfejjoOy6g53mq2e26I3y0iu9P9WMBowvmx3e5q0u+D8exIIM9V2aKfGFSOqynSB
03BpRA0TU6TjZzSN6SXCaG/1C040NIegIf+FXcehxr2evvo+gl7dvc/bwOxeribV4
BBVUURY9A039kWOB8wWCQDq/tzAIjxItCTM2deFx1wB/fAbbIG+a/PVBXA7T+aYsF
WGONCXOFYe3TYXuVdp9FtSVIKIzZW2ESLTT2pUfs1a7U22v4RNCFWTcjubRkaicoA
eI5QRSNNESPINF9Ci9TufpUPOXjOrImfoChuCftBoUUCLWSKKtXKzZICP3wrRt9Vs
8b8gb0Pg3hx5kSZjBJQ+yCeeRDGGEU9eTa8lsJTEitk=

B.3.10. S/MIME encrypted and signed reply over a simple message,
Wrapped Message with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Wrapped Message header protection scheme with
the hcp_strong Header Confidentiality Policy.

It has the following structure:



L—application/pkcs7-mime [smime.p7m] 7605 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4616 bytes
1 (unwraps to)
L-message/rfc822 810 bytes
L— text/plain 325 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <0e210732-9184-5855-9a95-2a635560d3a6@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:17:02 -0500

MIIV7AYJK0ZIhvcNAQCcDOIIV3TCCFdkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCS(qGSIb3DQEBAQUABIIBAIEZSE7YJfWjyOTMQGETYCcrcBw2uruGZw+/k]jjM36C5d3xtdsBddVwe JgNyA
Hgp9207qVoPyVXvp7BBYyoNRgZcrMx1pROTREEjCX585MOXEBFUXRVRPOhViZa0AM
dgdwWFBO2fcOwGh+RtwBfESEge2zujhTpF/ie7XIbNO1WsZrTDGAQ63VaqvX3ASOm
TPJyeqUkstDWSzOIrOlpiW/YjMcYNjDkygeNgppdV4SEUFYTNxz6rqql4E+a8LxX
TI0og0TMh2ruDPamt 0AEMfsMvz9XUjSN4TRWXORLkzQeaIO®jcPVjr6AHLIFG6etzCC
Er4GCSqGSIb3DQEHATAABYlghkgBZQMEAQIEEDyefE1L8MhLTkZjajQLY7KAghKQ
4f10U+eyhjobu3iIzeCoo0qq/a6JIJmdoGQbY6s656cODYMh1imkXQkRV1QEZiLkAOL
aKPZy3zmuu®Oh51npduDgzFgl6Clw8CY/99ep7I6VAN]jzmvh4pVOonCsROGuUYex(q]jj4zzkS1qDIuOTvGduojH+Ti6aZjEdnpfKGM



XHRFRHBI4hmwuiwzq06h6CpuX/2aew8wByIAaomyyGeTscBaJk@JumMxhSmeyImn
TODTF4dUXR9CGES2qYquQcSSc2KNZpaRpVDNCTETNPLNh+VFUPJcv485g3e8EJTy
VS99+e21ECdjkc+iHVMBTXdwSMEQrlYdIlfrPCy2nwsajp9+41hL2aPk3yEqSs6Xx
QHPO9CEKNUL7BG1Cpq9wkr@07CVayEWY9WOK912ARY637pYpgeQ/w3eNh1GjSuRK
PXZr 7WWgT8MEUFOPJPOVWY2V49JImKjP4po+9/V+ewHievS/Z74/x0zInNhNqyYDp
56mGQ3FH5Q628WcPdk2V9h897A0SHVYFrjFH10bWeUuQqQVctYqT6QtW/ r ITmQWE
85DzWOYELV6Ng+I]jSSwQEEKFm7UIbz6UBPe5IVYJaA6NAXVIIrOErTOA8QLN/ Inw
Buz4RnznGuUXNgm7mONVWZrYnbwNKGsbO/LSmsKDm1CgDd/CRZLP2/rOmgN1ld6Iqy
wuFfFo9M18WXUY3veMD4J9+11smO8jMQfIqKgBO0czsBtOsPn2yE9mgcsDgud095
jFz4g2E8RUSRJIgj/avonM11SCYjnizkBezVvM/S/qImGHO18RbYSZ1ZBI Jq+xkAv
XGKGOONKVzHe8VtMUwBbi5k00x50TrvJ/A3s36MrEOJ1cBKY/jMMt2FyDE++PVFE
0X0zf1YsK5281jNBMBIA8GRbLb8+G/6g5RMf/epfy7c40IRpDb1PVhSMWXmgUNXC
mLmCftewVJIZvvtUudWWcVWZ4s2GZ0jtBF1gXcm8nBdY39drprAOpcrkL26XKWM7y
F+6CqwCgsMabwViBtsY/BMVe026UCTXJfytMGyCeuano9d3p12VHCLM49TQcWIpZ
6YRLMKEYoXXxVtThZE7WndatiUmS646xpsLmtoHpAhNOV/AJVUB5DPHDKFr75fWp+
GYsSKYEDDIQ/4U6gY1FkzWuNF3if8PWwT8PbkiA+2XWrUsONOTw+ugD8LkeobRw5M
gHcphVR6Zia3wWvpXBe7u/rGgNgzRWHSDt T2UWKS Ix32iPUQEVb7/KQNT6b1BhFrK]jsL6aTClql8QseE20vVvBLE JyQR8HBBiUFG6ze6ZY8hd4EY87dFY2/01p24iuQkLpXgXIRPMM2Z49Wvo
2M1XLGIao+4D+sY3+E5Rt0fjIJ90EUFZX1HJI52jGBOpoPJV20/RSiRXpU4weIW2+t
T4gvboMSMPZh4tccAsIMZxostclLjBl31rLzR62crJ0d0Oc3vKHhDrd9RAR2QM9yp
ufaO0AwIm+Ubb5+1iqVPo5bwyX0xJZ5Q5cyBQRhwwFULOY+tWwPmyGR1ysoW+soFm



WONNGgN4qZFm30017wkFJK19Zz08t5d2XXx1yp@63X6BYVLT+SGUTSNr fpk8Muwo
0Q+61yZ6UjZ5XLUuGVvYyKFOyraKr3ETdfMCA/bDmx2FI/rFDhziwwWgtYJpSaoEptP+
I/+rzZxfQEd1kzJ+SgvggUbpRXR6/UCHBCVjSNnINMYBRnjTU5j9FBfitay2L5Z0L8
79hudV2c/NO+qTclyMir5zQyYLFN5S0IHUIOJRRTs1/kSu5Uk3i+ByDVAXGInJ+I4
t/zZ9FSvk4RatM+nHLbgQvA31qfv8yo0z9quVhEAMZRMt icGWmwvPkchjzQdtzwTo
VCKBC7M12xITparw+kZuD5tD2d62xn8vTAgLhaFebf1lI5N5dF58XgwOkgMEOYg+1
mYNorq/q659Ac97jyJ35UEGSS8tbkWCAHC j27WwkCcFnXMyfkRrDXas0yQwqz8iQ
mmZeVj IJKrHNHAV5Xj81+CI2BJ1LwYyS/IwbK45UuIilxcMAAX21J/HMk80Y81abDR TFHPhPmMsYbQz/4T7Lsm2k60TjGbSm8tGgBRYydJI51y45U/FpNXVgykgXBMF
P+hJLVMvKgHehLCoxn5sBE5Zzf8/PrgzZ6c1iG/iBXgnbMWO+yKUQ8sVLVvp92YpY7
hKplcj7RKJIL3HBxzUeuUhFGfaiq7MgpKm18vgnFXJoc/NL5N4eKLzn3TDOg/Xhid
51pzgm3+6¢c/mDgS4RUIqtHaALsVQhoMGdrK2Tr1bi2VoKIhEONg9UF2WxQJiDNhr
VMO9rYy6aXx8H9bj70xYG+Kt101fEjpO+S10EFfxeLCEi/DShQjPrEwumCw2dKz0Q1
7G2u+qo6Zcml9eJp5ZX4GPHr 1ImX4+ngp27/cNDQML/pHZrTbT+h2HZiDObED3if
Lj/pAB43Snah9bg7XoUWOE51NQ00q6uUSG+bUFsuuprFeekcs850DtaryNwzpi+4/
5bScqoMawu64YqNq/1pSCXImMEEab9nXtn6g4aPjhKHEAhWD73YRONP3kV6XUn1lyF

B.3.11. S/MIME encrypted and signed reply over a simple message,
Injected Headers with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_strong Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7565 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4592 bytes
& (unwraps to)
L— text/plain 337 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <0b3ea6dd-0e91-5a91-9bc0-3d553f892983@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:18:02 -0500

MIIVzAYJK0ZIhvcNAQCcDOIIVVTCCFbkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCS(qGSIb3DQEBAQUABIIBAD2qfM1qd/wlIn5/weLGjTIVhLXq8DBtZ1BXx
74LEO41mLd1hgnRYSPIWC2PtjkC/seobOuzC+CV58bybhtZc98t+SPFhw/rCzvKD
r+TYWJIWJI5k1GojWrmZIXuXFUAG6GW1KVNQYQV2xkntNjeOe@dUY/UwXDXnV2hw0Sz
KOMpYY9/M8470DrGiWv4xDgLd7WrN+ztQiy+4b290A4Hy40L1/z903yNMYEeZ+ZU
0ICNWAVSHhIHUHztoEhhGIO1wF7KFpygyjP34050COMRFwWYUPmMgJEUj+/0265hf ]
zKAzd20Dh01lY5f4cKRak/Ng7jOYAVUMftIn6Z1AI3NBdgAuUNncSAwggGEAgQEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAMCFRU9TU/PySxv4kLIQ1zBV4
NTTHsSBv+t6RGYCEOMQToQCdNyyQie+HqTJIh6M2/CclsbRuOVsrfhJcORQQKG2V0a
huevYf4E/x7+3Apl7zzg6rOUfiOrSCv8y5PYLaHe3AbZvIr/i1j5YKIj8+D6JnZe
WXSSPZTDbmnN+o0TtePWOv+hfq60wWomQ/VnNUJITSQNUNkxTnhBK5Mi0nwmIYBpOD5Z
29/dLzfgciF1gFtTdE]jszQ05IkVB20IvP2hvyaciljfKmFXS3302jAuxLSPiAQIK
UYw8JQCLZ+TEGT7jr2XKXTQQo2yv3dRTBI9Y4PO/MglX8fbzqWLy0Y94hK8fWMzCC
Ep4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEBaBWCADO5Wk7 rGu®j8AGNmAghJw
LWbI6Q5pWF3Q3tMokfjJ+6dzF8HNZM7De@S6HU3eU/9w700IDNRsWbdr6B5QI3b5
fSXYC3VTjp4iYgwikm2xX4AXzt07T4YUL12V3yKNUSUKPhRLrbH6zb91+ghmZ3Nor
YEWWU2QUHVTg4xsCaEG/+LX71k2wJTI6Lk4QDH150yIN6KaivSZkqjN1160gQTp4
/0YdExevb/K2WX7w34kdgqlKFgoVvju2hGrnPMhgpvfuzkQirtFtZ6FmeUXWm131X9
Guf6GelL6F4r6azqH59z1JUVh++30C6bzPGOMdkSVO5hELTYRvTclnSLbyYCcoE38a
v9aMD1Rv8v45Nd3eCxC1G93Vh/EP8N0SO02geATEO/mMNk5f3jsZ9iFZ0dRMZ+jVuB
100t/jCj9PiJaxLz4+Vf9qB2CI15PtbEp8CThNi1mGU3Z8LIbPAPUPRW/ rzmTfOP
JbGJzLOMU39zRNEOIRDAFAaqQTj5pVgqwiYVJIhKkfs7FHXd6hHM7MXqpQXtc4KrPC
UJWjii4DhyEEeTsc0Ox10QPrGqST5nNFbc6Hb8qFKcO/bIE//QGz9rGerH+cFxeKa
sOkevWj7Gh6EhMu2aGIMmnqoh@pNj2bp/5vZ6paFmhn37B89nJJhLXgQeDcgglmA
f7DzUAAN5CSWE6KmiJocmaYe6RHZJCEZMILXHSRIODOTEIIrQiV4ANNGxah7Nw3gaw
wwASkf+dhnémKg+6y1mVIIPdgW/CjjLSUTvox7WeKdm1lX4yjmISASOCIM3NWGW3zRXMCOxu/mualrIjt35zaUVuvkhMMInkRijEcdbHk+ICMOXODLNRQruuY9Kxwjgui
C8YACZcQfOSSMyQZThMfJjVXvplXUAOTqF5dCX4TorUEiWy7pclCmBvvAKOAD]jug
htFRym605C5Ht jmvVQonQWL5c5e5z4+cD0ISgdkaEvVCqgOpu+MSvMLhjiqoQx7dZémtgAauxz
RDKT9uaaCO3fm4GEJOHEWFKwK2m41t8EiHLrjz5Qar/XUW7JajxsJGO9+d6pMZtak
TKevdDYv+3Sr7+TSDUEYtYgPbxBdPtT8yXZa®vruA5BA9yazmxIfbK3HhKe9XFVW
CEpR1kHad3g8t+XxQFEVAKJIEEfwrWd31KugXCmPJqPEYT8uZ51NLG4Xxqb20TM14v1
DCcoOREgM8ZFVpsvuwylItnwH6]jluwWVv9yzetCoL4AbH/M80s92mzgl90CygBl4PV1T TXWwl1BITpNEA2
kKM31YBpYZQK+ubTQexACbQeeE71290G5r9rUEtcTEeh1vzglhiYrWoGzFOPXUET
G+rul46zMsDoJSALJuUJjgZrEQX/BMumYdFHWPVXAXy7d01zchXUTUlbzTOMteAUs
Hn6hpaELCpuwWYhKPQ30aN/Q2zWpat7jziw6rm+NPTHbnwlloE®zJclaw9huFUCQZ
If/DRPbKz9JT0dfZiz1Z2qCxDXilpfYXHgFMWa60MpcMYQ/yD0OggqD7/z2fvwUdou
N1DV2HxpoZKuBV6bF664gJ3qdHMHE teecKXjKbuzUbTrQLE/dsZIsgvZyW/sMizy
ErLCFA+pcGIe06za9DFYVQheIpv6/y+gJgc/HB8NPIXZVREbTfbRgnhgkMGmnNw65FB
1DRstzU1AYvg65aelLXkDaT/9wydtN57ebZWD7zbum60rgEjdBt JWd3NuiUQf/pqY
dbKBfBifI8r8oUwWomyJV317HOXXLZO7bwXt6sykngeZhnW6gULFOJI2VQRShN621iL
yCcHtr7ug33fo+EGHE/FTia3Wg9SUJXgssrcxB++igW10u96AHA/Ub4IQZMIplIpE
BH4a07A01ia2DxYbpWCpewWZWuKmBa5jEF8VIyVy3baic8L2cWmMPjPZ9+DyQpsem]
RTUutRPZUUI5pNUPiGVvAby+c/s4zLFtKFFzkO@/mE5MhFhwws6911z1BOA/L3QRNX9


]
E22uxGfqOBj2W/3tdFVKnkxzCuNtKECq1xQSuTawWkAHW5apFfpVBpWxzG05e01E8
CadNkpr8YFGswCrirpoYqPgGHE68I96yIHal7H+ufolXK7QHOZtVSL7CEirYGOX1i
ZhGhD1QwWMBDAhI/57sF2xfGgv8UEM717/941sNOXPKkSqEmmbjcBpGhRBVRmWggnX
7DHOQjOVviTY2Cj8B4f8ATVACEUPY+JpCU3XWVASTISOXqINH/1sNzxWwWxx2aCS2z
T/K90167FCXMIN8tH3TCsOVMXkYwID94DrPknaUXMPqr8fiTedByso764tCoK/bz
FcDRnUbdpn8UCN8koJF4UMp6mHOWWXIg4ekX+V+REUdBAWOXFOpRdury8xbVFb6A
t+RvY9azZhTTr7sFFDHOS1hOnRNdzfOVj5u@iikKmdmk4NDMT/gIMglkQ6m2/vjAEU
2H1p8DJI6XNSLCIZ4AnwdqU5326tFO0aeyl1TACwWSX0ox4M/23zzZEHW20+DCSXn+GAd3v
UOiN+AKSssS6pGPFxzwwBzaWBIpCdXmzV1iw3J00LiHQOX2IHkGXXEeaNPDBOa2PoY
G/vQRsJCv3vgeYHug+oKi0ORyelrLkFakmuSZjgG2wo05B5tapxMHow4plyNDDPJ
0cezbilxngbDkceXcHa+nTeCouRCqd/P6YVz50cD4BIdSwrda5GX+6UGbl/e+IDoP
pHWK1ijdsU3DAM+uCJrE9EwWZHDrkwW2qL/Spp9AhtbdMsugaIqVuuTQyCWhoK+wpz7
wjCdyk1XEMoCTQ8PAS1RyaSUz7fYAsSIk9P+FZ6qwyvM9zhmvFQcNoj3E50bIg18H
GezlvPOeoDwiegKamAHWKkEwefrUb6X4IKOw8dBJrYQQCjnwPq9GOdWu+MbbP8XwE
w7LgVMRIKMMD11lquSaKDrQ==

B.3.12. S/MIME encrypted and signed reply over a simple message,
Injected Headers with hcp_strong (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_strong Header Confidentiality Policy with a "Legacy Display"
part.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 7845 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 4794 bytes
1 (unwraps to)
L— text/plain 431 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <b1@dcc75-cf43-5fd7-9e48-1932a9d68fb5@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:19:02 -0500

MITIWNAYJKoZIhvcNAQCDOIIWjTCCFokCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCS(qGSIb3DQEBAQUABIIBACGd1tueYBykYh99Md439ZT6C000DUOKUSS1
mv3sONO231QTEH4IDhS8pYhggWOVuzZxgSL6TeXXdBPYdr8UHNTNZm2X8X2fSpZ+N
HCAEN21H71tpKrFHxIznR1bEU7/ZbOmaRg8+07g5ficZb/e@dnjEOLQSEp1kUKik]
mW2hG53SoHPyud6DIhDdUBORzbTMNNSCNLNo®3HohsszxDYJ30a20tu5UhvPXxTCC
E24GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEN9CGUZ4+n6t4epemVmxzYWAghNA
3D4c/K+3F1f4LD3bnX4C/QHDrr X+DwkHhmMT7SdnP5EfQngHFRFaLT14d39XpHOM
sD7kubDwB5uwW026zEoxDmgfcYPzeY10KVzr/sakxiMRWybdMQyEKwQYWxVzaSTLm
+pvssI56CMM/uImY6F/i8ncGRy2w+nuAjAhJF1X09+NUzRPEweEoMccfZ81X8yoo
Zy9e9LVvXQJ2gFyA9/Ny3NFXV1K7LbHIV30Awzt LE36NRB1lrQRyUswvrYdowbS2u
fVPzhi831INTO2rA+HI9WWLRgQtc60GDHJIQEZXiMRQMUBFW]j/6sdhISaoELUCSRO
4ET9+D/hdrPpVuyUc7aglq9ihJnPV1Fod0ga®XHRORziZgLgLknbroL0qj3mEFCd
y18HXQbUOCXNuUIw7SoLfFfoN/qV7hGOfkf3eFrChKmvD4A+FYezswa7lFq37Zkzs
hL7EeLHf8PhTPMQmMQVA3EFVWhIUrNvR2Fy/1Z0JjvokFLpsAfMyh/gL+4SMxJKYr
MW5KtcDHH8409J7ZYIZwhoc/Zr86uXtRVQN5cTINPTMFsSckBXD+KEWbTGUiXyzRJ
ZtzqfVywRm+4MTWmmRHQOCRUHSrbEIWCGMQ2zIjdUIOG2+cge8Uc2aAt tFVXfnXs
SZ3K1JHmRkvDug4qdR621DDg6zfINNsStk8ej+y0fLKZIy1lqs7/MxcIRjXxFaoEvr
DdKbZk9Pk2pJutgsyU9p9bXN5qZdQWISM61ZLOVVeolNOsZC1A61lee JUAzbytV5T
2ahvUGLR/zNMLSFyDUj4/et@/wuwgPVaLLT6VqrG1lgylt9VAUm6GnTDTjln5mIerBZH5t1ne3dnxDQfBVvhykXpWMXFEkktXxpW5EWY5C17Br9f10LDX8wnt j41F7ddxzDE
XwkOGOKYTY7JTVnxefTyMCN8rYjEiQCa/KEgeZ2y90RPG7 tnDWpmSbRVOXPrmFDp
sIHsnefohCbNuoLfWbcHsGX2nNQd7zSn4GRQWAUV2CP10/sVcsthEjTKsHrhMavs
PoBrhEos6wS2PBa4zLsFKTe850RKOwWEW+N7TGU64Nz+TNR8w2XxJqZrhJEiMvS51r
uQ4fglvijfgwPlmufZfHOUCTZZ4EpeRvTQp/YrfclulfIliJSIqf2vk3Viltrix;
JNON5EDb/k3bNdxsD5GfuYga04bBtQ+8inywlbC7BXtpRJaEdE4xbPvQ/XARTV1r
SwTwK9cMhzB86GM8KUqLtNhvMOJLitfVRLIRCMYXYcpKaaBvXkPUtKDFU7adHC57
00z8WCgazSrM29c8IIVKIKtXxk0+zSZ5riscORNXR7wWUWPT1ZMMXWir©@oKJIRO/Y1®OWSRUZOZWHGPfFEOZYNFG8]jINBZcx56TXKMOJUSCAT+XGD68p
shyNm+/cexdiiRjNGChN26m/yNiPAKkCwrPacnj+Z/2DTvmFFutAtImSD5y30NOyH
YtxtuufCXPtwglwzXcetvufyOHCquSLWIhB/usDLS8L/eqBJaezmF7dHa9owWLz22
SjiGi+R/WgiSSFgBHAznUd7Wm9cUitIXLpMzVJIDeotOGCcFyVIONXUR43B54+phJu
B5UBU5DSt8VbjehmLUa4VCw8(q38vDbH7LANKTd3pw381NrNuzmRyIxcq6Ta/zUmn
CbwBfA6WoBHdaq+Lp8qg3VNBE4IkVJIObiYWtAegODFUI1VASiXxnUIY13YePRXX8+5
QTGXxKzosyzYBm2Xy9cA3DrEY7Vvi0jXzAtNozQRbiQYOdcmDpcl1lGocJPKk7gNFtPO
BeCwMh1J3+UVg+vMeX51bAK3/gnMCSryxSgs9ku5v41tN95KZxfOTMEXg2r1SdDz
pvWKAXzpOwTyD1v12fAexu5KpFTSqauxy0tR682iWE1bxmPmgnxrU3Gii@Tass43
KUtV7fRY6LWIDO/hcY4HCbLOUCeCi0YTsM52GPBNPYJkVzQjBALATXmgSrwO5+ND
Ww3FoDL2ae81XWH4N3ZAZmMRWTt3myeUm2UyBWDrXsQOb3MfENTrQDjoI4KjoHHyl
kOBOS7MfR2SmSJIh24aBsZgGuTekTVhcqzJHN68b2H5VkIaiSTS8LNBal12L37Lp0K
7jugg1RMU3KHAQSS4Zr freHn6R3Mjz380TRwms+6Ts4d55mqLWtnE6KMzm79cSw8
f1CcTKgYwpJdPX8qZR6BJKbR9kTeOdWcTgedtoeWHMccVd7SLFa8Ya7MFAufnkX/
nKyGteImetM81f20u0c9s8tdvH6MNRBCGS6TLBI/6HR7gvkAO8mmM7Q7hF8T1f1hwW
7SBcWyVOombMqutB+VxvKpzWhg+dozChhIVijh4uHCEhgHrDKgCRvQOXxdvPTce/f
boPaajtf28S1Jtoc+72AISoXv1QhQdIN0O5K36TOMhC47PTZMEVSYwkd+Pluz0lue
jVwOT4Gf091mI8LY5VHT9auu/wLiJ7N1x1Fuyjel+hBU+eH6vtf/IPDZSYNTyo+7
rohjMHALYoDBqRp1LxkEiOhD3j3VvJIdTFOD84Ke97IC1ldKmdtpgTMeXgFI21001Z



dZWUeBo2xeqqgJIWyNKOXykg0ibulLjs3pwW72taG3q7pIgn66rHdQD5rixjisP2uTM
yDznF+q5QbrtSAsQ3YoghwgLnxQnWrOpOswcef95tLHcJu6k3NNXiaMVVAZ1WBIh
UJ/Hw679GGOXXVFveIzLA1gcThjJ7Y7IU7ipbx8JpczGUXKL]jtEuOYx1BBm51q0d
F3995YeNs0Z8DXg/Lo8xFgGKTzAuzDfmyM/vabHxFHTUJgyB/Dt/MrAGLztwvBjB
sffTcVoAnzv5Fv2er9Qxgl7psksLwfRkV59Ic1GPrxfgwdZM21bOA3FURCGWVTMe
QLUM9pmb7HsvBfzixhvWU4wo/0AtFWX591SAl1SeaNaRqtPNAi1yj5mdnvJ7Uj11FG
h+GAhGNn5yL27v9gvgkzBdU1lq37eiNjjzu/m4YBZEKICz3buOVv02/io+vylrxud5
aMed7LnIgkXn8qXz2KPouU9BTiHwWXLPby4FzKF6vJVF6(Q870R6bOWEYUOURWT]LY
y2dHTpVSjU9rhTu4fHMbvgDBgVRK1Y2GWT/d8DSh711SgWVZvq6SYt jxJiggNKYq
ekAKOGbchPbn@OSRNn1YkCCUz0zVIONFs7SogYWbNv71I1TKESXW93Anpytzo6H71Q
wX+1hB1jm/Q51iBYTJU364NCqJ+a2H93H41Bf7PSMhow+RvS007 JUAsa0ahQPjP8
C1NAGQPTShgHDWE/1PUHRZ2+AjUOBY9tIe+NH/EFOzPY7uMXhm4srokBSdnlrosB
6NANIXYODDK5LiLrkpQXJJI3Dciifm7ivE+/FRK/4gb4RRwmjXxTUtNv2c9Q3apdwX
ZawER8BMGWNiMghNwUOplAdt5z+4aZz0nU6fWOS1eASTZ1uR40BTf911sj211FdEOL
2ZeUBYWm+1mx3MGtJIVYk93Cm1lJIMBY8Mlcdlh/vT1Fo0Jjt8E]jjLBjzJhWacThBO®aD/79tOROV
EjXZ0G3JdJImgdd50fgxVfcq/xwbD0gqbJUvcVeWg2F6zAMTdwQFNGx1gpL2etFspL
vwelmTulUUP2gUBXpQyPrmf4EM768VaL jRoAFu2v4/M8zalr3w0tokr9YfiFRPEH
EYAdFENN6A7DDE9QUhFPJ+qasySYc1NwmdGtXVS5ynJw4GERicu7mJAa/L5fVzd6n
XDKBS0ZSVOYR+1I5N1+79Q7L5XE1ObITWILOOJI8PXTE=

B.3.13. S/MIME encrypted and signed over a complex message, Wrapped
Message with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Wrapped Message header protection scheme with the hcp_minimal Header
Confidentiality Policy.

It has the following structure:



L—application/pkcs7-mime [smime.p7m] 9470 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6002 bytes
1 (unwraps to)
L-message/rfc822 1819 bytes
L-multipart/mixed 1755 bytes
F—multipart/alternative 1132 bytes
| — text/plain 375 bytes
| .—text/html 473 bytes
L—image/png inline 232 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-complex-wrapped-minimal@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:08:02 -0500
®
/102q0vemyfDyUNepw/LItyoTFFfOh8KxdqSrXAIOUYeaxjVgk5rdjhOwz8k7rI4
BMNXgFeiQzKr49+jME51mkjDNulUZiNhuEHpHLWiNTDOUybSOoLYN®1ZTC7ckSpV4]j2AY+wv1dRFpX10ONtbGwQ7Ptmemzktzgyf



UjL69zbudqvVOWwW6h686uo0TkF1D6K2spPd7nLZ]jsulKJjLCdQgbINU20z3RswPq7
CcSK659Uv7h/kagEh1Y9AhE]jtXCbYxP/Th7ieUQV+CmeGPMOxQcewWd/LnSudgh3ZB
s1Rv7nDgIaKqoF5dZB8AASqs1W9f62CRy/Kgu+DOkbLvc4unid8yS/CiFXsPGkAw
LIwd5nihVJC2jw2GrfP17yhNW8TR87nbR/faqoyWmQkjqyw+ezNIKgRM2Tr98fe+
CTofmHUFAOCAN4q9q40+p6YCDDJICYbyyP2nLIpa0ZBpVNtoysfkvH7bBWC5qrFt+
XK7Yz1Pi4Dtw08K5F8nqaPdgJY5hSKoP2fPrJBwx40s92r0alZEdNA+Ig8zcMwqo
EYRE3BKXPBgChWxjuMcowBkNz6ZJzBSsfPfYHz0/9NdDStB132M290NN5XBIYjhbD
SSINgmK7vJIVKkrszIn8w5t1VQQo6B7SG34/sMPRZVTXLGvwDOOsn5g5NBJ2t0323R
rpNwXHRQao0106 IARWXTSCLK7+r7mjz3U3CzOYTWpuUZZK3yMKg9JIbXAN6rG6ThO2+
tideDrU5ibGI+VpBxPa0o0/q7XBWks3Q3RX4502uo0APkYNBr4D6PoMXqglzrtMoSg+
PDKGTuZaw3RQ+5ED4tFWU11VQACLDszT4Q/7RWkfF51b2aswy97gEORCEUYC7GA/
KDSyviz8kGXEF/KXqQGFZhYB1/Xs2VA/01XUZsbR2YX/mhfn4iEvMUl+vI63YEKbR
KTQAM2UEwW1MagKSSy04TGJI8WXG1WerwWQ1lVpxn2HmeOb7mIYwOCC5vMrDsYJ4Dz4f
rAG3v2iqqG7aLpbnXe8BYLVMgcnciJWfav21WNVUnNHhG1IyeOvuvQRBt0O9RizXxSK
fe/5rjxBBa7sPu8WDESre5Xg/C8GdbKk4vjxM6pUnYKLMGXpHO/XXWD1aIV4IulG
HnfUZ9UzR3c11V53bmuwK1AOMqvJ3Qcv01tXdcQvk535uMu3VgRy rwdiwDbVRH2h
/ZTW5YEO095w]jcCVjfD4YTXZ00inKBFt7vv2WDfCVOYQ4Frkertg/E/V+jcJOusoS
gFny9JE2WQ3NSkYb1SEYQDOOiWH/6++kjknuMpWP2UbcOQUTERVD81RGPBNL+VAr5
ItFtD8iwBR0OCZg8iB3dWaM6Gs2zulsYZCWvnl18XVrHkQjvqvliIeD9pyrmGKBqc6
Jd1FfhY0Q4Ucy3GXEQyz/WT2SWWX0Umq9PiAz00h2jg45w7BWmsDNRx5WOwoaJvI
1W+BXT1K/ajqnzDQELZCYLE1G4jbkgmUvpkméwtZ4vs3xwNMGo5vVLUkudC4ybag
NHrfbOt4200IM4mt J0ePs1IEgLQ4dh3pdihYF10jcdwatHJ4yKjhli9UbjWcRFkV
Brzh1obPcv1pAX9EXiwJqp91ETrdGkOI/Kwr4sacP9+yb9tnuP9Y8M7KXn+K7Y5t
P60XGLEAQs1tWjK9b7XRI5YOF JWkMGFFjVvKIVgLWDkeIYK5SNGsCgB+MoSwprtgd
X7XWtd/6RICiNOH+1AnAeB/WUVox4634qyh2GZC8VvRvc2XNdKFDcLA3giC2/1tpb
CeQULpERCoyY5Q/1j0+ShZSSmw3JbdcJFuDP4varTgf7FtOmAWNd8xPtkTTYKgzMo
Z06nXNNMdNBuU/3+NYWVTSXuq40FUEmhkftP+GbvVdU89jSr20XsmTSd2PMWOUNNgN
0JK7meDsHKOPjT1mgO5wvVvRY9FHN6 TNWETSAAVe JHIOyoSRQDARtmek/9AXecNb9
wyKXyw3aGL1wB49hC4AE+wW6zZWBUAHNF6XYGBLaxW9 jWyN+EEYG5mb5C09MPsqTEa
+Nx4CMoj3VLFmk3Q8aYtIEmyQBkjY10pGAiXx80INTFOTTWVAgrHimCBQhsztQoHgz
uByvSyChbvendL402BsiozGAhUM21HCO1L2FdtgVKEMYYyXZEGWSdhMY7UD7uIPauo
7/+5046AS1ZBAYynSHi80AETNNi1/0y4704a7yinNNCcAsG+ZXH5mZU5akGiBJjPH7p
6REWMT11k+RGkS6s0IwdbXqgR3007qZPkesAKUVRB1OXZKkgEZ+DkZt0aULTxkxqJ
ED10TW/1ZAm3wmTY86UhCsO0iPRCMvsfughQisp4yZeEIwls3vbi1Lf3r4FLvgBLRC
X9wdASPYHMPUWapeeYSajJPZ23B478UIIN0ziz7dE]1/OFGEMHKWiNTgRG2guXVks
QX+9LH4G+W9Kic5fwm/5M9gkQX0Gu+OPIMgIy13RNYFr+5rFfnCcdq+FKC/w6N30
3/15JKrRup4exCfw5fXIeUp0t JP8WAHKV+CPtTJI21kJIXHHpXKkMWswdcBWXGrb4Pp
rOII2htbmRcq/99mx9/7cWmplZY512GEhbd73CV4ZUaR05JJV82Hbp3j467BorIT
D/hMJoUsuSOypRvUJIGGQ33m5uLO0TgmQbuRk21SWNLYEO1hOWEHK5AYZz1i4JyrcOB
gxWkNkkwD8e1QcYsb5kD1ZeoMK7HHAeXzZBmwW+LeMr kfAOhXqDFC4HO+Reza8d8k
97RhAjNAHHdoXxOKoC6PY2dcu3VQEkYod8PizWgBtZYcjL6fsntjINL/rDT12Kfm2
XkKGG/2Q/2RHi0hGVeEV61MQNOCmvzIyB2Ijf5fpZLn/BOaedX8H1V33f/J/XSVA
nw2uAVziSucRJaEcSUoNV/cKgpV10uwBDcVeE7+p/k+R1Y8aohN4J61WgATZzV9+J
MFbRZXALyzLrVKk6y6Siog+7BisQajPtu/XncGfrRHXxwHRJIgo00JIM/ jXq91Kyw1lV
Y1UNu/ea/hz5x0UJOD9A1Chu3b21Z2Z81MAwWNXXjyMVb7xRu+etoSpwWYBB9/5B9gL
KXA21xpC8tdkOHVpPPLH/KkGwcZIsIr8GS8A2Unj/dre0IIWO+NXxB/ERGPKbPEZOQR
zBZZdkBbL8IckfMqP6w37k5ZXKHvJIzQS6m2gFmNoXi0EybXe5cveSk/0ZxyohL4n
BA710uc+VoReh4st1zRWPbroni7AuYeENdTH6kpQZ6Gd1kdOs05cl1EPa+zDdPGJr
21n0L/VvYAHVEW9eAFWU17WOzSbRH8FUOUTfBSiuZmRyPrrd+bUL/GTPATDDSEdidy



YBh/1hWM3PD10fgOrygqbpK/BmeOVEYesTHqjmdjLZU9ENGMTmrox+53alYhFd4b
3sFFDdWdmDBh4e0+dELQkbTOISLjmICTWw8TnKffjM3MDgy08VvjQP1ZiF7C6aao
WCYNS1iX+B7VANKTj8AX89jgqPqyjzmB8xbxPsHvBvq7X718tWgXJnFuoFUrEhaz
12hOWMxjY1P/r86Y1mzMlwl7EwagREZq3sTIRCc1pu4qYN93RhSUOXFGRuUkYQLh7C
1VKgvOYGTynVDP9C2UO7Rq/wPHCc4u/6ZimtKJIYddc3YqpvNXiQYviunfGgz1UN9Y
tYQVDMM9d5k+1tdqONOpG2SIDifSCRpc7fog05hlo/3+3JSRYg54irwaln2Aia0K
XhrSXkWlTaV7yIAFr5J38rYA51GoaYLUAP2NavHiYCHjIUjAKm5TXHENXODVOuUk?
IQVkXRRXCkjBPWkvOQL6VWmauiPuQvYrwhuQHng4npHb/h+WY7RQcovz5tMtMOs+
RFI1iORZmJS2Fze01fsR3TZtu6eUQBotYF85YKVGCO/bPsVN7hKdY1L1CjpsDtn7I
Q/dhxXWnvE2SXpzWBNIOLrQrIKR4UYTcUiXXU+BnEodBJQD2z8/1Bf/r/JzUuHdo/
CzA10GF1IcuUYkoBzild5ZrWoikc1e6XCxXtUQ25yub8cq7Vv9Y8e0zpleebVyYcy
NTezqalAQ/NPVOFICTt19b1P1Tmo2I42GmjWTE7mjdANc19MXg8vmFqq6PaR1n2D
na66iGUEPTONVGYFgOpPRODZAYWIEOha9rY70cy7UbiQKRg730BSMz1PGy+GNJIwVg
75K9Gpkuu4iTHey3BB6Kc6Qr8ab3CNoAT4z95vVqfZ8eH6TwL jPwPrLbCa6liayBA
MKAQD8mtHmMLC1lE+9F4L9hn30VIek3gVnKGWannzZ64/RON75iwXJ2tijwIRFQsTP3
dteQX1sBrt/10Ui66P1i0xM183GwHNzkonFjia9Gn4FEOLTenDZowI+Fzp8ulL9SzZ
s1ziDSogFCEjSJUmBVBKciUcwD1wwuJi8N4HW7MU1Mxx0gLWLUWelt2eCdrDd2wWH
vCCfZ+VG41q7d/7nrRKNnThBZohggOH7DFIuIco5a/u4lEr1vT3Cxb/LSBGWAHThH
BPC+vKdBAdle2gnyIxajSv/8qPjbx1I090kQvIMygc6uA+ScX97RWbvWvFu5Pzig
NF101vVSJqI9i04r9jGmOPONyD1iAQFECXqUNIQCOVI80ZLSFA9q3jF+jgClaMDxL
Tj6WAZ6FEmamXo4VW1Qk jwIIqwQAlDdyC2ffCZhHgtLL7MOgsOagvtMAPRzDGs13 tDAuvVCF+
PPTfcB8MNbsWdD9IVeKkFXxgn3rtvlbs1WFCTVUJEIOcLorKixghPeYDmKNdDh5Ku
1ctfIe3wwadx9TV3mvMyjE0z5z/rUstZgh2SmKT7NznKrGHaSKKH/e+qnI02PvU6
aWi2mVVvHOVHG6SgORF4FZZeaZj87bXyQz97ainp9jiko2GCwlxuy5hjocCOwWsjb+
UcFjBRQePQhSqo2LFT4+XtxbzosuCE74sefZLUNE4wX2cbQ1MPGh36drjY5vnygD
b177gj5j5k0fDn2r FWORdkgk2y JE7Gae®XnkwifGEBSYNpNXZWgWOOQTZXApQaAu
N2SAKRgKVKzLJTtpgNSIrJ6H2MOU+ImQhoB1uQiN431265h9u7/GXSHar j9ISRxm
yOtUwzF7J6IKV02ZJyDuNUXzpLJJIHh3tvQX88N1Y30LBj937j5xryIDHHNVX4bJP
Ypjka010Pv9JITQ1PRAVHe4gvpSxblgnEb+xaqa2/Kz/1hDnVJuHpC3cQyLgTkk7k
UtJdn2j9z48MNKOMbp7r9BeveVb39QGLTBVOOKNILQX2hv/8dkXvgN+I/tSjuw8k4
sYXg/tUgwdulFEdncgA+RVAGIqQVWrwwzZESO+BFPavv7anvn5y40s21+r8NctgtK
R1L34q/LH+w2J40V1KMEjqf9xDctTDAVWQOSdsqul94TCK8UpzNJIAsc61QDdedl1E
NUSAKRQiYThJP6uwL7Xz3xAowcMyNyNLcxSLsgaYna7F3/rRoJr40JErXX73zaVvVL
EWjIuw21J5ba/5+XN4rHFKS1GtNNP8A5GCgNdbKxknowUZdMSWH2XDOXWEXTNCJk
HIPcmXulPnWt5NOH920R3EPUFKrRCSKKN1i0RKANLO7jPLZ6r OKwuPNoQtWgmNzQC



gSBOEWUR1iZX+g1NR7cWkwfLIXqVtER370WpNEPr6YAXUFqgsFgKBNNM9etKVbll
82mWq9DRGbLCrhxbp8iAu4omBxQel1mGGRRT2WtBwkAvQr206sX/RU3nBVt4NVHWN
YRyiTWYpfve8RzrizuzdCdYjagegbNVfPegeO@CYdhq3XYzf3AxrUVEZaaC/GCZ1lq
innWTPiXunVZyqFOv/UL6Xikh4f/1L816Zn3GKeeWHXHNnyzsw2c44eTzBnkC5eqz
F15GHyRMedBfg/3T8VnZSj/39dJ//+xSogpITDQc4yW7u5WKDvS47xQJ142yh4k7
bIAUgXXgAt87MWUA2mLZzUifRpWFDZi99900EH+teaiez0Xbgnv4EPNjWGXRDPbyr
EIVNCKBXxsk3zUuFtGCsA2CcEXLJIjcucV5Q5PscW5gBOqopPjNECIB5Fa9LpftzIR/
8QoTaaW3Hr5PrcMgEURNTIBKriykSxzbyRzsrozP1ieAOygm35QWOTVr32QBUwWS1
wmSyyQOnKRpzyLDGZUuUehGyY4C4AZ7utFzxG8SB0Odg=

B.3.14. S/MIME encrypted and signed over a complex message, Injected
Headers with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_minimal
Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 9515 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6028 bytes
4 (unwraps to)
L-multipart/mixed 1785 bytes
F—multipart/alternative 1136 bytes
| F—text/plain 387 bytes
| .—text/html 482 bytes
L—image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-complex-injected-minimal@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:09:02 -0500

MIIbbAYJK0ZIhvcNAQCcDOIIbXTCCG1kCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1lcnRpZmljYXRpb24gQXv0aG9yaXRSAhMPLSWOETMXSS5CVIeh7j00
BOqOMAGGCSqGSIb3DQEBAQUABIIBAIMTpwbSzvTtudiTaWcxO@TvyxUZpiHL+UmRp
WROLJBEV18vh5FnKDB9TadYiAhseHiWnelYjygz/q5C81V1HH+WWEihs6x7gIR0b
TAudvBR12CMjm4HX7GKKCNDyFse+QRiRuuuQzLG3d0/2s1CA33mCsOhkE7RRtjvz
yoxc0J8U1z18BzFtjYnIcjgR/zkeMtaTdaw9S15wLSO0CHhdnAl@eYAnebMhpzM5t
NatVeDmlzoJAlqQKtaE/K+LWfhSm2Y2GKD2I7Xas1JSOQBNADAOOAF+537e4m/MY
Ry1lhEzNmROdz/Tyg6tygakhXnPiQDQRv+RaXMH3RWDJIWFZI1rYQwggGEAQEAMGWW
VTENMASGA1UEChMESUVURJERMA8BGAL1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFENQ
bXBsZSBMQU1QUyYyBSUOGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAger+uW41F5G04kqx+ZTa0DlyY
76fQx1tAwowlLQzQPB1zUs0/WkjzvXFDBCFkXL/8RPGYqT+5GvNxiloFEB/emqqTg
gee5jWKPur+BknpyLKQN5bxprkeRSccljN2hO+msRhI6m6T7HIPSs7Gqdwtw@ClrY
Zfodlo+sKarYj3cR3YKV8BDD1kR+QhfLAMzRXxryvhdXSYZah4KShupL2tcBpOYbQ
TFF5bj6DdNY8heOItu3/EzH7dzfJexThe3dFh7HtSEMkXiVcqNVIQEVtM9OdzP2T
10rxdngUscbb+61rIOxn+JjQmRLSt6JIIMEGQaKKxXuTzaR+PAERxHemp8HUM1jCC
GD4GCSqGSIb3DQEHATAABglghkgBZQMEAQIEEKiRbY jQHNb/KW2jRBj95raAghgQ
74W1HYDzhOgIAN81LJIx1D+JKALWg/z3P8Xhy++EjKaMAmY7CgoYG409E1UzKkIDwi
taWh6ide®OmxmdP80KFVVtb2cSIHDWNJD8+0x1F5eFiVo5zKIdaSRekpopoKFoP15
/Zck5ua51prkBMIBuinwHLtHLAQ7nVDP9sv3adB55mUKPCRs tPSWIYAqQQAEBWKOS
gQshbEH68GxplCaFswEn+GU6Nw4ffdbM3t4yNHNZ/4W6I6P03e5fRhclbU+6wgos3
EhQNIgePOaHYPjoShfAJ4IU+er9TV+UHN5VZ7FiEPE+Hpg9XNzL30fwhwNOZ1zRh
fX4HEd/nM2kZfezaF4DDoMj6g6N3n3mr195JZuuH9MoIJhhTXEFZ6FIVAPG13RrWY
4KFehIWCrnjz+KJ+PoG/5A8RJIJOMSZLaWb2¢c91mSj5+7WwWwPqih+Ky60SXFnkSC9 jCk8TvTiYOVOE36Qcu



50whwVaHZjy99TCYWq6BbTjgPrwioYil5eqzUn/xPu+0njqSkN1JI5V14QqutLAOK
VTfscKVW7rHDcmM2hbwl+rk+X/9F8tY/X8ekuy6Fha+NcYTjAsSGwSMGhGZ3I9YI4
Zw31lpucLVOM3jmLB1F2n9KHbZ920SVFMZzuyTeSXM2nEnVRPOOCEZRHCcSqew/ IMty@zkow98aYbQwWPWgAH7TK6tcsUSaUGi2nVm8FX®auGS7Sc3BTgX5s6Y1Smj
0dChIy2aDtXppCDxvpLjYBko17JIKg74Z1wdzyJe4ohS+w4h30QNRZMgIGR5M1WeE
6XCX5XELYh11XT41SEL+ZXkIigOP+TywxnXMbQ74zY407+tVTarYT]jf41eBGjkRE®1u90HO07qiCzpYbBYPKkFYNOYGhSFZ0aM19vxoD6
09tzFKNN9LZQBhaWxduBZJOXdESF7F14c0ZB2443iyMJIvhkxeQ+GeS8sPrX10LQu
NUVLUXLG24DI2w8071ihTWn8PtZNgjcMbMf8c0Og8+7yjmyRVtWcqlvfL/NtXv5f6x
FBQQiDgO5xFh2PyjUL+M09xiUkC5YBBasBUm/cpPKf1lGnNDIiqw5NRKGzdo6/5Pvv
pB51iUrukmz1DJ6ROUHpNiTOFIs2gVa6d2YIoZ1iXxY/eYu8131aAS0/h8KXiU+fN
GdzpeVKz3dr+UQwb+gMXafwVv887yre6h70AA8gCW1dAbkRaNj9CZeK1m6Z11Qilp



/NzqbHoCyvn2Ehrn8x8cFpEESBjau620tkaALHDO32L21jfiKqlq3AzTfgOhN2j1
IbvpXGhke9gEzJG151iWSqe7agSTh2AGGcgNaR1JIP4/DW3nVf7SFO1/J1dJP1C/w
RjmQVSxV+115g5bHXLr9BE4NOgAha®DDHZ4MVujaQalj3X03XcLhUROpbSC+cCzT JhH2dfD+vT5WWCWESKkTSORS1uLN1ct3+miNOgQU/0OmAi76CcwzpWd+w8
mtbwm9SY3el48FmHN1D4RFAZd3z/AWFVCMXJroESUYULLO8NrFx7Cap61XCEEWOW
VxdjdFeaKOKFTIHBOTK4XUSmMEYdMcjQv31J4zRGSt jRuv4hFlawK/vhzCOue0jgX@zprgVroCCnZah+HfBOCVBOMEi+ymROLMt16GoLzX/d23fk76
€J19iwWDXqU3tQd7ya5fRmrEmQXxZ4F36sFHaBdp8ZVj9NMocDPAVBRXCTsU4viwg
7UFEXRN15y9mK1HQCc4FGcrF81vYkBt6aSRZKdxwV3zajN+vOBUS1RAa5801zrmrl
SUQ7XH70IVIUACjpmlFcLzAFIX8UXAXT1Tvg8/T4fpzIbXL5KKeb]jYFBX312PUO/
ajofkSFOwiNJIrpv/0VyeDeXreFoP8XQlzxQRrSTOTRTPgK2A76u/43SJzw]Ge5Uq
sV4gTCwqFd9OUEL1+Ls4/P6RuDyGX6g14/XI/VLXxLaDTW20EccANzO1xDQJALDR340
uSqRQf6/aIlzU1lS+wGUVIWglFYXheY93z/Z9/M18EqF/DunA9WawYlbjl02GYIIyQ
ENowMwUKzCBOth8JP0O/qm6xkNV7Nn/ZbEBAOWb912wIUGCJIT2csM5GjiqpR7kOcH
ybYGZQ1WpQKYTHHXUIKTYkzREt0a42m202U2A3NA45WultYY6r+9/eq7bltH/eFr
KKNw3S3R/LjDvYGvijThFUAAp4bsdHRo6V(qOB8X61ToqUCenMc4WFR6B/LCJI50YyY
Xpg3wY7d1CKkwFEF8ZHMIIBDcVOrgtkQK45MhkWXkNoeNCQNb+VFHAgQU901wC3qG/
CQBrlzFOmzMLel90aSt8vR/uzdoCzZksxDgE1gNmM6tQeSuFdzZyi7k9XgB/x2e1H5
2Ph+u313XDhfE3Ce5QULLS5TIFSXhc7x1trZ0OXLCA4T4YJISpIgl4LBzIXcOUSQ3xXM
UFgw1LUPI1I6uu8IJ33B80S9HZeLmUZAHkTgJ1409+UFwWV7yWB1bDhD1IEN87LZZ
DWGEUTSOXCcUEjgoUMWFit fFtx/UXV80zJBOT1VRTVY2c1lZzUY1fsGYzTz46DL+01
BQ1lo1LzehE9GXxkGoGplyS340Ifx/nKWvvOrPCXmFyC+1sU4yYj40XiFjdRuDy2dD
9VOEOQB6A6TWGCBHaTHelLYJz/B1N2iDF4xL8hBAIk+jPKugY59SqFGvWg+LBFg3us8
0y106YgAjcrKIrETalXDbHvVBr5u@+XHUhfSEVP/tXhZG7GD45K55TSvIrogq8EXt
zi1BP1ypEjJra+uFDDOAhzW43BuQw5XalPHg/1Vh3bJ2YGUSJI7FHUjF5sgfnqOHT



gnVv5e9J71CJju7AqbUcmAtK7Vf/1CFokgyd+uwkfAJLDvic5wZxSpwEmaejteHpl
WP1KPKPE4MRDXxXVJpqgxMjh/eXGn4n91qGfkn+j1STMgYaudnyXSoIe3G00qfEZ5
Lxeuw/QDMx0LgvVhazZL1QWKg6XVbCFwW5eTCSTZ2xfmSPFyFO2coVIcemUZbpnUL
kXVoToyXbk1Nuh9Qyisivoy5Mz+DZetDFO3042Ric700tW1OmIQDRQM70PCECKOuU
iEED1k@ZkG5BCFy1uSiznlBEZJR6NCONZYTDrX9haA5SsUrtGYZFowlPQXgCI1Ey
jKVwenOKJbHo8ep728dd+aVBIw2sHnhzQcn5QNZ6URudhSavSM6CQJIWq0sYOSrHe
SIcXilL9CMzGXJzMG8ppnL2TgkiBjRmsstOSTT7Y19TFNScgXDjtwpimlSzkoQ4byY
aOGwWOjsSNOF5k7k1SFjJQLe/fau99wQhJisTdnVeUA1SgzFLiEjO+Ba6z75muf4yaj
3CwhLFtXiAia291gNteJINQSJIKJa/NROQWIQEBWXUT/T7HxqZXfOAUqsiYe0J9vOr
1SkAuLrYCHbASEVKcHYOBw==

B.3.15. S/MIME encrypted and signed over a complex message, Injected
Headers with hcp_minimal (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_minimal
Header Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 10100 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6456 bytes
& (unwraps to)
L-multipart/mixed 2094 bytes
F—multipart/alternative 1431 bytes
| — text/plain 485 bytes
| .—text/html 637 bytes
L—image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-complex-injected-minimal-legacy@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:10:02 -0500

MIIdHAYJK0oZIhvcNAQcDOIIdDTCCHQkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1lcnRpZmljYXRpb24gQXv0aG9yaXRSAhMPLSWOETMXSS5CVIeh7j00
BOoqOMAGGCSqGSIb3DQEBAQUABIIBAEgNVqzNR+D06JAXBP8F7JUcbB8kS7mxU+3b
foHQCQ/5k096KgY81ibT3/ImQw+yAifncpIcl+22NONqaqisYJIj9dKA3G]js/Uprb JEtowBFMfXLQEIULI7ImC
CesYCwW1gMziG12d3hZkXROnHd7xu/Klawd@9mdvZepumsMwHXS0d66y5U7Bw8jCC
Ge4GCSqGSIb3DQEHATAABglghkgBZQMEAQIEEBML+hRtic06tOR79DViIhWAghnA
zZMLw8xZkhor3XzGSawL1DOtnmwInq+wKQl+2FrIFolxv4y/rsh4bzZQWOouD6wF/
MedLtVae7U9XxInumho9P6VKUhRgQWUCMMXG36gD/UwZ+s1V25Qfta09rt5chCMN7/
e5da5VzohBicz6GzschM8HUV3uoNgxsLjZ881izGE7y/yptAcusUg2Fk+dwWxnWwx1
KVsFEURo®gqocwe4qcTEL000dPYZn8ebKFizhwAxD2g6jdFwWefS+gmlpGQhKPGZJIR
g7dC9sVURBP4FuvuUPVZE20gSjM7pJCrALawOAUCaWMD+hAU25kX6Y0OgydcpzdMw
Kus7jsPUKBfs9FwjX3gJnv9BFr7uJobL232X6ufvC110gfzAzPE5GDo4nSdgpand
JEdODb6ZWLUX4Fduy5xtWaqmGLST7KMZBHMzp094Z280p2V9Wga2hl/DS4nB4voYD
fotZeh1dXoILB8HO71/yq/6AyI30uSVOGdmtpneoeKyStj+wWlPVaREIdmIzup212
+PySH1Kn5ckfcvz1RVQ12IL/Ba28Lx5KqBghtMdGkfRmbGVH5DEYGiA7h98Q14LV
6300MpgLbVjjs3h5QPUYp3tbDr5fUJZVAPIN08NtI5]7KghPJImQaCNejpqJGWx2s
g2X0Vvmecsj7X24PHknpccTXCg5cAfOrvV/59KidMIgjMkVhyYSnJVvai35wteFmKxYc/1
1rcU1E3TIMO0UCeI0oTUR6BSWURIVApPWXKY8Yy43HZEQPK+1EX6M208wWOHTVX0YYoU
76/Y13C7eDVpgFbOWDCUGSCOZMmOzzOR67+pxHNST6Y78gLYEIYSt3n80ViIRHE69E
XMChkXCvj6dlynO+1zaFMr1XiFbxz1lsIeqMAERp/QNAWAb30IsqvAeZpG8Kb5hyz
54+JpGZcYQ8VKkhrDtO70E5EM4ACNMQSzk4UTfABX14npNvBUbKZ3FRQPUSHEtLF9
moSV41zGGV1pmgOY5Rzuwe5Td3Yj9inGZ2heTO3VywoBN21iBmk2chX2V9x0oUO50A
If+wmAz2SM3vwT71kr jWztCa25BH603RRObFi1IkXREWr fbS3stygzlg+fzmsmSnBe
n/2AXYZAUV9JOM3jz2FPHr09/y2TBoso9EXI2kSy6pgwqnqgj3q/tMyErXgl6FKOC
/0XMSN40CHCX7Z2Z5ud+XJLG7bAb21z2G7jjguLihCL/WxUwQMQ463jzPaJXcg2ioR
PAQWITRSWGUWR3qyqaLeHBRzfpSKE6I711dy5cz2tD7LYronx3tJHjiXcyTbzRk2
69yYMTNCiAjBsIcg4VtI6AKgF5C1Xxrdu/310MXtjOIkfvmlEL/pOsnhkprkQVvUsgA



MjXBclOyE675ukjOTYB5Br+AJfa+beSgZ/5Hd8H/vhfS/0vEeMh6eFyaooWh8w5HS
jQg4TKzFnRyLMgOC5Us7UNZSOKNtp/g2F1YHYIX3CK2+AZfPtqn18XnoCF49rK54
S1e9rwAAa9gSYeAsOoiEM3tCF+UiFlauSwzDgK82I1TCM7Vm4gDOLWgil1z80pDZXY
U7zavy4wLQhYVdKYQH+kItxxMvdyeu4v5+Fa2LH9+V/wg71zMG9TmutDOADGUXyY/
LbXagLTbrPhLgPYVNK1kb+UMuSnrB+56tRJqdZn1C64k0EOG/nLa+K8p/ZE/2jZs
avakQn7zXZs98aQ7NKFxXNqJ9rgMNB1NMETrVASWt ty+6WhlwfpwW8Au/Md5gsdYfO
wckX/W+t+87UoW99zM6b8z0kFpfFNEgacBD3EA8AR8TWIgMXUm/Sq6ihl0pInqgIl
bbtuCqcgogz3uKgDDMZilbltaTAutpKTFVPCcJ9rMoxC1lHYuXhyrn/VNCBGMOVE49
1AkoiyBesIPM5UQb+Ys6TQ7m/ALazYOPKLKPEW]jCqnVtMKEjHIN5b6nDZvQwFoug
fW2TnziOk60IgiVMBNmx8+zBj8wflkeqdbzZz3hS6Akx+1HXVeNGFq47VKwojwoOrIM
bUBUk8rMC+1xJwPebgu/1/+otzeBnSipu8sIA/5dEtVxKXEXEKUn/U/E7qQZD7]jo
xscyuLlsrcfwud4w9intgyf/86rfJUc8yeAl4Q0ciAhjZvRc4XOCT/Y8peIHRHAS
YKjQQYhQuCT04IqVOnodAzd/oGtFe3nvPu2uNUCOD/Ct66dVHb+n+eB63geB9T1C
€cqQJj7AAMSA56ZM9jDICPs33k1Au6285gsPLxzySmfkidtcYsdN1Inh6d+olcdJXtI
1TfoRY+1xhTfavxfgq9asGoQjNEtDywdi8JV8vHQ5ja5fC7LE89qGSkc/1RbTg10t
MSjnQSBVt jmPKNIt2D1wWwtdDdr/aAPyK57hsXpwYMOtNSQCF+L8HirXdZ6K+7zBG JHIW/5LO0tmFHTSTU
mtkh5PR3c/DcRjsSImjwWAW3BDvYyOUlgDcGE3dVKzpfCEDWTtO6+bIHHpLLV+OtYt
uu3ZbQCNQMt9jCh7FbEYRLixr/as8MT2HijNbBfrT5m5yyo9jAFgl5kLMRe3SDmc
5eevHjA7ymNRPVMDPAK2y0SG6agF39CmzfZzZSe7Cwdtha3+YfHIfEaB8tdSEC/YX
09g9AQSjTChFX1TK/bwitDFeTZhLEhQVUK5jCFJECQS2u0iqpgC7HivOMObHIGXU
FM+E+h30sw@gPmaEGXh9+2V+tRIEWzYE7VPjuUTVv/aM10qdOxI1dZWM63BHBQrPn
y1p4MId614zULKZOm5XxnXpBEOHQOVbwbN8+qt fRTI3axZSbwAJAXvisUtLZDEXIr 48k
ZEKdBg6RRK7yZIsaD155Tg0OCCspcyoiHKmjWKzq3uhT76aKxmdi7gYf1l0G0SZjc2



zNUyWzjrCiehuz/tdFUsG1hfjcjal58/RPKmXKdIUBHpm6FQTFORKhC7hVQEjXju
cVvmaNC1g3hkvBPEU7ZGsWj4iXG8YXxskrKGYB3L6RVbhJuSw7QobThAIH1NI17wC
5JnUgILU3HZPFMA8A50C5CrMO3u7p+ambSZ026DRtYELKK3TuynuNwx/UejPWX7 j js9DJrPmL+H JW98MFk6gHXZIXisVn5BEksPTM3EqFci6uUfCI6F03TFT2eQjLU7ZkZTSq1TrRH27EHYJ2dr1QUM6aVKhSiHdqTS5hhpanPwfhd3+ ] jSHGOUT
uNuGWi3yej3Q00HaqwZ1ihdj+gNYDBikIEyVTRWJIYWVELYugW9KLJIIBLA+Ha4tChd
MrPj2jslCXcU3jznPAOT2el1PPGC2UPhwFEf04JsobAGNBbJIMKLrFkGtOCId4Kjoq
hBJzY+nG1l8Lad+pAhPixagmYYr6L4g4aJADhORtoqsuIleCwliMfGXpFYOhbdyJL5
NcQQwSZKRgVBKuRafocoIvkGrxdCaYbTwS27kVSvT5T7Y8REBMv6akipc5Irui70
0uS1909sPj5dz9kJORPQTX1UCUN+5LTUZWRXT+EYOLFXX1CjibP81Sjovji+KG1F
yuHcQh7v9L/amcOMASFKkVOVSMKJIQUGGON/BaIK+yVidMO/P3VNiDHloPi8AalxLv
V7aAsUeu44NI+V3dnDW2KofLxCHsc44U+c/dpkyJWijRaoejiZ4U5GOZ4RXNRHI8
cov6b9CP2WhxfoCwWgatcsg==

B.3.16. S/MIME encrypted and signed over a complex message, Wrapped
Message with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Wrapped Message header protection scheme with the hcp_strong Header
Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 9470 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 5994 bytes
1 (unwraps to)
L-message/rfc822 1813 bytes
L-multipart/mixed 1749 bytes
F—multipart/alternative 1128 bytes
| —text/plain 373 bytes
| .—text/html 471 bytes
L— image/png inline 232 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <95b9bb39-c028-5ff4-99b1-f179ch5d7585@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:11:02 -0500

MIIbTAYJK0ZIhvcNAQCDOIIbPTCCGzkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCS(qGSIbh3DQEBAQUABIIBAEOWeE2CZplu4oxW9silITfwzOsPhm847d7z
gIXcjfvT8bDwlFtlv/4KmZLDPdBnuisuVpyLo4nnCIwQJYpQgGBTT6QS+49zKBE6
MCBAtAEpPO1EX96vniOENBTirqrlYTpyCfovzY7WitOAGZtagvTDbUFZOx1zspCwd
JrQHXNGNPvIUgWOmZVE8XxcUU7goh51IM1ICrTSo701VwvBCcA136MvP2cqg5fMwshaq
5sG8Tisa8scczHgFPox8g4dRg3avviuPIeIWlhFHS JHOyxK//eXvbIAPvQSX2kkN
XA2WosMZFaOFDbreUYfH3vXXKhM/bN/ppP0j79SP/000zcZNrFswggGEAGEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEQYEAHCEttYG1leFD18WMLL2cj4QA2
9ufo9YrcguLxRESAQFgSdjNWumX+06ThxzRXIRWUDM7Fgya5itiSeRX9vVMPqmoE
IgvVaBvUJrC/vpqimtsz1DzfMILZS++8zKvhe65KULce+nV5uQFdCqY®haaC+r6Q
vo/Ync/CML6Gjnp4wpc5DWTXawIfTETdgw301RjeC1LN9X2GmlrZRG4Ae220cevY
fSeUgEWOAhNOJIKOAKJIV2FTaSocv1lsjSpqeEvrA/7PPTXiNhx3MpW/5LdnLVrGLWi
nf/8vbIMVRI1a60uX5LIebtuiMcrDBW37Fz87G2WVfaLEGK1kOpuAq4Hva6ubjCC
GB4GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEEHX14XxK1i00QG2bn6PtoB3rCAghfw
CwTQY9OUTKkXTjYyQLLO9GBme+B4ar0sIhiuelLsLSpDqYscvNOBUJ8AOXE+TpJImOIbY
yB8K+Xu2ZuZEbKHDM6gkwMjUmvzrqaoFM9JdgEdVOXrEEAtZ5F04CQSQdtOY1ECC
gXaeqcek2pnEtzdMvpecyxJI+Swcj87MWMQkZC76ukWAJAbSHr ZXWR1KppuURWK1k JEREUGCGHh61UUGiX3G1VYFBnqI1GUXBUVZzXXxvGJI3cj5t7
4aX8GRVMBrZQxhwuSLXxSFQ/rPyTAusVPphPbwAoav2ZaUIlblLr4yHbawssp81sD
svgwW391I7SRDonvdo2+qs5nPW0191eeD9I9wvZMBAQ5q7mxvQKY7WDgX2J61xxzS
jP3+jvr5vGOYUPGYGOZeuFSZU7HZGNPGFRk3tWG5Q1dRGP10TWXZzV1eZZ0o08eOCcw
K6EuDenwx0U71i1LpC2xRxuJgdN4adAi2+A0d4vyIwWxIvkQtcbzj57ZKPt80raQXxJ
1/bGRFGYNFRUXE510jBbwdBzvseKMOVTNFgB4nv6FMT9zVpGsmpesvDDUAKLDayO
SEgeoV2boFAP9EVIPMAG61i+G27ECsh9cTUlYXueOdcBUHagcS9DT40Nt57euc29b/
yKd5Y5iE3ROV6Vqugewt pwlGS/F2De5x3ETXj86FmcMLOaz9Z22sZMImVy/Dw+ix1
bjVK1iDg/FQZzGwsyynECBARKVAKWMO7/01iYy5n800uK1mIPUyUmDoix3fS1z8/



RXYV30BYKERLINHXpPPXxzhD95ECeWi68toM1iKaMsTstv23mINWAEh6TrdfXL4Ls6
HfE/320hxglD4q+sKg8V5QG8wVBNGpwBXdOyuUxewye08Xwim7Y/PbCJVUuSE]j4G9
zS0PXkalViH3tcnFedmyBugNw+Gs1NHC049wllf2+UCpaoJcC6zvD8gdQ737G1l/p
tLVIrC6FZa4CPOPVEOOmMraIssica9iwzZT1QaEWDZDSV1QQVBLTBpYA9OXUHXEwW2T
8VWTVvVo+WmxOnZMh1lU8sen1kEcKVINURC6XDq3fHpVIXnPkdVKk9ssvJI8ITKPSL8
4cpG9bV7RrGymy@q3hDzbzCPVGe5EdT5EaQyQRiHOjDYXx+SGyyHdNQDONDOT6Nh5S
C+guv89wGlYFJINnjpYOpPKWIEX8Y03Ib4ArrGLTzXqdZaMaA310AqhlOPkfpl15xPSY
ClEMNTCEGGt98VSHJ01Ku3WDSC57PYd8QJsoFD4ayoYwlLM7Fc1X7CG3s416eJ0y
evFhxLQLiW5NX2/xkCnEHhZ7wWyXc6EPA4CQW2RzOWYYEE]j/IQbcWqdn9eQngHF
600WW704x6ZzRtVMKYNkvOreAVL3Q7USEYE4ralLZNc2E/4caDXANP7mXW8x+8Q0x
uJ7KR4z036DYCtZVvOF07d9k3wlwgMSxwIkBGiuIOP9QQ3XWXE49TncQlTIaFV2sN
FclOJLepjTDCSVilU+JgwjI2DZdAfeLtKkC8Ka4D6Bg+Aovdgq/0ev+dj8Pl+ek4
et1FTQ6Db/v2POfdiWLFdp1XzSHSENQINMfzvintSUsTGBOqOWFWPUj5] FH8/4hX
DOpPxPixHA8PI5/3gSPho+wxgnbsd/j72VH1A+S341inR+0H4SW+A8qCzCcF/ JGP5P
2TSact6pbdx7dfdlcwoJ+QC8ity5APj3c0ss5XDe3gs95IBgZ1AXEhypZs6avgoB
empIh6BBYeeul+NuXmRxpzLQbsqNwivPMtK+Jab2Yw/ASZdqyBHIJH8DLa6xi8yFI
134XxG6zMmGgW3VnxalIS6opslbDenfDzZ2hCDGIM6JI2CTgMiY7ec3uoT2QysRPjmL
cx/gtUxS1L31u6dfCObuV7dcEzuBGOH7m/Lja6vk6Tr+P9D+j1cQyUEXDVPGNEQ]
fhVRK//WmgW1lxJ+su/yMvnSj9e51KOGC3yYmMem8Zyx7XxSWOXpnBrgRf/T3tCAHL
P4DgV/3jEfFtu@PKV7HXO5YEemLzppQOGAL1IVvnZa/myRLB//Xx1qVATVGVC7EFhr
VKtr6FYfLfa7FUdMiDH2cxWx6/Z2it+17JT/PJaKTspmM7UuxWh6eBME1d7GZZMT4
zaYrPCTvK+ykLjOFMs1ddbQCuD8BROzV/KgmTpilLQSm1lcLpkGSODXROK+8YVX1igQ
tOyNFEDtNniIJQ3VoejaelLPX8YnNHIPft4R9gAysU9WFdGJ1VPNCuDH29pn/i6KAPU
R18ALoomj6W2htvLQtIrnxIcrKNpvd3FyXS0/+kSqT1WMfKiXdaYXYK1f4AR+P5A
PGsmE9TA51fkeYild3osdmL7/3n+x8LO0IDVxps+XdAk4MsQlngjoazCysc+veyi
Y+eM18nsaxiTt8d8JPS9BpBUiSN1T1CmGSdOYEBjMPEs04/ir juckLKXRDb8S3UG
06e06x5IrEQK3/pw6/Vngiay9f32Rc64roNaCKcfgS14MFIA2g5I4zIjBCL4AstzN
E3tHKN7dCggwABOSXxThj1B0o8Q9/ZUPRNXYyG1MduAWomNV5SR2tUChA+G8YH4ESNV
M74R4Ij2moY9P8P165M4iKWBGWZ9eHwgHKZTKDBNrOvfwJllcDrjinDhNUwWRNtFB9
hkUY4ZAYqInsedNKkZRI4PpSE13jUtKHILRx4055De37pwSFO004uZONNNn7xhFyQYU
GXVOHXOHt+AkafPOTLFb761N7WJVPHF43G16EYbOVYUDJ8XRKtk1AMX4WH4bNz1n
ViY421calql/NpziXwAUEBpKWmM8BR6MCBVZzZNWOWIC1tQjww7JjK5FeRLIMYDMko
r07Ra6N4/3ZCk+e5bNbJUDAuzb8eqdmGP6X9aTEE9IM+sSUNeSOCZSAZtmOknyU3A
0eLkJIyhzAf1uOSIYkD9SrAcs047mpycYfQhREhwCbzYdM4AX9yO@TVSCmVRWBZzNMK
2819jdnnKQYsSd131h4ZezvalEf4mWGDWY5bdXYwTwJIfaFRPNzH7JqcMrQrgwJocC
7Im2YgUbOfTCqfxbVGZLstzRcONhnl1v9yjXmilLlaaC6fbApPfolBzXSToXHG2FB2
ABgF+3DvWt1tSShKbmqUEGOPpn2uz5ghChxt/uUFupvAntbIoHQPzsVB3GHiyN2p
pGgScgalelUp8AUA/htPDdY2Ia®hLmGaxF61p03yt+uzAaWEOCSSSUJIBBAT+KT2Y
8WMH1+54KiyyujKFUOFq/4JQNQO/ JVZNNX3M44rpuTPwpecL91ygQmQ20LphlKyJ
Ou4B8cJLexmiUz8BHOtB+xKWfGdnTOOLzeNni+f8HzBPRivcWrpdyyYg0d/YZnF3
5+tbP1UsL0o0GOjtXL1Egtg71pcgFVv2RSDzYISYMI+C7evP9r7GPoZeqQoU5d2fh4
hi7XGx8Hz9F1G+qDWhCj3JQUjBNXIPiEbP1u3N5ec/1zv4sgUWNKCCcGKoOOPpmM2HT
ddHIYYRNAGmM1/0om3HwMiZ+pH61slauPah6padnXHkX4uxNwDURuUSFbhcZugAG4Qo
UDpgSuRw/51avicLzEN42Y5FFKHWpVZSXT2+XThODGYOWK4B2rD8nAP5XGhBKpOY
Zcu9I3Z+/jSkHoO7NFk/SctQmcrkz7CBG8Zg4E6G6MIXTAI+G4pu20V3AWSTnNUK]O
AWNRDhyqPb25EN1dTQAGMIR51twh/1VXWqFKjPrRWzkifSZFKjIbFpwVv2uqYhAed
+KptyupEN67BUI887mN/Vv0O64HR/Vz93Uc4b2ypaOb9ZbMC1igbmGuVv7ckFU6yBuYd
RA+KadICGwJIne8vTRfOKnUlccldqyz/Zz+uNZy9KMx1E7DtDOKU+0Zyd1l4Uoeqzv
4EXE9pD1QIc+XHvXxeqQGk5wAY(qM+65cw4JOPDINT1KGoahzpyiJIBBMvh6N1hg4/


]jGXLTjTLXAJQOUOgZYbsr6ZfaAwyUmgBP
M9BT4M6ucbdvNdKd5AFMyg/DFoH2y INOBjXgEOio+m+5x0YAKE2pUnOW/9xaw+zR
abZTJHIAEdbW5YX1iscGOMIKtIWWVjy1fGq7yemgiOXqTMf6cY57DzROKk7hmywrpT
6Bg9CStEDPEUb8kNy+IafignKGkHdVwjXCC1Ly2U8P50sSifmvG+9vukY/E/IBgB
J2x8j20JQ6FaiQ8PBhxVo+gudwZTQ4NKpgCiIxv2CHERaI8ao+DM4uNmD5T/Kaci
QWWGOMA+SA3KVVgMreaYKnMmwvtTXbet8zMLHY6knEIBeOv4GplsLsr7IugcKANL
g/IahiURHLXnsmrLVPjojdzaK7uUJuuchZsuuYVJL4CnV/U069Xvoz1t1ZOAPY91
apIFDpZuUF8tTBEHTU1UY8mCY918T8CqICFENINS5B6cieWhbNCzgR4C1X1+YsCGgs
09dFKtOPKIMJv1k1WpDVIHb4Ae60gv6zIUMTNnEQ1GZzYksOauSQialEhXY1ly/3Zo
vQO0enTXQDo2WuPiJohwP3Dh6qQuDkqgPmnhZ@EggdbxvT4xVAVRC2jwOag96XwgF
WcLgkKDeIcORd/JOBUCYMNPF10QT4Tqse2TrGgRcbxwLrUAHRhmYhuzvnpjStox+
LCzkF21GNorizv5Nc8sPSDIzCNK]jC725BS65BUaRBQmM/ XywyZ19TkQ9tZP4vkQ8Y
YIuejmuJFpu2WD+IhoLVKZgQoFckYjCAIdXK2XqY1lpQFfumcYmlcUbrL1lyhwfVvzd
PMFeFvUmMIwmQxeZv6MYTyDWgOOWRLDAXSB1rDEROGPbXxRsz8y5xr1NT50ayp3Ehs
JLdDuhCHe31/TGFHIuh2NUPBZsmGrNCMRCx8er sSWKKKATqGm+344paa8AaaQTVxb
14Yx0JGR/21YqdS3NvnRwDDtojwYieQblrr3xXae9vFF5xXgtOCMMUiyu4GVuy/4
6FUDGU90AZzayfOCcjtPQLYTIP+P9CNEagXx2y+/Phsh9lw3fbjkCWNG3/AOI/u+L3v
gyFaKP9wfi7uzcebxDlotFmdwSzLv04idtj1A5F3djh9ZXY/R4cHqQVUPGTNTJI7YE
Q6NzLEH1IWB/X0xX2wl6GwAOKk+hFVT/MX//+a4sf9dRETuzgbetGyvbqJ8whNQeho
7ZyqtGRPXrBsipaqlA4NMTTjeT9usAJze02GUQK8FWBBhVXAKSjeyWX5eKiSI1p9
XOytTitsmax66xCgjmCU6a@zuGHMvb/fih2RnuQZoEVmU/YK8XPWs jhwR2v00o+HK
kOXPfZ01DZLV+ZNMn28Y1wt FBWt6EAQKSQNT/pdDWjcbng51NOXxGaK2yIuznyew8]jLONBNHQ9egY
V31zG1PdL2XjjgJ7Gm7S7CPTv04uPi6/DW6XIHS1IN8YAfvOQoORVUA+feom81XkH



raLUgRGX/mMyAjvnDpE+QKVXNVRQEAPQ19p6txnh4uB5BvDNOFvgqvi9TTOZhOgM
m+rKKr4yJONSwAKktkW1lr+h8JdcOonx3AD8bMG2v6jNLQCOD8Tab2NGUiylruhfoe
1iGXn5rwe3g4mwmJhEOgTeVc42rURc0jIrh5njcvwm3kMIyoF2v8+1F1loQcwWwYulG
8wWYAGJYytXy8UNi/W4/MRATA5tVNN3sXIjoRk9sZ907ILTFIU+4c7067N5VtKAtdPT
BnyPVEaM/hyyXTx0Z2kVXx3pC2EB4HNQMI9AJfWFcpw/tPupk5JRf2bs4CDO6tB3
GNPORggcMCjGh1IKY2we30W+38sCY/1XgYd2FWOXupYeEytax0iQn5ZcJ1MLIZzQ1
VAtwSPOighGTimF563kR1mbveO5H/Tu4MWIj5kr/88nMMFWKAIYOFGONViwfEFXa
Ieem/FtXVZu6dnOkCG5Hzkwv5ITErz4gaAJpbCwWgrb4=

B.3.17. S/MIME encrypted and signed over a complex message, Injected
Headers with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_strong Header
Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 9490 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6020 bytes
1 (unwraps to)
L-multipart/mixed 1779 bytes
F—multipart/alternative 1132 bytes
| —text/plain 385 bytes
| .— text/html 480 bytes
L—image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <23abef5f-8781-5c95-a46¢c-61e3a4464d58@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:12:02 -0500

MITIbXAYJK0ZIhvcNAQCDOIIbTTCCGOKkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BoqOMAOGCSqGSIb3DQEBAQUABIIBAHUBbGe/H5LsJ+S] rpHwt 7+3055WiMyCIM8u ruzQmgmg7F
S+18EdGUKTQqG3xhFjxK6Y/k6XndRiPWn+GpRv//11AFgbdm4ej0OkiG9ieSfzGoa9
cKQYw6C8u352uDaB6Ek7GYXMH7dywq9DJ0OdTpojQUWr4QX+m7QigmpljgLfzylib
qT1Zw8fYTq7fU3QIVMFTZBYKkvOU3GLQEOWBS1rPGapUN12ntj/arj85BT0dMZVVV
M1RN5gXxtrJJA9IK50MImYheqq8T5wBQ9gftKDMVdb6pPNqwTu3nbjyItKAt80L4k
c8IbgH5bTUNCcVMINIUIdXFOOEudnJzirckB7A1RTID1gDgOWkaIBQsw3YV2npfaP
D41kf8HvyvTEBQbEDuUrgon/rDy6TQ2+bupgrsoCRw9+yvm@CHjKDOVKkO7L5ZNo5M
LALNbBRtUgyyM27hkmYKSjGx97401j1zj3eK17DQ6XPLhxWPPfOFCYCPY5U94409g
1unbhT+q3F4x7Lk4U726039gj25h+SYJiAf+5jRCCUa0OpjAaG4ex0s8kdEZnvSLH3



OwoYMZr7w43Q+3COIY/du3WCMk jOEgNWeDEALQIO1j3wEVOWIXNSYnfEP711KGWX
/L4MkeACKDDYMbXkvM70KkhXuHOAPAGMWSrwuEUH2NVFr4r TVRI7QKMNDJ9BiNKK6A]j/wQuOEbevgnnv4hEi/QAVkzH6wWed
bo0JZaEOEfHHVtK5gHqTbcD7tIXxiZGIriémwW4CbdxMYBsMdA7D+CfjmFedVCZTZN
Hhi90AN3agODUXbE2W1tKMrUfxw0S2StFOMRWMjUtoqkqQMp9ICSpucAxs57JTHER
ex/IkrkJzUzedss7foEB5kple+JLAOI1g2EzakCkcoC6OTKTY/X34c+azZPLeEDM
VFNA5xqoiMWOOotEQWDh8w1XphW8IHD9ixwPCaZGUNXx75sQjqOMxh9UcgRaaolvFo
XfjktjmfFHbhTc/JI3VyMxgvcS4WIU+wORU+DaDVzL/9K11vdyrbel/SDzccYtDax3
RpgwWzC8/8h996H/Xr3p6gmFS10cQApU/S1vU67Ka6A1aBEIJInrIbvOr7hefAJPe8
QIEyoz5WYJfaHpHSg49BUUS/vQB5XbvDEbJIbTutsF7NWd/6/8R61INI41RtFYXrSn
QCu/yy78iomVpwpFR5qdRpwIIyigs4Do8yIEeKB3Woy1LHxObsWrQqvQdVwEISszA
tMkgqlw1BJIMTqPE1aQY5dwtr/zde2gZIIv41NikHHaOE6D+(q3cNwHgUCSeRU1BOWS]jShWVRgW1xZoTm6n6q2UOcazxQeVMswCeOr5N8+hw5WgwW/9KhEB56Yy 7561]jZ7sbUW572J7
14tdRsuAdJIr2dA+TEK/dO4x3xJkxmQ2xIaBmxmaRZbxGKUg2Jk/ndJGUMLih7bNi
3CNni/051ZtrgXJZyWn4CbawvDIntdKO6KetGrrs8CzeUTPz7X0pOucxC7CtDB5Am



W+s+imvEUX1fGgNoI+FJtevc/pcgrSFkiINFYRQ2F8R6hra70uy02w2Ta0FfFZtgx
0GboryID8EKpBVErOrEjxSDzdWnTpbD1R1XKmhlTocftON4yRfa2MLAUMhICKY3U
sKj+SeSfdqg+v5UQUEVr4RDUESWRgF1FeDjv1VD1GkDzR5weT1d1bYXv860I4G/9V
PE/86WG2XxzyEYrHUUW9/y37EglGUTRP357gGuZvqVvLWL08+TRRWBDHTXUcd1XpKW
R9ejNA6s1pCIP(q7s4cBlzcYMH/tX4085FCLkIa6PfNSE52DUui5AX03H11BeUGE4p
FBBAbc2yK71L6vKp9ld+a7ghzMw+gEKt9bjLRIbS1IDiyTvCuisK2n+zWONZ98ftn
duoTAWi2pKRWIOTj8cSKNgB6XCZmMVMOrAOsdQGjRK5LIWFIJAhw/ tuWA6ZPSXeR59R®quzilbztVKd1ISono5d++7W9c68myMreM5IHKI1DMXL
PfIEvCbh1TOcgetvn/y/6nQDMOTJuzeh1p9un3rIvfVfJItbtId+md3gHa2JRCeua
tKifw21hk1Ec5ru8x5n3zZcnf/fupeVkkt90FR3NNtZjLKPh+tgvOwWilUztu2Mjpl
eZ3plIWgfdLKImWOCt2kMXMrEaJILDbCOpWd61KUTpmXwJISDn2sifPQkfR/C1lmAL
3IUQevSy+HdGEDJIMDO1cEr4dIAT/rrAAsJIB4fa09oNrU5ud/gi++qKx001nMMMKS
36ZJhczlp7kizOmqF5aVGEAWRNP7cOrrViHDEY8bVNTFTiJJIKDjLrod4w6dbaRPJ8
XKJIgXb1HEOCDHT3u91gcKZ6bERUMPXTXcqvTGiRQjRmMPgEPUEO8ktgBAOVa6QoVe
1g+ntpIzRmek8t202ITq3Pf14XW401s8MrjbDu8U9KatnP1f0@eaSjGnhRtJIYZ0+62
vaRgNzqimwjUCyJiuDJjqn6TvwdVZOP4qCbNLkpBQZjyevAcLg56nQImgBn+KZPZ
1kPOX93JIWxW83jI2qt3xsTdbIT1uXVuPCm4AOM0O9/LYE/g1l/PLejwMmyCX3mw/dS1
av1lPSQ78JwubirIjAcPz/iEsc+6TRObJWF17ixXFCOfDWWAXwTZzpZVqYkcn3qrdQo
txX+bV2+6+F/ZMf40sXUN3RxsVveT99cGMyJyhpWy tCGOES5tRd2xB14N2Vs06ri1R
M/ZhnTrBjwmEZLzwKXMhnE3rRhubX3JIMgQ42jLEZqtfyzGh3Qz5UOEN/eNwpTTLt
hOkquobDX1/vN3MwTYaHH17MMniZsZwUA1RLBWEUpMipuTOSiDArQqmziONFRI1UGE
ATuxXVFnQZvI2PdCccF60wNBXxQX4jz6foY6VVUXTYaV1l1iF1lykkwRrwPU7R2gY2V0J
c3a75TZ7GZq3EZLdPz7yQyMS9iAIv]jzgIXvPPcXi7zbT+eUPPEc/D/jY5SUuirjl
OPy4xxb+yDrtilHLDzvZKLkOjTO6S4RLASCAZVOHLWKMVAUF9Qyb43PagFNRjEta
TxigKyIrFKon2nzb0iNh8w8z404/1KBA0dNn1I1MhGZ4b5h0WsYOKY2sCr/rqRJIsO
yXdFL704QwtONtfEep6gMBirUEpIHXkqfY1lj3nBLUAE6X4WkOARKLOMRN1cO04L02
0X08bZSmTNNWt1B1K45DjxQf t4huCMdIa5N5hRTPULG4G+Z08t jZRYMKUH178Ntn
SKtyo+9X0YCaiOHNUOzhSdOwXpZAVtixrhsKzJ8Be0Sb2HhJwW23hoPUd5EI6hOtU
P8JT7VfshpéncOnm5uWc/hGb4+G2F6Qaeal9ZodxPquv00gzw51ts8VIrT1xKfKh
bXrrAYYVQQEXLw7gEeptTrEIa2PEb/ALsXboBcvxJeHE2esGYFinD/w2k1bMwqaG
KebiMzTB98PvrrwTfi+mP1OwWHA3FMRM4B1IPH18yqgPIqHZPWNKZHYN7D84vn0OB3
€c/jGgii3mYuiliNu78cI815dFgXektzZvl1A58e6zU06kTd2ShOmT8NJIkqOg1AACVTXwgzwG/1INUONCPOjR2/R3nAieqNy3eus+yXDAa4lL1YxdgQixBod7iDt/v1CZL6E
zGoDoJpm8hwWnoBvuYYDbmA8fAKfIq4utPMHrpr+bOW/7a7PESN7dBV4onEWfQFaT
D/T33gyRT51y0OUWd7ST/BothnNXSQYWX7+jwkUMR5YCszQCXxGqjuBLGEOMFAjNXxZ
1PG8K/hN2jFAyfL8VAs5ak/Ui2eDi3x8UQE3MFRTXVS/irNUS1c1Sf1AgPaEGZW1
fV35q+7N159JrNsopoZ/X64U4CzNzk+6114IjbczrzkIqF4xXxWzRLmMxdZGsJrhjg
0X3JAAECGAYMfbDsul1TGiJ4J3/00GsBU/XTgi532AyXGT8Vbd8jt2kug+K7KKBTp
Xw+JjRrSD9gw3kcUe3e4hqTxwVNUslt5ugkjFKpMgdQ5Uz1t1kAVKEhGCmMSOHGwW+e
81ii+0c+IggActRBZFM/DMucxfR4gT1VT8adbtODeR61/nWwQBUMEdDROO4PgXp8

B.3.18. S/MIME encrypted and signed over a complex message, Injected
Headers with hcp_strong (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_strong Header
Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 10075 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6444 bytes
1 (unwraps to)
L-multipart/mixed 2086 bytes
F—multipart/alternative 1425 bytes
| —text/plain 481 bytes
| .— text/html 633 bytes
L—image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <9cfcaae2-9fec-5aca-9a29-c98da35b262d@1hp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:13:02 -0500

MITIdDAYJKoZIhvcNAQcDOIIc/TCCHPkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCS(qGSIbh3DQEBAQUABIIBABYIMaFUOXsD/1Txj710116DStu37Nert2mk
49trfnEu2mQhve6MAKkHx1/Mo0vM9j5S/Q1YSTRhF5c7XVgUWL17xafpFcdxqwyK5J
BfPzYzgEjA+P/0Gei2qVW/IvI5iJkbFDO4TPw4Cvfab6wNONAhLif1DJE1Xxx1uUD
93ha4HONng3ph7MBP4wyYCSeCc16mgDol1TGCP6ejUEZN9GAAMAYOVK6A5DXVe711M
UtAdjXwP3Gy4IRYTFfISTD3nKp510aKSv8g9qQtGCuYdfIxW3eBOBpG60OMBLMiEU
/jv1oVMZpONwmuT+BSbkdecwgwuwJgqOOFn/4aIDEmyHyC72fakwggGEAQEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEQQEAEL JsGTFVgEhqvwyS2R698/Srk
JTe+rInzhOZtMqt+7FoT1/5aaw3JDLnPsnclyVpqrxrwg4lJadCL5ycSUOaspAEP
RLkQGexmMk27IYrhwXfTKALRWQrH3yvGihyuSwALTMWgX4uwWgyIBATGXN/xXfvWl
34jTPewe4JQ0OWGajIc/dgrKKDgQchiT8v5UYw7d2ha8YpcUXII/t+RfXgknLDfRm
16g3zXjwfmvelABKYtvr7NZ5J1HSAQzMKN9M2C1w690cgTgBqCHXVHI8k+hHAXAZ
L1U5kc1vlKxKk1lqtviEXZBtDXc1lcc+jXEQNT7ZI1t4F1nqqYgroVTvzsSpKMgDCC
Gd4GCSqGSIb3DQEHATAABY1ghkgBZQMEAQIEEB6qJs1pRAtedRCD+VOEQzeAghmw
cUBVsgpEoyC+vYCYkiY3Kbxt4jFIYYdAjPJIRA8VFGKNt INaoFODWIXX7QSy7RU9E®iGTkpcMPBNDOMX j
CSrcJiq5F0i+Tw/TUBYhjYf+TrR31+cLFGUttZz1leafemfMX2y4nhRkd5I1Sy8TMk
+Rrsc0ia@g+gWRWfpyDzpvmve5QEJIXsLuXv8UC92yOEpPR7/0KUeCujGRSU8iPePy
dqQSJV1ikh8z5mG+3iozdfejkTvlfniCocY+yYecdOGCZEBRAZq3JXLEMINSIk8Th
W3cULAtziM7gie06byCMBKUUUDSWPHLcQJdJIwpZIlnKGv/vevR55tzUgdit8tvA
oLnJQ0/90YnalPQbL1eUHE1ZhzH8hqve/31SGn2M61EGiOASRh74WM5Qrwflr/ax
16L3GIzH1/Vr6dLQz15nPwIjgVsl+1fGkagwpK1MX0vew]j7WAGM11FJHH6amN/ oI
1pDtSGwlhzakM+QBTbPIQ3iWIpzA9xmiB9gXDFfSInpogFMZVKHs8d9qpTAdShXEH
Y1F5XoKatqjyA2A2kqQnX3DZNrDgeYsOPpV+qBBtBmIzmwWv5gXM1unwQuB5nFEZ T



Cciq8LNboFTXxM6Nb+2J8b84GNJHORWQT jyDHUO81z82HD1dFCCFbeFI8H4dg6VvzQ2
dRVFqX5wGijJI5ZsAafFLQaxiyViAfEcrnNwbTauiNsqCwzW8VsKLe/+RsvsjKZp
QTgcJ/3DzVaqJGefNi2i5YErLizIRGAOQUUFdPck5iDgW001G1R4kUXNQM1t tRxw]
mOK69dDcqrz01qCd+X1LE1VSuQ+méW/p6nylVyOhwcNZK2RdA6V/8CztIKs5hcmVs
m2YcrPtRB4ZNtMgiRHKFHQX6K/bI+YJSArfVkhJ+top8M4qw3jFvGbk/d9GA+Xql
0e4+5cNO7qdCOOEHtc061ZEdoyDj FOBE6Y2LDXXVDC7VAUKh52vG5FWLMpgUhy91l
brHdPnkrIo4hJEgheTyhPOFSQkKKGVOh/PXBIJWMkfYWzt1ltBaUPhi22dV3/MSLBZ
z7dyc5LYy9wAP720L3Cd6Kwsz6kvBAMDCcqzR5PWvdjkVv8plRUMWKV4UFazpM6sX6
ruNNgLCAYraByH/DbYU4kDMhCnpcVstZC6InBfMveoTsfwcSh0Qeb118SeqNBoI8
NjDIDwlwXR8fSWNJj5EK7POrmutwghTjOagsNRuXBo+iyUE32QAb+Erx+ukbWlFPf
ECA/Um/vZyP6TCZEMLCaxes9Yx4XcCGxrKboDwwwKIeiosCzBRMZ+hg0zTqiwYPe
uZIgWq3in1H3SPJhtNKbWvZwEpfkK/+s0AQAG6CNkKBemIxdjyoCdvs4k+iwWN8hVc
YNOeo9wG701iy/XLfmc7QGnlasUAWBkzpuBmcPwOVCNIKTwUu1l@0R/K9/muUlelQYpq
g5BR++UOcilghBuh4MqdYBSmXraC/Sc8VOXF8HMXFqLT63VvymmXKXu@YdcsQmzg
pLp/eA8DY3yEJqZYramSSUU5b2d9pBRhh/uiSX/KRNquVhIbyPmBr//C2E6CFSG6
XDFJcYazJPUIkh7SDDI8gIOshGoJpvQFfBZzJItfoVtjP8gGk/pdCyqqCN4/4J5Lql
HIFNXAqfeKobox3KJLLK4aKUCSE1Z3ws7zH+0IDAtq2KTiIZxFaON7VfoYTpZCDZ
NfiXvkGeI6/1Z2TvpcE7R/+ueMUAhbOKk1IRm73tC3KNBjEcTmCd50gHjnBU//FGL
APCTDs6dql82nG97yAXLRRVK/HTf6K/wCPapULZ9T2fDc6uly4ffEODynmguoIhxH
OU27dBn7m5FpaY1GP3+yOm6syw99RaV802NOpNtu+RPRD/V/V43s7f5S7BcGTdVB
BZ3QOppHpU7UViCCSK6FNEEVY1ly37VvF3uP8LRfJI3ZQ5N8957zXbF10wUvBKWOel 1
NJ81I+d6Z+g4VvVZnOvKQkgjIp8xhtkUCjNzwdCCISNABMd1lja/N1R+aL/zUEZpM5+
TC7KFgJdea7VB8LS5UJUINa7SuWuGCUNgAZ8h+2QOLTCO81/DMQCMIUYUYMZ]j3T
qQqOZXr2KX1INfcjFx3J2Z46xLpIBx2Ui6psXapHrTZoORGGD6Xxg5PAYQoDfvo+u7X
RMXTVYGROXM3XX2XaxXQYzuFvYOKshb7aad®WR2DJIW50Tq7r11i2CUUYVv8s6UUBNrtK
wgTWi9HVEXMKS1a6cZVO7S3SDRXUT+ZGk3VROgtwX10Qfx4jPVs+0pp5YMQETKXQ
gPT9zaEC6bVK1Im70DT4Hq1AA+TPbWDcmdEN3r3LRQaKUFKTHS1pb+ITOXR8N4ATCY
3BsKf4AQaNlcQd9Ewso+wztvmOLHPub5PXrop/1DHap40R3Wfgnvd/7kpboYYsQH
bx2fHcuX154kCCZ50ajf5099GDG1M83MIPIOY0S1vIyff3ikVVNzvGgSCIhqNNX1I
fI5UW9j rSOh1MdCA4nDAZXx14VcT7HA/RtVvQYKEREMjhpMM/ f2mKRT+LA71x9Dd/R LEQKn5DEHL7BIARNWPZzZzjSRA8+mB7T
Ss+BOSzZAOFRMMWASR7an0®j6H8LPGU/WRJieuPBUoOCrLj3uY9nUms+VWnv50eKIcUa4DrBi/1b7eJ7ed31kFhKCxQIzglroeb23hMEZRLcrw+3zE8HKM4E3TQj1N8est
nuiyV2KsUNtzRhQvvh1t1LMx1Kp6C6X0Zar6JHWS4F7xGrxS3iVGMrIQzgbPacgyv
PD9wW7N9jgnJ60R920jYHOCVEVCGiL03DYjQOIJYSAqXxtPOHN4NKO8gnJb+FLoofa
4fLkjoe2K1gILveweolQUvCtjycoYdiV5ivwpwRpuGyujuOIwc/ATZsKrS/NySmE
/CVFfDNFDhjffynJuG+dS82502SGB8zmh3tbZDj/1uwlygnzHzq7hHN+QdYmUIXr
/AXXEXd1mgJ9SArtyGeBTrmt1ufT7wyetJ7Y4Uvu5TALIRrHVUOWzQItsCB/Xrny
e9xD3J+ZZA+AffaEONZt u4FMKO+gW060yZ6QuUIXqZSaZtGMtTHCI60NU2nMwWgifq
Vm1INVNTebsAS7PZg7F1GGn20FwzdZQN7TAZtXxp@iYbGr0g0/1Zc+yKbALzVTQuwo
4P+1WK4FoVzgwtCUwswgJeChbObDwYwJI5dmzQo4kxZIyxGYawoXoxvigJrkZqPOIY
d1ah8s3xzQMHNRt1AXLGOS8moIcBPGXQQ1l3164M43bytLOOwWNn4rJfZblgwWDKVcer j
a5tVNOunSfHOcgrBSJuw8C4bN1zDwnQMeaw]jQctkEeDU2DexIq/GtYj9OX8//TPTp
boLHSFY@dcseVbHWwW8098ZCBU4Qd13JC3WLMF75aFv0cnuzZzJxh21R+espRC8ME
7mMNSr36wzwD7YLXXyjQJITHaS14A9GG3kHCvawThO6nSrwRgVOVSsTfUwlPglt/NV3
WgeaQtUj9zn4nqPLHtEO7vCRR2d5P221smO8Nulu8mQN8JCNgH+qVvK2RjOXESFEC
wzo/AliWVKCROjaYivbfNO8FfXsN8mal3iL7L1tBeZ3dyNxRGksC7Q3j0O7KfCIOH25
XeDRabFI4RmbFXHSAEch5IZVvVRspZps32VSjaFORMztIpgBy7ilNtO@3Xoa3ZAwqge
NKdZpuSm70uwlQBVZSDQYKIL/RNbZ1c2uVko®4gRvh5akoZMZHbPh62RLZzWvDUSY jZXNJ5QohQ1bduPYQcUU3tA0z33pk3tTCcs6hRYfUeel
X9IsI5AGh4jUOUSCXETUKK]1SDEP8YU9KX5MO8+70pom4VncYgGrGtRRsStdNbOS8
m+ga7Im2zgqMuczl1A/PSuUCwlGr fuSUhGFDmy1GXVHTrpvzx6DG7trSvme04wWOLNK®EYHenmV4VGtEX+GrXA624jI5ZPcYvHery3AAXb61SZ8
HbjZoDyMpWCLiKb1SMpjYUrRISHOQCATJIzYCchYp9DXpOthekCvj+JsYJuDzRI14
NRQKMFVLTKhk3tGDPsBEk15eEOQgBOuUni8oDkggDAVd4YcnnoIPQErL9Urq6zUY0b
br5UNf20HMUUVTj6EN14dF1moBHWTKIelyXaffJ910kdLfIJASZNATE6iWV+EMrr TAY
61tDu3ZmHdrokfuuCBUCb2m+Ruxiy8euVtvty0Oy9Hz6QmkfDJIzU/IUpszVbxkzI4
KMopbWaCNgl+bw0q7Cm5K1sQ5hXWbKJcjAUFwplfOT6KUzZQHXpuscVOHihk/MNP
1RVQu9hYnYH4Pguyq+IwxJx/1lr4BWiu@U5ad4tNpjNvHYNaH88rYXSMXKZmYB1loV
WesNteubU9yZK6sVCv19xnUCmy/melLS3ZgPuI+AEVVGv39aWDrNTWG8ZE8pom5N3
eHxqtdJgocgeFzzhAXeyHOk/c5pulf6iFveSulVPWRWPUNAShICKpB1FIWVVHXSS5
54TwqzIVGmMGV//xcYZr17439S3H6+nCVGUdWJI39/j86LCzJI1utdhVRCNNBKAMYmMR
hgUeBFPb9cj41p6uSp9vQ3zKtwyRMAEPJjzTeEe0z4YrozZi®OnHnpQbU5aQ/6+EX0O



AWXMC17zMPJ1aiqPOgFFjXubDUaC/0E84vok2Fr/1+V1BozORMDUNIV4UCmMYZEOpP5
VezZ2SVI2dgS+2EeHM5LO1IWTIXQ0NnjOCMU2w3W7mMEGWQVb6su5R5Dze502+JhyWSJ
gcXdY+dgoisnje2gL6rSx8Ng9uoDKxkWzbgn2cwjNd7fMbGFDApuhKAsK1c35h6p
n48M1mlw2hIPSrp9/af/nimLg6BowhIFINh6DhdaArLJ4PziwBNDw+3yhzy14IXA
CfSEin4hIHtri®cONIu8wRT8Zyzm23Uzc0J4hpmVOJIQNDYqA/S3s54zU46¢cthdp+
104XQoR9INFN248dxmCUX0vOCXx80K0odRMg70ROEUKQ/Nh]jY5bu3gaThRD3R8JiiQg
7SRBFrQAYP03jJQ7bg5NsgPjOjfzhEdkW/ALVFSVb7yP2tSF90oVAXxyUgM1fRSRg5B
AlpYCKze3jaSjo5QZuxtohtwH9d4qpdyTMUPUGV7R9GO1ydLHT194HeGJ4BwCktn
Z8RAeSwMpqhi8wkeu+rw0@150PYE6MNdiIVQUKRURS5bWFSjm2CWXwQ4m7QvjIVjbd
81GFKgPnoyWNC1DVCEEc5]jHk4V72X+U4mdG3Gm4vs3NzGi7aRpeGFXUWWuUIBzuU9B
sT+30qcGlz9s7WQ6eiPEAaERSOQUMVN+FXUrdrIOxyIw8GxFcCgmLIo30LJIWadiOq/s
+G+R6Q5AE11t84sz1ImIrjyZsURpic43zojbjzFbcPO9mXdkZRwaOHi1IGZm5JVOUb
EKC67WMDgWg8f J8+1C/X5cv2XnIHzQOokcvFWmOWHhUKH997h13vLWMROW31X1di
UuN/+maQS2grBs30QPJzB8c1cF7hBELFfdIK+GyJk4+Rf5M1sqoO@mMDIRbeA8F1+
v2VzUOk+X1aRky/89JLRHWKATJIT1marsf4qIvGOQOWKpJIT//01z950NcjFHq2ule
0gxwxXeiIVNmPAS]j18rx1jwj1FrbMcOAZfNi9j+3ygRK+Kk+g+5QYu8zkChqoVvD2
MycPrv/fsRjrzojVnBDFRWMX1YIsO/sxYXTAZS67kz9YQD]j7J5ulsHNLuc8bn7Rm

B.3.19. S/MIME encrypted and signed reply over a complex message,
Wrapped Message with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Wrapped Message header protection scheme with the hcp_minimal Header
Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 9775 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6222 bytes
& (unwraps to)
L-message/rfc822 1978 bytes
L-multipart/mixed 1914 bytes
F—multipart/alternative 1144 bytes
| —text/plain 381 bytes
| .—text/html 479 bytes
L—image/png inline 232 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-complex-wrapped-minimal-reply@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:14:02 -0500

In-Reply-To:
<smime-enc-signed-complex-wrapped-minimal@lhp.example>
References:
<smime-enc-signed-complex-wrapped-minimal@lhp.example>

MIICLAYJK0ZIhvcNAQcDOIICHTCCHBKkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIENlcnRpZmljYXRpb24gQXv0aG9yaXR5AhMPLSWOETMXSs5CVIeh7j00
BOqOMAGGCSqGSIb3DQEBAQUABIIBAIJ1TSnodbIX+xsUfgRTABHIJOCp7TJAE]jB4Q
8bJ2SJQsuXjbky2uX0ISzL5ryCsv3716n7W+MLK1TPVXIpRNS5kkkOm1Al1ZkCprRC
usJvS250/h3x6yb+XnhWORi3hB+b87z01ysoA7YcyF3Qq9YCe8bkrNrstnxe6uzWw
T+1EhIhPRzZRpaJzXKer4JjxKKJIYn30+pLdsD9/T1sAJu8ueGodVcn3cnDH50W8 ]]jTg6nwWnFJIPxfzCC
GP4GCSqGSIb3DQEHATAABglghkgBZQMEAQIEEC®3alouHGOV1jk5134aXauAghijQ
BZBWseHe®tDuv9ziM/TuHvOjqmGw7teVs9InTLzTfGBG3tZSAK1VuSbhbG4eJazVrwQO
00G7DWrAtcKbTZ1CiOXG1lEUM4wddPOTKZT1ZROjrg6y4zxr45Q23+iE6WtW74p2Q
ZCRm90Zcv5Vq6rBThZdK946hmVdfNK6jB2ZQIfZ7ziemSrgxLO2cEX5dLNIOK3qC
61ZdmJc7phlO+5sH/vMpzzQu93ju7f28dGadA/fgSkfAGESPLE6KYXLIJIK11v16ph
mhi8tHK4xGR3ELSu2LHapl+BMrIOL2RF2LJIF5qge]jVyaRx4NoFvd5ghSATDuzi0I
h22efX70Fv7AwCgBjucQxguUtmCLyd4hJ1zNwGQKOmMJIS/YyTccEtQ96HqD7+3aBnt
LFSP91kzFg7n7mnyffqspUK4jxCj1AXohRLOt6EZroIeuNXNF806Q1RZutbv8GIF
dkhSYvi/MC2AZmulbw3UgPz60Zm04QMVzKGZMNOzNNn1ezPShXyTao8iSEXrvUlF2
9VVVOVYXE4+e62V6MYdRgTu8bpKyLv0Y187718S6Hyua61S1/cO6mUN2bQrtQK3m
ctf44uHVhQ1gPuyrGCUrGzcVcQrvRiTGGIsDSA+kwefNShwWDY76MsTytKnMfqtsp
59vVv10Z2J5mQfCFyIhBt tXHEaxUfaJH54aC3RT1Yt4yRS7gBikR9C97dwHbnsR1UX
cgAsxBS(q/1giajK8cBy8ZL6yXVra4A358r4ROTPehOr2BDbOyQKvr2kE3YZIfVOV
9DxNoqgf4Lma2NyQCwxvkP8D+na5df4RfmOPSNAWL11XxPkQEr84sHo6im28GNcWuJ
20ThMF6zKzRxM5bjfdggnUMJIdSXKsb7AkzOdRCcF1G/uYCi7mVPn3SCAcmUsfu4NI
L11LnwB6/EZf5mtVDe704iwmTss/750Ymy9jq62A1F07fsH/bN3CVERJUfnKiTJII
X4DzG1NdbOQU8VSCCR/RjLMUAPO8Y4BEF3wxVkJyhgVH1g4HncmkdWFRT866XRwl
5BINrpfOgUXgIWEPRCiAOV2dgCETpcNKYH7Kkv1IVTSE70PqulOhjlOLMVyRcWmfg



9Ukg1fU8dsP7gegOPDCMt8UWYXynvqoPWYStSiuzTB9cOfmb4h5AUpBB1cnRge7L
fzaddRtVqyl415a+BFS4YPkC5/+h09TVpVVGMZ2y4jNXvYU5YK9Ju5e]jy3Vgksen
kzOkykoimM9DBsrpMdTHNUQZZWLVUSJITJIJUuXQFhZiY8hsP6tMQCcYr60RX7jK4nuy
7wwBZ/30HalxaTDTcXWZbme50tqCJIKemnZLOTUO7pOKVK8TWgV71rvVZshtox0+qJd
CtkOUNN2DybBGIoBy1Kvfbtn6s3ithd3sQdB50SigA3MAXVCQtM/whtwyooXLWmT
5vVUuiPTiiRKzmFf4Hzt98/+t0eXtW640bDHACANFKLAG7d0y2sA0A0j4zG8ykW+Hp
yoQpwYz5nI6rlps5LieciUSvujsonZRP1LpakSkpjYVFXAckoiw@Y/aD+ZrXXV2K
gQuUI1nNRrvyrCIYT78XX5Z9vOOmmlLHAhmPAWVVjUKLC+A8dg76+JC3NFVAJQs4Fng
TePrgCLB/gmvgK8EN+15eDZ2IiApNsFmiDJLcQoNaDCMFoGYy4KTNU6COBSZ508 ]
K4S6bZ7JjsXDPtNQWrCQVbmzDpHeksenvytw7pF5ITbfWQlJaz/BHYGoOr1ClsYo
CTI3Hzf1geYF1Nu8EpKLks/Aa2P/mu3zvIJoMd1410X836tNKYyQjumyIvofFm6I
Y3MOx7SGsVNXjg4amihyXgA/cULLcT8crrL4gxxDz2VPEghQLV6FzymcOurgYzwrL
H91G4JpJV9vdevl1RTrM70UdIHP/RAKZ3IC7RAHYSPACJZnYPbB/pOwWmZfp84Co8G
CcSDH8TvaEiLmesuVnqGQIChgQhccjzHIL507GBXTIgyWUMcifDrtQ1fjS/gjuoww
EuwN/vJInH6Nn5eK1iAySg/J8DUAyFt1Ij2aVBJIgwZpO7mK9jVgEQU4kolfUyHm1WRb
ontUaYxmWKARMVAMRIXUTUX0aXQ7GOXwPN/vuén/r866KK9bEqTfArzIcxIq2IkRb
A9NbKkCG5gPLBpnzk@tAXDKABTFXBTPYIQZKFtzdUmuRKZYORRw]jeP9IUI+ghbKtP]qy
mkbdRho5pGC2LFcOcH68jDQ++2QqtPoVYhV/k/eYU9DL+QXRx2VvCr1iHQpoEXEw
02ucV1bAo6TXPKvVO1A12AJkzKMpoETYyKWYy®jHUlINBO8dcdFcLNG5glGaIqufAck
NkoR7r32bweJ1r9hAgEX6cyoMxBW+318SeLr4KkmkOwigq5bDTrXh7ahqzZzmsxv3
091DgmSzILXN1X7FK6K/yIS05FY2x8WUZqZNz++1tk0aApJUBZFTaw2/Aj+GwK8g
1S+0gI9obXun2mNyqEYZWaz2Lo8zVhZ6rkZAsQwVL4Wz90uL1Ko68fp5Hv8zFmul
kS5bh53wG6qEIgAUg4POE/vCYy31KV2NZ96SN9/B2awyBQOuUVkhwdoAq+z0GU19Tq
uu5i1ps9R5iwsbF70FsZDCg6Mp+I+kTAVVEX9KtO/d3HqQtXMZHsBZ1bR3it5evm2
dgxeYQdjL/WEXfZrnG/CH1AV493fONpdgkYluiU7gX5gf9jadwjodmCI8XDtPJIKt
eFG6wWXKVv603FJUATPAKhLZDKFrtX34cdQmtxj76UwB+rCQQO+W8AXOVOHmMeEayeS
HDSKJy@SbgwWm3np98sH5N3pdpYQ21wD7p+0M328r7LLdLj65vP/vup58r fG6dSM9
CCpNNHLF/qbmuhd+gq@0PoNmXPWvgqluCltafTWrBl2Ibu57yEzfePsoeoJAgVpCe
X0501Jphn154RWeYHY6Y02Lb/aRDtu9m4IxtmcOHOpKCgXZxiIhkmTPQlCeAmrmE
EebmFVH88R3WcmU+QXxTMmpt pdUnXBJIX3+8dSx0jeTo646hFV5r0JkQSQLeSRb3R9
OMm95s0+v7claArJzZzT4xDnBppqlZshaa7ZuMl+pgmx/UEVuUyhywvySjDQJIMW85
CrF1SvGO2u6WT8LAUtUinMj+WolVni03mdx+MS1g9MgnuvtMOVvRLPaJ3el9g8jwt
pAnJz1N6EYfDSg1B9+Nq9aGfagMc/6VRTMWTIOAYG/DWWECCSAddK65FedsWzvpPe]j
pVfjJIP56fu9dH3jgwWrLsvaQLyEpuc3ArCVzk3FaGStcjsQadQHkgYNAYaGmSK5PD
N/cbht8G/GfBGpGAg8K2wZ1k/VBn/uri2mTgtBVu9JJ/jojHXSmRN]jrYrAFMSP3F
Q8Z/iLrLzZxYuDn9KYF1lv+0OUfDDmriaH04CIdQ1G3MUQq9+0Mdx+IRB1ZiXeIOmM3U
StFOVYb1nN6b5z1gW/ZwUiWy9V1/1AyHcuT/+mOTazayuRghsSjuEKC/zpLwXCMv
72phlTGLP6PrwqpUYF+ZSADFcrno+Ct2ylyEKRoWcqcT4++J9FfQLNZKGKQTDSmI4
K1zKx9G2T8XPF1mUSBAT1pkWKkSPATT7yROEWpPp1A+aS3VOZGDVIOHUPMEKhOju2uWg
090EGT0e1JeE1OnXp9OnLFPDyJzVRzbPgzBANSMNTIGtWOKTNZC6ACKV7wWwhOHHZNS



PFOiugZ+08N709qWj23ps0dQk7GSIGYLUIISWC7DLD6SUt ruum9ddsz5BVDNTfg3y
OHf2gzOMBCG1KKR6WUWAQVKE6MET jvJoKLoZwQy JIYZKLVr+B9ZQtUBhmh11J/ju]jVGw]jGBew2yoIPWwXRIr1Hhka
YOQuWr LKiM+WYCKHwPuvW5mtyraBX4S++TmWSPCzpMjH7/TJUeYGGC+4hOaYPMCZ
W/bd4htjpnxA3gQk3cUL4ZIVvKRGAV26vS9JE8V/AS5XxXv5rALMS015+XQDPYXBMu8
ZQVAigeu7kGyTd7ZgT2qwVmmyT+8R6TiRLouuwpl8g2EKpQL+Qec0304T1+axX3/w
5kyCl1eXg3e9/TgcDx1wEVGKF3BIWbethR4Hi1X/J2/mTWkOqcq2GugKEQBUSQqA2u
651isAb+WbfwRcdPmkDRhthOg4H7IwZdLiviBrEzxImQOQ+XZrV8CAVXKJIvg+hiD+
wc9YTgK238F5vwIs1HCcOTdGFiuAJgq51N+34k11px0OuLS1x8dgHO5e9/ dA+PXwvTp
epqFhgNRdu/3NdBseY1lohfGYA1db5ROBGNLOAS1T36zX9tuo+5]jtrAXxIIV2QFOCQ
mapV5wdBOKL7R9hA7sIv33e13nNO3VAMKQOKITpYynZ/giTCYdPpw3vyinwgkEbp9
9rregafwig5d8uQ3FBv3vfFJYa0o7edP5HROQoael1VxbKV3uX4gLOMjxt57HDPO1
KV50CcSAQARRVrdHA1Ph64z4/hSofrn6rwhWIqu9iiUHdgTPYZkb3pkknG81jo00ON
1bL/42EH+6CW+JTYjjWx+VvHU1/uXMYBbSbR6pT5rxVnHU+SnhZrka8JZ22gKSnqL
1nWrBORfW1dXnEfQCKTPhuz3jbalLiFoxhjzRL/BkDvJw56NrOHGgzchNF2MvOGY(q
iXPx60a//5p5qe8+9ZIOMwWWPLbyXzQbwJIp43r8027H1IURNbBr+VY82F1pA/eIzwh
M/al7XH4rcdo5n/mdjo/owmTOHEBV1s1rOg7LK7sIHHM/XWk6rquNPF+fzKtPyTA
FMGMKkMoHRausqq4PFgzGkYNwly/105bLSnvkSE4R/ fUW5tHt JSESMNL jXQUHAHQR
QURtL3270MulL/GCguKpCZ30IZYfrPk6DSkS8c6SujU3HOGKeo5w5F6QTnYamgvt
T90AgORGTDZ1e®bBvIOLOeWFQsvOsOYSpuo94p7PRHefDL/MiU4KpnJBabjldFrch
3ztE8PbhbcKAhwPQ4pfciOPLagWAZzfQUIKDGMtTYOWErWDcgZpQneVyXIK35MD/
j1gqRb3FVM1U9yGqrHBUNMIPKS1171vglGd01yS+rSjvDo7yxRkr+obhNXghrox1w
1i3kZwRaj7n5TguEtnlFn24rdoHu025fVmrynwWzZGnb1QM11mPqk4CPMeMC4GuvBF
3mNwOjYY00S4x3RpjR5ACk44X1PrRzo9kd2d8UuPYNokIrhSyFUnzUj3T/U6f6Ud
VWEAS8QqdKStXyMnfGidkaF/07PqdNxLYwgcOgVd4b1ln646z0+f6IhoqVNMJI3NuX
ftycLIJHKLFS29P8JIM6uUp10gAIMIt2MIABUIMCKIUPTSTzZKNd0oiQJInPsF3JhsMkjn
gSD0ZTGcgjILhL9X/EOkkcvHXMwdmteY+]jfmNXsvUex4AneP4I2Qo7FiEFHYS+NO
00VyigOu83P5WoGgqP+UVbgdPMS61kNTavq0l+xoZupgtUERMZWONtGs+dzxBlpy
jFPP5xP9PGCcOkJ6Vvh8DDW8hqWE28hDPNnfO9Nz1YT2G80kQOm6hbfzGVgig7awWwwhP
OWKAXmLPrG8kKBKzL94kqEUMP/VOT721ASLv6gs1pHIic7h7/vAgqNyBVmZFCR1uh
C/KyDASVZoUovc3phQUOA9+5tptQ4rrPVtBIvqovyIqpu04ny/GLOQ/QEIim+XSA
YVRd+owkDCE/Vz78bt+0oNbHjdEJDVNSe5yjykCiw99pB1xTr1Rgs3hMzU+LCjHYE
yZUGd7ufdF/EK270fIJWNJEOMQ21uNcIqTEEeDEUGPIKOL1fSV6GIKk8tGXx1HjhoSEQO
0GybZPh2W+Tm8xVv0G/VRihnUxHgJop9naLiE6RAx7Gaqi3hzX2PR/eMOHJ/ctpIh
3sxUpQWpQTPmMXTGTjtguuJiRNWAMFOVHHX5XUNr JAehpW/5b1rDEwiisB3LjKEQN
8zmTOIWJILCURAQT4dXT1z/IDFjNXRWv3T6cdLbntfTCgeb2CCXYM/BE4F7ZrKnhX
ERVLUEUHASNFQhdCt95vtGKAODACLrCyB7wt4Q40Mq/2/R+MFFOJKYOT7phsNJC5
RT2X+041jr2FiCnF34I5cmfkX1TuzcUCclCImzKMwXbaTT1SBoo9vEUedA2+sBUO
/hMdr70zJmyleZyi0j7V5cwutEjsSxUHBCXYBRRm1gZuD2/6uNF5SeMwqIB1W6epu
fOCK1fHS1ij3NzdLaCeKnWMMgzJTfqq/TeMVrsgl755bfj7XrP170r/Fb171I0//sP



TttmgPr6kGSTfWk6RXWulwVpTIr fYKLmCUuKfNIte®@PASyYwwSNZ2wfHm3ahnfPzvT
SUU4s6FYWCL/GXrBrjyJ4rseMZ4w4uhFhX0d5+HefFM3IR0X9JteuO+FGSHN18ut
85HOS1iEP3Zp0Gvmsge6tDtbUHO/VtVS3rxadPPLQCFIM6EY/7Qg71zH7wDPc5Ra+S
fHpw+vGoqRAS+ffYSn3zjjnlIrqZzKZUOHhD17hUbgYcnX8KtpCqTkcDDIeGzYrf
nFaie4ASWfljorx8DgwWnz3SzwCp5yxkPWC8bn3kmf5F/ywWP2Ioau6aNAYXI2HOG/
05zz1A4V3NzPdvmGxgclqlJAEU3k+DXnVx9JIXncAVn/QEfaXhcOnsPV4JwpOKJI8t
rI3AbNhuYQ2wGgPiphnrrA2wW9duU3hZONmc7cSNoegFb3Fqd+917t9hcGBgq2AJkxW
FeKuj8XvMhcLS8sWx481Hp73ZNrSKGPD1NBQC96iUjLnWI6ZfWUJIiEr THWnRgfa/
4+AhmYuPO@ibIddFCKkfHI7pliN1VUwW5Gktb+86S10QSqNcuIdNPa43VCvgGCFcwoF
NuPHFtfkHzv0e+GVORbZr0OogOmByYxVcGVpJFD/mGil5nhSdr1PWOFZ5U0vRW6d99
P53zqoDgzKOACcIs3ykKkVtmwYlcnJtQanH9YE94cOHc4VIBO9KkZK3SCRGW70ZPsp
HeAh+cHQRKcKkLZASb5MMVZAhSp7AI7bimxJIXDLsHWKgUQqY8468ytrzeeKUCAEd/ I
ivpZOmNn6P2jxtk/EBKa/fRyfT/viru8ZWUp50TgGYSrD7MBOW2kWOsQODNjpxON
FkelUOPPVaJ5cEeZugRsg+vDOni2fORBWAEgOCNN2MUN2bI3d7W15SqTYEZADOzZ
/YED5L68ReWwWA0/87jJ01J2ZK0YSSe2Eat JzCA2nwMG528CtBNXpQILZjohg01170
S80ORHRpPRBOVUPNQyXeSsL++1bPfbDe9GgYrExdCDaS1F44PalyID8pchIdQVAt64
ticmexkGwt2s01ihPDfr4FTHOZCS5NYKB+1WOk22WhZ9VroGp8KHhwOQX]jLiOw4QV
QSa8PCulKbOEcx+uesAJjQ==

B.3.20. S/MIME encrypted and signed reply over a complex message,
Injected Headers with hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_minimal
Header Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 9815 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6250 bytes
t (unwraps to)
L—-multipart/mixed 1946 bytes
F—multipart/alternative 1148 bytes
| F—text/plain 393 bytes
| .—text/html 488 bytes
L—image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID:
<smime-enc-signed-complex-injected-minimal-reply@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:15:02 -0500

In-Reply-To:
<smime-enc-signed-complex-injected-minimal@lhp.example>
References:
<smime-enc-signed-complex-injected-minimal@lhp.example>
®50WrBWkPX3UrMiuIttiHkTyJkHOry6gN4/H10VhMPgcspvC2UwggGEAgEAMGWW
VTENMASGA1UEChMESUVURJERMA8BGAL1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFENQ
bXBsZSBMQU1QUyYyBSUOGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEgQEAIOOUNYTOrapnAw86gBmKRZ+M
//uPCpz3/XHY1lyyokmrZ7VGCt8RAG]jsn9V7qQyTiSKboObYqYSTK+Sa5Dm5gg7GK
B0Z4ulUg6da2v6ouy0liWOFWUT/cap/Q5nRXN1cKizfqr542GyCMYXHZVjwY+14V
yTfZoXezLkki6LHB1Zh5]jIw4w0Zn6jAeAlN/geZ+u9ZDWNb1RhFyjSj7298pi+ig
0+E4SmVY3W+yEO1F7t9540VfdglICjN3m1ljbCZ1XqEdSMCSWT108NWRT/HIONH1r6
DPFtHVXbUN2XTXma8Zq3EBS0JE2iPsVH90j/LCTk8RRwcr5xp70eUs+8ms7npTCC
GR4GCSqGSIb3DQEHATAABg1lghkgBZQMEAQIEELhRkgO+gqcMaD7mw8JInmTf2Aghjw
gIY1Z/TmgOUvmhbF2WI1G3DgXoUB8tUJFOhUF6T8]jq9/D008dbAACKAUTUCFYHCS fUEUUQbZw5hLiu9/1VQ3H1AOK+
4ZH11rd6shUbihUktcsN1lnYjNieeSHzoJ1fnTVtjSakVmvgINsSCOv190W5+YZzXF
whYgJ4/QpsbSXB5STxFJ0o0OF/JDKjR78FT1ZDwlpiFUVKWEWAXJITtC3NmqwoNSSkU
sVHk501VRx0adBOy4Kg307XrQShQIgzZocJnL2aYNeiwDlej7NcRaZmB67ibEibZzS
7gWvsb0JyNZeOmG1tT]jlhwl1Z263GeaqIXkmU+odvMIwg/zPIFDXATORwW2B14s3sC
YRs+c8rv2CdgX2sKUfEc0ztT9Z200084GirylS2LxuUsAlctypzNPFdrLGP800xt3
HLZ57Jamzx7I0AZwxqyhleh24jyG1PsAgBPM6a+dK2HsZe2HgqATQHS61gPx3gAK
c4ZacXIfFNNntFRUWVLbSQni8xT6kherHh/x4Jip/bSDWPUANPRXx6QK0OJCKHPjuow



1i1Kveilu4XOHm/G80Nwh+eQVk8RDPNhRBUQE7jLY1hVti/FO0ZPLbyEdk8hIN1sv
FMeKqumCMk4dIr8jP8NeMOhYT20Qbv03aUOw6x1MZgnDxnesvupxgPETYygyNd5+]
XKOUMCRaYmMMU/TqGhkxYTN3LwSLZpeqztzOwxI41l/+fobTOFNBgcAhguLD8+NO83
OykPnfiK8yoRQKLeH4KdFpzSkzmzVdfZHIDJIT/LITXUnEWABjtp30zXx74N6YJ394
vme45v3ulmCJjcSzmQXPtg2Xdkh+xmF62Yb5n4NjuUzZ8ajxQqaYOE8ORN+A7 JATWE
Cc+NSg1nJYdUzZnmnY1JIXHNKI8iAwlLEir5Khi99Tc1dMCOKfoVzvb4drq8CQhE]jPF JEa
VDVrcklkt+mat/BDHSidprTXa4DrTLWUzGZFY]jjI6WISKk2F7Iy8wkOLBd134tkT6
okv503aw8U4e4XHDQ+Xqrx5NxTUV33nTChsLeS+cHYihaScLo4xQXTV8owwWgPBZq
jVAVBKfkgl11DCp4MpTe5nHWKqdXF3eUZYDpOsdPzOMPKHIcjifpxFlthtmkVv/io
L97zVJI1TN65CcHSZ0QHg256U2qvB6nmIhxFP1PhnVg79PEV5G1AdmNVwTXP+0oXkGe
JVvP8I7FNBC4Si711tEyfRupEk4jajuJZTH2KS4UXGnfrHCeeacCGnOnacFVWUXSR
ME4cvwYTI9AObhdNPFN2QnTnazNWBkgXI1/A76x6H3Shzfs/bm5fPOnSyObwFamQ
/te5QwG8W3seg01rKd5y20IPdn8IXG945Kr J9htWRX1XxihI+RRFSAWJIVD5WrsS2j®a49mop
YIQ06GBJ1js076394bD/h9Xm/JIsh08Gnlw+0w3QjINBNCtDZKNXYqbP3+APTWH]jOwky8h0s1hyi6vkbo6HF287EVAi99kIz10ZNWOe4J2EX+a/0uVvVIqI+EI+wAPD1CMy
ERB72QKOPDXqo8kpW7ZG2Y6bQJIXxNncl1HyL2zu5vMcrws8wWj2nRvUEpT72ScKVKgJE
K6hwd4ms6LEtTXg/Eo0qT1HdbUTtvqzLZNp5aMfeh43+j15f6MiapGpwcC7ysoeA
XnkSOw84nauOLsrCgXbmxHVBLPzgKbad5b2Spw68mgXu2n4ehKckkYfKIBhM+M3u
1bQz8Hxpdp6gqz8k01QW5s2ICrSr2Ecs+pf7019WPOKkbMQ/zCtX7u45]jLHW5e0T4
P4Q4QUH5x10wi+3j12dgsd8TkVEO7SsJ/WOSN1vilWInS4bpjnHX1X7Lze5U+sZy
/hwz1lg/AMBmYVFG1vpgDLGU+uK7qQe90dNINqcF6JR8YZvcUc+KQApmX0Jc7eyyg
Mg0liDaFWaOUPNFA8Px4+zW(q6j4ROWDKAAX6WUtMRTQUZADYO1mB/S2A2ASTB1iIR
Z7/6ss/Q8aAq7iF10tWHD6KoupswIuAy6aPdUmSL1cwTiuvOppzazhvO1lRwC2JWN
9hK00+TQe7bZ1SXDiPHEhh6TARhEOChJJIBSSwiA3wkfb5d2y8P1Gd3wWzZby+gySCh
1gz0cu@6tKesa2Bv+/YIK1h6X6FobFQDsBvfpleenUgNgH2SnrREVIGqU+40bZ/K
rvrKuRa0q1zHz1BStwWiVvQvfgjAw8PwvpS6BVL1y1CtVDOU55MiTCadYXAIMHTF8K
FE+Agt8f8JKpVFcu2DvsQ3thU2Y85LFm+SNzEhZ2yaDmVvSUOzpMKDp8/uq/YOH9
O8TLriiMt8eEq08Zr7/02X6fCn31i7r2RtYzZECBikY5LQJ9RINIWRIYYKEWKLDeEK
YfGCqtKWNKVRH9dDOJfFYaok5jnJo5zrtazBipDTiwqg/f5QAVEKapOXR6U/bdV8q
ITyNJVXbXunZA2QHlopJu5PkH3Zf9R4awUpoozPwagjG7t30d1+p7j1wdn30DTzD
5jAkWoeEw80AuU4sjp7tCY80h4qcGgB6pdhdMOxbSqiuQ8DpM/frLnCn9AXgavnlf
7QSEZtelgEWoguQO@ZhMHeFLf41D/CcjUQ6ZiNYTLMFjVgU50KLrxC6YYADKEt84z
X1vniPeEO9HXD4AEKC4SZvOTd2pWLGVriWTXZQxZA66rbMVopPdbLh7R6S8DZNe j
FsULTZmS4X7y4hfT9kGOdaRgboLpS1PtniXSshrRBxd5qSRtic/3z0/7BVk1+tn3
1Q05dbcLpCwBlkugz/gawwa7saPJcy3H8DKKsguEetNDevwejSEazPt3drw8aYnk
2eVKnpGmAOL4MjajHxea63UPKhASmzEJGaqMvk6ZjTpkHMVpVSOEhCcDIBgGEMMTSsm
6MNXBW+uXwWtilLi/ZaCRAyneogN1nhsPp/I1iQ5iz6VHQe08EwWZe40YoMThfWSec33
my2r8kJ6FAYNMQsi4RbDf25edV0zZCwiAUOk4VgHWThZKqbQ5PMgx6NpCgOEMS57
5U1fXhdFXvhiC1f7YrPtaaDspWrD3RNYhmS6EUZ+rh2y70U0Qrqt4TLowAeiODDm
7r0ib2e6B+0EzeUsQuc4j40K51VUNOSHMROQVE/Vbd29nz6j1gw6I1TwOkC1l/Uuq
MOCywwguyPoThftSFUaTGKAjhnYhuLEOXIO@iSNfIbcceLuSARpcwUZuGd82Rwf23
17UvrNguK7U2HrHvMJ9ODbV1ELQIEJBEPkdIBbaejKLXLSVrwSskjZzis9fnXcqSy7
kAC8NnfTreaBVk5RaH28P4gRFEAROKY9SNKHrHNhi57scrzcToYVgB7pYykcOhgnh
zBdSXXWOTgBvOPUuk30Y+0b+ZSdQ4pEhs10UBAT5V7XKy+SvphZ5CT/LkcIvuwvku
1RwgE1MFpAg+4BDqCAW41sGea5RPALHIwiEKkDU1a217gMeOVFCN3Q034+/yYoTti
W59mBgVUABV2rbmL4+8KUAXBVpX5XME9SEHOwW7 j0aCIX589K+gn++ealPZrbuaQC
aS1UCTbV3t1Jt8SNYVm3pzqs34GSKEz54cWAIVIKGOdPLiza5hc++HnDOpBbkOss
FudertJzRwxsdIY6NkV+T3PKinYVOUhWaE9ATXVH1+U6YOWV8TD5ZZmY6gYNGXAY
+elu881wblovSNVfkka9rcVvDOzyXaWVZ6bXNxzJiT/ctcUdsVdiCYWY67RiwCjRv
Q4GE6JpIdviPsr+3wWpVvV1ggXDHUfhBdaRk6BgaYjEHJIJPwLC6Xcpp6tn6JUtajKBEV
kw+ry74RXmOiPY4zzN1uo8jRdhMcRo3QM43B2nyl1UZrAOgvts7jFzdbgCQSIjdxC
PMZgLRrzoJtOrfBEtrT+Gc1ZvoOXU/FWtdLguk8FeAiNQKHES0D56t43Vu337y03C
C6XXtOPMXb4Nov4nM4MBzYr1TOtk0JqjB+egAnskd4cNK5IJGaJWZLAOKKEFPPDH
wMr/DFN7Sk0@11KYocrDTNI/5SZ0vGzdW+TK3NwwnNETfUuDKKv1IGoM5aDZmCOwUpJ
INIVDIIWT/jtvimk6uHShOuoM8JFGRcTABWXmXmMEzGiBPKkucBE37RLXjUSEGtZ1P
OLwjYFevCtiWl+NhfzZAUxnf4Haowxao21hXZiwZ5Lj4N9VFiWwaM6aw2SXhYOmUF
T95mjF388hS5yMwC2Vd91uN39BN527R3VUKT/ fKQOgOHWFERMTdGPsmOcvPfFh5J
A2KK3zhIANF/hQh8LbIQesy3gCe2RYLWQYuouTOgh9sTx4Pn2LGxuSd06Pm+Iuh3
Ve9/t0OxXFOCANPrMpS8W2cTMTCi2MXN2MpAu®ITu5VeUPkaptdHBINM8YewRGHJB
tuzGCcPIKUPRDFtPU7vHTPJIXZvpbH+MyvCyGKotSI31b0Bo7PXgMMfS2mROsNn1vb3
gKPr2p8zMy5YcX6TF9zecEr1GVNCOWXGzOrGzON9jQbDZKbXVyI1sZh+Aj Iw+6X2
ztqEbXNPb2uP/RSCqciSljodg+p+P/EAQAeT6C/ASNOSSKFtm5P+4//QQId+MdI4
MufzV1VbtHwJOT+aNXwYKa/ahFwZeae2KXgSELroRoaoe/qoiOR+apq6uLG8FkM1



0tA27JRz+S21eXCeX23BrKXYmi96dN/E7Gd+qUSDa80GDNq7+Dg+SLKy2Wwt TKLT
0sSBPgZCoatFx2k4F8FnBr/USXQJJ+97iAW]jqTVgbas/YvzdQKey4N/ZMrMg30Ay
g3Ei5pE03Z54zQ0qGeNYH160W68qU3TTITP1qUOWRr JoalwxeLRRQijHa®IXwInj
kwKKht5zbcACm4EXqUYKbsQzZBBp2HzIXiWYBRNWUFZtho8KME4rjkv2useTcTIb
dLwr1gJjofhB5vBSe3Zxc6ct70I//S1UKC1B2650+0chQCYyiLNLWMyLpfIkPPGUO
RO6FWOgNEelvEUPWI12InP4sRTUOP/bH/MJFSDOE/hCQNp7RPtQ5Goa4kVAQvb9h
ewEuo7Ky3k+LsSTjNWynhV1wIM2vC49kVqE1D4sFZrCzjovliufxhv0jlYwpL7P1Gw
SZ4a4GGDiJr9weHvOD8Jgr98Ulr3UDPXF900UCVIr2289xC5Y0aqOvkAsOHOAuUSA9
5Jws02rmlaE/xJgMoxDyWphpHVLXQMGVRAEdpwHDN6LgdXYUF8dMFOXFXRs JWRmMR
IhtwW5b/GPamGHJIrE/29670wBanuM/jzVveDddDaUlNj+sada7SuzZDQqs+n1XWjxH/
NBPab+4Wrlr3eJJTNxHkg+p92zJVXQqpHkZ45Zry4k3mRByws8u9NWQOY+30QyKS
cDYd8gDc5yv4DHZXcVoqHrpPSdcl1gtTDq8fdByeeM6B9Q1aUF7Pn3XeVIfNKApB6
6fgbecdqyzoFyD5+zjbD64+X0gsXDRGOOGPANj9cAsXVoD1sG/iu9yywWcRdIgfL2
2U58BewyeOwnwdedNn/NiChYwJZpbL2G1ly6IfZHr jXfbRSMNPUPi5ETWNZzixs4TP
jCiZ4Mcs6Hg8mTLcwMs30teCY7bJuy6g4AXSRWDgOhS3VSOUKJIDXtKkYYIsxor8/7
047xu+jpQaqXzpCjPs3NPKQCXhHCEQLgTKQ1XQ4iTZDDisBoOvht/5MON09ZqrGA
x068PKdPRefVDHKGOTDDTYMJZzDi0ZsSZk5fCgXf6IurwWewWVpB5Y3cMf+hIwmInMZ
Hb5knGH1z5BRYXLFBvJTf5kGDxKa+najroZrJDOCexsFWKVol1NhfHOOH6ba7srmw

B.3.21. S/MIME encrypted and signed reply over a complex message,
Injected Headers with hcp_minimal (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_minimal
Header Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 10445 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6720 bytes
t (unwraps to)
L—-multipart/mixed 2283 bytes
F—multipart/alternative 1455 bytes
| F—text/plain 497 bytes
| .—text/html 649 bytes
L—image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <smime-enc-signed-complex-injected-minimal-legacy-reply@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:16:02 -0500

In-Reply-To:
<smime-enc-signed-complex-injected-minimal-legacy@lhp.example>

References:
<smime-enc-signed-complex-injected-minimal-legacy@lhp.example>
 TNVWEXYIOWgRX6C/TSUup3ETM/DE6BpdKTMOVVZV3rNAkvIVzBocTYNULSpM8L
be074Vkw10JQzvVJI1U3kDAOa9s7R999SnTYWO1IMppzK7fjnKswLkaw7SpkfbR/4t
90gphGdg+GgskkFarJF3tJtXRik6M6HZGvvVsognVKJICAVF1EgLDsyerBreéwhvJk9
oHoXkwb80XkJ/UNqq9Xu2Ymg3G2cL4bvgHqLOXTTtgOM4uYFrgkren7v@7yzPTCC
Gu4GCSqGSIb3DQEHATAIBglghkgBZQMEAQIEEJIN4/uWhaPtLhndZalT20q2AghrA
DzzcVJ/3c+0CpoBDEH/meyCF1mPrf3+qcrvGwbBABALlrKY6u/r2YSJskaJa+GEIV
KMO+ImIqUfW1JtOHST5XCOyU26TOkyFayWIPSdoewTsmUzbtv9jovXsuBAApDy9S
jijKhe4z+A9mJoWZj4vcOKma8qvwWyY7gwWJoKvi/62hiycut12ppRGDpucRgTpSM4S]
Nn7GV1A1gS090d9GxQ21bLYRx1m7GQ7ChVQPEYOLOENESrlel4Hq8+0sCcNw6CcP2]
6wib1tODfMkIHHa+ZJImKJJ+JeNmC+p4saEHIqsPm6QVQEUhpy7T5TEW+dBrm4io6
PrsB3j06ZoTBzih@YOUBccnul26IMom7QCmo4voFnhu®@ZThOJ9E4H7KT/g60e0HOXG1IH9iGCBmMfql1JPYKOXAL20VYy5Byz/xudIHqSqekP3+2611MZ7kQ+3swrKXhx4+
MVBvg5NULKbCBCmIp+fGvOFDiTo/ytc3kQIFOOQQQ+Zizh85Us/JzHW5] fwhIkYz
D/RKHPdhvbTzMX7+Ta+KthM2WbZhS953R7hWbhTBLO1KJIY1eS6KPjnv1cGSouFAd8
WP1WowObD4agmewEOAGJIrXn99ZpzQaGyQnTBao78IkBrdgkMc//Q6SLGPbVRTWIm
5PyzONEN8SKXN4xTOmMbHM5rphnHUz8CcfQtGG2YfilogBWrG80xYOWDKeXoU8Lp8
nvbJL+1tLc3UdpqTuQPHITtUTIHFP0oiXD5ka4dGu9ciFv94h1UMGuqD3gueaHGL j jObMA
JJ4sYXx+U4gRIYOlopad4uQTpLgbjdoxgwWSR3eQvqll5cpL6rH4pHYHHihoYmcy5b3
vO6Psq/uwW4juVos5keQ+R11yii/TMITHKANZZvXxfaA6CMClaPZxS8dkhgWIf+0fV7
VKX93zUvWUWOGNNir/JDPNqTtud4KqCve/pMM2WyATwVEWMwWQnNwfNOV2tgHTKGRV7
CKMmteCyu0OsalLOyj2H1IZhFg519573eMXQpAjJAVFI6NCcCcS]jJoUSCeP74EL885m8(qQe8cGCAIQ8HcwhG9/xcc5LL/yuZnwWbhZaJelNKEhPOjaRsxxXaT1pIU046B
L3LrvCuqfRVWk1lke31XzmkaR8 JINOQyDGLRWDYTtap786x+XefWKoejbzCFfSpnwy
0cqGvinfuf7BSE95cghql1NS4be7EapwSe094iusmLrNSINSCDirmBmDc3yt9HwiL
NdJ11Pwuubxgn7wvey4jhw+gcfO+jnkkPnlaf1Dw+EZjORO0028dbItWmdsMSOLT
1vl/1hox6f01ivULgwbD4UHawJIpSZY1wg29BhO+EyPUCGUZYCBGATHANY12j9Wk?2
B/gZ6d5HGEOXWGTsguOnNnFP6xyJq/kRonyBfvukTOAQ6dCTquBnNCwLFMFobN3mZ
pwnibmCm1z9XfZ3PQy7nHpOMVQhFEePu+0r/SY3Ps00ZaMsBgVt3tMurznmYRXx4
SjreyzQ7k8TAKhN7a2QmI66++0Fp3HKIKOWWAAIQE3zer/cJZEU25Gs0ES1fZzE6
9BYcQkelF8GGFjgLODOU3B+ZNSEDES+Arjjvy7joocRiaN75yFVwFzPWCIEHTzMs
tsO0IrmyOnhznA2bMt11R4cjJIZdfWQ3XTWF9/6+4ktElerstISjvMBaCJdIrDTIC
rgNOXHmMLp3j9D/EqNgtQHASneFwIigq90xRAI+vDUSkkFOOtG8PVT1DACVXWPEMCtk
PP2SrEStVocHcrh9joSrvo/UcIYQMrESDFILKAS1fuTIG5F8KWEKWIX9++m//rix
5t18KTDQMLrM2VzSvyrjhugRNAR7K] jPZjyFUMA6s9GM]3WR/HXKGgQ/R2+0oyh91l
9Gykf70CZJIbVdob7amMwUNahOTKsOUFAMdbeb@6DWXIg29P5LM65I0Ss75xRQDgz
Yx5wgXrxLJeZmYsHZSzfFribNzZ1IiKGWiY3qjPy+hHbRVS6yeRvMj30HS09p9feN
rjFfR1K5iczf18Cyob414ampJqisPWpy8hy7muaSzNnFnIJ1MSpqwsLpGBahia8A
5pwKqysj9Fh2PB1gS0uoqx40b+1eDpOZpHUChbkWdXT7S8SX2991ipeoOetAdSyoNTf
UIbf8dKF+kUHVzK]jPx2whDjfgCxRgn3wm57m3ytJIEWININRz4SOfnyBi+PJISHCF
ZgLirMJ1LiXoXhps9XeuKyxW7uBGiGqWbpDmC1k3R7aEN7es3mxJ86ZBs73y1DMB
RVp46cOABaXYrMFCLKZ1y9Cy4Y51j6c6H3C1laCOyp9OUERHUTrvOObHSMWNDG+Yd



S5UZXZPvj7/Gq2nStN32/1b0GZKXxMILOp/7pidZDDwALawHsasewceEDS3mNccVG
DXxBBcTw2t1zLNkGXKYdnPryyeBi7IvtRy0®GbNGzaRmrDIP4wcwHUtGBS2VZVp70X
WA1j44z1G8/tFCJI6FIYppKAWKS6Sa0LmkpAyXzZEa48CQ8VbgFWbh5fuRw+mR3dVP
GtJILTrTtgXe3SqD819fwaf98gWT6iNw5mQYVHWHKMEjO/39DVwqJsuylK6FKI8CE
WHZaOmFrn+8tekEdwBVSBFFc8dYrNSSYSSAKR6Pt5w6yYqlmj4qcUy7mwlhGCVKU
/MBZUtSxmt5xbMBOFhD5a0VvFAr4dGUNE/vixJOb8dJ909GGXCg7NQUMZhswH/CKI
3XzxOM6LudHZSYPwmAeYVVMLOUd4v2ZzUMRaJQwOmMXxQdCIeae+DcDr7z0hstApqFz
w3gkrgcOrdiC/yCktzD3NtHXTEMEdsSNOXKOTCFoyW24BiT2QvIZL7XK2K04tQmPg
KR4YgOCK26K06w3xs2b01qHJv1jZ0251w+04Dt JCFktBhwiUnB/BjcwrgDOwpgeM
fUejPndVXg/SzM5XSAX00kFZa5/UtR6gGHSJ4KYUA/LL+82pglGygefxL70GATyl
VZz0OHjORPM0ozUkkMOS8GKGKVNOPAMOt rd6MNU+2NryVpcu5mQ9ZCcIqtruhgS8NS
QOfP8mMy2x93TF/10X1N6S65sHpjFTVDh6h4W+q21f7R6R1+MOqiuxKMUrLx1lrbY+
A7VsQX10bgeS4uwtOWR1EZXFO6IAKYFUPMDQT5X0kX4h29G2+QBvd2tx0IcGUIb6
kez4PeulMkX/6fBReyso+PPmc2rcQQyKByDZskE71YNGglcPulIag3oX2tVmVtB5
kHjuLuFq4tw3UB7eY02G0JInibQAC73+tKME+UA5+pyLi@7C3RFVY+T5XIR+EQLLY
BNS20NX1iU79YOF6NF/uL5pbtqTJQEItvXxQo1ljSwKtvDBwWLE/2uWfs2L2PPglKkC4
Wi3myKYZR87j4U437sMF7XP7FyD475AYUU7xn6UpjuBXu2gT18PRYHOMUmaE1pL25
MC1fUoiVyW]jRZ1Ia35Es1iR6GOrDhgt50r1Cy5pQulrzGOe5]jj2sKkSkg33LQCKC
rzm/YhJdnnGHarmPuR73Kj3YgDhvzOhGEUmeTFeqo/URf01kKhcI8aajfLsHrbva
yLduultV4Rz80ny9QUHREANK jV6kGeMDCqGObOYKQmMZ2U71yo6qegNXT1vpURnnzq
nbaVtyQqJugGvZA/91bAxEka+xWLX2VeC9RVa/RaTuluRS4TRfF2EzPfz3s46u0r
7cimazZ70ITiv5SygK2K40M2a40PCOMNKOGQO7SUAVMMt SpZXxZW4zELOMP+xJnWgB]jZW5bcM29y9tR5sMr J5pXDOHp3pLZQYeDbVWo
UzRWKRVZ+03rraTNc4BVUZ1rGwfshI4AG8AesgiVgc9z03XVKJNTLYOWZ0q/wC9p
enRMyKfTRteRx99FzrqV1yrkiYZ4016DT1QorbUUzHArZG7mwedLIs4YyXaJTywD
QoOfjyfEKhnm5TVUX+K5FMJjzG1LS9NO1sXDX5dkzBm8Gd/EOMSZ6WZ4Ccp8KvVmMN
XXgJdyZQjhr5fuEahuLzfumxjrYS4yBenrmfsMTLXFRA9CI29YntG+dyOrR8mlAu6
QTgvfizZz4m4BZuznWoAvRPCmBYf0aoqOrz0OweVpOYPPFs4wDnuMXGqGtf1ZWEKIdJ
HmJawnx5hzcRemznAAXQS5NTUOKUTXFxx74ar7bfPFm8CdAnAfzEEVE]jdfbJHMOUV9O
sTV7YQq1EB5thCy21jjZ/3d6rkUp/oFVLELOXRBAPGAVFVQY j1M5XgsSMRLZDz2VDy
UyBUn2avhiAxcFEiuhrhrZ0OEWysP9VB6b890BeNuC001yKB6YqcDail RIyKdTfAu
87jH2479gx/yX40/35ePBaSPjpSSdWOHB30cgFNTfJguDcAAq2aPL8BNXCtQv+X6cd
pKrFSXu+a6IJc+77rTCEJXCU7KANQQiRJIZDjEzVsIt58K3jiYXXx5bGSEQwW4BTI3p
7BwaeUn84WxI60Lnc4ggWQ6UEdOWgsn7GOISVKkVIFYLOy8floa8yucVPSyYn9Cz
p5CtmpbMeY+fJ9+g3f2szBylmLy3whwC+Ac64U7P0oQdIXxT1J2cRUefFLdwSmrdgH
MU6KSA31FhANME106pnQ9A8/mRwVBEU8k3eg+UNZv+19JRa0ib3uPzgz+BelLP5nb
wKg1054ROkLFafvTooXvXI2HWGZe8Qlw+gJtg4U+hAspgubGYCqQAcuhltaS2yC6
7v+uhGluXu7z6CqjWSsSRTyt jLXngXQCvoJIDxv4LX6Z44e+mw+S7BSi7Lr+eBxVYw
5Dz1JUokGejW1F5qNT/15dfB6NDZoYXYYG/GUS5wW7siTu8+CPpC5cifiIfq2ttGH7
S8NRZQZEOBKr77EhFCOUrQQCkYtiiGBldczWf80elE75LpbXNXTWXSxH/Fs8gJPW



17xridMMCR/wVvMQX1SLtXwAPOBnkbtGLGDUZZzH5CAV2+5PG7vbj7kWyNPnXWobps
jZEd957txPQ+hHY/e7 jwW5IpQBrwEPMaC8pZ+INDIMMZFnCWyv/1YL4D1piMMuDmn
r/bc6SdFGe@iwIu5/FQlRzc45abUlpwl0ctnxGt39YmIhxc4PexJ661mY++9ZF55
8mr1f2yBO0+0+RmSOHL/J9drHfowJak+pveva+wQpy6bwLGawzZlByZoVwt7fod9Vu
Moq5/9gBGk7smRGOa0uV55I1YEMXSJNQCYMTQsI37TVIGHSCmdQfULKk+J5IdTc8Bm
MCSk5t03BR40FA1r40mQQvRvw7ed/TD7Xk6tjttIw+hrBzzy98F80J6sQWlaa0zx
D+sOnqg+e+JIMzb3pGh+FqVaiDGOOEP5zgcY9SU7cNAX78VUtEZdqgxisPW88SknL8
CcyMPgmXrjlxd4XY41lwVh57RP2xiI8TU4bJj5LBRI1IUXh3R50HiFFSXXVHhVKQEUS
vV91GIqkneNiB+xY9U3Yd4pGt/VShSVH6r j+s912uKLx82mexYo/Vho0ongKVwIo/]jThdmK2V4nVuu@vulEGBij0/xq
u0ZzZwWD771iJ5EBZbjBowi8cq/HMGRVWMMA1BYmTfUpdXj48wWcQ8Ivlba80osOHhRBKG
01ZI1izxkzVZXFfGSBFQB5SRWXOMXXN0obwn1lQVYTxVtISxekyB0idef823n0On+Tpp
H+Cd7IXiAvdttcUBto9zAOILgt6VPIi+mXemGRsyUk1MpU9VNX6OUFS9KeJ2bPXA
+/0kxdJfwCVc0i85JvCfVHVdeYTRgou5A5eTffCqau7YwRYPKi/56AUSB3hUfMjr
ka2lxki6bwcrP/Vn3FEEN3g22U77+RcPe3wm4NKSSXrpaAOPZqIvKfgeTxn5MNI6
5YT118+hLJvabdc/Yiss/fMRAPfd741cjkdOVcb6ezy9LYI1ljhenC8ut30JiBvgcC
7rm/ncD7akKXHMm1048qTwusOujNw8rHVDOMtGtXsRU/AoKGe+mv/XKV/0owN8+sK7
9IYXne5CD/jMn04I2sWzEyP3kP4mZnNcpQFOMOVIZNS=

B.3.22. S/MIME encrypted and signed reply over a complex message,
Wrapped Message with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Wrapped Message header protection scheme with the hcp_strong Header
Confidentiality Policy.

It has the following structure:



L—application/pkcs7-mime [smime.p7m] 9750 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6210 bytes
1 (unwraps to)
L-message/rfc822 1970 bytes
L-multipart/mixed 1906 bytes
F—multipart/alternative 1140 bytes
| — text/plain 379 bytes
| .—text/html 477 bytes
L—image/png inline 232 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <38a0b7ba-76e0-5351-93e9-144877e20e6e@1lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:17:02 -0500

MIIcHAYJKoZIhvcNAQcDOIIcDTCCHAKCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOQOMAGGCS(qGSIb3DQEBAQUABIIBABoiuTpkWhhfblL1RCZbuwLzmGm3woXYOfj+
SDxw4qBddauIERLO6YUM7k29I1GZz05RQXEr/+QU80QXKUEpP2viNSNnGaGpLAjOVEYS8
TI52mFbeqCPJ5LXD7SWOgmI3idtuUWcwhlIkw]j73sYwqd5p0141etK8yVIBDgNL1Dén24mNEuQqLcppYhcGWKEPAF71Ksqspk4RUgtmK8GygX2gM+qglqy
dk1wTPrw84ZEi5ERcZI3mn+8gG3C7fUqvWYeikNuQjHRgmM4cK3A4TQbWmBGUNDCC
G04GCSqGSIb3DQEHATAdBglghkgBZQMEAQIEECWAFD4S4DgPDZVZGaR10uKAghjA
38c9JsS+smudhk21gcqxGWggxm6ZgqJ6N5egOEVWS1LtBo01BOZc74XnKfB+zTMfS
RQy/bOQNtFIWO5pYEjcT8606A00DUANATIMROBLKCKYXvwXxyQhACje0+DejbItz5
LajOabNLDFgyrXR1glwXaTUFM+r7sBYqQ9RDM65/kjFvvOdcKI1QHVCSGGOKEXZWT
1z18D5m43m5v52IQSMITB1GQMhFUI45+KTJ+U1E9ZS8EPHSVLNXOVTS3QaWsF3/8
AWN7TxhH/zu9QueDykHKkGOFNjRGW] 7ufjCOROQbjIaVIoUKvSKcM1DkPbQ7tNfo9
T52RNWUJbEXEwhwLXjoGjr5zwzMNWKIKYbGunR1PDrgq2fsd2ewlJu70UR1iKEQ2
wS7BzRjb3JYnWCy830jRuVGpvLz0o2WpQygwxhSYzxuAl20seGqfZ44P0eZy8YX7+
09n0oeKem2F2+XFLDrV3mL30SEGEY(qiTg2aalRXFATIUuPz2IM158Exm3xV87F30GrV
/NsV2g1f8sjkwdQ4k2K6IC7Rp1k5jUBixRGC1FSFoXKWofoL9/r1RIS7fvKpwWUBh
SdQQ6Vkx0TeBdXG80oPm+KZ24XnEPNn1J1AduGFU5EPF017MCGCPG41SJtwZM9Ovx1b
V3HV4zNDZAbUVST2YCDSgZSSH7hgt8rOMzuB72PUiCBrHXA35nURACWKG7W+Hbnp
7Dvw72vbdP4WJ9BPUYCENzZmMVLP/41e07FI1L1x90ieh+/abBC1FKsNnITC2mo80Zs
j7uYnZOKpJLYHPUATsyzZ6qgh/Fd1E1hiYJxmsROVUV7zuQDdXbcP7gmDNvifNwaIB
AA88/wC58QAWLIVrQeOesAOqowWa6XA2FevLKkob4zcKBUv7zLEgQHEEKMebX7T+EM
13MeN6NmObit7+eZN+zZ9MuiuUM8qlqbFj7dEMANMMY9rbaH2d2AmXHhxVm74al jE
eX7vcYPsyFxTRheds9jpeYalct58voUB2Db5f439Gx2jm6+hWINEAUBhAl1zdHJI/I
yHzgGTwkaY5mu+1e®07CNTgVesOhCmNgyekYxAkpJIDzviwalJSi6pqfNHGki118q4Dg
gr2jQqGWMzgQX0OHBkDPioF6AK71GIa0i+ME2/8%x2/wWFF9inlh+cKkayzl1RTubYh+
9ulTM1IECKCCAgO7MQSMqCcOXBlYruUu0SZBOcu978xXqc4JInS3LVmNrvhedhekr9H+
X0a06tIUOpR75d4hwCVUYy1ULEPXekxAjG5GpOeY/rA0h2JUMd23ScmSOIbsVNQg8a
8BKB35v2mGy0BnQ50JNM/4KTOBSEMIWALOS36jpneZksgw/Xxi6rQC8wg3eFgBXw
WFrNgqzG/4HoILHbg4cbQzqymebjygCN9GCjmgKGPBbDX0iNOpGQKTCM2cyCm7eWy


]j9BE
ZSD10Clink+tdz5qlzRopwWkDdjNzyVsLbVuo9jkjHcGzX5LpLCgkFUzcaMR7mCpU
Qg7AW1qF27B7HVUoCTy9U2/9+XrD1USS+qWG60ic1+FSXFD9bEY67VhN3205twID
Xc/DtDORP9JIrNRqQVHH13Ciy7t6HIDUkaMW2xYS1rVTT+gZXUgh9y1WHWDUTw1Sch
/K5Des8IvZnWIMseAjTSEeygp/ESLOC7yWKUNOZXu9pxZE6dDITLVGuUjDLCxax1l/
dsbzXrtUjXffnizgkPAFnkWA1651igKu26yM5thczRFgQbH5vofHM730T5JKzGNk
j198qgHRXxkJiFy4S28Y5u7TJEAXwgeKN1/IPkU2iXuroKCgMWHINUVCMYnRzYjkvl
GVNNyuTYdu®2aeKTe4Jv07cCOuC+PkD1nbB9el2t5Qull1It6wF85A5/jMPzPomuU2 f2sSGWpT1YX5GAtiMVees5k4z1Ya2kNDEwxbwWkC11ymVjr7
X4ktxrq+aUSFb51w6NR4Y6H0z/NnR8CLVoes5/Q+c0eSd9atBNWXiyBcBj1CtIpTW
ANQrde9jLObz1zrJIpz06poVw7SrcuquUUlGWPkScjaewysY3811p39GqrnwWfuofI4
y+BXxKikdQuanQOrxGE/P3Q3hM1pIc71LPWMw4kWeIYY042zgUqY6y28QhzDaiKe
r7F6TilL/30r6LYH3TsT7WOmM8P/9pab/0dpm9/Hj5GD/vQTSrcEdwOrMTThjowls
X5X2hKactPQYqQLM2pJfQDVLBjnp7SHrM3Pb3PXxQnxS3MdtYBOP1LaiXmlgNx+IY
1gQPeBKkzGpV3itLdGCSgqxEI33Tz3EF9sYdLhKY17gHUXbbRMg2wir5DRbzD1i0B
sSQp96CWHxqgizf4bmpxjvM7JI8BU8BvVsWt6PUdNYwWAXsYoizvocscFvOsc+rwj6nNJY



Himws1CETDrOHVkXQymqo+sNVGLkQh+Lp8tEIqKc4qZFeVtw/2YQec7tFZLp9KcJ
3yDy/g9wDJ+54ezBz/s7kX14BwXynjylX6oBa7GKHMEcIThwJykVtym2iduR2yBYN
ifpOBdHMjBwvxNei6+tpZJ8wvUJIyrV+xCzyZpNHTfztuPbNDU+XHOSKXpk9ltmyed
BOe2WI1l/+GtBOMubq/TEHNCEVMTwScaHidJ1bc8wkxp0dVoh6R1QGgD9KQ3VWecO
IkNaiMCdUiCbRYtGj/u7ZDfF9GM2w6eJotswrRAcGqlgHFor JX07MkTrECMOKL+C
3t+YfiTEBOaud+vGoDkvnOU1lyNL4p1YKASQIJaudffOoY9u9a3zRUXotvnZPa341R
3nMPdZBO3w0OGY2aZ8DWr JZhUG5E+PqNe0V8yft21UTHXQxXyOuNbp4Z/LaVIRE]jz jXvMOppRSMyKFHELiIGMhpOO8xRku9m3s+F7L+D5mU4cR7fVvA/qQy8/WEBOGYW
HVD6fVvXNEZ3GJhZ0cYbk8G4eW7V6//XrEND5YyoEG2mHqc3atZQEUCEPdEtdZeuk5
HWYKqwZ9B/b8r2LLXEBNZPrbH6047PQrz19A0Gr8F5W5act®DB35D7vSRHk16aJn
OTDkat3EW881tFSRj3rjpmféUah+igycI7CalD+25BfbX5mSwxmskDTXAHIi0VHA
MWmMQEY2G/50EsWGIa/450BhZxfuBnyAXD2zRrNwNOQvwLdHZbCOfBSVQVPLttq4D
tOp6q/mCY45IZUKF7YWOIKKIMVUJYFWKDCXYFCTktrZruKFs8BS1ZNKWFg+itIha
OCtiEKHXWL7HFLJI2QVF1FJ6Jrv92w9jguXy4tVAZKkShOQMtTamliTj4XkgoSMYc6T
KjBr3gQj2z9nIeehx1sQNNuw2fECAA3DZD5W1UacVUs9AJje+5tkko22HHg8T090
4rWFdKZR/LU/6Hkkialkxm1XI5dgWeGIOZFx1uG3pgDmRODK6EYzw01z2/3XcJ1dt
CmMckfCkQFKICMMg+0OR13F56NaKjVSeGbOmP3eH70kL4v13fKyeWxHL+0PRnz8nQ
CQud6Bb0JZztTPHARTK/jT6W8F2R2/04/qB50Df j+wlrzkSvcAKUPSNbOpTWzFhGa]C
AaoPlnoyP/sTcXCEJLGw]jru8nDTM1n3HWHVL1e//yyFzSV6eeIaTDZhAdMFNA5Is
gokg8DCkveJdwsB1ZZgWG11uuSKnzbwxGPOYzsPUrVTEeJaa7X7fTGNQhVONHNhTR
SWKzni®hohpk1lTtPSW1MXybyFjCjKk6ZZou34GE+0419jfcYYRMisU3+pgmOVIhy
SAQV05/VdAswT6rgjS05Gq5ipj4+binjkY7qpT+yPRkfqCvbPUNnqg+jJ8UC099fye
cfN8JK7z1qj/hF9IkeNwGZgSr60FmMDj9OyorE+j11s0siwKbrfPdVrE5GZ7391G0O
efVYKQl4IKBIStXUHIRjWe2MTn1FpIhFPibST1mKPJH2purDDIesB68P4rcvn21t
SesHG15q18PECPIB3AaVJEA4dat89Rt1PH8MO8WL jWgDZ6TOESK5CjK+EYKL7YjX
JJO7u5QWY820Fy40fWsSWTqLdB7MO9VPVjM6aeNm2noStTyf80rikW/KZpvj7UbSO
tkmVOzccSLVG49PXt5TkJ4cv/moxzgqTUtBUzHZETf rQTMF3cMrOAKBew7UAQLJ6N
icV4et0sgBNgiXgejfvmkSz+nJihnzaODhno/PeQ+YYUW73jKeu/ItMnr40g9Zw4u
AFRjavvXktsxwy9v+0/wgaIC4dAEghl/i7wQFRiaJkZrYFulr6f9vebJwzudFSOF
OqNN3WIJgsXIXE+skopVmmyuaOaMhy65BtehYJ9qOUcweAfZHI101I6bOmtXbZN1
WmOXu8GIW6hPA16/X9nb1Me13Ii/U0tI9+a5UaIdSiv1T4CiWUMuQvHbkTAgyqG2
wki/+pBwjZ9Rzx5L3jB/gYXx+5kGoTMdkP8ECH33GhdOyDhhIot1fTqSdxFxSemdb



gKgen1/I0vk+0Dj1lyMsVw+/WnvNuYgllBcNpOjWjSES5NOavyrbs/5q+MG/QRFwWZT
B245IVLCgzvoacuEIVUKt1fgxuNisAztsl/xdMwWdLa7gab+B9rm4LI1o7f1Ttosp
3P40NVFBUDGY51pQVzMobKUb30UVBs1keTKFf2G9A2tLTaOdCRXDOLN3QOE/qsOcW
2VA+J+OXxwm00sGC4KCSbi7CrKeMg/FzhtdBfwyFUXX04wMZrETfDAdd7vKDy9JJyc
dfjxfi3g0wWpzCTimLXa6bqjttcre7z0du+fw033+Vc3iF6dRksSMVVINFpNTOLgM
a+NplsG/fVIK1q7Z/vOcH8roepjboBd+isHKwO9v8IWRx1gd8cBjFkieixnBlleY
gwnlof+zZVv4away+5CG6hZwOmBVNXPPud8QZWu5K3cNSh9Qk1ldF+Zvk J+ACEAQDpPEK
XqINQv1oKDt5dGPSCXwD1lcCljVvOoadk2cQ6hE40D1IGA1DAPXKORNX/BQAI2K1POd
BjFTc60F11LhCATKqdQiWotLtPN8P7910L6dqSXTJIVOjY5sPxY6aQts77PKggSQq
2At1iQ7HmdngHeZgAXKBM4bbHRr 7PDIwgWw7 t/ypE6gQ+M8p3CxZymawF jvix+5Z
ZgnTv7pRVpPE3nmvBtOMUyPjGa2AJEESNH/wWN2vgBbRcZ6ZdFvC7zsFvsmpQym+1f
dYZcgQ1KSCt4Rj06p/8R3pZFMwirr6hihe8Y1HwTiv9FskZd6alyiROyGwGL1+x0

B.3.23. S/MIME encrypted and signed reply over a complex message,
Injected Headers with hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_strong Header
Confidentiality Policy.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 9795 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6238 bytes
& (unwraps to)
L-multipart/mixed 1938 bytes
F—multipart/alternative 1144 bytes
| —text/plain 391 bytes
| .— text/html 486 bytes
L— image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <c6774fdb-3ef5-5293-ab2d-eca8b66b4bbf@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:18:02 -0500
]j/I/QWplvtQa
cSmzD79g310Z4FL/80AVtc/ba0v4b8/MKI7MzVmVmUHaM/uHeVHMnj8oeNPzdP8fE
AQLX91/WdilQUYmECTMvkQ/dTcYWVDYy8TviIupGDHYW8YU/TgIUZNn2d3DNx57eZ
8USIUICJQEOUYB1ItMPFURtQuUXjOs20BbEY2ncWtVQOA/CFyPWSWMFFRO71WRZLY
NOOLI10hMmzZjGBOAKXE1l+Py2aoK0a4nFXzKbYMtWB8ecVYfEXc1l10AwAa0lZwls
VOoFZzt2NQ4AD45]j90CEX]juhW7X7eEJLMaghXPZPOUJ/B/HxZe4K1gmV3TmLYyHRON
fzZ0vMfy9Q1q3SbdLWvJJ13I6/R+GKEdJInQlUSaq2BajucENyfuckvlIo7Gs/FSY
AhC6w1VvAuUN8c+tKbiVQ3xbgkWeZl1BHcViaJ5XFGLOgejccj5X2n3kz79UZSgGEKN
C0do6ahpLHqUu3fECZv/yy8a34Km171+70PKOv7VUt073ajLg6e6/gx1bM5rf0ODV2
n6yBIvT3JGzb8qjrreNshQp5TUjywgZcqFvImNZ9dusXAPKHE3L29TZx51wtXmJv
DvC4ZdzsZQq9T3H8Zs9uU3bJINM5yjTk2IXIX5J1uvbwy3F0OcjlXqdu3iL6dxE8dQ
eyS++mx0+yj7qXwx9ZWY+TAzcCGBawWXtL3vhgK4gkiKuH17QIWr rEmDNg1EyQ7J1
DO9E1PZ5dMFCtROYf90IWGYRDiwhys2H5DWLOMQZWSTSYK30K9stbA3LgQ2GhAWI1
vjTYH5yeWcAH5MA7SI+Sya7U3B4A0rz0OYtHcVq8//QLb/h6GTy700mP5w6acuQly
aN1lnwKK40FBoh1jmV1Bg4HL8zQKLAud5e80bT9/KIN9rZQRcSg4wwWwlTYPOOQbFK
gKBmYBbIuU®z7Q10GhglJl3iS8Gu/dCt7MZkyDWgEGKJUPLUN1omOiToDLs18jwUr
Wt15bSsXfu3hCNpiFhm+ns5XrLPtBE/fLgzfZUFSNg4vKV/s5QzZnMroJnyan468
UI83csnYxe+Gyf5YHjXLCTflwhZP7PJInzt0ho7072tIS21EZKPqIIeh8W/m/QuMzz
ajEmMEPV+NVLVPM390uS41J7paCIjoBRj3saGMf1WTZx8821b+QCZgjkvTfcANFFO
SP71YopxJ3x2SK41sBHmic/PBCKbJcfUGBEJqntVdPz+/ZDMCAOMYwW10oM7417r+0



9fuoH9z1mTR6TbT3X+e3N+8dQXRhuDeD7eJCbh8gAD+c6Z/MZUA0Az1ZK5t1+RybL
hyJ8JEKTt27f+DXv0O2k5bwfcsmkbKecqDCjQv70ObNFTMDMS50ZTQzKC4QCcOR/ zfw
UGBSCmbY7m1ARW5Xx1eWIUX3qDbG5MI3M3DYyR928prPrT/eFjCY2iTsp/FGThwdCF
I9HQ+910h+h50zkmm4Z4yyphWU89HOMhKiGCOye9je9D2IhoGr6885e0A/xk1lss6
4E0oVTOU4KE4FB91UXVFXTMK4twONS8Swi52dzhNNDkzX9jeSjcohoalUSnsp02G9G
wgEOkKcGhtggc1/091uIMGOMafDUAIUR8eUdF1KJIVoxK17B4ew5PwzyFgXX/CMZY
lLcrC+gbE2dnYJbSGDChvimFM3lat9A7qYfebrvVgtnvZAJLsSF6rXUZaOXUOX7rN6G
cN2omr fsuMqQqJfACQKcMVke9MRDVPPTLR4VTbsLwbOFj60XE6AXSru3Vz10C03a
ORS0zFfRQ1ujIHISTPIWMFNQROpNVXBrHFYNOOQNXBBiT5rQgJvF56I2dYCPICQO
nZ2m8Jr4Ne8uL/NFUAIEgJrHzWrC/xdbDmk9/mQYsFLFXVQsjVzbCAHCPjGemwgH
0ks8YgiiPaC8IjOYOYuUBXI7RCTs+pdWQZNntQPmicXP3zThim9nzHRYXVEDVYS4h
oDW/4UCbjkoSxnf8nP2dx9vhwrktfCDubBnBc7wHCJgloFNCeUnmxKd7T1ou6BF+
NxUc7PVDQ26Rv3rMepQ67Ybju94zp6cv1GAEBgXa2c+1q6m4BKO9zGpUCTmRpVzz
GY3bzBrjoswbOY1N19d1IWcqHDO9A9RMCVIkpezwgyCHXvKkLMwSWNTBGADDM6ZJkw
v1fOMWOGMMsQeQ8aTttylUZrAibv5/uo8GJtKqDANn/D2c4IaLPjkkEO1XxP1lvajay
dm+VEp5/PaidiKfSyLiBO3xw70VH6/V801RCD5¢cd2C5zEVWWNZYCOipjUhP4NawV
QKx37Zn32bR3NUQyV2tyAFGWksSFMi7+xjXBd714NMGgEXP744j7cWwlihetUaTOG
QwWVQ1AFK702QVefSZ1bpEPYZAz5fLuwuz1QgONbJIhQyBLCkgobgr TVUYPGpRIbHh
XMTTD6NtWWLA9ZGYzdNgbId2QJImaXwBZTWNNRC1nBcCJIKkBj1MYgOGT7xtozAqlw/
3SqfTTjNwFwXdEee+tgg2al/BvIPnAzQzxptuSKhMOsLvi70ripJ50DwWSIiYRS6T
me4vE85XUBbOXZ6EP04YBOG0JSGGOkvDp1tUYhcPmHYFKEDgGjXCDPZIWAYPENL1
3L3x6jDRkJ/AqPgC41la0aA6t/gbumEXEGKkCSAPS2BdJ1Fduk5aelnkUzZ40bvGZB
zxraCTXp0S0Z2IdDVgzgLKOaEZalVEiHyw8ikekAxoNcRgzZNtpugCushSbdHFW6g
OpaKf9fNWM2MdoyDDuUFqR+tFhvdgAgqCpnhXG/AArLUw850Q0Y920VNRFNgeBxBx
0sxBQWkhj2Msw7DgU1XhIXD5djfY5UQhpov/uxLMf4til13LGC+xdjiX6Mh1ZeMNa
gneEzmb3YCROwW1dNCr3spnULVqQIqubaSp4D04WPN7GiWr@4gwncQOPy/HEU3t1V
+Ez06TIG3BB3EMU6AIO1L7tq69pTQe0TQM3GF7itpp7MSIjpAc9y4kmtXbD2rogJ
A5As6tiIchm8gHNPOi1yCTV2TA+zkXMU/YDPj8KJJ2PWR0z9KTNn2CN80OMDCINNZl1e
LMNOsS3THXZRMVGSV2E5Z0+0SWZtz23SJQp+aaKdXbE84z6r LNnaRSwWHAkwFQtLs8]j8xjuPkyY8
VobralL10ekLXrHOEx302ylYfLhS8sNuyEO151KuXbfucUFU7aELaa®@FYQvlik75ma
0Cb7+pJvZDXoGaGdjovnJlktD140GqutOoqBlf1Q7VAabgbI71vzIbIzmlVKIfW7ii
L++1wuHQG2IYUsSXTGOP2LM5LqIvD8uQyH4duCSKEY27JD3nR6Tkayv7+EG68N2TF
0dCtm3GEal+HYCQGwWwW2K7TROeY9B1GepsIOMraAUEwWcJIcmOJoRv117j1FNolgyxo
Zr 7TEIAH84gKLPgK7j5WBGVVPAIGtztiD4j/7MYnNad4a0AqmtyLnMtnp+IQf1kJIXP
71SBoL2ngMq52JETuMW2Xfw@75FcrFhTh/82U7j10jFsCsaiRvBOCW1t6d906NnFM
e8dTmK7rApCgdj2CTQjA8K1Qw53q082XyZeI8X+UZdk1pQzWIOrzOIRIXC7oWtv4
/DOVtBpwp2m3Tswh+iX3Z/wUBig+0cA2zCf2AEUNOQ1b4gUPL/+WmdYtOOyhrA1T



jVHV12pvycM59MEQfqzaffqPKOeQON7NSrq3Q4T4p8Uk01tAaA+KIGDOY thBQrKZ
IygN+t2nuaConQBOYZdPAZzsKUQtDZ1UVNE+1C7PM7hG630Kz/5QX0VAWBS j rXZ+f
bh09XP/wf3KD4ANaACVcGteJSECi8a9zCQU4AHwWM184bc61jLXAAUAI2/RQF2FYRO
ywq7PTI3LNH47WCimxjaCdULYBIBYhOgTQdeQ55W21qTLUSNSw000g6CONg/FfRY
DgJb62ff1G8NrQCIldGgIKi3sGafe+4+2dheCyIS1TO+30Bbkj2wQxgvzht9Fmae
MZdf2vJg9i135pieo0EIQ5QHBONRAWAY0ZuBv8GtnAuKYcPHANSZzJGla+omMCbaCcu
gupCvuY9P+mR7ML8/VvHIOVaTW7u6M95PECj9QiiRVZdVDUMBGipWr4oxMkfK+sCdv
TQEMJ4Hgz10j5Z8HQrL8XZ/HwWG356bs8e2tZF68IBFWDEFcZP4BZ3qV22kbol1fy0
8E6hQQqsnTIMXCymYkQIWEWOdj5mKAYErfjieuVI2HgKWCUV/KKSbE7DkT9hHkjDy
Hii8rmuAkWik6QA+1QnpK8x+0oLYiiIcBYpPEUYCBLryWAbYO2WBN]4YW1l+do+AGgU
whJj/yPGISUNTUH10Gd3AbFplsgjlHKua8+7XLy5UDrRHX0QBZzBUN7ONbMRYXPsS
VOWNOSNNKLSXNDwsO01TOX6BmYv6qDgoOu/hqosiBmn2aKwWs5JIBri17MQqfPZ8pKDhNL
ZBrILg6Fu2ThJyQUjwLVdmsNEaLz1Gi8A4om@Vww8ghkPN4ar+B5thJwakdYne03
10WDrZI+w7cNLMUB5u+BqtHM8UNSQF6mMY1YLNGCmr814hv86yB91RwPcJUKS5ua+w
+JJE2DWb/zG/feWMIrgIlyGz5TSmfzfyeWUFw4FV70On8ESKzTPGZpBXVK8Qp/S3uK
NhSXczrlgmeHdF31ip1QaX61GV1s/IkoepnPLxzHA10XQY8FUQT8Ib5+1GKFNbZ8
bam2Fd1Lrm2Y7m9qdOoAjM5QII5vMpraulzDfxAZugvh2GODC6cgBxdqtuzUswUj
gzb6y3WZRCrIMZpsRTpe43HHM5tOU6JEpgxXjFWK3hDRCRSckRAqt6I3MNARENYX
11ByNr2o6cCaw2yK/sVz9GOuxBMFdyy4599ES1uKYFVSMA/8nJrO@IXNal3mLz+am
cvYemKIitkg/7aa/cVGKHWravwWxN/kTdhb7cJ9FuO5TZYXZVIKFNt6qaUzyE9XwK
WFwx1A1lk4sOCjFdAU17vRR4wWW8V1caD1GR8DZAAjFw7gu2+x+J2XW02Z26z7ulveT
Nf3byz3gU7pdXCvpF1Dkck8LpxpGMuPycwkwebrGedJ7HWwITBItheixm32+tXLo
O7TBiVKT2+NjswiTogMiLaymqDjmj4EGYFWpRwWXQMkZm8gVAWSY7jGogTIbD5a5u
uvdJQzGupuFcVphJUO5XUulnuWc/gN4lym+UJsdOqZuqu2QhfirT61YSQg/ELX82
d9ekPyX5qS73C3gblzgagY8Fssawdw6OmmUsCmet0g8osqwWFyVRb4KQXThVT2U+9
8kX08I3w/0Pjclz75I8kpbS/ISGMSUKCHVGDTOF1nbBKUSA2ZkxPx5gujoXGxR18
UIefG+ACT2MdBBW]jSFMZF/b/SPieVb7dnVOP6bdQYt3bn30KXA4GGPvWMZhOUK3A JtAfoHpy01DAXVItGU60d1QSECCTY48AVS3F//cjuwnxgul+Zl
7PSn1VTpa+EbMWOSNHANQkrPvaungyDsFja/bF+0iSSvGGSRarzXglH/TUbR708y
NrK6GGwJIXnV801VelBXEbClpks@VbMCxt0Y/VhC0q51GtD2Ulwmz30A/uXTcIoBq
UMCEX21E+DeAV1cGLX4881Wx/WI6gNEVYMBKANd+k7MYJQeKCcVOBA7i0TOWYQ6GY
MEiQiFp9Fgep405vVwLnvU+j1JCX79gKOr0@IgXMulLoVnOLvZusZhluuzg+LdcZml
Vs89SAUTZz4EdRU7K/hXugECIPzizw3DGn5XxNUMSAKGNOLHLtTZ1efXqiG+ORuUO66
DA4CcIOoKYOCELWFNCIjXIuVc9PuiOljCmMP1NzTK34bzJFx10ga6fwgn8dpqYyDaQ
viHOR9fcmuVWtHzincO®oW2DrCkzbENvViMZaxCdQwGCfo4vVNPRLwWrnk920tcWrh8
WBcWstpRe5y7V20GnCnTPARPAFXxHkoU6SgyDds16t0aBlPoNf6/KLJI5e7fovnWulL
vdgBzP1MECtWuEJaqr4B4zqrbl1txNCNhR1f41aQxT1yPp2sPOCSt0SI1y+9zCSwF
41yIz70JLeT+0x4DmcVMkkdu®iwuVBzhx0cjjfcanELiT+f+ET9Gfac8MaE]jTiof
IGmyra408a7ZnEcJgqY+H+uNW9AGneSqVQyuFnVv2C18at6JfCckHVbISMOAKRTwO
a+llodcyhIjnFQRaWf4y5Z+T3mWwwQ6j6GkbreQkgxq7L8AGEcXhjaLLHpUlrDz1A
5vuMSkorzhgxVviovicWzcqgNgffXE50jF8GDhoYEAN4JHONI7uB2EMKON+XTp30Z



uYCDQqzWj/3dEuaYpqlm9OHBLp9TawR2gMRADCPNZVplcmjWbcQNR1Z7JqeGZKyy16
cYvCcYyKsR+g00/sQ/z/t8rzgP50+n8GtqYKQOS6RMINXTu5qrE4wmOr2nIWM9q2bh
2H5WIUUEdOTEXbIVYKIIuhWb7N7VAMWMS5K4+FIFIVVCQJIegNmvS/FUe4MbVxVeyQ
XO0Eyaijhmv3amkKe98fWQIqtIke71zvhCNbbsVOmMRNBZfMdP9jkg/vNPUGRXDOL47
1iRD1XX0jp83F/UDsyiGHyy9HRort1hJFnOUOhdDaEszsTpxJjw80bRc5X8gmuiT
QW8DtD5P5IjBDUCtNOWC+BLOEUOLT72eyUxrtoqLjm45QpBgDA8Cc33I+5A4hwZs4
BnEigRXIv/I2gfyagiRyAQlZTJIrkB+T+DVsmxdfAqZxf5pGfYLE45Bid+VvjBODF4
BSPUWBILhQjw+LmtgtMia4i@IZgYHGGRU1EOLXF2jLadBqU+FRA8TOf3CCNCHSAM
xQ64ultaz/jen8ESHvx19cONDMGczIJINgX4zWNX+10RENaU1fISURGQ5jF1+SWmC
81ixgMcuCIvGcuTnZHvwkSmcSpis9pa06pBZv7RielLBqlAcH58Mqur9P7zXTdNNO
mNmk7k/ucs94XpGQiXImMric050gVg/3kxthe/D3F+fHz4LZPLtqdIhkJdCnNp/e
UbFF9A+6bvCyVvMzEXZi0aI8fY8BekHIrr9QJ4meKPb2IpYFT109/EBGHOQS/VVA3
3RQSFHSIYe7r2+h6JDgTwtBOzG8B63mMNY6rXgWR3q5k=

B.3.24. S/MIME encrypted and signed reply over a complex message,
Injected Headers with hcp_strong (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_strong Header
Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

L—application/pkcs7-mime [smime.p7m] 10425 bytes
T (decrypts to)
L—application/pkcs7-mime [smime.p7m] 6704 bytes
& (unwraps to)
L-multipart/mixed 2273 bytes
F—multipart/alternative 1449 bytes
| —text/plain 493 bytes
| .—text/html 645 bytes
L—image/png inline 236 bytes

Its contents are:



Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <acced3c9-111b-5a4f-bd80-34558da32b4d@1lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:19:02 -0500

MITIeDAYJKoZIhvcNAQcDOIId/TCCHfkCAQAXggMQMIIBhAIBADBSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQDEYhTYW1wbGUQTEFN
UFMgUINBIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7j00
BOgOMAGGCS(GSIb3DQEBAQUABIIBAIZ93W2Y+UAs5hfIvOFVshsvVgpt+3nDEwVwW
1CbAOE1WkeDUJEA3temKIObvlca8GuinuFRfBNobC6Qh74dtjjDjD2Vy3mi+VJ13
ERB/0OM1wdrMRtdJIrwTwV7zPCOrfHhpenbvNQpKsdszIVitiiHeG7dG20oRrJ6Jyf(q
ceU313EXthbLhXNRBA17tWRdA4DtpBHOWK+3M9v7tGQLOFW5sLczK+Btggmed+/ns
mQNfl/8T+aA5ttkzwHYYJJ/Fj6GMXWaKWLpGKGtE1VOOED2NpDHLNwciWMG3MgUC
tT2aF5yASW93vBhV3Wg/gdwlp5zTF6RXI7/ZOtSESPjLpyqY rWwkwggGEAgEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNh
bXBsZSBMQU1QUYyBSUGEgQ2VydGlmawNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAbcc4GVOP/kh6RDuyhTj+6aj4
Vw/bzLNJYkgln3XsWd53MePIzQQ2m4/w2qMxe0F jCVOjOXA1FpKIHIXFUjeKKCOp
WYYOLCu7zYgXD+9rsxA3EzG3EMOS6X1FI81273MZ1ImUNDFKWh13e+PYyharTwaON
aRe+ZdxDT6nJFKEORj5AIIzk+mqzZkyfIqmWINhKNB1QZmUdJIIBUJ2Fj2TjWO89fGT
RCyT1wW2TeC9L4D4g77ZZopfPLESmMUYZJds+pg4gvdujbdGWcj+L9r5MfoVvVjyohL
AvgZUbgPbyFy9wovvXxgsjLrvG91D2yy0djtLJI30r IvG4QUdoOmGI3FwTWafzzCC
Gt4GCSqGSIb3DQEHATAABglghkgBZQMEAQIEEJiDLZUQQT3R+buYZMt 1K/WAghqw
ghkHRd1K8epEXxTgdOkOWgxpB5DMVZGINLXdkgNitRYZOEfZCL1+hs9S7J1fRggC6
rGyhDGGxDGKzg4ACTv+WoGH/Ghz47DLQqggop/ThkOwr4aASOHTfrHWUOAXdID1XS
4C18yoQWJIyWYmgEygMTOq6A5ScnYnYitQoTzVgSm37/vkKZ35Q5PhkTwG5QtbQln
56/0yWYY]jB1dnSGtzAR6DLH3C0iPS/b6mDJISHWhvqWlu5IjyMPgegZvIUuNLA7Q+d
StCCdpDF1pJIx8B7knuGIuevf2vfXHYHOONtYMXHOWXV+UFBY3k3GMiCnpCdwWszGv
6FN1F0ZMbUy2rk7k2zHTwluUdy5HbiQ+VrbBPIO3WgGwA915B50DeB8NZOGAhXqS
FxmjlpNKrDsSXNTTv8+VvHjLYyI1GnstSDixjwvpJlkcn8LUTf6bfAL1PV5ChAKhIECLF
yJJIsav2uwXI7byOnoyTdOx6/Bzut35DBhHxuiwfPp8QSE/bgHg+vTONLZKTIUEKD
66KkpORIECiQXSTh7rhSrFYksA4wF64TjQBONWHT 18pFTRpqTLUAIOKIF+ib2abp4
08gk59yymY57ABKz6ZqE/6bn8cEcsREbpKaHkx1r3568Fy7ErBeldGs3DAN5DHOF
FHCRGtUzpxzRXEd5efHTf7NrFnN/qyNVxdzcRqgats71vjjOQRZtUJHKAYyPdFF6mU
ePcxW+iGTACvgpkvm2ZnTjID41i5Q57gmns1lrywGpIE8BJePAfcH8+ccjyEhPGUD
XS/DPT+w+bs9GVONZFrKGMpLs7iheaAR9twp7EF47wPgSNVF1ZWg2fdkUcBxrwj8
CpbEIO1eNwurQzZGKz99aoaoMdYs6TUAXtI3/P9+Gu4M6DH]jsnPeRrv/A4K79VNVp
Z4ANdM/vy+fBpSOEf3kIdFc7gv7CkgFrO5FR217MP69MDsUvwulbl0jmeY371EVhd
NWHL6gBbuAgP05qjk0fk7ZsS6pHK1wocgRpeJtCOPPc/GtrB/hXCfgBLSL/xVCwu
Z9MSrgRsSHDIf8H51f JKGkT/5DmghLEQU81QPTTZe6pLFOi9kOmgxVSlawXogvxi
fM7yz7bHYLgeQR774mTP85h/ei3brsA92JJRCel162EBXEXD8nBpUPDVX1vid6i5G
dwKDJIDWTTB1Gixfp4SRoU+QzclKyuKuJ40YONOOPSOPmMRHeL6r+A9QbCxz/+gvac
cgmzX17pczTW4MMo/TkhKstD75VySPWEHSA1J2ETSChF9/0CyeGzOEIN8CSUSFyX
PanRCmvP2E2ER58hngQ0JcTAck5qT18hs+Vw+C91BQON0oQfm7e9i1HMKaFEQoPWX
JWHRKmPazOFiEQTjhI7nZTWfpxa2ss1nkERQ91SgsT1cYJOXQ3GeXW1Pp5t7yfbQ



UZyYkbHvqC4MczW5rmSdPqxJiFKkZF2uX8+0wOdF8DIWT8AKAp4MS+/Lg2iuYeq/Q
YVOMdXSaQkBxSaLiBIXYEYypSNPIfc6+24NgxTMzEpyJwlCNb5iV4Va8erDaYhr80
frCl1Sk+xKC3nGNw8cnz5D1LFLz6px28dB7C7dSVYNU2YAR3xtDphOP2zZVydudI+
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9pcuh96H27VG54U0M9IxZcdkMq8g1lmHO2nD602XCcIMIacOGoLY/pQP56MVTYfrizf
ysOUBaJW9BO1wWsVEOyP4IkEovt1lKaTvA2v+HMQlk20k1EA2cYk8tcpnJlg/ fHmMmM3K
LmTx1dfe/2bfyBWINYkcISCx0jAoB7uoisPMNPCLRwNiXfZgrspDt3yE4vzbXYMQ
491/BYdxdDJH11frDGgMyZ90YS6aWoFQuSY1p3mI9IcrJul54SxeaALNaDnEX1h7
wfBejR4aGFD9AjuoVXyVdLI39difUDggMITPbbqO4eFeZph6D9sdTyG5Li2k+WxL
FQ+ivwj6/teLAiLyPgks13kbEP6CLICMQ8wpleF888YG4BVCAH1BjgzVTw]j58Whe
E9zJSxPhewf2p8a4PPs/75+3GNriNDjwZM1jtERMN1t96UTf02DCKkiC5RYSs2J7s9t
Cdguovv4PsN1pi®bD96Toe6yLDDeBa7Y50FRBpN/YW83HS7HINPCiFjFOzxc//JR]jFX21Gizy
wvO7CYHUTUBBSYYXXj1ZARsGuzGbOkX5EaBri42M+VVGTqG8g5uPbfY/8i+/BuDs
08ulY1PBrvyzJOE7YbHOBdsJ0Gi546DS057Bexrmfgs+yoPEpTfm1DgAgppm@O++2Z
agWFbj5JtLRMVOOVFYMBgQU1FkZLmcvNA2tAVNUWC5XbFCEXXQ7/4xXQGXTA/B2/A
00/2kDsq309GwTXx+0OmYE8Sh6rEyIiVBYymM5AZ1EpFO1VFMGLZMRN85cwldtBnKGF
b/vP7caw7LBoJCHUSasGmY2Mg2k+jmfybs573h3x9XAtGFbANOYARIqtRmkj8Wvr
4VpOSKGSV5zy fxWwdgNEShhHOHKFNj5hHKgc jgOmUWSEMX7+qDiF83uz22xpyZnt
Wckbw7AcxznIPON7HIMKasZ20y+n1lwgQw//n1prdnlFv1YSuj5HUpOwWp9D544s2t
I/b9D/TAVEbBK8+m4mCTOPvqGlzuxrjt4A1lpAwG9zVtNebdYwlYvXxTwVVxdem7Bi
gzXc2YsmHLEKCkRsyqOgjr3k4IN3vMWICv7YQBX58NzvqeIA35hl1CUc/wM41bH50
EaCuwWzAIiKNeGJ9tTvcPbOWAMOCrg+G3CQwZyCxPQkCmKZWNywe06yxpMzTh80aq
DBJISYKOhyL+YZLu4i196BZY3wZ4Jh4rrHHAO7NpsS0S5ZLTh9+50E6WKLR4sCcOKN
41fQZdFq7Lh1i2fD5A014zin+/1FY6FQO1iBFBYOYhPB9WMbaO/T6HRSKTHS/2xU
G9cS2xdrLP1MNXv72PEYS5EDMegsd@owKk6HpwmTNNU810gOAougZlhmm+R50BEU7
nJ1ccBRPusfzZ4U2pG5MBwu09ZQ/CetLMPtm/glixKoq+esl/ENTX0oT7amGSASNAN
ivxH/kKsGHNe2oh9QVaXeYtVwEknn/fPYcuOulR1jgqfnqgqLS5pdTSSTOBYJjImyA
/KbmzyEOQZDXLup3pAC6PXYaVOY8FNdgs2eAg+jQZZ67foGYQeXbZO7t4W5LH/gB
Zt+78ENOINVBOHHAt1EdAcs57bzviVdbIw7Gt jccwIhLEdITXxsDOOr TtI+wGJINp
KjNDBnBRelKyE7Us/ev5yRQWWghoi+17Mias6eTXucKMNGz6mS9aNruTMDcQomjN
pdyfeNomYcYSwU5RCrXxSoZRwo88s0KJ+vwsC+kQj2CWwW15al0mdZKPQMCcFuUS5XTi
SdXjZwckT9CcwoB4E1Kxuni2mjLPODKwBYYF1DV2fckV4P90JRSD9400ZiwqI5KG
a3yCtmNGW2AJKVRWUWOUXgNR/ouMGwxKbHhJJzeBJAebZspgxC20Ag4aZzDQh3BQt
b9vfySSPFRN6nu3z6qwWfvMAmjQfcyrydw+NphJEISLjm58kKM5NAWS5b04Z07we4
eeshotmSaAVhpdDz+JbubsqGmOQhADLBp8A20Uj42jbgirqJ91AuuQik9ujbuUjXy
gPPVSYH//iL61yP6/hlk+EfCet77134ZR36mNOrKKdtWzmi®JHN1z7zzLhG8DueZ
pgxYAUgFtkktrLOFjt4863P0OU91i/aWM+TcLZXdYhTM+dZLZViUUCACsHkhSs31i4h
9R6WeSgVIWMOKN7ZhCAIWNNRUIFUN4+wzZtJ1Xk1m2T9Zg+11BB9vQmIXquctdKG


?2
Uby@5vA5hUgbgWDUPGVr+2tj118Q2Y+XGz13b76yped®TPFk9g3d2SINUIcakiup2
€OPhHCXsVPIjxih+XiYUIeh@oxyWKAKnsZPhausQZ7R1ArI2GBdRGFJBQO4rhIl1C
2BN1INUXT7IwH4Sizad4mJvt+psd84S1uVvVBD1JYVFKJIXrCQacY80WNPZXghyBaYQu
IWNCDYHWuULOK17RUfDaAHaiNwZ3LpppCxjtR19s1P4ujl7b1LPkO30nu9k6qjl0o9
YYBSPq6WSQqQYvJI2vWYdebUOr LHMOROMgZHKSscZfB+gypWgXi4dIKy51S+DWKQQmr JyWpwwuRZGBMwFPYtIpwzcxISrn/AR7m4fXoHz13E
UFCwKWYXV7PvcNgGlzdlgBesPNMOtiRAhNc1p+Vs18WLYaJfGCTDcclWoH6ApgmM
HFaDEB51+UTNr1+1gemzs7E6Bg4VvYFwIWQhCrSsv7UmQv554Y0zqsqib+mGYa706
WBNZXLI3KNiU4GZoTHTOZ+3HnhBJr9zMVOLQ88XAmqbJFiEGY20Bn62quU9SECOI9
UGYObQt1ZbsMAdI3GXbPIR1j4nyQgxxaDrzw2RSkrOt71Pe7GrjuwJPpOChz4jgX
FaAjxn3rwhqlDaSKe®kCsIh5bJ5dzfAfuTPYQNID3chp3SKn3PbfeIS8qf98NDT9 TEV3yghKJZOu6FQAFJIMjrwacuYgqWPTEJRFIATfzf5SHM4DA8+2eJSsm71i8iq/bEubxwMc6m0O9Y fauvuOwyXuEwSEN9
kNszDnBgefWRanDIKkwGQHZ0js77wm1il15Bf8ik8wpluwI4gtkeNmnHLmbCAkvv7w
PXZc2hecsOrNOLYyOxsQtxBvD5psc/V3nmINODteCIOBJIZNQeTGpY5cukWrN378Aq
tOXOKItEZVVFK1YVSdmiJdsxaB/VF+8NvhjC4qtUNgRm2UIVFbGQnb272FL5tN6ow
Bpg/wd9+26GPhZ9Xf1+pgGHMpQBOUQY+]jVjIGsCm8CkSIObt0Ovdak7IYzGHACWVK
KtTve7W+HErYj2fizbgXbpGitaa®lVr7tqps06bYqxFayDNLT1UwrU+i0CFLPwgD
JJIp7LrUKUbYNPWR4UDX5€0IMVLO3SMIKW3FYi8cp3mx7NYzFXbs4aq2CCZnOWFT1
ZrY9cc5RTXxaP8MGMsVS3EqxXK2GmMES30C/Ww9BBG9bQ2enxeBqseA2Tx6RkhgLDzS
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Z8B2W/10964PpAcDc6Q0o5AKgAhjMxFQy3bVsAdCotMDXSYYOkHDJI8yKdssNumKOv
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2juia+Gg56gsjt/qMOVIjR+pYktjfvcFdUWYwZu+WTLdhEVml1sgjKdaHuastGnBE
WEzTYffcbXAG/4pc8A5msTCIexqNBr4QNWLMhN2kpZCIOAJRTzci9hKd/xsI8AXa
CY+q3wTzJDEzcGrG1Vh6PRKFtnuuk7MEjAHmMzOP0o/Suh7PPjCUABihvcac5rnDRA
kdqDZ+3jCgU/KgsmEzQdxxR8M/iAmvDrYFMK1D1C6zPw5JxYbSMh/tdrPjBdbpjQY
pQf5xCsbKOKkMIsT6ZAvVrjg==

Appendix C. Additional information

C.1. Stored VvVariants of Messages with Bcc

Messages containing at least one recipient address in the Bcc header

field may appear in up to three different variants:
1. The Message for the recipient addresses listed in To or Cc
header fields, which must not include the Bcc header field

neither for signature calculation nor for encryption.

2. The Message(s) sent to the recipient addresses in the Bcc
header field, which depends on the implementation:

a) One Message for each recipient in the Bcc header field

separately, with a Bcc header field containing only the address

of the recipient it is sent to.

b) The same Message for each recipient in the Bcc header field

with a Bcc header field containing an indication such as
"Undisclosed recipients", but no addresses.



c) The same Message for each recipient in the Bcc header field
which does not include a Bcc header field (this Message is
identical to 1. / see above).

3. The Message stored in the 'Sent'-Folder of the sender, which
usually contains the Bcc unchanged from the original Message,
i.e., with all recipient addresses.

The most privacy preserving method of the alternatives (2a, 2b, and
2c) is to standardize 2a, as in the other cases (2b and 2c),
information about hidden recipients is revealed via keys. In any
case, the Message has to be cloned and adjusted depending on the
recipient.

Appendix D. Examples

This section offers example cryptographic payloads (the content
within the cryptographic envelope) that contain Legacy Display
elements.

D.1. Example text/plain Cryptographic Payload with Legacy Display
Elements

Here is a simple one-part Cryptographic Payload (headers and body)
of a message that includes Legacy Display elements:

Date: Fri, 21 Jan 2022 20:40:48 -0500

From: Alice <alice@example.net>

To: Bob <bob@example.net>

Subject: Dinner plans

Message-ID: <text-plain-legacy-display@lhp.example>

MIME-Version: 1.0

Content-Type: text/plain; charset="us-ascii"; hp-legacy-display="1";
protected-headers="v1"

Subject: Dinner plans

Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.

A compatible MUA will recognize the hp-legacy-display="1" parameter
and render the body of the message as:

Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.

A legacy decryption-capable MUA that is unaware of this mechanism
will ignore the hp-legacy-display="1" parameter and instead render
the body including the Legacy Display elements:



Subject: Dinner plans

Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.

D.2. Example text/html Cryptographic Payload with Legacy Display
Elements

Here is a modern one-part Cryptographic Payload (headers and body)
of a message that includes Legacy Display elements:

Date: Fri, 21 Jan 2022 20:40:48 -0500

From: Alice <alice@example.net>

To: Bob <bob@example.net>

Subject: Dinner plans

Message-ID: <text-html-legacy-display@lhp.example>

MIME-Version: 1.0

Content-Type: text/html; charset="us-ascii"; hp-legacy-display="1";
protected-headers="v1"

<html><head><title></title></head><body>

<div class="header-protection-legacy-display">
<pre>Subject: Dinner plans</pre>

</div>

<p>

Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.

</p>

</body>

</html>

A compatible MUA will recognize the hp-legacy-display="1" parameter
and mask out the Legacy Display div, rendering the body of the

message as a simple paragraph:

Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.

A legacy decryption-capable MUA that is unaware of this mechanism
will ignore the hp-legacy-display="1" parameter and instead render
the body including the Legacy Display elements:

Subject: Dinner plans

Let's meet at Rama's Roti Shop at 8pm and go to the park
from there.

Appendix E. Document Considerations

[[ RFC Editor: This section is to be removed before publication ]]



This draft is built from markdown source, and its development is
tracked in a git repository.

You may also be interested in the latest editor's copy.

While minor editorial suggestions and nit-picks can be made as merge
requests, please direct all substantive discussion to the LAMPS
mailing list at spasm@ietf.org.

Appendix F. Document Changelog
[[ RFC Editor: This section is to be removed before publication ]]
*draft-ietf-lamps-header-protection-08
-MUST compose injected headers, MAY compose wrapped messages
-MUST parse both schemes
-cleanup and restructure document
*draft-ietf-lamps-header-protection-07

-move from legacy display MIME part to legacy display elements
within main body part

*draft-ietf-lamps-header-protection-06

-document observed problems with legacy MUAs

-avoid duplicated outer Message-IDs in hcp_strong test vectors
*draft-ietf-lamps-header-protection-05

-fix multipart/signed wrapped test vectors
*draft-ietf-lamps-header-protection-04

-add test vectors

-add "problems with Injected Messages" subsection
*draft-ietf-lamps-header-protection-03

-dkg takes over from Bernie as primary author

-Add Usability section

-describe two distinct formats "Wrapped Message" and "Injected
Headers"


https://gitlab.com/dkg/lamps-header-protection
https://dkg.gitlab.io/lamps-header-protection/
https://gitlab.com/dkg/lamps-header-protection
https://gitlab.com/dkg/lamps-header-protection
https://www.ietf.org/mailman/listinfo/spasm
https://www.ietf.org/mailman/listinfo/spasm

-Introduce Header Confidentiality Policy model
-Overhaul message composition guidance

-Simplify document creation workflow, move public face to
gitlab

*draft-ietf-lamps-header-protection-02
-editorial changes / improve language
*draft-ietf-lamps-header-protection-01
-Add DKG as co-author
-Partial Rewrite of Abstract and Introduction [HB/AM/DKG]
-Adding definitions for Cryptographic Layer, Cryptographic

Payload, and Cryptographic Envelope (reference to [I-D.ietf-
lamps-e2e-mail-guidance]) [DKG]

-Enhanced MITM Definition to include Machine- / Meddler-in-the-
middle [HB]

-Relaxed definition of Original message, which may not be of
type "message/rfc822" [HB]

-Move "memory hole" option to the Appendix (on request by Chair
to only maintain one option in the specification) [HB]

-Updated Scope of Protection Levels according to WG discussion
during IETF-108 [HB]

-Obfuscation recommendation only for Subject and Message-Id and
distinguish between Encrypted and Unencrypted Messages [HB]

-Removed (commented out) Header Field Flow Figure (it appeared
to be confusing as is was) [HB]

*draft-ietf-lamps-header-protection-00

-Initial version (text partially taken over from [I-D.ietf-
lamps-header-protection-requirements]




Appendix G. Open Issues

[[ RFC Editor: This section should be empty and is to be removed
before publication. ]]

*Ensure "protected header" (Ex-Memory-Hole) option is (fully)
compliant with the MIME standard, in particular also [RFC2046],
Section 5.1. (Multipart Media Type).

*Decide on whether or not merge requirements from [I-D.ietf-lamps-

header-protection-requirements] into this document.

*Decide on whether or not specification for more legacy HP
requirements should be added to this document.

*Verify ability to distinguish between Messages with Header
Protection as specified in this document and messages without
header protection, and update receiving guidance accordingly.

*Privacy Considerations Section 6
*Security Considerations Section 5
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