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Abstract

The S/MIME development community benefits from sharing samples of
signed or encrypted data. This document facilitates such
collaboration by defining a small set of X.509v3 certificates and
keys for use when generating such samples.
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Introduction

The S/MIME ([REC8551]) development community, in particular the e-
mail development community, benefits from sharing samples of signed
and/or encrypted data. Often the exact key material used does not
matter because the properties being tested pertain to implementation
correctness, completeness or interoperability of the overall system.
However, without access to the relevant secret key material, a
sample is useless.

This document defines a small set of X.509v3 certificates
([REC5280]) and secret keys for use when generating or operating on
such samples.

An example RSA certificate authority is supplied, and sample RSA
certificates are provided for two "personas'", Alice and Bob.

Additionally, an Ed25519 ([RFC8032]) certificate authority is
supplied, along with sample Ed25519 certificates for two more
"personas", Carlos and Dana.

This document focuses narrowly on functional, well-formed identity
and key material. It is a starting point that other documents can
use to develop sample signed or encrypted messages, test vectors, or
other artifacts for improved interoperability.



1.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [RFC2119] [RFEC8174] when, and only when, they appear in all
capitals, as shown here.

1.2. Terminology

*"Certificate Authority" (or "CA") is a party capable of issuing
X.509 certificates

*"End-Entity" is a party that is capable of using X.509
certificates (and their corresponding secret key material)

*""Mail User Agent" (or "MUA") is a program that generates or
handles [RFC5322] e-mail messages.

1.3. Prior Work

[REC4134] contains some sample certificates, as well as messages of
various S/MIME formats. That older work has unacceptably old
algorithm choices that may introduce failures when testing modern
systems: in 2019, some tools explicitly mark 1024-bit RSA and 1024-
bit DSS as weak.

This earlier document also does not use the now widely-accepted PEM
encoding for the objects, and instead embeds runnable perl code to

extract them from the document.

It also includes examples of messages and other structures which are
greater in ambition than this document intends to be.

[REC8410] includes an example X25519 certificate that is certified
with Ed25519, but it appears to be self-issued, and it is not
directly useful in testing an S/MIME-capable MUA.

2. Background

2.1. Certificate Usage

These X.509 certificates ([RFC5280]) are designed for use with S/
MIME protections ([REC8551]) for e-mail ([RFC5322]).

In particular, they should be usable with signed and encrypted
messages.
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2. Certificate Expiration

The certificates included in this draft expire in 2052. This should
be sufficiently far in the future that they will be useful for a few
decades. However, when testing tools in the far future (or when
playing with clock skew scenarios), care should be taken to consider
the certificate validity window.

Due to this lengthy expiration window, these certificates will not
be particularly useful to test or evaluate the interaction between
certificate expiration and protected messages.

3. Certificate Revocation

Because these are expected to be used in test suites or examples,
and we do not expect there to be online network services in these
use cases, we do not expect these certificates to produce any
revocation artifacts.

As a result, there are no OCSP or CRL indicators in any of the
certificates.

.4. Using the CA in Test Suites

To use these end-entity certificates in a piece of software (for
example, in a test suite or an interoperability matrix), most tools
will need to accept the example CA (Section 3) as a legitimate root
authority.

Note that some tooling behaves differently for certificates
validated by "locally-installed root CAs" than for pre-installed
"system-level" root CAs). For example, many common implementations
of HPKP ([RFC7469]) only applied the designed protections when
dealing with a certificate issued by a pre-installed "system-level"
root CA, and were disabled when dealing with a certificate issued by
a "locally-installed root CA".

To test some tooling specifically, it may be necessary to install
the root CA as a "system-level" root CA.

5. Certificate Chains

In most real-world examples, X.509 certificates are deployed with a
chain of more than one X.509 certificate. In particular, there is
typically a long-lived root CA that users' software knows about upon
installation, and the end-entity certificate is issued by an
intermediate CA, which is in turn issued by the root CA.



The examples presented in this document use a simple two-link
certificate chain, and therefore may be unsuitable for simulating
some real-world deployments.

In particular, testing the use of a "transvalid" certificate (an
end-entity certificate that is supplied without its intermediate
certificate) is not possible with the configuration here.

2.6. Passwords

Each secret key presented in this draft is unprotected (it has no
password).

As such, the secret key objects are not suitable for verifying
interoperable password protection schemes.

However, the PKCS#12 [RFEC7292] objects do have simple textual
passwords, because tooling for dealing with passwordless PKCS#12
objects is underdeveloped at the time of this draft.

2.7. Secret key origins

The secret RSA keys in this document are all deterministically
derived using provable prime generation as found in [FIPS186-4],
based on known seeds derived via [SHA256] from simple strings. The
secret Ed25519 and X25519 keys in this document are all derived by
hashing a simple string. The seeds and their derivation are included
in the document for informational purposes, and to allow re-creation
of the objects from appropriate tooling.

All RSA seeds used are 224 bits long (the first 224 bits of the
SHA-256 digest of the origin string), and are represented in
hexadecimal.
3. Example Certificate Authority
The example Certificate Authority has the following information:
*Name: Sample LAMPS Certificate Authority

3.1. Certificate Authority Certificate

This cerificate is used to verify certificates issued by the example
Certificate Authority.



MIIDLDCCAhSgAWIBAQITD5FARPOIT2LXr/FPQiI+8ZsGAjANBgkghkiGOWOBAQOF
ADAtMSswKQYDVQQDEyY JTYW1wbGUgTEFNUFMgQ2VydG1lmawWNhdGUgQXVeaGoyaXR5
MCAXDTESMTEYMDA2NTQXOFOYDZIWNTIWOTI3MDY1NDE4WjAtMSsSwKQYDVQQDEYJT
YW1lwbGUgTEFNUFMgQ2VydGlmaWNhdGUgQXVeaG9yaXR5MIIBI jANBgkqhkiGOw0OB
AQEFAAOCAQ8AMIIBCgKCAQEANFB71AsptFyqxG4qPtbt2VLIVctHYNXt1IUWve4q
PS0/+0i9s3sf+t7krrosxlv626L+WmO5t99ZVKWKn7y2uYy07/IToRpTWHN1sXga
Uz/u2gjPfS69R20ZNSKL9Ei1B78hgCri1UvY5e1Qow2Y4zqQGR729pQYI50bT15V8n
wdyHCTvecvvvMGB1aAk66V1IMQCZLG+nVUBWYVC16fE37Z1gAs12X1UJr3DGQVKGT
ZpMz55x1V8ql1Aobhmx4aPPyE4GWshDDt4DbtYJIMGLEeik1AmNHBsmyaQCLBXVE3
3ZW1UrhK5Pb9qSL4gizDZ7ZaGZNudw]j Ju20@HHVIGQT7nDwWIDAQABOOMWQTAPBgNV
HRMBAT8EBTADAQH/MA8GA1UdDWEB/WQFAWMHBgAWHQYDVROOBBYEFHhTD1p42Gvk
VHA959359/Hy+sBHMAOGCSqGSIb3DQEBDQUAA4IBAQAMgot fBM1fUs18JqiTgZhw
LU0/00+1/rVEIMUPN8+uZgxfOwAQUICEOIAgMAVELTfYHUEt51d+xyS30021/Z3X0
wiINpEaLmgBNB70kmjNZkvT/aWD1KE3JVUITYkkLOm10U5J1dF3DjGH+kK+/nbeF2
MHTquWfm7420fJINVCWgvy1BHCFheFHt450G/2t5b8+0a4Qj6/QPsqGwiD6NJLrA
gDOOKIYQPEHNQ8TGpYekiLcq8NQ3sFBYsSNUmTfAY/Zfjo09/505qc+2UwWRPTv+QUZX
0bBs2gH3LVOuvgkHXm5EFyfjCInWTOgOPBlsjVvHjrROQHSsuL/Bd3uuqGO2bJbbj

3.2. Certificate Authority Secret Key

This secret key material is used by the example Certificate
Authority to issue new certificates.


]j fpnMsOET0gzpyABUYK+3zKrzogxokVfuvH1j2Hzw8Y
EUQ2gqJdu5i0b1l3dHOC7K5J/9Kual2VECV5NFiBs5paMXTub6SdGOCYyeUUTfDW133
UfdworgCuPvPpya71Qa4k2T8XQKBgQDT5VHZRIMXRKTaI6nHWS5RI2F88b89nvkib
BRvNDM2N7bxVfLiKSTF2hQUhdLppIm@JI8it/ksjJ/zQ197UA6DTi1AjQB+mKi/fB8
h7pmE1FE1hy71/93T/uv2CA1RaIGSWhTMu+729+/5ch1zRsorgrB2s0tTpDkDnuX
A1wRbBraWwkKBgQCyNUsSi1NsaJmM2AEVwWPSfobncGktR87VmkwiMR5FzrjYfb010
UipO@1ItKi89TJIM/rFba+xiqRCUG/KrG/sGUCVPwWKvZwWOrAl/ZMKc3Z09ihF16NTz
JuC6tagbmwWlvv3tEwVWDAUdX7r0dslavVeI9rKyXhy9Y00jPex96zxs0BMQKBgQCt
Wj7hNojfOFjN3b9YNnrkBn4LKfu6/gPOFVTit3y/hnuomaxIWk JHFCvmYwjewju6l
1Te2cdK+m5MeIqsYO7VHybwWigKVpkzbbgm7kerfplKVNSDjH87eE9ONvVKkuUMEwWamH
53QZbbGv3NwY2+QMM9a5IbgaCNygtviFY00o/NqIBYQKBgQCyki2Y/sKDolNBbjwf
NnFMsdYb+nRmbJIMSVLHbJISVhypB6aX3qjHhB1PrTW6WT5KIjumCtSadsDceUtrotT
20fPOZOXP9IDIF2v1X3165LPsieGZv4VzhLivIrfMYfI4p4GkiK44RSUWCXrBAmMQ
9SGCNQ8Nx1AsXLZNn57U5207j i8KA7MDKGCisGAQQBkggSCAEXKzApBglghkgBZQME
AgIEHPBUYbjdNRelyUPep86pkRfIdEPMON+yPctTfBO=

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
f05461b8dd3517a5c943dea7cea99117c87443ccf4dfb23dcb537c1d. This seed
is the first 224 bits of the [SHA256] digest of the string draft-
lamps-sample-certs-keygen.ca.seed.

4. Alice's Sample Certificates
Alice has the following information:
*Name: Alice Lovelace
*E-mail Address: alice@smime.example
4.1. Alice's Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by
Alice.



MIIDbTCCA1WgAWIBAQITOTV4Z0iuKO8vZP200Th//hC8BDANBgkghkiGOwOBAQOF
ADAtMSswKQYDVQQDEyY JTYW1wbGUgTEFNUFMgQ2VydG1lmawWNhdGUgQXVeaGoyaXR5
MCAXDTESMTEYMDA2NTQXOFOoYDzIWNTIWOTI3MDY1NDE4WjAZMRCcWFQYDVQQDEWSB
bG1jZSBMb3Z1bGFjZTCCASIwWDQYJK0ZIhvcNAQEBBQADgQEPADCCAQOCQQEBALTO
iehYOBY+TZp/T5K2KNIO5HWr +E3wP6XTvyi6WWyTgBKILCOWI2juwdRrjFBSXkk7
pWpjXwsA3A5G0tzOFpfgyC70xsVCcF7q4WHWZW1eYXFK1QHJID73nQwXP968+A/3rB
X7Ph0OODBbZnfitOLPgPEW]jTtdgOVQQ6Wz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQV
tkWQHi6syTjGsgkLcLNau5LZDQUAsGV+SA03nBAWCRYV+I65x8Kf4hCxqgmjVv3d/
2NKRu®BXnDe/N+1Dz3X0zE0jOfgXgq4SWcCONsG1llyyXt1TL270I6ATKRGIWiQVC
CpDtcONT6vdJI45bCSzsCAWEAAaOB1zCB1DAMBgNVHRMBAT8EA]AAMB4GA1UdEQQX
MBWBE2FsaWN1QHNtawllLmV4YW1lwbGUWEWYDVRO1BAwWwWCQY IKwYBBQUHAWQWDWYD
VROPAQH/BAUDAWTAADAJBgNVHQ4EFgQUU/bMsi@dBhIcl64papAQOyBmZnMwHWYD
VRO jBBgwFoAUeF80WnjYa+RUcD2z3ez38fL6wWEcwDQYJKoZIhvcNAQENBQADgQEB
ABbWeonR6TMTckehDKNOabwaCIcekahAIL619tTzUX5ew6ufiAP1C6I/zQ1lmUaun
1SYFDG1INW14KkNbFt5CAokyLhMtE4ASHBIHbiOp/ZSbUBTVYJZB610t7wl/015QEC
Ss08b8zrxIncf+t2DHGUVEY/QqldrBz8d4ay8zpgAE1tUyL5DcqZiKUfWwZQXSI/
J1bjQFzYQQTRDNzHWrg1xPeMTO1P2/cplFaseTivyk4cYwOp/WOUAWYmMOZXF8WcJ
YCIUXkdcG/NEZXr057K1ScrImFX00h7Y+80N4iWYYcAfiNgpUFo/j8BAwrKKaFvd
1259k1Ypb2+UQY75mKJIE9Bg=

4.2. Alice's Signing Private Key Material

This private key material is used by Alice to create signatures.



MIIE+gIBADANBgkqhkiGOwWOBAQEFAASCBKcwggSjAgEAAOIBAQCA9INnoWDgWPk2a
fO+Sti1jSNORBK/hN8D+10780ullsk4ASvSw]jsCNo7sHUa4xQU15J06VqY18LANWO TQHLURNCHOXEI62rsOCVPs
D7I1Z0Lfs+SSTeNEXxD57mjyyufpV650cNcImSIAMMX2jWQ8ndnOuwWPcc5J6TNVT
au0a7zZB0aeKHNA8BXXL3GY11M9QKBgQC35xKi7f2ImGtsYY21t fRUDUMGE jhMW6eb7This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
92c89d4330d3d8e31d4fde9b9d0febe9fc142141dd65a45e5b436F05. This seed
is the first 224 bits of the [SHA256] digest of the string draft-
lamps-sample-certs-keygen.alice.sign.seed.

4.3. Alice's Encryption End-Entity Certificate

This certificate is used to encrypt messages to Alice.



MIIDbTCCA1IWgAWIBAQIT3r7MRJIB7qx35ms1tFWj7th3y5jANBgkghkiGOwWOBAQOF
ADAtMSswKQYDVQQDEyY JTYW1wbGUgTEFNUFMgQ2VydG1lmawWNhdGUgQXVeaGoyaXR5 IKwYBBQUHAWQWDWYD
VROPAQH/BAUDAWCGADAdBgNVHQ4EFgQUO1NB1UQ8gCkVTAEj80e0r83zdw8wHwWYD
VRO jBBgwFoAUeF80WnjYa+RUcD2z3ez38fL6wWEcwDQYJKoZIhvcNAQENBQADgQEB
AEi3/4eQPCAAbdgVMVbA7CplI+5LIV+7qUrORNAN8ES3zuloBkxktmDPWpQGiGYJ
fsQD2Gulsz00fpgzaw®QHO090ghECcz3G0b9/ JFEBRWVBErnlrHXKRis56PPdBALTg
3D7QKgwWkGO1lETHH1TFv4mY/XC1CWzWq/wKPActIDt1cujjUKk2ILsalkqYfbEQol
ZGilOpxx9jdMS5qaTdjb66GvPpkQI1UH4E9IXiYbJIu5bD+SX0Sgzih79GEhaP8vijc
w6+P//NnJ3ExJKVT70vIImwGvVOULtmsghoigcd2BBc/fOKdbyIBmJIBel152ddO2EW
6FWMTHKDtHO8k+/XBeZcxF0O=

4.4. Alice's Decryption Private Key Material

This private key material is used by Alice to decrypt messages.



MIIE+gIBADANBgkqhkiGOWOBAQEFAASCBKcwggSjAgEAAOIBAQCalSn6i8Gi44/0
AVAN5GNCk4PHHN]jrSTfWUnnelN41KImVaTC3D9zFCrS3i4Pa9ZgHYyA5Qf8Iw3ZmnV
z5q7M8onZm7mZjgQeb6FUH41i2GMt4jse2Dqs165ernT905NLFf1HUjURca3ynqEB
BV4DmhnZp8eDhv3t6dXyCjNHT82S6DgCReZuTtMc1zy++MxQlqdn9wWZLhOAOpeNZ
KGmVwjeVy+8FkyzC3jX/Qcm+ZLCqlLghBwDHAZ5qDTII2PVX1X3K7/cONxhvBbau
1/k1swdszUtjhflyFZ80RuQ3qFC6VvL/PGeWy6SCT58duq/AOEKksSCAW1b+MD8QHIY
j7CFSmq1AgMBAAECgQEADgXOWEDDRESYEZ+s7 TMw+WH20+3X00r rygnsLbOyv341
WAAUWK7qZyjd9rSDOAtBOgFhQNXYhWZ1T+0iHs1CIfqIMZ8wy1iFHBCIphoMSWs5
/D+1dXrUef5Y23rC1BxXHOg1UNSGXnpUH4ehV6p11vZMh40JKEOMCAcpyd1SzXrw
+VGCc1+pXv/tTW3Rb2qoW09JoWY+EpcssrwSN8OFIFODh4QfbLN6pVTt28aQ4pf/
1KhLoapjFzXSYp/jrcNjYJ9qRASAbZsK0J2yZ0yqjLHDCDipFty+wWopkuzZcJhsgu
Cg1Stt7tKgSvAV/nEjN8e/vA91/AACKBCNCLZEOLgQKBgQC4eTMBBDCZz1usXJIBK4
SRC/WwUthJZzfOk2GmwrODCTRYhWQSDjBfiQNboazHObVPz45qP10f0t2iPEHeX+
VWAXTNrN69M91EzxygA3s761AejBR3FbLWkzLYqPB30ZWSIE7CrWHTXJipFWZv+X
FG1R418fnRCUMJ4j850em5iyqQKBgQDWhQMJIu7FCO2fr83qsIdLwqhiDt TpwUN3 ]This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
1cf74849f7445f466c4272251Ff5f96b77fa0698b3e98b3f1ee8207bf. This seed
is the first 224 bits of the [SHA256] digest of the string draft-
lamps-sample-certs-keygen.alice.encrypt.seed.

4.5. PKCS12 Object for Alice

This PKCS12 ([RFC7292]) object contains the same information as
presented in Section 4.1, Section 4.2, Section 4.3, Section 4.4,
and Section 3.1.

It is locked with the simple five-letter password alice.



MIIXSAIBAzCCFOQGCSqGSIb3DQEHAaCCFzKkEghc1IMIIXMTCCBC8GCSqGSIb3DQEH
BqCCBCAwWggQCAgEAMIIEFQYJK0ZIhvcNAQCBMBWGCigGSIb3DQEMAQMWDGQIWQKS
PyUaB9YCAhTCQIID6GT96ewG16YBcazV7Z08cZOAWUl+It5HDTSG2EYFtJIB8nghG
rgkuueD1g1xwWJIw++M7z3kAtEN1Vxil1KdHtzZ9S47GRA69TWSpbA816X7nY9Wcdhw
N30cpdBcuJo7PQ/PFklsrsXbqrKpnDkHn22twIN57/ZR1dvicpvsRbmjwf73iadw
GfabS7WUGTt6Kpdd/kUzWNdIIO7B+qjcqA01Z608VqliMD75Jbb7nXTP5DpSP7WA
kCAGD4b607MzgBWGWLHXNLQP3RNiraqgFwLKOAOM4G2G+wJVQ7ig2GhJoDOqfdou
+dpELWZs5hWXU1E2Q5mx8AKkQZHe SAhCHSONLMB38rzCeWGRODHVO3+U9EjQOusOu@drXkMLReZ6EqPBz8NmYu+vhYKtaMxg3T5+H7BEfmLY6qIJpsEqtV
a4vWrVbhMsNtfjvQnDhbez6Tea+U5kxXAhXTfKE1A9LM3UkYcvn3aBg8smKIrL/wu
/LPJSKIwggQXBgkqhkiG9w0BBwagggQIMIIEBAIBADCCA/OGCSqGSIb3DQEHATAC
BgoghkiG9wOBDAEDMA4ECPOEFEHQGBOJAQIU50CCA9BEUCtcDZVVbXNHI+]/3C3U
z165UbgkDQL3S02ZMP600ec5Mrx4t5GekUR6hyZIqkHpcDP7UjdnlUl17TYHO1bf1
lcIaaNaJ/5pkNAQfPKKT9ZXNTh/2iVauqBPcQVS8tNWMPs0S13V+M1aCz5GIPSHO
H36rXRZV3CEQ5KppiG12CHMNTpumpcRoeYAn6UMs8iaFPyoxNUircsNBtr4Bpwal
quUOcuUVLBaUSOMWwCO2UXNRbTfo7MLhmNn92myE1FuiQeeda®4dX4HTVT71+jEiBQq4Q]jzKEXsigqiYuQdsgQz
rgcOmwLi6GuILm30jMhonGtaRCgF3vFVKUuki3wWY/7EcC1Fn/kjjCLQhP3ECP7wi
uH6dpnlu915R63a7Tc9pvhCnYyt5Rt9kTCh+NCPEH18eAHj+2nnEDSN+nUfLzAgV
NHrNBgq9ZgEWibC6/8ihy3qaYRAUHFK+zQseWTOVEQJCBqvoOQwDNnGitONhtLczAt
gan1x0L4/N1VE/bZ7Ydxm/dDpBcdvspiXg9LH1GI6tS8UDfA1Gi2BhPmiE30AR4e
MIIDrwYJKoZIhvcNAQcGOoIIDoDCCASwWCAQAwggOVBgkqhkiGOwOBBWEWHAYKKOZI
hvcNAQwWBAzAOBA1dIgBxZFwvagICFCKAggNotP/z1THhMYAjuY/@fDNvUs1KV/d2
LU4mkt/mLD72DZCkQJIx5MY18dw4JbQv6eTrS3wwWPsvISAEG2X1Y1PKkF6MHQPTUWRp



B795Q972q4TXKqiffDXQa/GyGaljqueq9te8uP1u+duQ2qbfZWGSWSTBSUSNYLDY
tYNy9xWscdGzCG8fVvFiY1lrc6cdyUl4aG6aw3dZlkcDk9kilTwsL2mAagktorzTt5H
ewulDVkpQ40dIXuD9uqhz5P6Mbb8zyVPKkFDBUPj28zIA045T/gEYAUUJRTUSNdTO
TGzXzXgC4b67zbSQqzIZsL3Bld+uwWlQhS8xkpaOKUzdexN4pulSnLAJCGE9XOKkcW
1c9Ro+yj7mkxTU/UzoYzyKWQzduJt1033iE80cZV4kcknJZTPKcNvgdPCMKvCjSH
YD6HDIVUBU+FrmlyvXQz8Jvxi2WMy/+ThTUwJF1HJ/CXVITECAgOrbCCMbxwqg+Ys
7XzzqhBYdQWEJJHEUFDb7yo01qK9hDkxu®@ZWHA8PJf4YhXxUcCUFCKyYOn2VzfTgbpY t4wggwWUBgkqhkiGOwoB IVYdLQFif5ZLH7WV/XVE
VIORNtNRiKsSK96VAHM5XboWQGCqLOhehIX3NilylgenGm1aF1SQNMVLDko1ILDTK
rINVPmjG/WFoLntpJFPtYZso0T1jjXLw3VTSodtgKQNdPYOEidSJqwIS87fzrCB2
Wmwys0iGfdsuNhSagNqa@dMO6FiwW2fkux7H+w7SX1/n9YeZUNLOcewLcC7E8IALI
arjglzE1L6Yb21dXxV9q3PPOWKUGNahOTKND6MLN5BIGOGTZzF1VSpXRrJhFrcLe+
XSJR1r6niI3bcMWXXy7gbm1X/CRE9O2IynXE10DR+XxZ6r jPWDIP7kVf4GvA8trCG
rot4pbJbmwlBeMIylScdQoHEnyqrenOnRMmXZakz13njtq7wk78qoJg@a6Vh/sde
OKCOPFKkyTZdMB1TztmOK2VJIU3jUVZP1MOWY2fyGDoA8901+/MiNsgiaEghGybXBY
ipOex+p7j1GIRN/CKmpWs(qjZnB78kyXmZ6AE1vC6neD/7zANINDkzXiun6ic72Lo
BX3JGiCSuUM6hIPJOACDwW1zTDU®OH2r CQNw+tivJl2v4KbgeKoc6beQb5fZHs7VsWHL JKoZIhvcNAQkUMQweCgBhAGwWAaQBjAGUWIwWYJKoZIhveN
AQKVMRYEFKJTQAVEPIApFXwBI/Dnjq/N83cPMIIF1AYJK0oZIhvcNAQCcBOIIFhQSC
BYEwggVOMIIFeQYLKoZIhvcNAQWKAQKgggUMMIIFIjAcBgoqhkiGOwWOBDAEDMA4E
CKq4DtyiayOyAgIUpQSCBQAKQtkP0OS4sLE60s7nP4RaJWBuUyX127V/06TusBRBgQ



oPzP+aC+099wgisEKedyB47bAzc04sba4q8UKERASYHCEhdAD2hGRCL70u9jTtrr4
RgZpa5Vv9CJIcBOOt4bgy21UefOpm6no+RX840uyM4q5Q+cfH1rTQla/a+glLglbpto
EKH/4dfR3ELY1iXcM5UrBYTJOHCYME8c+TXbpf7kiplTtlsrlZyU5zrWwexngrBxwF
A+085W/UVR3QZSW+EGX/VCYWGruZ1INytBvBYjsYsnC+yKYXbqL81DgOePy+eh6VX
64SWBLXCWCY+NK2EZrhzrUFj1+PXFKY3IVVPJIhTE9079gJAOhzvAan0luwXozD3/W
PQaxhyIJDwWM2MjznjL2MBydpy9K8Cio7XaV6PX8DszIZkfI4DAz5F7G7WbwUq31]j]gA
tnoKE+EkdQmyZ1VoD09ih44zuRx6XV4AEYafNB8ygjRHGSVPWO/MOESOW16wz JHT?
9syyLROGEhyXrilqkBDTIGZmczBfMESWCwWYJYIZIAWUDBAIDBEB46MAsz3IW/ 0tz
UKMFDfWTViMUL7zfR11leaXJwLbIeYNOLvVgCPONEp+hUMwXfnwDNTB89jlLy5arzK
LFOLWHXiBAj10QCGvaJQWQICKAA=

5. Bob's Sample
Bob has the following information:
*Name: Bob Babbage
*E-mail Address: bob@smime.example
5.1. Bob's Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by Bob.



MIIDaDCCA1CgAWIBAgITWeEgizhkG2crS8Kgl56AnNTt6zANBgkghkiGOWOBAQOF
ADAtMSswKQYDVQQDEyY JTYW1wbGUgTEFNUFMgQ2VydG1lmawWNhdGUgQXVeaGoyaXR5
MCAXDTESMTEYMDA2NTQXOFOYDzIWNTIWOTI3MDY1NDE4WjAWMRQWEQYDVQQDEWtLC
b2IgQmFiYmFNZTCCASIwDQYJKoZIhvcNAQEBBQADgQEPADCCAQOCYgEBAOZWBAIJ
UaH/TYWSpHUOPUB®S6Zz0EX8EI3B/ts5tAH+UXSUTaxXME7jrrZVmplAN6TfsG+160s
1RzKIVXrI8IKfDyaaPAHZVGq/OHdrbXstT1XcWgibjXu®iY368E0QejbwJu@vAgxX
t/hGgzDvX859qVsGKREOrcFrR4tUE+dT3bkbYkNaKrLiZPCwQ4FDGZS1LG13xfBi
SYZRrmi@Zef9yn6/fm+1ZAg7sU2wWC2cbevimt /0JGgtyPZtsoD7m7RxSQeT+frPG6
ETkiptTgdYLCE6MPHhfUuzrXBhngKGSYiVEAkdeDW10WyMnyhGVdmErV8Hc7aBCSd
NOVESCvvGJ8JQdOCAWEAAaOB1TCBk jAMBgNVHRMBAT8EAjAAMBWGA1UdEQQVMBOB
EWJvYkBzbW1ltZS51eGFtcGx1MBMGA1UdJQQMMAOGCCsGAQUFBWMEMASGA1UdDWEB
/WQFAWMHWAAWHQYDVROOBBYEFBfFhHvQp+92kDi4s28IvJK1niuUMB8GA1UdIwWQY
MBaAFHhfD1p42GvkVHA9s93s9/Hy+sBHMAOGCSqGSIb3DQEBDQUAA4IBAQAT2G9yY
JTWg6FS7hBYLjeBijVILmvwRiy+AucPJS/DtPM10mwObdrTnvOoLKeEIQWDV7gg5
RNWiH1hSUsjuUdXcsOvuQ3FxsKp5scFd9xc9C7EAzaoorvpQ0SiJsFEFnkvQwjdzo
rfHH2Y+k2Sa5YZZdhZ JWwgyNwQmUavWSmazgkUb5DA10x7Dcfb4AZEX3S055LAYF
XKpgLxzoVPsiy1lJsSEmSd1IRe5ux/b66xdwpSTx935A0NTQ8UCBVNdM60+4UIFZ0b
PPLBKORIXiHNtowqjsxIcQaGDE8kY2LEc94wDUXcaJS0i2zCHUF+DOUUTXTPmCJC
pVUZ90OWDKTM54rYh

5.2. Bob's Signing Private Key Material

This private key material is used by Bob to create signatures.



MIIE+wIBADANBgkqhkiGOWOBAQEFAASCBKgwggSkAgEAAOIBAQDMCAXSCVGh/02M
EqR7qD7tEus6BF/BCNwf7b0bQB/rsUlE2sTB04662VZqZQDen37BvteqLNUC5CFV
6yPCCnw8mmjwB2bxqvzh3a217LU5V3FoIm417tImN+vBKEH028CbtLwIMbf4RqmQ
71/0falbBpERDQ3Ba0elLVBPNU925G2IDWiqy4mTwsSEOBQxmUpSxpd8XwYrMmUa5o
tGXn/cp+v35vpWQIO7FN1gtnG3r5rf9CRoLcj2bbKA+5u@cUkHk/n6zXxuhE5IgbU
AHWCwU jDXx4X1Ls61wYZ61ihkmI1RAJHXg1pT1lsjI80R1IXZhK1fB302gQknZ9FREQr
7xifCUHJAgMBAAECgQEABCQg1fTtiez+0/aNdU149NKOqx97GLTBj IguQEDDBVFK
21u4PhBg9AdgAUQLH1PE+eq65JaGZwVvFH8X1Ms2AKiRzYsP0QIoJ4n1hc69uiEN9
Ykcv4QHOVVQtCtWYjJyb5By9WPeLH6QynJ6F1BoSqxhURSWYY FTuwqt10HEhSUUH
d3N5BmbFiRBNj4aIA9zz+i5xLOM33kMKai/Ajj3sI0AISZ5ZVAhYbC8sCt1Xevh6
141p9S6GSWGC19by+1y9WC1QGtb5GDotvChMvmZS/03NeDc6xC/LZoQCcHNVgizd7
f196iEKJ1CYK+D7xsd7Y630w75HajOvnlhiJObSA+wKBgQDxv8jp2D6IVRGgYfaC
NUU3Mg70wagX1fgPHO9Sk6e9c8CgORh2uwWjpTawu88XxBGFyZ+xnWqr7GCNsltas
3m94ri4A4R94+5uL8+00LC26gMDTzATd1Q3k/h919YLk89tonQEUbCFZJdphThEb
vg2W+nNNSEVcQGUC1lzhX0AYyGMswKBgQDOBYk3sdGQbBA/hYD1EYsZfYebUiYVv21Tt
VGRgTOohKFC1RAWOtGPOYRbKYEVKBLhjgkXzS9XxGgKywP71z9Iny+zDGbzk8E1B/g
1S7GFGX50TGOISTaFWTYdxt4mN9pduZE2b1T/26uyU8DXCEBhF/0ghwQj JgKTYTT
R13Ara5fLwWKBgQDQyVtjIyD2gq8naY2D8c4mo3vHtzyc21tQzcUD8Z4vSYpsilhbos
KN/48qJmRv3t jqP+0+SXasYKSFE/4pIroLxTVNNkbQméektfttwp0lyPG8340wLk
97HVWOig/tX6mOwWglyBsm+q9TKTrrvmlpRG1ImE6BQQSYYy4r504u3V1inYwKBgQCl
B4FvWyDhTVQHwaAfHUg3av/k+T++KSg6gVKIF1Nw1x8ZW5kvnbJC3pAlgTnyZFyK
s5n5iwI1VZEtDbKTt1kqKCp8tgAVIPOAYWQKrgzxUJsOuUWcZc+X3awEF87IIpNE
1QKfXiZaquz23T2tKvso0Zz8nqg9x7U8hG3uYLV26HQKBgC0OJ/C21yW25NwZz5FUdh
PsQmVH7+YydJaLzHS/c7PrOgQFRMdejvAku/eYJbKbUv7qsJFIG41i/IGOCTVmu/B
ax5fbfYZtoB/0zxWaLKkIEStVWaKrSKRATrNzTAOreeJKsY4RNp6rvmpgojbmIGAL
Tg8MupOxQ8F4d28rtUeynHxzoDswOQYKKwYBBAGSCBIIATErMCKGCWCGSAF1AwWQC
AgQC9K+qy7VHPzYOBqwy4AGI/kFzrhXJm88EOouUPbg==

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
f4afaacbb5473f360e06ac32e00188fe4173ael15¢c99bcf@43a8b8f6e. This seed
is the first 224 bits of the [SHA256] digest of the string draft-
lamps-sample-certs-keygen.bob.sign.seed.

5.3. Bob's Encryption End-Entity Certificate

This certificate is used to encrypt messages to Bob.



MIIDaDCCA1CgAwIBAgITO17BWkcdhfwmHN7ueuPziuUW1DANBgkghkiGOwOBAQOF
ADAtMSswKQYDVQQDEyY JTYW1wbGUgTEFNUFMgQ2VydG1lmawWNhdGUgQXVeaGoyaXR5
MCAXDTESMTEYMDA2NTQXOFOYDzIWNTIWOTI3MDY1NDE4WjAWMRQWEQYDVQQDEWtLC
b2IgQmFiYmFNZTCCASIwDQYJK0oZIhvcNAQEBBQADgQEPADCCAQOCYgEBAKIrRwWJIQT
TIgSJPIiasB5P8g6BVsI/D/WdbmHatwWqilgqH746AM03QPE27AURNZr2iDkkDngbD
Y1tZKO5RPB5Q7PSR59RPrcx95in5/htnq2PmpzZDCU1z7zAFHQQPPNtTie5PdYGFw
6CYFQqz9ynNMUSbCfLRiepocnSV98D9Px7sh6XykEHW7rDx/EuconT3I1lrgelo9F+
MWNaVAMIqOkgJZxr4RMyhW1uNwT42Fz1J0VjLVXCMtXY6UhG/ TP5IWAXWYXgyy7I
y1E12F09K/VVxjP6NnI3fzYVmMKYQngXKrMGj0Z1y2HZt JhZqgHnBetplBNA4jXYcC
k7Z3n3dHJZfg9xUCAWEAAaOB1TCBk jAMBgNVHRMBAT8EAjAAMBWGA1UJEQQVMBOB
EWJvYkBzbW1ltZS51eGFtcGx1MBMGA1UdJQQMMAOGCCsGAQUFBWMEMASGA1UdDWEB
/WQFAWMHIAAWHQYDVROOBBYEFEQqzrDFTAkmcTeNueeAlYZU+iGI1MB8GA1UdIwWQY
MBaAFHhfD1p42GvkVHA9s93s9/Hy+sBHMAGGCSqGSIb3DQEBDQUAA4IBAQCCYLLW
tCBYZK+DatWaOVNiJdTxgQBRXtspGV79bejIgFV2YGI9BwvacdKx3ZnCNiUprre9yY
WOJjP/19GP4bCKHNfrp6j79rGxe8MtXEWSwWFOOCB]j6QYZawwjMXQS5GE6NIqSAWICL
CcQfNSVMIgtD6VCT3ibyB22LDRYBOKLFSK63BOYyO0OXbdGZYaQNVFqCXBPT5zhB3p7
1ZAUO9PUKACJII+71fupW6Xc3Brhqnw9OpkouNE1BVMSx5rAcAXsSNK4/ Jkw+sQSEih
VinpFedAz36YufvpHUNOmYspiHFz48iGPAaNbDREEODUSRB2PxXVMim22EH61BXe
t1o0EQxqwa®AMz5Fn

5.4. Bob's Decryption Private Key Material

This private key material is used by Bob to decrypt messages.



MIIE/AIBADANBgkqhkiGOwWOBAQEFAASCBKkwggS1AgEAAOIBAQCqOCCUEQYIEiITY
ImrAeT/I0gVbCPw/1nW5h2rvVqoi6h++0gDKNODXNUwFEZ2a90g5JA56mw2NbWSju
UTweU0zOkefUT63MfeYp+f4bz6tj5qWQwiNc+8wBROIDZz57U4nuT3WBhcOnMhas/
CpzTFOWwNny0@YnqaHJO1ffA/T8e7Iel8pBB806wWSTXLNKJIO9yJadHtaPRfjFjwlQD
PatJICWca+ETMoVtbjcE+Nhc9SdFYy1cXJrV20roRvOz+SVUF1ImF4MsuyMtRIdhT
vSv1VcYz+pyN382FZimEJ4FyqzBozmZcth2bSYwWagh5wXraZzQTQOI12HAp02d593
RyWX4PcVAgMBAAECQQEAEVPt6aAQjEJzHTiKnqt1U7p4UKb5EFf4yFrE7PdTLkeK?2 /wbReFqtuyq20yiATBOYHHMk0o46BUtN7gX/m/skt
DHWXVWs1+G4IgEMVokM9jjrkgdY5grrJ68sagkC+bgv35BizHPIqgQuO6qnPSrM9
bevwbQEj1QKBgQCiPE/zeBSnzyjeaTdLXGKkR1R+ZX2WqdNdYgnQkiwMkflaSmt5J
4raEj+GhLC5BZsZ6+z480M6XXFWOWSKkbMv5WH1824KHvgKcfoh@OiR1EVYjN1gDx
wKOQvjycMhs3FpXn@arjCczS2wGSgPGEpUR4JJhcpfaF6kphZswDWzV1AQKBgQC2
ivbK1tNhj4w2q1lm7EGC3F5bz15j0I1QTKQXYbspM8zwz6KUFR3+1+Wv1t30ncJ9u
dOXFU7gCdBeMotTBA7uBVUXZOtKQyl9bTorNU1wNn1zNnJbETDLi1WH9zCdkrTIC
PtFK67WQ6YyMFdWzC1gEY5YjzRjbTe/rukbP5weH1uQKBgQC+WfachEmQ3NcxSjbR
kUxCcida8REewWh4AldUBUOgFCFxF6YwWQI8I7ujtnCK2RKTECGOHCyaDXgMwfArv
zf17a9xDJIL2LQKr J9ATeS03409zIkpbJLONCHHOCOQYdHU+V02ZE4GUu8DKk3siVH
XAaJ/RJISEQAIMOgwfGUHOhhto6A7MDKGCisGAQQBkggSCAEXKzApBglghkgBZQME
AgIEHJjImYZS1Ykp6InjQz87/Q7f4KyhXaMGDe340eg=

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
98c8998652958929e889e3419f3bfd0edfefacals5da3060dedf8ale8. This seed
is the first 224 bits of the [SHA256] digest of the string draft-
lamps-sample-certs-keygen.bob.encrypt.seed.

5.5. PKCS12 Object for Bob

This PKCS12 ([RFC7292]) object contains the same information as
presented in Section 5.1, Section 5.2, Section 5.3, Section 5.4,
and Section 3.1.

It is locked with the simple three-letter password bob.



MIIX0AIBAzCCFzgGCSqGSIb3DQEHAaCCFYkEghcIMIIXITCCBCcGCSqGSIb3DQEH
BqCCBBgwggQUAgEAMIIEDQYJK0ZIhvcNAQCcBMBWGCigGSIb3DQEMAQMwWDgQIe/d6
gDQ/28QCAhQGYIID40ANn1sZankpTStcSIpXiMtvB601+f6XhgDJI5h0JLHYYerFHQ
6BaMiIgPQ3ycT/UwYjtIE9Y06NXxHz94jCsMM740gzUMYc1b62VChOCADCRpPZ2HYyY
EGTGQPUdXxKu0zbeS709LQNrCA0/B2y+Wtu4D+dtho084KK9916Jq87+eDrA8gXQm
sy1jVGNBA6Y1n2DWANR4H9+GhmOtYCCcRDPhd6togL533EZ8FshGw/eZbkojyAYG] iGuDSkfG4UWICFLWAQYPIqZnFK5VMsK5cy32va9aHXHjKzzCZf/Z](q8G8K970rjGu2Zh8KCz4qGgWROVK+ee33K02gNii3
gQis0yn05b1ylpEMrOf+GegUbYm9pccduN®3zEpCWNPNIYO5pVISIXGCWFIcOJbt
Cc23RnNXTqQLAINXn4nrf9g9sxtJ6iecVjCHoIXrNhyMLYy2uF2/eJaM4WW1BRO5pSP
DO2u2gIaEfCYXAN1CkhvhKpm/Z18QHG7tXc8//UlbhWgpmx44+bXf5T4hG29HpD
Z19r/+CkbwWJofF/86FqleyFEhizZz9cMfznKuYtvegMhDsQ4z/YUU/2UO/hEhsQVpF
YtCCxcrXzXmwXfzz3JrgYxbfRzc6UG9jhvSTROTVKPTFVWO3qRC4HXY7AjMOXbADL
GCh/NiYC+h07b3GCsHUJdRh87JyelL+x5Y1DNgcJdIzwEIetB6CcKPYOX4Na2kyInk
LgAfwZGAQTHN1IXB4gbYUnfuYgzSIcO7AE13sXORgr fRWL/XRW8egWyDIVKHKITJ
rM9Zzid+sjkGte3RQKTPw+wYVPAbhprl1B921xeB+gK1l0DVe58ZnpUALzY9+BS5TT
EbI0JiHcjlr3vGTUBLp/xhuHpkzdaPysQDgE5vYR5uIwggOvBgkghkiGOwOBBwag
ggOgMIIDNAIBADCCA5UGCSqQGSIb3DQEHATACBgoghkiGOwWOBDAEDMA4ECEYHXPVS
NcXTAgIUQ4CCA2ivLIdvKuViOkHRZXgcOxBJkBxK2mOtDs1wbMSITMi1KvQ7NVP1
NngNw19Hsql9SHXPzSk46aalvaxH34WRNXs2GtZrWOFb5XDwuxgNcTOXGaxVsavG


(qGSIb3DQEMCYECOIIFLjCCBSOWHAYKKOZIhvCcNAQWBAZAOBAiO/OIChThZ
LQICFOWEQQUIFWT/JI8U]jJQPfYTFonJE08zEbpYWXKboqw6/zZsMGmANUPgQNQDXx]j
r7QwJdIdQyrAoaaVaRotVyvgTOL1Hw8r607v36yoNov3kDPW7DfbSVTWX51IyQn8N
gMwa4N1clwT8ukfzXSaYykFSqF3w5zala4iThu®3GjDcfiWLMUlYVAUcvSmCIULE jWMFrwOzmDwa8sBkY270+rGv76gXvb/uGD3M2C+DySVy552d42wjghSez
gY6taTOtgKfLOS6VI1I4ELU78Q6va208M1cUdi343t0160MZgCDUWPP8TjKZINh8uUl
KNhzgpwNLz1gEOdd20013bbzdZ6uio3R52WQWRCk17Z91UesCJavytcAiOmMefMx
BPMOdnUi608TPDRAOMcOhbESrybwDXA0B/VUbwgM@/qCpZ7VcSKN11Uuoe9+Khoo
NK/gyMEvNntMxGNNI8arV8UkeFollPhrtumvdwgbVCeN8TBj5vXo6HU+eKB7AVwW])B
k/rRHpZxnnVGXbm8HzM+kjib2cY1diusVRJI/1+Q9GXuo135tQbobgcMzAmqAQgZp9
kDE8B8MBUGCSqGSIb3DQEJFDEIHgYAYgBVAGIWIwWYJKOZIhvcNAQKVMRYEFEQzrDFT
AkmcTeNueeAlYZU+iGI1IMIIFKAYJK0ZIhvcNAQCcBOIIFgQSCBXOwggV5MITIFAQYL
KoZIhvcNAQWKAQKgggUMMIIFIjAcBgoqhkiGOwOBDAEDMA4ECCNi2K1bMEiBAgIU
dgSCBQDLIX04EXCcYE8+4aizZIj/Wnh/SVVVRON7s4PGCbXt+VrOHd9YzTuUicAqIc



HH62dVv7NSy+fgqZG7SmVR1IodadFe+5usAzXoyyhhEe2c+ToeVbr5rs+vBvQUyh6
X5XTV5QVOAKwSYKGjyfdy86x1Q8cL2D2BM+RpkmlcFt jgwWcB46U6S6W50SG7X0KS
CMI4a6rnHPVgPPdXMrj3VSPJY8bhBQEDPVTNfSHf /wKZrIi5403F33B5jt6Cm9+9
m9Fed8n+81w59rRom72CY9Xii/ULER9THW]}x0Z0Q+dIm123Kauwexu0GjiiOUR8M
eM/AOn7UNys+bZTulgdpWW/mDhJ+eLATnhJw5ro/AwWaBYVXG+t5k9LjdI1ZmgS4b
JIXVBwilpEGOohOMM6EYpOdri1XM4mT/EQIMWD458NgsO5CuUCpwAUXGdQmgrVsFrrVOH
TyHeVLDhe43J3GI6HCWJIV0eDQzzma03AM+Io0oRDKTHNnIMaxUXphKTag5+f/smNYE
hzVjZeIc8GFZ36eSI4BNGHSXFACWLU2ThkzpXMmg50JAUhBYXQE/fVevLUH4JPLg
z869wk8gR1UB061hQGrnsx7Z05IsYahEY]jzONO5PVPJIYMLSYMovG9i+LpzQ499IB
zPu2fdLR41u5n505mG1Y4aJ70CIXMORYhWHuctHdGdpJsgiq8+1iilwmfyCfboZL
3ePMU+WOzkAsyn22aK8jDBLLVZ1v0ZIVQR3Gx4QFPSk6qCMQOE58VKMUMXYVC1zT
wSeEMu66eND/AKTE+XXV/d9bmSmWGK7Y8XrDKLKfmRdr1IeondVJv5mk12YKXBPQ
GeUgK5XJUa2dzH9zvfEX81Yzdt4281QCiXJ3qwmbT+8RO0OLBt4Ky0s2e2ZSZnjrL
90040USHIOYEf jwnWoLhKbkmun8GJIxoB2yCzTawVQf9/qIUXaSzcp23AV6LT1k90
f79HYPW3CcQJAL jF6XBVEL1XVZPkfTuC3yVLufljs2ed/ctpHg9nuIld/xHFH7 t4Hbm
U3/ZufE1GHNnsRQ3kbngA5WXerd9UzeoDaVDjFXGrITp8envO8GXYVWWGXLL15010
DuJSV1E+1yww86SNjBYUTX0r0CJjjTk27vIUhAYUEA+J711eifqqPDKYXnrCdUEa
jbfEdek30WiLR+ChEVEp48M1a6UVTLM/mjziwbsxm5Q1lGcecmz13e32RiyrfseB+R
yllmzeJtydP2IHKWK7pww9yOlPKOQtZs66IGZKgeXrWBkOQFYDX42gAy/xTfglco
4K07akhp3UzTIQyTXnt+0s0Scc+Arvm/dwClm+Zxybt0OcVyadjpKwydyfAr3aTkG
XX6RMHrEWr1R9BNMGPYesDs+yeVNs1QdDhff/bQLwCLXdGLWwLe6kitUiyi8F3hbd
fPjR7R611EUVIrBm7YLmgdxRCIO2LFLGNO9iSMNe5vmiNaKiuzfb4Dp9dqEMhmJf
dsTURagfJIyqULoe®8EIIozahivbzoWVA60PAkk2D8DNTiMegX4I1Z/Zb3LPxJKAe
X03Ys1YQrNSNz3B2ZISBapzGzhFZfRVZPOmXhN53pDhlxkwObtkKblYAQCVP+kzg
wekzCy/M1q/Hb038CV1NKzay3yg4ntehJ+v9/k7gaqKmo3ZWMGKkOWGBV/GFxYhme
Nd14Y65D9T1ypM/zrXSyGo0gZgSA6H1AgogzwwSaGwx9n/06czE8MBUGCSqGSIb3
DQEJFDEIHgYAYgBVAGIwIwYJK0oZIhvcNAQKVMRYEFBfFhHvQp+92kDi4s28IvJK1
NiuUMF8wTzALBglghkgBZQMEAgMEQESULk1nPh/XbTET83QqxpxbEpCxkvYl1zrpc
aWzzbehThK1le6bJRDM3z1prOdHs8Qxs30cSpAQIX0OXjuX1qFfKsECJ1vgXe6roOF
AgIOoAA==

6. Example Ed25519 Certificate Authority

The example Ed25519 Certificate Authority has the following
information:

*Name: Sample LAMPS Ed25519 Certificate Authority
6.1. Certificate Authority Certificate

This cerificate is used to verify certificates issued by the example
Ed25519 Certificate Authority.



MIIBcDCCASKgAWIBAQITGZz6zL8FCLI93bElmwkKaEVA49zzAFBgMrZXAWNTEZMDEG
A1UEAXMQU2FtcGx1IEXBTVBTIEVKMjUIMTkgQ2VydGlmawNhdGUgQXVOaG9yaXR5
MCAXDTIWMTIXNTIXMZUONFOYDZIWNTIXMJEIMFEZNTQOWjALMTMWMQYDVQQDEYPT
YW1lwbGUgTEFNUFMgRWQYNTUXOSBDZXJ0aWZpY2FOZSBBAdXRob3JpdHkwKjAFBgMr
ZXADIQCEQUZ9yI/rkX/82DihqzVIZQZ+RKE3URyp+eN2TxJDBKNDMEEWDWYDVROT
AQH/BAUWAWEB/zAPBgNVHQ8BATf8EBQMDBWYAMBOGA1UdDgQWBBRropV9uhSbh5COE
0QekOYLKLmMUMtTAFBgMrZXADQQCpSPkvILHA5NLh+YT34REFOVVphNaxdwildnx/J
7BGYVgKOObNDOsgpkpclneTiIi9gdfs5zSIak6TnvDdiuccK

6.2. Ed25519 Certificate Authority Secret Key

This secret key material is used by the example Ed25519 Certificate
Authority to issue new certificates.

This secret key is the [SHA256] digest of the ASCII string draft-
lamps-sample-certs-keygen.ca.25519.seed.

7. Carlos's Sample Certificates
Carlos has the following information:
*Name: Carlos Turing
*E-mail Address: carlos@smime.example
7.1. Carlos's Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by
Carlos.



MIIBqTCCAVUGAWIBAQITFTA2/ZV2DbKUTmbWgsuSzBMGCTAFBgMr ZXAWNTEZMDEG
ALUEAXMqU2FtcGx1IEXBTVBTIEVKMjU1MTkgQ2VydG1lmawWNhdGUgQXVOaG9yaXR5
MCAXDTIWMTIXNTIXMZzUONFOYDZIWNTIXMJEIMjEZNTQOW]AYMRYWFAYDVQQDEWLD
YXJsb3MgVHVyaw5nMCowBQYDK2VWAYEAWSB6AMizeYchNhE1g756c552urng8e5Add
I/IAppL3yK2jgZgwgZUwDAYDVROTAQH/BAIWADAFBgNVHREEGDAWGRR}YXJSb3NA
c21pbWUuzZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQCcDBDAPBgNVHQSBAFSEBQMD
BSAAMBOGA1UdDgQWBBRkheM7nBlazeYLuhp/CL7EnMyEPZAFBgNVHSMEGDAWGBRY
0pV9uhSh5COEAQekOYLKLMUMt TAFBgMrZXADQQDHbVRfqrivP1YFE1vR4s8IXQba
mPgWm+bh1bzOWQZE Jx27+HXSwcQq10aigzpNX5x/8FXy3Tdfyh/syZqkGwAD

7.2. Carlos's Signing Private Key Material

This private key material is used by Carlos to create signatures.

This secret key is the [SHA256] digest of the ASCII string draft-
lamps-sample-certs-keygen.carlos.sign.25519.seed.

7.3. Carlos's Encryption End-Entity Certificate

This certificate is used to encrypt messages to Carlos.

MIIBQTCCAVUgAWIBAQITqKfyfNYXEMyAOGhgjaMFYQldVQzAFBgMrZXAwWNTEzMDEG
ALUEAXMqU2FtcGx1IEXBTVBTIEVKMjU1MTkgQ2VydGlmawWNhdGUgQXVeaG9yaXR5
MCAXDTIWMTIXNTIXMZUONFOYDZIWNTIXMjEIMjEZNTQOW]jAYMRYWFAYDVQQDEW1D
YXJIsb3MgVHVyaw5nMCowBQYDK2VUAYEALMgXzNMgy J11NRhNz9bKYSpfDyFmbVBs
jPbFfaAUPHS]jgZgwgZUwDAYDVROTAQH/BAIWADATBgNVHREEGDAWGRR ] YXJSb3NA
c21pbWUuzZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQCcDBDAPBgNVHQ8BATS8EBQMD
BwgAMBOGA1UdDgQWBBSBKaD6I6BLIIwNeADe7doWyzQluTATBgNVHSMEGDAWgBRY
opV9uhSbh5COEOQekOYLKLMUMt TAFBgMrZXADQQBAEptLosUVLMgSGgX/KBtx6end
0GlzIw+uz/tkIVOF1gKwrOXt3ixbQJ1dTWBnKdpxKx0OwwJrfn5/01YgzUJOE

7.4. Carlos's Decryption Private Key Material

This private key material is used by Carlos to decrypt messages.



This secret key is the [SHA256] digest of the ASCII string draft-
lamps-sample-certs-keygen.carlos.encrypt.25519.seed.

7.5. PKCS12 Object for Carlos

This PKCS12 ([RFC7292]) object contains the same information as
presented in Section 7.1, Section 7.2, Section 7.3, Section 7.4,
and Section 6.1.

It is locked with the simple five-letter password carlos.



MIIIXgIBAzCCCF4GCSqGSIb3DQEHAaCCCE8EgghLMIIIRzCCAMB8GCSqGSIb3DQEH
BqCCAmAwggJCAgEAMIICVQYJK0ZIhvcNAQCcBMBWGCigGSIb3DQEMAQMWDGQIWS3R
pPpTimkyMCAhS7gIICKKwyttinvdBY3pNtMUJ4/G6tE8tBNy4Xnh5vONwvOSU1NPzN
NKDPjaanMtw61VEFsSQTJOTktIeNVV8uzTlal5/A9ax7U+70Mw3zwiXsyzMxEd7ry
Qmj7djYjx5xQ+UsnBgzrjapUSYmryDvYqEuig2709Q8zaxdMd/wep30GeaadjrXo
dEW31iXBEKkjHOWVCCIFV72z5AGMQzvz1dGC+cjSeJyvNvcfqgkifhpPCmdMiwltj1J
aejep+P21+yZR1e9mDYSgiwW0zMcOD7hLYOE081CVNmPtoYjctm3L70kSwS61VOoA
pDLoIumlHgVA7 jMWOUM5VKW50NrPREB3USQnP2CoKJIjmTYQ1VupJl9/Gfltj305c¢c®9tgbpGkDOFI+JOMAJZz/E3VKHI7T92TXj98Bf/z1KEX
AQGvaxCI5FpT224x0DBF/z6ZxWKZortuaxPhChBqrz14qdBVdnXpgdoFUY9SLANS
hthwn93in®IFHHdjRgaxR3cOTEOa28xwQpvI1l7w5t/V1+WGQ8GHMPAZzFUDLO330E
mn2FmwWVjMwswggHvBgkghkiGO9wOBBwagggHgMIIB3AIBADCCAdUGCSqGSIb3DQEH
ATAcBgoqhkiGOwOBDAEDMA4ECG]2DS1DJh0/AgIUgYCCAaiPztSEqZVM6ghTLTKI
UFKypTE38W/0zXxw1QDOKXETQplu8iDrsYI54EbUlw6g6vWxrhHvICJEMPbNUX7V2
DQwyi/Hd3adOEdQ45kGb7mNcilt IUDGPrFrBgsPEXx4hDJG]jePIVgEXDp]j8szxIwQ
wg9WbdPg2pH7uD4Va9+HbeJjRTP7CP8ceGA077zfAULIMZ17n+ydptAwVN3EX9GGC
jbsOyocOXheRDYK8U1H122UjQ50tXA83DID8QeLr+NNFIlwcYJEPM5kxKnBIcnhgP
utB3SLz16w8eap9yfHUVWdr1dI6rn93dcFix2ympTINQLNSVEPZS62cydmWOYKUO
LyhuYfM7ZnuI1vOw1932pgkIHdplfkmygB+0E5WINXhvSEN6tqtISNdJcpfB65as
E80rGVDrQeao9E2mVTAFgiHHLCKcsbL4n30wG831I0fzEja6yLyDzu/hGyMh/Jyuf
rcJGgMWrn2/+2TVzTVUcvcTFsypfaPAb6UkEvVt5h+2xatZMnJC5CkBY+yzc3ahgN
GtgFtEf7RdDZK12+IA1qxrRKNSH+DE57XFLGMIHEBgkqhkiGOw@BBwWGggbYEgbMw
gbAwga0GCyqGSIb3DQEMCYECOFoWWDACBgoqhkiGOWOBDAEDMA4ECA2F84MR3NKt
AgIUXQQ4ISoWJ7W16JIxLO5Jc1CMvBs3eQ7yVgzYep5ImgQonglIWVXWRZbTHB+71
pkgsYRgF8Yx3yt6dGKMxQjAbBgkghkiGOwOBCRQXxDh4MAGMAYQBYAGWAbWBZMCMG
CSqGSIb3DQEJFTEWBBSBKaD6I6BLIIwNeADe7dowWyzQLluTCBXAYJKoZIhvcNAQCB
0IG2BIGzMIGWMIGtBgsqhkiGOwOBDAOBAqBaMFgwHAYKK0ZIhvcNAQwWBAZAOBAQO
VyogQx931QICFLUEOBmMuU4SxJoFj4Kb1lYpHweEfcleH4CgxKvCQMIrKla34wOhcHS
NjzZBkcNs3e4WfuofDTow02GcqeJrMUIwWGwY JKoZIhveNAQkUMQ4eDABJAGEACgBS
AG8ACzAjBgkghkiGOwOBCRUXFgQUZIX]jOo5wdWs3mC7o0afwi+xJzMhD8wXzBPMASG
CWCGSAF1AWQCAWRA1t56S2r7yFrpjMaCK3ybG63nQrjdgKEIHQZSMvr4UmbA6uln
tadRcad4edIMDRAUIRFckfpalqHI9YWBWGPA4TFAQIKONpmMR/LgWcCAigA



8. Dana's Sample Certificates
Dana has the following information:
*Name: Dana Hopper
*E-mail Address: dna@smime.example
8.1. Dana's Signature Verification End-Entity Certificate
This certificate is used for verification of signatures made by

Dana.

MIIBpTCCAVegAwIBAgITpJIvI/RfYIwaHOqQ+JHUYW2wOHKZAFBgMrZXAwWNTEZMDEG
ALUEAXMqU2FtcGX1IEXBTVBTIEVKMjU1IMTkgQ2VydGlmawNhdGUgQXV0aG9yaXR5
MCAXDTIWMTIXNTIXMzZUONFOYDzZIWNTIXMJjEIMjEZNTQOWjAWMRQWEQYDVQQDEWtE
YW5hIEhvcHB1cjAQMAUGAYt1cAMhALLaHeGGROON]jrs+4K40ueetCId1JZik+WAW
w6J/zm+uo4GWMIGTMAWGA1UdEWEB/wWQCMAAWHQYDVRORBBYWFIESZGFuUYUBzbW1t
ZS51eGFtcGx1MBMGA1Ud JQQMMAOGCCSGAQUFBWMEMABGA1UdDWEB/WQFAWMHWAAW
HQYDVROOBBYEFEgDhsFpuHhtrt7zzAawM6xXMt 2WMB8GA1UdIwQYMBaAFGuUilX26
FIJVKLQTRB6TRguQuadyl1MAUGAYt1cANBAO1JTk7QtXn5yCwgjVRYMzwY6VvCaxROv
yNVQq041iiXCADZWNyeBt2rvpTwl0j5ky5/0zJygrhSmkxoilySsvypgw=

8.2. Dana's Signing Private Key Material

This private key material is used by Dana to create signatures.

This secret key is the [SHA256] digest of the ASCII string draft-
lamps-sample-certs-keygen.dana.sign.25519.seed.

8.3. Dana's Encryption End-Entity Certificate

This certificate is used to encrypt messages to Dana.



MIIBpTCCAVegAwIBAgITC+vfipqjlgrZL8ViMpnNj1gd6zAFBgMrZXAwWNTEZMDEG
A1UEAXMQU2FtcGx1IEXBTVBTIEVKMjUIMTkgQ2VydGlmawNhdGUgQXVOaG9yaXR5
MCAXDTIWMTIXNTIXMzZUONFOYDZIWNTIXMJjEIMjEZNTQOWjAWMRQWEQYDVQQDEWLE
YW5hIEhvcHB1cjAQMAUGAYt1bgMhAOAX0]jYBaRTOSbwKOpEEANIRj13vZjwQll4z
CJs+6CRU04GWMIGTMAWGA1UdEWEB/wWQCMAAWHQYDVRORBBYWFIESZGFuUYUBzbWlt
ZS51eGFtcGx1MBMGA1Ud JQQMMAOGCCSGAQUFBWMEMABGA1UdDWEB/WQFAWMHCAAW
HQYDVROOBBYEFJ3fTdQF75rsYIa8J20E6c5a3I+kMB8GA1IUdIWQYMBaAFGUilX26
FIJVKLQTRB6TRguQua4yl1MAUGAYt1cANBADSHOBETIQUMNr17ZTPgcUqP7Lj4LYpmm
AMjqTuul+fQWupag81D3eqKH/+IOxBguU7tOm5daFOcylUECUppIXIgk=

8.4. Dana's Decryption Private Key Material

This private key material is used by Dana to decrypt messages.

This seed is the [SHA256] digest of the ASCII string draft-lamps-
sample-certs-keygen.dana.encrypt.25519.seed.

8.5. PKCS12 Object for Dana

This PKCS12 ([RFC7292]) object contains the same information as
presented in Section 8.1, Section 8.2, Section 8.3, Section 8.4,
and Section 6.1.

It is locked with the simple four-letter password dana.


]jUGCS(QGSIb3DQEHATACBgoqhkiGOwOBDAEDMA4ECPG61iJpJkNuf
AgIUFf4CCAgj/MCKXWbtplglHufYRzMhWeV3BaYoisKS4NOI+MYEVOVPHKLGp8e5v
CtkuwnuY3wJ6Mgn5F27MIGyjoimcoeQboApOgVYu+QZbwwWX4HV7jPFBYE3DX1L15
7irBYXUaoGzgBspDsmancqL7LHr/HJIszKpv7kSTKiRpHvgdcg3RtD+AetoZxrYci
zmfcBONW4XDYTDKM4sSyypMrSji0/huGjg4TXQQYLbx0OxUo+RH7 IJWzTH3RLHhH/w
/+RHKXvym7uRm+0S1Xkffz47VyA348w7+YADMCxeujG+N1BikGJEC53R1XGuiVjI
8aButCifePwyQ65/m+jk1MOgIrg2M12mh9z6mtT6kYqZjCcKxwV+rEib4TX48+HOt
2vp9r6041+ulLu9f2P/EJka86biQUOMbWA+cd@IXpDm7CgVT/c70pob3Fs3fM1BH
Sh8g8mo0IAI7EBfkxkymrgrCBptm74wW6AXQGAgYFrNWBHunFer4DnE2rhDLXFvZg
X2c1VJIPThKDM91t7vksoAt tmXNWY1UuCBqGipH11ge7tXE/tgAZIF510wRVFGOLQ
7dCFH+cyS55UIJPhuFgUR7qskzrrh5SywWuBdMDSgyf7z+J0o86mBQEtwIsT2erqGf
z7Tqol1TFYyK2HpTr1FsTFjhNg4cXBQB2Red7f6IuK9/b6A6soKwpApjE3Uoymc3MK
MIIB7wYJK0ZIhvcNAQcGoIIB4DCCAdwCAQAwggHVBgkghkiGOwOBBWEWHAYKKOZI
hvcNAQwWBAZAOBAjnyf7N2H+W4AICFJ2AggGOGREGUWOAN]BShA7junSDi0+1a3uu
PVz102L0eWnKISTivDOBDjmhkAwoMF+RSaTqcOeFz4yCEiMdBEKO/Uk3+R5HCOGr
tKhOsMh1Ti8dPEPbXcwVvs7vUuXx5iAMAMN2BP2/4DTB32XMCHWFWTHYTFkQcsdI
4GtpnP9YsusabQWaD2YjHKZNNTP1LBKr11hxEyUK1zB39r fQkRtM6X/2cp0/rKjH
NEKWOQQIzx4jrrf93chbXGMzZy7ZZWygkbS8SNfe6ztvR3/AAUO3PD7h9GTFMSHWOQGN
6HAHURX3U6STB3kGUBOUBO+Ff40HIRTOGTWTXjjORW1cI+T+mpIfsmgycVFSNn4r
ThuIwSSHWB/dJguhj1lpd2k1ldHS90T3xbcxxQPru41HIRpc69BVPmMdgsywt285Q1A
IkRO1laF7yTn7jOmNCkFjgiUPyUhOB60ziqa6bPFX33vOvbIkvGEH/XxiyH5KL8NVN
e+5Jq0qo5Ldz+VwuVjRVaJKYRIEIWG/igukbZELynt+n2ab7MQBwaF7szah6rgod
9siHtn2qqcLH/yFSpa311+zmrzCBwWAYJK0ZIhvcNAQCBOIGYBIGVMIGSMIGpPBgS(
hkiG9wOBDAOBAgBaMFgwHAYKK0ZIhvcNAQWBAzZAOBA19gc9b1vmGZAICFLOEOGDS
hI5HUdzQ7whUdHI1B2e63n/f8D8eU4Fd6sx0X0eGz9g3aYjrfYQB1SuXJ1lAEe/sI
WCYMHS1EMT4wFwYJKoZIhvcNAQkUMQoeCABKAGEAbgBhMCMGCSqGSIb3DQEJFTEW
BBSd303UBe+a7GCGvCAdtBONOWtyPpDCBWAYJKOZIhvCcNAQCBOIGYBIGVMIGSMIGP
BgsghkiG9wOBDA0OBAgBaMFgwHAYKK0ZIhvcNAQwBAZAOBAhcO/FJPCuuLgICFPOE
0IndIOW9ychDOX3aWnkEfmBHjJ/mOSmr6ZVQ+R7YEEGPYYaaWOKhuGn+ymPjE+sb
rOgDREH1QBOCMT4wFwY JKoZIhvcNAQkUMQoeCABKAGEAbgBhMCMGCSqGSIb3DQE]
FTEWBBRIA4bBabh4ba7e88wGsDOsVzLd1jBfMESwCwYJYIZIAWUDBAIDBEBIhLG6p
HFTKOhwRZDYE3YSCZQkaqfjtQ5AF5bMNXZzoKrBwKyiIFjaljzqOHsXjZfvpYFn9l
SfA4Br7bcbTOGhQEBAgUQ5JIM5dj JIbQICKAA=



9. Security Considerations
The keys presented in this document should be considered compromised
and insecure, because the secret key material is published and

therefore not secret.

Applications which maintain blacklists of invalid key material
SHOULD include these keys in their 1lists.

10. IANA Considerations
IANA has nothing to do for this document.

11. Document Considerations
[ RFC Editor: please remove this section before publication ]
This document is currently edited as markdown. Minor editorial
changes can be suggested via merge requests at https://gitlab.com/
dkg/lamps-samples or by e-mail to the author. Please direct all
significant commentary to the public IETF LAMPS mailing list:
spasm@ietf.org

11.1. Outstanding Changes

*Cross-sign between two sample CAs ?

*Add SMIMECapabilities (RFC 4262) for X25519 certificates
indicating supported ECDH schemes, as in section 8 of RFC 84187

11.2. Document History

11.2.1. Substantive Changes from draft-ietf-*-00 to draft-ietf-*-01
*Added Curve25519 sample certificates (new CA, Carlos, and Dana)

11.2.2. Substantive Changes from draft-dkg-*-05 to draft-ietf-*-00
*WG adoption (dkg moves from Author to Editor)

11.2.3. Substantive Changes from draft-dkg-*-04 to draft-dkg-*-05
*PEM blobs are now sourcecode, not artwork

11.2.4. Substantive Changes from draft-dkg-*-03 to draft-dkg-*-04
*Describe deterministic key generation

*label PEM blobs with filenames in XML



11.2.5. Substantive Changes from draft-dkg-*-02 to draft-dkg-*-03

*Alice and Bob now each have two distinct certificates: one for
signing, one for encryption, and public keys to match.

11.2.6. Substantive Changes from draft-dkg-*-01 to draft-dkg-*-02
*PKCS#12 objects are deliberately locked with simple passphrases

11.2.7. Substantive Changes from draft-dkg-*-00 to draft-dkg-*-01
*changed all three keys to use RSA instead of RSA-PSS

*set keyEncipherment keyUsage flag instead of dataEncipherment in
EE certs
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