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S/MIME Example Keys and Certificates

Abstract

The S/MIME development community benefits from sharing samples of
signed or encrypted data. This document facilitates such
collaboration by defining a small set of X.509v3 certificates and
keys for use when generating such samples.
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Introduction

The S/MIME ([RFC8551]) development community, in particular the e-
mail development community, benefits from sharing samples of signed
and/or encrypted data. Often the exact key material used does not
matter because the properties being tested pertain to implementation
correctness, completeness or interoperability of the overall system.
However, without access to the relevant secret key material, a
sample is useless.

This document defines a small set of X.509v3 certificates
([REC5280]) and secret keys for use when generating or operating on
such samples.

An example RSA certification authority is supplied, and sample RSA
certificates are provided for two "personas", Alice and Bob.

Additionally, an Ed25519 ([RFC8032]) certification authority is
supplied, along with sample Ed25519 certificates for two more
"personas", Carlos and Dana.



1.

2.

2.

This document focuses narrowly on functional, well-formed identity
and key material. It is a starting point that other documents can
use to develop sample signed or encrypted messages, test vectors, or
other artifacts for improved interoperability.

1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [REC2119] [REC8174] when, and only when, they appear in all
capitals, as shown here.

.2. Terminology

*"Certification Authority" (or "CA") is a party capable of issuing
X.509 certificates

*"End-Entity" is a party that is capable of using X.509
certificates (and their corresponding secret key material)

*"Mail User Agent" (or "MUA") is a program that generates or
handles [RFC5322] e-mail messages.

.3. Prior Work

[REC4134] contains some sample certificates, as well as messages of
various S/MIME formats. That older work has unacceptably old
algorithm choices that may introduce failures when testing modern
systems: in 2019, some tools explicitly mark 1024-bit RSA and 1024-
bit DSS as weak.

This earlier document also does not use the now widely-accepted PEM
encoding for the objects, and instead embeds runnable perl code to
extract them from the document.

It also includes examples of messages and other structures which are
greater in ambition than this document intends to be.

[REC8410] includes an example X25519 certificate that is certified
with Ed25519, but it appears to be self-issued, and it is not
directly useful in testing an S/MIME-capable MUA.

Background

1. Certificate Usage

These X.509 certificates ([RFC5280]) are designed for use with S/
MIME protections ([RFEC8551]) for e-mail ([RFC5322]).



In particular, they should be usable with signed and encrypted
messages, as part of test suites and interoperability frameworks.

All end-entity and intermediate CA certificates are marked with
Certificate Policies from [TEST-POLICY] indicating that they are
intended only for use in testing environments. End-entity
certificates are marked with policy 2.16.840.1.101.3.2.1.48.1 and
intermediate CAs are marked with policy 2.16.840.1.101.3.2.1.48.2.

2.2. Certificate Expiration

The certificates included in this draft expire in 2052. This should
be sufficiently far in the future that they will be useful for a few
decades. However, when testing tools in the far future (or when
playing with clock skew scenarios), care should be taken to consider
the certificate validity window.

Due to this lengthy expiration window, these certificates will not
be particularly useful to test or evaluate the interaction between
certificate expiration and protected messages.

2.3. Certificate Revocation

Because these are expected to be used in test suites or examples,
and we do not expect there to be online network services in these
use cases, we do not expect these certificates to produce any
revocation artifacts.

As a result, there are no OCSP or CRL indicators in any of the
certificates.

2.4. Using the CA in Test Suites

To use these end-entity certificates in a piece of software (for
example, in a test suite or an interoperability matrix), most tools
will need to accept either the Example RSA CA (Section 3) or the
Example Ed25519 CA (Section 6) as a legitimate root authority.

Note that some tooling behaves differently for certificates
validated by "locally-installed root CAs" than for pre-installed
"system-level" root CAs). For example, many common implementations
of HPKP ([REC7469]) only applied the designed protections when
dealing with a certificate issued by a pre-installed "system-level"
root CA, and were disabled when dealing with a certificate issued by
a "locally-installed root CA".

To test some tooling specifically, it may be necessary to install
the root CA as a "system-level" root CA.



2.

5. Certificate Chains

In most real-world examples, X.509 certificates are deployed with a
chain of more than one X.509 certificate. In particular, there is
typically a long-lived root CA that users' software knows about upon
installation, and the end-entity certificate is issued by an
intermediate CA, which is in turn issued by the root CA.

The example end-entity certificates in this document can be used
with either a simple two-link certificate chain (they are directly
certified by their corresponding root CA), or in a three-link chain.

For example, Alice's encryption certificate (Section 4.3,
alice.encrypt.crt) can be validated by a peer that directly trusts
the Example RSA CA's root cert (Section 3.1, ca.rsa.crt):

1. |
ca.rsa.crt |—| alice.encrypt.crt |
| | |

And it can also be validated by a peer that only directly trusts the
Example Ed25519 CA's root cert (Section 6.1, ca.25519.crt), via an
intermediate cross-signed CA cert (Section 3.3, ca.rsa.cross.crt):

1T T |
ca.25519.crt |—| ca.rsa.cross.crt }—| alice.encrypt.crt |
] L | | |

2.

2.

By omitting the cross-signed CA certs, it should be possible to test
a "transvalid" certificate (an end-entity certificate that is
supplied without its intermediate certificate) in some
configurations.

6. Passwords

Each secret key presented in this draft is unprotected (it has no
password).

As such, the secret key objects are not suitable for verifying
interoperable password protection schemes.

However, the PKCS#12 [RFEC7292] objects do have simple textual
passwords, because tooling for dealing with passwordless PKCS#12
objects is underdeveloped at the time of this draft.

7. Secret key origins
The secret RSA keys in this document are all deterministically

derived using provable prime generation as found in [FIPS186-4],
based on known seeds derived via [SHA256] from simple strings. The



secret Ed25519 and X25519 keys in this document are all derived by
hashing a simple string. The seeds and their derivation are included
in the document for informational purposes, and to allow re-creation
of the objects from appropriate tooling.

All RSA seeds used are 224 bits long (the first 224 bits of the
SHA-256 digest of the origin string), and are represented in
hexadecimal.

3. Example RSA Certification Authority

The example RSA Certification Authority has the following
information:

*Name: Sample LAMPS RSA Certification Authority
3.1. RSA Certification Authority Root Certificate

This cerificate is used to verify certificates issued by the example
RSA Certification Authority.

MIIDezCCAMOgAWIBAQITcBNOxb/zdaeCQlgp6yZUAGZUCDANBgkghkiGOwOBAQOF
ADBVMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEWhMQU1QUYBXRZEXMC8GA1UEAXMO
U2FtcGx1IEXBTVBTIFJTQSBDZXJ0aWZpY2FOaWOuIEF1dGhvemlOeTAgFWOXOTEX
M3jAwNjUOMThaGA8yMDUyMDkyNzA2NTQx0OFowVTENMASGALUEChMESUVURj ERMASG
A1UECXMITEFNUFMgVOCXMTAVBgNVBAMTKFNhbXBsZSBMQU1QUYBSUGEgQQ2VydGlm
aWNhdGlvbiBBdXRob3JpdHkwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGQEKAOIB
AQC2GGPTEFVNdi0LS1Q79A0Mz2G+LRJI1bX2vNO8STibAnyQ9VzFrGJHjUhRX/0Omr
OP3rDCB2SYfBPVWdOCdC6z9qTIkcVXDc1hK+VS9vKncLOIPUY1lkJIwWuMpXallIelz
+zCuV+gjVv83UvnewTn39MCmymu7nFPzihcuOnbMYOCAMmUbilDm8TX9P6itFR3hi
THpSKMbkoX1M1837WaFfx57kBIoIuNjKEYPIuKOwGUAeppc5QAHIg95PPEHNH1MM
yhBzC1lmgkyozRSeSrkxq9XeJKU941wWGaz@zb4dkarCur/eiMoCk3YNV8L3styvcMG
1qUDCAaKx6FZET7hE9RN6L3bAgMBAAG])QjBAMASGA1UJEWEB/WQFMAMBAT8wDQgYD
VROPAQH/BAQDAgEGMBOGA1UdDgQWBBSRMI58BXxCcMp/EJKGU2GmccaHbOWTANBgkq
hkiG9wOBAQOFAAOCAQEACDXW1JGjzKadNMPCF1ZInZC+H17RLrcBDR25jMCXg9yL
IWwGVECNp2fH4+YHTRTGLH81aPADMdUGHgpfcfqwjesavt/mOOTOSOLjIJORVMIITE
heSNUHUigVRONjTVW2EBz7e2p+v3t0sMnunvm6PIDgHXXOW6mjzMX71G674bJfo+v
dx+jI/aXt+iih5pi7/2Yu9eTDVu+S52wsnF89BEJeVOr+EmGDXxUv47D+5KuQpKM9
U/1isXpwC6K/36T8Rhhd0QXDgOMt91TZ4dJITTOM3cmo80zzcxsKMDStZHO0zCBtBq
uIbwWw50a720/Iwg9v+WOWkSBCWEadf/uK+cRicxrQ==

3.2. RSA Certification Authority Secret Key

This secret key material is used by the example RSA Certification
Authority to issue new certificates.



MIIE+wIBADANBgkqhkiGOWOBAQEFAASCBKgwggSkAgEAAOIBAQC2GGPTEFVNAiOL
$1Q79A0OMz2G+LRJI1bX2vN0o8STibAnyQ9VzFrGJHjUhRX/0mrOP3rDCB2SYfBPVwd
0CdC6z9qfIkcVxDc1hK+VS9vKncLOIPUY1lkJIwWuMpXalIlelz+zCuV+gjVv83Uvnéw
Tn39MCmymu7nFPzihcuOnbMYOCAMmUbi1Dm8TX9P61itFR3hiIHpSKMbkoX1M1837
WaFfx57kBIoIUNjKEYPIUuK9WGUAeppc5QAHIg95PPEHNHIMMYhBzC1lmgkyozRSeS
rkxq9XeJKU941wGaz0zb4karCur/eiMoCk3YNV8L3styvcMG1qUDCAaKx6FZEf7h
EO9RN6L3bAgMBAAECQQEAE3tFhsm7DpgDlro+1Sk1kjbHssR4s0BHb4zrPp6c18P0
6T8gWuBcj1Dz0zykNTzaMaDxAiad4vuxVJIB1imberkNHzTFqyb8bx3ceSEOCT3aoyq
5fiFpROL6Balvgg8RTVNCAIApHNa4pVkOXD8WG+h7mlUAOYGbie5U08/P2qwWjc0z
+zcheyYXJS/iuu@t2/FOihEWGcXBmoc8D++n7mKst2jkAHD4w1PN2MgVgnmagpBz
gobFNmMCZyZpDS+PPTtQZ1XvdGF5Sodc+Fz+jpWunlkgxDHE4UIZzDA/HAaBgORbm
aEZaVs0s9ZExeqOtqu2fPB7zF/1JKdRk4UJOUXSOOQKBgQDJwonP5Rwv0OsYoCiw
ZUFCYTmMN/hI3R3viKuxr19CH6+mvuIU8500IHF6TiouZwhk+6+Vk7rcXdS554DT4
2RbVrX/51/M0zx8c8IIwoZJIasLz+vx8F4n6hyhV65bXN7AIBojMh2dt8tP2MZ/R
VEfsk4mNm06yKuzyAfjJziCnCQKBgQDNDHOUYUIPkqOPSVViKQFJFCB9BJPFh1ld2
pIgoziw/JZzM3W3IWUOKWG7UXSOT3XmMN3IX6xmwWwW4vX1/088yb0bZWYPOedb61GM
I9D0I5igndLgDwyOL2PFuzZh5pqqc09DE+cpIW4nNoudgTNmCr jhmxNCGKgGjlD8z
/0kSccvywwKBgDdOReajRUziEjDXxjF2UbzKx81zJsX4KIs22GIdHgSRCv1lcy860Qa
5WN3ULN1yB350HCP69WDFMXYym5rJoQjPvh6GIuhYKv4V8TffxkYv5kx5uwWiXzvJ
7v2x+m8rMglyv+pkyWLV8KKYytHmdiBzD+oTWxF7r4uelLjtaxngzxn93pAoGBAKpR
rR9PNroKHUbSE/drUNZFLvNZwPDv6108T978t0ONL372pUT9KjR8eN31DaMpoQOpc
BqvpSoQjBLt1nDysV2kr IORWMIOzZAWCOE9C8RMvJI6+RAUS0Q1BSY jvLGaKi5AAHK
PTk8cGYVO1BCHG1X8p3XYfwOxQaHxtuVCV8eYgCvAOGBAIZeiVhcOYTJOjUadz+0
vS0zAlarg5k2YCPCGf7z+1jM5rbMk7jrYixD6WMj TOKVLHDSVXMBpbA7GhL7TKy5
cepBH1PVwxEI18dgN+UoeJeBpnHo/cjJ0iCR9/aMJIzI+qiU030MDR+UH99NIdAdAKN
175GRVLAeWOIzgtO9EMEiID9joDswOQYKKwYBBAGSCBIIATErMCkGCWCGSAF1AwQC
AgQcpcG3hHYU7WYaawUiNRQotLfwnYzMotmTAt11i6Q==

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
a5c1b7847614ed661a6b0522351428b4b7f09d8ccca2d99302dd62e9. This seed
is the first 224 bits of the [SHA256] digest of the string draft-
lamps-sample-certs-keygen.ca.rsa.seed.

3.3. RSA Certification Authority Cross-signed Certificate

If an e-mail client only trusts the Ed25519 Certification Authority
Root Certificate found in Section 6.1, they can use this
intermediate CA certificate to verify any end entity certificate
issued by the example RSA Certification Authority.


4. Alice's Sample Certificates
Alice has the following information:
*Name: Alice Lovelace
*E-mail Address: alice@smime.example

4.1. Alice's Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by

Alice.



MIIDzzCCAregAwIBAgITNOEFeellfOKpolw69PhqzpqplzANBgkghkiGOwOBAQOF
ADBVMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQLEwhMQU1QUYBXRzEXMC8GALUEAXMO
U2FtcGxX1IEXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOUIEF1dGhvcmlOeTAgFWOXOTEX
MjAWNjUOMThaGA8yMDUYMDkyNzA2NTQXxOFow0zENMASGA1LUEChMESUVURjERMA8G
A1UECXMITEFNUFMgVOcXxFzAVBgNVBAMTDkFsaWNLIIEXvdmVsSYWNIMIIBIjANBgkq
hkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEAtPSJI6FQg4Fj5NmMNOPKkrYo@jTkfCv4TTA/
pd0/KLpZbJOAEr0sI7Aja07B1GUMUFJeSTulamNfCwDcDkY63PQW1+DILS7GXVwWX
urhydzlavVshcUqVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K04s+A8TCNO12DRVB
DpbP4JFD9hsc8prDtpGmFk7rdogq8gqnhxBW2RZAeLgzJOMayCQtws1g7ktkNBR2w
ZX5ICjecF1YJFhX4jrnHwp/iELGqgaNXd3/YOpG7QFecN7836IPPdfTMSiPR+peC
rhizwLSewbwXLJe3VMvbvQjoBMpEY1laJBUIKK01zQ1Pq90njlsJLOwWIDAQAB04GYV
MIGSMAWGA1UdJEWEB/wQCMAAWFwWYDVROgBBAWD jAMBgpghkgBZQMCATABMB4GA1Ud
EQQXMBWBE2FsaWN1QHNtaw1lLmV4YWiwbGUWEWYDVRO1BAwWwCQYIKwYBBQUHAWQwW
DgYDVROPAQH/BAQDAgbAMBOGA1UdDgQWBBS79syyLROGEhYXrilqkBDTIGZmczAT
BgNVHSMEGDAWgBSRMI58BXxcMp/EJKGU2GmccaHbOWTANBgkghkiGOwWOBAQOFAAOC
AQEAc4miNqf0qaBpI3f+CpIDhxtuZ2P9HjQEQ+v6BdP7GKJ19naIs3BjJ0d64roA
KHAp+c284VvyVXWJI99FMX8(g2ZUQMxH+xh60Afzcozmnd6XavVWHg4eHIjSo027PmhK
E10AJKKhDbdbEcZXL2+x1V+duGymwWtaDO1DZZukKYr7agyHahiXRn/C9cy31wbgN
sy9x0fjPQg6+DqatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgkLD59fk4PGHNYXS1F
hd06zZk9E8zwlc1ALgZa/iSbczisqckN3qGehD2s16jMhwFXLJItBiN+uCDgNG/DO
qyTbhY4fgKieUHx/tHuzUszZxJg==

4.2. Alice's Signing Private Key Material

This private key material is used by Alice to create signatures.



MIIE+gIBADANBgkqhkiGOwWOBAQEFAASCBKcwggSjAgEAAOIBAQCA9INnoWDgWPk2a
fO+Sti1jSNORBK/hN8D+10780ullsk4ASvSw]jsCNo7sHUa4xQU15J06VqY18LANWO TQHLURNCHOXEI62rsOCVPs
D7I1Z0Lfs+SSTeNEXxD57mjyyufpV650cNcImSIAMMX2jWQ8ndnOuwWPcc5J6TNVT
au0a7zZB0aeKHNA8BXXL3GY11M9QKBgQC35xKi7f2ImGtsYY21t fRUDUMGE jhMW6eb7This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
92c89d4330d3d8e31d4fde9b9d0febe9fc142141dd65a45e5b436F05. This seed
is the first 224 bits of the [SHA256] digest of the string draft-
lamps-sample-certs-keygen.alice.sign.seed.

4.3. Alice's Encryption End-Entity Certificate

This certificate is used to encrypt messages to Alice.



MIIDzzCCAregAwIBAgITDY®1vRE510r0QlSHoe49NAaKtDANBgkghkiGOWOBAQOF jAMBgpghkgBZQMCATABMB4GA1Ud4.4. Alice's Decryption Private Key Material

This private key material is used by Alice to decrypt messages.



MIIE+gIBADANBgkqhkiGOWOBAQEFAASCBKcwggSjAgEAAOIBAQCalSn6i8Gi44/0
AVAN5GNCk4PHHN]jrSTfWUnnelN41KImVaTC3D9zFCrS3i4Pa9ZgHYyA5Qf8Iw3ZmnV
z5q7M8onZm7mZjgQeb6FUH41i2GMt4jse2Dqs165ernT905NLFf1HUjURca3ynqEB
BV4DmhnZp8eDhv3t6dXyCjNHT82S6DgCReZuTtMc1zy++MxQlqdn9wWZLhOAOpeNZ
KGmVwjeVy+8FkyzC3jX/Qcm+ZLCqlLghBwDHAZ5qDTII2PVX1X3K7/cONxhvBbau
1/k1swdszUtjhflyFZ80RuQ3qFC6VvL/PGeWy6SCT58duq/AOEKksSCAW1b+MD8QHIY
j7CFSmq1AgMBAAECgQEADgXOWEDDRESYEZ+s7 TMw+WH20+3X00r rygnsLbOyv341
WAAUWK7qZyjd9rSDOAtBOgFhQNXYhWZ1T+0iHs1CIfqIMZ8wy1iFHBCIphoMSWs5
/D+1dXrUef5Y23rC1BxXHOg1UNSGXnpUH4ehV6p11vZMh40JKEOMCAcpyd1SzXrw
+VGCc1+pXv/tTW3Rb2qoW09JoWY+EpcssrwSN8OFIFODh4QfbLN6pVTt28aQ4pf/
1KhLoapjFzXSYp/jrcNjYJ9qRASAbZsK0J2yZ0yqjLHDCDipFty+wWopkuzZcJhsgu
Cg1Stt7tKgSvAV/nEjN8e/vA91/AACKBCNCLZEOLgQKBgQC4eTMBBDCZz1usXJIBK4
SRC/WwUthJZzfOk2GmwrODCTRYhWQSDjBfiQNboazHObVPz45qP10f0t2iPEHeX+
VWAXTNrN69M91EzxygA3s761AejBR3FbLWkzLYqPB30ZWSIE7CrWHTXJipFWZv+X
FG1R418fnRCUMJ4j850em5iyqQKBgQDWhQMJIu7FCO2fr83qsIdLwqhiDt TpwUN3 ]This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
1cf74849f7445f466c4272251Ff5f96b77fa0698b3e98b3f1ee8207bf. This seed
is the first 224 bits of the [SHA256] digest of the string draft-
lamps-sample-certs-keygen.alice.encrypt.seed.

4.5. PKCS12 Object for Alice

This PKCS12 ([RFC7292]) object contains the same information as
presented in Section 4.1, Section 4.2, Section 4.3, Section 4.4,
and Section 3.3.

It is locked with the simple five-letter password alice.


]
11KU4mLknSJ36W4T7vaI4fp98sKOnGpabDzQheu6BbQ+dvVd44q52MDwvqvDOY7UJF
IVEP3V9EbTn641CROMICcVCUynxb3aaKjhgBKTGbYsKtPue974rDPIArMs2Heo8y3
cq+f7Jce®IVCglRatN6rSyIBF8J1BQW5pZGCco8AWTM1pK3RrdIDziheASBDIBB+KT
4JZB06Uprlcz5wBY6ncXWa5E4feb57Cd3bB+zJuubBX9f4yG/JOCcSF59w92c/6Qb
14EFk6tA1z19PxuLLwjco71e69Jiav19Ph/WIpf/XCEurw7K+VAeZALFW41G/D30
WIBRC2shisHB3j8+3fNPcvidFy3EKZNW41lrZFAjbBt1oCxk5rcfRS7vXucAvC5X9
4bmOXEcdOysnuplH77u+CWwWxjCk414S1KZTUbwc1a®B6YyRDVOjUMZKDzMgsxyYjn
JG5QhMFQrTyALWCgJsP/rAf5xPhG2p+9QulOyiBIIZwvKNKRQKL+YLcvYvThlbhj
ruflyzzvviyXCy9LcX2GBop9yBFJzIcmKfLOMGUabWIKWX2BIjhGTtu6VThmRHuUf
0sgNg/ZrNCTYa7elD6gwP5uFRecSZdAST+0XTe6M7e/vaN4Go4A3H8+d53SYQP6N
pTt/a0DTHzY77aNMh+mzkIHC1W3zUd1S48tUyIMiAN3Tt+RfhHZfgloJ7IdcYdM2
01I+UD/5L9ghxN8dh13Fi3rDyn6Y5xB1xXxFuZ@mLjoEI+3Pr1+B9Kgf+o/hxFttfx
1uP1XcHt0a4gBr6g7fwGNssfw5S6g6hSOQUDTAYOpvLaatil2TZmeYZzij19ssv36
kri1vaRv9xcQCbY0@5ucD+buymFXPn/rhvVdxhgIydmvOtdzDozy®OWFDTvgjUBNeRnC
eMVD6A1WdWO1mBgOcI1JISOaY2FWm8Kju62XZA8YIRowlLysuq3zIgDmzmqJFKwuUA
MRMZmUVhophMEN86rwob3Z87gNbyy1U/dXi+s6Vybx/kiwDXjfyhwBnhnligkhgiv
00hGtt+yAliCVuHQ1E10QeQNO4C5QTUOd1IW0j489Ft6wpvmOtqcl6NpnRYUhbCoF
XhFr4wswggR3BgkqhkiGOwOBBwagggRoMIIEZAIBADCCBFOGCSGGSIb3DQEHATAC
BgoghkiGO9wOBDAEDMA4ECPOEFEHQGB9JAgIU50CCBDAOrGHYN47xktt1J1VvWQZN
BYIMFzLN6p2/zKotGf7EMdgSdwlxkhKTwxunfoP/gfRD6bOoXTAA7ukIDSHXZr fXF
KjI4HI2o0a/NihwgctphcLonBJXcofuHv+10PI9MPLtwu3MolwsWTiHpf5XmxMoZQw
fbrp2ohLugJ01ZRBORTFAUpaAht Fg91pLOtXEpz7GULEYONnYh9R8iu9bSel8bpl4s
+A0XzXD4gYiEU6Yi0/47aRstd3H4u3ERDNUKS0oqVsts1RSKnK/WrGYUwoy7KkNDwy
DBitfosMY@rpWEe5rXTBwJkBodcl3LBpDbNzdbrzw+e+y0ObJ9zfR1MploOxVfoiji
g9UbRAgN2y0ORKWF6Cc63V2RAF5t jQHNNIM3K3tC9zEis11jgn9LeOLBICd1qyE4P
WFfmHNOgwqDF1eX96TmUipmYM63H6]jcbnSc6p7eIZtCrqGjhsTqFwcMgo4wWaXweHD
fLXSZdzIUB+zfC8tftUUEOUX3tX4110U7K8UAUQTSK/AXwUj+MbQVhlz8tedFVr
w4ulz1841YghD3VAIOxXiZkfSKChRz8/7QacrXFvfKkrcrxS2iHMoxhoJ7WETNtI
S1IW5R5runj61r50VT4HCFNFQTfGBbTtVOAdP7yka9aQDWxPCoXFgeb1QO1F/BigzW
02JP5Lcrw7ia@y88QbTzWhi57d4he50IpOwHUiGPh7s792ml11tvuSpRKIKOXWv6Eh
gAj5AsBB8INVgXP71Ytx2vMdjw69qzQcxASJI4UHQQOCXmiODLUP+FHAY1CPNSjbR
pHrTilUFi/+9hYneQci++qPvkCgMuGHVXxamd40LanGININXE1DyMeduapX5rXuPn
g66LPey9GQUE3SBNC2dmju0y7d8fWXEZqhgLtPfsuwVzdnwbluAcjRfQPNo+uwe4
zihYisXK31gA557dRqdSv+6GL6/0ZQ0CTaYMyZIWD9jS2gU6T3q2j8uk1LNCcLINS
aSpQ5xWspBXpzXo39fG6CMeqzZ1FCqrvQwYhdXbtxn90x/pimmwWOlcgAXv+xythw
BMx+i11JEdbCj0O15wjmsCWNPW1M4AVSholpZhs9Mq6rvgBXilHJgjDODPSLCEOXh
/GNOX0O0X3LrxfCIDEhT8LYZ2NES59yh3t6pm88soFzaAghdjb1Fkc79nBbcl4NLKg
SmL/7GktkxEzn0iSYfnfJ905kjZCO8d8RNoGT rDDUWD2ZIhbbx0Cq4E3EOZt13aH
JOXRBOZLC9L2JINeSNiBZZGykh+Pi4TsIzXL2UPQ+dy4DDaEf8yamyY®4d1lhFsnhD
qr94Y9E30/rpFOyUb2gCehEgT9nppVuMeridsCkHgemmgVr/52Xv/XK9dx4+YBjL


]jLSbgTs527skzdCam80xYmdJVO
ES/uqFCQFUSamXXNbotviQk8jWuJFz+BXzPYJIN3t+3mp6SmgTZ2zP8FUQEE4GbSH
DqYV621DcWRo/mao8xzX/mvkKm4addGBldiusoHZalL4gdo2A1qThSMnMBsciC+jE]
DqOr70XhHccTDW8wggWUBgkqhkiGOwOBBwWGgggWFBIIFgTCCBXOwggV5BgsghkiG
9wOBDAOBAQCCBSYwggUiMBwGCiqGSIb3DQEMAQMWDgQIehcRLMVUApPMCAhQOBIIF
AHb5dXZKzCeRU02ZSj0OoyuFS3zQ5HhKyfapsyCqbYCKv/1SzNYWvuda7xfa+uOM7
/WCB9sWdzOMTpaBMHWx9hvibZIY650M+ry4tTuKKq0J1370snjBOdSNTKszsI3fa
PUjslxqIH3aC1shD70ghIRGZzRjK44PJyWv6260QrgVtTYRONYTdee+SbBZbkEt/
EpWipwftWXGR6tSYJIQN99e09Vih8HyQvwIpidUh3pCFOlow4VZyAqIWOHCWIOTA]B
XNv+qfdH7fiX9wM5/GvnQReIsqjXCUocBpSQIAQD/f+I/d1F2ZmgM7KwXOLGRER9S
OWZGYF734pN9GLbNetWm6rKxmlSI/5m6+2JIxxfann16P+vBSEgQWJ/I8GnJAdzIbB
Tyfjog4Gi2+1mrPzK7+C79ntMOnfsrd4xvzy/BknwzIaJksd4VvOGkS9nfM6shtBJ
BOuUR+GJfthtsvIVUHNOkz2r/1VzMSRbOg9yR53hv1H/nXCmUjwz/BvobmoaVBcCm
moOnnYZTHMNarIVYdLQFif5ZLH7WV/XVEVIORNtNRiKSK96VAHM5XboWQGCgLOheh
IX3NilylgenGm1aF1SQNMVLDKo1ILDTKrINVPmMjG/WFoLntpJFPtYZsooT1jjXLw
3VTSodtgKQNdPYOEidSJqwIS87fzrCB2Wmwys@iGfdsuNhSagNga®@dMO6Fiw2fku
X7TH+W7SX1/n9YeZUNLOcewLcC7E8IAl1Iar jglZE1L6Yb21dXXxV9q3PPOWKuGnaho
TKND6MLN5BIGOGTZzF1VspXRrJhFrcLe+xsJR1r6niI3bcMWXXy7gbmiX/CRE9O2T
YyNXE10DR+XxZ6rjPWDJIP7kVf4GvA8trCGrot4pbJbmwlBeMIylScdQoHEnyqgrenOn
RMmXZaKz13njtq7wk78qoJg@a6Vh/sde®OKcOPFkyTZdMB1TztmOK2VJU3jUVZzP1M
OWY2fyGDoA8901+/MiNsgiaEghGybXBYipOex+p7j1GIRN/CKmpWsqjZnB78kyXm
Z6AE1vC6neD/7zANINDkzXiun6ic72LoBX3JGiCSUMEhIPJOACDw1zTDUOH2rCQN
w+tivJ2v4KbgeKoc6beQb5fZHs7VsWHikIcpwgB5ngwt34wHgFGONTS41ZmvzSJ7
FMRVGmsDYkDTpZzgNOaxiUBQMCEVXNIe3nAmA+dvB7w6XRQVSUsSL+VBFhHiWGZ7h
k5sCeHE1ewXKOSyJADgfF1Yq3ETfEgZ13h4wtoSfbBVtzbbyg2LNegUCLTIJkc7fm
T7X7J3SxbjogndMHEeMdVb+NFxbgsXYrYD8rC2A815cQzZrsxblbvgybEJz+NU/52
UgGrPmdj JKUGBK/V2zor6qPvKyId1Gb4QQuIoyClwhZ+qk9nE4Eft84y7ISgMywH
+1w87HrSHKfpqzQhCx1rLu53IYK/4PhE7BYC9Q4tvISZXSGZ+njudtyzERSlaNe5
njUeIENr4B/+kXULwVDcVMFHqUFJMkFai8FUga7gyipZ+654cl1GgJjnNBOlva8Jc
dtdPRRW4gwdrvn8u8J78KBzt6ChkrpKRV8VeWKBkO1hcTOZNpInNghDrkfzHBqPO
Uo133I7P7C+h9sNDI153W6I0IodyQEOAVIWXHO4y/1d1VeGDaB7h0SDq9ZMpm9Inil
En7F6/1/s4IUZHja/gRrK9hD4MEXgOLhFXuUzuipo490MUAWGQY JKoZIhvcNAQKU
MQweCgBhAGWAaQBjAGUWIWY JKoZIhvcNAQKVMRYEFKJTQAVEPIAPFXwBI/Dnjq/N



83CcPMIIF1AYJK0ZIhvcNAQCcBOIIFhQSCBYEwggVIMIIFeQYLKoZIhvcNAQwWKAQKY
ggUMMIIFIjAcBgoqhkiGOwOBDAEDMA4ECKq4DtyiayOyAgIUpQSCBQAKQtkPOS4s
LE60s7nP4RaJWBuUyXx127V/06TusBRBgQoPzP+aC+099wgisEKedyB47bAzc04sba
498UKERASYHCEhdD2hGRCL70u9]jTtrr4RgZpa5voCJicB0O0Ot4bgy21lUefOpm6no+R]gAtnoKE+EKdQmyZ1VoD09ih44ZzuRX6XV4A
EYafNB8ygjRHGSVPWO/MOESOw16wz JHTuf/15fD/nH7Xh5MzhCFOCtvLN8v+S1Po
12/4006pS2byjUFRbeCpzEpRXxdvOOLChOALAYOYGOu41W3yInKNFnawBulfOPFCe
ZT92M1BgwJA8ZcydtiiunRNAH51WLSP1oUpOD1v6ENn+rat+PoyRXIy2fLHBL25aw
LhABoZPgRsCiLsiNiohfyngksrQKeRg01aBMT92J8r1E4sUKirQlcOdiwWBE6vVmMBS
XzyN/twvfgPNIXgROrw6c7VhhS+hNTrsttg/xcfvJd/bftDbKm+RZL+yQoOkkAfIR
5tizyMdMBlaMrpfrBxvNtMiykbZ88SYoA70Trwab2aHQluVhs80jXGBEOgmSudcS
dV1EhBpo9HBsDZZi0IwOp5/B9fCHANThCTiUm80eQ6mX2/DBOLINh7gHOYLL3azT
m12D0ZpZNaXyxLzdiRiAdwpwWZmmeg00G70yi@D5eIxh6cbnbuu6Ygdp+pFFVYHTA
vc5Czpne20PhXX2k00kbwawr9AfrFjIfAEmBFX5GBGr/1SiUQSkbUC/s209Yga0g
WTYt3KXPzrThJJIGZNnnXZRTGFI1i6vp8RsnPX35+Dxe/Lp3gXDAIJeWG6XVA8t3fsp
coTgPkm/XGNMmMOZ81KX/ReVdP+dC93sov2DuDZbYGPmMH1D47b00iA68GD64DEUNt
Q8MhWk8VRR1FqcuwBOTObc+SIKEINKkVYmDFAMBKGCSqGSIb3DQEJFDEMHgOAYQBS
AGKAYWB1MCMGCSQGSIb3DQEJFTEWBBS79syyLROGEhyXrilqkBDTIGZmczBfME8w
CwYJYIZIAWUDBAIDBEC6rujtKFi2F7NJGih1lmT4ptDGeckraylzjrl/Hgl/5Qw7il
BSuc4wEGNDSBEZUE90FNyThrzzEtebTsX1uPRoV5BAj10QCGvaJQwQICKAA=

5. Bob's Sample
Bob has the following information:
*Name: Bob Babbage
*E-mail Address: bob@smime.example
5.1. Bob's Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by Bob.



MIIDY]jCCArKgAwIBAgITaqOkD33fBy/kGaVsmPv8LghbwzANBgkghkiGOwOBAQOF(q
MAWGA1UdEWEB/wQCMAAWFWYDVROgBBAWD jAMBgpghkgBZQMCATABMBWGA1UdEQQV
MBOBEWJVYkBzbW1ltZS51eGFtcGx1MBMGA1Ud JQQMMAOGCCSGAQUFBWMEMA4GA1Ud
DwWEB/WQEAWIGWDAdBgNVHQ4EFgQUF8WEe9CN73aQ0Lizbwi8krweK5QwHWYDVRO j
BBgwWFOAUKTCOfACXDKFXCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADQQEBAG7e
QY6PX7WZC5vCbF5hj0itx0z30yM+LRCcSTGWoYXdmlwsNUzy31pE3dtADvevRtsP8
uN7xyfKeXzBzhShA/BtkkqYGiFvXDpluOxWmqCOWPmMc1PNK2mHil+pGMfvnUwnxd
6gKCHED5p+bUhDYyIH2fy9hGyeOUs8nvi+7/HwWBipN+nA/PfsPn+aU411K6qgDoG/i
kwyuiWcFF1lc5yE5rkAe2J0/ad4+HtzNmTK4jB/4GbyI6x1UszP1EQKE+ES10Xut/y
UWL5nKKagqpRRdO7Pq371MpFQs2+zXt4fGheKzZU3XXrIPCcAPYyJjWiyU1DzpgqgSJIM
OIp/HtXdFscHb9+Qic8=

5.2. Bob's Signing Private Key Material

This private key material is used by Bob to create signatures.



MIIE+wIBADANBgkqhkiGOWOBAQEFAASCBKgwggSkAgEAAOIBAQDMCAXSCVGh/02M
EqR7qD7tEus6BF/BCNwf7b0bQB/rsUlE2sTB04662VZqZQDen37BvteqLNUC5CFV
6yPCCnw8mmjwB2bxqvzh3a217LU5V3FoIm417tImN+vBKEH028CbtLwIMbf4RqmQ
71/0falbBpERDQ3Ba0elLVBPNU925G2IDWiqy4mTwsSEOBQxmUpSxpd8XwYrMmUa5o
tGXn/cp+v35vpWQIO7FN1gtnG3r5rf9CRoLcj2bbKA+5u@cUkHk/n6zXxuhE5IgbU
AHWCwU jDXx4X1Ls61wYZ61ihkmI1RAJHXg1pT1lsjI80R1IXZhK1fB302gQknZ9FREQr
7xifCUHJAgMBAAECgQEABCQg1fTtiez+0/aNdU149NKOqx97GLTBj IguQEDDBVFK
21u4PhBg9AdgAUQLH1PE+eq65JaGZwVvFH8X1Ms2AKiRzYsP0QIoJ4n1hc69uiEN9
Ykcv4QHOVVQtCtWYjJyb5By9WPeLH6QynJ6F1BoSqxhURSWYY FTuwqt10HEhSUUH
d3N5BmbFiRBNj4aIA9zz+i5xLOM33kMKai/Ajj3sI0AISZ5ZVAhYbC8sCt1Xevh6
141p9S6GSWGC19by+1y9WC1QGtb5GDotvChMvmZS/03NeDc6xC/LZoQCcHNVgizd7
f196iEKJ1CYK+D7xsd7Y630w75HajOvnlhiJObSA+wKBgQDxv8jp2D6IVRGgYfaC
NUU3Mg70wagX1fgPHO9Sk6e9c8CgORh2uwWjpTawu88XxBGFyZ+xnWqr7GCNsltas
3m94ri4A4R94+5uL8+00LC26gMDTzATd1Q3k/h919YLk89tonQEUbCFZJdphThEb
vg2W+nNNSEVcQGUC1lzhX0AYyGMswKBgQDOBYk3sdGQbBA/hYD1EYsZfYebUiYVv21Tt
VGRgTOohKFC1RAWOtGPOYRbKYEVKBLhjgkXzS9XxGgKywP71z9Iny+zDGbzk8E1B/g
1S7GFGX50TGOISTaFWTYdxt4mN9pduZE2b1T/26uyU8DXCEBhF/0ghwQj JgKTYTT
R13Ara5fLwWKBgQDQyVtjIyD2gq8naY2D8c4mo3vHtzyc21tQzcUD8Z4vSYpsilhbos
KN/48qJmRv3t jqP+0+SXasYKSFE/4pIroLxTVNNkbQméektfttwp0lyPG8340wLk
97HVWOig/tX6mOwWglyBsm+q9TKTrrvmlpRG1ImE6BQQSYYy4r504u3V1inYwKBgQCl
B4FvWyDhTVQHwaAfHUg3av/k+T++KSg6gVKIF1Nw1x8ZW5kvnbJC3pAlgTnyZFyK
s5n5iwI1VZEtDbKTt1kqKCp8tgAVIPOAYWQKrgzxUJsOuUWcZc+X3awEF87IIpNE
1QKfXiZaquz23T2tKvso0Zz8nqg9x7U8hG3uYLV26HQKBgC0OJ/C21yW25NwZz5FUdh
PsQmVH7+YydJaLzHS/c7PrOgQFRMdejvAku/eYJbKbUv7qsJFIG41i/IGOCTVmu/B
ax5fbfYZtoB/0zxWaLKkIEStVWaKrSKRATrNzTAOreeJKsY4RNp6rvmpgojbmIGAL
Tg8MupOxQ8F4d28rtUeynHxzoDswOQYKKwYBBAGSCBIIATErMCKGCWCGSAF1AwWQC
AgQC9K+qy7VHPzYOBqwy4AGI/kFzrhXJm88EOouUPbg==

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
f4afaacbb5473f360e06ac32e00188fe4173ael15¢c99bcf@43a8b8f6e. This seed
is the first 224 bits of the [SHA256] digest of the string draft-
lamps-sample-certs-keygen.bob.sign.seed.

5.3. Bob's Encryption End-Entity Certificate

This certificate is used to encrypt messages to Bob.


 jAMBgpghkgBZQMCATABMBWGA1UdEQQV
MBOBEWJVYkBzbW1ltZS51eGFtcGx1MBMGA1Ud JQQMMAOGCCSGAQUFBWMEMA4GA1Ud
DwWEB/wWQEAWIFIDAdBgNVHQ4EFgQUSrOsMVMCSZXxN42554CVh1T6IYiUwHWYDVRO]
BBgwWFOAUKTCOfACXDKFXCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADgQEBAC2cC
Y8FgaxgB+Dx9gAFj35aelvgzYiWI3AX3FSx0go/GzpK//LB42150eBukKXbmO@ixBn
4nojxD7PM1MOi+ilAVvVNJINaHY9TtgIgq8V/COC7vL8SABNO1e5ZRI7640hu9ivYv
IXvvt79gzvSTpe+NUT1i09xNgsC8v19wWB/BwkgMAgDgMxqCxT4fyrvVwpxNBke75]
E6Q3XCjfdOWYcTfMLK7EsTSgimYuonZjN7v/yqTdjn/iVH+agL/2M1Sfiu36w/Yf1
7EMO9UKGH/Javh+2Vjd0j8rE/g2Iaac5VI91M6xz50DZUknycBKKinR+nJWMt5AK
UAaL2Mjl3YtrUGBpxxY=

5.4. Bob's Decryption Private Key Material

This private key material is used by Bob to decrypt messages.



MIIE/AIBADANBgkqhkiGOwWOBAQEFAASCBKkwggS1AgEAAOIBAQCqOCCUEQYIEiITY
ImrAeT/I0gVbCPw/1nW5h2rvVqoi6h++0gDKNODXNUwFEZ2a90g5JA56mw2NbWSju
UTweU0zOkefUT63MfeYp+f4bz6tj5qWQwiNc+8wBROIDZz57U4nuT3WBhcOnMhas/
CpzTFOWwNny0@YnqaHJO1ffA/T8e7Iel8pBB806wWSTXLNKJIO9yJadHtaPRfjFjwlQD
PatJICWca+ETMoVtbjcE+Nhc9SdFYy1cXJrV20roRvOz+SVUF1ImF4MsuyMtRIdhT
vSv1VcYz+pyN382FZimEJ4FyqzBozmZcth2bSYwWagh5wXraZzQTQOI12HAp02d593
RyWX4PcVAgMBAAECQQEAEVPt6aAQjEJzHTiKnqt1U7p4UKb5EFf4yFrE7PdTLkeK?2 /wbReFqtuyq20yiATBOYHHMk0o46BUtN7gX/m/skt
DHWXVWs1+G4IgEMVokM9jjrkgdY5grrJ68sagkC+bgv35BizHPIqgQuO6qnPSrM9
bevwbQEj1QKBgQCiPE/zeBSnzyjeaTdLXGKkR1R+ZX2WqdNdYgnQkiwMkflaSmt5J
4raEj+GhLC5BZsZ6+z480M6XXFWOWSKkbMv5WH1824KHvgKcfoh@OiR1EVYjN1gDx
wKOQvjycMhs3FpXn@arjCczS2wGSgPGEpUR4JJhcpfaF6kphZswDWzV1AQKBgQC2
ivbK1tNhj4w2q1lm7EGC3F5bz15j0I1QTKQXYbspM8zwz6KUFR3+1+Wv1t30ncJ9u
dOXFU7gCdBeMotTBA7uBVUXZOtKQyl9bTorNU1wNn1zNnJbETDLi1WH9zCdkrTIC
PtFK67WQ6YyMFdWzC1gEY5YjzRjbTe/rukbP5weH1uQKBgQC+WfachEmQ3NcxSjbR
kUxCcida8REewWh4AldUBUOgFCFxF6YwWQI8I7ujtnCK2RKTECGOHCyaDXgMwfArv
zf17a9xDJIL2LQKr J9ATeS03409zIkpbJLONCHHOCOQYdHU+V02ZE4GUu8DKk3siVH
XAaJ/RJISEQAIMOgwfGUHOhhto6A7MDKGCisGAQQBkggSCAEXKzApBglghkgBZQME
AgIEHJjImYZS1Ykp6InjQz87/Q7f4KyhXaMGDe340eg=

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
98c8998652958929e889e3419f3bfd0edfefacals5da3060dedf8ale8. This seed
is the first 224 bits of the [SHA256] digest of the string draft-
lamps-sample-certs-keygen.bob.encrypt.seed.

5.5. PKCS12 Object for Bob

This PKCS12 ([RFC7292]) object contains the same information as
presented in Section 5.1, Section 5.2, Section 5.3, Section 5.4,
and Section 3.3.

It is locked with the simple three-letter password bob.



MIIYGAIBAzCCF7AGCSqGSIb3DQEHAaCCF6EEghedMIIXmTCCBIcGCSqGSIb3DQEH
BqCCBHgwggROAgEAMIIEbQYJK0ZIhvcNAQCBMBWGCigGSIb3DQEMAQMWDgQIe/d6
gDQ/28QCAhQGYIIEQJKAS5kzRVMId6rEWC/ORYBSgpPPUSROUQTjspt6EhBZ1gHCc3u
FTCPaO5P/vpeWaCnBRarGFn3DmgA3JT+59bmRpGdiP3Zr1k2EbHi0yrd2P3UFDNX
gRkkI+7pf6e0HWIRNt JA+KJIS8v3tZ/hpiEKAEav/MqOIFNFYEiZpCkbKCX5aubbl
p5c3J2MNg/WNBfpGJUHKVIZUIF3H+8LfFgayRsDsppoUMffR+GmdL8nxLighraHD
+Iqr3LpEroNi/iZQWUTFTUlaePf/2KMgqaHOuy41IVvCcH1jIcLXHGNa66S8AP/H]j2 JmwNQXR9
aYHBBwW5BNBw1XRB7WRka2Uah@Xq/wAgaI/o9L+mShDRFJjFi+t8AV3KROWWHg020®8hPtU152dk0+BVimcGXW3FmMDrTOD
gU3DrdOP76KzYzd21LuGh9dx84wx0XnFIXeBM4F3QSDbCK4t0OuJ6JRaEeUoCAyZd
XyHtLjVeuozt2xHBDUgQVEO1dZHtk1VUgzLSChalrXjcwpa4+8xqqoVM3Cl5uBh6
QLUNey8Z3Y1K1k018Tdge600Urg72BPKppNfJIIN4TNOFWMVMA/qHAJ14pL1YDpmc
5BZm4tMgOHVP1z96uw]jEhwlGZFGOgZIogeVJuqCNiZPDjCFEDgNCw6sciS5Bi+dX
KmOVUdamSr93e2eEPLbzXxZROEOA3IC0j66iHUZPUOYhKZSAIhLMXT8KF81I0ZZz]
8N+P1hnkjdVvWuJLg77pkXxQJyvuT@e20c9r/DCHjckneen3+E66IKsYbib7sX496
20FBJs+7xQopy69pC8jCn3fx61t7AFX2RIVUVHY/eU4sXoWkINgQ3VX]j2SPWKjzJ
ATIVWVXIFiQjjOtDFdGYPGukJIXn62Lbb8CFgam9s4jDKnrOLHIngVeUIgidwkvva
QzzTzXfUApezQgQqy4x+ogdiYF1UOa®0aqvrGRiiJIMdRi0/MDy+jzkX5cULhxkF
vdBNCirv+3zBaiJ5Eu6q0zP5Cxi2qXhSbehzqvTPB4dD/vu9yxHpZmUCvzm7H213
Tdrb9wxHO0c92ZpBzsfiCA1smVwTDFVGa/kgN6noPwOqWZANIKk27/+apsTkBYaVpa
jpfn9eydi5eV2+pEQVO8Th40JfiKbHSO12E3Gp/rPm9lvgmCmjBwh+Dilk4qgF/f
1sxwWgzXNOxPntpohnM6AZDXWOSK+BELIDLYS4WFwUg679BsJG6hQQAZKVG/8agSH2
k+TKKYUbXbFVCBO+iuNZIwgf4qxGzvI5+Iok+0cxuGCqwOu30QbTECEGO1QbKETN
1c3kMiZ5Cxt7NQSUyEYAQ/AmMVMAqoOXx7Twlr7tR8BCAEF6TGXd2VXIV8Tr/pXG02
HL+QiIHS+0b67z1THr 7wUB4tCp9LC3IIWdSr7KCSRNEMXpUIFIOetCjNgCU3iT+R
9152150fWNGXxQfaXTEyMVNaT1HpwihIisSbh9QHbagaRLbYmqJ+ILSECADYQPEWT+
LTO1tcOhkIb6BiwVWUUOOQNj6ILIM2XVmMKNATYUj9MYcd77x0JzMr JESVtaM5BVT
ORpcOLfhYOmihceGSEqXX5g0olkqfLUze7z1sINWMYTTLwW6tC6I+c/IUIWINZT4m2
RbTQOkrfPn94zbTjrG42HS5+Ke3ySV6Fv8MZ+s93yY1v9iB6CcVPEUteLRCc+C7e7t
1wObQ2+MyAkjenS5Td+3tC71R4202CSfY2Sa0sRv+EaYjTGzfOF3TM70605+VZrM



gtIKtw2okRcjRhaKbDfhui6jo46YYzWbrg0S3vzc60VcwggNnBgkghkiGOwOBBwag
ggNYMIIDVAIBADCCAGOGCSqGSIb3DQEHATACBgoghkiGOwWOBDAEDMA4ECEYHXPVS
NCcXTAgIUQ4CCAyDSBlYeFnsa4vtKApbLNd9FENDYeYgkKmj@lkDagMgHC22/nQ9v
gz21005FQJoalx/WSorQt0Jny1QP9vzd2t+bkfoaXOROMtmFY5SOtYEudJplrCz+
ZEw8J1ePJRPOQ31nNwWEiSKk5NNXLRWNZzuUrIeuyZEd1VbTvi/rF22sRW1mU335L672]
P1sPeXkBpIYCPLHwW8E4rkaC8Glko5wyrnhuqL4ItzhvOORvgRaDf1lpPOWTj9OLVUV
FD5D59zgb0ptaw®jIwdIplIGXIEZIynW4KTkWy2YJvsXiuLHVN3Z8qL6VEXNGkls
g340uKkUUlzmtDJIQGTORVkOYBXXN7KYeshSttONhPwdv/MxXHrEO8 TGHZAVvbmwgft
hOoUrc/wVtUopPEs4QgrsA8dOMrSd51VtPWOXPsSBPENLuh7dqAlmgztY1P4Yztk2/
JJ+E4MosmhRjbKzM2N5WuG1DC5m9KF /5] jNVwQ7e8gMeUv/39izgCG/4MgngOVGG
IXGzzBoQXPWCKAT3sLQVyt4/pgPBpZYnPO9bmkkY/UIalunNB+WWpLOKKSzD5wRV
/2XmNO2D37DNHWTFYC51Zb1Kz7FGj0gCwG95VPCc8NQ8aG5rqpQ+muqg/Jil5mXgNw
IDeM4bawa®1UKEzqTGQUb3gsIMGiVOhgtOrBi09Kx/2PJolUuwZGcho40GSVR7KH
1LgIuC8aIQDyFURVYRCNwOwWS5U7JIN5arkvz4ty®/qk5UbjxQuDkF8062dVi0310D0o
C+6zvncDx4HvUd6uQ+u/kzfr8qfwM506D2qXhS/ZHSkg2xwIzb47uUUgaeg3y0Z]
++na7gC+ibtHXXnNsHUVPbpCNn9qViFhzilcQZYqOtZXxDKaOE/pzEP/IA4IG24WEL
GNYUUIHXBS9TOMchTx17BglycOPRDNFKzMQfUXY1rAErK76cs3y4vVQDbfYDiOzsa
1qqMApPIX4i/qKFdRVDULXtZQbVA/rNumm40LPUQ50VENGIESA74G+//YQbVjbMjP
y+hm7/1595LR09YXCS49KG1z4NG1QMW]nfkpOCNVZVpaQ7TPGOIYzBL6KTCCBZgG
CSqGSIb3DQEHAACCBYKEgQgWFMIIFgTCCBXOGCYqGSIb3DQEMCYECOIIFLjCCBSow
HAYKK0ZIhvcNAQWBAZAOBA10/0ICbTbZLQICFOWEgQQUIFWT/JI8U]jJQPTfYTFoONJE
08zEbpYWXKboqw6/zZsMGMANUPgQNQDXxyuLVprs5jUc437kVB2M3FOx8DjmEppeb
tHfIoyjoXF7jdnA4EF38tsso0K1NMPmSgle2iYZt0qsOvBpfeO05Hj40vhi26J9Pz
TwPcgl3QQPqfWv7CwgGVn4/hntBAriPSE4gAl1fAcqkxtIBmO1QWDOAdsSOKOMsSYnt
gWajpr1JI3Hm+34NPLO4UsT10pcesPUJACBXNYLXX]jjs0zD78WVVKY+N+j89xTsyt
z5YOFEKFqrcl8pgBQxH72jBwSCm5YwHz3BhWQgr2bpWJ1f2LWcVsnrN9tx6RhQtA
AkcyNgX/ksp5EW4JTo+060XLRhXIYauRrUrisMY++b8ZJTp6C1tORW2QdqgMZghsS
Zgaw6FSC6Dy2Dd/ezdkYUCgiEtq8eSxF/8WDw6Va2iGVSNt4/p/0J97yN5y0J0K1
gOhATebU+I3E74PQ9RK84FfJvyHDBC6TVYZW/ouMcgp3YmAF+dTm74Hq88X4daVv+
/UPYf/cVpyiwcBTg6H3jrkrs@yKoWLIfrIvMNBeeKZ+f12EnwlMFzkLI4VGD/UeR
wrbhNOSHKh51IGtuOyRTfgémsYQpkw+jr7QwJIIdQyrAoaavaRotVyvgTOL1HwW8r6
07v36yoNov3kDPW7DfbSVTWX51IyQn8NqMwa4N1clWT8ukfzXSaYykFSqF3w5zal
a4iThu@3GjDcfiWLMUlYVAUcvSmMCIULE1oW7FKiJc80adeIu@JBYSRSEVT7B3w8l jWMFrwOzmDwa8sBkY270+rGv7
6gXvbh/uGD3M2C+DySVy557d42wjghSezgY6taTOtgKfLOS6VI4ELU78Q6va208M1
cUdi343t0i60MZgCDUWPP8TjKZINh8u1lKNhzgpwNLz1gEQdd20013bbzdZ6uio3R
52WQWRCk17Z91UesCJavytcAiOmMefMxBPMOdnUi608TPDRAGMcOhbESrybwDXAo0
B/VUbwgM0O/qCpZ7VcSKN11Uuoe9+KhoONK/gyMEVNntMXGNNI8arV8UkeFollPhrt
umvdwgbVCeN8TBj5vXo6Hu+eKB7AVW]Bk/rRHpZxnnVGXbm8HzM+kjib2cY1dius
VRJ/1+Q9GXu0135tQbobgcMzAmgAqZp9kDESMBUGCSqGSIb3DQEJFDEIHgYAYQgBV
AGIWIwWYJKOZIhvcNAQKVMRYEFEQzrDFTAkmcTeNueeAlYZU+iGIIMIIFKAYJKoZI



hvcNAQCBOIIFgQSCBXOwggV5MIIFAQYLK0oZIhveNAQWKAQKgggUMMIIFIjACBgoq
hkiGO9wOBDAEDMA4ECCNi2K1bMEiBAgIUdgSCBQDLIX04EXCYE8+4aiZIj/Wnh/SV
VVRON7s4PGCbXt+VrOHd9YzTuUicAqIcHH62dv7NSy+fgqzG7SmVR1IodadFe+5u
sAzXoyyhhEe2c+ToeVbr5rs+vBvQUyh6X5XTV5QVOAkwSYKGjyfdy86x1Q8cL2D2
BM+RpkmlcFtjgWcB46U6S6w50sG7X0KSCMI4a6rnHPVgPPdXMrj3VSPJY8bhBQED
PVTnfSHf/wKZrIi5403F33B5]jt6Cm9+9m9Fed8n+81w59rRom72CY9Xii/ULERST
Hwjx0Z0Q+dIml23Kauwexu0GjiiOURBMeM/ABN7UNys+bZTulgdpwWw/mDhJ+eLAT
nhJw5ro/AwWa6YVXG+t5k9LjdJI1ZmqS4bIxvBwilpEGOhOMMEYpOdr1XM4mT/EQIM
WD458Ngs05CuCpwAUXGdQmgrVsFrrVOHTyHeVLDhe43J3GI6HCWJIV0eDQzzma03A
M+I0ooRDkTHnJIMaxUXphKTag5+f/smNYEhzV]jZeIc8GFZ36eSI4BNGHSXFACWLU2T
hkzpXMmg50JAUhBYXQqE/fVevLUH4JPLgz869wk8gR1UB061hQGrnsx7Z05IsYahE
YJjzONO5PVPJYMLSYMovG9i+LpzQ49gIBzPu2fdLR41u5n505mG1Y4aJ70CJIXMORY
hwWHuctHdGdpJsgig8+1iiUwmfyCfbOZL3ePMU+WOzkAsyn22aK8jDBLLVZ1vOZIV
gR3GXx4QFPSk6qCMQOE58VKMUMXYVC1zTwSeEMu66eND/AKTE+XXV/d9bmSmWGk7Y
8XrDKLKfmRdr1IeondVJv5mk12YKxBPQGeUqK5XJUa2dzH9zvfEX81iYzdt4281QC
iXJI3qwmbT+8R0O0OLBt4Ky0s2e2ZSZnjrL90040UsHIOYEfjwnWoLhKbkmun8GJxoB
2yCzTawVQf9/qIUXaSzcp23AV6LT1k90f79HYPW3CQJIAL jF6XBVELXVZPKkfTuC3y
VLufljs2ed/ctpHg9nuId/xHFH7t4HbmU3/ZufE1GHNSRQ3kbngA5WXerd9UzeoD
aVDJjFXGrITp8envO8GXYVWWGXLL15010DUJSVIE+1yww86SNjBYUTXOr0CJjjTk2
7vIUhAYUEA+J71IeifqqPDKYXnrCdUEajbfEdek30WiLR+ChEVEp48M1la6UVTLmM/
mjziwbsxm5Q1Gccmz13e32RiyrfseB+RyllmzedtydP2IHKWK7 pww9y01PKOQtZs
66IGZKgeXrWBKk9QFYDX42gAy/xTfglco4K07akhp3UzTIQyTXnt+0s0Scc+Arvm/
dwClm+ZxybtOcVyadjpKWydyfAr3aTkGxX6RmHrEWr1ROBnMGPYesDs+yeVNs1Qd
Dhff/bQLWCLXdGLWwLe6kitUiyi8F3bdfPjR7R611EUVIrBm7YLMgdXRCIO2LFLG
NnO9iSMNe5vmiNaKiuzfb4Dp9dqEMhmJIfdsTURagfJIyquULoe®8EIIozahivbzowVv
A60PAkk2D8DNTiMegX4IZ/Zb3LPxJKAeX03Ys1YQrNSNZ3B2ZISBapzGzhFZfRVz
POmXhN53pDh1lxkwObtkKblYA9CVvP+kzgwekzCy/M1q/HbO38CViNKzay3yg4nteh
J+v9/k7gagKmo3ZWMGKOWGBY/GFXxYhmeNd14Y65D9T1ypM/zr XSyGo0qZgSAGHIA
gogzwwSaGwx9n/06czE8MBUGCSqGSIb3DQEJFDEIHgYAYgBVAGIWIWYJKOZIhvCN
AQkVMRYEFBfFhHvQp+92kDi4s28IvJK1niuUMF8wTzALBglghkgBZQMEAgMEQEA7
SD/WvuMDyVvP1ipdXA2WUrel2gbn4LB27HcOhSCYJoGBNjjnqCgLnkroGYn3c0JQa
BlUu13AJnVU2Ep4R+DWECJ1vgXe6roOFAgIOAA==

6. Example Ed25519 Certification Authority

The example Ed25519 Certification Authority has the following
information:

*Name: Sample LAMPS Ed25519 Certification Authority
6.1. Ed25519 Certification Authority Root Certificate

This certificate is used to verify certificates issued by the
example Ed25519 Certification Authority.



MIIBtzCCAWMGAWIBAQITH59R65FUWGNFHOYCON3iWesrXzAFBgMr ZXAWWTENMASG
A1UEChMESUVURjERMASGALUECXMITEFNUFMgVOCXNTAZBgNVBAMTLFNhbXBSZSBM
QU1QUYBFZDIINTE5SIEN1cnRpZmljYXRpb24gQXV0aGoyaXR5MCAXDTIWMTIXNTIX
MzUGONFOYDzIWNTIXMjE1MjEZNTQOW]jBZMQOWCWYDVQQKEWRJIJRVRGMREWDWYDVQQL
EwhMQU1QUYBXRzE1MDMGALUEAXMSU2F t cGXxLIEXBTVBTIEVKMjU1MTkgQ2VydGlm
aWNhdG1vbiBBdXRob3JpdHkwKjAFBgMrZXADIQCEQUZ9YI/ rkX/82DihqzVIZQzZ+
RKE3URyp+eN2TxJDBKNCMEAWDWYDVROTAQH/BAUWAWEB/ ZAOBgNVHQ8BAFSEBAMC
AQYWHQYDVROOBBYEFGUilX26FJvKLQTRB6TRgUQuUady1MAUGAY t LCANBAFAJr1Wo
QjzwTOph7rXe023x3GaLPMXMwQI20f+apkdG2mHOID6PE1bu3gRRGIHE5W2tyS+XF
JwoouxcJyAyXEQ4=

6.2. Ed25519 Certification Authority Secret Key

This secret key material is used by the example Ed25519
Certification Authority to issue new certificates.

This secret key is the [SHA256] digest of the ASCII string draft-
lamps-sample-certs-keygen.ca.25519.seed.

6.3. Ed25519 Certification Authority Cross-signed Certificate

If an e-mail client only trusts the RSA Certification Authority Root
Certificate found in Section 3.1, they can use this intermediate CA
certificate to verify any end entity certificate issued by the
example Ed25519 Certification Authority.


 j LUWHWYDVRO jBBgwFOAUKTCOTACXDKTXCSh1INhpnHGh29Fkw
DQYJKoZIhvcNAQELBQADgQEBAGVOXO0EzgY1RKixMcztiikxxJDbmRatlpcipD15
1n8kiBoGhsT4fNZJVoLOOQBa/WTMntL+qcAk2itqzZCNIeZzeGk1lUljXBAz5tkDRAF
f/v99LEcsZTcuIbnJgz35danQkp4/upG4hPkfx+nbclbsVylrITwIGOpnGhz7z3m
VCKO3DFE3Qt4w9mlv9yuMse33nmsBGXog/XZvM2JIRYO1KtOxksQqQD9uYm7MoMeH
gQs30t7EaoPj54xyWvy42run6TLUye64D94SNjB/q/wjL96bsVIKGrRn10T1ybCh
4F5HDOOhQZgP15D1b1rg+vskN8MSk5nuD+6z1VsugiowO+k=

7. Carlos's Sample Certificates
Carlos has the following information:
*Name: Carlos Turing
*E-mail Address: carlos@smime.example
7.1. Carlos's Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by
Carlos.

MIICBzCCAbmgAwIBAQITP14fVCTRtAFDeA9zwY0XhR521jAFBgMrZXAWWTENMASG
A1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXNTAzZBgNVBAMTLFNhbXBSZSBM
QU1QUYBFZDIINTESIEN1cnRpZmljYXRpb24g9QXV0aG9yaXR5MCAXDTIWMTIXNTIX
MzUONFOYDZIWNTIXMjE1MjEZNTQOW]ABMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQL
EwhMQU1QUYBXRZEWMBQGALUEAXMNQ2FybG9zIFR1cmluzZzAgMAUGAYt1cAMhAMLO
gDIS3mMHITYRNYO+RnOedrq5/HUQHXSPYyAKaS98it04GwMIGtMAWGALIUdEWEB/wQC
MAAWFwWYDVROgBBAWD jAMBgpghkgBZQMCATABMB8GA1UdEQQYMBaBFGNhcmxvc0OBz
bwltzS51eGFtcGx1MBMGA1Ud JQQMMAOGCCSsGAQUFBWMEMA4GA1UdDWEB/WQEAWIG
wDAdBgNVHQ4EFgQUZIXj05wdwWs3mC7oafwi+xJzMhD8wHwWYDVROjBBgwFoAUa6KV
fboUm+QtBNEHPNGC5C5r j LUWBQYDK2VWAOEAWVGQWbdy6FQIpTFsawvG2/US2fnS
6B+BzgCrkGQKWX1WgkTj4MEOQL+OCFXLr7Z2Q2DQUo2iXyTAu58BR6btcCQ==



7.2. Carlos's Signing Private Key Material

This private key material is used by Carlos to create signatures.

This secret key is the [SHA256] digest of the ASCII string draft-
lamps-sample-certs-keygen.carlos.sign.25519.seed.

7.3. Carlos's Encryption End-Entity Certificate

This certificate is used to encrypt messages to Carlos. It contains
an SMIMECapabilities extension to indicate that Carlos's MUA expects
ECDH with HKDF using SHA-256; uses AES-128 key wrap, as indicated in
[RFC8418].

MIICNDCCAeagAwIBAgITfzOBv+b10MAT79aCh3arViNvhDAFBgMrZXAwWWTENMASG
A1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXNTAzZBgNVBAMTLFNhbXBSZSBM
QU1QUYBFZDIAINTESIEN1cnRpZmljYXRpb24g9QXV0aG9yaXR5EMCAXDTIWMTIXNTIX
MzUONFOYDZIWNTIXMjE1MjEZNTQOW]ABMQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQL
EwhMQU1QUYBXRZEWMBQGALUEAXMNQ2FybG9zIFR1cmluzZzAgMAUGAYt1bgMhAC50
MczTIMiddTUYTc/WymEgXw8hZm1QbIz2xX2gFDx004HdMIHaMCsGCSqGSIb3DQEJ
DwQeMBwWwGgYLK0ZIhvcNAQkQAXMwCwY JYIZIAWUDBAEFMAWGA1UJEWEB/WQCMAAW
FwYDVROgBBAWD jAMBgpghkgBZQMCATABMB8GA1UAEQQYMBaBFGNhcmxvcOBzbWlt
ZS51eGFtcGx1MBMGA1Ud JQQMMAOGCCsGAQUFBWMEMA4GA1UdDWEB/WQEAWIDCDAd
BgNVHQ4EFgQUgSmg+i0gSyCMDXgA3u3aFss0JbkwHwYDVROjBBgwFoAUa6KVTbou
m+QtBNEHpPNGC5C5r j LUWBQYDK2VWAGEAZSss75UzFUADPTd4hQdo5]jyAQ3GvkyyvI
BdBGnWtJ1leT1WuMaIMhilrH4vPGPd9scwW+sqd9fG+pv3MShl+zKAQ==

7.4. Carlos's Decryption Private Key Material

This private key material is used by Carlos to decrypt messages.

This secret key is the [SHA256] digest of the ASCII string draft-
lamps-sample-certs-keygen.carlos.encrypt.25519.seed.



7.5. PKCS12 Object for Carlos

This PKCS12 ([RFC7292]) object contains the same information as
presented in Section 7.1, Section 7.2, Section 7.3, Section 7.4,
and Section 6.3.

It is locked with the simple five-letter password carlos.



MIIK/gIBAZCCCpYGCSqGSIb3DQEHAaACCCOCEggqDMIIKFzCCAVCGCSqGSIb3DQEH
BqCCAugwggLKAgEAMIIC3QYJK0ZIhvcNAQCcBMBWGCigGSIb3DQEMAQMWDGQIWS3R
pT1imkyMCAhS7gIICsGKkBmMONci9VHTgx0TWy/1kKyQeF5bwsF/9gZrquUymilKtHZF
a4rSJIPUctmzqVnhGmfWOm+LE1i7EmOrRmUIQbDZt4kQDG5eDk7AdhyDnB3uZDG1W
4cAeUVXIMzGTnwtzy5TzBZzEo5nnVX74A1+PDWOwdpbv2TIril@m29fBT+7HVSIF
Z/95XokSwbbémmCYeGiPpNEaoeUeuU4zrh/k+JJqDuqNsU66I30wHOCFmk3aarBV]j5SKLAMNinTk5uB6HhOSDKYR9GDg/CcABqUFXYCROG
JeJuewIRkJhsfdXJi+TSRtnQOqpyVM9oRUdXchGUCI98FELLMVYr7KF8GudTgC+b
ealLjn6HYkWpv71lwdvsFG8BEY6Jqi3/tPOPgNvpCYgVVM7yx6SX8QArcLSQkxbTsv
Ae@iN18H89WIXOHEZ4Z2gHYyb7fOpPHrmpTGC6qmtvolgNRSKTFOWYeQ5Sy/9U3f
oM6bIcrOvHDksaco4+5n0zeySDETY8W4mO1KOUC/t0oTOScYGBeRhVrODQapZGT/
Ej5LpgjX0uosAoT3IKNMWK3C00Z80BzcvgSpeAa/V/0TKDpZb22yq6sEaHAPoUgb
CKRJIMB6HC5mdLs3nOuP1v1ZuYsHU7EvtOUhns9pbk1JDiCgM+4SFgKTRbd6Xt8b T]jVDKHbFqiXAqtj9/w3q0
Qq/p/MOUr LWDO3hyLNdIppWr2KR21it9mMASTKEHX9dgXcTOGOKp2Gmr fGNteGLO2]
gVKZazyYI8gkSxhVLS9zzgf10ynAkzYQsoo+GKhdAW1fJECemAyPc3L+eeARwW/SY
g1d5QVwxKfYpIJ2wiiavdeRVNbWiwV7Ti+POPtPx/hV22NNLwWMhvnJcHaSS1Pa0i
SjoxFJ1EJWGESOQwcdwM8iN30oVuqT5HU/edMgXx9TLNTiE1g2GEQ59I/RwBtCL8Dh
0zKnUb4PU1Z81+HimV3KPI8g3cduhYaBR4HTfqAhMNC+w5HXI6J3CINtAE/1zZ1Y2
0d71+GTJfjPgzIy0hjqfbMt8uU9D9aPr2XjNOWoKRSojael6v8bLx+dFn6RMXFUS
g3nLEZ6EDpyrJfpGPmemPgZKSXtvnHUFCcbS+utkRUVAtQuUO7r2XpkGBIJLNVIRHU
5gLACbTj9TPcAce6RLOaYSDgOUFKOYZMdwzhsATIOYMpyHSUEZpQ5t jWSBYGENDbVF
7+QhmDnf6N3Bj+vXxUtGS40pVsYCGbmOD7UM5QpUXIgVkpPrfRok0Zs/fi9sW+Xy6
€Q2Brbn3t9C2TASORYzFbuBwUTCqFW/rXHS61iffJIpx2eAg3DCqaUAIjptSV/yzj4
vXxiX1DB3fMRcpNd5Je7DoHS4axuj7SLHdpNoUHs+qQsG6yDM5BEUXWGX0/L9sGhe
XQrunkz4m4g01sfgTOfDNurXx/oPOym+B50q6nLUWvOtYZpmCVil358dIEGPPSMY
AMXhO5tIPFAYSJI3WLSOCXy5X4sXZ15w16Pzeb9SF5topgRUbSPDTTVIr2bQUMwWTbp



99Fc0Qf6Ccg8HXYT+8b4gKp9Wy jCBXAYIJK0ZIhveNAQCcBOIG2BIGZMIGWMIGtBYS(q
hkiG9wOBDAoBAqBaMFgwHAYKKoZIhvcNAQwWBAzZAOBAgNhTODEdzSrQICFFOEOCE(Q
FielpeicS90SXNQjLwbN3k081YM2HQeSZOEKJI4JISF1V1kWw3xwfu5aZKrGEYBTGM
d8renRijMUIWGwWYJKoZIhvcNAQkUMQ4eDABjAGEACgBSAG8ACZzAjBgkghkiGOweB
CRUxFgQUgSmg+i0gSyCMDXgA3u3aFss0JbkwgcQGCSqGSIb3DQEHAaCBtgSBszCB
SDCBrQYLKoZIhvcNAQWKAQKgW]BYMBWGCigGSIb3DQEMAQMWDgQINFcqIEMFdIUC
AhS1BDgZruEsSaBY+CmOWKR8HhH3JXh+AoMSrwkDCKytWt+MNIXBO]jY2QZHDbN3u
Fn7gqHwO6MDthnKniazFCMBsGCSqGSIb3DQEJFDEOHgWAYWBhAHIADABVAHMWIWY J
KoZIhvcNAQkVMRYEFGSF4zucHVrN5gu6Gn8IvsSczIQ/MF8wTzALBglghkgBZQME
AgMEQBHY JX30Kcho7aA/NqwHVbHWPGEYXx1yP5T+GbVI3dnmpHWBqCcN680Fozv+H9
j3+ocgkzQE1+n7B9euUKdG8Xw/YECIDjazkfy4FnAgIoAA==

8. Dana's Sample Certificates
Dana has the following information:
*Name: Dana Hopper
*E-mail Address: dna@smime.example
8.1. Dana's Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by
Dana.

MIICAzZCCAbWgAWIBAQgITaWZI+hVtn8pQZviAmPmBXzWfnjAFBgMrZXAwWWTENMASG
A1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXNTAZBgNVBAMTLFNhbXBSZSBM
QU1QUYBFZDIAINTESIEN1cnRpZmljYXRpb24gQXVeaG9yaXR5MCAXDTIWMTIXNTIX
MzUONFOYDZIWNTIXMjE1MjEZNTQOW]A4MQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQL
EwhMQU1QUYBXRZEUMBIGA1UEAXMLRGFuUYSBIb3BwZXIwKjAFBgMrZXADIQCy2h3h
hkaKDY67PuCuNLNnnrQiHdSWYpP1lgFs0if85vrqOBrjCBqzAMBgNVHRMBATSEA]AA
MBCGA1UdIAQQMA4wDAYKYIZIAWUDAgEWATAABgNVHREEFjAUgRJIKYWS5hQHNtaw1l
LmV4YW1wbGUWEWYDVRO1BAwWwCQYIKwYBBQUHAWQwDgYDVROPAQH/BAQDAghAMBOG
A1UdDgQWBBRIA4bBabh4ba7e88wGsD0OsVzLd1jATfBgNVHSMEGDAWGBRropV9uhSh
5COEOQekOYLKLMUMtTAFBgMrZXADQQDPORBZ1tzXGYUjXnoKVLICWL5Xner97it5
VKXET8E7AeAp96POPEU//2jXnh4qAT40ymWOwWr gxULINT8WW/dSgC

8.2. Dana's Signing Private Key Material

This private key material is used by Dana to create signatures.



This secret key is the [SHA256] digest of the ASCII string draft-
lamps-sample-certs-keygen.dana.sign.25519.seed.

8.3. Dana's Encryption End-Entity Certificate

This certificate is used to encrypt messages to Dana. It contains an
SMIMECapabilities extension to indicate that Dana's MUA expects ECDH
with HKDF using SHA-256; uses AES-128 key wrap, as indicated in
[RFC8418].

MIICMDCCAeKgAwWIBAQITDksKNgnvupya02gkjlIdwN7zpzAFBgMrZXAWWTENMASG
A1UEChMESUVURJERMA8GA1UECXMITEFNUFMgVOCXNTAzZBgNVBAMTLFNhbXBSZSBM
QU1QUYBFZDIINTESIEN1cnRpZmljYXRpb24gQXV0aG9yaXR5MCAXDTIWMTIXNTIX
MzUONFOYDZIWNTIXMJEIMjEZNTQOW]jA4MQOWCWYDVQQKEWRJIRVRGMREWDWYDVQQL
EwhMQU1QUYBXRZEUMBIGA1UEAXMLRGFUYSBIb3BwZXIwKjAFBgMrZW4DIQDgMaI2
AWKU9LG8CvaRHgDSEY9d72Y8ENZeMwibPugkVKOB2zCB2DArBgkqhkiG9wOBCQ8E
HjAcMBoGCy(qGSIb3DQEJEAMTMASGCWCGSAF1AWQBBTAMBgNVHRMBAT8EA]AAMBCG
A1UdIAQQMA4wWDAYKYIZIAWUDAgEWATAABONVHREEFjAUgRIKYW5hQHNtawlllLmV4
YW1wbGUWEWYDVRO1BAWwWCGYIKwYBBQUHAWQWDgYDVROPAQH/BAQDAgMIMBOGA1Ud
DgQWBBSd303UBe+a7GCGvCdtBONOWtyPpDATfBgNVHSMEGDAWgBRropVOuhSh5COE
0QekOYLKLmuUMt TAFBgMrZXADQQD6T7DCCxXzpnY3BwmrIuf/SNQST//0tri7uskd
9GF+VthGS+9KJ4HTBChOZGUHIU9EgNTgdSL1UR3WUKL7tVv8A

8.4. Dana's Decryption Private Key Material

This private key material is used by Dana to decrypt messages.

This seed is the [SHA256] digest of the ASCII string draft-lamps-
sample-certs-keygen.dana.encrypt.25519.seed.



8.5. PKCS12 Object for Dana

This PKCS12 ([RFC7292]) object contains the same information as
presented in Section 8.1, Section 8.2, Section 8.3, Section 8.4,
and Section 6.3.

It is locked with the simple four-letter password dana.



MIIK5gIBAZCCCn4GCSqGSIb3DQEHAaCCCM8EggprMIIKZzCCAUBGCSqGSIb3DQEH
BqCCAUAwggLCAgEAMIIC1QYJK0oZIhvcNAQCcBMBWGCigGSIb3DQEMAQMwWDgQIZNQgH
TA2APXOCAhQXgIICgK+HFHF6dF5qwlWMEMRCXw11VKrcYBff65iLABPYGVWENNVM
TTPpDLgbGméYd2eLntPZvJoVe5Sf2+DW4q3BZ9aKuEdneBBk8mDJ6/Lgl+wFXY5kK
WaBHTAG6LNm1/NkM3za/fr4abKFQnuéDzgzZDGbZzh2BsgCMmO9TeHgZyepsh3wP4Z0]jXxuoiaSZDbnwICFH+AggJg
k2hcNYt00+15uLgXdiNhr5Q0JkYcrHdoOwWR6G5AgLMWI+TYi+P8EZUjDIJ4TJI3b4
6XVv7+3pT8ChEFf6PXCcfS8/sCfM7FaV3SpLACLZbBIV520KEOCAGALZOLUIZ5mGVU
tWI2h1x587KeIv5GRPIXxumDebT3Gmkkp9Qoi55hjTgn6801SgDaJF805wnfODhkS
0110a3x90wk JSN1AXTmBf j33KnT8Dc4bTfAZy1S501zCtaEqnct2Urb4Pe03LTHB
ErBsvY8HE4D7qh6P5ftXHQHAX/b3hbU8jQP1tRONOOhOSiLi//ebCeGXWQRAVJL5
+VQrhlQF5d4Kz9Zx790C36g7C2BxCQomur/FO9TT12NPzPpaEGG061jB6MyAHNYW9
rCxbSxBvbtEt1lgJInxxb1Y5Q4ukgyjzK6431Bwq2+iNLOVGC902Cc5ELUPU9zGeLBZ
tXWvdX27a0HjusPfDZ170C5zHiYs1FU6Tkn9A0tc424Q3d2IRTTcYNnjs1VSilSr
4bRyB8zBAQmMdQrniBW++7eJm3m/EOUOYYONoUT169m8KNJIrmSspMvKS6pyiYHR4I
BVAIKRIjvdtQvJdQJ+Uyr+HH5daE6g01wW1917b2bX]j/41mvXYkJIYEW8XOKkm1RYhH
QJZphwWlvNcrHKo46Unk48Qc/5J5tI+6UDTXFr//V34vcpQ2ktpOMAKL11rBH549ef
CsGQTGoq8XHPhksehEEMRmMOJDeKTVkKx8xNhbwb395yFCIXfF2NHeDLXP+JyW+nH
Iy2fnBD1yTiPF7YXyGiPjPAgK8LS8GUE+Zq2rwqrGNkwggM/BgkghkiGOwOBBwag
ggMwMIIDLAIBADCCAYUGCSqGSIb3DQEHATACBgoqhkiGOWOBDAEDMA4ECOTJ/s3Y
f5bgAgIUNYCCAvVi4NaYP41pAtuXtEO2Zqgl9aLFwsj9B/rikBo601ZR/1sryJ4P]
VGYYy6NyBPjG67g1JVMYiI3Hge+]j66FXKXD/AaiMVD21ZmfrH935S14ZUKS9tpTJILMjN6MIHABgkqhkiGOwOBBwGggbIEga8wgawwgakGCyqGSIb3DQEMCgECOFowWWDAC
BgoghkiGOwOBDAEDMA4ECL2Bz1vW+YZkAgIUugQ4YOYE jke53NDVCFROCiUHZ7re
f9/wPx5TgV3qzGhfR4bP2rdpi0Ot 9hAHVK5CMUAR7+wjAJiYdLUQXPjAXBgkghkiG
9WOBCRQXCh4IAGQAYQBUAGEWIWYJKOZIhvCNAQKVMRYEFJ3fTdQF75rsYIa8J20E
6c5a3I+kMIHABgkghkiGOwOBBwGggbIEga8wgawwgakGCyqGSIb3DQEMCgECOFowW
WDAcBgoqhkiGOwOBDAEDMA4ECFwW78Uk8K64uAgIU+gQ4id0®jRb3JYEM5FdpaeQR+
YEeMn+Y5KavplVD5HtgQQY9hhppbQqG4af7KY+MT6XxUS60NEQe JAESWXPjAXBgkq
hkiG9wOBCRQXCh4IAGQAYQBUAGEWIWYJK0ZIhvcNAQkVMRYEFEgDhsFpuHhtrt7z
zAawM6 XXMt 2WMF8wTzALBglghkgBZQMEAgQMEQEYKU+C+RUuVMgTZpGNOFEY/L0ofSZz
3TZAOXOTJI3EN12kuTzjcGNxJ+7e4wdxI6CZXPO9RqrBM/N6N2f ThoArRC6UIECCS5D
kkz12M1tAgIoAA==

9. Security Considerations
The keys presented in this document should be considered compromised
and insecure, because the secret key material is published and

therefore not secret.

Applications which maintain blacklists of invalid key material
SHOULD include these keys in their 1lists.

10. IANA Considerations
IANA has nothing to do for this document.

11. Document Considerations
[ RFC Editor: please remove this section before publication ]
This document is currently edited as markdown. Minor editorial
changes can be suggested via merge requests at https://gitlab.com/
dkg/lamps-samples or by e-mail to the author. Please direct all
significant commentary to the public IETF LAMPS mailing list:
spasm@ietf.org

11.1. Document History

11.1.1. Substantive Changes from draft-ietf-*-03 to draft-ietf-*-04

*Order subject/issuer DN components by scope.

*Put cross-signed intermediate CA certificates into PKCS#12
instead of self-signed root CA certificates.

11.1.2. Substantive Changes from draft-ietf-*-02 to draft-ietf-*-03

*Correct encoding of S/MIME Capabilities extension.



11.

11.

11.

11.

11.

11.

11.

11.

*Change "Certificate Authority" to "Certification Authority".

*Add CertificatePolicies to all intermediate and end-entity
certificates.

*Add organization and organizational unit to all certificates.

1.3. Substantive Changes from draft-ietf-*-01 to draft-ietf-*-02

*Added cross-signed certificates for both CAs

*Added S/MIME Capabilities extension for Carlos and Dana's
encryption keys, indicating preferred ECDH parameters.

*Ensure no serial numbers are negative.

*Encode keyUsage extensions in minimum-length BIT STRINGS.

.4. Substantive Changes from draft-ietf-*-00 to draft-ietf-*-01

*Added Curve25519 sample certificates (new CA, Carlos, and Dana)

.5. Substantive Changes from draft-dkg-*-05 to draft-ietf-*-00

*WG adoption (dkg moves from Author to Editor)

.6. Substantive Changes from draft-dkg-*-04 to draft-dkg-*-05

*PEM blobs are now sourcecode, not artwork

.7. Substantive Changes from draft-dkg-*-03 to draft-dkg-*-04

*Describe deterministic key generation

*label PEM blobs with filenames in XML

.8. Substantive Changes from draft-dkg-*-02 to draft-dkg-*-03

*Alice and Bob now each have two distinct certificates: one for
signing, one for encryption, and public keys to match.

.9. Substantive Changes from draft-dkg-*-01 to draft-dkg-*-02

*PKCS#12 objects are deliberately locked with simple passphrases

.10. Substantive Changes from draft-dkg-*-00 to draft-dkg-*-01

*changed all three keys to use RSA instead of RSA-PSS

*set keyEncipherment keyUsage flag instead of dataEncipherment in
EE certs
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