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Abstract

This memo introduces two new e-mail headers, Auto-Submitted
and Expires. This document may, if accepted by the IESG,
become a proposed standard, at some time in the future.

Differences from version 14

The "Supersedes" header has been removed. The reason for this
is that this header is currently being discussed a lot in the
IETF usefor group, and it should not be specified for e-mail

before we know how usefor specifies it for Usenet News.

The places where white space may include a comment has been
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slightly reduced.
Added the following text:

The word "client" may in this text designate functionality,
which some implementations actually implement wholly or
partly in a server. For example, in the case of IMAP and
NNTP, it is very common to implement functionality, which
logically may be regarded as belonging to a client, in the
server.

The syntax of date-time has been changed to agree with draft-
ietf-drums-msg-fmt-06.

A mandatory space has been added after the header name and
":", to agree with usenet news practice.

Differences from version 13

Minor clarifications that the choice of soft or hard
supersedes is not indicated by any header information, the
choice is done by the recipient or recipient software. This
clarifications was suggested by Paul Hoffman at the Chicago
1998 IETF meeting.

Differences from version 12

The syntax for parameters to the Auto-Submitted header is
better specified.

The list of examples in section 3.5.1 have been extended with
more examples.

The text about the Supersedes header (4.2.2 to 4.2.3) has been
modified to more clearly indicate when soft and hard
supersedes are to be implemented and to reflect current usage.

The text about the Supersedes header (4.2.1) has been modified
to more clearly show who are allowed to issue superseding
messages.
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1. Introduction

This memo introduces two new header fields for Internet e-mail
[1] headers, which will enhance the e-mail service in various
ways. These headers may occur in Usenet News [8], too, but
this document will only be a standard for Usenet News, if the
Usenet News standards documents in the future say so.

The names of the new headers are: Auto-Submitted and Expires.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL
NOT'", "SHOULD", "SHOULD NOT'", "RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described
in REC 2119.

The word "client" may in this text designate functionality,
which some implementations actually implement wholly or partly
in a server. For example, in the case of IMAP and NNTP, it is
very common to implement functionality, which logically may be
regarded as belonging to a client, in the server.

An informational RFC [11] with advice on the implementation of
the features specified in this specification will
simultaneously be published. For more info see URL
http://www.dsv.su.se/~jpalme/ietf/jp-ietf-home.html#newfields

2. Syntax elements

This section defines some syntax elements needed for the
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syntax specifications of the new fields. The syntax is defined

using the ABNF rules from [12].

2.1 Identifier

identifier
id-left-side
id-right-side
no-fold-quote
dot-atom-text

atext

gtext

"\H

quoted-pair

text

WSP
characters

FWS
white-space

ctext

comment

"<" id-left-side "@" id-right-side ">"

dot-atom-text / no-fold-quote

dot-atom-text / no-fold-literal

DQUOTE *(qgtext / quoted-pair) DQUOTE

l*atext *("." 1*atext)

ALPHA / DIGIT /

ll$"
ll&"

nmxn
n_mn
nm—m

nman

NN N NN N NN N

II#II
ll%ll
II+II
II/II
ll?ll
II{II
II}II

NO-WS-CTL

%d33 /
%d35-9

%d93-1

("M\" text)

%d1-9
%d11-1
%d14-1

SP / HTAB

([*WSP CRLF] 1*WSP)

NO-WS-CTL /
%d33-39 /
%d42-91 /

1/

27

/
2/
27

%d93-127

NN N N N N N NN

I
4
4

4

4
4

r

.
4

.
4

I

; Any character except

controls, SP and
specials.
Used for atoms

Non-white-space controls

» The rest of the US-ASCII

characters not including

or the quote character

Chars excl. CR and LF

; Whitespace

; Folding

Non-white-space controls
The rest of the US-ASCII
characters not including
"(", ll)ll’ or ll\ll

"(" *([FWS] (ctext / quoted-pair /



CFWS

2.2 date-time

day-of-week

day-name

date
year
month

month-name

3.1 Syntax:

comment)) [FWS] ")"

*([FWS] comment) (([FWS] comment) / FWS)

([FWS] day-name [FWS]) / obs-day-of-week

llMonll /
"Fri" /

llTuell
llsat n

/ "wed" / "Thu" /
/ llSunll

day month year

([FWS] 4*DIGIT [FWS]) / obs-year

(FWS month-name FWS) / obs-month

llJanll /

llFebll

/ "Mar" / "Apr" /

llMayll / llJunll / llJulll / llAugll /
llSepH / IIOCtH / IINOVH / llDeCH

auto-submitted-field

auto-submitted

private-extension

Future-extension

day = ([FWS] 1*2DIGIT [FWS]) / obs-day
time = time-of-day FWS zone

time-of-day = hour ":" minute [ ":" second ]
hour = 2DIGIT / obs-hour

minute = 2DIGIT / obs-minute

second = 2DIGIT / obs-second

zone = (( "+" / "-" ) 4DIGIT) / obs-zone
3. Auto-Submitted

"Auto-Submitted:" CFWS
auto-submitted [CFWS] CRLF

( "no" / "auto-generated" /
"auto-replied" /
private-extension /
future-extension )
optional-parameter-1list

X-token

token



The symbols "token", "x-token", and "parameter" are as
defined in MIME [5].

optional-parameter-1list *( [CFws] ";"

[CFWS] LWSP parameter )

parameter = parameter-name [ "="
parameter-value ]

parameter-name = "increment" /
private-parameter /
future-parameter

Note 1: All the syntax specified above is case-insensitive.
Thus "Auto-Submitted: Auto-Replied" is identical to
"auto-submitted: auto-replied" or "aUTO-sSUBMITTED:
aUTO-rEPLIED".

Note 2: The syntax for private-extension and future-extension
is specified as a placeholder for future extensions.
private-extension keywords must begin with "x-", future
extension keywords may be defined only by standards-track
RFCs, or by Informational or Experimental RFCs with approval
of the IESG. Implementations which examine the value of the
Auto-Submitted field should handle an Auto-Submitted field
which contains an unrecognized private-extension or
future-extension keyword as if the message had been
automatically submitted, but without information about the
type of auto-submission.

3.2 Semantics

This field indicates whether the message was sent with or
without explicit human control.

The auto-generated keyword:

SHOULD be used on messages generated by automatic (often
periodic) processes,

MUST NOT be used on manually generated messages,

MUST NOT be used on a message issued in direct response to
another message.

The auto-replied keyword:

SHOULD be used on messages sent in direct response to another
message,

MUST NOT be used on manually-generated messages,

MUST NOT be used on messages generated by automatic or
periodic processes.



Note 1: A similar header field is defined in X.420 [4].

Note 2: If a message does not have any Auto-Submitted header,
no assumption should be made of whether this message was
automatically generated or not.

The "comment" syntactical construct can be used to indicate a
reason why this message was auto-submitted.

3.3 Relation to NOTIFY ESMTP command

This specification does not specify handling of Delivery
Status Notifications. Such notifications are requested by the
ESTMP NOTIFY command [7] and DSNs themselves need not contain
any auto-submitted header, since their mode of submission is
shown by the DSN format as defined in the DSN standards [6].
3.4 Parameters

Only one optional parameter is defined here. This parameter
has the attribute name "increment" and the value a number
(1*DIGIT) which indicates the number of seconds since the last
time a similar auto-submitted message was produced by the same
sender to any recipient. This parameter might be useful to
detect and counteract a looping auto-submitter.

3.5 Fuller semantics with examples

3.5.1 Syntax examples without private extensions:

Example 1: Auto-Submitted: auto-generated

Example 2: Auto-Submitted: auto-replied

Example 3: Auto-Submitted: no

Example 4: Auto-Submitted: auto-generated; increment=21600

Example 5: Auto-Submitted: (weather-report) auto-generated;
(issued every 6 hours) increment=21600

3.5.2 Possible syntax examples with private or future extensions:

Example 6: Auto-Submitted: x-ibm-transaction
Example 7: Auto-Submitted: auto-replied ; bounced
Example 8: Auto-Submitted: auto-replied ; x-count=8

3.5.3 Auto-Submitted: no or no Auto-Submitted header

In the following cases the "Auto-Submitted: no" header, or no



Auto-Submitted header shall be generated.
- Ordinary e-mail messages written by a person.

- A person interacts with a mail-generating client, e.g.
instructs it to join a mailing list, and the client
generates a message to a listserver with commands for
subscribing to the list.

- A person interacts with a World wide Web form, such that
the filled-in form is automatically sent to an e-mail
address specified in the WwwW form document.

3.5.4 Keep the field in forwarded message

In the following cases, an existing Auto-Submitted header on a
forwarded message SHOULD be kept as it is.

- A moderator accepts messages to a moderated group, and
forwards the accepted messages to the group members,
possibly merged into a digest by software for producing
digests.

- Automatic forwarding by mailing list expanders or to a new
e-mail address for the recipient.

3.5.5 Auto-Submitted: auto-generated

An Auto-Submitted field with the auto-generated keyword SHOULD
be supplied with a message that is automatically generated,
but not one which is an automatic response to an emailed
request. Examples of automatically generated messages include:

- An automatic weather station sends periodic messages with
temperature, wind velocity, etc. to a weather database
server.

- An automatically generated weather-report is sent once
every three hours to subscribing customers.

- An automatic computer process (for example, a '"cron job")
sends failure reports.

- An automatic vote counter counts incoming votes and reports
on the outcome of the vote.

- A subscription service sends copies of a file every time
the file is updated to people subscribing to such updates.

Note: This is a borderline case. If the sent files has as
SMTP-sender the person who modified this file, it should
not be regarded as auto-submitted.



- A notification asking you to confirm your subscription to a
mailing list, which is sent to you automatically by the
mailing-list-serverevery six months.

3.5.6 Auto-Submitted: auto-replied

An Auto-Submitted field with the auto-replied keyword SHOULD
be included in any message issued as an automatic response to
another message. Example:

- A mail server responds to an incoming request message.

Many uses of this header field is for special kinds of
notifications, such as:

- A vacation server sends a vacation notification in response
to an incoming message for the person who is on vacation.

- A notification that a message, after receipt, has been
purged, forwarded or handled in some other special non-
standard way.

3.5.7 Recipient use of Auto-Submitted fields

The Auto-Submitted field may be used by recipients (human or
otherwise) to aid in processing the message. For example:

- A mailing list may wish, as a matter of policy, to accept
only human-generated input. It may therefore wish to filter
out any messages including the Auto-Submitted header field,
if the keyword is other than "no".

- A process which automatically responds to messages (for
example, a "vacation server"), may be intended to send
responses only to humans, and not to auto-generated or
auto-replied messages. Such a process SHOULD not respond
to messages with an Auto-Submitted field with a keyword
other than "no".

4. Expires:
Syntax: Expires-field = "Expires:" CFWS date-time [CFWS] CRLF

The Expires header indicates a date-time, at which this
message expires. The field can be used both to limit and to
extend the life of a message. User agents and servers which
employ automatic purging of old messages MAY let this field
influence the purging process. There is no requirement that a
user agent must suppress expired messages or make them
inaccessible to their owners.



Note: This header is also defined, with similar but not
identical meaning, in netnews [8] and in X.420 [4].

5. Relation to X.400 gateways versus Netnews

A similar headers to Expires is also defined in
recommendations for gatewaying [2] between X.400 [4] and
Internet mail. However, those recommendations are only valid
for gateways. By defining the fields here, the fields are made
available for general Internet e-mail usage. This document
also gives fuller descriptions of the fields than is given by
the X.400 gatewaying recommendations [2]. Also an
Auto-Submitted feature has been added to X.420, with similar
definition as in this document.

Unfortunately, the header Expires has a different name in
Internet-X.400 gatewaying standards [2] and in netnews.

RFC 1327 gives the name "Expiry-Date:" for what in netnews is
called "Expires:" (as specified in RFEC 1036).

Because compatibility with netnews is more important than with
X.400, the netnews names of these two fields are proposed
here.

Future versions of REC 1327 (the MIXER document) may choose to
specify the use of "Expires" also in gatewayed messages from
X.400.

6. Security considerations
6.1 "Auto-Submitted" security considerations

"Auto-submitted:" raises no new security concerns, instead, it
reduces the risk to security of certain kinds of loops.
Automatically submitting messages has, of course, several
security concerns, but these security concerns do not become
more severe if a header is defined to specify if a message is
auto-submitted or not.

6.2 "Expires" security considerations

One intention of "Expires" is to help recipients avoid seeing
messages with information which is not any longer valid. There
may of course be cases where a user might want to see an
expired message (e.g. a user might sometimes want to be
informed of a meeting, even after the time of the meeting).
This could possibly be solved by having different kinds of
"Expires" for different expiration causes, however, this
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complexity is not felt needed at present. A user agent can of
course be designed to inform the recipient also of expired
messages, and allow the recipient the choice of reading them
or not. This specification does, therefore, not require user
agents to make expired messages inaccessible.

7. Copyright and disclaimer

The IETF takes no position regarding the validity or scope of
any intellectual property or other rights that might be
claimed to pertain to the implementation or use of the
technology described in this document or the extent to which
any license under such rights might or might not be available;
neither does it represent that it has made any effort to
identify any such rights. Information on the IETF's procedures
with respect to rights in standards-track and standards-
related documentation can be found in BCP-11. Copies of claims
of rights made available for publication and any assurances of
licenses to be made available, or the result of an attempt
made to obtain a general license or permission for the use of
such proprietary rights by implementors or users of this
specification can be obtained from the IETF Secretariat."

The IETF invites any interested party to bring to its
attention any copyrights, patents or patent applications, or
other proprietary rights which may cover technology that may
be required to practice this standard. Please address the
information to the IETF Executive Director.

This document and translations of it may be copied and
furnished to others, and derivative works that comment on or
otherwise explain it or assist in its implmentation may be
prepared, copied, published and distributed, in whole or in
part, without restriction of any kind, provided that the above
copyright notice and this paragraph are included on all such
copies and derivative works. However, this document itself may
not be modified in any way, such as by removing the copyright
notice or references to the Internet Society or other Internet
organizations, except as needed for the purpose of developing
Internet standards in which case the procedures for copyrights
defined in the Internet Standards process must be followed, or
as required to translate it into languages other than English.

The limited permissions granted above are perpetual and will

not be revoked by the Internet Society or its successors or
assigns.
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