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Abstract
This document defines new mobility options to enable authentication
between mobility entities. These options can be used in addition to

or in lieu of IPsec to authenticate mobility messages as defined 1in
the base Mobile IPv6 specification.
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1.

Motivation

The base specification of Mobile IPv6 [RFC3775] mandates IPsec
support between MN and HA for authentication. Also, return
routability messages passing via the HA (HoT/HoTi) and mobile prefix
discovery messages must be protected using IPsec.

While IPsec (ESP) may offer strong protection (depending on the
algorithms used), use of IPsec may not be required/feasible in all
cases where Mobile IPv6 may be used. For small handheld devices, the
use of IPsec may be too taxing on battery and processor performance.
Also depending on the model of home agent deployment (HA deployed by
enterprise/service provider), MN may have to VPN back into the
enterprise (which may impose dual IPsec requirement on MN).

Moreover, IPsec/IKE based Mobile IPv6 over public wireless carrier's
networks may pose serious capacity and scalability challenge. The
multiple round trips to perform ISAKMP/IKE to establish IPsec SA may
be too taxing on the wireless link, not to mention increase in setup
latency during 1dinitial access and during handoffs. The use of manual
IPsec SA in these large public network deployments suffer from
scalability issue and involve provisioning nightmare.

Also, having an authentication mechanism tied to the Mobile's home IP
address does not permit the mobility entity to derive or acquire a
dynamic home address based on the configured prefix. If the MN's
home address 1is dynamically configured based on a fixed prefix or
acquired during network access authentication (PPP, 802.1x etc.),
IPsec will most likely not work as the IPsec SAs are tied to the
address. The mechanism described in this draft is not tied with
mobility entities home IP address and therefore does not mandate SA
relationship with an IP address.

Another +important motivation for this proposed mechanism is to allow
the MN to register with a Home Agent on a dynamically discovered Home


https://datatracker.ietf.org/doc/pdf/rfc3775

Link. This sort of Dynamic Home Link assignments will allow the
operators to leverage the true benefit of dynamic Home Agent
assignment. For example the operator may assign a Home Link or Home
Agent for the user that is closest to the subnet of attachment of the
user. There may be various other reasons for opportunistic Home
Agent assignment. The mechanisms described in the draft allows the
MN to register with any Home Agent in the home network as long as the
MN user shares security association with an entity 1in the home
network such as a AAA server.
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2. Overview

This document presents a lightweight mechanism to authenticate the MN
at the HA or at the Home AAA based on a shared security association
between the MN and the respective authenticating entity.

This document introduces new mobility options to aid 1in
authentication of the MN to the HA or AAA server. The
confidentiality protection of the Mobile Prefix Discovery (MPD) and
Return Routability (Home KeyGen token) messages is outside the scope
of this document.
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3. Terminology

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED"™, "MAY", and "OPTIONAL" 1in
this document are to be interpreted as described in REC 2119.


https://datatracker.ietf.org/doc/pdf/rfc2119
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4. General Terms

MN

HA

SA

IPsec

ESP

BU

Mobile Node

Home Agent

Security Association

IP Security protocol
Encapsulating security protocol

Binding Update

July 2004



BA Binding Acknowledgement

SPI Security Parameter Index
MH Mobility Header
HAAA Home Authentication Authorization Accounting server

CHAP CHallenge Authentication Protocol

HoA Home Address

AVP Attribute Value Pair

AAA Authentication Authorization Accounting

NAI Network Address Identifier
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5. Operational flow

MN HA/HAAA

| (HoA option, NAI[optional], ID option, auth option) |



| |

| HA/HAAA authenticates MN

| |

| |

| BA to MN |
(B) | |
| (HoA option, NAI[optional], ID option, auth option)
|
|

MN may use NAI option as defined in [NAI] to identify -ditself to the
HA while authenticating with the HA. The MN SHOULD use NAI option
[NAI] while authenticating with the AAA infrastructure.
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6.

Mobility message authentication option

This section defines the message authentication mobility option that
may be used to secure Binding Update and Binding Acknowledgement
messages. This extension can be used along with IPsec or preferably
as an alternate mechanism to authenticate binding update and binding
acknowledgement messages in absence of IPsec. This document also
defines subtype numbers, which +identify the mode of authentication
and the peer entity to authenticate the message. Two subtype numbers
are specified in this document. It 1is expected that other subtypes
will be defined by other documents in the future.

0] 1 2 3

012345678901 23456789012345678901
t—t—t—t—t—t—tF—t—t—t—t—t—t—t—t—F—
| Option Type | Option Length

t—t—t—t—t—t—tF—F—t—t—t—t—t—t—t—F—F—F—F—F—+—+—+—+—+

| Subtype SPI

+ —t—t—t—t—t—t—+—
t—t—t—t—d—t—t—t—dt—t—t—t—F—t—t—F—F—t—F—F—F—t—F—F—F—t—F—F—F—t—Ft—+—
+

+— + — +

| SPI Authenticator
+—+—t—t—t—Ft—t—t—F—t—Ft—F—F—Ft—F—t—F—t—t—F—t—Ft—F—F—F—F—+—F—t+—+—F+—+—+
Option Type:

AUTH-OPTION-TYPE to be defined by IANA. An 8-bit didentifier of
the type mobility option.

Option Length:
8-bit unsigned 1integer, representing the length in octets of
the sub-type, SPI and authenticator, not including the Option
Type and Option Length fields.

Subtype:

A number assigned to identify the entity and/or mechanism to be
used to authenticate the message.

SPI:

Used to identify the particular security association to use to
authenticate the message.

Authenticator:

This field has the information to authenticate the relevant
mobility entity. This protects the message beginning at the
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Mobility Header upto and including the SPI field.
Alignment requirements
MUST be aligned on an 8-octet boundary.
6.1 MN-HA authentication mobility option

The format of the MN-HA authentication mobility option is as defined
in section 6. This option uses the subtype value of 1. The MN-HA
authentication mobility option is used to authenticate the binding
update and binding acknowledgement messages based on the shared
security association between the MN and the HA.

This must be the last option in a message with mobility header. The
authenticator is calculated on the message starting from the mobility
header till the SPI value of this option.

Authenticator First (96,HMAC_SHA1(MN-HA Shared key, Mobility

Data))

Mobility Data = care-of address | home address | MH Data

MH Data is the content of the Mobility Header till the SPI field of
this extension.

The first 96 bits from the MAC result are used as the
Authenticator field.

6.2 MN-AAA authentication mobility option

The format of the MN-AAA authentication mobility option 1is as defined
in section 6. This option uses the subtype value of 2. The MN-AAA
authentication mobility option is used to authenticate the binding
update and binding acknowledgement messages based on the shared
security association between MN and HAAA.

This must be the last option in a message with mobility header. The
authenticator is calculated on the message starting from the mobility
header till the SPI value of this option.

The MN SHOULD use NAI option [NAI] to enable the Home Agent to make
use of available AAA infrastructure which requires NAI.



The MN MUST use either CHAP_SPI or HMAC_CHAP_SPI as defined 1in
[3012bis] to indicate CHAP style authentication. The authenticator
shall be calculated as follows:
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Authenticator = First (96, HMAC_SHA1l (MN-AAA Shared key, MAC_Mobility
Data))).

SPI = CHAP_SPI:
MAC_Mobility Data = MD5 (care-of address | home address | MH Data).
SPI = HMAC_CHAP_SPI:

MAC_Mobility Data = HMAC_MD5 (care-of address | home address | MH
Data).

6.2.1 Processing considerations

The MN-AAA authentication mobility option MUST be verified by the AAA
infrastructure that has the shared secret with the MN. The HA relays
the authenticating information to the HAAA. The HA relies on the
HAAA to admit or reject the home registration request from the MN.

6.2.1.1 Home Agent Considerations

Upon receiving a BU from the MN the HA SHALL extract the MN-AAA
authenticator and the SPI from the MN-AAA authentication mobility
option and extract the NAI from the NAI option [NAI]. The HA SHALL
include the extracted MN-AAA authenticator, SPI and the NAI in AAA
specific AVPs while initiating the authentication procedure via AAA
infrastructure.
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7.

Mobility message identification option

The didentification option 1is used to prevent replay protection. The
Identification field carries timestamp for replay protection. This
option can be used 1in binding update and binding acknowledgement
messages.

The default method for this purpose is the timestamp method; some
other methods may be utilized as well. If the MN uses 'timestamp' as
a measure against replay protection, it SHOULD insert the current
time of day. When the destination node receives the Binding Update,
it will make sure that the 'timestamp' (as included by the sender) -s
close enough to its own time of the day. A default value of 500
milliseconds MAY be used as a reasonable offset (the time difference
between the sender and the receiver).

The low-order 32 bits of the +identification option represents
fractional seconds, the rest of the bits SHOULD be generated from a
good source of randomness.

For the +identification field to be valid, the 'timestamp' contained
in the Identification field MUST be close enough (as determined by
the system implementers) and greater than the HA's and/or HAAA's time
of day clock.

The style of replay protection in effect between a mobile node and
the HA and/or the HAAA 1is part of the mobile security association. A
mobile node and the HA and/or the HAAA MUST agree on which method of
replay protection will be used.



(0] 1 2 3
012345678901 23456789012345678901
t—t—t—t—t—t—t—F—F—t—t—t—F—t—+—+—
|
+

+

| Option Type Option Length

t—t—t—t—t—t—tF—tF—t—t—t—t—t—t—t—F—F—F—F—t—t—t—F—F—F—Ft—+t—+t—Ft—Ft—F—+—
Identification

t—t—t—t—t—t—F—F—t—t—t—t—t—t—F—F—F—F—F—F—t—F—F—F—F—F—+t—Ft—Ft—F—F—F+—+

+_

Option Type:

IDENT-OPTION-TYPE to be defined by IANA. An 8-bit identifier
of the type mobility option.

Option Length:
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8-bit unsigned 1integer, representing the length in octets of
the Identification field.

Identification:

The Identification field carries timestamp for replay
protection.

Alignment requirements
MUST be aligned on an 8-octet boundary.
7.1 Processing considerations
The Identification field 1is used to let the HA and/or the HAAA verify
that a Binding Update message has been generated recently by the MN,
and it is not replayed by an attacker from some older registrations.

7.1.1 Home Agent Considerations

The HA processes this option only when MN-HA authentication mobility



option 1is used 1in the BU. In this case:

After successful authentication of Binding Update, the Home Agent
must verify that the Identification field falls within the replay
protection window. If Identification field 1is not within this window
but the authentication of the BU succeeds, HA MUST send a Binding
Acknowledgement with error code "TBD by IANA" MIPV6-ID-MISMATCH. 1In
this case, HA must include the correct identification field in the
Binding Acknowledgement message.

MN-HA Timestamp: If timestamp based replay check is successful and
the authentication succeeds, the HA MUST 1include the received
Identification value in the corresponding field of the Mobility
message identification option in the BA.

7.1.2 Mobile Node Considerations
The MN MUST process the Mobility message identification option.

MN-HA Timestamp and MN-AAA Timestamp: The MN MUST set the
Identification value 1in the Mobility message identification option in
the BU message according to its own clock. If the MN receives a
Binding Acknowledgement with the code MIPV6-ID-MISMATCH, MN must
adjust its timestamp and send subsequent Binding Update using the
updated value.
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7.1.3 AAA server Considerations

The HAAA processes this option only when MN-AAA authentication
mobility option is used in the BU. In this case:

After successful authentication of MN's credentials contained in the
AVPs, the Home AAA server MUST verify that the Identification field
falls within the replay protection window. If Identification field
is not within this window, HAAA MUST reject the authentication and
authorization request. Upon receiving the reject message from HAAA
server, the HA MUST send a Binding Acknowledgement with error code
"TBD by IANA" MIPV6-ID-MISMATCH. In this case, HA must include the
correct identification field in the Mobility message identification
option 1in the Binding Acknowledgement message.



MN-AAA Timestamp: If timestamp based replay check is successful and
the authentication and authorization succeeds, the HAAA does not
include any updated Identification value in the accept message. 1In
this case, the HA copies the Identification value from the BU -into
the corresponding field in the BA. If the replay check fails but
authentication succeeds, in the reject message the HAAA MUST include
the latest timestamp according to it's own clock.
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8. Security Considerations

This document proposes new authentication options to authenticate the
control message between MN, HA and/or HAAA (as an alternative to
IPsec). The new options provide for authentication of Binding Update
and Binding Acknowledgement messages
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9. TIANA Considerations



The option types AUTH-OPTION-TYPE, IDENT-OPTION-TYPE, as defined in
section 6 and 7 respectively are new mobility options. The

MIPV6-ID-MISMATCH error code also needs to be defined. IANA should
record values for these new mobility options and the new error code.
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