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Status of this memo

This document is a submission by the Mobile IP Working Group of the
Internet Engineering Task Force (IETF). Comments should be submitted
to the mobile-ip@standards.nortelnetworks.com mailing list.
Distribution of this memo is unlimited.

This document is an Internet-Draft and is in full conformance with all
provisions of Section 10 of RFC2026. Internet-Drafts are working
documents of the Internet Engineering Task Force (IETF), its areas,
and its working groups.  Note that other groups may also distribute
working documents as Internet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time.  It is inappropriate to use Internet- Drafts as reference
material or to cite them other than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://www.ietf.org/ietf/1id-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://www.ietf.org/shadow.html.

Abstract

The increasing interest in Mobile IP as a potential macro-mobility
solution for cellular networks leads to new solutions and extensions
to the existing protocol. As part of this work, there is a need to
gather the requirements on Mobile IP from a cellular perspective. This
draft lists a set of requirements on Mobile IP for use in cellular
networks, for instance IMT-2000, and relates the requirements to
proposed solutions.
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1. Introduction

Recently, there has been an increasing interest in Mobile IP as a
potential future mobility standard, common to cellular systems and the
Internet as a whole [3][16][17]. The benefits of adopting a common
mobility solution would include independence of access network
technologies and common solutions for fixed and wireless networks.

The purpose of this document is to state the requirements on Mobile IP
as a potential macro-mobility solution for future cellular networks. In
particular, we consider third generation mobile systems fulfilling the
requirements from ITU for International Mobile Telecommunications - 2000
(IMT-2000). The Universal Mobile Telecommunication System (UMTS) and the
Enhanced Data rates for GSM Evolution (EDGE), which both evolve from the
GSM/GPRS standard, as well as Cdma 2000, are such IMT-2000 systems.

Parts of the requirements presented in this document are specific for
Mobile IP in cellular networks, while others consider mobile users in
general. However, we have chosen to include all kinds of requirements
necessary for a cellular operator to deploy Mobile IP. In the following,
the term Mobile IP refers to both Mobile IPv4 [20] and Mobile IPv6 [18].

We start in Section 2 with some general, system-level requirements for
IP mobility in cellular networks. Then we list more specific
requirements in Section 3 through Section 10. Section 11 concludes the
document.
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The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED",  "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [6].

2. General considerations

This section describes some general considerations and requirements on
a system using Mobile IP. Note that these requirements are not specific
requirements on the Mobile IP protocol, but point out important aspects
on a system level.

To allow Mobile IP to be a mobility solution which supports many
different kinds of access networks/technologies, Mobile IP
functionality shall be independent of the access network technology. For
Mobile IP to be deployed in future cellular networks, it needs to
interwork with, or operate in co-existence with, existing protocols in
the cellular networks.

Considering a migration from Mobile IPv4 to Mobile IPv6, there may be
mobile nodes which are upgraded and mobile nodes which are not.
Similarly, there may be home and/or visited networks supporting Mobile
IPv4, and others supporting Mobile IPv6. Such a scenario must be
supported. Mobile nodes supporting Mobile IPv6 must also be able to
communicate with mobile nodes supporting Mobile IPv4.

Mobile IP provides authentication of the signalling messages [18][20].
For security reasons, such as keeping the current location of a user
unknown to other users, it should also be possible to provide encryption
of the Mobile IP signalling. In Mobile IPv4, this may be implemented
through, for instance, IPSec tunnels and security associations
established on a permanent basis inside and between different
administrative domains. It should also be possible to provide encryption
of the traffic. A solution is to employ IPSec together with Mobile IPv4,
as suggested in [27]. For Mobile IPv6, use of IPSec is included in the
protocol [18].

Emerging Internet quality-of-service (QoS) mechanisms are expected to
enable wide-spread use of real-time services between stationary nodes,
for instance voice over IP and videoconferencing. There will be a demand
for using the same kind of services when being mobile. Promising a
certain level of QoS to a mobile user is generally difficult, since there
may not be enough resources available in the part of the network that
the mobile node is moving into. However, when network resources allow,
there should be mechanisms to handle QoS for mobile users, particularly
in case of handover and route optimization [23]. The differences between
stationary and mobile nodes making use of QoS mechanisms should also be
minimized, and network operators should not need to employ different QoS
platforms for stationary and mobile users. The emerging QoS
architectures, Differentiated Services and Integrated Services
[4][5][24][25], do not consider mobile nodes. Additions or changes may

https://datatracker.ietf.org/doc/html/rfc2119
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QoS mechanisms enforce a differentiated sharing of bandwidth among
services and users. Thus, there must be mechanisms available to identify
traffic flows with different QoS attributes, and to make it possible to
charge the users accordingly.

It is well known that mobile nodes are more complex to handle than
stationary ones. Even so, the extra handling of mobile nodes should be
based on the same basic mechanisms as the stationary ones, rather than
on separate mechanisms. Among these basic mechanisms are (i) an
Authentication, Authorization, Accounting (AAA) infrastructure; (ii)
QoS and policy control; and (iii) directory services and gateway
services like IP telephony.

As more and more users become mobile, the need for a uniform service
delivery across various access technologies increases. Ultimately, the
user should not need to know what kind of access technology is in use
at a particular moment. When bandwidth and other network capabilities
allow, IP-based services should appear the same, independently of the
access technology. Moreover, a normal user will try to employ the most
efficient access, considering capacity and cost, which means that
changes of access technology can be expected during active sessions.
Thus, the change of access technology should be as smooth and
transparent to the user as possible.

These are general considerations and requirements; some of them may
apply to Mobile IP and some may be fulfilled through other protocols and
solutions. The following sections address more specific requirements on
Mobile IP, in order to provide solutions satisfactory for operators as
well as end users.

3. Authentication

The authentication of a mobile node or user can be performed at different
locations and be based upon different parameters. We may also consider
two phases of the authentication procedure: (i) full or initial
authentication; and (ii) subsequent authentications. Full
authentication is performed when the existing security associations are
insufficient, for instance at initial registration, or when a mobile
node requests a new home agent. Subsequent authentications are performed
when a mobile node changes its point of attachment, within or between
administrative domains, or to renew bindings before they are timed out.

The Mobile IP protocol specifies authentications to be performed at the
home agent, and the identifications to be based on the home IP address
of the mobile node [18][20]. However, additional solutions and
extensions, mainly to Mobile IPv4, have introduced identification and
authentication based on the Network Access Identifier (NAI)
[1][2][8][9][10][11][12][21]. Basing the authentication on the IP
address means that it is the host that is authenticated, while



<draft-ietf-mobileip-cellular-requirements-02.txt>            [Page 4]

https://datatracker.ietf.org/doc/html/draft-ietf-mobileip-cellular-requirements-02.txt


authentication based on the NAI enables authentication of the mobile
user. The latter alternative would lessen the connection between a
specific user and a specific host, and provide a secure way for dynamic
allocation of IP addresses. Thus, the full authentication must be based
on a unique user identity, for example the NAI.

For reasons of subscription handling and charging, the full
authentication must always be performed at the home domain or by the
home operator, that is, where the user is subscribed. Such
authentication procedures have been suggested for Mobile IPv4 in
[8][10], and may, for instance, be performed through AAA functionality.
Full authentication may not be performed at the home agent, since the
home agent may be dynamically allocated.

Once a mobile node is connected to a visited network, performing
subsequent authentications at the home domain could result in
significant signalling delay. To minimize the signalling delay, and to
reduce the signalling between the visited and the home network, it
should be possible to perform subsequent authentications in the visited
network, as described in [8].

Finally, since the Mobile IP protocol is independent of the access
network technology, Mobile IP authentication should be independent of
the authentication for the access medium, for instance the radio
resources. A separation of the authentication procedures is motivated
by the fact that radio resources are scarce, and an access network
operator may not want to allow Mobile IP signalling until the access
network in itself has accepted to provide resources for a mobile node.
Also, different access networks with, for instance, radio-based or fixed
access, experience different types of security threats, and may address
them differently.

The requirements for the authentication procedure are:

 1. There MUST be a generic Mobile IP authentication procedure,
specifying full and subsequent authentication, as well as authentication
for registration requests or binding updates generated on behalf of a
mobile node.

 2. Full authentication MUST be performed with the home network, the
home administrative domain or with the home operator of the mobile user.

 3. There MUST be a unique user identity for full authentication.

 4. It SHOULD be possible to perform subsequent authentication locally
at the visited network.

 5. Mobile IP SHOULD use the same AAA infrastructure as stationary
Internet nodes.
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4. Registration requests generated on behalf of a mobile node

There may be cases when a mobile node does not support Mobile IP
signalling. If so, the signalling between the mobile node and its
network access point/foreign agent could be handled by lower-level
functionality in the access network. Then, the access point/foreign
agent could generate a registration request or binding update on behalf
of the mobile node. This was described for Mobile IPv4 in [9] as
surrogate registrations.

For reasons of backward compatibility with existing systems, it must be
possible to implement Mobile IP without introducing Mobile IP signalling
in the terminal. Registration requests/binding updates generated on
behalf of a mobile node provide such a solution. They also provide a
means to minimize the signalling over the radio link. Lastly, secure
full and subsequent authentication for registration requests/binding
updates generated on behalf of a mobile node must be ensured according
to the generic authentication procedure for Mobile IP.

The requirements for registration requests generated on behalf of a
mobile node are:

 1. It MUST be possible to employ Mobile IP in a network without
introducing Mobile IP signalling in the terminal.

5. Private networks

Since private networks are an important part of the communication
network structure, Mobile IP must support private networks and private
address spaces. A proposed solution for Mobile IPv4 is to support
private address spaces through proxy home and foreign agents [8]. This
solution also supports hierarchical foreign agents within a network.
Such a hierarchy may be valuable in order to improve handover
performance. It may also be important for security reasons, since it
allows the existence of agents without direct connection to external
agents, that is, agents external to for instance a private network.
Another solution for IP mobility support across routing realms is
suggested in [26]. Lastly, since most private networks are protected by
firewalls, Mobile IP must provide a means for signalling and traffic to
pass these firewalls.

Larger private networks may provide their own home agents, but there is
also the case where one operator provides a home agent which is shared
by several smaller private networks. Then, a mobile node may want access
to a private network which is not its home network. In this case, we
recognize a need for, for instance, the VPN Identifier Extension in the
registration request [9]. The NAI of a mobile user points out the home
network of the user and the VPN Identifier Extension points out the final
destination of the tunnel.
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The requirements for support of private networks are:

 1. Support of private address spaces MUST be included in Mobile IPv4.

 2. Mobile IP MUST provide a means for signalling and traffic to pass
through firewalls.

 3. Mobile IP MUST provide a means for a mobile node, or an agent
generating registration requests or binding updates on behalf of a
mobile node, to request access to a network which is not the home network
of the mobile node.

6. Reverse tunnelling

The Mobile IPv4 protocol, as specified in [20], is built on the concept
of triangular routing. Reverse tunnelling has been suggested as an
addition to Mobile IPv4, to support topologically correct reverse
tunnels [19]. Reverse tunnelling may also be valuable to provide
location privacy, both for Mobile IPv4 and Mobile IPv6. For reasons of
security and charging, it must be possible for a network operator to
employ reverse tunnelling, and to refuse mobile nodes, or agents
generating registration requests or binding updates on behalf of mobile
nodes, which do not request reverse tunnelling when required. It must
also be possible to employ encryption of the traffic with reverse
tunnelling. Lastly, it should be possible to choose how to employ
reverse tunnelling: all the way to the home agent, or to a firewall or
gateway between the mobile node, or foreign agent, and the home agent.

The requirements for reverse tunnelling are:

 1. It MUST be possible to employ reverse tunnelling together with Mobile
IP.

 2. For Mobile IPv4, a network operator MUST be able to refuse mobile
nodes, or agents generating registration requests/binding updates on
behalf of mobile nodes, which do not request reverse tunnelling.

7. Route optimization

New access techniques are expected to give users significantly more
bandwidth than today, which will lead to more traffic in the backbone
networks. Thus, it is important to minimize the load on the backbone,
as well as the delay, through efficient routing. In the Mobile IPv4
protocol, datagrams destined to a mobile node are sent to its home
address and are tunnelled by the home agent to the current care-of
address [20]. Route optimization is a suggested addition, which allows
correspondent nodes to send datagrams directly to a mobile node
[23][22]. In order to minimize the delay, and to optimize the
utilization of network resources, it must be possible for an operator
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to employ route optimization. Especially, this would improve the
performance for two mobile nodes located in a visited network, which are
communicating with each other. For Mobile IPv6, route optimization is
included in the protocol.

The authentication procedure for route optimization must be according
to the generic authentication procedure for Mobile IP, and there must
be a secure way to distribute information of the current address of a
mobile node. If requested, encryption must also be available for the
traffic. Integrated and differentiated services [4][5][24][25] do not
always handle the change from triangular to optimized routing in a
smooth way, and Mobile IP extensions or changes may be needed. Lastly,
choosing the optimal route, with respect to the number of hops, may
result in a lower level of quality of service. In order to maintain a
negotiated quality of service, the quality-of-service mechanisms may
need to interact with the route optimization mechanisms.

The requirements for route optimization are:

 1. It MUST be possible to employ route optimization together with Mobile
IP.

8. Dynamic home address assignment

In many IPv4 networks, including home networks of mobile nodes,
addresses are assigned dynamically. Dynamic address assignment provides
a means to better utilize the IP addresses in a network. It must be
possible to assign an address to a mobile node, which belongs to a home
network that usually employs dynamic address assignment. Furthermore,
if the home agent is dynamically assigned, the home address needs to be
dynamically assigned as well, since the home address must belong to the
same sub-network as the home agent [20]. The latter requirement applies
to Mobile IPv6 as well as to Mobile IPv4. A solution for dynamic home
address assignment for Mobile IPv4 was proposed in [11][12].

The requirements for dynamic home address assignment are:

 1. Dynamic home address assignment MUST be included in Mobile IP.

9. Temporary home

According to Mobile IP, as specified in [18][20], the home agent is
allocated in the home network. However, mobile users may have a need for
a temporary home, not necessarily through a home agent assigned in the
home network. The need could be to have an anchor point for some period
of time, and the most optimal solution, considering routing performance
and signalling delay, would be to have a home agent dynamically assigned
in the visited network.
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It must be possible for a mobile node, or an agent generating
registration requests/binding updates on behalf of a mobile node, to
request and obtain a dynamically assigned home agent in the home network
or in the visited network. It should also be possible for a mobile node
which has obtained a dynamically assigned home agent in a visited
network, to keep this home agent when moving to another network.

The requirements for a temporary home solution are:

 1. It MUST be possible for a mobile node, or an agent generating
registration requests/binding updates on behalf of a mobile node, to
request and be assigned a dynamic home agent in the home network.

 2. It SHOULD be possible for a mobile node, or an agent generating
registration requests/binding updates on behalf of a mobile node, to
request and be assigned a dynamic home agent in the visited network.

 3. A mobile node which has been assigned a dynamic home agent in a
visited network SHOULD be able to keep this home agent when moving to
another network.

10. Handover performance

Mobile IPv4, as specified in [20], does not guarantee seamless/loss-less
handover between different foreign agents within the same administrative
domain. The existing solution may be acceptable for non-delay-sensitive
and loss-tolerant applications, but needs to be improved in order to
support for instance real-time applications.

There have been suggestions on how to improve the handover performance,
in terms of making the signalling procedure faster [8][13][14][15][23].
However, the handover performance still needs to be improved in order
to support real-time applications, or to support loss-less handover.

When a mobile node supporting Mobile IPv6 changes care-of address, it
is able to generate binding updates to its home agent, to its previous
default router and to its correspondent nodes [18]. However, the radio
is a scarce resource, and transmission of multiple simultaneous binding
updates may not be feasible.

11. Conclusions

This draft provides a list of requirements on Mobile IP for use in
cellular networks. Beside the general requirements on functionality and
security, there are specific requirements on authentication, address
assignment, routing and issues providing interworking with existing
cellular solutions.
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All the requirements provided in this draft may not be necessary in a
first step of introducing Mobile IP in cellular networks. However, we
believe that they all need to be considered to eventually support all
various demands from different operators and end users.

12. Intellectual property considerations
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