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Abstract

This document describes how the Security Multiparts defined in REC
1847 [1] can be used to transport multiple digital signatures.

This draft is being discussed on the "ietf-openpgp" mailing list. To
join the list, send a message to <ietf-openpgp-request@imc.org> with
the single word "subscribe" in the subject. A web site containing an
archive of the list can be found at
<http://www.imc.org/ietf-openpgp>.
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1. Introduction

Various digital signature services for electronic mail rely on the
framework defined in REC 1847. These signature services do not
address the issue of parallel signatures on the same content.

Instead of specifying parallel signature formats for individual
signature services such as OpenPGP, the present document defines a
"multipart/mixed" protocol for the "multipart/signed" body type
introduced in RFC 1847. The "multipart/mixed" protocol permits users
to bundle parallel signatures for the same content into one
"multipart/signed" body part. It is independent of the protocols
used to form the individual digital signatures.

1.1. Compliance

In order for an implementation to be compliant with this
specification, is it absolutely necessary for it to obey all items
labeled as MUST or REQUIRED.

2. The "multipart/mixed" protocol
2.1. Specification

Digitally signed messages conforming to this document are denoted by
the "multipart/signed" content type, defined in RFC 1847, with a
"protocol" parameter which MUST have a value of "multipart/mixed".
(MUST be quoted).

The "micalg" parameter MUST contain a comma-separated list of hash-
symbols. These hash-symbols identify the message integrity check
(MIC) algorithm(s) used to generate the subsequent signature(s).
Hash-symbols MUST NOT occur more than once in this list.

The multipart/signed body MUST consist of exactly two parts. The
first part contains the signed data in MIME canonical format,
including a set of appropriate content headers describing the data.

The second part MUST be of type "multipart/mixed". Each sub-part
represents an individual digital signature which has been formed
according to RFC 1847 and the specification of the signature protocol
used.
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2.2.

Example message

From: Dave Del Torto <ddt@openpgp.net>

To: Raph Levien <raph@acm.org>

Mime-Version: 1.0

Content-Type: multipart/signed; protocol="multipart/mixed";
boundary=0000_031; micalg="pgp-shal, rsa-md5, pgp-md5"

--0000_031
Content-Type: text/plain

Hi Raph,

Here's some text with parallel (multiple) digital signatures
in various formats.

dave

"All email luxuriantly hand-crafted using only the finest ASCII text."

--0000_031
Content-Type: multipart/mixed; boundary=0000_032

--0000_032
Content-Type: application/pgp-signature

Version: PGP for Personal Privacy 5.0
Comment: Hash computed using SHA-1 micalg (FIPS 180-1).

1QCVAWUBMOIt9qHBOF9KrwD1AQFBaQQAisIzQUgyknT2v729b7MImcUc3ROdRBh6
nwMyAfdewQYCDxqdDWvnD1UWoUjwjA1INA6qhTXBxs8yPtZdDZagu0G2zWawyat9
Jib556AuSx10psSREDC3VvNsaJ99MVB8SKFF92H5319w/YhVOAOaMZeNTfLEOjIVypkY
/s04/7DHhqQ=

=/wlj

--0000_032

Content-Type: application/x-pkcs7-signature
Content-Transfer-Encoding: base64

Comment: Hash computed using S/MIME MD5 micalg.

MIAGCSQGSIb3DQEHAGCAMIACAQEXDjAMBggqhkiGOWOCBQUAMIAGCSQGSIb3DQEH

[signature material removed]
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3.

[

o

+kNIWIbxNiNjelwlzIhaGjrGronvYc8+tFn2LgAAAAAAAAAA

--0000_032
Content-Type: application/pgp-signature

Version: PGP 2.6.2
Comment: Hash computed using MD5 micalg.

1QCVAWUBMOIU16HBOF9KrwD1AQGaiQP9EU1YXgMSONXDAQSmMo7U0CES2DuUYCTxm7
X8RFRr9+Xz3nPFytSYM2TIWGMeK1i1fVr5PhfjdrKvOh9sCq97h6zndzZVpGA9x62k
mPVn/QY3fz1e0dyJbYvW4ba7wQl1l500A6cqmEb9tWwh4radyE8hZMnLS9aOuPpuB
5dpiTTAE/gY=

=hD3D

----- END PGP SIGNATURE-----

--0000_032--
--0000_031--
Security Considerations

Use of this protocol has the same security considerations as RFC 1847
and the individual digital signature protocols used. It is not known
to either increase or decrease the security of messages using it.

Users should be aware of the fact that each individual signature can
be broken out and used to create a valid "multipart/signed" body
according to the underlying protocol and RFC 1847.
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document itself may not be modified in any way, such as by removing
the copyright notice or references to the Internet Society or other
Internet organizations, except as needed for the purpose of
developing Internet standards in which case the procedures for
copyrights defined in the Internet Standards process must be
followed, or as required to translate it into languages other than
English.
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This document and the information contained herein is provided on an
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