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Introduction

Providers of Internet content and other services may wish to
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customize those services based on the geographic location of the user

of the service.

This is often done using the source IP address used

to contact the service. Also, infrastructure and other services

might wish to publish the locale of their services.

[REC8805]

defines geofeed, a syntax to associate geographic locales with IP

addresses.

data given an IP address.

This document specifies how to augment the Routing Policy

But it does not specify how to find the relevant geofeed

Specification Language (RPSL) [RFC4012] inetnum: class to refer
specifically to geofeed data CSV files, and how to prudently use
them. 1In all places inetnum: is used,
assumed [RFC4012].

The reader may find [INETNUM] and [INET6NUM] informative, and
certainly more verbose, descriptions of the inetnum: database

classes.

An optional,

inet6num:

utterly awesome but slightly complex, means for
authenticating geofeed data is also defined.

should also be


https://datatracker.ietf.org/doc/html/rfc8805
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.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Geofeed Files

Geofeed files are described in [REC8805]. They provide a facility
for an IP address resource 'owner' to associate those IP addresses to
geographic locale(s).

Content providers and other parties who wish to locate an IP address
to a geographic locale need to find the relevant geofeed data. 1In
Section 3 this document specifies how to find the relevant [RFC8805]
geofeed file given an IP address.

Geofeed data for large providers with significant horizontal scale
and high granularity can be quite large. The size of a file can be
even larger if an unsigned geofeed file combines data for many
prefixes, dual IPv4/IPv6 spaces are represented, etc.

Geofeed data do have privacy considerations, see Section 6

This document also suggests optional signature, which authenticates
the data when present, for geofeed files to provide stronger
authenticity to the data.

inetnum: Class

The Routing Policy Specification Language (RPSL), [RFEC4012] used by
the Regional Internet Registries (RIRs) specifies the inetnum:
database class. Each of these objects describes an IP address range
and its attributes. The inetnum: objects form a hierarchy ordered on
the address space.

Ideally, RPSL would be augmented to define a new RPSL geofeed:
attribute in the inetnum: class. Until such time, this document
defines the syntax of a Geofeed remarks: attribute which contains an
HTTPS URL of a geofeed file. The format of the inetnum: geofeed
attribute MUST be as in this example, "remarks: Geofeed ", where the
token "Geofeed" is case sensitive, followed by a URL which will vary,
but MUST refer only to a single [RFC8805] geofeed file.

inetnum: 192.0.2.0/24 # example
remarks: Geofeed https://example.com/geofeed.csv


https://datatracker.ietf.org/doc/html/bcp14
https://datatracker.ietf.org/doc/html/bcp14
https://datatracker.ietf.org/doc/html/rfc2119
https://datatracker.ietf.org/doc/html/rfc8174
https://datatracker.ietf.org/doc/html/rfc8805
https://datatracker.ietf.org/doc/html/rfc8805
https://datatracker.ietf.org/doc/html/rfc4012
https://datatracker.ietf.org/doc/html/rfc8805
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While we leave global agreement of RPSL modification to the relevant
parties, we specify that a proper geofeed: attribute in the inetnum:
class be simply "geofeed: " followed by a URL which will vary, but
MUST refer only to a [RFC8805] geofeed file.

inetnum: 192.0.2.0/24 # example
geofeed: https://example.com/geofeed.csv

The URL's use of the web PKI can not provide authentication of IP
address space ownership. It is only used to authenticate a pointer
to the geofeed file and transport integrity of the data. 1In
contrast, the Resource Public Key Infrastructure (RPKI, see
[REC6481]) can be used to authenticate IP space ownership; see
optional authentication in Section 4.

Until all producers of inetnum:s, i.e. the RIRs, state that they have
migrated to supporting a geofeed: attribute, consumers looking at
inetnum:s to find geofeed URLS MUST be able to consume both the
remarks: and geofeed: forms. This not only implies that the RIRs
support the geofeed: attribute, but that all registrants have
migrated any inetnum:s from remarks: use to geofeed:s.

Any particular inetnum: object MUST have at most, one geofeed
reference, whether a remarks: or a proper geofeed: attribute when it
is implemented. If there is more than one, all are ignored.

If a geofeed CSV file describes multiple disjoint ranges of IP
address space, there are likely to be geofeed references from
multiple inetnum: objects.

As inetnum: objects form a hierarchy, Geofeed references SHOULD be at
the lowest applicable inetnum: object covering the relevant prefixes
in the referenced geofeed file. When fetching, the most specific
inetnum: object with a geofeed reference MUST be used.

When geofeed references are provided by multiple inetnum: objects
which have identical address ranges, then the geofeed reference on
the inetnum: with the most recent last-modified: attribute SHOULD be
preferred.

It is significant that geofeed data may have finer granularity than
the inetnum: which refers to them. 1I.e. an INETNUM object for a
prefix P could refer to a geofeed file in which P has been sub-
divided into one or more longer prefixes.

Currently, the registry data published by ARIN is not the same RPSL
as the other registries; therefore, when fetching from ARIN via FTP
[REC0959], whois [RFC3912], RDAP [RFC7482], or whatever, the


https://datatracker.ietf.org/doc/html/rfc8805
https://datatracker.ietf.org/doc/html/rfc6481
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"NetRange" attribute/key MUST be treated as "inetnum" and the
"Comment" attribute MUST be treated as "remarks".

Authenticating Geofeed Data

The question arises of whether a particular [RFC8805] geofeed data
set is valid, i.e. authorized by the 'owner' of the IP address space
and is authoritative in some sense. The inetnum: which points to the
[REC8805] geofeed file provides some assurance. Unfortunately the
RPSL in many repositories is weakly authenticated at best. An
approach where RPSL was signed a la [RFC7909] would be good, except
it would have to be deployed by all RPSL registries, and there is a
fair number of them.

An optional authenticator MAY be appended to a [RFC8805] geofeed
file. It is a digest of the main body of the file signed by the
private key of the relevant RPKI certificate for the covering address
range. One needs a format that bundles the relevant RPKI certificate
with the signature and the digest of the geofeed text.

The canonicalization procedure converts the data from its internal
character representation to the UTF-8 [RFC3629] character encoding,
and the <CRLF> sequence MUST be used to denote the end of a line of
text. Trailing space characters MUST NOT appear on a line of text.
That is, the space or tab characters must not be followed by the
<CRLF> sequence. Thus, a blank line is represented solely by the
<CRLF> sequence. Other nonprintable characters, such as backspace,
are not expected. For robustness, any nonprintable characters MUST
NOT be changed by canonicalization. Trailing blank lines MUST NOT
appear at the end of the file. That is, the file must not end with
multiple consecutive <CRLF> sequences. Any end-of-file marker used
by an operating system is not considered to be part of the file
content. When present, such end-of-file markers MUST NOT be
processed by the digital signature algorithm. Borrowing detached
signatures from [REC5485], after file canonicalization, the
Cryptographic Message Syntax (CMS) [RFC5652] would be used to create
a detached DER encoded signature which is then BASE64 encoded and
line wrapped to 72 or fewer characters.

The address range of the signing certificate MUST cover all prefixes
in the geofeed file it signs; and therefore must be covered by the
range of the inetnum:.

An address range A 'covers' address range B if the range of B is
identical to or a subset of A. 'Address range' is used here because
inetnum: objects and RPKI certificates need not align on CIDR prefix
boundaries, while those of the CSV lines in the geofeed file do.


https://datatracker.ietf.org/doc/html/rfc8805
https://datatracker.ietf.org/doc/html/rfc8805
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https://datatracker.ietf.org/doc/html/rfc8805
https://datatracker.ietf.org/doc/html/rfc3629
https://datatracker.ietf.org/doc/html/rfc5485
https://datatracker.ietf.org/doc/html/rfc5652
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Validation of the signing certificate needs to ensure that it is part
of the current manifest and that the resources are covered by the
RPKI certificate.

As the signer specifies the covered RPKI resources relevant to the
signature, the RPKI certificate covering the inetnum: object's
address range is included in the [RFC5652] CMS SignedData
certificates field.

Identifying the private key associated with the certificate, and
getting the department with the Hardware Security Module (HSM) to
sign the CMS blob is left as an exercise for the implementor. On the
other hand, verifying the signature requires no complexity; the
certificate, which can be validated in the public RPKI, has the
needed public key.

The appendix MUST be 'hidden' as a series of "#" comments at the end
of the geofeed file. The following is a cryptographically incorrect,
albeit simple example. A correct and full example is in Appendix A.

# RPKI Signature: 192.0.2.0/24
# MIIGlwYJKoZIhvcNAQCCOIIGiDCCBOQCAQMXDTALBYlghkgBZQMEAGEWDQYLKOZ
# ThvcNAQKQAS+gggSXMIIEr TCCASWgAWIBAGIUJ605QIPX8rWsm4Zwx3Wyuw7hZu

# imwYkXpiMxw44EZgDj136MiWsRDLdAgoi1jBBcGbibwyAfGeR46k5raZCGvxG+4xa
# O08PDTXTTIYwWANBjRBKAQAZ7yX5xHfm58jUXsZzJ711eqlS7G6Kk=
# End Signature: 192.0.2.0/24

The signature does not cover the signature lines.

[I-D.spaghetti-sidrops-rpki-rsc] describes and provides code for a
Cryptographic Message Syntax (CMS) profile for a general purpose
listing of checksums (a 'checklist'), for use with the Resource
Public Key Infrastructure (RPKI). It provides usable, albeit
complex, code to sign geofeed files.

[I-D.ietf-sidrops-rpki-rta] describes a Cryptographic Message Syntax
(CMS) profile for a general purpose Resource Tagged Attestation (RTA)
based on the RPKI. While this is expected to become applicable in
the long run, for the purposes of this document, a self-signed root
trust anchor is used.

Operational Considerations

To create the needed inetnum: objects, an operator wishing to
register the location of their geofeed file needs to coordinate with
their RIR/NIR and/or any provider LIR which has assigned prefixes to
them. RIRsS/NIRs provide means for assignees to create and maintain


https://datatracker.ietf.org/doc/html/rfc5652
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inetnum: objects. They also provide means of [sub-]assigning IP
address resources and allowing the assignee to create whois data,
including inetnum: objects, and thereby referring to geofeed files.

The geofeed files SHOULD be published over and fetched using https
[RFC8446].

When using data from a geofeed file, one MUST ignore data outside of
the referring inetnum: object's inetnum: attribute address range.

If and only if the geofeed file is not signed per Section 4, then
multiple inetnum: objects MAY refer to the same geofeed file, and the
consumer MUST use only geofeed lines where the prefix is covered by
the address range of the inetnum: object they have followed.

To minimize the load on RIR whois [RFC3912] services, use of the
RIR's FTP [RFC0959] services SHOULD be the preferred access. This
also provides bulk access instead of fetching with tweezers.

Currently, geolocation providers have bulk whois data access at all
the RIRs. An anonymized version of such data is openly available for
all RIRs except ARIN, which requires an authorization. However, for
users without such authorization the same result can be achieved with
extra RDAP effort. There is open source code to pass over such data
across all RIRs, collect all geofeed references, and process them
[geofeed-finder].

An entity fetching geofeed data using these mechanisms MUST NOT do
frequent real-time look-ups to prevent load on RPSL and geofeed
servers. [RFC8805] Section 3.4 suggests use of the [REC7234] HTTP
Expires Caching Header to signal when geofeed data should be
refetched. As the data change very infrequently, in the absence of
such an HTTP Header signal, collectors SHOULD NOT fetch more
frequently than weekly. It would be polite not to fetch at magic
times such as midnight UTC, the first of the month, etc., because too
many others are likely to do the same.

Privacy Considerations

[RFC8805] geofeed data may reveal the approximate location of an IP
address, which might in turn reveal the approximate location of an
individual user. Unfortunately, [RFC8805] provides no privacy
guidance on avoiding or ameliorating possible damage due to this
exposure of the user. 1In publishing pointers to geofeed files as
described in this document the operator should be aware of this
exposure in geofeed data and be cautious. All the privacy
considerations of [RFC8805] Section 4 apply to this document.
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Security Considerations

It is generally prudent for a consumer of geofeed data to also use
other sources to cross-validate the data. All of the Security
Considerations of [RFC8805] apply here as well.

As mentioned in Section 4, many RPSL repositories have weak if any
authentication. This allows spoofing of inetnum: objects pointing to
malicious geofeed files. Section 4 suggests an unfortunately complex
method for stronger authentication based on the RPKI.

If an inetnum: for a wide prefix (e.g. a /16) points to an RPKI-
signed geofeed file, a customer or attacker could publish an unsigned
equal or narrower (e.g. a /24) inetnum: in a whois registry which has
weak authorization.

The RPSL providers have had to throttle fetching from their servers
due to too-frequent queries. Usually they throttle by the querying
IP address or block. Similar defenses will likely need to be
deployed by geofeed file servers.

IANA Considerations

IANA is asked to register object identifiers for one content type in
the "SMI Security for S/MIME CMS Content Type
(1.2.840.113549.1.9.16.1)" registry as follows:

Description 0ID Specification

id-ct-geofeedCSVwithCRLF 1.2.840.113549.1.9.16.1.47 [RFC-TBD]
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Appendix A. Example

This appendix provides an example, including a trust anchor, a CA
certificate subordinate to the trust anchor, an end-entity
certificate subordinate to the CA for signing the geofeed, and a
detached signature.

The trust anchor is represented by a self-signed certificate. As
usual in the RPKI, the trust anchor has authority over all IPv4
address blocks, all IPv6 address blocks, and all AS numbers.

MIIEPjCCAyagAwIBAgIUPsSUFJ4e/7pKZ6E14aBdkbYzms1gwDQYJKoZIhvcNAQEL
BQAWFTETMBEGAL1UEAXMKZXhhbXBsZS10YTAeFwOyMDASMDMXODUONTRaFwOzMDAS
MDEXODUONTRaMBUXEzARBgNVBAMTCmV4YW1lwbGUtdGEwggEiMAGGCSqGSIb3DQEB
AQUAA4TIBDwWAwWggEKAOIBAQCelMmMDCGBhqn/a3VrNAOKMr1HVLKXGOG7VF/13HZJ
0twObUZ1h3Jz+XeD+kNAURhELWTrsgdTkQQfgingOuRemxT155+x7nLpe5SnmwaBH
XqgDOHubmkbAGanGcm6T/rD9KNk1Z46Uc2p7UYu@fwNOOmo@aqFL2FSyvzZwziNe
g7ELYZ4a3LvGn81JfP/JvM6pgtoMNuee5RV6TWaz7LV304ICj8Bhphy/HFpOAlrb
09gs8CUMgqz+RroAIa8cV8gbF/fPCz90f17Gdmib679IxxXFrw4wRJIONMIgImsZXq
javcOg70Rc+eIACHW7Uroc6h7Y71GjOkDZF75j0mLQa3AgMBAAG]jggGEMIIBgDAd
BgNVHQ4EFgQU3hNEuwvUGNCHY1TBatcURO3pNdYwHwYDVRO jBBgwFOAU3hNEuUwvU
GNCHY1TBatcURO3pNdYwDwYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BAT8EBAMCAQYwW
GAYDVROgAQH/BA4wDDAKBggrBgEFBQCOA]CBUQYIKwYBBQUHAQSEgawwgakwPgYI
KwYBBQUHMAQGMNnJzeW5j0i8vcnBraS51eGFtcGx1Lm51dC9yZXBvc210b3J5L2V4
YW1lwbGUt dGEubWZOMDUGCCSGAQUFBzANhilodHRwczovL3JyZHAUZXhhbXBsZS5u
ZXQvbm90awzZpY2F0awouLnhtbDAwBggrBgEFBQcwBYYkcnN5bmM6LYy9ycGtpLmV4
YWiwbGUubmVOL3J1cG9zaXRvcnkvMCcGCCsGAQUFBWEHAQH/BBgwFjAJBAIAATAD
AWEAMAKEAgACMAMDAQAWHQYIKwYBBQUHAQQEE jAQOA4wWDDAKAQEAAQUA/////zAN
BgkghkiGOwOBAQSFAAOCAQEAQZFQOST3CI5HWevV61AUWHYOFNiy69PuDTg+WnhDe
XX5rpjSDRrs5L756KSKJca0J361z0451f0PSY9fHE6X30pnipaqRA7t5rApky24jH
CSUA91iRednzxhVyGjWKnfAKYNo2MYfaOATOdb1GjyLKbOADI9FowtHBUU+60ykcM
Quz66XrzxtmxlrRcAnbv/HtV17q0d4my6q5yj TPR1dMYNOOR/2Ch1XtGE6UQVQUA
rvNZ5CwiJ1TgGGTB7T8ORHWWU6AGTCcOjk2rESAaikmLilroZSNC21fckhapEitla
x8CyiVxjcVc5e0AmS1rIfL6LIfwmtive/N/eBtIM92HkBA==

----- END CERTIFICATE-----

The CA certificate is issued by the trust anchor. This certificate
grants authority over one IPv4 address block (192.0.2.0/24) and two
AS numbers (64496 and 64497).


https://datatracker.ietf.org/doc/html/rfc7909
https://www.rfc-editor.org/info/rfc7909
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 j JAGMBAAG] ggIvMIICKZzAdBgNVHQ4EFgQUOs4s70+yG30R
4+GE78H117N3hkIwHWYDVROjBBgwFOAUShNEUWVUGNCHY1TBatcURO3pNdYwDwYD
VROTAQH/BAUWAWEB/zAOBgNVHQ8BAT8EBAMCAQYWGAYDVROgAQH/BA4wDDAKBggr
BgEFBQCOAjBhBgNVHR8EW]jBYMFagVKBSh1Byc31luYzovL3Jwa2kuzXhhbXBsZS5u
ZXQvemVwb3NpdG9yeS8zQUNFMKNFRjRGQjIXQjdEMTFFMOUXODRFRKMXRTISNOIZ
Nzc4NjQyLmNybDBOBggrBgEFBQCBAQRCMEAWPQYIKwYBBQUHMAKGMNJzeW5j0i8v
cnBraS51eGFtcGx1Lm51dC9yZXBvc210b3J5L2V4AYW1wbGUtdGEUY2VYyMIG5Bggr
BgEFBQCBCWSBrDCBgTA+BggrBgEFBQcwCOYycnN5SbmM6LY9ycGtpLmvV4YWiwbGUu
bmVOL3J1cG9zaXRvenkvZXhhbXBszS1jYS5tZnQwWNQYIKwYBBQUHMA2GKWhOAHBZ
0i8vcnJkcC51eGFtcGx1Lm51dC9ub3RpZmljYXRpb24ueG1sMDAGCCSGAQUFBZAF
hiRyc31luYzovL3Jwa2kuzXhhbXBszZS5uzXQvcmVwb3NpdGOyeS8wHwYIKwYBBQUH
AQCcBAf8EEDAOMAWEAGABMAYDBADAAAIWHGYIKwYBBQUHAQQEE jAQOA4WDDAKAGMA
+/ACAWD78TANBgkqhkiGOwOBAQSFAAOCAQEANLU+d1ZsSUTiX3YWGueTHIalwW4ado
Kupi7pYMV2nXbxNGmdJIMo1l9BkzVz9t j55ReMghuUU4YLm/ICYe4fz5e0T809s/vIm
€cGS29+WoGuiznMitpvbS/379gaMezk6KpqjH6BrwemeMqy®@9phmcmvm3x3WTmx09
mL1QneMptwk8qSYcnMUmMGLJs+cVgmkOa3sWRdAw8WrGu6QqYtQz3HFZQojFO6YZEQ
V/dBdCFAEOWTfV12n2XghoJ1l/0EBdC4uu2GOqRk3+WVs+uwVHPOTtsbt7TzFgZfY
yXxqv0g6QoldxZVZmHHNncKmETu/BqCDGJot9may31ukrx34Bu+XFMVihmoOw==
————— END CERTIFICATE-----

The end-entity certificate is issued by the CA. This certificate
grants signature authority for one IPv4 address block (192.0.2.0/24).
Signature authority for AS numbers is not needed for geofeed data
signatures, so no AS numbers are included in the certificate.
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MIIErTCCASWgAWIBAgIUJ605QIPX8rW5m4Zwx3WyuW7hZuMwDQYJKoZIhvcNAQEL
BQAWMZEXMC8GA1UEAXMOMOFDRTJDRUYORKkIYMUI3RDEXRTNFMTgORUZDMUUYOTdC
Mzc30DYOMjAeFwOYMDASMDMXOTAIMTdaFWwOYMTA2MzZAXOTAIMTdaMDMXMTAVBgNV
BAMTKDkXNDY1MkEzQkQ1MUMXNDQyNjAxOTg40D1GNUMONUFCRjAIMOEXODCwWgQEi
MAOGCSqGSIb3DQEBAQUAA4IBDWAWYYEKAOIBAQCYCTQrOb/gqB2W313K1i8PhA/DEW
yi1i2TgGo9pgCw091sIRI6GZb/k+aSiwWwWP9kSczlcQgtPCVwr62hTQZCIowBNOBLOC
KO/5k1imJdi5qdM3nvKswM8CnoR11vB8pQFwruzZmr5xphXRvE+mzuJdVLgu2Viupm
BXuwWloeymudh6WwJ+GDjwPX03RiXBejBrOFNXhaFLe0®8y4DPfr/S/tXJOBm7QzQp
tmbPLYtGfprYu451iFFqqP94UelLpISTXd36AKGzqTFCcc3EW915UFEIMFL1NOEOg
qtoLoKABtOIKOFGKeC/EgeaBdWLe469ddCOrQfts5w6g6cmxG+aYDdIEB34zrAgMB
AAGjggG3MIIBszAdBgNVHQ4EFgQUkUZS071RwWUQMAZiIn1xFq/BToYCWHWYDVROj
BBgwF0AUOs4s70+yG30R4+GE78H1i17N3hkIwDAYDVROTAQH/BAIWADAOBgNVHQ8B
Af8EBAMCB4AWGAYDVROGAQH/BA4wDDAKBggrBgEFBQCOAjBhBgNVHR8EW]BYMFag
VKBShlByc3luYzovL3Jwa2kuzXhhbXBszZS5uzXQvcmVwb3NpdGOyeS8zQUNFMKNF
RjRGQJIXQjdEMTFFMOUXODRFRKMXRTISNOIZzNzCc4N]jQyLmNybDBsBggrBgEFBQCBThe end-entity certificate is displayed below in detail. For
brevity, the other two certificates are not.

0 1197: SEQUENCE {
4 917: SEQUENCE {
8 3: [0] {
10 1: INTEGER 2
: }
13 20: INTEGER 27AD394083D7F2B5B99B8670C775B2BI6EEL66E3
35 13:  SEQUENCE {

37 9: OBJECT IDENTIFIER
: sha256WithRSAEncryption (1 2 840 113549 1 1 11)
48 0: NULL
: }
50 51: SEQUENCE {
52 49: SET {
54 47 SEQUENCE {
56 3: OBJECT IDENTIFIER commonName (2 5 4 3)

61 40: PrintableString
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103

105 13:
120 13:
135 51:
137 49:
139 47:
141

146 40:
188 290:
192 13:
194

205

207 271:
212 266:
216 257:
477

482 439:

30:

Finding Geofeeds

'3ACE2CEF4FB21B7D11E3E184EFC1E297B3778642"'

b
}

}
SEQUENCE {

UTCTime 03/09/2020 19:05:17 GMT
UTCTime 30/06/2021 19:05:17 GMT
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER commonName (2 5 4 3)
PrintableString
'914652A3BD51C144260198889F5C45ABFO053A187"'

}
}

}
SEQUENCE {

SEQUENCE {
OBJECT IDENTIFIER rsaEncryption
(1 2 840 113549 1 1 1)
NULL
}
BIT STRING, encapsulates {
SEQUENCE {
INTEGER
00 B2 71 34 2B 39 BF EA 07 65 B7 8B 72 A2
40 FC 31 16 CA 28 B6 4E 01 A8 F6 98 02 CO
BO 84 48 E9 96 FF 93 E6 92 89 65 8F F6 44
57 10 82 D3 C2 57 OA FA DA 14 DO 64 22 28
74 04 BD 1C 2B 4F F9 93 58 A6 25 D8 B9 A9
9E F2 AC CO CF 02 9E 84 75 D6 FO 7C A5 01
E6 66 AF 9C 69 85 74 6F 13 E9 B3 B8 95 4B
95 D6 EA 66 05 7B 96 96 87 B2 9A E7 61 E9
F8 60 E3 CO F5 CE DD 18 97 05 E8 C1 AC E1
16 85 2D ED 3C CB 80 CF 7E BF D2 FE D5 C9
BB 43 34 29 B6 66 CF 2D 8B 46 7E 9A D8 BB
88 51 6A A8 FF 78 51 E2 E9 21 27 D7 77 7E
6C EA 4C 50 9C 73 71 16 F6 5E 54 14 4D 4C
67 AO 4A 20 AA DA OB A0 A0 01 B7 42 24 38
78 2F C4 81 E6 81 75 62 DE E3 AF 5D 74 2F
FB 79 C3 A8 3A 72 6C 46 F9 A6 03 74 81 01
EB
INTEGER 65537

}

}

b
(31 {

FO
EF
9C
Cco
D3
70
82
65
4D
38
8E
80
14
51
6B
DF

May 2021

F8
65
CE
13
37
AE
ED
89
5E
19
65
28
B9
8A
41
8C
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486
490
492
497
499

521
523
528
530
532

554
556
561
564
566

568
570
575
578
580

584
586
591
594
596
598
600

610
612

435:
29:

22:
20:

31:
24

22:
20:

12:

[OIN \ S V)

14:

N AR W

24

14:
12:
10:

97:

Finding Geofeeds May 2021

SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER subjectKeyIdentifier (2 5 29 14)
OCTET STRING, encapsulates {
OCTET STRING
91 46 52 A3 BD 51 C1 44 26 01 98 88 9F 5C 45 AB
FO 53 Al 87

}

}
SEQUENCE {

OBJECT IDENTIFIER authorityKeyIdentifier (2 5 29 35)
OCTET STRING, encapsulates {
SEQUENCE {
[0]
3A CE 2C EF 4F B2 1B 7D 11 E3 E1 84 EF C1 E2 97
B3 77 86 42

b
}

}
SEQUENCE {

OBJECT IDENTIFIER basicConstraints (2 5 29 19)
BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}

3

}
SEQUENCE {

OBJECT IDENTIFIER keyUsage (2 5 29 15)
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 7 unused bits
'1'B (bit 0)
}

}
SEQUENCE {

OBJECT IDENTIFIER certificatePolicies (2 5 29 32)
BOOLEAN TRUE
OCTET STRING, encapsulates {
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
resourceCertificatePolicy (1 3 6 1 55 7 14 2)
}
}
}

}
SEQUENCE {

OBJECT IDENTIFIER cRLDistributionPoints (2 5 29 31)
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617
619
621
623
625
627

709
711

721
723
725
727
737

819
821
831
834
836
838
840
844

846

848
852

854
856

866

90:
88:
86:
84:
82:
80:

108:

96:
94:
92:

80:

33:

18:
16:

N

N

69:

57:

Finding Geofeeds May 2021

OCTET STRING, encapsulates {
SEQUENCE {
SEQUENCE {
(o] {

[e] {
[6]
'rsync://rpki.example.net/repository/3ACE2CEF4F'
'B21B7D11E3E184EFC1E297B3778642.crl'

SEQUENCE {
OBJECT IDENTIFIER authorityInfoAccess
(1361557 11)
OCTET STRING, encapsulates {
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER caIssuers (1 3 6 1 55 7 48 2)
[6]
'rsync://rpki.example.net/repository/3ACE2CEF4F'
'B21B7D11E3E184EFC1E297B3778642.cer"'

b
}
3

}
SEQUENCE {

OBJECT IDENTIFIER ipAddrBlocks (1 36 155 7 1 7)
BOOLEAN TRUE
OCTET STRING, encapsulates {
SEQUENCE {
SEQUENCE {
OCTET STRING 00 01
NULL
}
SEQUENCE {
OCTET STRING 00 02
NULL
}
}
}

}
SEQUENCE {

OBJECT IDENTIFIER subjectInfoAccess
(13615571 11)
OCTET STRING, encapsulates {
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868
870
872
882

925
927

938

940

55:
53:

41:

13:

257:

Finding Geofeeds

SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER '1 3 6 1 55 7 48 13!

(6]

May 2021

"https://rrdp.example.net/notification.xml’

SEQUENCE {
OBJECT IDENTIFIER sha256WithRSAEncryption
(1 2 840 113549 1 1 11)
NULL

}
BIT

05
OA
EA
2E
EC
1B
7B
84
1A
9E
E9
9A
9B
40
B1
D2

}

STRING

1D 93 D2 A4 F6 57 56 65 B1 98 E3 FB 21
C8 54 11 02 64 54 82 74 FF 9B 25 3B 1E
62 26 E5 32 C3 52 F7 21 2E D9 23 5B 69
E4 92 88 07 DF 62 8A 21 E2 72 18 AB F4
46 B3 59 F8 DB B2 59 52 89 28 78 BB 58
D9 F2 2C B9 AF 49 16 8F 18 19 39 E9 A8
EC 67 A5 B2 74 48 24 A8 06 52 42 22 3F
BC 59 78 C4 1E DD 8A 5B AC 32 03 FO 5C
75 2D A9 11 4C 02 D9 CB 3F 59 CC 33 81
47 27 1B BF FO 92 B4 37 A2 AC E9 OB 56
72 CF B3 C6 20 85 C9 1B 2F 67 17 CO B7
12 91 DD ED 48 08 CA F5 D8 B8 26 3F 96
DE E3 OF 18 06 21 81 82 EF AE B4 9A D7
7C 60 5E A4 51 4F AD 77 67 43 42 C3 33
6F 3A A2 1A 78 9C 99 E2 5F 07 01 B6 96
FA 2B 5B 87 79 88 83 93 2A 94 32 A9 F8

CF
F3
93
61
D1
33
9B
35
BB
AB
FD
A5
CE
B5
2E
78

4C
94
oD
EB
45
06
F9
2F
6D
29
A6
93
32
C3
8E
ES

To allow reproduction of the signature results, the end-entity
private key is provided. For brevity, the other two private keys are

not.
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MITEpQIBAAKCAQEASNEOKzm/6gdlt4tyovD4QPwxFsootk4BgPaYAsSDvZbCESOmW
/5Pmkol11j/ZEnM5XEILTW1cK+toUOGQiKMATAASOHCLtP+ZNYpiXYuanTN57yrMDP
Ap6EddbwfKUBCK7mZg+caYVObxPps7iVS4Lt1ldbqzgV71lpaHsprnYellifhg48D1
zt0YlwXowazhTV4WhS3tPMuAz36/0v7VyTgZu®GMOKbzZmzy2LRn6a2Lu0ZYhRaqj/
eFHi6SENn13d+gChs6kxQnHNXFvZeVBRNTBS5Z6BKIKraC6CgAbdCIDhRingvXxIHm
gXVi3uOvXXQva®H7ec000nJsRvmmA3SBAd+M6wIDAQABAOIBAQCYBOFeMuKm8bRo
18aKjFGSPE0Zi53srIz5bvUgIi92TBLez7ZnzL6Iym260J+5th+1CHGO/dglhXio
pI50C5YCc9TFbblb/ECOSUCuUuqKFjZ8CD3GVsHOzXKJeMM+/05YZXQrORjeUNwTOZz
01/JE5pIGUCIgsXX6tz9s5BP31UAVVQHSVE+VEVKLXQ3w]j/1vIL80/CNO36EVOGJ
mpkwmygPj fECT9wbWoOyn3jxJb36+M/QjjUP280NIVn/IKoPZRXnqchEbuuCJ651
IsaFSqtiThm4wzZtvCH/IDg+6/dcMucmTjIRCcYwWW7fdHfjpll1lVPve9c/OmpWEQVF
t3ArWUt5A0GBANS4764yHXx04mctLIE7G71/tf9bP4KKUiYw4R4ByEocugMC4yhmt
MPCfOFLOQet710WCkjP2L/7EKUe9yx7G5KmxAHY6j0jVvcRkvGs161WFOsQ8p126M
Y9hmGzMOj t sdhAiMmOWKzjvm4wgfMgghQe+PnjjSvkgTt+7BxpIuGBAVAOGBANBg
26FF5cDLpix0d3ZalYXs0gguwCaw3Plvi7vUZRpa/zBMELEtyOebfakkIRWNmO71
NE+1AZwxm+29PTDONQCFE91teyzjnQaL05kkAdJiFuVV3icL0G0399FrnJbKensm
FGS1i+3KXxQhCNIJJfgWzg4bE®1i0AMjdGbYXzIYQFAOGBAM6tuUDJI36KDU+hIS6WU6
02TPSfZhF/zPo3pCWQ78/QDb+Zdw4IEiqOBA7F4ANPVLg9Y/H8UTX9r/veqe7hP0Oo
Ok7NpIzSmKTHkc5XfZ60Zn90LFoKbaQ40alkXoJdWEU2YROaUlAe9F6/Rog6PHYZ
VLE5gscRbu®XQhLkN+z7bg5bA0GBAKDsbDEb/dbgbyaAYpmwhH2sdRSkphg7Niwc
DNm9gqwalJ6Zw1+M87I16Q8naRREUULIIAVqqWHVLr/ROBQ6NTJ1UC5/qFeT2XXUgkTf
taMKv61tuyjZK3sTmznMhOHTzUpWjEhWNCEUB+ZYVdmO52ZGwW2A75RdrILL2+9DcC
PvDXVubRA0GAdgXeSWoLxuzzZXz18rsaKrQsTYaXnOwaZieU1SL5vVe8nK257UDqZ
E3ng2j5XPTUW1i+aNGFEJGRONtcQv0600/sFZUhu52sqq9mwWVYZNh1TB5aP8X+pV
iFcZOLUVQECN6PA+YQK5FU11rAI1IMOGM5RDNVNULOL2XFCYXb7FzVEeY=

Signing of "192.0.2.0/24,US,WA,Seattle," (terminated by CR and LF),
yields the following detached CMS signature.
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RPKI Signature: 192.0.2.0/24
MIIGlwYJKoZIhvcNAQcCoIIGiDCCBOoQCAQMXDTALBglghkgBZQMEAgEWDQYLKoZ
IhvcNAQkQAS+gggSXMIIEr TCCASWgAWIBAGIUJ605QIPX8rwsm4Zwx3WyuwW7hZu
MwDQY JKoZIhvcNAQELBQAWMZEXMC8GA1UEAXMOMOFDRTJDRUYORKIYMUI3RDEXR
TNFMTgORUZDMUUYOTdCMzc30DYOM]jAeFwOYMDASMDMXOTAIMTdaFwOYyMTA2MZAX
OTA1IMTdaMDMXMTAVBgNVBAMTKDkXNDY1MkEZzQkQ1MUMXNDQYNjAXOTg40D1GNUM
ONUFCRjA1MOEXODcwggEiMA®GCSqGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCYCT
Qrob/gB2wW313Ki8PhA/DEWYii2TgGo9pgCw091sIRI6Zb/ k+aSiwWwwP9kSczlcQg
tPCVWr62hTQZCIowBNOBLOCKO/5k1imJdi5qdM3nvKswM8CnoR11vB8pQFwruZm
r5xphXRvE+mzuJVLgu2ViupmBXuwWloeymudh6WwJ+GDjwPX03RiXBejBrOFNXha
FLeO8y4DPfr/S/tXJOBm7QzQptmbPLYtGfprYu451iFFqqP94UelLpISTXd36AKG
Z(qTFCcc3EW915UFEIMFL1NnoE0ogqtoLOKABtOIKOFGKeC/EgeaBdWLe469ddC9rQ
ft5w6g6cmxG+aYDAIEB34zr AgMBAAG) ggG3MIIBszAdBgNVHQ4EFgQUKkUZS071R
wUQMAZiIn1xFq/BToYcwHwYDVRO]jBBgwFOAUOS4s70+yG30R4+GE78H117N3hkI
wWDAYDVROTAQH/BAIWADAOBgNVHQ8BATS8EBAMCB4AWGAYDVROGgAQH/BA4wDDAKBg
grBgEFBQCcOAjBhBgNVHR8EWjBYMFagVKBSh1lByc31luYzovL3Jwa2kuzXhhbXBsz
S5uzZXQvemVwb3NpdG9yeS8zQUNFMKNFRjRGQJIXQjdEMTFFMOUXODRFRKMXRTIS
NOIzNzc4NjQyLmNybDBsBggrBgEFBQCBAQRgMF4WXAY IKwYBBQUHMAKGUHJZzeW5
j0i8vcnBraS51eGFtcGx1Lm51dC9yZXBvec210b3J5LzNBQOUYQOVGNEZCM]FCNO
QXMUUZRTE4NEVGQzFFMjk3QjM3Nzg2NDIuY2VyMCEGCCsSGAQUFBWEHAQH/BBIWE
DAGBAIAAQUAMAYEAQACBQAWRQYIKwYBBQUHAQSEOTA3MDUGCCSGAQUFBzANhilo
dHRwczovL3JyZHAUZXhhbXBsZS5uzXQvbm90awzZpY2FeawouLnhtbDANBgkghki
GO9WOBAQSFAAOCAQEABR2TOQT2V1Z1sZjj+yHPTArIVBECZFSCdP+bJTse85TqY1
b1MsNS9yEu2SNbaZMNLUSSiAffYooh4nIYq/Rh6+xGs1n427JZUokoelLtYOUUb2
fIsua9JFo8YGTNpgDMGe+xnpbJOSCSOBLJICIj+b+YS8WXjEHt 2KW6WyA/BcNS8a
dS2pEUWC2cs/WecwzghbttnkenG7/wkrQ3oqzpClarkKelyz7PGIIXJGYy9nF8C3/aa
aEpHd7UgIyvXYuCY/1lgWwTm97jDxgGIYGC7660mt fOMkB8YF6kUU+td2dDQsMztc
O0xbzgiGnicmeJfBwG21i600vorw4d5iI0TKpQyqfh45TGCAaowggGmAgEDgBSRR
1KjVvVHBRCYBmMIifXEWr8FOhhzALBglghkgBZQMEAgGgazAaBgkghkiGOwOBCQMX
DQYLK0ZIhvcNAQKQAS8wWHAY JKoZIhvcNAQKFMQ8XDTIWMDKkXMzE4NDUXMFowLwY
JKOZIhvcNAQKEMSIEICvi8p5S8ckg2wTRhDBQzG1ijjyqs5T6I+4VtBHypfcEWMA
OGCSqGSIb3DQEBAQUABIIBAHUrA4PaJG42BD3hpF8UOuUsnV3Dg5NQh97STyKTK7
YHhhwu/936gkmAew80DRTCddMvMObWk jj7/XeR+WKffaTF1EAdZ1L6REV+G1V91l
cYNFkT91dn4wHQnNNncfAehk5PC1YUUQOgqjdJT1hdaolT83b3ttekyYIiwPmHE
xRaNkSvKenlNqcriaaf3rbQy9dc2diKxrL2429n1341CqjKeRnNHKXXrCwDmyv/3
imwYkXpiMxw44EZgDj136MiWsRDLAgo1jBBcGbibwyAfGeR46k5raZCGvxG+4xa
O8PDTXTTIYWANBjRBKAQAZ7yX5xHfm58jUXsZJ711eqlS7G6Kk=

End Signature: 192.0.2.0/24
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Massimo Candela
NTT

Siriusdreef 70-72
Hoofddorp 2132 WT
Netherlands

Email: massimo@ntt.net

Warren Kumari

Google

1600 Amphitheatre Parkway
Mountain View, CA 94043
us

Email: warren@kumari.net

Russ Housley

Vigil Security, LLC
516 Dranesville Road
Herndon, VA 20170
USA

Email: housley@vigilsec.com
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