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Discussion

=

1.

N

This draft is being discussed on the 'dietf-pkix' mailing list. To
subscribe, send a message to ietf-pkix-request@imc.org with the
single word subscribe in the body of the message. There 1is a Web site
for the mailing list at <http://www.imc.org/ietf-pkix/>.

Introduction

This document updates [RFC3281]. It 1incorporates verified errata.
OLD text s replaced by NEW text.

Requirements Terminology
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this

document are to be interpreted as described in [RFC2119].

Changes to Section 4.1

Replace the following ASN.1l excerpt in section 4.1. This change
incorporates verified technical errata #303.

NOTE: The "," is moved on the version line.

OLD:

AttributeCertificateInfo ::= SEQUENCE {
version AttCertVersion -- version is v2,
holder Holder,
issuer AttCertIssuer,
signature AlgorithmIdentifier,
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
issuerUniquelD UniqueIdentifier OPTIONAL,
extensions Extensions OPTIONAL
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NEW:
AttributeCertificateInfo ::= SEQUENCE {
version AttCertVersion, -- version is v2
holder Holder,
issuer AttCertIssuer,
signature AlgorithmIdentifier,
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
issuerUniquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL
}
3. Changes to Section 4.3.2

Replace the OLD text with the NEW text in section 4.3.2. This
incorporates verified technical errata #710.

NOTE: "Confirming" is replaced "Conforming".
OLD:

Note: [X.509-2000] defines the extension syntax as a "SEQUENCE OF
Targets". Conforming AC 1dissuer implementations MUST only produce one
"Targets" element. Confirming AC users MUST be able to accept a
"SEQUENCE OF Targets". If more than one Targets element is found 1in
an AC, the extension MUST be treated as if all Target elements had
been found within one Targets element.

NEW:

Note: [X.509-2000] defines the extension syntax as a "SEQUENCE OF
Targets". Conforming AC +issuer implementations MUST only produce one
"Targets" element. Conforming AC users MUST be able to accept a
"SEQUENCE OF Targets". If more than one Targets element is found 1in
an AC, the extension MUST be treated as if all Target elements had
been found within one Targets element.



4. Changes to Section 4.4.6
Replace OLD1 text with NEW1l text. This change incorporates verified
technical errata #302. Replace OLD2 text with NEW2 text. This change
incorporates reported technical errata #1479.
NOTE for OLD1l: The differences in tagging arose due to an unnoticed
technical corrigendum (TC-2) being applied to the X.501 [X.501-1997]
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document during preparation of [RFC3281]. The X.501 format 1is the
correct form. Implementers SHOULD modify their decoding functions to
accept either format and, even if claiming RFC 3281 conformance,
SHOULD output the (correct) X.501 format.

NOTE for OLD2: The two changes 1) removing the IMPLICIT from the type
line and 2) adding the EXPLICIT to the value line. Both changes are
for clarity, for alignment with X.501, and do not change the bits on
the wire. With respect to 1) the module uses IMPLICIT tags therefore
the IMPLICIT 1in the type line 1is extraneous and 1is removed

2) [1] ANY, [1] EXPLICIT ANY, and [1] IMPLICIT ANY all result 1in the
same encoding therefore for alignment purposes with X.501:1997 the
EXPLICIT is added.

OLD1:
Clearance ::= SEQUENCE {
policyId [0] OBJECT IDENTIFIER,
classList [1] ClassList DEFAULT {unclassified},
securityCategories [2] SET OF SecurityCategory OPTIONAL
}
NEW1:
Clearance ::= SEQUENCE {
policyId OBJECT IDENTIFIER,
classList ClassList DEFAULT {unclassified},
securityCategories SET OF SecurityCategory OPTIONAL
}
OoLD2:

SecurityCategory ::= SEQUENCE {


https://datatracker.ietf.org/doc/pdf/rfc3281
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type [06] IMPLICIT OBJECT IDENTIFIER,
value [1] ANY DEFINED BY type

}
NEW2:
SecurityCategory ::= SEQUENCE {
type [0] OBJECT IDENTIFIER,
value [1] EXPLICIT ANY DEFINED BY type
}
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5. Changes to Section 7.1
Replace the OLD text with the NEW text. This change incorporates
reported technical errata #304.
OLD:
The AC then contains the ciphertext inside its signed data. The
EnvelopedData (id-envelopedData) ContentType is used, and the content
field will contain the EnvelopedData type.
NEW:
Within EnvelopedData, the encapsulatedContentInfo -identifies the
content type carried withing the ciphertext. 1In this case, the
contentType field of encapsulatedContentInfo MUST contain id-ct-
attrCertEncAttrs, which has the following value:
attrCertEncAttrs OBJECT IDENTIFIER ::= {
iso(1l) member-body(2) us(840) rsadsi(113549) pkcs(l) pkcs9(9)
id-smime(16) -+id-ct(1) 14 }
6. Changes to Section 10

Replace the reference to X.501:1993 to X.501:1997. This change
incorporates reported technical errata #1479.

NOTE: Clearance was defined in X.501:1993 not X.501:1997.



OLD:

[X.501-1993] ITU-T Recommendation X.501 : Information Technology -
Open Systems Interconnection - The Directory: Models,
1993.

NEW:

[X.501-1997] ITU-T Recommendation X.501 : Information Technology -
Open Systems Interconnection - The Directory: Models,

1997.
7. Changes to Annex B
This module replaces the module in Annex B of [RFC3281]. It
incorporates verified technical errata #302 and #1480 and verified
editorial errata #303.
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PKIXAttributeCertificate-2008 { 1iso(1l) identified-organization(3)
dod(6) 1internet(l) security(5) mechanisms(5) pkix(7) id-mod(0)
id-mod-attribute-cert2(TBA) }

DEFINITIONS IMPLICIT TAGS

BEGIN
-— EXPORTS ALL --
IMPORTS

-- IMPORTed module OIDs MAY change if [PKIXPROF] changes
-- PKIX Certificate Extensions

Attribute, AlgorithmIdentifier, CertificateSerialNumber,
Extensions, Uniqueldentifier, +id-pkix, id-pe, id-kp, id-ad, id-at
FROM PKIX1Explicit88
{ iso(1) ddentified-organization(3) dod(6) internet(l)
security(5) mechanisms(5) pkix(7) id-mod(0)
id-pkixl-explicit-88(1) }

GeneralName, GeneralNames, 1id-ce
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FROM PKIX1Implicit88
{ iso(1) didentified-organization(3) dod(6) internet(l)
security(5) mechanisms(5) pkix(7) id-mod(0)
id-pkix1-implicit-88(2) }

)

id-pe-ac-auditIdentity OBJECT IDENTIFIER ::= { id-pe 4 }
id-pe-aaControls OBJECT IDENTIFIER ::= { id-pe 6 }
id-pe-ac-proxying OBJECT IDENTIFIER ::= { id-pe 10 }
id-ce-targetInformation OBJECT IDENTIFIER ::= { id-ce 55 }
id-aca OBJECT IDENTIFIER ::= { id-pkix 10 }
id-aca-authenticationInfo OBJECT IDENTIFIER ::= { id-aca 1 }
id-aca-accessIdentity OBJECT IDENTIFIER ::= { id-aca 2 }
id-aca-chargingldentity OBJECT IDENTIFIER ::= { +id-aca 3 }
id-aca-group OBJECT IDENTIFIER ::= { did-aca 4 }
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-- { did-aca 5 } 1is reserved

id-aca-encAttrs OBJECT IDENTIFIER = { id-aca 6 }
id-at-role OBJECT IDENTIFIER = { id-at 72}
id-at-clearance OBJECT IDENTIFIER = {

joint-iso-ccitt(2) ds(5) module(l) selected-attribute-types(5)
clearance (55) }

—-— Uncomment this 1if using a 1988 level ASN.1 compiler

-- UTF8String ::= [UNIVERSAL 12] IMPLICIT OCTET STRING
AttributeCertificate ::= SEQUENCE {
acinfo AttributeCertificateInfo,

signatureAlgorithm AlgorithmIdentifier,
signatureValue BIT STRING



}

AttributeCertificateInfo ::= SEQUENCE {
version AttCertVersion, -- version is v2
holder Holder,
issuer AttCertIssuer,
signature AlgorithmIdentifier,
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
issuerUniquelID UniqueIdentifier OPTIONAL,
extensions Extensions OPTIONAL

}

AttCertVersion ::= INTEGER { v2(1) }

Holder ::= SEQUENCE {

baseCertificateID [0] IssuerSerial OPTIONAL,
-— the -dissuer and serial number of
-- the holder's Public Key Certificate
entityName [1] GeneralNames OPTIONAL,

-- the name of the claimant or role
objectDigestInfo [2] ObjectDigestInfo OPTIONAL
-- used to directly authenticate the

-- holder, for example, an executable

}
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ObjectDigestInfo ::= SEQUENCE {
digestedObjectType ENUMERATED {
publicKey (0),
publicKeyCert (1),

otherObjectTypes (2) 1},
-- otherObjectTypes MUST NOT
-— MUST NOT be used 1in this profile
otherObjectTypeID OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm AlgorithmIdentifier,
objectDigest BIT STRING
}

AttCertIssuer ::= CHOICE {



v1iForm GeneralNames, -- MUST NOT be used in this
-- profile
v2Form [0] V2Form --— v2 only

V2Form ::= SEQUENCE {
issuerName GeneralNames OPTIONAL,
baseCertificateID [0] IssuerSerial OPTIONAL,
objectDigestInfo [1] ObjectDigestInfo OPTIONAL
-- dssuerName MUST be present 1in this profile
-- baseCertificateID and objectDigestInfo MUST
-- NOT be present in this profile

}

IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,
issuerUID Uniqueldentifier OPTIONAL

}

AttCertValidityPeriod ::= SEQUENCE {
notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime

Targets ::= SEQUENCE OF Target

Target ::= CHOICE {
targetName [0] GeneralName,
targetGroup [1] GeneralName,
targetCert [2] TargetCert

}
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TargetCert ::= SEQUENCE {
targetCertificate IssuerSerial,
targetName GeneralName OPTIONAL,
certDigestInfo ObjectDigestInfo OPTIONAL

}

IetfAttrSyntax ::= SEQUENCE {
policyAuthority [0] GeneralNames OPTIONAL,

Oct 2008



values SEQUENCE OF CHOICE {
octets OCTET STRING,
oid OBJECT IDENTIFIER,
string UTF8String

+
}
SvceAuthInfo ::= SEQUENCE {
service GeneralName,
ident GeneralName,
authInfo OCTET STRING OPTIONAL
}
RoleSyntax ::= SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL,
roleName [1] GeneralName
}
Clearance ::= SEQUENCE {
policyId OBJECT IDENTIFIER,
classList ClassList DEFAULT {unclassified},
securityCategories SET OF SecurityCategory OPTIONAL
}
ClassList ::= BIT STRING {
unmarked (0),
unclassified (1),
restricted (2),
confidential (3),
secret (4),
topSecret (5)
}
SecurityCategory ::= SEQUENCE {
type [0] OBJECT IDENTIFIER,
value [1] EXPLICIT ANY DEFINED BY type
}
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AAControls ::= SEQUENCE {

pathLenConstraint INTEGER (0..MAX) OPTIONAL,
permittedAttrs [0] AttrSpec OPTIONAL,



|co

|©

10.

excludedAttrs [1] AttrSpec OPTIONAL,
permitUnSpecified BOOLEAN DEFAULT TRUE

}

AttrSpec ::= SEQUENCE OF OBJECT IDENTIFIER

ACClearAttrs ::= SEQUENCE {
acIssuer GeneralName,
acSerial INTEGER,
attrs SEQUENCE OF Attribute

}

ProxyInfo ::= SEQUENCE OF Targets
END

Security Considerations

The security considerations in [RFC3281] apply. No new security
considerations are added as a result of this document.

IANA Considerations

This document makes extensive use of object 1didentifiers to register
extensions and attributes. Most are registered in an arc delegated
by IANA to the PKIX Working Group. Other are taken from ITU-T | ISO
arc. Additionally, an object identifier is used to identify the
ASN.1 module found 1in Section 7. No further action by IANA s
necessary for this document or any anticipated updates.
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