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Abstract

This document defines a protocol for publishing Resource Public Key
Infrastructure (RPKI) objects. Even though the RPKI will have many
participants issuing certificates and creating other objects, it is
operationally useful to consolidate the publication of those objects.
This document provides the protocol for doing so.
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1.

N

3.

Introduction

This document assumes a working knowledge of the Resource Public Key
Infrastructure (RPKI), which is intended to support improved routing
security on the Internet. [RFEC6480]

In order to make participation in the RPKI easier, it is helpful to
have a few consolidated repositories for RPKI objects, thus saving
every participant from the cost of maintaining a new service.
Similarly, relying parties using the RPKI objects will find it faster
and more reliable to retrieve the necessary set from a smaller number
of repositories.

These consolidated RPKI object repositories will in many cases be
outside the administrative scope of the organization issuing a given
RPKI object. Hence the need for a protocol to publish RPKI objects.

This document defines the RPKI publication protocol, including a sub-
protocol for configuring the publication engine.

Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

"Publication engine" and "publication server" are used
interchangeably to refer to the server providing the service
described in this document.

"Business Public Key Infrastructure" ("Business PKI" or "BPKI")
refers to a PKI, separate from the RPKI, used to authenticate clients
to the publication engine.

Context

This protocol was designed specifically for the case where an
internet registry, already issuing RPKI certificates to its children,
also wishes to run a publication service for its children.

We use the term "Business PKI" here because an internet registry
might already have a PKI, separate from the RPKI, for authenticating
its clients and might wish to reuse that PKI for this protocol. Such
reuse is not a requirement.

Protocol Specification


https://datatracker.ietf.org/doc/html/rfc6480
https://datatracker.ietf.org/doc/html/rfc2119
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In summary, the publication protocol uses XML messages wrapped in
CMS, carried over HTTP transport.

The publication procotol consists of two separate subprotocols. The
first is a control protocol used to configure a publication engine.
The second subprotocol, which we refer to by the overloaded term
"publication protocol", is used to request publication of specific
objects. The publication engine operates a single HTTP server on a
single port. It distinguishes between the two protocols by using
different URLs for them.

3.1. Common Details

This section discusses details that the two subprotocols have in
common, including the transport and CMS wrappers.

Both protocols use a simple request/response interaction. The client
passes a request to the server, and the server generates a
corresponding response.

A message exchange commences with the client initiating an HTTP POST
with content type of "application/rpki-publication", with the message
object as the body. The server's response will similarly be the body
of the response with a content type of "application/rpki-
publication".

The content of the POST and the server's response will be a well-
formed Cryptographic Message Syntax (CMS) [REC5652] object with 0ID =
1.2.840.113549.1.7.2 as described in Section 3.1 of [RFC6492].

3.1.1. Common XML Message Format

The XML schema for this protocol (including both subprotocols) is
below in Section 3.5. Both subprotocols use the same basic XML
message format, which looks like:

<?xml version='1.0' encoding='us-ascii'?>

<msg xmlns="http://www.hactrn.net/uris/rpki/publication-spec/"
version="2"

type="message type">

[one or more PDUs]

</msg>

version: The value of this attribute is the version of this
protocol. This document describes version 2.

type: The possible values of this attribute are "reply" and "query".


https://datatracker.ietf.org/doc/html/rfc5652
https://datatracker.ietf.org/doc/html/rfc6492#section-3.1
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A query PDU may be one of four types: config_query, client_query,
publish_query, or withdraw_query. The first two are used by the
control sub-protocol, the latter two by the publication sub-protocol.

A reply PDU may be one of five types: config_reply, client_reply,
publish_reply, withdraw_reply, or report_error_reply.

Each of these PDUs may include an optional tag to facilitate bulk
operation. 1If a tag is set in a query PDU, the corresponding
reply(s) MUST have the tag attribute set to the same value.

3.2. Control Sub-Protocol

The control sub-protocol is used to configure a publication server.
It can set global variables (at the moment, limited to a BPKI CRL)
and manage clients who are allowed to publish data on the server.

3.2.1. Config Object

The <config/> object allows configuration of data that apply to the
entire publication server rather than a particular client. There 1is
exactly one <config/> object in the publication server, and it only

supports the "set" and "get" actions -- it cannot be created or
destroyed. 1Its use is typically restricted to the repository
operator.

The <config/> object only has one data element that can be set: the
bpki_crl. This is used by the publication server when authenticating
clients.

3.2.2. Client Object

Unlike the <config/> object, the <client/> object represents one
client authorized to use the publication server. There may be more
than one <client/> object on each publication server. Again, its use
is typically restricted to the respository operator.

The <client/> object supports five actions: "create", "set", "get",
"list", and "destroy". Each client has a "client_handle" attribute,
which is used in responses and must be specified in "create", "set",
"get", or "destroy" actions. The '"create" and "set" actions have an
optional flag to clear CMS-timestamp-based replay protection, to
allow recovery from misconfigured clocks.

Payload data which can be configured in a <client/> object include:
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w

0 base_uri (attribute): This attribute represents the base URI below
which the client will be allowed to publish data. Additional
constraints may be imposed by the publication server in certain
cases, for e.g., a child publishing directly under its parent.

o bpki_cert (element): This represents the X.509 BPKI CA certificate
for this client. This should be used as part of the certificate
chain when validating incoming CMS messages. Two valid approaches
exist. If the optional bpki_glue certificate is being used, then
the bpki_cert certificate should be issued by the bpki_glue
certificate; otherwise, the bpki_cert certificate should be issued
by the publication engine's bpki_ta certificate.

o bpki_glue (element): This is an additional (optional) type of
X.509 certificate for this client. It may be used in certain
pathological cross-certification cases which require a two-
certificate chain due to issuer name conflicts. When being used,
issuing order is that the bpki_glue certificate should be the
issuer of the bpki_cert certificate. Otherwise, it should be
issued by the publication engine's bpki_ta certificate. Since
this is an optional use certificate, it may be left unset if not
needed.

Publication Sub-Protocol

The publication sub-protocol requests publication or withdrawal from
publication of RPKI objects.

The publication protocol uses a common message format to request
publication of any RPKI object. This format was chosen specifically
to allow this protocol to accommodate new types of RPKI objects

without needing changes to this protocol.

Both the <publish/> and <withdraw/> objects have a payload of an
optional tag and a URI. The <publish/> query also contains the DER
object to be published, encoded in Base64.

Note that every publish and withdraw action requires a new manifest,
thus every publish or withdraw action will involve at least two
objects.
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3.4. Error handling

Errors are handled similarly in both subprotocols, and they're
handled at two levels.

Since all messages in this protocol are conveyed over HTTP
connections, basic errors are indicated via the HTTP response code.
4xx and 5xx responses indicate that something bad happened. Errors
that make it impossible to decode a query or encode a response are
handled in this way.

Where possible, errors will result in an XML <report_error/> message
which takes the place of the expected protocol response message.
<report_error/> messages are CMS-signed XML messages like the rest of
this protocol, and thus can be archived to provide an audit trail.

<report_error/> messages only appear in replies, never in queries.
The <report_error/> message can appear in both the control and
publication subprotocols.

Like all other messages in this protocol, the <report_error/> message
includes a "tag" attribute to assist in matching the error with a
particular query when using batching. It is optional to set the tag
on queries but, if set on the query, it MUST be set on the reply or
error.

The error itself is conveyed in the error_code (attribute). The
value of this attribute is a token indicating the specific error that

occurred.

The body of the <report_error/> element itself is an optional text
string; if present, this is debugging information.

3.5. XML Schema

The following is a RelaxNG compact form schema describing the
Publication Protocol.

# $Id: rpki-publication.rnc 2601 2013-10-18 19:21:28Z sra $
# RelaxNG schema for RPKI publication protocol.

default namespace =
"http://www.hactrn.net/uris/rpki/publication-spec/"

# This is version 2 of the protocol.

version = "2"
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# Top level PDU is either a query or a reply.

start = element msg {
attribute version { version } ,
( ( attribute type { "query" }, query_elt* ) |
( attribute type { "reply" }, reply_elt* ) )
}

# PDUs allowed in a query.

query_elt |= config_query

query_elt |= client_query

query_elt |= publish_query

query_elt |= withdraw_query

# PDUs allowed in a reply.

reply_elt |= config_reply

reply_elt |= client_reply

reply_elt |= publish_reply

reply_elt |= withdraw_reply

reply_elt |= report_error_reply

# Tag attributes for bulk operations.
tag = attribute tag { xsd:token { maxLength="1024" } }
# Base64 encoded DER stuff.

base64 = xsd:base64Binary

# Publication URLSs.

uri_t = xsd:anyURI { maxLength="4096" }
uri = attribute uri { uri_t }

# Handles on remote objects (replaces passing raw SQL IDs).
object_handle = xsd:string {
maxLength = "255"

pattern="[\-_A-Za-z0-9/]*"
}

# Error codes.
error = xsd:token { maxLength="1024" }

# <config/> element (use restricted to repository operator)
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config_payload = (element bpki_crl { base64 }?)

config_query |= element config {
attribute action { "set" 1},
tag?,
config_payload

}

config_reply |= element config {
attribute action { "set" 3},
tag?

}

config_query |= element config {
attribute action { "get" 1},
tag?

}

config_reply |= element config {
attribute action { "get" 1},
tag?,
config_payload

}

# <client/> element (use restricted to repository operator)
client_handle = attribute client_handle { object_handle }

client_payload = (
attribute base_uri { uri_t }?,
element bpki_cert { base64 }?,
element bpki_glue { base64 }?

)

client_clear_replay = (
attribute clear_replay_protection { "yes" }?

)

client_query |= element client {
attribute action { "create" },
tag?,

client_handle,
client_clear_replay,
client_payload

}

client_reply |= element client {
attribute action { "create" },
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tag?,
client_handle

}

client_query |= element client {
attribute action { "set" 1},
tag?,

client_handle,
client_clear_replay,
client_payload

}

client_reply |= element client {
attribute action { "set" },
tag?,
client_handle

}

client_query |= element client {
attribute action { "get" 1},
tag?,
client_handle

}

client_reply |= element client {
attribute action { "get" 1},
tag?,

client_handle,
client_payload

}

client_query |= element client {
attribute action { "list" 3},
tag?

}

client_reply |= element client {
attribute action { "list" 3},
tag?,

client_handle,
client_payload

}

client_query |= element client {
attribute action { "destroy" },
tag?,

client_handle
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client_reply |= element client {
attribute action { "destroy" },
tag?,
client_handle

}

# <publish/> element

publish_query |= element publish {
tag?,
uri,
base64

}

publish_reply |= element publish {
tag?,
uri

}

# <withdraw/> element

withdraw_query |= element withdraw {
tag?,
uri

}

withdraw_reply |= element withdraw {
tag?,
uri

}

# <report_error/> element

report_error_reply = element report_error {
tag?,
attribute error_code { error },
xsd:string { maxLength="512000" }?

}

Examples

October 2013

Following are examples of various queries and the corresponding

replies for the RPKI publication protocol

<config/> Set Query
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<msg
type="query"
version="2"
xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">
<config
action="set">
<bpki_crl>
MIIBezBlAgEBMAOGCSqGSIb3DQEBCWUAMCMXITAFBgNVBAMTGFR1C3QgQ2Vy
dG1mawNhdGUgcHViZCBUQRCNMDgwNjAyMjEOOTQ1WhcNMDgwNzAYMjEQOTQ1
WgAOMAWWCgYDVROUBAMCAQEWDQY JKoZIhvcNAQELBQADgQEBAFWCWgB141jV
gX/CHo+RpqYtvmKMnjPVf1MXUB7128RGP4DAQ417deDU7Q82XEJYE4TXMWDW
AV6UG6UUGUMOVHWOCj90ohqyiZUGfOsKg2hbwkETm8SAENOsil1yNdyKGk6jZ1
6aF5fubxQqzZalpdGCSacl/ZYC5sLLhEz3kmz+B9z9mXFVc5TgAh4dN3Gy5ft
F8zZAFpDGnS4biCnRVghGVv6ROLh/5xmii+ZU6KkNDhbeMsjJg+ZOmtN+wMeHS
IbjiyOWuuaz3k2xSheC94anrHBZAvvCRhbazjROEf50MZ51c11w3u08IHuoi
sHKkehy4Y0GySdj98fV+0OuiRTHOVL /M=
</bpki_crl>
</config>
</msg>

4.2. <config/> Set Reply

<msg
type="reply"
version="2"
xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">
<config
action="set"/>
</msg>

4.3. <config/> Get Query

<msg
type="query"
version="2"
xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">
<config
action="get"/>
</msg>



wWeiler, et al. Expires April 23, 2014 [Page 12]



Internet-Draft RPKI Publication Protocol October 2013

4.4. <config/> Get Reply

<msg
type="reply"
version="2"
xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">
<config
action="get">
<bpki_crl>
MIIBezBlAgEBMAOGCSQGSIb3DQEBCWUAMCMXITATBgNVBAMTGFR1c3QgQ2Vy
dG1lmawWNhdGUgcHViZCBUQRCNMDgwNjAyMjEOOTQ1WhcNMDgwNzAYMjEQOTQL
WQAOMAWWCQYDVROUBAMCAQEWDQY JKoZIhvcNAQELBQADggEBAFWCWgB141jV
gX/CHo+RpqYtvmKMnjPVf1MXUB7128RGP4DAQ417deDU7Q82XEJYEATXMWDW
AV6UG6UUGUMOVHWOCj9ohqyiZUGTOsKg2hbwkETm8SAENOsil1yNdyKGk6jZ1
6aF5fubxQqzZalpdGCSacl1/ZYC5sLLhEz3kmz+B9z9mXFVc5TgAh4dN3Gy5ft
F8zZAFpDGnS4biCnRVghGVv6ROLh/5xmii+ZU6KNDhbeMsjJg+Z0OmtN+wMeHS
IbjiyOWuuaz3k2xSheC94anrHBZAvvCRhbazjROEf50MZ51c11w3u08IHuoi
sHKkehy4Y0OGySdj98fV+OuiRTHIOvVt /M=
</bpki_crl>
</config>
</msg>

4.5. <client/> Create Query

<msg

type="query"

version="2"

xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">

<client

action="create"
base_uri="rsync://wombat.invalid/"
client_handle="3">

<bpki_cert>
MIIDGzCCAgOgAwWIBAgIJAKi+/+wUhQLXMAOGCSqGSIb3DQEBBQUAMCQXIjAg
BgNVBAMTGVR1c3QgQ2VydG1lmawWNhdGUgQm9iIFJvb3QwHhcNMDCcwWODAXMTk1
MzEwWhcNMDcwODMXMTKIMZEWWjAKMSIWIAYDVQQDEX1UZXNOIEN1cnRpZmlj
YXR1IEJVYiBSh290MIIBIjANBgkqhkiGOwOBAQEFAAOCAQBAMIIBCgKCAQEA
rkyUtJaM5PH5917SG2ACc7iBYdQO2HYyu8Gh619Q2GXc3cWEX7RTBvgOL79p
Wf3GIdnoupzMnozZVtY3GUx2G/OWkmLui2TCeDhcfXdQ4rcp8J3V/6ES]j+yuE
PPOG8UN17mUKKgujrch6ZvgCDO9AYOK/uXu+ABQXTPsn2pVe2EVh3V004ShL
18GKgVvdqgb/rw/6GTgoXb/zLTEWWMUT++6sXT1ztJdQYkRamJvKfQDU1naC8m
AkGT79TbaOxyBGAUIIOGTREY6t4/+NAP2Yyb3xN1BqcJoTovOJIfNKHZcCZeP
r79j7LK/hkZxxip+Na9xDpE+0QRV+DRukCRJdiqg+wIDAQABO1AWT jAMBgNV
HRMEBTADAQH/MBOGA1UdDgQWBBTDESXJe6pjAQD4UL1B7+GMDBLimTAFBgNV
HSMEGDAWgBTDEsXJe6pjAQD4UL1B7+GMDB1imTANBgkqhkiGOwWOBAQUFAAOC
AQEAWWKNcW6S1tKKqtzJsdfhjJiAAPQmMOXJIskvOta/8f6AcgcumlYieNdtTO
Nn96P7CUHOWP8QBb91JzeewR7b6WJILWb10Tfs3wNq3kk75pJe89r4XY39EZHh
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MW+DVvOPhIKu2CgD4LeyH1FVTQKF/QObGEmkn+s+HTsuzd112VLwcP1Smsqep
6LALFj62qqaIllzNeQINVkBqtkygnY1BOkaBTHfQTux3jYNpE08JJIB5e/WFdH
YYMNrG2xMOtIC7T4+I0HgT8PgrNhaeDg9ctewjOX8Qi9nI9nXeiniclLX8vj6
hdEqQ30RV7RZMINYqv1HQ3wUE2B7fCPFV7EUwzaCds1kgRQ==
</bpki_cert>
</client>
</msg>

4.6. <client/> Create Reply

<msg
type="reply"
version="2"
xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">
<client
action="create"
client_handle="3"/>
</msg>

4.7. <client/> Set Query

<msg

type="query"

version="2"

xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">

<client

action="set"
client_handle="3">

<bpki_cert>
MIIDGzCCAgOgAWIBAQIJAKi+/+wUhQ1XMAGGCSqGSIb3DQEBBQUAMCQXIjAg
BgNVBAMTGVR1c3QgQ2VydG1lmawWNhdGUgQm9iIFJvb3QwHhcNMDCcwWODAXMTk1
MzEwWhcNMDcwODMXMTKIMZEWWjAKMSIWIAYDVQQDEX1UZXNOIEN1cnRpZmlj
YXR1IEJVYiBSbh290MIIBIjANBgkqhkiGOwOBAQEFAAOCAQBAMIIBCgKCAQEA
rkyYUtJaM5PH5917SG2ACc7iBYdQO2HYyu8Gh619Q2GXCc3cWEX7RTBvgOL79p
Wf3GIdnoupzMnozZVtY3GUx2G/OWkmLui2TCeDhcfXdQ4rcp8J3V/6ES]j+yuE
PPOG8UN17mUKKgujrch6ZvgCDO9AYOK/uXu+ABQXTPsn2pVe2EVh3V004ShL
18GKgVvdqgb/rw/6GTgoXb/zLTEWWMUT++6sXT1ztJdQYkRamJvKfQDU1naC8m
AkGT79TbaOxyBGAUIIOGFREY6t4/+NAP2Yyb3xN1BqcJoTovOJfNKHZcCZeP
r79j7LK/hkZxxip+Na9xDpE+0QRV+DRukCRJIdiqg+wIDAQABOLAWT jAMBgNV
HRMEBTADAQH/MBOGA1UdDgQWBBTDESXJe6pjAQD4UL1B7+GMDBLimTATBgNV
HSMEGDAWgBTDEsXJe6pjAQD4UL1B7+GMDB1imTANBgkqhkiGOwWOBAQUFAAOC
AQEAWWKNCcW6S1tKKqtzJsdfhjJiAAPQMOXJIskvOta/8f6AcgcumlYieNdtTO
N96P7CUHOWP8QBb91JzeewR7b6WJILWb10ffs3wNg3kk75pJe89r4XY39EZHh
MW+DVvOPhIKu2CgD4LeyH1FVTQKF/QObGEmkn+s+HTsuzd112VLwcP1Smsqep
6LA1Fj62qqaIJlzNeQINVkBgtkygnY1BOkaBTHfQTux3jYNpE08JJB5e/WFdH
YYMNrG2xMOtIC7T4+I0HgT8PgrNhaeDg9ctewjOX8Qi9nI9nXeinicLX8vj6
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hdEqQ30RV7RZMINY(qv1HQ3wUE2B7fCPFV7EUwzaCds1kgRQ==
</bpki_cert>
</client>
</msg>

4.8. <client/> Set Reply

<msg
type="reply"
version="2"
xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">
<client
action="set"
client_handle="3"/>
</msg>

.9. <client/> Get Query

<msg
type="query"
version="2"
xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">
<client
action="get"
client_handle="3"/>
</msg>

.10. <client/> Get Reply

<msg

type="reply"

version="2"

xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">

<client

action="get"
base_uri="rsync://wombat.invalid/"
client_handle="3">

<bpki_cert>
MIIDGZzCCAgOgAWIBAQIJAKi+/+wUhQ1XxMAOGCSqGSIb3DQEBBQUAMCQXIjAg
BgNVBAMTGVR1c3QgQ2VydGlmawNhdGUgQm9iIFJvb3QwHhcNMDCWODAXMTk1
MzEwWhcNMDcwODMXMTKkIMZEWWjAKMSIWIAYDVQQDEX1UZXNOIEN1cnRpZmlj
YXR1IEJvVYiBSb290MIIBIjANBgkghkiGOwOBAQEFAAOCAQBAMIIBCgKCAQEA
rkyYUtJaM5PH5917SG2ACc7iBYdQO2HYyu8Gh619Q2GXc3cWEX7RTBvgOL79p
Wf3GIdnoupzMnozZVtY3GUx2G/0WkmLui2TCeDhcfXdQ4rcp8J3V/6ESj+yuE
PPOG8UN17mUKKgujrch6ZvgCDO9AYOK/uXu+ABQXTPsn2pVe2EVh3V004ShL
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18GKgVvdgb/rw/6GTgoXb/zLTEWWMUT++6sXT1ztJdQYkRamJvKfQDU1naC8m
AkGT79TbaOxyBGAUIIOGTFREY6t4/+NAP2Yyb3xN1BqcJoTovOJfNKHZcCZeP
r79j7LK/hkZxxip+Na9xDpE+0QRV+DRukCRJIdiqg+wIDAQABO1AWT jAMBgNV
HRMEBTADAQH/MBOGA1UdDgQWBBTDESXJe6pjAQD4UL1B7+GMDBLimTAfBgNV
HSMEGDAWgBTDESXJe6pjAQD4UL1B7+GMDBlimTANBgkghkiGOwOBAQUFAAOC
AQEAWWKNCW6S1tKKqtzJsdfhjJiAAPQmOXJIskvOta/8f6AcgcumlYieNdtTO
Nn96P7CUHOWP8QBb91JzeewR7b6WJILWb10Tfs3wNq3kk75pJe89r4XY39EZHh
MW+DVvOPhIKu2CgD4LeyH1FVTQKF/QObGEmkn+s+HTsuzd112VLwWcP1Smsqgep
6LALFj62qqaIllzNeQINVkBqtkygnY1BOkaBTHfQTux3jYNpE08JJIB5e/WFdH
YYMNrG2xMOtIC7T4+I0HgT8PgrNhaeDg9ctewjOX8Qi9nI9nXeinicLX8vj6
hdEqQ30RV7RZMINYqv1HQ3wUE2B7fCPFV7EUwzaCds1kgRQ==
</bpki_cert>
</client>
</msg>

4.11. <client/> List Query

<msg
type="query"
version="2"
xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">
<client
action="list"/>
</msg>

4.12. <client/> List Reply

<msg

type="reply"

version="2"

xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">

<client

action="1list"
client_handle="3">

<bpki_cert> jJAMBgGNV
HRMEBTADAQH/MBOGA1UdDgQWBBTDESXJe6pjAQDAUL1B7+GMDB1imTAfBgNV
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HSMEGDAWgBTDEsXJe6pjAQD4UL1B7+GMDB1imTANBgkqhkiGOwWOBAQUFAAOC
AQEAWWKNcW6S1tKKqtzJsdfhjJiAAPQmOXJskvOta/8f6AcgcumlYieNdtTO
N96P7CUHOWP8QBb91JzeewR7b6WJILWb10ffs3wNq3kk75pJe89r4XY39EZHh
MW+DVOPhIKu2CgD4LeyH1FVTQkF/QObGEmkn+s+HTsuzd112VLwcP1Smsqgep
6LA1Fj62qgallzNeQ9NVkBqtkygnY1BOkaBTHFfQTux3jYNpE08JJIB5e/WFdH
YYMNrG2xMOtIC7T4+I0HgT8PgrNhaeDg9ctew]jOX8Qi9nI9nXeiniclLX8vj6
hdEqQ30RV7RZMINYqVv1HQ3wUE2B7fCPFV7EUwzaCds1kgRQ==
</bpki_cert>
</client>
</msg>

4.13. <client/> Destroy Query

<msg
type="query"
version="2"
xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">
<client
action="destroy"
client_handle="3"/>
</msg>

4.14. <client/> Destroy Reply

<msg
type="reply"
version="2"
xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">
<client
action="destroy"
client_handle="3"/>
</msg>

4.15. <publish/> Query

<msg

type="query"

version="2"

xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">

<publish

uri="rsync://wombat.invalid/Alice/blCrcCp9ltyPDNzYKPfxc.cer">
MIIE+]jCCA+KgAwWIBAgIBDTANBgkghkiGOwOBAQSFADAZMTEWLWYDVQQDEYhE
RjRBODAXNOU2NKESRTkxNzJFNDYXMkQ4Q0Y0QzgzRjIzOERFMKEzZMBAXDTA4
MDUyMJjE4MDUXM10XDTA4MDUYNDE3NTQ1M10owMzEXMC8GAL1UEAXMOOEZCODIX
OEYWNKUIMEFCNzAYQTdEOTZEQzhGMENEQG®Q4MjhGNOYXNzCCASIwDQYJKoZI
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hvcNAQEBBQADggEPADCCAQOCQgEBAMeziKpOk5nP7v6SZONSXIMQYRgNtC6F
r/9Xm/1yQHomiPqHUk47rHhGojYiK5AhkrwoYhkH4UjJ12iwk1DYczXuaBU3
F5qrklz4aznjIxd1P7+hktVpeApL6yuJTUAYeC3UIXnLDVdD6phydz/FOQlu
ffiNDjzteCCvoyOUatqt8wWB+oND6LTOHpO28g1YUYLHG6MUr@dPdcHOVXLSm
UDuUZ1HDz1nDuYVIVKjB/MpH9aw9XeaQ6ZFI1ZVPwuuvI2brR+ThH7Gv27GL/
08qFdC300VQfoTZ+rKPGDE8SK1cI906BLAkiwx9z001iDCE96QCZz+BOVS]jCcImG
aA1jgAx1XwsCAwWEAAaOCAhcwggITMBOGA1UdDgQWBBSPUCGPBUUKtWKN2W3I
8M3Ng09/FzAfBgNVHSMEGDAWgBTfS0AX5maekXLKkYS2MIOMg/I14310zBVBgNV
HR8ETjBMMEQqQgSKBGhkRyc31luYzovL2xVvY2FsaG9zdDoONDAWL3R1c3RiZWQv
Uk1SLzEvMzBxQUYtWnFucEZ5NUdFdGpQVE1QeU9ONHFNLmNybDBFBggrBgEF
BQCcBAQQ5MDcwNQYIKwYBBQUHMAKGKXJzeW5j0i8vbG9jYWXxob3NOOjQOMDAV
dGVzdGJ1ZC9XTO1CQVQuUY2VYMBgGA1UdIAEB/WQOMAWWCYY IKwYBBQUHDgIwW</publish>
</msg>

4.16. <publish/> Reply

<msg
type="reply"
version="2"
xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">
<publish
uri="rsync://wombat.invalid/Alice/blCrcCp91tyPDNzYKPfxc.cer"/>
</msg>

4.17. <withdraw/> Query

<msg
type="query"
version="2"
xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">
<withdraw
uri="rsync://wombat.invalid/Alice/blCrcCp91tyPDNzYKPfxc.cer"/>
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</msg>

4.18. <withdraw/> Reply

<msg
type="reply"
version="2"
xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">
<withdraw
uri="rsync://wombat.invalid/Alice/b1lCrcCp9ltyPDNzYKPfxc.cer"/>
</msg>

4.19. <report_error/> With Text

<msg
type="reply"
version="2"
xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">
<report_error
error_code="your_hair_is_on_fire">
Shampooing with sterno again, are we?
</report_error>
</msg>

4.20. <report_error/> Without Text

<msg
type="reply"
version="2"
xmlns="http://www.hactrn.net/uris/rpki/publication-spec/">
<report_error
error_code="your_hair_is_on_fire"/>
</msg>

o

Operational Considerations

There are two basic options open to the repository operator as to how
the publication tree is laid out. The first option is simple: each
publication client is given its own directory one level below the top
of the rcynic module, and there is no overlap between the publication
spaces used by different clients. For example:

rsync://example.org/rpki/Alice/
rsync://example.org/rpki/Bob/
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o

rsync://example.org/rpki/Carol/

This has the advantage of being very easy for the publication
operator to manage, but has the drawback of making it difficult for
relying parties to fetch published objects both safely and as
efficiently as possible.

Given that the mandatory-to-implement retrieval protocol for relying
parties is rsync, a more efficient repository structure would be one
which minimized the number of rsync fetches required. One such
structure would be one in which the publication directories for
subjects were placed underneath the publication directories of their
issuers: since the normal synchronization tree walk is top-down, this
can significantly reduce the total number of rsync connections
required to synchronize. For example:

rsync://example.org/rpki/Alice/
rsync://example.org/rpki/Alice/Bob/
rsync://example.org/rpki/Alice/Bob/Carol/

Preliminary measurement suggests that, in the case of large numbers
of small publication directories, the time needed to set up and tear
down individual rsync connections becomes significant, and that a
properly optimized tree structure can reduce synchronization time by
an order of magnitude.

The more complex tree structure does require careful attention to the
base_uri attribute values when setting up clients. 1In the example
above, assuming that Alice issues to Bob who in turn issues to Carol,
Alice has ceded control of a portion of her publication space to Bob,
who has in turn ceded a portion of that to Carol, and the base_uri
attributes in the <client/> setup messages should reflect this.

The details of how the repository operator determines that Alice has
given Bob permission to nest Bob's publication directory under
Alice's is outside the scope of this protocol.

IANA Considerations

IANA is asked to register the application/rpki-publication MIME media
type as follows:

MIME media type name: application

MIME subtype name: rpki-publication

Required parameters: None

Optional parameters: None

Encoding considerations: binary

Security considerations: Carries an RPKI Publication Protocol
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8.

8.

Message, as defined in this document.
Interoperability considerations: None
Published specification: This document
Applications which use this media type: HTTP
Additional information:
Magic number(s): None
File extension(s):
Macintosh File Type Code(s):
Person & email address to contact for further information:
Rob Austein <sra@hactrn.net>
Intended usage: COMMON
Author/Change controller: Rob Austein <sra@hactrn.net>

Security Considerations

The RPKI publication protocol and the data it publishes use entirely
separate PKIs for authentication. The published data is
authenticated within the RPKI, and this protocol has nothing to do
with that authentication, nor does it require that the published
objects be valid in the RPKI. The publication protocol uses a
separate Business PKI (BPKI) to authenticate its messages.

Each of the RPKI publication protocol messages is CMS-signed.
Because of that protection at the application layer, this protocol
does not require the use of HTTPS or other transport security
mechanisms.

Compromise of a publication server, perhaps through mismanagement of
BPKI keys, could lead to a denial-of-service attack on the RPKI. An
attacker gaining access to BPKI keys could use this protocol delete
(withdraw) RPKI objects, leading to routing changes or failures.
Accordingly, as in most PKIs, good key management practices are
important.
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