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Abstract

This document defines a profile for the algorithm and key size to be
used for signatures applied to certificates, Certificate Revocation
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Lists, and signed objects in the context of the Resource Public Key
Infrastructure.

Introduction

This document defines a profile for the algorithm and key size to be
used for signatures applied to certificates, Certificate Revocation
Lists (CRLs), and signed objects in the context of the Resource
Public Key Infrastructure (RPKI) [I-D.ietf-sidr-arch].

This section of the profile is specified in a distinct profile
document, referenced by the RPKI Certificate Policy (CP)
[I-D.ietf-sidr-cp] and the RPKI Certificate Profile
[I-D.ietf-sidr-res-certs], in order to allow for a degree of
algorithm and key agility in the RPKI, while permitting some longer
term stability in the CP and Certificate Profile specifications.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119.

Algorithm and Key Size

This profile specifies the use of the RSA algorithm [RFC3447] to
compute the signature of certificates, CRLs and signed objects in the
context of the RPKI. This profile specifies a default of SHA-256
with RSA (sha256WithRSAEncryption), and allows for the use of SHA-384
(sha384WithRSAEncryption) or SHA-512 (sha384WithRSAEncryption).
Accordingly, The OID values used in the RPKI for such signatures MUST
be one of { pkcs-1 11 }, { pkcs-1 12 } or { pkcs-1 13 } [REC4055].

The required RSA key size MUST be 2048 bits.

The public exponent (e) of the RSA algorithm is F4 (65,537).

Future Upates

It is anticipated that the RPKI will require the adoption of updated
key sizes and a different set of signature and hash algorithms over
time, in order to maintain an acceptable level of cryptographic
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security to protect the integrity of signed products in the RPKI.
This profile should be updated to specify such future requirements,
as and when appropriate.

Certification Authorities (CAs) and Relying Parties (RPs) should be
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capable of supporting a transition to allow for the phased
introduction of additional encryption algorithms and key
specifications, and also accomodate the orderly deprecation of
previously specified algorithms and keys. Accordingly, CAs and RPs
SHOULD be capable of supporting multiple RPKI algorithm and key
profiles simultaneously within the scope of such anticipated
transitions.

Security Considerations

The Security Considerations of [REC3779], [RFC5280], and [REC4055]
apply to signatures as defined by this profile, and their use.

IANA Considerations

[There are no IANA considerations in this document.]
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