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Abstract

The existing security mechanisms in the Session Initiation Protocol
are inadequate for cryptographically assuring the identity of the end
users that originate SIP requests, especially in an interdomain
context. This document recommends practices and conventions for
identifying end users in SIP messages, and proposes a way to
distribute cryptographically-secure authenticated -identities.
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Introduction

This document provides enhancements to the existing mechanisms for
authenticated identity management in the Session Initiation Protocol
(SIP [1]). An 1identity, for the purposes of this document, 1s
defined as a canonical SIP address-of-record URI employed to reach a
user (such as 'sip:alice@atlanta.example.com').

RFC3261 enumerates a number of places within a SIP request that a
user can express an identity for themselves, notably the
user-populated From header field. However, the recipient of a SIP
request has no way to verify that the From header field has been
populated accurately, in the absence of some sort of cryptographic
authentication mechanism.

RFC3261 specifies a number of security mechanisms that can be
employed by SIP UAs, including Digest, TLS and S/MIME
(implementations may support other security schemes as well).
However, few SIP user agents today support the end-user certificates
necessary to authenticate themselves via TLS or S/MIME, and
furthermore Digest authentication is limited by the fact that the
originator and destination must share a pre-arranged secret. It is
desirable for SIP user agents to be able to send requests to
destinations with they have no previous association - just as 1in the
telephone network today, one can receive a call from someone with
whom one has no previous association, and still have a reasonable
assurance that their displayed Caller-ID is accurate.

Terminology

In this document, the key words "MUST", "MUST NOT", "REQUIRED",
"SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT
RECOMMENDED", "MAY", and "OPTIONAL" are to be 1interpreted as
described in RFC2119 [2] and indicate requirement levels for
compliant SIP implementations.


https://datatracker.ietf.org/doc/pdf/rfc3261
https://datatracker.ietf.org/doc/pdf/rfc3261
https://datatracker.ietf.org/doc/pdf/rfc2119

3. Background

All REC3261-compliant SIP user agents support a means of
authenticating themselves to a SIP registrar, commonly with a shared
secret; Digest authentication, which MUST be supported by SIP user
agents, is typically used for this purpose. Registration allows a
user agent to express that it is the proper entity to which requests
should be sent for a particular address-of-record SIP URI (e.g.,
'sip:alice@atlanta.example.com').

The address-of-record URI used for registration is also the URI with
which a UA commonly populates the From header of requests in order to
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provide their 'return address' didentity to recipients. If you can
prove you are eligible to register in a domain under a particular
address-of-record, you are proving that you are capable of
legitimately receiving requests for that address-of-record, and
accordingly, when you place that address-of-record in the From header
field of a SIP request other than a registration (like an INVITE),
you are providing a 'return address' where you can legitimately be
reached. 1In other words, if you are authorized to receive requests
for that 'return address', you are also authorized to assert that
'return address' 1in your From header field.

In the context of registration, users already have a means of proving
their identity to a registrar. However, the credentials with which a
user agent proves their identity to a registrar cannot be validated
by just any user agent or proxy server - these credentials are only
shared between the user agent and their domain administrator. For
the purposes of determining whether or not the 'return address' of a
request can legitimately be asserted in the From header field of a
request, SIP entities that are not operated by the domain
administrator require an assurance that the sender of a message is
capable of authenticating themselves to a registrar in their own
domain.

Ideally, then, SIP user agents should have some way of proving to
recipients of SIP requests that their local domain has authenticated
them. In the absence of end-user certificates in user agents, it is
possible to implement a mediated authentication architecture for SIP
in which requests are sent to a server in the user's local domain


https://datatracker.ietf.org/doc/pdf/rfc3261

which authenticates such requests (using the same practices by which
the domain would authenticate REGISTER requests). Once a message has
been authenticated, the local domain then needs some way to
communicate to other SIP entities that the sending user has been
authenticated. This draft addresses how that imprimatur of
authentication can be shared.

RFC3261 already describes an architecture very similar to this 1in
Section 26.3.2.2, 1in which a user agent authenticates itself to a
local proxy server which in turn authenticates itself to a remote
proxy server via mutual TLS, creating a two-link chain of transitive
authentication between the originator and the remote domain. While
this works well in some architectures, there are a few respects 1in
which this ds dimpractical. For one, transitive trust is inherently
weaker than an assertion that can be validated end-to-end. It is
possible for SIP requests to cross multiple intermediaries 1in
separate administrative domains, in which case transitive trust
becomes even less compelling. It also requires intermediaries to act
as proxies, rather than redirecting requests to their destinations
(redirection lightens loads on SIP intermediaries).
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One solution to this problem 1is to use 'trusted' SIP intermediaries
that assert an identity for users 1in the form of a privileged SIP
header. A mechanism for doing so (with the P-Asserted-Identity
header) 1is given in [8]. However, this solution allows only
hop-by-hop trust between intermediaries, not end-to-end cryptographic
authentication, and it assumes a managed network of nodes with strict
mutual trust relationships, an assumption that is incompatible with
widespread Internet deployment.

Accordingly, this document specifies a means of sharing a
cryptographic assurance of end-user SIP 1identity in an interdomain
context based on the concept of an 'authentication service' and a new
SIP header, the Identity header. Note that the scope of this
document is limited to providing this identity assurance for SIP
requests; solving this problem for SIP responses is more complicated,
and is a subject for future work.

This specification allows either a user agent or a proxy server to
act as an authentication service. To maximize end-to-end security,
it is obviously preferable for end users to hold their own
certificates; if they do, they can act as an authentication service.


https://datatracker.ietf.org/doc/pdf/rfc3261

However, end-user certificates may be neither practical nor
affordable, given the difficulties of establishing a PKI that extends
to end users, and moreover, given the potentially large number of SIP
user agents (phones, PCs, laptops, PDAs, gaming devices) that may be
employed by a single user. In such environments, synchronizing
certificates across multiple devices may be very complex, and
requires quite a good deal of additional endpoint behavior. Managing
several certificates for the various devices is also quite
problematic and unpopular with users. Accordingly, in the initial
use of this mechanism, it is likely that intermediaries will
instantiate the authentication service role.

4. Requirements

This draft addresses the following requirements:

o The mechanism must allow a UAC to provide a strong cryptographic
identity assurance in a request that can be verified by a proxy
server or UAS.

o User agents that receive identity assurances must be able to
validate these assurances without performing any network lookup.

o User agents that hold certificates on behalf of their user must be
capable of adding this +identity assurance to requests.

o Proxy servers that hold certificates on behalf of their domain
must be capable of adding this 1didentity assurance to requests; a
UAC is not required to support the Identity header in order for
identity to be added to a request in this fashion.
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o The mechanism must prevent replay of the [identity assurance by an
attacker.

o The mechanism must be capable of protecting the integrity of SIP
message bodies (to ensure that media offers and answers are linked
to the signaling identity).

o It must be possible for a user to have multiple AoRs (i.e.
accounts or aliases) under which it is known at a domain, and for
the UAC to assert one identity while authenticating itself as
another, related, identity, as permitted by the local policy of
the domain.

o It must be possible, in cases where a request has been retargeted
to a different AoR than the one designated in the To header field,
for the UAC to ascertain the AoR to which the request has been
sent.



Overview of Operations

This section provides an informative (non-normative) high-level
overview of the mechanisms described in this document.

Imagine the case where Alice, who has the home proxy of example.com
and the address-of-record sip:alice@example.com, wants to communicate
with sip:bobeexample.org.

Alice generates an INVITE and places her 1identity in the From header
field of the request. She then sends an INVITE over TLS to an
authentication service proxy for her domain.

The authentication service authenticates Alice (possibly by sending a
Digest authentication challenge) and validates that she is authorized
to populate the value of the From header field (which may be Alice's
AoR, or it may be some other value that the policy of the proxy
server permits her to use). It then computes a hash over some
particular headers, including the From header field and the bodies in
the message. This hash is signed with the certificate for the domain
(example.com, 1in Alice's case) and 1inserted in a new header field 1in
the SIP message, the 'Identity' header.

The proxy, as the holder the private key of {its domain, is asserting
that the originator of this request has been authenticated and that
she is authorized to claim the +identity (the SIP address-of-record)
which appears in the From header field. The proxy also inserts a
companion header field that tells Bob how to acquire its certificate,
if he doesn't already have 1t.

When Bob's domain receives the request, it verifies the signature
provided 1in the Identity header, and thus can authenticate that the
domain 1indicated by the host portion of the AoR 1in the From header
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field authenticated the user, and permitted them to assert that From
header field value.

Authentication Service Behavior

This document defines a new role for SIP entities called an
authentication service. The authentication service role can be



instantiated by a proxy server, redirect server or a user agent. Any
entity that instantiates the authentication service role MUST possess
the private key of a domain certificate, and MUST be capable of
authenticating one or more SIP users that can register in that
domain. Commonly, this role will be instantiated by a proxy server
or redirect server, since these entities are more likely to have a
static hostname, hold a corresponding certificate, and access to SIP
registrar capabilities that allow them to authenticate users in their
domain.

SIP entities that act as an authentication service MUST add a Date
header field to SIP requests if one 1is not already present.
Similarly, authentication services MUST add a Content-Length header
field to SIP requests if one 1is not already present; this can help
the verifier to double-check that they are hashing exactly as many
bytes of message-body as the authentication service when they verify
the message.

The authentication service authenticates the identity of the message
sender and validates that the identity given in the message can
legitimately be asserted by the sender. Then it computes a signature
over the canonical form of several headers and all the bodies, and
inserts this signature into the message.

First, an authentication service MUST extract the identity of the
sender from the request. The authentication service takes this value
from the From header field; this AoR will be referred to here as the
'identity field'. If the identity field contains a SIP or SIPS URI,
the authentication service MUST extract the hostname portion of the
identity field and compare it to the domain(s) for which it is
responsible. If the identity field uses the TEL URI scheme, the
policy of the authentication service determines whether or not it is
responsible for this +didentity; see Section 12 for more information.
If the authentication service is not responsible for the didentity in
question, it MAY handle the request normally, but it MUST NOT add an
Identity header; see below for more information on authentication
service handling of an existing Identity header.

Second, the authentication service needs to determine whether or not

the sender of the request is authorized to claim the identity given
in the identity field. 1In order to do so, the authentication service
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MUST authenticate the sender of the message. Some possible ways 1in

which this authentication might be performed -include:

o If the authentication service is instantiated by a SIP
intermediary (proxy or redirect server), it may challenge the
request with a 407 response code using the Digest authentication
scheme (or viewing a Proxy-Authentication header sent in the
request which was sent in anticipation of a challenge using cached
credentials, as described in RFC 3261 Section 22.3).

o If the authentication service is instantiated by a SIP user agent,
a user agent can be said to authenticate its user on the grounds
that the user can provision the user agent with the private key of
the domain, or by preferably by providing a password that unlocks
said private key.

Authorization of the assertion of a particular username in the From
header field of a SIP message is a matter of local policy for the
authorization service which depends greatly on the manner in which
authentication is performed. A RECOMMENDED policy 1is as follows: the
username asserted during Digest authentication MUST correspond
exactly to the username in the From header field of the SIP message.
However, there are many cases 1in which a user might manage multiple
accounts in the same administrative domain. Accordingly, provided
the authentication service is aware of the relationships between
these accounts, it might allow a user providing credentials for one
account to assert a username associated with another account
controlled by the user name. Furthermore, if the AoR asserted in the
From header field is anonymous (per RFC3323 [3]), then the proxy
should authenticate that the user is a valid user 1in the domain and
insert the signature over the From header field as usual.

Note that this check is performed on the addr-spec in the From header
field (e.g., the URI of the sender, like
'sip:alice@atlanta.example.com'); it does not convert the
display-name portion of the From header field (e.g., 'Alice
Atlanta'). Some SIP user agents that receive requests render the
display-name of the caller as the identity of the caller. However,
there are many environments in which legislating the display—-name
isn't feasible, judging from experience with email, where users
frequent make slight textual changes to their display—-names.
Ultimately, there is more value in focusing on the SIP address of the
sender (which has some meaning in the network and provides a chain of
accountability) than trying to constrain how the display-name is set.
As such, authentication services MAY check the display-name as well,
and compare it to a list of acceptable display-names that may be used
by the sender; if the display-name does not meet policy constraints,
the authentication service MUST return a 403 'Inappropriate
Display-Name' response code. However, in many environments this will
not make sense. For more information on rendering identity in a user


https://datatracker.ietf.org/doc/pdf/rfc3261#section-22.3
https://datatracker.ietf.org/doc/pdf/rfc3323
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interface, see Section 8.

Third, the authentication service MUST form the identity signature
and add an Identity header to the request containing this signature.
After the Identity header has been added to the request, the
authentication service MUST also add an Identity-Info header. The
Identity-Info header contains a URI from which its certificate can be
acquired. Details are provided in section Section 10.

Finally, the authentication service MUST forward the message
normally.

Verifying Identity

When a user agent or proxy server receives a SIP message containing
an Identity header, it can inspect the signature to verify the
identity of the sender of the message. If an Identity header is not
present in a request, and one 1is required by local policy (for
example, based on a global policy, a per-sending-domain policy, or a
per-sending-user policy), then a 428 'Use Identity Header' response
MUST be sent.

In order to verify the identity of the sender of a message, the user
agent or proxy server MUST first acquire the certificate for the
signing domain. Implementations supporting this specification should
have some means of retaining domain certificates (in accordance with
normal practices for certificate lifetimes and revocation) in order
to prevent themselves from needlessly downloading the same
certificate every time a request from the same domain is received.
Certificates retained in this manner should be indexed by the URI
given in the Identity-Info header field value.

Provided that the domain certificate used to sign this message 1is not
previously known to the recipient, SIP entities SHOULD discover this
certificate by dereferencing the Identity-Info header, unless they
have some more efficient implementation-specific way of acquiring
certificates for that domain. The client processes this certificate
in the usual ways, including checking that it has not expired, that
the chain 1is valid back to a trusted CA, and that it does not appear
on revocation lists. Once the certificate is acquired, it MUST be
validated.

Subsequently, the recipient MUST verify the signature in the Identity



header, and compare the 1identity of the signer (the subjectAltName of
the certificate) with the domain portion of the URI in the From
header field of the request as described in Section 14.

Additionally, the Date, Contact and Call-ID headers MUST be analyzed
in the manner described in Section 14; recipients that wish to verify
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Identity signatures MUST support all of the operations described
there. Any discrepancies or violations MUST be reported to the user.

If a verifier determines that the signature on the message does not
correspond to the text of the message, then a 428 'Invalid Identity
Header' response MUST be returned.

Once the identity of the sender of a request has been ascertained,
various policies MAY be used to make authorization decisions about
accepting communications and the like. Such policies are outside the
scope of this document.

User Agent Behavior

This mechanism requires one important change to existing user agent
requirements for sending requests: user agents using this mechanism
to send requests to an authentication service MUST support TLS.
Because this mechanism does not provide 1integrity protection for the
first hop to the authentication service, the UAC MUST send requests
to an authentication service only over a TLS connection.

When a UAC sends a request, it MUST accurately populate the header
field that asserts 1its identity (for a SIP request, this is the From
header field). In a request it MUST set the URI portion of its From
header to match a SIP, SIPS or TEL URI AoR under which the UAC can
register (including anonymous URIs, as described in RFC 3323 [3]).
In general, UACs SHOULD NOT use the TEL URI form in the From header
field (see Section 12).

The UAC MUST also be capable of sending requests, including mid-call
requests, through an 'outbound' proxy (the authentication service).
The best way to accomplish this is using pre-loaded Route headers and
loose routing. UAC 1implementations MUST provide a way of
provisioning pre-loaded Route headers in order for this mechanism to
work for mid-call requests in the backwards direction of a dialog.


https://datatracker.ietf.org/doc/pdf/rfc3323

As a recipient of a request, a user agent that can verify signed
identities should also support an appropriate user 1interface to
render the validity of identity to a user. User agent
implementations SHOULD differentiate signed From header field values
from unsigned From header field values when rendering to an end user
the identity of the sender of a request.

9. Proxy Server Behavior
Domain policy may require proxy servers to inspect and verify the
identity provided in SIP requests. A proxy server may wish to
ascertain the identity of the sender of the message to provide spam
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prevention or call control services. Even if a proxy server does not
act as an authentication service, it MAY verify the existence of an
Identity before it makes a forwarding decision for a request. Proxy
servers MUST NOT remove or modify an existing Identity or
Identity-Info header in a request.

10 Header Syntax

This document specifies two new SIP headers: Identity and
Identity-Info. Each of these headers can appear only once in a SIP
message.

Identity = "Identity" HCOLON signed-identity-digest
signed-identity-digest = LDQUOT 32LHEX RDQUOT

Identity-Info = "Identity-Info" HCOLON ident-info
ident-info = LAQUOT absoluteURI RAQUOT

The signed-identity-digest is a signed hash of a canonical string

generated from certain components of a SIP request. To create the

contents of the signed-identity-digest, the following elements of a

SIP message MUST placed in a bit-exact string in the order specified

here, separated by a colon:

o The AoR of the UA sending the message, or the 'didentity field'.
For a request, this is the addr-spec from the From header field.

o The addr-spec component of the To header field, which is the AoR
to which the request 1is being sent.

o The callid from Call-Id header field.

o The digit (1*DIGIT) and method (method) portions from CSeq header



field, separated by a single space (ABNF SP, or %x20). Note that
the CSeq header field allows LWS rather than SP to separate the
digit and method portions, and thus the CSeq header field may need
to be transformed in order to be canonicalized.

o The Date header field, with exactly one space each for each SP and
the weekday and month items case set as shown in BNF in 3261. The
first letter is upper case and the rest of the letters are lower
case. All requests that use the Identity mechanism MUST contain a
Date header.

o The addr-spec component of the Contact header field value. If the
request does not contain a Contact header, this field MUST be
empty (i.e., there will be no whitespace between the fourth and
fifth colons 1in the canonical string).

o The body content of the message with the bits exactly as they are
in the Message (in the ABNF for SIP, the message-body). Note that
the message-body does NOT include the CRLF separating the SIP
headers from the message-body, but does 1include everything that
follows that CRLF. If the message has no body, then message-body
will be empty, and the final colon will not be followed by any
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additional characters.

For more information on the security properties of these headers, and
why their dinclusion mitigates replay attacks, see Section 14 and [5].
The precise formulation of this digest-string is, therefore
(following the ABNF [6] in RFC3261):

digest-string = addr-spec ":" addr-spec ":" callid ":" 1xDIGIT SP method ":"
SIP-Date ":" [ addr-spec ] ":" message-body

Note again that the first addr-spec MUST be taken from the From
header field value, the second addr-spec MUST be taken from the To
header field value, and the third addr-spec MUST be taken from the
Contact header field value, provided the Contact header 1is present 1in
the request.

After the digest-string is formed, it MUST be hashed and signed with
the certificate for the domain, as follows: compute the results of
signing this string with shalWithRSAEncryption as described in REC
3370 and base64 encode the results as specified in RFC 3548. Put the
result in the Identity header.


https://datatracker.ietf.org/doc/pdf/rfc3261
https://datatracker.ietf.org/doc/pdf/rfc3370
https://datatracker.ietf.org/doc/pdf/rfc3370
https://datatracker.ietf.org/doc/pdf/rfc3548

Note on this choice: Assuming a 1024 bit RSA key, the raw signature
will result in about 170 octets of base64 encoded data (without
base64, as an aside, it would be about 130 bytes). For comparison's
sake, a typical HTTP Digest Authorization header (such as those used
in RFC3261) with no cnonce is around 180 octets. From a speed point
of view, a 2.8GHz Intel processor does somewhere in the range of 250
RSA 1024 bits signs per second or 1200 RSA 512 bits signs; verifies
are roughly 10 times faster. Hardware accelerator cards are
available that speed this up.

The Identity-Info header MUST contain either an HTTPS URI or a SIPS
URI. If it contains an HTTPS URI, the URI must dereference to a
resource that contains a single MIME body containing the certificate
of the authentication service. If it is a SIPS URI, then the
authentication service intends for a user agent that wishes to fetch
the certificate to form a TLS connection to that URI, acquire the
certificate during normal TLS negotiation, and close the connection.

This document adds the following entries to Table 2 of [1]:
Header field where proxy ACK BYE CAN 1INV OPT REG

Identity R a o} o} - o} o -
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Header field where proxy ACK BYE CAN 1INV OPT REG
Identity-Info R a o} o - o 0 -

Note, in the table above, that this mechanism does not protect the
REGISTER method or the CANCEL method. The CANCEL method cannot be
challenged, because it is hop-by-hop, and accordingly authentication
service behavior for CANCEL would be significantly limited. The


https://datatracker.ietf.org/doc/pdf/rfc3261

REGISTER method uses Contact header fields 1in very unusual ways that
complicate its applicability to this mechanism. Accordingly, the
Identity and Identity-Info header MUST NOT appear 1in REGISTER or
CANCEL.

Compliance Tests and Examples

The examples in this section illustrate the use of the Identity
header in the context of a SIP transaction. Implementations MUST
verify their compliance with these examples, i.e.:

o Implementations of the authentication service role MUST generate
identical base64 identity strings to the ones shown 1in the
Identity headers in these examples when presented with the source
message and utilizing the appropriate supplied private key for the
domain 1in question.

o Implementations of the verifier role MUST correctly validate the
given messages containing the Identity header when utilizing the
supplied certificates (with the caveat about self-signed
certificates below).

Note that the following examples use self-signed certificates, rather
than certificates issued by a recognized certificate authority. The
use of self-signed certificates for this mechanism is NOT
RECOMMENDED, and appear here only for +illustrative purposes.
Therefore, in compliance testing, implementations of verifiers SHOULD
generated appropriate warnings about the use of self-signed
certificates.

Bit-exact reference files for these messages and their various
transformations are supplied in Appendix B.
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11.1 Identity-Info with a Singlepart MIME body

Consider the following private key and certificate pair assigned to
'atlanta.example.com'.

MIICXQIBAAKBgQC8HmMM8b9E4WNhb7tZAoBVSkKyVIrAEX3nyQbg4dhXteloW1lBxC+
43MQHrG3nk6Kc9afPR6V1oKwWoUoAcCnbTJ/zEiZ6dq+C5EsQGIOowYkSgqdO2po



joCnRgzgjgvA141R2I6CE1KMWOQXNCXPNTco818UGAKbNLXIuNdUM1MG8QIDAQAB
AoGAAtPOGAVYNo+XS0JIxE+2UBHagMWLQYyHAK7Coys57F+0OnufocJqGTQwOhFMYZO
1eQh0KjhgcwOUMo7gBtuotWQUbbLHTGKXiBR6Pgbm6CvhwISUNYvOVONuTb1SM11l
Kadg43na4BokQeytnly61fkTkK20YgkDVZ2AAMLSLr fh11UCQQDp7VFItgmnybwK
PKwJs8gnF+u+K9j+sac/3vgGgrOovpxVqwoMX16eWN//pZ/cqshanDLmtr9ahjwCD
DxYVyklrAKEAzd6JLJAhG8cZymVCS5JfOF7FAVXxpx0BgRPHWI1liyUg604jPY+ASg
cLP6nz9a38wWzZQj6rRygffGZHXbBFm+8EwIBAImZEf5ESSK6+5VdAMT INqubAdj Jw
aBMUY1UO+nalL66AyfYWUIq+jDI8+RfLKKQ8HOIfvexvokW2SfwSPK1kzcfECQD/0O
MQW2xgwt8ThhmeKCQ1/5f2Wk1sRC15PGyH+aDeqQyIgjO0aP1lCzTjE1I3+JpUTryR
w9/Td4qRTrtrCv1BNDECQQCgHIZF8LFtIOO3wIOMAEAOCYDbtHFPE]j71b+qG22Yc4
SPFBAb03JGO+mrBOMX/GwIr+3DfgzMHaUx/tinPr+ulD

————— END RSA PRIVATE KEY-----
]gdQwgdEWHQYDVROOBBYEFGfCU7cNXxqSK
NurvFqz8gj5px8uoMIGBBgNVHSMEejB4gBRnwl03Dcakijbq7xas/II+acfLgKFd
pFswWTELMAKGA1UEBhMCVVMxEDAOBgNVBAgTBOd1b3InaWEXEjAQBgNVBACUCUFO
bGFOCG50YTENMASGALIUEChMESUVUR]JEVMBMGALIUECXxQMUO9JUAgICELQIFdHggEA
MAWGA1UdEwQFMAMBAf8wHgYDVRORBBcWFYITYXRsYW50YS51leGFtcGxLLmNVbTAN
BgkghkiGO9wOBAQQFAAOBgQAcOa/5hU6yqRTxwqoBuRk/i1SqDnJD/BOQQnSFLqdjy
QV/Pm+aluA@5aLRDWg6w/ufwX2HPLOVXYubpnNzjpaWCx30Lr4b5NwnsfNSxtKBJ
vI9PWwhSWEVMo/cT21lhNudCmN+LXPd/SLy3gnGvXtwcrWAT8MVYmkCUQTRvbWaR
Q==

A user of atlanta.example.com, Alice, wants to send an INVITE to
bob@biloxi.example.org. She therefore creates the following INVITE
request, which she forwards to the atlanta.example.org proxy server
that instantiates the authentication service role:

Peterson & Jennings Expires March 30, 2005 [Page 14]

Internet-Draft SIP Identity September 2004

INVITE sip:bob@biloxi.exmple.org SIP/2.0



Via: SIP/2.0/TLS pc33.atlanta.example.com;branch=z9hG4bKnashds8
To: Bob <sip:bob@biloxi.example.org>

From: Alice <sip:alice@atlanta.example.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 314159 INVITE

Max-Forwards: 70

Date: Thu, 21 Feb 2002 13:02:03 GMT

Contact: <sip:alice@pc33.atlanta.example.com>

Content-Type: application/sdp

Content-Length: 147

v=0

o=UserA 2890844526 2890844526 IN IP4 pc33.atlanta.example.com
s=Session SDP

c=IN IP4 pc33.atlanta.example.com

t=0 0

m=audio 49172 RTP/AVP 0

a=rtpmap:0 PCMU/8000

When the authentication service receives the INVITE, in authenticates
Alice by sending a 407 response. As a result, Alice adds an
Authorization header to her request, and resends to the
atlanta.example.com authentication service. Now that the service 1s
sure of Alice's identity, it calculates an Identity header for the
request. The canonical string over which the identity signature will
be generated is the following (note that the first line wraps because
of RFC editorial conventions):

sip:alice@atlanta.example.com:sip:bob@biloxi.example.org:a84b4c76e66710:3141
o=UserA 2890844526 2890844526 IN IP4 pc33.atlanta.example.com

s=Session SDP

c=IN IP4 pc33.atlanta.example.com

t=0 0

m=audio 49172 RTP/AVP 0

a=rtpmap:0 PCMU/8000

The resulting signature (shalWithRsaEncryption) using the private RSA
key given above, with base64 encoding, is the following:

CyI4+nAkHrH3ntmaxgrO@1lTMxTmtjP7MASWLliNRdupRI1vpkXRvZXx1ja9kOnB2sN
3W+v1PDsy32MaqZiOM5WTEKkXxbgTnPYWOjIoK8HMyY1VT7egtOkk4Xr KFCHYWGCl
SM9CG4hq+YJZTMaSROoMUBh1kVIjnQ8ykeD6UXNOy fI=

Accordingly, the atlanta.example.com authentication service will
create an Identity header containing that base64 signature string
(175 bytes). It will also add an HTTPS URL where its certificate 1s
made available. With those two headers added, the message looks
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like:

INVITE sip:bob@biloxi.exmple.org SIP/2.0

Via: SIP/2.0/TLS pc33.atlanta.example.com;branch=z9hG4bKnashds8

To: Bob <sip:bob@biloxi.example.org>

From: Alice <sip:alice@atlanta.example.com>;tag=1928301774

Call-ID: a84b4c76e66710

CSeq: 314159 INVITE

Max-Forwards: 70

Date: Thu, 21 Feb 2002 13:02:03 GMT

Contact: <sip:alice@pc33.atlanta.example.com>

Identity: CyI4+nAkHrH3ntmaxgr@lTMxTmtjP7MASwWliNRdupRI1vpkXRvZXx1ja9kon
3W+v1PDsy32MaqZiOMSWFEKkXxbgTnPYWOjIoK8HMYyY1VT7egtOkk4XrKFCHY
sM9CG4hq+YJIZTMaSROoMUBh1kVIjnQ8ykeD6UXNOy fI=

Identity-Info: https://atlanta.example.com/cert

Content-Type: application/sdp

Content-Length: 147

v=0

o=UserA 2890844526 2890844526 IN IP4 pc33.atlanta.example.com
s=Session SDP

c=IN IP4 pc33.atlanta.example.com

t=0 0

m=audio 49172 RTP/AVP 0

a=rtpmap:0 PCMU/8000

atlanta.example.com then forwards the request normally. When Bob
receives the request, if he does not already know the certificate of
atlanta.example.com, he de-references the URL the Identity-Info
header to acquire the certificate. Bob then generates the same
canonical string given above, from the same headers of the SIP
request. Using this canonical string, the signed digest in the
Identity header, and the certificate discovered by de-referencing the
Identity-Info header, Bob can verify that the given set of headers
and the message body have not been modified.

.2 Identity for a Request with no MIME body or Contact

11

Consider the following private key and certificate pair assigned to
"biloxi.example.org".
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MIICXQIBAAKBgQDDIREMIISOVBBET2FFHss2Lbwri/nK+AMoUZ74UT3amG/bYgDn
H86eUUEjGfV3cfXErFXSnI86sUALoKjjwGYBoiUuaMhyerZyF+D9St2plnBeq6fq
rbaPpL6bvIAF636/02+GFP3LSLj6KS4HQwnsaUBr2YzykBDO5PfwrH28VQIDAQAB
AOGAZLRIFwgIWcKYZpjNK54T5HdAGP1Zwo2zG3jcYW2UTZ /EguWwb7HzsbNfuZzp]jZ7xZC31sNMmFibGQTLZD

————— END RSA PRIVATE KEY-----

MIIC7DCCAlWgAwIBAgIBADANBgkghkiGOwOBAQQFADBUMQswCQYDVQQGEwIVUZzEU
MBIGA1UECBMLTWlzc21zc21lwcGkxDzANBgNVBAcTBkIpbG94aTENMASGAIUEChME
SUVURJEPMAOGA1UECXMGUO1QIFdHMB4XDTAOMDkxMzEwMzg1NVoXDTAIMDkxMzEw
Mzg1NVowVDELMAKGA1UEBhMCVVMxFDASBgNVBAgTCO1lpc3Npc3NpcHBpMQ8wDQYD
VQQHEwZCaWxveGkxDTALBgNVBAOTBELFVEYxDzANBgNVBAsSTBINJUCBXRzCBnzAN
BgkghkiGOwOBAQEFAAOB]jQAwgYkCgYEAwYERDCCEVbWQREOhRR7LN128K4v5yvgD————— END CERTIFICATE-----

Bob (bob@biloxi.example.org) now wants to send a BYE request to Alice
at the end of the dialog initiated in the previous example. He
therefore creates the following BYE request which he forwards to the
'biloxi.example.org' proxy server that instantiates the
authentication service role:



BYE sip:alice@pc33.atlanta.example.com SIP/2.0

Via: SIP/2.0/TLS 192.0.2.4;branch=z9hG4bKnashds10
Max-Forwards: 70

From: Bob <sip:bob@biloxi.example.org>;tag=a6c85cf

To: Alice <sip:aliceRatlanta.example.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 231 BYE

Content-Length: 0
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When the authentication service receives the BYE, it authenticates
Bob by sending a 407 response. As a result, Bob adds an
Authorization header to his request, and resends to the
biloxi.example.org authentication service. Now that the service 1s
sure of Bob's didentity, it prepares to calculate an Identity header
for the request. Note that this request does not have a Date header
field. Accordingly, the biloxi.example.org will add a Date header to
the request before calcuating the -didentity signature. If the
Content-Length header were not present, the authentication service
would add it as well. The baseline message is thus:

BYE sip:alice@pc33.atlanta.example.com SIP/2.0

Via: SIP/2.0/TLS 192.0.2.43;branch=z9hG4bKnashds10
Max-Forwards: 70

From: Bob <sip:bob@biloxi.example.org>;tag=a6c85cf

To: Alice <sip:alice@atlanta.example.com>;tag=1928301774
Date: Thu, 21 Feb 2002 14:19:51 GMT

Call-ID: a84b4c76e66710

CSeq: 231 BYE

Content-Length: 0

Also note that this request contains no Contact header field.
Accordingly, biloxi.example.org will place no value 1in the canonical
string for the addr-spec of the Contact address. Also note that
there is no message body, and accordingly, the signature string will
terminate, in this case, with two colons. The canonical string over
which the didentity signature will be generated is the following (note
that the first 1line wraps because of RFC editorial conventions):

sip:bob@biloxi.example.org:sip:alice@atlanta.example.com:a84b4c76e66710:231

The resulting signature (shalWithRsaEncryption) using the private RSA



key given above for biloxi.example.org, with base64 encoding, is the
following:

A50h1tSWpbmXTyXJIDhaCiHjT2xR2PAwBroi5Y8tdJ+CL3ziY72N3Y+1P8eoiX1lrZ
OuwbODicF9GGXA5vw2mCTUXxcOXGOKIOhpBnzoXnuPNAZdcZEWsVOQAK] /ERsYR9B
fxNPazWmJZjGmDoFDbUNamJRjiEPOKN13uAZIcuf9zM=

Accordingly, the biloxi.example.org authentication service will
create an Identity header containing that base64 signature string.
It will also add an HTTPS URL where its certificate is made
available. With those two headers added, the message looks like:
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BYE sip:alice@pc33.atlanta.example.com SIP/2.0

Via: SIP/2.0/TLS 192.0.2.4;branch=z9hG4bKnashds10

Max-Forwards: 70

From: Bob <sip:bob@biloxi.example.org>;tag=a6c85cf

To: Alice <sip:aliceRatlanta.example.com>;tag=1928301774

Date: Thu, 21 Feb 2002 14:19:51 GMT

Call-ID: a84b4c76e66710

CSeq: 231 BYE

Identity: A50h1tSWpbmXTyXJDhaCiHjT2xR2PAwBroi5Y8tdJ+CL3ziY72N3Y+1P8eoiX1lrZ
Ouwb0@Di1cFI9GGXA5vwW2mCTUxcOXGOKIOhpBnzoXnuPNAZdcZEWsVOQAK]j /ERSYR9B
fxNPazWmJZjGmDoFDbUNamJRjiEPOKn13uAZIcuf9zM=

Identity-Info: https://biloxi.example.org/cert

Content-Length: 0

biloxi.example.org then forwards the request normally.
12. Identity and the TEL URI Scheme

Since many SIP applications provide a VoIP service, telephone numbers
are commonly used as identities in SIP deployments. In the majority
of cases, this 1is not problematic for the -identity mechanism
described in this document. Telephone numbers commonly appear in the
username portion of a SIP URI (e.g.,
'sip:+17005551008@chicago.example.com'). That username conforms to
the syntax of the TEL URI scheme (RFC2806bis [9]). For this sort of



SIP address-of-record, chicago.example.com is the appropriate
signatory.

It is also possible for a TEL URI to appear 1in the SIP To or From
header field outside the context of a SIP or SIPS URI (e.g.,
'tel:+17005551008'). In this case, it is much less clear which
signatory 1is appropriate for the identity. Fortunately for the
identity mechanism, this form of the TEL URI is more common for the
To header field and Request-URI in SIP than in the From header field,
since the UAC has no option but to provide a TEL URI alone when the
remote domain to which a request 1is sent 1is unknown. The local
domain, however, 1is usually known by the UAC, and accordingly it can
form a proper From header field containing a SIP URI with a username
in TEL URI form. Implementations that intend to send their requests
through an authentication service MUST put telephone numbers in the
From header field into SIP or SIPS URIs, 1if possible.

If the local domain is unknown to a UAC formulating a request, it
most likely will not be able to locate an authentication service for
its request, and therefore the question of providing identity 1in
these cases 1is somewhat moot. However, an authentication service MAY
sign a request containing a TEL URI in the From header field 1in
accordance with its local policies. Verifiers SHOULD NOT accept
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signatures over From header TEL URIs 1in the absence of some
pre-provisioned relationship with the signing domain that authorizes
this usage of TEL URIs.

The guidance in the paragraph above is largely provided for forward
compatibility. In the longer-term, it is possible that ENUM [10] may
provide a way to determine which administrative domain 1is responsible
for a telephone number, and this may aid in the signing and
verification of SIP identities that contain telephone numbers. This
is a subject for future work.

Privacy Considerations

The identity mechanism presented in this draft is compatible with the
standard SIP practices for privacy described in RFC3323 [3]. A SIP
proxy server can act both as a privacy service and as an
authentication service. Since a user agent can provide any From
header field value which the authentication service is willing to


https://datatracker.ietf.org/doc/pdf/rfc3323

authorize, there is no reason why private SIP URIs (e.g.,
sip:anonymous@example.com) cannot be signed by an authentication
service. The construction of the Identity header 1is the same for
private URIs as it is for any other sort of URIs.

Note, however, that an authentication service must possess a
certificate corresponding to the host portion of the addr-spec of the
From header field of any request that it signs; accordingly, using
domains like 'dinvalid.net' may not be possible for privacy services
that also act as authentication services. The assurance offered by
this combination service is "this is a known user in my domain that I
have authenticated, but I am keeping their identity private".

The "header" Tlevel of privacy described in REC3323 requests that a
privacy service to alter the Contact header field value of a SIP
message. Since the Contact header field is protected by the
signature in an Identity header, privacy services cannot be applied
after authentication services without a resulting integrity
violation.

RFC3325 [8] defines the "id" priv-value token which 1is specific to
the P-Asserted-Identity header. The sort of assertion provided by
the P-Asserted-Identity header is very different from the Identity
header presented 1in this document. It contains additional
information about the sender of a message that may go beyond what
appears in the From header field; P-Asserted-Identity holds a
definitive identity for the sender which is somehow known to a closed
network of intermediaries that presumably the network will use this
identity for billing or security purposes. The danger of this
network-specific information leaking outside of the closed network
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motivated the "id" priv-value token. The "id" priv-value token has
no implications for the Identity header, and privacy services MUST
NOT remove the Identity header when a priv-value of "id" appears in a
Privacy header.

Security Considerations

This document describes a mechanism which provides a signature over
the Contact, Date, Call-ID, CSeq To, and From header fields of SIP
messages. While a signature over the From header field would be
sufficient to secure a URI alone, the additional headers provide


https://datatracker.ietf.org/doc/pdf/rfc3323
https://datatracker.ietf.org/doc/pdf/rfc3325

replay protection and reference integrity necessary to make sure that
the Identity header will not be used in cut-and-paste attacks. 1In
general, the considerations related to the security of these headers
are the same as those given in RFC3261 for including headers 1in
tunneled 'message/sip' MIME bodies (see Section 23 1in particular).

The From header field indicates the identity of the sender of the
message, and the SIP address-of-record URI in the From header field
is the identity of a SIP user, for the purposes of this document.

The To header field provides the +identity of the SIP user that this
request targets. Providing the To header field in the Identity
signature servers two purposes: first, it prevents replay attacks in
which an Identity header from legitimate request for one user is
cut-and-pasted into a request for a different user; second, it
preserves the starting URI scheme of the request, which helps prevent
downgrade attacks against the use of SIPS.

The Date and Contact headers provide reference 1integrity and replay
protection, as described in RFC3261 Section 23.4.2. Implementations
of this specification MUST NOT deem valid a request with an outdated
Date header field (the RECOMMENDED +interval is that the Date header
must indicate a time within 3600 seconds of the receipt of a
message). Implementations MUST also record Call-IDs received 1in
valid requests containing an Identity header, and MUST remember those
Call-IDs for at least the duration of a single Date interval (i.e.
commonly 3600 seconds). Accordingly, if an Identity header 1s
replayed within the Date 1interval, receivers will recognize that it
is invalid because of a Call-ID duplication; if an Identity header -s
replayed after the Date interval, receivers will recognize that it is
invalid because the Date is stale. The CSeq header field contains a
numbered identifier for the transaction, and the name of the method
of the request; without this information, an INVITE request could be
cut-and-pasted by an attacker and transformed into a BYE request
without changing any fields covered by the Identity header, and
moreover requests within a certain transaction could be replayed 1in
potentially confusing or malicious ways.
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The Contact header field 1is included to tie the Identity header to a
particular device instance that generated the request. Were an
active attacker to intercept a request containing an Identity header,
and cut-and-paste the Identity header field into their own request


https://datatracker.ietf.org/doc/pdf/rfc3261
https://datatracker.ietf.org/doc/pdf/rfc3261#section-23.4.2

(reusing the From, To, Contact, Date and Call-ID fields that appear
in the original message), they would not be eligible to receive SIP
requests from the called user agent, since those requests are routed
to the URI 1identified in the Contact header field. However, the
Contact header 1is only 1included in dialog-forming requests, so it
does not provide this protection in all cases.

It might seem attractive to provide a signature over some of the
information present in the Via header field value(s). For example,
without a signature over the sent-by field of the topmost Via header,
an attacker could remove that Via header and insert their own in a
cut-and-paste attack, which would cause all responses to the request
to be routed to a host of the attacker's choosing. However, a
signature over the topmost Via header does not prevent attacks of
this nature, since the attacker could leave the topmost Via intact
and merely insert a new Via header field directly after 1it, which
would cause responses to be routed to the attacker's host "on their
way" to the valid host, which has exactly the same end result.
Although it is possible that an intermediary-based authentication
service could guarantee that no Via hops are inserted between the
sending user agent and the authentication service, it could not
prevent an attacker from adding a Via hop after the authentication
service, and accordingly pre-empting responses. It is necessary for
the proper operation of SIP for subsequent intermediaries to be
capable of qdnserting such Via header fields, and thus it cannot be
prevented. As such, though it is desirable, securing Via is not
possible through the sort of identity mechanism described in this
document; the best known practice for securing Via is the use of
SIPS.

Note that this mechanism does not provide any protection for the
display-name portion of the From header field, and thus users are
free to use any display-name of their choosing, and attackers could
conceivably alter the display-names 1in a request with impunity. If
an administrative domain wants to control the display-names selected
by users, they could do so with policies outside the scope of this
document (for example, their authentication service could reject
requests from valid users that contain an improper display-name 1in
the From header field). While there are conceivably attacks that an
adversary could mount against SIP systems that rely too heavily on
the display-name 1in their user interface, this argues for 1intelligent
interface design, not changes to the protocol.

This mechanism also provides a signature over the bodies of SIP

Peterson & Jennings Expires March 30, 2005 [Page 22]




Internet-Draft SIP Identity September 2004

requests. The most important reason for doing so is to protect SDP
bodies carried in SIP requests. There is little purpose 1in
establishing the identity of the user agent that originated a SIP
request if a man-in-the-middle can change the SDP and direct media to
an different IP address. Note however that this is not perfect
end-to-end security. The authentication service itself, when
instantiated at a intermediary, could conceivably change the SDP (and
SIP headers, for that matter) before providing a signature. Thus,
while this mechanism reduces the chance that a man-in-the-middle will
interfere with sessions, it does not eliminate it entirely. Since it
is a foundational assumption of this mechanism that the user trusts
their local domain to vouch for their security, they must also trust
the service not to violate the integrity of their message without
good reason. Note that RFC3261 16.6 states that SIP proxy servers
"MUST NOT add to, modify, or remove the message body."

Users SHOULD NOT provide credentials to an authentication service to
which they cannot 1initiate a direct connection, preferably one
secured by TLS. If a user does not receive a certificate from the
authentication service over this TLS connection that corresponds to
the expected domain (especially when they receive a challenge via a
mechanism such as Digest), then it is possible that a rogue server -s
attempting to pose as a authentication service for a domain that it
does not control, possibly in an attempt to collect shared secrets
for that domain. If a user cannot connect directly to the desired
authentication service, the user SHOULD at least use a SIPS URI to
ensure that mutual TLS authentication will be used to reach the
remote server.

Ultimately, the worth of an assurance provided by an Identity header
is limited by the security practices of the domain that -dissues the
assurance. Relying on an Identity header generated by a remote
administrative domain assumes that the issuing domain uses some
trustworthy practice to authenticate its users. However, it 1is
possible that some domains will implement policies that effectively
make users unaccountable (such as accepting unauthenticated
registrations from arbitrary users). The value of an Identity header
from such domains 1is questionable. While there is no magic way for a
verifier to distinguish "good" from "bad" domains by inspecting a SIP
request, it is expected that further work in authorization practices
could be built on top of this 1identity solution; without such an
identity solution, many promising approaches to authorization policy
are impossible. That much said, it is RECOMMENDED that
authentication services based on proxy servers employ strong
authentication practices such as token-based identifiers.

Since a domain certificate is used by an authentication service


https://datatracker.ietf.org/doc/pdf/rfc3261

(rather than individual certificates for each identity), certain

Peterson & Jennings Expires March 30, 2005 [Page 23]

Internet-Draft SIP Identity September 2004

problems can arise with name subordination. For example, if an
authentication service holds a common certificate for the hostname
'sip.atlanta.example.com', can it legitimately sign a token
containing an identity of 'sip:alice@atlanta.example.com'? It is
difficult for the recipient of a request to ascertain whether or not
'sip.atlanta.example.com' is authoritative for the
'"atlanta.example.com' domain unless the recipient has some
foreknowledge of the administration of 'atlanta.example.com'.
Therefore, it is RECOMMENDED that UASs receiving signed requests
notify end users if there is ANY discrepancy between the
subjectAltName of the signers certificate and the +didentity within the
authentication token. Minor discrepancies MAY be characterized as a
warning. Additionally, relying parties MAY follow the procedures 1in
RFC3263 [4] to look up in the DNS the domain portion of the -didentity
in the From header field, and compare the SIP services listed for
that domain with the subjectAltName of the certificate; this can give
the relying party a better sense of the canonical SIP services for
that domain.

Because the domain certificates that can be used by authentication
services need to assert only the hostname of the authentication
service, existing certificate authorities can provide adequate
certificates for this mechanism. However, not all proxy servers and
user agents will be able support the root certificates of all
certificate authorities, and moreover there are some significant
differences in the policies by which certificate authorities -dissue
their certificates. This document makes no recommendations for the
usage of particular certificate authorities, nor does it describe any
particular policies that certificate authorities should follow, but
it is anticipated that operational experience will create de facto
standards for authentication services. Some federations of service
providers, for example, might only trust certificates that have been
provided by a certificate authority operated by the federation.

Finally, the Identity and Identity-Info headers cannot protect
themselves. Any attacker could remove these headers from a SIP
request, and modify the request arbitrarily afterwards. Accordingly,
these headers are only truly efficacious if the would-be verifier
knows that they must be included in a request. 1In the long term,
some sort of identity mechanism along these lines must become


https://datatracker.ietf.org/doc/pdf/rfc3263

mandatory-to-use for the SIP protocol; that is the only way to
guarantee that this protection can always be expected. 1In the
interim, however, identity reception policies at a domain level or an
address-book level should be used by verifiers to determine whether
or not identity is expected from a particular source of SIP requests.
Those authorization policies are outside the scope of this document.
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15. TIANA Considerations

15.

This document requests changes to the header and response-code
sub-registries of the SIP parameters IANA registry.

1 Header Field Names

This document specifies two new SIP headers: Identity and
Identity-Info. Their syntax is given 1in Section 10. These headers
are defined by the following information, which is to be added to the
header sub-registry under
http://www.iana.org/assignments/sip-parameters.

Header Name: Identity

Compact Form: y

Header Name: Identity-Info

Compact Form: (none)

.2 Response Code

16.

16.

This document registers one new SIP response code which is described
in Section 7. This response codes is defined by the following
information, which is to be added to the method and response-code
sub-registry under http://www.iana.org/assignments/sip-parameters.
Response Code Number: 428
Default Reason Phrase: Use Identity Header
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Appendix B. Bit-exact archive of example messages

The following text block 1is an encoded, gzip compressed TAR archive
of files that represent the transformations performed on the example
messages discussed 1in Section 11. It includes for each example:

0)
0]

(foo) .message: the original message

(foo) .canonical: the canonical string constructed from that
message

(foo).shal: the SHA1l hash of the canonical string (hexadecimal)
(foo).signed: the RSA-signed SHAl hash of the canonical string
(binary)

(foo).signed.enc: the base64 encoding of the RSA-signed SHAl hash
of the canonical string as it would appear in the request
(foo).identity: the original message with the Identity and
Identity-Info headers added

Also included in the archive are two public key/certificate pairs,
for atlanta.example.com and biloxi.example.org, respectively,
including:


http://www.neustar.biz/

o (foo).cert: the certificate of the domain

(foo) .privkey: the private key of the domain

o (foo).pubkey: the public key of the domain, extracted from the
cert file for convenience

o

To recover the compressed archive file intact, the text of this
document may be passed as 1input to the following Perl script (the
output should be redirected to a file or piped to "tar -xzvf -").

#!/usr/bin/perl

use strict;

my S$bdata = "";

use MIME: :Base64;

while(<>) {

if (/-—- BEGIN MESSAGE ARCHIVE --/ .. /-- END MESSAGE ARCHIVE --/) {
if (m/Msx[M\s]+\s*x$/) {
$bdata = $bdata . $_;
}
+

}
print decode_base64($bdata);

Alternatively, the base-64 encoded block can be edited by hand to
remove document structure lines and fed as input to any base-64
decoding utility.

B.1 Encoded Reference Files

-— BEGIN MESSAGE ARCHIVE --
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H4sICANtWKECA21kZW50cmVmLnRhcgDsWOvM41hWLmBnNnUbNCoBELAhJiUKiK33b+
mUJ9/Xb8SPxOIkCyHT9i03Z107GT55SzQSCYyRACE2I2DLis2seUi1IzYXASIgFbEEI
hNiywPn/qupH9d9Vo05ST3e0ZDk58ePce+75vnNO700mKts6iidPvjiBYRymCGLY
YyiFkcMexXESGfav5QkCIyiJkyQG409gBCMx5MmIePIe5Ni0fj0aPcn2URVVTVU+
ctwuT+rquHOWPNs8+QrJ9pX//bbwy9Z /HkZ1+3n7H4FhEscf8z+KINi9/xGUQLCC
Go4nERR9MoJv/v/C5d1VGF6U9RHLM7YsyCyw+XstpMkyO7FZFuz8BHQyA5Jh44D0O
JPkhzbfitIMZYBgC43Ji1ZjQdabw41zBEvpu5z0oU3IA3gIkAcnmUOyUTdU7jb7Fc2
b2kMuNczvTEz1lmazWhpyUJqpZsAd291fROE7cwaZrilqptPxDOpVAL1tw4XBDgZY
LkhcOOykNNQ1zujmNn/RbNBrF3Dx7nVOB31MmX26mZ91IfQuZneWldArM5M13XHG
agqZUazk9hToweIYxAJesYKDJ4gxUIgPUL1lpd+hNspytUOB2RnE@gwVWMerZEG2DG
UTxJjtxWiBDKSwNH41UqC3sQNUEU2dX+guzpgbT3vKRm/NRKmE7ZtIBWTjRrVu7R
GldzgwerhMyYramwe5jyd9t50omxEbs70WZpdZq60KivZ9owLIDgeVvnxBtLP2XnZ


®OXpR1IWAEE74kYJdHUpH/WNoyGaSBsyBwzAQAOzAtAu
51Jwz301X1lrzWc+PUYeR/IPmqcZZAgrFVueGoITxvDzGVTg7iPaQUaSCtlrPoSIy
UljJ0iTs505WUQNTHqVvWM5wgUCVbVIZbxiQXh2BHsqe®Om11lHfXWCT3P9aAeIpRUF]j0
i7EGYJIG1DgI1Bxg3VCzAcMBQLUMAY5mt8dmUAD3GCe9KCdBjnPCulAA9ygmvo /0T
g77Vw7d6+FYP3+rhr0s9/Jr/g21R9dsvov37Vv6HSfRV/YejlLX+IygKv/H/16H/
S3ED3xXe2/jO0+RQicSCNkV8xiWp7xSVE77cuFPOeulwvdA9INpPP90oE4Xxf1PoBHO
Eo4W1zTkAY400YEfYEhj8CVNA1ljj80HO+E67JIjuVicd8koHvVR2LvcmWAoCcsF6B
JQsj+xDTHzaJ2WvGPTtx0ODAeie/Wr0/1p+hqtg3Uh5Mgm+ELweVXHXx1KYZzOFPNNY
ZmleWKa8vIFz/D30ZQboktVAZisedGfeHOaYPwWdYfLT1DQpVd+itIKfiPMp4SBF
EKOXWE /RfXpCURKQ/WReFgIjoyWywSSkV30X3p8X810ALMIWOM3sgC8PSIVIYX1A
oTCNk41Tbw7rdbc8HEvygKIZaY131BkwUTs+XdpTmtrTM7zFx9v80BQ2M0osgD8d
Ers9MKDp3MZopZ+eBIcFHQ+AP2cuNsucM7C5py0OD54XEcIqlgfoWtt5NArj3wgNl
W6WhSRpEdXQXg3tyyBjJI6UIcPHowlY1TTzESTTB69gIm1lxtADFjZoHBtzTQ6Pr1f
ZTLftbq/1C8PGIMNi+f10mMGGdWLSsiibAOVO104HeSE9e+veangzutR+ykogdks00
e7DUZoDTDcN1Jhewge7HafK8KAENSWfbl+vhuFémabBkmrVFDI1S+MmUhn9IaQbC
tI7xTBoQJIvLTdZHZzRNOY5trcTKJa3fMRenRigbTn582CUeb5KXVF3K1xv6qrRcFT
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yUyB/AnKCNOgSjvgWCyREQesPB1TJ6yU6XK92qGLlmuuYDFLWIaumc5kZ6FW/FBO2
M4mmtyApF1lOx0ag7mzdQVGrqVqlIWl5tu7hdhuo6iPYEnJjukgxvbdevXf/33f9/
Ae3f/0Ov/9yX/kwSO3Pj/y9f/5TjZ5AeVNTOxDG+jgiAlDaoGXb2d1MoYaJWzpnDH
xvydOATWCVdCEk1GjsNnYuxiYbzka2FplTINNg5QKyXLONHFVFvn6GvpOarXZ2HM
TaOW3RclEx3I+ADVgb/Ygq2RwkoFAYuRkjo5FYYGplpgRioVLxpDT+w5To6vLOWc4



mFjEXS2htPvR/u9aNWdC1xReqKzW+OxXCNwmpAOQF8i6q9CLiGXhykMdez3hk6Pn
BZROaQI9Pg4veO]jOwkTgjnMepcuVZCSsA1DSP8Vz8RgFgnRBPRUILGazczfTLjPe] 1A0AF JgqGH3ncfz59W+3fvLCIO0aCOONkF3djcDV
yIdzHgWmh9MGgq2gMRigKfwpxfhvdjT4TmI5CrF8Uz2TubvRxXBt+sKLD3eglvD2F
5JchcjdgGamulblWzQlnk6nFCiWkXDKxdcYRWT7+7jt6QfsTy3dE/Jidwv5FCIQsPb
PG3ESGYycCk+hOWspXV3ML /uoprmtA8sKvi8TbwwuWoQ428JuMdfGimCehM3060DVB
9uuhPrrARI1lTYyIFSDPWj1xLr1lYnSqGaHar4dnI29jLNpR/mB045njSYIzgWWE55Q
gPDF6MMBPZPLeJjitG33zd1k8qY/Jte/hof5qMp2000ZGpVIMmI6N4Buk f2Xwfxcl
JZ9E7/n/fxgfdK/x/3rcgP7krfozw//PB//fFdq/lsj2sfhvUh/5Au7xtviHKfJ1
/Udi1/yPQG7P/74fsSSAfOtjtf+vvhjhcUjHO+uLUSEVhxGIbig/osko9ukYi4cd
UaERLIJvzP8V1i/9tUkab9x7/6Mv3/+/jn4Sv8U+Q5C3+34f81B/+4j/8/e/96Q9+
f/7Lf/ONn/3u9/q/+6ef0X3np3/iz773g/Bvf/NX/uVv3/pn+g/8Mu/Bf5//1b7/0
W+t/vPv3n/8h/Uc/96Pf/stvVH+x/a6m/saPDn/+rd/9/p9887+/f/6P7/zwm8e/
5tZ/pX/wk3/8P1zh/wL433b0JsRxMo7DXkSs1gVXXEWQ]jq60BOybj7dIC1XSphop
J2mafqU9maZpm6RNskO /BOXw5EGFObSKX5dd8KQisp4EDzuyrqilggrKehUPIjqlL
e7Kdcd060z0dg627y/ucCmlDG/L7t+/vecmzR3MWPPPwqc1TkVvOH/jNev6ltSPM
23/8ePG+tQtvXiJRAg+7/D+u29pq8w/pf/IPg+39PyQEKP+rgIVOG+8XKm69qgxQn
SoZrq3EjbRaJsUxI7CjWcwxYZfqNDBZfJzeMKk2IZBXrSIzuGEqnV/P1BgM64Awt
GU61lxiwcjohuvFgaa®BIgWwml3Zj90aj2ANIZGsNrZaoeOVcns2awYTsVeVwzNcc
i5K6Uelmamaqyz1Jr14S1W5GNo2E1MvaODlga7w2aIlY3hCj6w7GO/Bv200gvRwWEL
yJ8E5N/5h2C6Zpv1n0b97204WPIcYId2+R8Sp3AYDVBimS/uZYHICCAigNy2QIv7
hsgw011909GSp/fYAMGEAUNRKAjNP+TFAC9Rgf004fd50YLueYZjBwqc5Pdp0OYXv
6EfBbNXfjaqDhuEEqDBOEWG5KAXZsjR7Q032+m5XdSMgIMWFUpCZXrw3eEmwO/ /L
UEAL9//0+Z+d+39NrymU/5WwE9jANUG/kvMDmr /9crRnEcjsNHiLOr8r3eBSmr5/
zai9esn9TNHc8NgpCVWtH5n/dPudiifmhZEMgq6VU43Bp0ZKLgtS0sZ2yiKpB9lk
yNGwIBsaDQwIn5QwXs6aWDfZba4rmO50kobWZ7x5ybNeSDNtJ6k2CySuOZWe6bnZK
ZIJo0XKiHvca7aZiZFze44nCpNXB8gOmpWUb4sAw6 1VhTMKV+WNVTX10Z+heMNOO
240WOF JKKAMzHAdHW 2 fcpOm53JIme8haWnRfX7TH1981jIoTd3pyVdednjG1Px3L
Qa/hXtu64hTt9/196Afg/5n/y1BAi/0/edX/ONv7fyh0/x80/2+K+Y/GH+IGmv /L
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UIAL938C/0r6n5rNfxiCEM3/VbDt/3Z3P49FAXDQONOEdaCGQ7gK8eZ0OkGpOoOFr
DFRn+3RVoqEDQkXpv8nyvwQFeHj /N80 /vb3+J2jk/1bCHQ8y193jD7x36Y3vXt30
/T4ANiYuWOuT7t2Rvr8NjOum74EevHEtuVT5RVvt8SHIrnN8v/gvPP1r79ce0YF80z9
y8/LT/PHzn149LWte74iHsU+/uz8i6Xc2bf08sd/2vjO7rVvladOv/tF7P7TnzT+f
g65vvsz9fKdOb/2k/NDrR4iTFy/nPfH8byiB12P+/1sFeHj/B6cvnfX/NIBo/89K
TiE94CrNZK91Lk3a/q45bPYAXhXGx2zclWmALo44hyo2BK/P40LUUeVhTxriphilg
xwhP9JEVbIhLNDchCUEQUTOAACVNhKWM6621 LVUrwOSdLIMWITWEXKT1VhIOYFgX0
ssl4ulpIxTs+TwjHU1T7BFbN1IqCWpBzj lCKtQ2rzJt2nplYOhcgKWJuQuSR/0OMg
EAgEAOFAIBAIBAKBQCAQiEPzF7It6CQAeAAA

-— END MESSAGE ARCHIVE --

Appendix C. Changelog

NOTE TO THE RFC-EDITOR: Please remove this section prior to
publication as an RFC.

Changes from draft-ietf-sip-identity-02:
- Extracted text relating to providing identity in SIP responses;
this text will appear in a separate draft
- Added compliance testing/example section
- Added CSeq to the signature of the Identity header to prevent a
specific cut-and-paste attack; also added addr-spec of the To
header to the signature of the Identity header for similar reasons
- Added text about why neither Via headers nor display-names are
protected by this mechanism
- Added bit-exact reference files for compliance testing
- Added privacy considerations

Changes from draft-ietf-sip-identity-01:
- Completely changed underlying mechanism - instead of using an
AIB, the mechanism now recommends the use of the Identity header
and Identity-Info header
- Numerous other changes resulting from the above
- Various other editorial corrections

Changes from draft-peterson-sip-identity-01:
- Split off child draft-ietf-sip-authid-body-00 for defining of
the AIB
- Clarified scope 1in introduction
- Removed a lot of text that was redundant with RFC3261
(especially about authentication practices)
- Added mention of content indirection mechanism for adding token
to requests and responses
- Improved Security Considerations (added piece about credential
strength)

Changes from draft-peterson-sip-identity-00:


https://datatracker.ietf.org/doc/pdf/draft-ietf-sip-identity-02
https://datatracker.ietf.org/doc/pdf/draft-ietf-sip-identity-01
https://datatracker.ietf.org/doc/pdf/draft-peterson-sip-identity-01
https://datatracker.ietf.org/doc/pdf/draft-ietf-sip-authid-body-00
https://datatracker.ietf.org/doc/pdf/rfc3261
https://datatracker.ietf.org/doc/pdf/draft-peterson-sip-identity-00
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- Added a section on authenticated -didentities 1in responses

- Removed hostname convention for authentication services

- Added text about using 'message/sip' or 'message/sipfrag' in
authenticated identity bodies, also RECOMMENDED a few more headers
in sipfrags to increase reference 1integrity

- Various other editorial corrections
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